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GRAPHIC COMPOSER FOR SERVICEL
INTEGRATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application incorporates by reference for all purposes
the full disclosure of co-pending U.S. patent application Ser.
No. 14/228,148, filed concurrently herewith, entitled
“GRAPHICAL COMPOSER FOR POLICY MANAGE-
MENT.”

BACKGROUND

Computing resource service providers and other service
providers often grant users access to one or more services to
create and manage a variety ol resources necessary to
support the users’ business needs. For instance, a customer
may want to grant other users access to his/her resources,
through the one or more services, in order to perform one or
more actions on behalf of the customer while ensuring the
security ol his/her resources. In another instance, a customer
may want to utilize multiple resources across the one or
more services to develop and utilize software applications
for use by his/her customers. Generally, the management
and integration of such resources across multiple services
can present some challenges. For instance, defining policies
to ensure the security of the customer’s provisioned
resources can be difficult to visualize. Further, significant
knowledge may be required to integrate the customer’s
resources across the one or more services. Developing such
an understanding of resource integration and management
may thus require certain expertise, which a customer may
not have.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments 1n accordance with the present
disclosure will be described with reference to the drawings,
in which:

FIG. 1 shows an illustrative example of an environment in
which various embodiments can be implemented;

FIG. 2 shows an 1llustrative example of an environment
that includes a graphical composer configured to enable a
user to create a graphical representation of a policy and to
utilize the graphical representation to create a new policy in
accordance with at least one embodiment;

FIG. 3 shows an illustrative example of an environment
that includes a graphical composer configured to produce an
error message 1f a graphical representation of a policy results
in one or more contlicts or errors 1n accordance with at least
one embodiment;

FIG. 4 shows an illustrative example of an environment
that includes a plurality of components of a policy manage-
ment service 1n accordance with at least one embodiment;

FIG. 5 shows an 1llustrative example of an environment in
which various embodiments can be implemented;

FIG. 6 shows an 1llustrative example of an environment
that includes an interface that can be used to select a
template for generating an application 1n accordance with at
least one embodiment:

FIG. 7 shows an illustrative example of an environment
that includes a graphical composer that can be used to create
a graphical representation of an application in accordance
with at least one embodiment;

FIG. 8 shows an illustrative example of an environment
that includes a graphical composer that can be used to create
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2

a graphical representation of an application and to acquire
one or more resources as needed 1n accordance with at least

one embodiment;

FIG. 9 shows an 1llustrative example of an environment
that includes a graphical composer that can be used to create
a graphical representation of a worktlow required to enable
users of the application to access one or more resources in
accordance with at least one embodiment;

FIG. 10 shows an 1llustrative example of an environment
that includes a plurality of components that can be used to
generate an application 1n accordance with at least one
embodiment;

FIG. 11 shows an 1llustrative example of an environment
in which various embodiments can be implemented;

FIG. 12 shows an 1illustrative example of a process for
utilizing a graphical composer to create and apply one or
more policies 1n accordance with at least one embodiment;

FIG. 13 shows an illustrative example of a process for
utilizing a graphical composer to create an application and
integrating one or more resources 1n accordance with at least
one embodiment; and

FIG. 14 1illustrates an environment in which various
embodiments can be implemented.

DETAILED DESCRIPTION

In the following description, various embodiments will be
described. For purposes of explanation, specific configura-
tions and details are set forth 1n order to provide a thorough
understanding of the embodiments. However, 1t will also be
apparent to one skilled 1n the art that the embodiments may
be practiced without the specific details. Furthermore, well-
known features may be omitted or simplified 1 order not to
obscure the embodiment being described.

Techniques described and suggested herein relate to the
use of graphical composers to manage and integrate
resources across a plurality of services provided by a com-
puting resource service provider. In an embodiment, an
entity (e.g., an organization) communicates with a policy
management service, such as through one or more applica-
tion programming interface (API) calls to the policy man-
agement service, to request creation of a policy that may, for
example, be utilized to establish, for one or more users, a
level of access to one or more resources provisioned by the
entity. The entity may be a customer of a computing resource
service provider that may utilize one or more services such
as a virtual computer system service, object-based data
storage services, database services, the aforementioned
policy management service and a plurality of other services
to create and manage his or her resources and to support his
or her business needs.

In various embodiments, the entity utilizes an interface,
provided by the policy management service, to define one or
more policies which may be used to establish the level of
access to his or her resources. The mterface may include a
graphical composer, which the entity may utilize to create a
graphical representation of a policy which 1s to be applied to
one or more resources provisioned by the entity. For
instance, the graphical composer may include one or more
iconic representations of the enftity’s provisioned one or
more resources, the one or more actions that may performed
by a user of the one or more resources and the permissibility
of these one or more actions. For example, the entity may
utilize the graphical composer to select an iconic represen-
tation of a resource, select an iconic representation of an
action (e.g., read, write, etc.) and connect these iconic
representations with an allow or deny connector to define the
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policy. The graphical composer may be configured to pro-
vide certain efliciencies, such as defimng policies for a
plurality of users of the entity’s provisioned resources
without having to define a policy for each individual user
and defining policies for a plurality of resources at once
without having to define a policy for each individual
resource.

In an embodiment, when the entity utilizes the graphical
composer to generate a policy, the policy management
service will construct a permission model based at least 1n
part on the graphical representation of the policy generated
by the entity. A permission model may be a textual repre-
sentation of the policy that may be used to specily one or
more permissions for users and/or system processes that
utilize one or more computing resources. Accordingly, the
policy management service may perform one or more simu-
lations of the permission model to determine 1f any errors
may occur i the policy 1s implemented. For instance, 1f an
entity creates a graphical representation of a policy with
conilicting permissions (e.g., a user of a resource 15 siumul-
taneously allowed and denied permission to write to the
resource, etc.), a simulation of the permission model may
result in discovery of this contlict. If an error 1s detected, the
policy management service may transmit a notification of
the error or other information to the graphical composer,
which may cause the graphical composer to notily the entity
of the error, such as through highlighting the location of the
error on the graphical representation of the policy, and
cnable the entity to rectily the error.

In an embodiment, once the entity has completed utilizing
the graphical composer to define a policy applicable to one
or more users of at least a resource provisioned by the entity,
the policy management service will serialize the permission
model to a structured format (e.g., JavaScript Object Nota-
tion (JSON), Extensible Markup Language (XML), SecPol,
Amazon Web Services Access Policy Language, or any
other suitable policy language and/or structured markup
language) to create the policy. Accordingly, the policy
management service may apply the created policy to the
applicable resources provisioned by the entity, the one or
more users aflected by the policy and the one or more
services where the one or more resources may be located.
Further, the policy management service may enable the
entity to utilize the interface to access these created policies
and, 11 so desired, view a graphical representation of these
policies through use of the graphical composer.

In an embodiment, the entity can also communicate with
the computing resource service provider, such as through
one or more API calls to the computing resource service
provider, to request creation of an application (e.g., a con-
figured collection of one or more resources configured to
perform one or more operations for a particular purpose) that
may, for example, be used by one or more users to perform
one or more operations. In order to create the application and
enable the one or more users to perform these operations,
one or more resources, which may be provisioned by the
entity through various services maintained by the computing
resource service provider, may need to be integrated. Fur-
ther, the entity may be required to provision additional
resources to support the application that i1s to be created.

In various embodiments, the entity utilizes an interface,
provided by the computing resource service provider, to
create the application. The mterface may include a graphical
composer, which the entity may utilize to create a graphical
representation ol the interconnectivity and operations of
resources that define the application to be created, as well as
a graphical representation of the one or more elements that
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may be mterconnected to provide users with an interface to
access these resources. For instance, the graphical composer
may include one or more 1conic representations of diflerent
types ol resources and actions that may be performed by
these resources or the associated services. For example, the
entity may utilize the graphical composer to select an iconic
representation of a resource, select an iconic representation
of an action and connect these 1conic representations with
another resource to illustrate an operation to be performed
by the application.

In an embodiment, once the entity has created a graphical
representation of the interconnectivity and operations of
resources that define the application, the entity can access a
second graphical composer to define one or more elements
of the application that may be used to enable a user of the
application to interact with these resources. For instance,
this graphical composer may include one or more 1conic
representations of different types of elements and actions
that may be used to define the appearance and elements of
the application that a user may utilize to access one or more
resources. For example, the entity may utilize thus graphical
composer to select an iconic representation of an element,
select an 1conic representation of an action and connect these
iconic representations to an application layout to illustrate
how the application may appear to a user when created.

In an embodiment, when the entity utilizes the graphical
composer to generate an application, the computing resource
service provider will construct a model of the application.
Accordingly, the computing resource service provider may
perform one or more simulations of this model to determine
whether use of the application may result 1n one or more
errors. IT any errors are detected through simulation of the
model, the computing resource service provider may trans-
mit a notification of the errors to the graphical composer that
may cause the graphical composer to display the cause of the
error and enable the enftity to correct the error prior to
completing creation of the application. Further, the comput-
ing resource service provider may determine whether the
entity, based on the model, may need to provision additional
resources to support the application. For instance, if the
entity has specified, through the graphical composer, that a
managed queuing service 1s to utilize a particular queue to
transmit one or more notifications to a logical data container,
the computing resource service provider may determine
whether the entity has provisioned a queue from the man-
aged queuing service, the one or more notifications that are
included in the queue and the target logical data container.
If the entity does not own any of the resources, the com-
puting resource service provider may cause the graphical
composer to prompt the entity to determine whether he or
she would like to provision the required resources to support
the application.

In an embodiment, the computing resource service pro-
vider will utilize a compiler and a code generation mecha-
nism to instantiate the model. This may include converting
a domain specific language (DSL) representation of the one
or more operations 1mmto executable code 1n an executable
language. Accordingly, this executable code may be incor-
porated 1nto a finalized application, which the entity may
provide to 1ts customers to support his or her business needs.
Thus, when the application i1s executed by one of these
customers, executable code may cause the various resources
provisioned by the entity and the associated services main-
tained by the computing resource service provider to operate
together to perform the customer’s desired one or more
operations.
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In this manner, an entity may be able to utilize one or
more graphical composers to integrate and define a level of
access for his or her provisioned resources to support his or
her business needs. In addition, the techmques described and
suggested herein facilitate additional technical advantages.
For example, because both graphical composers require the
use ol iconic representations of resources, the computing,
resource service provider may configure the interfaces to
enable an entity to toggle between the graphical composers
to define policies for the resources that are to be utilized
within an application. This, 1n turn, may obviate the need for
the entity to terminate the graphical composer used to create
an application to access the policy management service and
use the other graphical composer to define one or more
policies for these resources. Thus, an entity may be able to
quickly visualize the executable operations to be performed
by the application and the relevant policies that have been
implemented to ensure the security of the entity’s resources.

FIG. 1 shows an illustrative example of an environment in
which various embodiments can be implemented. In the
environment 100, a policy management service 102 may
provide a policy management system that 1s configured to
enable customers to define a level of access and the ability
to perform a set of actions to users ol computing resources
106 provisioned by the customers. For example, customers
and administrators of resources may request creation of a
policy that includes one or more actions that may be
performed by one or more delegated users of the computing
resource 106 1n order to support the business needs of the
customers, the administrators of the resource and/or the
individual users themselves. The policy management service
102 may comprise one or more components which may
collectively be configured to enable resource owners to
generate and manage policies and to further make these
policies available to the various target computing resources
106 and their users.

As noted above, the policy management service 102 may
be configured to enable customers and administrators of
computing resources 106 to request creation of one or more
policies. Accordingly, the environment 100 includes a cus-
tomer 104. The customer 104 may be an individual or
organization that may utilize the policy management service
102 to request creation of one or more policies for defining
one or more actions that may be performed by a user on a
particular computing resource 106 in order to support the
business needs of the individual/organization and/or the
user. Each customer 104 may utilize a policy management
service mterface 108 to create a policy comprising a listing
of users that may utilize one or more target computing
resources 106 provisioned and/or managed by the customer
104 and a listing of actions that may be performed by each
of these users on the one or more target computing resources
106.

In an embodiment, the policy management service 102
provides for display the policy management service inter-
face 108 to the customer 104. The policy management
service 102 may provide the policy management service
interface 108 for display such as by transmitting information
to be displayed over a network, providing signals to a
graphics card located on a customer’s 104 computing device
and the like. In an embodiment, the policy management
service interface 108 includes a graphical composer 112,
which the customer 104 can use to create a graphical
representation of a policy. The graphical composer 112 may
be configured to include one or more 1conic representations
of the computing resources 106 provisioned by the customer
104, as well as 1conic representations of one or more actions
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that may be performed by a user on a resource and one or
more connectors, which may be used to define whether a
particular user 1s permitted or not permitted to perform a
particular action on a target resource. Accordingly, the
customer 104 may utilize the policy management service
interface 108 to select one or more user profiles and access
the graphical composer 112 to create a graphical represen-
tation of a policy that 1s to be applied for the selected one or
more user profiles.

Once the customer 104 has used the graphical composer
112 to create a graphical representation of a policy, the
policy management service 102 may generate a permissions
model based at least 1n part on the graphical representation
of the policy to perform one or more simulations. These
simulations may be used to determine whether the policy
defined by the customer 104 sufler from any errors and/or
conflicts. For instance, an error or conflict may exist 1f a
customer 104 defines a policy that both allows and denies a
particular user from performing write operations on the
same resource. Accordingly, 11 any errors and/or contlicts are
discovered, the policy management service 102 may trans-
mit one or more notifications to the graphical composer 112
to cause the graphical composer 112 to display one or more
messages that include the nature of the errors/contlicts and
highlight portions of the graphical representation of the
policy where the errors/contlicts exist. For example, 1f an
error and/or conflict 1s found, the graphical composer 112
may change the color of any connectors to 1llustrate that this
1s where the error and/or conflict exists. Accordingly, the
customer 104 may proceed to modily the graphical repre-
sentation of the policy to address these 1ssues.

If the simulation of the graphical representation of the
policy results 1n no errors or contlicts, the policy manage-
ment service 102 may serialize the permission model nto a
structured format (e.g., JSON, XML, SecPol, Amazon Web
Services Access Policy Language etc.) to create the policy.
Subsequently, the policy management service 102 may
redundantly store this newly created policy 1n a policy data
store 110. The policy data store 110 may comprise various
computing hardware resources for storing and making avail-
able these policies to the various target computing resources
106 and their users. Thus, once a policy has been created and
stored within the policy data store 110, the policy manage-
ment service 102 may apply the newly created policy to the
one or more computing resources 106 based at least 1n part
on the resources specified within the policy.

The customer 104 may further interact with the policy
management service interface 108 to access one or more
policies that may be stored within the policy data store 110.
Accordingly, the policy management service 102 may utilize
the stored policy to generate a graphical representation of
the stored policy and provide this graphical representation to
the customer 104 through the graphical composer 112. This
may enable the customer 104 to visualize the policy and
understand 1ts eflects on the target computing resources 106
and the users of these target computing resources 106.
Additionally, this may enable the customer 104 to utilize the
graphical composer 112 to modify any existing policies as
needed (e.g., create new policies based at least 1n part on an
existing policy, modily an existing policy to address certain
i1ssues, etc.).

As noted above, a customer may access, through an
interface, a graphical composer, which the customer may
utilize to generate a graphical representation of a policy and,
in turn, create the policy based at least in part on this
graphical representation. Accordingly, FIG. 2 shows an
illustrative example of an environment 200 that includes a
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graphical composer 202 configured to enable a user to create

a graphical representation of a policy and to utilize the
graphical representation of the policy to create a new policy

in accordance with at least one embodiment. The graphical
composer 202 may include a plurality of components, which 5
a customer may use to generate a graphical representation of

a policy and, subsequently, a policy that may be applied to
one or more target resources. For instance, in this particular
illustrative example, the graphical composer 202 may
include three distinct components that may be used to create 10
a graphical representation of a policy. The components that
may be included in the graphical composer 202, in this
example, include an 1conic representation selection window
204, a policy graphical representation window 206 and a
policy textual representation window 208, although not all 15
embodiments of the present disclosure will include all such
components and additional components may be included
within the graphical composer 202 in addition to or as an
alternative to the components explicitly described herein.
The graphical composer 202 may further be utilized to 20
generate a template usable to create one or more new
policies.

The 1conic representation selection window 204 may
include one or more 1conic representations of resources,
actions and/or permissions that may be used to create the 25
graphical representation of the policy. For instance, in this
particular 1llustrative example, the i1conic representation
selection window 204 may include a resource 1con 210, a
write action 1con 212, a read action i1con 214, an allow
connector 216 and a deny connector 218, although not all 30
embodiments of the present disclosure will include all such
iconic representations and additional i1conic representations
may be mcluded within the 1conic representation selection
window 204 1n addition to or as an alternative to the iconic
representations explicitly described herein. For example, the 35
iconic representation selection window 204 may include 1n
addition to, or instead of, the resource icon 210, one or more
resource icons for each resource provisioned by the cus-
tomer. In another example, the 1conic representation selec-
tion window 204 may include in addition to, or instead of, 40
the allow connector 216 and the deny connector 218, one or
more connectors usable to illustrate a conditional connection
between a particular resource and an action. For instance, 1
a conditional connector 1s used to connect a particular
resource to an action, a user may be able to specily a 45
condition, such that if the condition 1s met, the action may
be performable on the specified resource. Otherwise, if the
condition 1s not met, then the action may not be performable
on the specified resource.

The resource 1con 210 may represent one or more 50
resources provisioned by the customer. For instance, when a
customer uses a cursor 224 to select the resource icon 210
and create a graphical representation of a resource 1n the
policy graphical representation window 206, the customer
may be able to select the graphical representation of the 55
resource and define one or more attributes of the resource
that are to be used in generating the policy. For example,
when a customer selects the graphical representation of the
resource, a separate window may appear, which may include
one or more mput boxes that the customer may utilize to 60
define which resource provisioned by the customer will be
subject to this new policy. As illustrated in FIG. 2, the
customer has introduced a resource to the policy graphical
representation window 206 and has renamed the resource as
“Resource 1.” The name of the resource may correspond to 65
a known resource provisioned by the customer and main-
tained by the computing resource service provider. While the
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use of a separate window for defining one or more attributes
of a graphical representation of a resource are used through-
out the present disclosure for the purpose of illustration,
other methods may be used to 1dentily a particular resource
that 1s to be the target of the new policy. For example, as
noted above, the resource 1con 210 may be replaced with one
or more resource 1cons for each resource provisioned by the
customer. In such an instance, a separate window for defin-
ing the one or more attributes of the graphical representation
ol a resource may not be required.

If the graphical composer 202 1s utilized to generate a
template, as described above, the customer may not be
required to define the one or more attributes resources that
are to be used 1n generating the policy. For instance, the
customer may introduce a resource to the policy graphical
representation window 206 but, instead of defining which
provisioned resource 1s to be utilized (e.g., “Resource 17 as
illustrated 1 FIG. 2), the customer may leave the resource
blank. Accordingly, the resource may not include a particu-
lar name within the graphical representation window 206.
Once the customer has created the template, he/she may
utilize the apply button 220 to store the template within a
policy data store such that the customer may be able to
access this template at a later time and use the template to
generate new policies.

The write icon 212 may represent a write action that may
be performed by one or more users of a particular resource.
For instance, a write action may include creating a new file
within a resource, deleting a file within a resource, ntro-
ducing a file from another source to the resource, moving a
file within a resource and the like. Thus, enabling a user to
perform a write action on a resource may include allowing
the user to create, modity and delete any content from within
a particular resource, including the resource itself. The read
icon 214, alternatively, may represent a read action that may
be performed by one or more users of a particular resource.
For instance, a read action may include accessing one or
more files within the resource without the ability to write,
modily or delete any of these files.

The allow connector 216 may be used to graphically
represent an allowable connection between a particular
resource and an action. For instance, as 1llustrated in FIG. 2
in the policy graphical representation window 206, a cus-
tomer has used an allow connector 216 to connect a graphi-
cal representation of a read action to a graphical represen-
tation of a resource (e.g., “Resource 17). Accordingly, this
may graphically represent that a particular user 1s allowed to
perform one or more read actions related to the resource.
Alternatively, the deny connector 218 may be used to
graphically represent a connection between a particular
resource and an action wherein the action may not be
performed. For instance, as illustrated 1n the policy graphical
representation window 206, a customer has used a deny
connector 218 to connect a graphical representation of a
write action to a graphical representation of a resource (e.g.,
“Resource 17). Accordingly, this may graphically represent
that a particular user 1s denied the ability to perform one or
more write actions related to the resource.

The policy graphical representation window 206 may be
used by the customer to create a graphical representation of
a policy that 1s to be used to define a level of access, for one
Or more users, to one or more resources provisioned by the
customer. For instance, the customer may utilize the inter-
tace, provided by the policy management service, to select
one or more users that are to be impacted by creation of a
policy through the graphical composer 202. Accordingly,
when the customer accesses the graphical composer 202



US 10,592,068 Bl

9

from the interface, the customer may see, as illustrated 1n
FIG. 2, which users are to be aflected by the policy repre-
sented 1n the policy graphical representation window 206.

To generate a graphical representation of a policy using
the policy graphical representation window 206, a customer
may utilize a cursor 224 to select one or more 1conic
representations from the 1conic representation selection win-
dow 204 and introducing the selected 1conic representations
into the policy graphical representation window 206.
Accordingly, the customer may mampulate the one or more
iconic representations within the policy graphical represen-
tation window 206 to connect resources to actions and create
a graphical representation of a policy. For instance, as
illustrated 1 FIG. 2, a customer may have utilized a cursor
224 to select the resource 1con 210 to introduce a graphical
representation of a resource (e.g., “Resource 17). Further,
the customer may have utilized the cursor 224 to select the
write 1con 212 and the read 1con 214 to mtroduce a graphical
representation of these two actions to the policy graphical
representation window 206. Subsequently, the customer
may have used the allow connector 216 and the deny
connector 218 to connect the graphical representation of the
resource to the graphical representations of the read and
write actions. Thus, a customer may be able to view the
policy graphical representation window 206 to visualize a
particular policy for one or more users and make adjust-
ments as needed.

The graphical composer 202 may further include a policy
textual representation window 208, which may be config-
ured to display the generated policy 1n a structured format
(e.g., JSON, XML, SecPol, Amazon Web Services Access
Policy Language etc.) that may be read by the targeted
resources to implement the one or more policies. In an
embodiment, the policy management service 1s configured
to utilize the graphical representation of a policy within the
policy graphical representation window 206 to generate a
permission model that may be simulated to determine
whether there are any contlicts and/or errors associated with
the policy. This permission model may be created by con-
verting the graphical representation of the policy into a
textual representation of the policy. This textual represen-
tation of the policy may be written 1n a structured format,
such that the policy may read and applied by the policy
management service to perform the simulation. Accordingly,
the policy management service may be configured to utilize
the policy textual representation window 208 to display the
textual representation of the policy that 1s graphically rep-
resented within the policy graphical representation window
206.

Once the customer has created a graphical representation
of a policy that he or she wants to implement for one or more
resources and users, the customer may use the cursor 224 to
select the apply button 220. Accordingly, the policy man-
agement service may serialize the permission model into a
structured format to create the policy and apply this newly
created policy to the applicable resources. For instance, once
the policy has been created, the policy may be stored within
a centralized authentication service provided by the com-
puting resource service provider. This centralized authenti-
cation service may be configured to provide the newly
created policy to one or more services once the user has been
properly authenticated by the authentication service. Alter-
natively, the policy management service may transmit the
newly created policy to the applicable services where the
resources may be maintained. Thus, when a user attempts to
access a resource within an applicable service, the applicable
service may refer to the policy to determine whether the user
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1s authorized to access the resource. If the customer does not
want to utilize this graphical representation of a policy to
create a new policy, the customer may select the cancel
button 222 to exit the graphical composer 202. Accordingly,
the policy management service may discard the graphical
representation of the policy created by the customer without
applying this policy to any resources provisioned by the
customer.

As noted above, the policy management service may be
configured to utilize the graphical composer to generate a
permission model based at least in part on the graphical
representation of a policy. The policy management model
may utilize this graphical representation of the policy to
perform one or more simulations to determine whether there
are any contlicts and/or errors associated with the policy.
Accordingly, FIG. 3 shows an illustrative example of an
environment 300 that includes a graphical composer 302
configured to produce an error message 1 a graphical
representation of a policy results in one or more contlicts or
errors 1n accordance with at least one embodiment. The
graphical composer 302 1s similar to the graphical composer
illustrated 1n FIG. 2 and described above. For instance, the
graphical composer 302 may include three distinct compo-
nents that may be used to create a graphical representation
of a policy. The components that may be included 1n the
graphical composer 302, i this example, include an 1conic
representation selection window 304, a policy graphical
representation window 306 and a policy textual representa-
tion window 308. Further, the resource icon 310, the write
icon 312, the read icon 314, the allow connector 316, the
deny connector 318 may be similar to the 1cons illustrated 1n
FIG. 2. Similarly, the graphical composer 302 may include
the apply button 320 and the cancel button 322, which may
be similar to the buttons illustrated in FIG. 2. However, 1n
this 1llustrative example, the creation of a graphical repre-
sentation of a policy has resulted 1n an error, which may
preclude the policy management service from creating the
policy and applying the policy to the applicable resources
provisioned by the customer.

As illustrated 1n FIG. 3, a customer may create a graphical
representation of a policy that includes one or more con-
flicting elements. For instance, a customer may use a con-
nector, such as the allow connector 316 or the deny con-
nector 318 to connect a graphical representation of a
resource, created using a resource icon 310, to an action
within the policy graphical representation window 306.
However, a conflict may be generated 11 a customer uses an

allow connector 316 and a deny connector 318 to connect a
resource to the same action, such as the write action 1llus-
trated 1n FIG. 3. While the use of a contlict based at least in
part on different connectors being utilized to connect a
resource to the same action 1s used throughout the present
disclosure for the purpose of illustration, other contlicts and
errors may be created when utilizing the graphical composer
302 to generate a new policy. For example, an error may
occur 1f a customer creates a graphical representation of a
policy that includes repeated connections, such as two or
more connections that would enable a user to write to the
same resource.

As noted above, when a customer creates a graphical
representation of a policy within the policy graphical rep-
resentation window 306, the policy management service
may use this graphical representation to generate a permis-
sion model (e.g., a non-graphical representation of the
policy). Subsequently, the policy management service may
simulate this permission model to determine whether the
permission model includes any contlicting or erroneous
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policy statements. If the permission model includes any
contlicting or erroneous policy statements, the policy man-
agement service may transmit one or more notifications to
the graphical composer 302 that may cause the graphical
composer 302 to display the source of the contlict and/or
error. Additionally, the graphical composer 302 may display
one or more messages to inform the customer that the policy
could not be created due to the errors/conflicts.

For instance, as illustrated in FIG. 3, the graphical com-
poser 302 has displayed two error messages as a result of the
graphical representation of a policy created by a customer.
First, the graphical composer 302 may display an error
message within the policy graphical representation window
306 to demonstrate which connection resulted in an error. In
this illustrative example, the customer has specified, through
the policy graphical representation window 306, that a user
1s both allowed and denied to perform write operations on
Resource 1. Since the policy management service has deter-
mined that this 1s a conflict, the graphical composer 302 may
be mstructed to display where the conflicting connection 1s
located. This may enable the customer to remove the con-
nection or take other remedial actions to address the contlict
and/or error. Second, the graphical composer 302 may
display an error message within the policy textual represen-
tation window 308 to demonstrate where within the textual
representation of the policy the error 1s located. In this
illustrative example, the graphical composer 302 has high-
lighted the relevant portion of textual representation of the
policy that includes the error. Additionally, the graphical
composer 302 has displayed in large, bold letters the word
“error” next to the highlighted portion of the textual repre-
sentation of the policy to further call attention to the error.

While the use of a textual error message and highlighting
of portions of a textual representation of the policy 1s used
extensively throughout the present disclosure for the pur-
pose of illustration, other methods to demonstrate the source
of an error or conilict may be used to inform the customer
of an 1ssue with his or her graphical representation of a
policy. For example, the graphical composer 302 may be
configured to change the color of the resources, actions,
connectors and other elements within the policy graphical
representation window 306. In another example, the graphi-
cal composer 302 may be configured to change the color of
the segment of the textual representation of the policy that
includes a conflicting or erroneous statement within the
policy textual representation window 306. As such, the
graphical composer 302 may be configured to utilize any
visual (e.g., colors, shapes, text, etc.) and/or audio stimuli to
inform the customer of an error and/or contlict that may exist
as a result of the graphical representation of the policy
created by the customer.

As noted above, the policy management service may be
configured to enable customers to utilize an interface to
access a graphical composer, which may be used to generate
one or more policies that may be applicable to resources
across other services provided by the computing resource
service provider. Accordingly, FIG. 4 shows an 1llustrative
example of an environment 400 that includes a plurality of
components of a policy management service 404 provided
by a computing resource service provider 402 in accordance
with at least one embodiment. The policy management
service 404 may provide customers and other delegated
users who have been granted administrative permissions by
a customer with an interface 406 that may enable the
customer or a delegated user to access the policy manage-
ment service 404. A customer or a delegated user may utilize
the interface 406 through one or more communications
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networks, such as the Internet. The interface 406 may
comprise certain security safeguards to ensure that the
customer or delegated user has authorization to access the
policy management service 404. For instance, in order to
access the policy management service 404, a customer may
need to provide a username and a corresponding password
or encryption key when using the interface 406. Addition-
ally, requests (e.g., API calls) submitted to the interface 406
may require an electronic signature generated using a cryp-
tographic key such that the electronic signature 1s verifiable
by the policy management service 404, such as by an
authorization system (not shown).

Through the interface 406, the customer or delegated user
may be able to view his or her resources, including a listing
of all users authorized to access each of his or her resources.
Accordingly, the customer or delegated user may use the
interface 406 to access a user profile data store 408 to create
and manage one or more users and view one or more
attributes of each user (e.g., first name and last name,
location, phone number, etc.). Additionally, through the
interface 406, the customer or delegated user may select a
user profile or a group of user profiles from the user profile
data store 408 and access a graphical composer to create one
or more resource policies and define a level of access to one
or more resources for a user or a group of users. Accord-
ingly, once the customer or delegated user has defined the
applicable user policies through the graphical composer, the
graphical composer may transmit one or more executable
instructions to a policy management sub-system 410 which
may cause the policy management sub-system 410 to gen-
crate a permission model based at least in part on a graphical
representation of the user policies created by the customer or
delegated user.

The policy management sub-system 410 may be config-
ured to utilize the permission model to perform one or more
simulations and determine whether the permission model
includes one or more errors or contlicts. If one or more errors
or contlicts are detected, the policy management sub-system
410 may transmit one or more notifications to the graphical
composer within the interface 406 that may cause the
graphical composer to display one or more error messages
and deny creation of the policy. Accordingly, a customer or
delegated user may again utilize the graphical composer to
address the errors and/or conflicts. This may cause the
graphical composer to again transmit executable instructions
to the policy management sub-system 410 to utilize the
revised graphical representation of the policy to create a new
permission model and to perform one or more simulations
utilizing the new permission model.

I1 the policy management sub-system 410 does not detect
any errors or contlicts after performing one or more simu-
lations utilizing the permission model, the policy manage-
ment sub-system 410 may enable the customer or delegated
user to verily that he or she wants to create a policy based
at least 1n part on the graphical representation of the policy
created within the graphical composer. For example, a
customer or delegated user may select an apply button
within the graphical composer to acknowledge that he or she
wants to create a policy based at least 1n part on the graphical
representation of the policy he or she has created. Accord-
ingly, the policy management sub-system 410 may serialize
the permission model into an appropriate structured format
(e.g., a format that 1s readable and by one or more services
where the resources may be located to enable the one or
more services to enforce the policy) and create the policy.
The policy management sub-system may include the gen-
erated policy 1n the one or more applicable user profiles
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within the user profile data store 408 and may persistently
store the generated policy within a policy data store 412.
Once the policy has been created and persistently stored
within the policy data store 412, the policy management
sub-system 410 may either transmit the generated policy to
one or more services 414 where the applicable resources
may be located or may transmit one or more API calls to the
policy data store 412 to provide the generated policy to the
one or more services 414. Accordingly, the one or more
services 414 may enforce the generated policy and grant
users or deny users the ability to perform one or more
operations using resources provisioned by the customer or
managed by one or more delegated users.

At any time, the customer or delegated user may access
the graphical composer through the interface 406 to view
and/or modily any existing policy that may be persistently
stored within the policy data store 412. For instance, a
customer or delegated user may utilize the interface 406 to
access the user profile data store 408 to select a user profile
and, from the selected user profile, identily a policy that has
been applied to the user profile. Accordingly, the customer
or delegated user may select the policy and access the
graphical composer. The interface 406 may transmit one or
more executable instructions to the policy management
sub-system 410, which may cause the policy management
sub-system 408 to access the policy data store 412 to obtain
the selected policy and utilize the textual representation
within the selected policy to cause the graphical composer to
display a graphical representation of the policy. Thus, the
customer or delegated user may be able to review a graphical
representation of an existing policy, even 1f the existing
policy was not originally created using the graphical com-
poser within the interface 406.

As noted above, a computing resource service provider
may not only provide, through a policy management service,
a graphical composer to generate one or more policies but
may also provide a second graphical composer, which a
customer may utilize to integrate his or her resources across
various services to support creation of one or more appli-
cations. Accordingly, FIG. 5 shows an illustrative example
ol an environment 500 1n which various embodiments can
be implemented. In the environment 500, a computing
resource service provider 502 may provide various comput-
ing resource services 310, 512 to customers of the comput-
ing resource service provider 302. The computing resource
service provider 302 may be an organization that hosts
various computing resources on behalf of one or more
customers. For example, a computing resource service pro-
vider may operate one or more facilities that are used to host
various computing hardware resources, such as hardware
servers, data storage devices, network devices, and other
equipment, such as server racks, networking cables and the
like. The computing resource service provider 502 may
utilize 1ts computing hardware resources to operate one or
more services 310, 512. Such services 510, 512 may include
services that enable customers of the computing resource
service provider to remotely manage computing resources to
support the customers’ operations while reducing or even
climinating the need of the customers to mvest in physical
equipment. Example services include, but are not limited to,
various data storage services (object-based data storage
services, archival data storage services, database services
and the like), policy management services, program execu-
tion services and other services. The services 510, 512 may
be used by customers to support a wide variety of activities,
such as operating a website, operating enterprise systems
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supporting an organization, operating one or more distrib-
uted applications, distributed computation and/or other
activities.

Accordingly, as illustrated in FIG. 5, the environment 500
includes a customer 504. The customer 504 may be an
individual or organization that could utilize one or more
services 510, 3512 provided by the computing resource
service provider 302 to remotely manage computing
resources to support his or her operations, such as webpage
development, application development or database manage-
ment. The customer 504 may, through a customer computing
device, access an interface 506 provided by computing
system service provider 502 to create one or more applica-
tions that may be used to support the customer’s needs. For
instance, 1n an embodiment, the customer 504 may access a
graphical composer 508, through the interface 506, to create
a graphical representation of an application, which the
computing resource service provider 502 may utilize to
construct a domain specific language (IDSL) representation
of the requested application and perform one or more
simulations to determine whether the desired application
includes one or more errors and/or contlicts that may aflect
its performance. Examples of DSLs that may be used
include HyperText Markup Language (HI'ML), Logo, Ver-
1log, matrix laboratory (MATLAB) language, GNU Octave
and the like; although this list 1s not exhaustive any suitable
DSL may be utilized to create a textual representation of the
application to be simulated.

If the computing resource service provider 502 detects
any errors and/or contlicts as a result of performing one or
more simulations of the DSL representation of the requested
application, the computing resource service provider 502
may transmit one or more notifications to the graphical
composer 308 that may cause the graphical composer 508 to
display, through highlighting or other methods, the source of
the errors and/or conflicts. This may enable the customer
504 to use the graphical composer 308 to modily the
graphical representation of the requested application in order
to address the discovered errors and/or contlicts. Addition-
ally, the computing resource service provider 502 may cause
the graphical composer 508 to enable the customer 504 to
request provisioning, through the graphical composer 508,
ol additional resources 11 necessary to support the requested
application and the customer 504 has not previously provi-
sioned such resources.

Once the customer 504 has utilized the graphical com-
poser 508 to create a graphical representation of an appli-
cation (e.g., one or more operations that may be performed
utilizing resources across various services) and the comput-
ing resource service provider 502 has determined that the
DSL representation of this application results 1n no contlicts
and/or errors, the computing resource service provider 502
may utilize a compiler and/or a code generation mechanism
to create executable code for the application. For instance,
the executable code may be written 1n an executable lan-
guage such as Java, C++, Objective C, non-Objective C, C
#, Ruby and the like. Once the application has been created,
the computing resource service provider 302 may transmit
one or more commands to the relevant services 510, 512 in
order to integrate these services 510, 512 and enable actions
to be performed among these services 3510, 312. For
instance, as 1illustrated in FIG. 5, the creation of an appli-
cation through the graphical composer 508 may enable a
customer 304 or other user of the application to use the
application to cause a {first service 510 to perform one or
more actions that aflect a second service 512. For example,
a customer 504 may use the created application to request
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creation of a topic that may include one or more notifica-
tions, transier the one or more notifications included 1n the
topic to an existing queue and, as a result of a triggering
event or sullicient passage of time, transmit the one or more
notifications from the queue to a logical data container or
virtual machine 1nstance for execution. The executable code
for the application may cause the application to transmuit
relevant commands to a notification service, a managed
queuing service, an object-based data storage service and a
virtual computer system service to integrate these services
and the applicable resources within to perform the requested
operations.

As noted above, the computing resource service provider
may provide an interface, which customers and other users
may utilize to access a graphical composer to define one or
more features of a new application. In an embodiment, the
interface 1s configured to provide a customer or other user
with the option to select a template from a set of one or more
templates, which may be used to create applications having,
different functionality within the graphical composer.
Accordingly, FIG. 6 shows an illustrative example of an
environment 600 that includes an interface 602 that can be
used to select a template for generating an application in
accordance with at least one embodiment. The interface 602
may include a plurality of templates, which a customer may
use to create an example graphical representation of an
application that the customer may use as a baseline for his
or her desired application. For instance, i this particular
illustrative example, the interface 602 may include five
distinct template options that may be used to create an
example graphical representation of an application. The
template options that may be included in the interface 602,
in this example, include an advertising/promotions template
option 604, a measurement analysis and tracking template
option 606, a data streaming template option 608, a create
from existing application option 610 and a blank template
option 612, although not all embodiments of the present
disclosure will 1include all such template options and addi-
tional template options may be included within the interface
602 1n addition to or as an alternative to the template options
explicitly described herein.

The advertising/promotions template option 604 may be
selected by a customer desiring to create a new application
that 1s configured to distribute advertisements and/or pro-
motions to users of the application. For instance, a customer
may want to push notifications to users of the application to
provide mformation regarding new products or promotions.
Further, the application may be used to manage a user
loyalty program, wherein a user 1s rewarded for utilizing the
application to purchase goods provided by the customer.
Accordingly, an advertising/promotions template may
include one or more sample operations that may be used to
integrate resources within a notifications service and a
managed queuing service which may push notifications to
one or more subscribers, as well as one or more sample
operations that may be used to integrate an object-based data
storage service and a database service to track user pur-
chases and loyalty rewards. These sample operations and
applicable resources may then be graphically represented
within the graphical composer, where the customer may
manipulate these sample operations to create his or her own
customized application.

The measurement analysis and tracking template option
606 may be selected by a customer desiring to create a new
application that may be used to obtain one or more mea-
surements, analyze these one or more measurements and
provide useful information related to these measurements
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obtained over time. For instance, a customer may provide
users with an application that enables users to track their
blood pressure at any time and obtain useful information
regarding their measurements. Accordingly, a measurement
analysis and tracking template may include one or more
sample functions that may be used to integrate resources
within an object-based data storage service to redundantly
store users’ measurements, resources within a virtual com-
puter system service for performing one or more analyses
based at least in part on the received measurements and a
database within a database service for listing relevant data
and user mformation. Similar to the advertising/promotions
template option 604 described above, these sample functions
and applicable resources may then be graphically repre-
sented within the graphical composer, where the customer
may manipulate these sample functions to create his or her
own customized application.

The data streaming template option 608 may be selected
by a customer desiring to create a new application that may
be used by other users to remotely access data over a
network. For instance, the customer may enable users of the
application to redundantly store their data within a custom-
er’s data store and access this data remotely through the
application. Accordingly, the data streaming template may
include one or more sample functions that may be used to
integrate resources within an object-based data storage ser-
vice to redundantly store a user’s data and resources within
a data archive service to archive any stored data that 1s used
infrequently. The customer may utilize the graphical com-
poser to modily these sample operations to fit his or her
business needs.

The create from existing application option 610 may be
selected by a customer desiring to utilize a graphical repre-
sentation of a previously created application as a template to
create a new application. For instance, 11 a customer selects
this option 610, the interface 602 may transmit one or more
API calls to a template repository to obtain a listing of
applications previously created by the customer. Accord-
ingly, the mterface 602 may provide a new graphical user
interface to the customer, which may include this listing of
previously created applications. The customer may utilize
this graphical user interface to select an existing application
and cause the interface to obtain the selected application and
utilize the graphical composer to generate a graphical rep-
resentation of the selected application. Thus, the customer
may be able to utilize the graphical representation of the
existing application to add, modily and/or remove opera-
tions and resources to create a new application. Additionally,
the create from existing application option 610 may be
selected by the customer to enable reuse of existing
resources to create new applications or modily existing
applications.

The blank template option 612 may be selected by a
customer desiring to access the graphical composer that
includes no graphical representations. Thus, 1 a customer
selects this option 612, the graphical composer may not
include graphical representations of resources or operations.
This may enable the customer to utilize the graphical
composer to create a new application that differs substan-
tially from any of the other templates provided by the
computing resource service provider through the interface
602.

Once the customer has selected an appropriate template
that may be used to create a graphical representation of a
sample application, the customer may utilize a next button
614 to access the graphical composer. Accordingly, based at
least 1n part on the customer’s selection of a template from
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the mtertace 602, the graphical composer may or may not
include graphical representations of resources and functions
that may be integral to the creation of a new application.
Alternatively, 1f a customer no longer desires to create a new
application, the customer may utilize the cancel button 616
to exit the interface 602.

As noted above, the customer may utilize an interface to
access a graphical composer that may be used, by the
customer, to create a graphical representation of one or more
functions and resources that may be used to integrate various
services and create an application that may support the
customer’s business needs. Accordingly, FIG. 7 shows an
illustrative example of an environment 700 that includes a
graphical composer 702 that can be used to create a graphi-
cal representation of an application i accordance with at
least one embodiment. The graphical composer 702 may
include a plurality of components, which a customer of the
computing resource service provider may use to generate a
graphical representation of one or more operations that may
be performed by an application and, subsequently, an appli-
cation that may be provided to users to support the custom-
er’s business needs. For instance, 1n this particular 1llustra-
tive example, the graphical composer 702 may include two
distinct components that may be used to create a graphical
representation of operations for an application. The compo-
nents that may be included in the graphical composer 702,
in this example, include an 1conic representation selection
window 704 and an operations graphical representation
window 706, although not all embodiments of the present
disclosure will include all such components and additional
components may be included within the graphical composer
702 1n addition to or as an alternative to the components
explicitly described herein.

The 1conic representation selection window 704 may
include one or more 1conic representations of resources,
actions and/or other entities that may be used to create the
graphical representation of the operations to be included
within the application. For instance, in this particular illus-
trative example, the 1conic representation selection window
704 may 1nclude a topic 1icon 708, a queue 1con 710, a logical
data container 1con 712, a virtual machine instance icon 714,
an action connector 716 and a delayed action connector 718,
although not all embodiments of the present disclosure will
include all such 1conic representations and additional 1conic
representations may be included within the 1conic represen-
tation selection window 704 1n addition to or as an alterna-
tive to the iconic representations explicitly described herein.
For example, the iconic representation selection window
704 may include 1n addition to, or instead of, the resource
icons (e.g., the topic icon 708, the queue i1con 710, the
logical data container icon 712 and the virtual machine
instance 1con 714) as illustrated 1n FIG. 7, one or more icons
for each type of resource that may be provided by the
computing resource service provider and made available to
the customer.

In an embodiment, the iconic representation selection
window 704 1s populated with one or more iconic represen-
tations of resources, actions and/or other entities based at
least 1n part on the template selected by the customer. For
instance, as illustrated in FIG. 7, 1f a customer selects from
the interface an advertising/promotions application tem-
plate, the iconic representations that may be included 1n the
iconic representation selection window 704 may correspond
to the one or more resources, actions and entities that may
be used to create one or more operations needed to create an
advertising/promotions application. Accordingly, the cus-
tomer may use a cursor 724 to select the topic 1con 708 to
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introduce a graphical representation of a topic that may
include one or more notifications into the operations graphi-
cal representation window 706. The customer may then
select the graphical representation of the topic to identily
which topic, from a notification service, 1s to be used as part
of the desired operation. In similar fashion, the customer
may use the cursor 724 to introduce additional elements 1nto
the operations graphical representation window 706 and
graphically define one or more operations necessary to
support the application that 1s to be created.

The iconic representations of resources that may be
included within the iconic representation selection window
704 may further include iconic representations of resources
that are provisioned by the customer. For instance, the
customer may be an entity that may have provisioned and/or
maintains one or more topics comprising a plurality of
notifications within a notification service, one or more
queues within a managed queuing service, one Or more
logical data containers within an object-based data storage
service and one or more virtual machine instances within a
virtual computer system service. Thus, as 1llustrated 1n FIG.
7, the graphical composer 702 may be configured to include
a topic 1con 708, a queue icon 710, a logical data container
icon 712 and a virtual machine instance 1con 714 to enable
the customer to integrate these resources and their associated
services for the purpose of defining operations of the desired
application.

In an embodiment, the iconic representation selection
window 704 1s populated with 1conic representations of
every resource that 1s made available through the one or
more services provided by the computing resource service
provider. Accordingly, when a customer uses a cursor 724 to
isert a graphical representation of a resource into the
operations graphical representation window 706, the graphi-
cal composer 702 may transmit one or more API calls to the
applicable service that 1s used to provision and maintain this
type of resource to determine whether the customer has
provisioned one or more resources from the service. It the
customer does not have any resources of this type associated
with his or her account, as will be described in greater detail
below 1n connection with FIG. 8, the graphical composer
702 may display a graphical user iterface, which may be
configured to enable the customer to provision the necessary
resource.

The action connector 716 and the delayed action connec-
tor 718 may be used to graphically connect graphical
representations ol one or more resources to graphical rep-
resentations of other resources. For instance, as 1llustrated 1n
FIG. 7, a customer has used an action connector 716 to
graphically connect Topic A to Queue A within the opera-
tions graphical representation window 706. Accordingly, the
graphical composer 702 may be configured to interpret this
graphical representation of the connection between Topic A
and Queue A as an operation wherein the topic (e.g., Topic
A) 1s added to the queue, Queue A. Alternatively, the
customer may select the delayed action connector 718 to
graphically connect a graphical representation of a resource
to graphical representations of other resources such that the
intended operation (e.g., action) 1s performed after a speci-
fied period of time (e.g., a delay).

As the customer creates graphical representations of one
or more features that are to be implemented for the desired
application, the computing resource service provider,
through a resource management sub-system, may convert
these graphical representations into a model that includes
DSL (e.g., textual) representations of the one or more
operations defined by the customer. Accordingly, the
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resource management sub-system may perform one or more
simulations of these operations to determine whether any
errors and/or conflicts exist. If such errors and/or conflicts
exist, the resource management sub-system may cause the
graphical composer 702 to inform the customer of the errors
and/or conflicts (e.g., highlight relevant operations, display
informative messages, etc.). The customer may be permitted
to modily the graphical representation of the offending
operations, at which point the resource management sub-
system may again perform simulations of these modified
operations.

Once the customer has created a graphical representation
of the one or more operations that he or she wants to
implement for the desired application, and no errors or
contlicts exist, the customer may use the cursor 724 to select
the apply button 720. Accordingly, the computing resource
service provider, through the resource management sub-
system, may instantiate the model of the application by
generating executable code 1 a programming language to
create the application and enable the application to transmut
one or more commands to applicable computing resources
and services. However, 1f the customer does not want to
utilize this graphical representation of the one or more
operations to create a new application, the customer may
select the cancel button 722 to exit the graphical composer
702. Accordingly, the resource management sub-system
may discard the graphical representation of the operations
created by the customer without applying these operations to
any applicable resources.

The graphical composer 702 may further include an
application layout button 721, which the customer may
select to access a view of the application layout, such as the
graphical representation of the application layout 1llustrated
in FIG. 9 and described in greater detail below. For instance,
when a customer selects the application layout button 721,
the customer may be able to view a graphical representation
of the worktlow required to enable users of the application
to access the one or more resources, as well as the applica-
tion layout. Accordingly, the customer may be able to
modily the graphical representation of the application layout
within this application layout view of the application to
include one or more other features of the application. Any
changes that the customer implements within this applica-
tion layout of the application may cause the resource man-
agement sub-system to modify the graphical representation
of the one or more operations within the graphical repre-
sentation window 706. Thus, a customer may be able to view
a graphical representation of the application layout and the
one or more operations that may be performed 1n support of
the application, as well as the one or more resources
necessary to carry out these one or more operations.

As noted above, 1f a customer introduces one or more
graphical representations of resources into an operations
graphical representation window of a graphical composer to
create a graphical representation of one or more operations,
a resource management sub-system may determine whether
the customer has provisioned such resources. Accordingly,
FIG. 8 shows an illustrative example of an environment 800
that includes a graphical composer 802 that can be used to
create a graphical representation ol an application and to
acquire one or more resources as needed 1n accordance with
at least one embodiment. The graphical composer 802 1is
similar to the graphical composer illustrated 1n FIG. 7 and
described above. For instance, the graphical composer 802
may include two distinct components that may be used to
create a graphical representation of an application. The
components that may be included 1n the graphical composer
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802, i this example, include an 1conic representation selec-
tion window 804 and an operations graphical representation
window 806. Further, the graphical composer 802 may
include a topic icon 808, a queue icon 810, a logical data
container icon 812, a virtual machine instance icon 814, an
action connector 816 and a delayed action connector 818,
which may be similar to the icons described above in
connection with FIG. 7. The graphical composer 802 may
also include an apply button 820, an application layout
button 821, and a cancel button 822. These buttons may be
similar to the buttons described above 1in connection with
FIG. 7. However, 1n this illustrative example, the introduc-
tion of a resource (e.g., a second logical data container, as
illustrated 1n FIG. 8) has resulted in the resource manage-
ment sub-system discovering that the customer has not
provisioned such a resource, which may preclude the
resource management sub-system from creating an applica-
tion.

As 1llustrated 1in FIG. 8, a customer may create a graphical
representation of one or more operations that includes one or
more resources that have not been previously provisioned by
the customer. For instance, a customer may use a cursor 824
to introduce a graphical representation of a resource, such as
a logical data container as illustrated in FIG. 8, into the
operations graphical representation window 806. However,
the customer may not have previously provisioned this
particular resource, which may be required i order to
support the desired one or more operations graphically
represented within the operations graphical representation
window 806. While a resource that has not been provisioned
1s used extensively throughout the present disclosure to
illustrate an 1ssue that may occur during the definition of one
or more operations, other 1ssues may arise when utilizing the
graphical composer 802 to generate a new application. For
example, an 1ssue may arise if one or more actions cannot be
performed on a target resource (e.g., unauthorized users are
not permitted to perform one or more actions on a particular
resource, etc.).

As noted above, when a customer creates a graphical
representation of one or more operations within the opera-
tions graphical representation window 806, the resource
management sub-system may use this graphical representa-
tion to generate a DSL model of the desired application.
Subsequently, the resource management sub-system may
perform one or more simulations of this DSL model to
determine whether the DSL model includes one or more
resources that have not been provisioned by the customer. IT
the DSL model includes any such resources, the resource
management sub-system may transmit one or more notifi-
cations to the graphical composer 802 that may cause the
graphical composer 802 to display which one or more
resources may need to be provisioned. Additionally, the
graphical composer 802 may provide a graphical user inter-
face 824, which may be used to inform the customer of the
missing resources and to enable the customer to provision
and/or acquire these resources.

For instance, as illustrated 1in FIG. 8, the graphical com-
poser 802 has generated a graphical user interface 826 as a
result of the graphical representation of the one or more
operations created by a customer. In this illustrative
example, the customer has introduced, through the opera-
tions graphical representation window 806, a new logical
data contamner in addition to the logical data container
identified as “Container A” and a virtual machine instance
identified as “Instance A.” Since the resource management
sub-system has determined that the customer has not pro-
visioned a second distinct logical data container from an
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object-based data storage service, the graphical composer
802 may be instructed to provide a graphical user interface
826 to not only inform the customer that he or she has not
provisioned this resource, but also enable the customer to
utilize the graphical user interface 826 to provision the
missing resource. This may enable the customer to provision
the necessary resources or take other remedial actions to
address this 1ssue. While a graphical user interface 826 is
used extensively throughout the present disclosure to illus-
trate a method that may be used to inform a customer of any
1ssues and to enable the customer to address such 1ssues,
other methods may be utilized. For example, 1n an embodi-
ment, the graphical composer 802 1s configured to highlight
any graphical representations of missing resources and/or
target users included within the operations graphical repre-
sentation window 806. Alternatively, or additionally, the
graphical composer 802 may be configured to use a textual
message other than within the graphical user interface 826 to
call attention to the missing resources and/or target users.

In an alternative embodiment, the graphical composer 802
does not generate the graphical user interface 826 if the
resource management sub-system has determined that the
customer has not provisioned one or more resources
included in the graphical representation of the one or more
operations created by the customer. For instance, the
resource management sub-system, upon determining that the
customer has not provisioned one or more resources
included 1n the graphical representation of the one or more
operations, may provision the necessary one or more
resources on behalf of the customer automatically. For
instance, the resource management sub-system may provi-
sion these necessary one or more resources by submitting
one or more API calls to the services that host the resources.
Thus, the customer may no longer be required to specily
whether he/she would like to provision these one or more
resources before constructing the DSL model and instanti-
ating the DSL model 11 the model does not include any errors
and/or contlicts.

As noted above, the computing resource service provider
may enable customers and other users to utilize a second
graphical composer to define one or more elements of the
application that may be used to enable a user of the appli-
cation to 1nteract with one or more resources provisioned by
a customer. Accordingly, FIG. 9 shows an illustrative
example of an environment 900 that includes a graphical
composer 902 that can be used to create a graphical repre-
sentation of a workflow required to enable users of the
application to access one or more resources in accordance
with at least one embodiment. The graphical composer 902
may include a plurality of components, which a customer of
the computing resource service provider may use to generate
a graphical representation of one or more actions that may
be performed to create a layout of an application. For
instance, in this particular illustrative example, the graphical
composer 902 may include two distinct components that
may be used to create a graphical representation of actions
for generating the layout of the application. The components
that may be included in the graphical composer 902, 1n this
example, include an iconic representation selection window
904 and an application graphical representation window
906, although not all embodiments of the present disclosure
will include all such components and additional components
may be included within the graphical composer 902 in
addition to or as an alternative to the components explicitly
described herein.

In an embodiment, the i1conic representation selection
window 904 is populated with one or more 1conic represen-
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tations of device elements (e.g., elements that may be
included within a device, elements that may be included
within the application, etc.) and actions that may be per-
formed to generate the layout of the application. A device
clement may be a component or collection of components
installed on a device configured to perform one or more
functions or, in the case of executable code, cause the device
to perform one or more functions. Example device elements
include, but are not limited to applications, processes, rou-
tines, sensors (e.g., GPS receiver, microphone, camera,
touchscreen or other mput device, and the like). For
example, a GPS recerver installed on a device, configured to
obtain a global position for the device, may be a device
clement. As another example, the device may include one or
more browsers for accessing one or more websites. For
istance, as illustrated 1in FIG. 9, 1f a customer selects from
the interface an advertising/promotions application tem-
plate, the 1conic representations that may be included 1n the
iconic representation selection window 904 may correspond
to the one or more device elements, devices that may be used
to access the application and/or actions that may be used to
create a layout of an application that may be used for, for
example, advertising and/or promotional purposes. Accord-
ingly, the customer may use a cursor 924 to select the mobile
device 914 to introduce a graphical representation of a
mobile device into the application graphical representation
window 906. The customer may then select the graphical
representation of the mobile device to 1dentity which mobile
devices may be targeted to run the application. In similar
fashion, the customer may use the cursor 924 to introduce
additional elements 1nto the application graphical represen-
tation window 906 and graphically define one or more
actions to create a layout of the application that is to be
created.

The 1conic representations of device elements that may be
included within the iconic representation selection window
904 may further include 1conic representations of elements
(e.g., Tunctions) that may be included 1 an application
which may be running on a mobile device and/or other such
devices. For instance, the mobile device application may be
configured to utilize one or more resources installed on the
mobile device to provide information or other resources to
the application which may be used to enable the application
to provide content to the user of the mobile device. Thus, as
illustrated 1n FIG. 9, the graphical composer 902 may be
configured to 1nclude a file system icon 908, a locate icon
910 and a user interface (Ul) elements icon 912 to enable the
application to obtain certain information from the mobile
device 1n order to provide the user of the mobile device with
customized content, as well as to enable the application to
obtain other input from the user through one or more user
interfaces installed on the mobile device.

The file system 1icon 908 may be used to represent a file
system that may be operating on a mobile device that may
be accessed by the application. For instance, the application
may be configured to access the file system of a user’s
mobile device to redundantly store one or more resources
necessary to support the application. This may include, but
1s not limited to, one or more graphical elements (e.g., icons,
wallpapers, etc.), data files, as well as one or more {iles
comprising executable code, which may be used to launch
the application on the mobile device and to enable the
application to perform one or more operations on the mobile
device.

The locate icon 910 may be used to represent one or more
operations that may be performed by the mobile device to
determine the location of the mobile device. For instance, an
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application may cause the mobile device to utilize a global
positioning system (GPS) receiver installed on the mobile
device to obtain one or more coordinates corresponding to
the location of the mobile device. Accordingly, these coor-
dinates may be provided to the application, which may
perform one or more operations based at least in part on the
location of the device. For example, 1t the application 1is
configured to provide a user with advertisements and/or
promotional information for a particular retail store, the
application may utilize the location of the mobile device to
determine, based at least 1n part on an analysis of a reposi-
tory of locations, whether the user 1s near the particular store
and, 1t so, provide one or more advertisements to the user.
The Ul elements 1con 912 may be used to represent one
or more user interface elements that may be installed on the
mobile device and that may be used by the application to
receive mput from the user. For instance, Ul elements that
may be used by an application to receive input from the user
may include touchscreen nput, audio input, input from one
or more buttons installed on the mobile device and the like.
Additionally, as will be described below, the application
layout 926 may include one or more locations within the
application wherein a user of the application may use one or
more of these Ul elements to interact with the application.
The 1conic representation selection window 904 may
turther include a mobile device 1con 914, which may be used
to represent a mobile device and/or other such devices which
may be used to manage components of an application that
may enable a user of the device to mteract with the appli-
cation. In an embodiment, a customer utilizing the graphical
composer 15 able use the mobile device 1con 914 to specily
cither all possible mobile devices or a particular mobile
device. For instance, 1f a customer uses the cursor 924 to
select the mobile device 1con 914 and introduce a graphical
representation of a mobile device into the application
graphical representation window 906, the customer may be
able to specily, by selecting the graphical representation of
the mobile device using the cursor 924, which devices of the
one or more devices the customer would like to target the
application to. For example, the customer may specity that
this graphical representation of the application may be
applicable to all 1Phone® devices. Alternatively, the cus-
tomer may specily that this graphical representation of the
application may be applicable for any device that may have
the application installed on the device. While the present
disclosure 1includes a mobile device 1con 914 and a corre-
sponding graphical representation of a mobile device for the
purpose of 1llustration, the graphical composer 902 may be
configured to include 1conic representations and correspond-
ing graphical representations of other devices, such as
laptops, servers, hard drives, smart watches and the like.
The browser icon 916 may be used to represent one or
more browsers, provided by the computing resource service
provider or otherwise installed on the user’s device, which
may be used to access one or more resources made available
to the user through the application. For instance, when a
customer uses the cursor 924 to select the browser icon 916
and, accordingly, introduce a graphical representation of a
browser into the application graphical representation win-
dow 906, the customer may be able to select this graphical
representation of a browser and determine what kind of
browser and which capabilities of the browser are to be
utilized. For example, as illustrated in FIG. 9, the customer
has introduced two distinct browsers (e.g., web browser and
container browser) that may be included within the appli-
cation layout 926. A web browser may be used by an
application to enable a user to access one or more websites,
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servers or virtual machine instances (e.g., “Instance A” as
illustrated 1 FIG. 7) over a communications network, such
as the Internet. The container browser, alternatively, may be
used by an application to enable a user to access and/or view
the structure of one or more logical data containers (e.g.,
“Container A” as illustrated in FIG. 7) made available by the
customer to users of the application. While the use of a web
browser and a container browser 1s used extensively
throughout the present disclosure for the purpose of illus-
tration, a customer may utilize the browser icon 916 to
introduce any kind of browser that may be available for
accessing a variety of resources provided by the computing
resource service provider.

The action connector 918 may be used to graphically
connect graphical representations of one or more elements
(e.g., a file system, a locate operation, Ul elements, a mobile
device, one or more browsers) to graphical representations
of other elements and/or an application layout 926. For
instance, as illustrated in FIG. 9, a customer has used an
action connector 918 to graphically connect a file system, a
locate operation and Ul elements to a mobile device to
indicate that the mobile device may be configured to enable
an application to access the file system, determine the
location of the mobile device and recerve mput from one or
more user interfaces installed on the mobile device. Addi-
tionally, an action connector 918 has been used to graphi-
cally connect the mobile device to the application layout 926
to illustrate the connection between the application and the
mobile device. The action connector 918 1s further used to
illustrate that the application layout 926 may include two
distinct browsers that are not inherently part of the mobile
device. For instance, the two browsers may be provided by
the computing resource service provider or other provider.

Once the customer has created a graphical representation
of the application layout and interactions between the appli-
cation and the mobile device, the customer may select the
apply button 920 to cause the resource management sub-
system to generate a DSL model of the application to
perform one or more simulations to determine whether the
application includes one or more errors and/or contlicts. If
the resource management sub-system does not 1dentify any
errors and/or conflicts, then the resource management sub-
system may utilize a compiler to create executable code
specific to one or more device platforms that may be
executed by the selected mobile device platform. For
instance, 1 the customer specified, through the graphical
representation of the mobile device, that the mobile device
to be used includes one or more 1Phone® devices, the
resource management sub-system may utilize the compiler
to create executable code 1n a format that may be executed
by the 10S® operating system. Thus, a customer may be
able to specily which operating system or platform the
application may be installed on and cause the compiler to
create executable code 1n a format that may be understood
by the specified operating system or platform. As may be
contemplated, the examples of application execution targets
described herein are illustrative examples and other such
execution targets may be considered as within the scope of
the present disclosure. If the customer does not want to
utilize this graphical representation of the application layout,
the customer may select the cancel button 922 to exit the
graphical composer 902.

The graphical composer 902 may further include an
advanced button 921, which the customer may select to
access an advanced view of the application, such as the
graphical representation of the one or more operations to be
performed by the application illustrated in FIGS. 7 and 8.
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For instance, when a customer selects the advanced button
921, the customer may be able to view a graphical repre-
sentation of the one or more resources that are to be
provisioned 1n order to support the application. Accordingly,
the customer may be able to modity the graphical represen-
tation ol the one or more operations within this advanced
view ol the application to include one or more other
resources (e.g., reuse existing resources provisioned by the
customer, provision new resources, etc.) and define alterna-
tive and/or additional operations that may be performed
through use of the application. Any changes that the cus-
tomer implements within this advanced view of the appli-
cation may cause the resource management sub-system to
modily the graphical representation of the application layout
within the graphical representation window 906. Thus, a
customer may be able to view a graphical representation of
the application layout and the one or more operations that
may be performed 1n support of the application, as well as
the one or more resources necessary to carry out these one
Or more operations.

In an embodiment, once the customer has created the
graphical representation of the application layout and the
interactions between the application and mobile device, the
resource management sub-system will generate the DSL
model of the application and identity the one or more
resources that may be required to support the one or more
operations to be performed through the application. For
instance, based at least 1n part on the graphical representa-
tion of the application layout, the resource management
sub-system may determine whether the customer has pro-
visioned the necessary resources to support the one or more
operations to be performed. Accordingly, the resource man-
agement sub-system may utilize these resources and provi-

sion any other resources to support the one or more opera-
tions as needed.

As noted above, the computing resource service provider
may enable customers and other users to utilize an interface
to access a graphical composer, which may be used to
generate one or more applications and the operations used to
implement these applications. Accordingly, FIG. 10 shows
an 1llustrative example of an environment 1000 that includes
a plurality of components that can be used to generate an
application 1n accordance with at least one embodiment. The
computing resource service provider 1002 may provide
customers and other delegated users who have been granted
administrative permissions by a customer with an interface
1004 that may enable the customer or a delegated user to
access a resource management sub-system 1006. A customer
or a delegated user may utilize the itertace 1004 through
one or more communications networks, such as the Internet.
The mterface 1004 may comprise certain security salfeguards
to ensure that the customer or delegated user has authori-
zation to access the resource management sub-system 1006.
For instance, 1n order to access the resource management
sub-system 1006, a customer may need to provide a user-
name and a corresponding password or encryption key when
using the interface 1004. Additionally, requests (e.g., API
calls) submitted to the interface 1004 may require an elec-
tronic signature generated using a cryptographic key such
that the electromic signature 1s verifiable by the resource
management sub-system 1006 or the computing resource
service provider 1002, such as by an authorization system
(not shown).

Through the interface 1004, the customer or delegated
user may be able to access one or more services 1012 to
interact with his or her resources, as well as to obtain a
listing of all users authorized to access each of his or her
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resources. Accordingly, the customer or delegated user may
use the interface 1004 to access a user profile data store 1010
to create and manage one or more users and view one or
more attributes of each user (e.g., first name and last name,
location, phone number, etc.). For instance, a customer or
delegated user may access the user profile data store 1010 to
create one or more user profiles of users that may use the
application to receive notifications transmitted from a noti-
fication service at the behest of the customer. Additionally,
the customer or delegated user may utilize the interface 1004
to access a graphical composer to integrate one or more
resources 1n the services 1012 managed by the computing
resource service provider 1002 to support his or her business
needs and to create a layout for the application that 1s to be
made available to other users through their own computing
devices.

In order to access the graphical composer through the
interface 1004, the customer or delegated user may be
required to select a template which may be used to create a
baseline graphical representation of a desired application.
For instance, as described above in connection with FIG. 6,
the interface 1004 may present the customer or delegated
user with one or more template options, which the customer
or delegated user may utilize to create his or her application.
For example, a customer or delegated user may select an
advertising/promotions template option to cause the graphi-
cal composer to display a graphical representation of one or
more operations of an example advertising/promotions
application. In order to present these options to the customer
or delegated user, the resource management sub-system
1006 may transmit one or more API calls to a template
repository 1008 to obtain a listing of one or more templates
available to create example graphical representations of
operations and application layouts within the graphical
composer. Accordingly, the resource management sub-sys-
tem 1006 may provide this listing to the interface 1004,
which may be configured to then present the listing of these
available templates to the customer or delegated user for his
or her selection. Additionally, the resource management
sub-system 1006 may be configured to access a user profile
for the customer or delegated user from the user profile data
store 1010 to obtain an additional listing of applications
previously created by the customer or delegated user. This
may enable the customer or delegated user to utilize the
interface 1004 to select an existing application that he or she
may uftilize as a template within the graphical composer to
generate a new application or to modily the existing appli-
cation.

Once the customer or delegated user has selected an
appropriate template through the interface 1004, the cus-
tomer or delegated user may access the graphical composer
to utilize the selected template to generate a graphical
representation of one or more operations that may be used
within an application, as well as the layout for the applica-
tion that 1s to be provided to other users. Accordingly, once
the customer or delegated user has utilized the graphical
composer to define these one or more operations and appli-
cation layouts, the graphical composer may transmit one or
more executable instructions to the resource management
sub-system 1006 which may cause the resource management
sub-system 1006 to generate a DSL model based at least 1n
part on the graphical representation of the operations and
application layout created by the customer or delegated user.

The resource management sub-system 1006 may be con-
figured to utilize the DSL model to perform one or more
simulations and determine whether the DSL model includes
one or more errors/contlicts, includes resources that have not
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been previously provisioned or includes one or more
aflected users (e.g., recipients, subscribers, etc.) that do not
have user profiles. If any 1ssues are detected, the resource
management sub-system 1006 may transmit one or more
notifications to the graphical composer within the interface
1004 that may cause the graphical composer to display one
or more messages and/or graphical user interfaces that
include the nature of the detected issues and deny creation
of the application. Accordingly, a customer or delegated user
may again utilize the graphical composer to address these
issues. This may cause the graphical composer to again
transmit executable instructions to the resource management
sub-system 1006 to utilize the revised graphical represen-
tation of the one or more operations to create a new DSL
model and to perform one or more simulations utilizing the
new DSL model.

If the resource management sub-system 1006 does not
detect any 1ssues after performing one or more simulations
utilizing the DSL model, the resource management sub-
system 1006 may, through the graphical composer, enable
the customer or delegated user to verily that he or she wants
to create an application based at least in part on the graphical
representation of the one or more operations created within
the graphical composer. For example, a customer or del-
cgated user may select an apply button within the graphical
composer to acknowledge that he or she wants to create an
application based at least in part on the graphical represen-
tation of the one or more operations he or she has created.
Accordingly, the resource management sub-system 1006
may compile the DSL model into an appropriate program-
ming language (e.g., a programming language that 1s read-
able and executable by one or more services 1012 where the
resources may be located and/or readable and executable by
one or more devices where the application 1s to be installed)
and create the application. The resource management sub-
system 1006 may persistently store the generated application
within the template repository 1008. Once the application
has been created and persistently stored within the template
repository 1008, the resource management sub-system 1006
may transmit one or more commands to the one or more
services 1012 where the applicable resources may be located
to integrate these applicable resources and enable interaction
among these services 1012 as required when a user utilizes
the created application to perform one or more operations as
previously defined through the graphical composer.

FIG. 11 shows an 1illustrated example of an environment
1100 1n which various embodiments of the present disclo-
sure may be practiced. In the environment 1100, a comput-
ing resource service provider 1102 may provide a variety of
services to a customer 1104. The customer 1104 may be an
organization that may utilize the various services provided
by the computing resource service provider 1102 to remotely
generate, test and maintain one or more applications and
establish and manage one or more policies to define a level
ol access for users of his or her resources. As illustrated 1n
FIG. 10, the customer 1104 may communicate with the
computing resource service provider 1102 through one or
more communications networks 1106, such as the Internet.
Some communications from the customer 1104 to the com-
puting resource service provider 1102 may cause the com-
puting resource service provider 1102 to operate 1n accor-
dance with various techniques described herein or variations
thereof.

As noted above, a computing resource service provider
1102 may provide various computing resource services 1o its
customers. For instance, 1 this particular illustrative
example, the computing resource service provider 1102
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provides at least seven types of services. The services
provided by the computing resource service provider, 1n this
example, include a virtual computer system service 1108, a
database service 1110, an object-based data storage service
1112, a data storage archive service 1114, a managed queu-
ing service 1116, a notification service 1118, a policy man-
agement service 1120 and one or more other services 1122,
although not all embodiments of the present disclosure will
include all such services and additional services may be
provided in addition to or as an alternative to services
explicitly described herein.

The virtual computer system service 1108 may be a
collection of computing resources configured to 1nstantiate
virtual machine mstances onto virtual computer systems on
behalf of the customers 1104 of the computing resource
service provider 1102. Customers 1104 of the computing
resource service provider 1102 may interact with the virtual
computer system service 1108 to provision and operate
virtual computer systems that are istantiated on physical
computing devices hosted (e.g., physical hosts) and operated
by the computing resource service provider 1102. The
virtual computer systems may be used for various purposes,
such as to operate as servers supporting a website. Other
applications for the virtual computer systems may be to
support database applications, electronic commerce appli-
cations, business applications and/or other applications.

The database service 1110 may be a collection of com-
puting resources that collectively operate to run one or more
databases for one or more customers 1104. Customers 1104
of the computing resource service provider 1102 may oper-
ate and manage a database from the database service 1110 by
utilizing appropriately configured API calls. This, i turn,
may allow a customer 1104 to maintain and potentially scale
the operations 1n the database.

The object-based data storage service 1112 may comprise
a collection of computing resources that collectively operate
to store data for a customer 1104. The data stored in the data
storage service 1112 may be organized into data objects. The
data objects may have arbitrary sizes except, perhaps, for
certain constraints on size. Thus, the object-based data
storage service 1112 may store numerous data objects of
varying sizes. The object-based data storage service 1112
may operate as a key value store that associates data objects
with 1dentifiers of the data objects which may be used by the
customer to retrieve or perform other operations 1 connec-
tion with the data objects stored by the object-based data
storage service 1112. Access to the object-based data storage

service 1112 may be through appropriately configured API
calls.
The data storage archive service 1114 may comprise a
collection of computing resources that collectively operate
to provide storage for data archiving and backup of customer
data. The data storage archive service 1114 may thus be
configured to persistently store data that may be infrequently
accessed and for which long retrieval times are acceptable to
a customer 1104 utilizing the service. A customer 1104 may
interact with the data storage archive service 1114 to gen-
erate one or more archives. Each archive may represent one
or more data files that may be combined to form the archive.
Accordingly, a customer 1104, through appropriately con-
figured API calls to the service, may upload and retrieve
archives from the data storage archive service 1114 and
monitor the retrieval of these archives, as each retrieval job
may typically require several hours to complete.

The managed queuing service 1116 may be a collection of
computing resources configured to enable customers 1104 to

store one or more messages 1n queues for use by one or more
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services provided by the computing resource service pro-
vider 1102. Each message that i1s stored m a queue may
comprise one or more appropriately configured API calls
which, when processed by the recipient service, may cause
the service to perform one or more actions. Alternatively,
cach message may comprise any variation of text, such as
programming code, URLs for data objects and other state-
ments.

The notification service 1118 may be a collection of
computing resources configured to enable customers 1104 to
send and receive notifications through a communications
network 1106. A customer 1104 may utilize an interface,
provided by the computing resource service provider 1102,
to create or subscribe to one or more subjects to which one
or more messages may be published through. For instance,
a customer 1104 may use the interface to create a new
subject and subscribe to this subject by specifying that any
messages published to the subject may be transmitted to a
particular location (e.g., electronic mail address, one or more
servers, an existing queue within the managed queuing
service 1116, etc.). Accordingly, when a customer 1104
publishes a message to the subject, the message may be
transmitted to each recipient subscribed to the subject.

The policy management service 1120 may provide a
variety of services to enable customers 1104 to define a level
of access to other services, such as those 1llustrated in FIG.
10, provided by the computing resource service provider
1102 and to define a level of access to resources provided by
the customers 1104 and other entities. Accordingly, a cus-
tomer 1104 may access the policy management service 1120
to create and manage one or more users and groups that may
utilize the services provided by the computing resource
service provider 1102. A customer 1104 may utilize the
policy management service 1120 to generate one or more
policies, which may be used to define a level of access to
resources and services.

To generate these one or more policies, a customer 1104
may access a graphical composer provided by the policy
management service 1120 to create a graphical representa-
tion of one or more policies. Accordingly, the policy man-
agement service 1120 may utilize this graphical representa-
tion of the one or more policies to create a permission model,
which the policy management service 1120 may utilize to
simulate the requested one or more policies. I the policy
management service 1120, through the simulation of the
permission model, detects one or more errors and/or con-
flicts within the model, the policy management service 1120
may cause the graphical composer to demonstrate the par-
ticular elements of the graphical representation of the one or
more policies that are causing the one or more errors and/or
conflicts. This may allow a customer 1104 to wvisually
identily the errors and/or conflicts and utilize the graphical
composer to perform any remedial actions to eliminate these
errors and/or contlicts.

Once a customer 1104 has created a graphical represen-
tation of one or more policies that include no errors or
contlicts, the policy management service 1120 may senalize
the permission model to a structured format (e.g., JSON,
XML, SecPol, Amazon Web Services Access Policy Lan-
guage etc.) to create the one or more policies. Accordingly,
the policy management service 1120 may transmit the
created policies to the applicable services provided by the
computing resource service provider 1102 to enforce the
policies and establish a level of access to resources within
these services for one or more users.

The computing resource service provider 1102 may addi-
tionally maintain one or more other services 1122 based at
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least 1n part on the needs of 1ts customers 1104. For instance,
the computing resource service provider 1102 may maintain
a Domain Name System (DNS) service for its customers
1104. A DNS service may be designed to give customers
1104 a method to route end users to one or more commu-
nications network applications. For istance, the DNS ser-
vice may be configured to translate human-readable names,
such as uniform resource locators (URLs), mnto numeric
Internet Protocol (IP) addresses that computer systems may
use to connect to each other over the Internet. Thus, the DNS
service may be configured to connect requests to access one
or more services provided by the computing resource service
provider 1102 to inirastructure that 1s operating within a
particular data zone. The DNS service may additionally be
configured to route customers 1104 of the computing
resource service provider 1102 to infrastructure outside of a
particular data zone, such as another computing system
operated by a separate provider. Other services include, but
are not limited to, authentication services and services that
manage other services and/or other services.

As noted above, a customer of a computing resource
service provider may access a graphical composer through a
policy management service to create a graphical represen-
tation of one or more policies which, in turn, may be
serialized into one or more enforceable policies. Accord-
ingly, FIG. 12 shows an illustrative example of a process
1200 for utilizing a graphical composer to create and apply
one or more policies 1n accordance with at least one embodi-
ment. The process 1200 may be performed by a policy
management service, provided by a computing resource
service provider to its customers, configured to provide a
graphical composer for creating a graphical representation
of one or more policies. Additionally, the policy manage-
ment service may be configured to evaluate these graphical
representations of policies to ensure that no contlicts or
errors exist prior to serialization of the policy.

The policy management service may enable customers of
the computing resource service provider to utilize a graphi-
cal composer to generate one or more enforceable policies,
which may be used to define a level of access to one or more
resources. For instance, as illustrated in FIGS. 2 and 3, a
customer may utilize one or more 1conic representations of
resources and actions and one or more connectors to create
a graphical representation of a policy. When a customer uses
a connector to connect a resource to at least one action, the
graphical composer may transmit one or more executable
istructions to a policy management sub-system of the
policy management service to begin analysis of this graphi-
cal representation of the policy. Accordingly, the policy
management service may receive 1202 a graphical repre-
sentation of a policy from a customer through the graphical
composer.

Once the policy management sub-system has received the
graphical representation of the policy, the policy manage-
ment sub-system may utilize this graphical representation to
construct 1204 a permission model that 1s based at least 1n
part on the graphical representation of the policy. For
instance, the policy management sub-system may be con-
figured to convert the graphical representation of the policy
into a structured, textual format (e.g., JISON, XML, SecPol,
Amazon Web Services Access Policy Language etc.), which
the policy management sub-system may use to perform 1206
one or more simulations of the permission model to 1dentily
any errors and/or conflicts that may be inherent 1n the
permission model.

To perform the one or more simulations, the policy
management sub-system may apply the permission model to
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one or more dummy user profiles and simulate attempts by
the dummy user to access one or more applicable resources.

If the dummy user 1s able to circumvent the permission
model to perform one or more impermissible actions on a
target resource, then the policy management sub-system 3
may be able to determine that an error exists within the
permission model. Additionally, the policy management
sub-system may be unable to utilize the permission model
due to one or more contlicts that may be inherent within the
model. For mstance, 1f a customer has generated a graphical 10
representation of a policy that includes both a permission to
perform write actions on a particular resource and a denial

of permission to perform said write actions on the same
resource, the policy may be unenforceable as a conflict may
exist. Accordingly, the policy management sub-system may 15
determine 1208 whether the simulation of the created per-
mission model has resulted in detection of one or more
errors and/or conflicts.

If the policy management sub-system detects, through
simulation of the permission model, that the graphical 20
representation of the policy includes one or more errors
and/or conflicts, the policy management sub-system may
cause the graphical composer to inform 1210 the customer
of the errors and/or contlicts. For instance, the graphical
composer may be configured to highlight the relevant por- 25
tions of the graphical representation of the policy to dem-
onstrate where the errors and/or conflicts may be located.
For example, as 1llustrated 1n FIG. 3, the graphical composer
may utilize one or more textual statements, such as the bold
“ERROR” statement, to indicate that a particular permission 30
for an action 1s the source of an error. Further, if the
graphical composer includes a policy textual representation
window that includes a textual representation of the policy,
the graphical composer may also highlight the relevant
portion of the textual representation that i1s the source of the 35
errors and/or conflicts. Thus, a customer may be able to
visualize where the errors and/or contlicts are located and
perform one or more remedial actions to address these
1Ssues.

If the policy management sub-system, however, 1s unable 40
to 1dentily any errors and/or conflicts through simulation of
the permission model, the policy management sub-system
may, upon customer approval provided through the graphi-
cal composer, serialize 1212 the permission model mto a
particular structured textual format used to generate policies 45
and readable by one or more services provided by the
computing resource service provider. For instance, the
policy management sub-system may convert the permission
model into a suitable structured format, such as JSON,
XML, SecPol, Amazon Web Services Access Policy Lan- 50
guage and the like. Once the policy has been created, the
policy management sub-system may apply 1214 the newly
created policy to the applicable resources, user profiles and
services. Thus, when a user attempts to perform one or more
actions on a particular resource, the service where the 55
resource may be located may access the policy management
service and 1dentify the relevant policy to determine whether
the user 1s permitted to perform such actions.

As noted above, the computing resource service provider
may further provide customers with an interface, which the 60
customers may use to access a graphical composer for
generating one or more applications to support his or her
business needs. Accordingly, FIG. 13 shows an 1llustrative
example of a process 1300 for utilizing one or more graphi-
cal composers to create an application and integrating one or 65
more resources and services in accordance with at least one
embodiment. The process 1300 may be performed by a
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resource management sub-system, maintained by the com-
puting resource service provider and configured to utilize a
graphical representation of one or more operations of an
application to test a model of the application and 1solate any
errors and/or conflicts that may exist. Additionally, the
resource management sub-system may be configured to
instantiate the model of the application into an executable
programming language, which may be used by one or more
computing systems to utilize the application and cause the
computing systems to interact with the one or more appli-
cable resources and services.

The computing resource service provider may enable
customers to utilize one or more graphical composers to
generate one or more applications, which may be provided
to one or more users to support his or her business needs. For
instance, as illustrated in FIGS. 7 and 8, a customer may
utilize one or more 1conic representations ol resources,
actions and one or more connectors to create a graphical
representation of one or more operations that may performed
by the application. Additionally, as illustrated 1n FIG. 9, a
customer may utilize one or more 1conic representations of
device elements, devices where the application may be
installed and one or more connectors to create a graphical
representation of the application layout and the interactions
that may be performed between the devices and the appli-
cation 1itself. When a customer utilizes the graphical com-
posers to graphically define one or more operations, the
application layout and the interactions between the applica-
tion and the one or more devices, the graphical composer
may transmit one or more executable instructions to a
resource management sub-system of the computing resource
service provider to begin analysis of these graphical repre-
sentations of the one or more operations that are to be
incorporated into the application, the application layout and
the interactions that may be performed between the appli-
cation and the one or more devices. Accordingly, the
resource management sub-system may receive 1302 a
graphical representation of one or more operations from a
customer through the graphical composer.

Once the resource management sub-system has received
the one or more graphical representations of the one or more
operations that are to be incorporated into the application,
the application layout and the interactions that may be
performed between the application and the one or more
devices, the resource management sub-system may evaluate
1304 the relevant services where the resources included
within the one or more graphical representations to deter-
mine the availability of these resources. For instance, the
resource management sub-system may access any relevant
services to determine 1306 1f the customer has provisioned
the requisite resources necessary to support the one or more
operations. If the customer has not provisioned the requisite
resources necessary to perform the one or more specified
operations, the resource management sub-system may cause
at least one of the one or more graphical composers to enable
1308 the customer or resource to obtain the resources
necessary for the performance of the specified operations.

In an embodiment, at least one of the one or more
graphical composers may be configured to display a graphi-
cal user interface that includes information regarding any
resources that may need to be provisioned, as well as one or
more options for provisioning these resources. For example,
the graphical user interface may include pricing information
for necessary resources and one or more buttons, which a
customer may utilize to approve provisioning of these
resources to support the one or more operations graphically
represented within the graphical composer. If the customer
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requests provisioning of one or more resources, the graphi-
cal composer may transmit one or more API calls to one or
more services to provision these resources.

As noted above, the resource management sub-system,
upon determiming that the customer has not provisioned one
or more resources included 1n the graphical representation of
the one or more operations, may provision the necessary one
or more resources on behalf of the customer automatically.
Accordingly, the resource management sub-system may not
be required to enable 1308 the customer to obtain the
necessary one or more resources, as these one or more
resources may be provisioned without customer input. Alter-
natively, the resource management sub-system, 1n an
embodiment, will not determine 1306 whether the customer
has provisioned the requisite resources necessary to perform
the one or more specified operations. In this case, the
resource management sub-system may be configured to
provision these necessary one or more resources without
cvaluating what resources the customer may have provi-
sioned at a previous time. Thus, once the resource manage-
ment sub-system has evaluated the relevant services to
determine what resources are required, the resource man-
agement sub-system may provision these resources and
construct 1310 the application model.

If the resource management sub-system 1s able to deter-
mine that the necessary resources are available to support
the one or more operations, the resource management sub-
system may construct 1310 an application model based at
least 1n part on the graphical representation of the one or
more operations, the application layout and the interactions
that may be performed between the application and the one
or more devices. The application model may be constructed
using a domain specific language such as HIML, Logo,
Verilog, MATLAB language, GNU Octave and the like.
Accordingly, the resource management sub-system may
perform one or more simulations using the application
model to determine 1312 whether the application may
generate one or more errors and/or contlicts while 1n use.

If the resource management sub-system detects, through
simulation of the application model, that at least one of the
graphical representations of the one or more operations, the
application layout and the interactions that may be per-
formed between the application and the one or more devices
includes one or more errors, the resource management
sub-system may transmit one or more notifications to at least
one of the one or more graphical composers to cause the
graphical composer to inform 1314 the customer of the
errors. For mstance, the graphical composer may be config-
ured to highlight the relevant portions of the graphical
representation of the one or more operations to demonstrate
where the errors may be located. Thus, a customer may be
able to visualize where the errors are located and perform
one or more remedial actions to address these issues.

If, however, the simulation of the application model does
not produce any errors or other issues, the resource man-
agement sub-system may instantiate 1316 the DSL model
into an executable programming language that may be used
to execute the one or more operations within the one or more
relevant services. Further, the application model may be
compiled 1nto an executable programming language that 1s
understandable by one or more operating systems, as speci-
fied by the customer, to enable users to install the application
on their devices and utilize the application to access and/or
interact with one or more resources. For instance, it the
customer has specified that the application 1s to be available
to computer systems that utilize 10S®, Windows® or
UNIX® operating systems, the resource management sub-
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system may compile the application model into one or more
executable programming languages that may be used by
these operating systems. This may enable the application to
be compatible with these operating systems and reach a
wider audience.

Once the application model has been instantiated (e.g.,
compiled 1nto an executable programming language and
made available to other users such that the application may
be 1nstalled on their computing devices), the resource man-
agement sub-system may transmit one or more commands to
the relevant services to enable these services to perform the
one or more operations that have been integrated into the
application. Thus, when a user utilizes the application, the
one or more relevant services may already be configured to
communicate with the other relevant services to obtain any
necessary resources and perform the one or more operations
integrated into the application.

FIG. 14 illustrates aspects of an example environment
1400 for implementing aspects 1n accordance with various
embodiments. As will be appreciated, although a web-based
environment 1s used for purposes ol explanation, different
environments may be used, as appropriate, to 1mplement
vartous embodiments. The environment includes an elec-
tronic client device 1402, which can include any appropniate
device operable to send and/or receive requests, messages or
information over an appropriate network 1404 and, 1n some
embodiments, convey information back to a user of the
device. Examples of such client devices include personal
computers, cell phones, handheld messaging devices, laptop
computers, tablet computers, set-top boxes, personal data
assistants, embedded computer systems, electronic book
readers and the like. The network can include any appro-
priate network, including an intranet, the Internet, a cellular
network, a local area network, a satellite network or any
other such network and/or combination thereof. Compo-
nents used for such a system can depend at least in part upon
the type of network and/or environment selected. Protocols
and components for communicating via such a network are
well known and will not be discussed heremn 1n detail.
Communication over the network can be enabled by wired
or wireless connections and combinations thereof. In this
example, the network includes the Internet, as the environ-
ment includes a web server 1406 for receiving requests and
serving content in response thereto, although for other
networks an alternative device serving a similar purpose
could be used as would be apparent to one of ordinary skill
in the art.

The illustrative environment includes at least one appli-
cation server 1408 and a data store 1410. It should be
understood that there can be several application servers,
layers or other elements, processes or components, which
may be chained or otherwise configured, which can interact
to perform tasks such as obtaining data from an approprate
data store. Servers, as used herein, may be implemented 1n
various ways, such as hardware devices or virtual computer
systems. In some contexts, servers may refer to a program-
ming module being executed on a computer system. As used
herein, unless otherwise stated or clear from context, the
term “‘data store” refers to any device or combination of
devices capable of storing, accessing and retrieving data,
which may include any combination and number of data
servers, databases, data storage devices and data storage
media, 1 any standard, distributed, virtual or clustered
environment. The application server can include any appro-
priate hardware, software and firmware for integrating with
the data store as needed to execute aspects of one or more
applications for the client device, handling some or all of the
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data access and business logic for an application. The
application server may provide access control services 1n
cooperation with the data store and 1s able to generate
content including, but not limited to, text, graphics, audio,
video and/or other content usable to be provided to the user,
which may be served to the user by the web server i the

form of Hyperlext Markup Language (“HTML”), Exten-
sible Markup Language (“XML”), JavaScript, Cascading
Style Sheets (“CSS”) or another appropriate client-side
structured language. Content transferred to a client device
may be processed by the client device to provide the content
in one or more forms 1ncluding, but not limited to, forms that
are perceptible to the user audibly, visually and/or through
other senses including touch, taste, and/or smell. The han-
dling of all requests and responses, as well as the delivery of
content between the client device 1402 and the application
server 1408, can be handled by the web server using PHP:
Hypertext Preprocessor (“PHP”), Python, Ruby, Perl, Java,
HTML, XML or another appropriate server-side structured
language 1n this example. It should be understood that the
web and application servers are not required and are merely
example components, as structured code discussed herein
can be executed on any appropriate device or host machine
as discussed elsewhere herein. Further, operations described
herein as being performed by a single device may, unless
otherwise clear from context, be performed collectively by
multiple devices, which may form a distributed and/or
virtual system.

The data store 1410 can include several separate data
tables, databases, data documents, dynamic data storage
schemes and/or other data storage mechanisms and media
for storing data relating to a particular aspect of the present
disclosure. For example, the data store illustrated may
include mechanisms for storing production data 1412 and
user information 1416, which can be used to serve content
for the production side. The data store also 1s shown to
include a mechanism for storing log data 1414, which can be
used for reporting, analysis or other such purposes. It should
be understood that there can be many other aspects that may
need to be stored in the data store, such as page image
information and access rights information, which can be
stored 1n any of the above listed mechanisms as appropriate
or 1n additional mechanisms 1n the data store 1410. The data
store 1410 1s operable, through logic associated therewith, to
receive instructions from the application server 1408 and
obtain, update or otherwise process data 1n response thereto.
The application server 1408 may provide static, dynamic or
a combination of static and dynamic data 1n response to the
received instructions. Dynamic data, such as data used in
web logs (blogs), shopping applications, news services and
other such applications may be generated by server-side
structured languages as described herein or may be provided
by a content management system (“CMS™) operating on, or
under the control of, the application server. In one example,
a user, through a device operated by the user, might submat
a search request for a certain type of item. In this case, the
data store might access the user information to verity the
identity of the user and can access the catalog detail infor-
mation to obtain mformation about items of that type. The
information then can be returned to the user, such as in a
results listing on a web page that the user 1s able to view via
a browser on the user device 1402. Information for a
particular item of interest can be viewed 1n a dedicated page
or window of the browser. It should be noted, however, that
embodiments of the present disclosure are not necessarily
limited to the context of web pages, but may be more
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generally applicable to processing requests 1n general, where
the requests are not necessarily requests for content.

Each server typically will include an operating system
that provides executable program instructions for the general
administration and operation of that server and typically will
include a computer-readable storage medium (e.g., a hard
disk, random access memory, read only memory, etc.) stor-
ing instructions that, when executed by a processor of the
server, allow the server to perform its mtended functions.
Suitable implementations for the operating system and gen-
eral functionality of the servers are known or commercially
available and are readily implemented by persons having
ordinary skill 1n the art, particularly in light of the disclosure
herein.

The environment, 1n one embodiment, 1s a distributed
and/or virtual computing environment utilizing several com-
puter systems and components that are mterconnected via
communication links, using one or more computer networks
or direct connections. However, 1t will be appreciated by
those of ordinary skill 1n the art that such a system could
operate equally well 1n a system having fewer or a greater
number ol components than are illustrated in FIG. 14. Thus,
the depiction of the system 1400 1n FIG. 14 should be taken
as being illustrative 1n nature and not limiting to the scope
of the disclosure.

The various embodiments further can be implemented 1n
a wide variety ol operating environments, which i some
cases can include one or more user computers, computing
devices or processing devices which can be used to operate
any of a number of applications. User or client devices can
include any of a number of general purpose personal com-
puters, such as desktop, laptop or tablet computers runmng
a standard operating system, as well as cellular, wireless and
handheld devices running mobile software and capable of
supporting a number of networking and messaging proto-
cols. Such a system also can include a number of worksta-
tions running any ol a variety of commercially-available
operating systems and other known applications for pur-
poses such as development and database management.
These devices also can include other electronic devices, such
as dummy terminals, thin-clients, gaming systems and other
devices capable of communicating via a network. These
devices also can include virtual devices such as virtual
machines, hypervisors and other virtual devices capable of
communicating via a network.

Various embodiments of the present disclosure utilize at
least one network that would be familiar to those skilled 1n
the art for supporting communications using any of a variety
of commercially-available protocols, such as Transmission
Control Protocol/Internet Protocol (“TCP/IP”), User Data-
gram Protocol (“UDP”), protocols operating in various
layers of the Open System Interconnection (*“OSI”) model,
File Transfer Protocol (“F1P”), Universal Plug and Play
(“UpnP”), Network File System (“NFS”), Common Internet
File System (“CIFS”) and AppleTalk. The network can be,
for example, a local area network, a wide-area network, a
virtual private network, the Internet, an intranet, an extranet,
a public switched telephone network, an infrared network, a
wireless network, a satellite network and any combination
thereof.

In embodiments utilizing a web server, the web server can
run any of a variety of server or mid-tier applications,
including Hypertext Transier Protocol (“HTTP”) servers,
FTP servers, Common Gateway Interface (“CGI”) servers,
data servers, Java servers, Apache servers and business
application servers. The server(s) also may be capable of
executing programs or scripts in response to requests from
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user devices, such as by executing one or more web appli-
cations that may be implemented as one or more scripts or
programs written 1n any programming language, such as
Java®, C, C # or C++, or any scripting language, such as
Ruby, PHP, Perl, Python or TCL, as well as combinations
thereol. The server(s) may also include database servers,
including without limitation those commercially available
from Oracle®, Microsoft®, Sybase® and IBM® as well as
open-source servers such as MySQL, Postgres, SQLite,
MongoDB, and any other server capable of storing, retriev-
ing and accessing structured or unstructured data. Database
servers may include table-based servers, document-based
servers, unstructured servers, relational servers, non-rela-
tional servers or combinations of these and/or other database
SErvers.

The environment can include a variety of data stores and
other memory and storage media as discussed above. These
can reside 1n a variety of locations, such as on a storage
medium local to (and/or resident 1n) one or more of the
computers or remote from any or all of the computers across
the network. In a particular set of embodiments, the infor-
mation may reside 1 a storage-area network (“SAN”)
tamiliar to those skilled in the art. Similarly, any necessary
files for performing the functions attributed to the comput-
ers, servers or other network devices may be stored locally
and/or remotely, as appropriate. Where a system includes
computerized devices, each such device can include hard-
ware elements that may be electrically coupled via a bus, the
clements 1ncluding, for example, at least one central pro-
cessing unit (“CPU” or “processor”), at least one 1nput
device (e.g., a mouse, keyboard, controller, touch screen or
keypad) and at least one output device (e.g., a display
device, printer or speaker). Such a system may also 1nclude
one or more storage devices, such as disk drives, optical
storage devices and solid-state storage devices such as
random access memory (“RAM™) or read-only memory
(“ROM”), as well as removable media devices, memory
cards, flash cards, etc.

Such devices also can include a computer-readable stor-
age media reader, a communications device (e.g., a modem,
a network card (wireless or wired), an infrared communi-
cation device, etc.) and working memory as described
above. The computer-readable storage media reader can be
connected with, or configured to receive, a computer-read-
able storage medium, representing remote, local, fixed and/
or removable storage devices as well as storage media for
temporarily and/or more permanently containing, storing,
transmitting and retrieving computer-readable information.
The system and various devices also typically will include a
number of soltware applications, modules, services or other
clements located within at least one working memory
device, including an operating system and application pro-
grams, such as a client application or web browser. It should
be appreciated that alternate embodiments may have numer-
ous variations from that described above. For example,
customized hardware might also be used and/or particular
clements might be implemented in hardware, software (in-
cluding portable software, such as applets) or both. Further,
connection to other computing devices such as network
input/output devices may be employed.

Storage media and computer readable media for contain-
ing code, or portions of code, can include any appropriate
media known or used 1n the art, including storage media and
communication media, such as, but not limited to, volatile
and non-volatile, removable and non-removable media
implemented 1n any method or technology for storage and/or
transmission of information such as computer readable
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instructions, data structures, program modules or other data,
including RAM, ROM, Electrically Erasable Programmable
Read-Only Memory (“EEPROM™), flash memory or other
memory technology, Compact Disc Read-Only Memory
(“CD-ROM?”), digital versatile disk (DVD) or other optical
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices or any other
medium which can be used to store the desired information
and which can be accessed by the system device. Based on
the disclosure and teachings provided herein, a person of
ordinary skill 1n the art will appreciate other ways and/or
methods to implement the various embodiments.

The specification and drawings are, accordingly, to be
regarded 1n an illustrative rather than a restrictive sense. It
will, however, be evident that various modifications and
changes may be made thereunto without departing from the
broader spirit and scope of the invention as set forth in the
claims.

Other variations are within the spirit of the present
disclosure. Thus, while the disclosed techniques are suscep-
tible to various modifications and alternative constructions,
certain 1illustrated embodiments thereol are shown in the
drawings and have been described above in detail. It should
be understood, however, that there 1s no intention to limait the
invention to the specific form or forms disclosed, but on the
contrary, the intention 1s to cover all modifications, alterna-
tive constructions and equivalents falling within the spirt
and scope of the invention, as defined in the appended
claims.

The use of the terms “a” and “an” and “the” and similar
referents 1n the context of describing the disclosed embodi-
ments (especially 1 the context of the following claims) are
to be construed to cover both the singular and the plural,
unless otherwise indicated herein or clearly contradicted by
context. The terms “comprising,” “having,” “including” and
“containing’” are to be construed as open-ended terms (i.e.,
meaning “including, but not limited to,”) unless otherwise
noted. The term ‘“‘connected,” when unmodified and refer-
ring to physical connections, 1s to be construed as partly or
wholly contained within, attached to or joined together, even
if there 1s something intervening. Recitation of ranges of
values herein are merely intended to serve as a shorthand
method of referring individually to each separate value
falling within the range, unless otherwise indicated herein
and each separate value 1s incorporated nto the specification
as 11 1t were individually recited herein. The use of the term
“set” (e.g., “a set of 1tems”) or “subset” unless otherwise
noted or contradicted by context, 1s to be construed as a
nonempty collection comprising one or more members.
Further, unless otherwise noted or contradicted by context,
the term ““subset” of a corresponding set does not necessarily
denote a proper subset of the corresponding set, but the
subset and the corresponding set may be equal.

Conjunctive language, such as phrases of the form “at
least one of A, B, and C,” or ““at least one of A, B and C.”
unless specifically stated otherwise or otherwise clearly
contradicted by context, 1s otherwise understood with the
context as used 1n general to present that an 1tem, term, etc.,
may be either A or B or C, or any nonempty subset of the set
of A and B and C. For istance, in the illustrative example
of a set having three members, the conjunctive phrases “at
least one of A, B, and C” and “at least one of A, B and C”
refer to any of the following sets: {A}, {B}, {C}, {A, B},
{A, C}, {B, C}, {A, B, C}. Thus, such conjunctive language
1s not generally intended to imply that certain embodiments
require at least one of A, at least one of B and at least one
of C each to be present.
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Operations of processes described herein can be per-
formed 1n any suitable order unless otherwise indicated
herein or otherwise clearly contradicted by context. Pro-
cesses described herein (or variations and/or combinations
thereol) may be performed under the control of one or more
computer systems configured with executable instructions
and may be implemented as code (e.g., executable nstruc-
tions, one or more computer programs Or One Or more
applications) executing collectively on one or more proces-
sors, by hardware or combinations thereof. The code may be
stored on a computer-readable storage medium, for example,
in the form of a computer program comprising a plurality of
instructions executable by one or more processors. The
computer-readable storage medium may be non-transitory.

The use of any and all examples, or exemplary language
(e.g., “such as™) provided herein, 1s intended merely to better
i1lluminate embodiments of the invention and does not pose
a limitation on the scope of the invention unless otherwise
claimed. No language in the specification should be con-
strued as indicating any non-claimed element as essential to
the practice of the mvention.

Preferred embodiments of this disclosure are described
herein, including the best mode known to the inventors for
carrying out the invention. Variations of those preferred
embodiments may become apparent to those of ordinary
skill 1n the art upon reading the foregoing description. The
inventors expect skilled artisans to employ such variations
as appropriate and the inventors intend for embodiments of
the present disclosure to be practiced otherwise than as
specifically described herein. Accordingly, the scope of the
present disclosure imncludes all modifications and equivalents
of the subject matter recited in the claims appended hereto
as permitted by applicable law. Moreover, any combination
of the above-described elements 1n all possible variations
thereol 1s encompassed by the scope of the present disclo-
sure unless otherwise indicated herein or otherwise clearly
contradicted by context.

All references, including publications, patent applications
and patents, cited herein are hereby incorporated by refer-
ence to the same extent as 1f each reference were 1ndividu-
ally and specifically indicated to be incorporated by refer-
ence and were set forth 1n 1ts entirety herein.

What 1s claimed 1s:
1. A computer-implemented method comprising:
receiving information generated based at least in part on:
a graphical representation of an application installable
on computing devices executing an operating system
configured to execute the application; and
a graphical representation of a policy for one or more
users,
where:
the graphical representation of the application illus-
trates an 1conic representation of a relationship,
using iconic representations of device elements of
the computing devices and i1conic representations of
computing resources provisioned through a comput-
ing resource service provider, between the device
clements of the computing devices, wherein the
device elements of the computing devices comprise
a set of sensors of the computing devices, and,
through a communications network, the computing
resources provisioned through the computing
resource service provider;
the graphical representation of the policy for one or
more users illustrates an iconic representation of a
relationship, using 1conic representations of the com-
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puting resources and 1conic representations of
actions, to define a level of user access to the
computing resources; and
the information defines:
tfunctionality of the application through the relation-
ship; and
a level of access to the computing resources;
performing, based at least 1n part on the imnformation, an
application programming interface (API) call to a
policy management service that causes the policy man-
agement service to:
construct a permission model by converting the graphi-
cal representation of the policy mto a structured
textual format;
verity that no errors or conflicts are detected with the
permission model; and
establish the level of access to the computer resources
for the one or more users;
generating, based at least in part on the information, a
domain specific language (DSL) model comprising a
representation of the application, the DSL model usable
to perform one or more simulations of the application
performing the one or more simulations of the appli-
cation based at least 1n part on the domain specific
language model to validate the application; and

generating, based at least 1n part on the domain specific
language model, executable code for the application 1n
a format compatible with the operating system of the
computing devices, the executable code being config-
ured to be stalled on computing devices executing the
operating system to cause the computing devices to
access, through the communications network, the one
Oor more computing resources.

2. The computer-implemented method of claim 1, further
comprising;

determining, based at least in part on the information,

whether the computing resources have been provi-
sioned; and

as a result of determining that at least one of the com-

puting resources have not been provisioned, providing
a graphical user interface to enable provisioning of the
computing resources.

3. The computer-implemented method of claim 1,
wherein the graphical representation of the application
includes an action connector usable to connect at least an
iconic representation of one of the computing resources to
an 1conic representation ol another of the computing
resources for defining the relationship.

4. The computer-implemented method of claim 1,

wherein the graphical representation of the application
includes an action connector usable to connect at least an
iconic representation of one of the device elements to a
graphical representation of an application layout, and the
graphical representation of the application layout for defin-
ing a layout of the application and the relationship.

5. The computer-implemented method of claim 1, turther
comprising storing the application in a template repository
such that the application can be accessed and used to create
the graphical representation of the application to enable
modification of the application.

6. The computer-implemented method of claim 1,
wherein the executable code for the application 1s generated
to cause the application to transmit, through the communi-
cations network, commands to the computing resource ser-
vice provider to perform, using the computing resources and
data from the device elements, a set of operations.
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7. The computer-implemented method of claim 1, further
comprising determining, based at least in part on a result of
performing the one or more simulations, whether the appli-
cation 1ncludes an error or a contlict.

42

through the communications network, the computing,
resources provisioned through the computing
resource service provider.

12. The computer system of claim 11, wherein the graphi-

8. The computer-implemented method of claim 1, further 5 cal composer further provides for display a graphical user

comprising determining, based at least in part on a result of
performing the one or more simulations, whether the DSL
model includes an unprovisioned resource.
9. The computer-implemented method of claim 1, further
comprising determining, based at least in part on a result of
performing the one or more simulations, whether the DSL
model includes a user without a user profile.
10. The computer-implemented method of claim 1, fur-
ther comprising determining, based at least 1n part on a result
of performing the one or more simulations, whether the DSL
model conflicts with the policy.
11. A computer system, comprising:
memory to store instructions executable by one or more
processors to cause the computer system to implement
a graphical composer for creating one or more appli-
cations, wherein the graphical composer:
receives data generated based at least 1n part on:
a graphical representation of an application install-
able on computing devices executing an operating
system that executes the application; and
a graphical representation of a policy associated with
a user, where:
the graphical representation of the application
uses a set of graphics to represent, using iconic
representations of device elements of the com-
puting devices and 1conic representations of
computing resources provisioned through a
computing resource service provider, a relation-
ship between the device elements of the com-
puting devices, wherein the device elements of
the computing devices comprise a set of sensors
of the computing devices, and, through a com-
munications network, the computing resources
provisioned through the computing resource
service provider; and

the graphical representation of the policy associ-
ated with a user 1llustrates an iconic represen-
tation of a relationship, using iconic represen-
tations of the computing resources and iconic

representations of actions, to define a level of
user access to the computing resources; and
the data defines:
tfunctionality of the application through the rela-
tionship; and
a level of access to the computing resources;
causes, by submitting a request based at least in part on
the data to a policy management service, the policy
management service to:
construct a permission model by converting the
graphical representation of the policy into a struc-
tured textual format;
verily that no errors or contlicts are detected 1n the
permission model; and
grant the level of access to the computing resources;
generates, based at least 1n part on the data, a model of
the application; and
creates the application based at least in part on the
model such that use of the application involves
executing the application on the computing devices
executing the operating system and accessing,
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interface that enables a user of the graphical composer to
provide user mput to compose the graphical representation
of the application.

13. The computer system of claim 11, wherein creating
the application based at least 1n part on the model includes
generating executable code based at least in part on the
model that can be executed using the operating system.

14. The computer system of claim 11, wherein the model
1s generated using a domain specific language.

15. The computer system of claim 11, wherein the graphi-
cal composer further:

determines, based at least 1n part on the data, whether the

one or more computing resources have been provi-

sioned through a computing resource service provider;
and

as a result of determining that at least one of the one or

more computing resources have not been provisioned,

provides a graphical user iterface to enable provision-
ing of the computing resources.
16. The computer system of claim 11, wherein the graphi-
cal composer further stores the application 1n a template
repository such that the application can be accessed and used
to create the graphical representation of the application.
17. The computer system of claim 11, wherein the graphi-
cal composer further provides the application to the user of
the graphical composer to enable the user to install the
application on the computing devices and to utilize, through
the computing devices, the application to access and interact
with the computing resources.
18. The computer system of claim 11, wherein the graphi-
cal composer further performs one or more simulations
based at least in part on the model to validate the model.
19. A non-transitory computer-readable storage medium
having stored thereon executable 1nstructions that, as a result
ol being executed by one or more processors of a computer
system, cause the computer system to at least:
generate a model usable to validate:
a graphical representation of an application installable
on computing devices executing an operating system
that can execute the application; and
a graphical representation of a user access policy
associated with the application, where:
the graphical representation of the application uses
icons to represent a relationship, using iconic
representations of device elements of the comput-
ing devices and 1conic representations of comput-
ing resources provisioned through a computing
resource service provider, between sensors of the
computing devices and, through a communica-
tions network, the computing resources provi-
sioned through the computing resource service
provider; and

the graphical representation of the user access policy
for one or more users 1llustrates an 1conic repre-
sentation of a relationship, using 1conic represen-
tations ol the computing resources and iconic
representations of actions, to define a level of user
access to the computing resources; and

the model defines:
functionality of the application through the rela-

tionship; and

a level of user access to the computing resources;
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cause, via a request to a policy management service, the
policy management service to:
construct a permission model by converting the graphi-
cal representation of the user access policy into a
structured textual format;
identify that no errors or contlicts are detected in the
permission model; and
grant the level of user access to the computing
resources 1n accordance with the model;
perform one or more analyses of the model to validate the
model; and
utilize the model to create the application, such that the
application can access, using the computing devices
and through the communications network, the comput-
Ing resource service provider to utilize the computing
resources provisioned through the computing resource
service provider.
20. The non-transitory

computer-readable storage

10

15

medium of claim 19, wherein the graphical representation of 20

the application 1s generated using a graphical composer that
enables a user to provide user input to compose the graphical
representation of the application.

21. The non-transitory computer-readable storage
medium of claim 19, wherein utilizing the model to create
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the application includes using the model to generate execut-
able code for the operating system of the computing devices.

22. The non-transitory computer-readable storage
medium of claim 19, wherein the 1nstructions further com-
prise 1nstructions that, as a result of being executed by the
one or more processors, cause the computer system to store
the application 1n a template repository.

23. The non-transitory computer-readable storage
medium of claim 19, wherein the 1nstructions further com-
prise instructions that, as a result of being executed by the
one or more processors, cause the computer system to
provide the application to a subset of computing devices of
the computing devices.

24. The non-transitory computer-readable storage
medium of claim 19, wherein the instructions further com-
prise 1nstructions that, as a result of being executed by the
one or more processors, cause the computer system to:
determine, based at least 1n part on the graphical represen-
tation of the application, whether the computing resources
have been provisioned through a computing resource service
provider; and as a result of determining that at least one of
the computing resources have not been provisioned, provide
a graphical user interface to enable provisioning of the at
least one of the computing resources.
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