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SYSTEMS AND METHODS FOR METRIC
DRIVEN DEPLOYMENTS TO CLOUD
SERVICE PROVIDERS

CROSS-REFERENCE TO RELATED D
APPLICATIONS

This application claims the benefit of U.S. Provisional
Patent Application No. 62/402,959 filed Sep. 30, 2016, the
content of which is herein incorporated by reference in its 1¢
entirety.

BACKGROUND

In a networked environment, such as the Internet or other 15
networks, content providers can provide information for
public presentation on resources, for example web pages,
documents, applications, and/or other resources. The {irst-
party content can include text, video, and/or audio informa-
tion provided by the first-party content providers via, for 20
example, a resource server for presentation on a user device,
such as a mobile device, over the Internet. Some content
providers are using cloud solution providers for storage, to
serve the first-party content, to execute software as a service
(SaaS), execute other Cloud software, and to manage con- 25
tent such as application data. Comparisons between cloud
solution providers can be dificult, particularly with chang-
ing workloads, cost goals, and performance goals.

SUMMARY 30

One implementation relates to a method of transmitting a
plurality of deployments to a plurality of cloud server
services. Each deployment i1s adapted for executing using
the cloud server service to which it 1s deployed. Each of the 35
plurality of deployments comprises instructions that when
executed cause the cloud server service to create a container
running using the respective cloud server service, receive a
request comprising information associated with the deploy-
ment, and update a parameter associated with the deploy- 40
ment based on the received request. The method further
comprises receiving a first request comprising information
associated with changing one or more of the plurality of
deployments, determining one or more of the plurality of
deployment to change based on the first request, and trans- 45
mitting a respective request to the one or more of the
plurality of deployments based on the determining. In some
implementations determining the one or more of the plural-
ity ol deployments to change based on the first request
comprises application of a machine learning algorithm to the 50
first request. The respective request to the one or more of the
plurality of deployments comprises imnformation associated
with updating the respective parameter associated with the
respective deployment.

Another implementation relates to a system running on 55
one or more processors of a device with a network 1nterface
and a computer storage device, with the computer storage
device storing instructions, when executed by the one or
more processors, cause the one or more processors to
perform operations. The operations comprise transmitting a 60
plurality of deployments to a plurality of cloud server
services. Each deployment i1s adapted for executing using
the cloud server service to which it 1s deployed. Each of the
plurality of deployments comprises a metrics repository, an
analytic module comprising instructions that when executed 65
create a container running on the respective cloud server
service, and an inter-cloud routing module. Each analytic

2

module further comprises instructions that when executed
cause the analytic module to receive a request comprising
information associated with the respective container, ana-
lyze the received request comprising information associated
with the respective container using at least one metric from
the respective metrics repository, and transmit information
associated with the received request, using the respective
inter-cloud routing module, to a different deployment of the
plurality of deployments than the respective deployment
based on the analysis of the received request. The operations
further comprise receiving a first request comprising infor-
mation associated with a respective container associated
with one of the plurality of deployments and transmuitting the
first request comprising information to the one plurality of
deployments associated with the respective container.
Another implementation relates to a non-transitory com-
puter-readable medium having stored computer-executable
instructions that, when executed by one or more processors
ol a computer system cause the computer system to perform
a process. The process comprises transmitting a plurality of
deployments to a plurality of cloud server services. Each
deployment 1s adapted for executing using the cloud server
service to which 1t 1s deployed. Each of the plurality of
deployments comprises a metrics repository, an analytic
module comprising mstructions that when executed create a
container running on the respective cloud server service, and
an 1nter-cloud routing module. Each analytic module further
comprises instructions that when executed cause the analytic
module to receive a request comprising information associ-
ated with the respective container, analyze the received
request comprising mformation associated with the respec-
tive container using at least one metric from the respective
metrics repository, and transmait information associated with
the received request, using the respective inter-cloud routing,
module, to a different deployment of the plurality of deploy-
ments than the respective deployment based on the analysis
of the received request. The process further comprises
receiving a first request comprising information associated
with a respective container associated with one of the
plurality of deployments and transmitting the first request

comprising information to the one plurality of deployments
associated with the respective container.

BRIEF DESCRIPTION OF TH.

L1

DRAWINGS

The details of one or more implementations are set forth
in the accompanying drawings and the description below.
Other features, aspects, and advantages of the disclosure will
become apparent from the description, the drawings, and the
claims, 1n which:

FIG. 1 1s a block diagram depicting an embodiment of an
environment that may be used for metric driven deploy-
ments to cloud server services.

FIG. 2 1s a block diagram depicting an example imple-
mentation of deployment on a plurality of cloud server
services mncluding private clouds.

FIG. 3 1s a block diagram depicting an embodiment of a
deployment running on the servers and hardware of a cloud
Server service.

FIG. 4 15 a block diagram depicting an embodiment of an
instance running on a cloud server service.

FIG. 5 15 a block diagram depicting an embodiment of a
deployment on two cloud server services to provide a
replication service.

FIG. 6 1s a flow diagram depicting a method of transmit-
ting requests to deployments 1n one example embodiment.
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FIG. 7 1s a flow diagram depicting a method of receiving
a request by a deployment 1n one example embodiment.

FIG. 8 1s an example interface of one embodiment dis-
played on a user device including graphics displaying pre-
dicted losses 1n revenue, productivity and data based on an
analysis of a chosen cloud server service environment.

FIG. 9 1s an example interface of one embodiment dis-
played on a user device including graphics displaying
deployment status and distribution data.

FIG. 10 1s an example interface of one embodiment
displayed on a user device including graphics displaying
available settings and information when launching a new
deployment.

DETAILED DESCRIPTION

Following below are more detailed descriptions of various
concepts related to, and implementations of, methods, appa-
ratuses, and systems for providing private local sponsored
content. The various concepts mtroduced above and dis-
cussed 1n greater detail below may be implemented 1n any of
numerous ways, as the described concepts are not limited to
any particular manner of implementation. Specific 1mple-
mentations, embodiments, and applications are provided
primarily for illustrative purposes.

In some 1nstances, systems and methods for metric driven
deployments to cloud server services are desirable as each
deployment 1s adapted to the cloud server service that 1t 1s
deployed to and can run an instance over which there can be
insight and control. In some implementations there 1s 1nsight
and control over network, disk, CPU, and other activity
giving the ability to do performance metrics analysis for a
given application or service between different cloud server
services as each application or service 1s run 1n a container
within an instance running on the respective cloud server
service. This allows for comparison between a plurality of
cloud server services for a given container driven by one or
more metrics such as cost, tlexibility, performance, reliabil-
ity, and technical specifications. In some 1mplementations,
monitoring and filtering between the application or service
and the cloud server service can also be accomplished by the
instance as the container(s) are within the instance. In some
implementations, the instance which runs the one or more
containers can be scaled up and down to a desired workload
performance. In some implementations, the instance can be
modified through parameters such as bandwidth, latency,
processing capability, and/or computer memory and the like.
The workload performance or estimated workload perfor-
mance may be determined through an evaluation of histori-
cal workload performance for the respective container. In
some 1mplementations, switching between cloud server ser-
vices may be seamless and transparent to a customer based
on changing needs, requests, or goals. The cloud server
services may be a combination of private and public cloud
server services. In some implementations, a specific work-
load can be run simultaneously across different cloud server
services. An analysis may be done of metrics such as cost,
performance, reliability and time to deliver expected results
for a single cloud server services or when spreading a
workload across different cloud server services. Certain
needs or goals (e.g., cost against performance, cost against
time to delivery, etc.) may be prioritized when doing the
analysis. In some implementations, switching of workloads
and/or scaling of instances may be accomplished using
machine learning algorithms to help manage diverse cloud
workloads. In some implementations, switching may be
done 1n 1nstances of changing resource availability or as part
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ol a disaster recovery model when a cloud server service
becomes partially or entirely unavailable.

In some 1implementations, the overall management of all
the deployments will leverage a metric repository and an
analytics engine. Each deployment will have access to 1ts
own data, and own logic, but the overall system will be able
to leverage the aggregated data and learnings derived from
the analytics done on the data. The deployments are
deployed, configured, and updated as needed based on the
application of the learnings (e.g., machine learning) on data
provided by both the user and the system. In some 1mple-
mentations, the deployments are constantly coordinating
with a central system (e.g., central server or other computer)
to collect and analyze data 1n order to improve the machine
model and/or machine learning algorithms as well as metrics
associated with the cloud server services running the deploy-
ments. The central server may in some 1instances also be
running on a cloud server service.

Prior to discussing the specifics of implementations of the
systems and methods for providing deployments to cloud
server services, it may be helpiul to discuss an implemen-
tation of an environment where such systems and methods
may be deployed. FIG. 1 depicts one implementation of an
environment 100. In brief overview, the environment 100
comprises user devices 101, communicating over a network
104 to cloud server services 106. The user devices 102 may
be any number of different types of business, personal and
mobile electronic devices configured to communicate via the
network 104 (e.g., a server, a desktop computer, a laptop
computer, a tablet computer, a smartphone, combinations
thereol, etc.).

The network 104 may be any form of computer network
that relays information between the user devices 102 and the
cloud server services 106. In some implementations, the
network 104 may include the Internet and/or other types of
data networks, such as a local area network (LAN), a wide
area network (WAN), a cellular network, satellite network,
or other types of data networks. The network 104 may also
include any number of additional computing devices (e.g.,
computers, servers, routers, network switches, smartphones,
tablets, mobile phones, etc.) that are configured to receive
and/or transmit data within the network 104. These devices
may aid connection to the network and may further use
wireless communication methods such as a BLUETOOTH
transceiver, a BLUETOOTH beacon, an RFID transceiver,
Near Field Communication (NFC) transmitter or other simi-
lar technologies known in the art. The network 104 may
further include any number of hardwired and/or wireless
connections. For example, the user devices 102 may com-
municate wirelessly (e.g., via WiF1, cellular, radio, etc.) with
a transceiver that 1s hardwired (e.g., via a fiber optic cable,
a CATS cable, etc.) to other computing devices for commu-
nication over the network 104 to commumicate with the
cloud server services 106. In some implementations, reliable
communication methods are used over the network with
acknowledgment and resend 1f there 1s no acknowledgment
received.

Still referring to FIG. 1, the user devices 102 as depicted
include a processor 110 and data storage 112. The data
storage 112 may store machine instructions that, when
executed by the processor 110, cause the processor 110 to
perform one or more of the operations described herein. The
processor 110 may include one or more microprocessors,
application specific integrated circuits (ASICs), field pro-
grammable gate arrays (FPGAs), other forms of processing
circuits, or combinations thereof. The data storage 112 may
include, but 1s not limited to, electronic, optical, magnetic,
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or any other storage or transmission device capable of
providing the processor 110 with program instructions. The
data storage 112 may include storage devices such as a
floppy disk, CD-ROM, DVD, magnetic disk, memory chip,
ROM, RAM, FEPROM, EPROM, flash memory, optical
media, or any other suitable memory from which the pro-
cessor 110 can read instructions and/or data. The processor
110 and the data storage 112 may form a processing module.
The data storage 112 may include files to run an operating
system and a user interface 118.

The user devices 102 are shown to include a network
interface 114. In some implementations, the network inter-
tace 114 1s a hardware mtertace allowing data to pass to and
from the network 104 (e.g., the internet). In some 1mple-
mentations, the network interface 114 includes the hardware
and logic necessary to communicate over multiple channels
of data communication. For example, the network interface
114 may include an Ethernet transceiver, a cellular modem,
a BLUETOOTH transceiver, a BLUETOOTH beacon, an
RFID transceiver, and/or an NFC transmitter. Data passing
through the network interface 114 may be encrypted such
that the network interface 114 1s a secure communication
module.

The user devices 102 include a display 116. In some
implementations, the display 116 1s combined with a user
input device 1n the form of a touchscreen device. The display
may be any electronic device that conveys data to a user by
generating sensory information (e.g., a visualization,
sounds, etc.). The display 116 may be internal to the housing
of the mobile device 104 (e.g., a built-in display) or external
to the housing of the mobile device 104 (e.g., a monitor
connected to the mobile device 104), according to various
implementations. For example, the mobile device 104 may
include a display 116, which may display webpages, user
interfaces for applications, and/or other visual sources of
information. In various implementations, the display 116
may be located inside or outside of the same housing as that
of the processor 110 and/or the data storage 112. For
example, the display 116 may be an external display, such as
a computer monitor or any other stand-alone form of elec-
tronic display. In other examples, the display 116 may be
integrated into the housing of a laptop computer, mobile
device, smartphone, tablet, or other form of computing
device having an integrated display.

The user devices 102 are shown to include a user interface
118. In some 1mplementations, the user interface 118 1s a
web based application. The web based application may
include an application programming interface (API) for
customer access. In some implementations, the user inter-
tace 118 1s configured to allow the input of goals, require-
ments, and requests regarding cloud server service server
provider 106 functionality. In some implementations, the
inputs to the user interface 118 are intent driven and inputs
comprise mntents or desired results (e.g., a cost goal, pertor-
mance goal, availability goal, etc.) The user interface 118 1s
configured to transmit these imputs using the network inter-
tace 114 via the network 104 to a cloud server service 106.
In some implementations, the user interface 118 1s config-
ured to transmit the inputs to a standalone server. In some
implementations, the user interface 118 1s configured to
display a status to a user of the user interface 118 (e.g., a
customer with active deployments). The displayed status
may be default elements indicating status of various ele-
ments of the deployment, customized elements chosen by
the user, and/or a combination of default elements plus
chosen customized elements. Flements shown may include
total data transmitted, number of times certain databases
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were accessed and/or updated, estimated electricity utiliza-
tion, number of deployments for each provider, real time
status of a deployment 1n progress, and the like.

The cloud server services 106 as depicted include a
processor 120, data storage 122, and a network interface
124. The data storage 122 may store machine instructions
that, when executed by the processor 120, cause the pro-
cessor 120 to perform one or more of the operations
described herein. The processor 120 may include one or
more microprocessors, application specific integrated cir-
cuits (ASICs), field programmable gate arrays (FPGAs),
other forms of processing circuits, or combinations thereof.
The data storage 122 may include, but i1s not limited to,
clectronic, optical, magnetic, or any other storage or trans-
mission device capable of providing the processor 120 with
program 1instructions. The data storage 122 may include

storage devices such as a floppy disk, CD-ROM, DVD,
magnetic disk, memory chip, ROM, RAM, EEPROM,
EPROM, flash memory, optical media, or any other suitable
memory from which the processor 120 can read instructions.
The processor 120 and the data storage 122 may form a
processing module. The data storage 122 may include {files
to run an operating system and a deployment module 126.

The cloud server service 106 1s shown to include a
network interface 124. In some implementations, the net-
work interface 124 1s a hardware interface allowing data to
pass to and from the network 104 (e.g., the internet). In some
implementations, the network interface 124 includes the
hardware and logic necessary to communicate over multiple
channels of data communication. For example, the network
interface 124 may include an FEthernet transceirver, a cellular
modem, a BLUETOOTH transceiver, a BLUETOOTH bea-
con, an RFID transceiver, and/or an NFC transmitter. Data
passing through the network interface 124 may be encrypted
such that the network interface 124 i1s a secure communi-
cation module.

The cloud server service 106 1s shown to include a
deployment module 126. In some implementations, the
deployment module 126 1s configured to function as an
analytical module, a machine learning module, a metrics
repository, and an 1mage repository. In some implementa-
tions, the analytical module, the machine learming module,
the metrics repository, and/or the image repository are
configured to run on a standalone and/or private server. In
some 1mplementations, the deployment module 126 1s cre-
ated by receiving a deployment configured to execute on a
cloud server service 106 to create an instance. The instance
1s adapted to the cloud server service 106 and configured so
that there can be msight and control over the specifications
of the mstance. In some implementations, the instances are
configured so there 1s 1nsight and control over network, disk,
CPU, and other activity giving the ability to do performance
metrics analysis for a given application or service or other
soltware running within the instance.

In some 1implementations, one or more features or func-
tionality of the deployment module 126 may be done on a
separate computer system (e.g., a standalone server) than the
cloud server services 106 that i1s configured to send the
results of the of the feature or functionality to one or more
cloud server services 106.

Referring now to FIG. 2, a block diagram 200 of an
example implementation of deployment modules 126 on
four different cloud server services 106 1s depicted. In this
example 1implementation, one of the cloud server services
106 1s a private cloud server service (e.g., a standalone
server system) and the other three are ‘Amazon West,’
‘Amazon East,” and ‘Rackspace’ with the deployment mod-
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ules 126 referred to as BetterClouds Deployment. Each
BetterClouds Deployment as illustrated can communicate
over a network 104 with each of the others. In some
implementations, the deployment modules 126 are config-
ured to transmit requests, needs, mstructions and/or goals to
one or more of the other deployment modules 126. In some
implementations, the deployment modules 126 are config-
ured to transmit and/or synchronize images associated with
customer containers containing data storage, applications,
services, and the like. The synchronmizing of 1mages may
occur automatically when there 1s a change to an 1mage,
occur periodically, or occur upon a received request. The
synchronization of 1mages may occur between any two or
more of a plurality of different cloud server services 106.

Referring now to FIG. 3, a block diagram 300 of an
example embodiment of a deployment running on the serv-
ers and hardware of a cloud server service 106. In this
example implementation, the deployment comprises an ana-
lytical module 302, a machine learning rule trainer module
304, a metrics repository 306, an 1image repository 308, an
inter-cloud routing module 310, one or more of which
running on Provider Cloud Servers/Hardware 312. In some
implementations, the analytical module 302 1s configured to
interface with a respective cloud server service 106 to
evaluate running a customer container based on metrics. The
analytical module 302 may be configured to automatically
adapt to an interface across a plurality of cloud server
services 106. In some implementations, the analytical mod-
ule 302 uses multiple algorithmic decision trees to measure
metrics associated with a given container running on a
respective cloud server service 106. In some 1mplementa-
tions, metrics include one or more of cost, performance, time
to deliver expected results, flexibility, reliability, techmical
specifications needed and the like. In some implementations,
the analytical module 302 1s configured to improve in
functionality as more data i1s received correlating goals
associated with the respective deployments with the metrics
associated with the various cloud server services 106. In
some 1mplementations, the analytical module 302 1s config-
ured to use plug-in architecture to allow it to be customized
to the requirements of a workload associated with a cus-
tomer container. The plug-in architecture may be further
associated with the performance metrics where the archi-
tecture 1s automatically reconfigured based on the received
goals, needs and/or requests for the respective deployments
using the modules of the plug-in architecture. In some
implementations, the analytical module 302 1s configured to
allow workloads to be scheduled across different cloud
server services 106 1n a comparative fashion. In some
implementations, the analytical module 302 1s an analytics
engine (1.e., analytics module) and executes algorithms,
applies logic, and incorporates machine learning results
based on data received by the system in order to improve the
functionality of the analytical module 302 as the received
data improves.

Continuing with FIG. 3, the deployment 1s shown to
contain a machine learning rule trainer module 304. In some
implementations, the machine learning rule trainer module
304 1s configured to automatically manage workloads across
different cloud server services 106. In some 1mplementa-
tions, the machine learning rule trainer module 304 com-
prises rules and parameters. The rules and parameters may
be associated with scaling instances up or down, switching,
a container to a different cloud server service 106, distrib-
uting workload to a plurality of containers 1n a single cloud
server service 106, or distributing workload across a plural-
ity of containers 1n a plurality of cloud server services 106.
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In some 1mplementations, the machine learning rule trainer
module 304 accesses historical data related to past cost and
performance associated with customer images. In some
implementations, the machine learning rule trainer module
304 stores and applies weights to some or all parameters
which may be adjusted based on historical data and recerved
requests, needs, and/or goals.

The deployment 1s shown to contain a metrics repository
306. In some implementations, the metrics repository 306 1s
configured to store metrics associated with one or more with
customer containers. In some implementations, metrics may
include costs associated with the cloud server service 106.
Costs may vary depending on type and level of service
required from the cloud server service 106. In some 1mple-
mentations, the metrics include costs associated with any
cloud server service 106 currently containing a deployment.
In some implementations, metrics also include performance
values associated with the cloud server service 106, histori-
cal performance values, predicted performance values, pre-
dicted time to deliver expected results, and the like.

The deployment 1s shown to contain an 1mage repository
308. In some 1mplementations, the 1mage repository 308 is
configured to store images of customer containers 404.
Different versions of each customer container may be stored
associated with different metrics and/or different plug-in
architecture. In some 1implementations, the 1images stored 1n
the image repository 308 are used to load customer container
404 architectures on to the respective cloud server service.

The deployment 1s shown to contain an inter-cloud rout-
ing module 310. In some 1implementations, the inter-cloud
routing module 310 1s configured to communicate between
two or more available deployments on cloud server services
106. In some implementations, the inter-cloud routing mod-
ule 310 1s essentially a signaling agent. In some 1mplemen-
tations, mstructions, requests, and/or goals that are recerved
by one deployment are forwarded to a diflerent deployment.
This may be done when an evaluation of changes to the
customer container 404 or the istance containing the cus-
tomer container 404 are required to fulfill the instruction,
request and/or goal and an application of metrics determines
another deployment 1s better suited. In some implementa-
tions, the inter-cloud routing module 310 1s configured to
duplicate customer data (e.g., images) between two or more
cloud server services 106. The synchronizing of images or
other data may occur automatically when there 1s a change
to an 1mage or other data, occur periodically, or occur upon
a received request. The synchronization of images may
occur between any two or more of a plurality of different
cloud server services 106.

Referring now to FIG. 4, a block diagram 400 of an
example embodiment of an 1nstance 402 running on a cloud
server service 106 (not shown). In this example embodi-
ment, the instance 402 comprises one or more customer
containers 404. In some implementations, the instance 402
1s a virtual machine. In some implementations, the instance
402 1s a physical server. In some 1mplementations, each
deployment 1s adapted to the cloud server service 106 that 1t
1s deployed to and can run an instance configured so that
there can be 1nsight and control over the specifications of the
instance and the data going to and from each customer
container 404. In some 1mplementations, the istances 402
are configured so there 1s msight and control over network,
disk, CPU, and other activity giving the ability to do
performance metrics analysis for a given application or
service or other software running in the customer container
404 between different cloud server services 106 as each
application or service 1s run 1n a container within an instance
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running on the respective cloud server service 106. In some
implementations, the customer containers 404 are web
pages, applications, services, and the like requested by
customers needing the functionality of cloud server services.
In some implementations, the mstances 402 are configured
to monitor and filter between the customer containers 404
and the cloud server service. Monitoring and filtering may
include elements of security and/or conditional access (e.g.,
firewalls, intrusion detection, prevention systems, antivirus,
etc.). In some implementations, the mstance 402 which runs
the one or more containers 404 1s configured so that 1t can
be scaled up and down to a desired workload performance.
The workload performance or estimated workload pertor-
mance may be determined through an evaluation of histori-
cal workload performance for the respective customer con-
tamner 404. In some 1mplementations, the customer
containers 404 are configured to work with modular archi-
tecture allowing pluggable feature enhancements 11 desired
(e.g., disaster recovery, automatic load scaling, etc.). For
example, this allows load shedding of available 1instances to
better support a static database.

Still referring to FIG. 4, in some implementations, the
metrics repository 306 and the Analytics/Machine Learning,
(encompassing the analytical module 302, the metrics
repository 306, and the machine learning rule trainer module
304 of FIG. 3), are contained 1n a central server or config-
ured to function 1n as a central unit even 1f the central unait
1s also running on a cloud server service. The metrics
repository 306 1s configured to receive updated data, includ-
ing updated metrics, from deployments (e.g. regarding the
instances 402 and customer containers 404). In some imple-
mentations the central server or central unit comprises a
routing layer (not shown) along with deployment orchestra-

tion and signaling (e.g., an ter-cloud routing module)
configured to coordinate deployments and communication
between the central server or central unit and the deploy-
ments.

Referring now to FIG. 5, a block diagram 500 of an
example embodiment of a deployment using two cloud
server services 106 to provide a replication service 1s
depicted. In some implementations, the deployment allows
for high availability 2-way replication allowing data to be
duplicated on two or more deployments. In some implemen-
tations, this may be done for data backup, recovery, and
disaster mitigation purposes. In some implementations, the
replication of data (e.g., customer 1images) allows for scam-
less changing between cloud server services 106 based on
changing metrics or changing requests, goals, needs and the
like. This also allows for workload balance across two or
more cloud server services 106 using the same or similar
customer containers. The synchronizing of images may
occur automatically when there 1s a change to an 1mage,
occur periodically, or occur upon a received request. The
synchronization of 1mages or replication of other data may
occur between any two or more of a plurality of different
cloud server services 106.

Referring now to FIG. 6, a flow diagram of a method 600
of transmitting requests to deployments in an example
embodiment 1s depicted. In some implementations, the
method 600 1s performed by a processor 120 runming
istructions from data storage 122 on a cloud server service
106. While performing the method 600, the cloud server
service 106 communicates data over a network interface 124
over a network 104 to another cloud server service 106. In
some 1mplementations, the method 600 i1s performed by a
central computing system (e.g., a private server, a private
cloud service, public cloud service, some combination of the
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previous, and the like). In some implementations, the
method 600 1s performed by a standalone server. In brief
overview ol method 600, the method 600 comprises trans-
mitting a plurality of deployments to a plurality of cloud
server services 106, receiving a request associated with a
container running using a respective one of the plurality of
deployments, and transmitting the request to the respective
deployment.

Still referring to FIG. 6 and 1n more detail, the method 600
begins with transmitting a plurality of deployments to a
plurality of cloud server services 106 at 602. In some
implementations, the respective deployments are adapted to
the respective cloud server service. In some 1mplementa-
tions, a user resource asset allocation module may be used,
drawing resources ifrom a data repository and a deployment
manifest. A deployment decision engine may incorporate
resource provider metrics and deployment manifest rules. In
some 1mplementations, application metrics from similar
deployment manifests may also be used. In some implemen-
tations, the deployment decision engine uses a weighted
resource per type/provider table. The table may be ranked
from best to worst choices for execution from the decision
engine. A resource request 1s then made upon choosing a
provider based on the weighted resource per type table and
operating within the confines of the deployment manifest
requirements. Upon deployment and execution of the
deployment for each resource request based on requirements
(e.g., performance), a resource monitor may observe the
running state of the deployment(s) to ensure compliance to
the original request.

A request associated with a container running using a
respective one of the plurality of deployments 1s received at
604. In some implementations, the request 1s recerved from
a user device 102 consequent to 1nteraction or mput with a
user interface 118. In some instances, the request generates
a need or requirement to create a container running in an
instance on a cloud server service 106. In some instances,
the request generates a need or requirement to modity the
container or the instance within which the container 1is
running. The request may be a parameter change, desired
goal, target metric, and the like.

The request to the respective deployment 1s transmitted at
606. In some 1implementations, the request 1s transmitted to
a cloud server service 106 running a deployment. In some
implementations, the request 1s first transmitted to a stand-
alone server or other computer which determines a cloud
server service 106 to forward the request.

Referring now to FIG. 7, a flow diagram of a method 700
receiving a request by a deployment 1s depicted 1in one
example embodiment. In some implementations, the method
700 1s performed by a processor 120 running instructions
from data storage 122 on a cloud server service 106. While
performing the method 700, the cloud server service 106
communicates data over a network interface 124 over a
network 104 to another cloud server service 106 or a
standalone server. In some implementations, the method 700
1s performed by a central computing system (e.g., a private
server, a private cloud service, public cloud service, some
combination of the previous, and the like). In some 1mple-
mentations, the method 600 1s performed by a standalone
server. In brief overview of method 700, the method 700
comprises receiving a request comprising information asso-
ciated with a container and analyzing the received request.
Based on the analysis, the method 700 comprises one of
transmitting 1nformation associated with the recerved
request to a different deployment, processing the request, or
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modifying an instance contaiming the container based on the
analysis and then processing the request.

Still referring to FIG. 7 and 1n more detail, the method 700
begins with receiving a request comprising information
associated with a container at 702. In some implementations,
the request 1s for the creation of a customer container 404
within an instance 402 running on the respective cloud
server service. In some instances, the request 1s to modily
the container or the instance within which the container 1s
running. The request may be a parameter change, desired
goal, target metric, and the like.

The request 1s analyzed at 704. In some implementations,
the request 1s analyzed using at least one metric from a
metrics repository. In some implementations, the request 1s
analyzed using multiple algorithmic decision trees to mea-
sure metrics associated with a given container running on a
respective cloud server service 106 and compare to the
requirements of the request. In some 1implementations, met-
rics include one or more of cost, performance, time to
deliver expected results and the like. In some 1mplementa-
tions the metrics for a plurality of deployments on cloud
server services 106 are available and used to determine
which deployment 1s best suited to fulfill the request. In
some cases, the request may result 1n workload scheduled
across a plurality of cloud server services 106 to fulfill the
request and to maximize one or more metrics associated
with the contamer 404 of the customer. For example, upon
analysis, there 1s a determination, that cost 1s minimized
while still meeting a performance level contained mn a
request 1f the workload of a customer container 1s spread
across two different cloud server services 106.

Based on the analysis, the method 700 may continue by
transmitting 1nformation associated with the receirved
request to a deployment at 706. This may be done upon
analyzing the received request. In some instances, a dupli-
cate or similar version of a customer container associated
with the request 1s already present on a deployment on a
cloud server service 106 and the receirved request i1s for-
warded on to the cloud server service 106. In some
instances, an 1mage of the customer container must first be
transmitted to the cloud server service 106. In some
instances, upon analysis, a determination 1s made to share
the workload between two or more deployments on diflerent

cloud server services and the request 1s forwarded with
additional information on how to balance the workload.

Based on the analysis, the method 700 may instead
continue processing the request at 710. In some 1nstances,
upon completion of the analysis, a determination 1s made to
continue to process the request using the cloud server
service 106 or standalone computer system running the
method 700 where the request 1s recerved. In that instance,
the request 1s processed and not forwarded to any other
deployments on other cloud server services 106. In some
implementations, the request 1s forwarded to a plurality of
deployments on cloud server services 106 and data 1is
received back by each of the deployments from each of the
other deployments based on their respective analysis of the
request before a decision 1s made about which deployment
1s used to service the request.

Based on the analysis, the method 700 may instead
continue by modifying an instance containing the container
based on the analysis and then processing the request at 712.
In some 1nstances, there may be a determination based on
the analysis to use a deployment on a cloud server service
106 to service the request, but a modification to the mstance
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containing a container associated with the request must first
be modified (e.g., scaled up or down) prior to fulfilling the
request.

Referring now to FIG. 8, an example interface of one
embodiment displayed on a user device including graphics
displaying predicted losses 1n revenue, productivity and data
based on an analysis of a chosen cloud server service
environment 1s depicted. Some depicted components include
button 802, textual input 804 and 806, pull down input 808,
and display box 810. In some implementations, button 802
labeled ‘Manage My Cloud’ may take a user to a dashboard
interface as depicted i FIG. 9. Textual input 804 allows for
input of an email address or Company name. Textual input
806 allows for mput of a desired number of servers (e.g., for
an application or service). Pull down input 808 allows for
the selection of different cloud environments (e.g. Rack-
space, Azure, AWS, self-hosted Private etc.). In some imple-
mentations, using data gathered from textual input 806, and
pull-down input 808 allows for the display in display box

810 of an estimated cost delta for a similar deployment
between different cloud environments. Pull down 1nput 808
would be an mput to select a customer’s current cloud server
service, mcluding self-hosted Private, and display box 810
displays an extrapolation of approximate downtime by not
using a managed, distributed solution (e.g., name here as
BetterClouds). The information 1n the display box 810 may
be based on historical published outage information, and
system gathered outage information as they are gathered and
documented.

Referring now to FIG. 9, an example interface of one
embodiment displayed on a user device including graphics
displaying deployment status and distribution data 1s
depicted. Some depicted components include display win-
dow 902, deployment status arca 904, and log history
display window 906. In some implementations, display
window 902 displays the current status of a current deploy-
ment or deployments of a customer and displays a percent-
age of a workload of the deployment or deployments across
a plurality of cloud server services 106, a per/hour cost for
cach of the plurality of cloud server services 106 for the
deployment or deployments as well as additional detailed
information. Additional detailed information may include
additional information for each of the cloud server services
such as their level of cost optimizing, security, fault toler-
ance, and performance. Deployment status area 904 may
display which features are available or have been added to
the deployment and the percentage of up-time each feature
(e.g., DNS Services, Email Services, Web App Platiorm,
Database Clusters) has accomplished. Historical informa-
tion and additional detail (e.g., current status, response time,
average response time, etc.) may also be displayed. Buttons
allowing the creation, editing, or deletion of such services to
the deployment may also be displayed. A log history display
window 906 may be displayed to show historical activity
and performance of the deployment. Some example log
entries may include “Web App Platform Deployment 1n
Amazon West exceeded latency thresholds,” “Web App
Platform Deployment redeployed in Amazon East due to
latency thresholds tolerances exceeded,” “Web App Plat-
form Deployment successiully deployed in Amazon East,”
“Replication of Database Clusters Deployment started
between Amazon Fast and Amazon West,” “Email Services
Deployment 1n Rackspace time out exceeded,” “Email Ser-
vices Deployment redeployed in Openstack Seattle due to
timeout tolerance exceeded (AUTO),” “Email Services
Deployment successtully deployed in Openstack Seattle,”
“Replication of Database Clusters Deployment complete,”
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“Replication of DNS Services Deployment started between
Rackspace and Seattle,” “Replication of DNS Services
Deployment complete,” “Login of admin user seattleOPS1,”
“Logout of admin user seattleOPS1,” etc.

Referring now to FIG. 10, an example interface of one
embodiment displayed on a user device 1000 including
graphics displaying available settings and information when
launching a new deployment 1s depicted. Depicted compo-
nents 1clude an availability input area 1002, a datacenters
input area 1004, a pulldown menu 1006, pull down menus
1008, slide selectors 1010, tie breaker selection area 1012,
input boxes 1014 and 1016, pull down menu 1018, container
replication frequency area 1020, security input area 1022,
information display area 1024, and display log 1026. In
some 1mplementations, the availability input area 1002
includes options allowing selection on the availability of the
deployment (e.g., Geo-Available, Auto-Failover, etc.) The
datacenter input arca 1004 includes options allowing selec-
tion of different cloud server services 106 (e.g., cloud server
services such as Rackspace, Amazon Fast, Amazon West,
Seattle, etc.) The pulldown menu 1006 allows for the
selection of a number of servers to be used in the deploy-
ment. The pulldown menus 1008 allow for the selection of
which customer container 1images to use for the deployment.
The slide selectors 1010 may allow for a display of data
regarding estimated metrics based on other selections on the
display screen (e.g., price, CPU use, Disk use, Latency, etc.).
In some implementations, the values of the slide selectors
1010 can be adjusted up and down and other settings on the
display automatically change to compensate to display the
consequences of different changes. The tie breaker selection
area 1012 allows for discretion 1n the choice of priority when
choosing between workload distribution to more than one
cloud server service 106 (e.g., Price, Performance, Uptime,
etc.). Input box 1014 allows the mmput of a name for the
deployment. Input box 1016 allows the input of a description
tor the deployment. Pull down 1018 allows for the selection
ol save application profiles to populate some of the selec-
tions on the display. Container replication frequency area
1020 allows for the selection of a set period of time when
containers between cloud server services 106 are synchro-
nized for a given deployment. Security input area 1022
allows for various security selection related to the deploy-
ment (e.g., Install Default Credentials, Traflic Monitoring/
Analysis, Firewall Enabled, System Integrity Checks, etc.).
Information display area 1024 allows for additional infor-
mation to display regarding the selections that have been
made for the deployment. Display log 1026 allows for the
display of events during deployment once the launch button
1028 1s selected. In some implementations, logged events
may include such events as “Creation of Deployment Name
started,” “Selection process for optimal placement started,”
“Selection process for optimal placement complete! RACK-
SPACE,” “Uploading container image 1 . . . 6 to Rack-
space,” “Upload of container images 1 . . . 6 to Rackspace
COMPLETE,” “Replication of container images to Amazon
East started,” “Replication of container images to Amazon
West started,” “Launching containers 1 . . . 6 in Rackspace,”
“Container 1 launch complete 1n Rackspace, installing secu-
rity profile,” “Container 1 security profile installed, status
changed to ACTIVE,” “Replication complete of container 1
to Amazon East—status SYNCED,” “Snapshot of container
1 complete,” “Replication of snapshot for container 1 started
to Amazon East,” “Replication of snapshot for container 1
started to Amazon West,” etc.

Various embodiments are described in the general context
of method steps, which may be implemented 1n one embodi-

10

15

20

25

30

35

40

45

50

55

60

65

14

ment by a program product including computer-executable
instructions, such as program code, executed by computers
in networked environments. Generally, program modules
include routines, programs, objects, components, data struc-
tures, etc. that perform particular tasks or implement par-
ticular abstract data types. Computer-executable instruc-
tions, associated data structures, and program modules
represent examples of program code for executing steps of
the methods disclosed herein. The particular sequence of
such executable instructions or associated data structures
represents examples of corresponding acts for implementing,
the functions described i such steps.

Software and web implementations of the present inven-
tion could be accomplished with standard programming
techniques with rule based logic and other logic to accom-
plish the various database searching steps, correlation steps,
comparison steps and decision steps. It should also be noted
that the words “component” and “module,” as used herein
and 1n the claims, are intended to encompass implementa-
tions using one or more lines of solftware code, and/or
hardware implementations, and/or equipment for receiving,
manual mputs.

With respect to the use of substantially any plural and/or
singular terms herein, those having skill in the art can
translate from the plural to the singular and/or from the
singular to the plural as 1s appropriate to the context and/or
application. The various singular/plural permutations may
be expressly set forth herein for the sake of clarity.

The foregoing description of i1llustrative embodiments has
been presented for purposes of 1illustration and of descrip-
tion. It 1s not intended to be exhaustive or limiting with
respect to the precise form disclosed, and modifications and
variations are possible 1n light of the above teachings or may
be acquired from practice of the disclosed embodiments. It
1s intended that the scope of the invention be defined by the
claims appended hereto and their equivalents.

While this specification contains many specific imple-
mentation details, these should not be construed as limita-
tions on the scope of what may be claimed, but rather as
descriptions of features specific to particular implementa-
tions. Certain features described in this specification in the
context of separate implementations can also be i1mple-
mented 1n combination 1 a single implementation. Con-
versely, various features described 1n the context of a single
implementation can also be implemented in multiple imple-
mentations separately or in any suitable subcombination.
Moreover, although features may be described above as
acting in certain combinations and even 1itially claimed as
such, one or more features from a claimed combination can
in some cases be excised from the combination, and the
claimed combination may be directed to a subcombination
or variation of a subcombination.

Similarly, while operations are depicted in the drawings in
a particular order, this should not be understood as requiring
that such operations be performed in the particular order
shown or 1n sequential order, or that all illustrated operations
be performed, to achieve desirable results. In certain cir-
cumstances, multitasking and parallel processing may be
advantageous. Moreover, the separation of various system
components 1n the implementations described above should
not be understood as requiring such separation in all imple-
mentations, and i1t should be understood that the described
program components and systems can generally be inte-
grated 1n a single software product or packaged 1into multiple
software products embodied on tangible media.
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References to “or” may be construed as inclusive so that
any terms described using “or’” may indicate any of a single,
more than one, and all of the described terms.

Thus, particular implementations of the subject matter
have been described. Other implementations are within the
scope of the following claims. In some cases, the actions
recited 1n the claims can be performed in a different order
and still achieve desirable results. In addition, the processes
depicted 1n the accompanying figures do not necessarily
require the particular order shown, or sequential order, to
achieve desirable results. In certain implementations, mul-
titasking and parallel processing may be advantageous.

The claims should not be read as limited to the described
order or clements unless stated to that effect. It should be
understood that various changes in form and detail may be
made by one of ordinary skill in the art without departing
from the spirit and scope of the appended claims. All
implementations that come within the spirit and scope of the
following claims and equivalents thereto are claimed.

What 1s claimed 1s:

1. A method comprising:

transmitting a plurality of deployments, each of the

deployments adapted for executing using a respective

cloud server service of a plurality of cloud server

services, the plurality of deployments comprising

instructions that when executed by the respective cloud

Server service:

creates a container within an instance running using the
respective cloud server service, wherein the istance
1s configured to provide one or more parameters to
the container for controlling one or more metrics for
deployment;

monitors the performance of the deployment by com-
paring the one or more metrics with a respective
threshold value;

receives a request comprising information associated
with the deployment; and

updates a parameter associated with the deployment
based on the received request, wherein the parameter
1s associated with one of bandwidth, latency, pro-
cessing capability, or computer memory of the con-
tainer;

receiving a first request comprising information associ-

ated with changing one or more of the plurality of
deployments, wherein the information associated with
changing one or more of the plurality of deployments
comprises an 1image of data needed to load the respec-
tive container:;

determining one or more of the plurality of deployments

to change based on the first request, wherein at least
one of the plurality of deployments does not meet a
threshold value of at least one metric; and
transmitting a respective request to the one or more of the
plurality of deployments based on the determination,
the respective request causing the one or more of the
plurality of deployments to update the parameter.

2. The method of claim 1, wherein determining the one or
more of the plurality of deployments to change based on the
first request comprises application of a machine learning
algorithm to the first request.

3. The method of claim 2, wherein the machine learming
algorithm accesses at least one metric from a group com-
prising cost, performance, reliability and time to deliver and
analyzing the received request comprising information coms-
Prises:

comparing each of the one or more of the plurality of

deployments to the at least one metric; and
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determiming the respective one or more of the plurality of
deployments does not meet a threshold value of the at
least one metric.

4. The method of claim 1, wherein each of the plurality of
deployments further comprises instructions executed by the
respective cloud server service to:

recerve a second request comprising information associ-

ated with changing one or more of the plurality of
deployments; and

alter a parameter associated with the instance based on the

analysis of the second received request.

5. The method of claim 4, wherein the parameter associ-
ated with the instance 1s at least one of bandwidth, latency,
processing capability, or computer memory.

6. The method of claim 1, wherein a plurality of the
plurality of deployments comprise an image associated with
the container and synchronize updates to the 1mage associ-
ated with the container between the plurality of the plurality
ol deployments.

7. A system comprising: one or more processors;

a network interface; and

a computer storage device storing instructions, when

executed by the one or more processors, cause the one

or more processors to perform operations comprising:

transmitting, via the network interface, a plurality of
deployments, each of the deployments adapted for
executing using a respective cloud server service of a
plurality of cloud server service, each of the plurality of
deployments comprising instructions to:
create a container within an instance running using the
respective cloud server service, wherein the instance
1s configured to provide one or more parameters to
the container for controlling one or more metrics for
deployment;
monitor the performance of the deployment by com-
paring the one or more metrics with a respective
threshold value:
receive a request comprising information associated
with the deployment; and
update a parameter associated with the deployment
based on the received request wherein the parameter
1s associated with one of bandwidth, latency, pro-
cessing capability, or computer memory of the con-
tainer;
recerving a first request comprising information associ-
ated with changing one or more of the plurality of
deployments, wherein the information associated with
changing one or more of the plurality of deployments
comprises an 1image of data needed to load the respec-
tive container;
determining one or more of the plurality of deployments
to change based on the first request, wherein at least
one of the plurality of deployments does not meet a
threshold value of at least one metric; and

transmitting, via the network interface, a respective
request to the one or more of the plurality of deploy-
ments based on the determination, the respective
request causing the one or more of the plurality of
deployments to update the parameter.

8. The system of claim 7, wherein determiming the one or
more of the plurahty of deployments to change based on the
first request comprises application of a machine learning
algorithm to the first request.

9. The system of claim 8, wherein the machine learning
algorithm accesses at least one metric from a group com-
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prising cost, performance, reliability and time to deliver and
analyzing the received request comprising information coms-
Prises:
comparing each of the one or more of the plurality of
deployments to the at least one metric; and
determining the respective one or more of the plurality of
deployments does not meet a threshold value of the at
least one metric.

10. The system of claim 7, wherein each of the plurality
of deployments further comprises instructions executed by
the respective cloud server service to:

receive a second request comprising information associ-

ated with changing one or more of the plurality of
deployments; and

alter a parameter associated with the instance based on the

analysis of the second received request.

11. The system of claim 10, wherein the parameter
associated with the instance 1s at least one of bandwidth,
latency, processing capability, or computer memory.

12. The system of claim 7, wherein a plurality of the
plurality of deployments comprise an image associated with
the container and synchronize updates to the 1mage associ-
ated with the container between the plurality of the plurality
of deployments.

13. A non-transitory computer-readable medium having
stored computer-executable nstructions that, when executed
by one or more processors ol a computer system cause the
computer system to perform a process comprising:

transmitting a plurality of deployments, each of the

deployments adapted for executing using a respective

cloud server service of a plurality of cloud server

services, the plurality of deployments comprising

instructions that when executed by the respective cloud

Server service:

creates a container within an instance running using the
respective cloud server service, wherein the instance
1s configured to provide one or more parameters to
the container for controlling one or more metrics for
deployment;

monitors the performance of the deployment by com-
paring the one or more metrics with a respective
threshold value;

receives a request comprising information associated
with the deployment; and

updates a parameter associated with the deployment
based on the received request, wherein the parameter
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1s associated with one of bandwidth, latency, pro-
cessing capability, or computer memory of the con-
tainer:;

recerving a first request comprising information associ-

ated with changing one or more of the plurality of
deployments, wherein the information associated with
changing one or more of the plurality of deployments
comprises an 1image of data needed to load the respec-
tive container;

determinming one or more of the plurality of deployments

to change based on the first request wherein at least one
of the plurality of deployments does not meet a thresh-
old value of at least one metric: and

transmitting a respective request to the one or more of the

plurality of deployments based on the determining, the
respective request causing the one or more of the
plurality of deployments to update the parameter.
14. The non-transitory computer-readable medium of
claam 13, wheremn determining the one or more of the
plurality of deployments to change based on the first request
comprises application of a machine learning algorithm to the
first request.
15. The non-transitory computer-readable medium of
claim 14, wherein the machine learning algorithm accesses
at least one metric from a group comprising cost, perfor-
mance, reliability and time to deliver and analyzing the
received request comprising information comprises:
comparing each of the one or more of the plurality of
deployments to the at least one metric; and

determining the respective one or more of the plurality of
deployments does not meet a threshold value of the at
least one metric.

16. The non-transitory computer-readable medium of
claam 13, wherein each of the plurality of deployments
further comprises instructions executed by the respective
cloud server service to:

receive a second request comprising information associ-

ated with changing one or more of the plurality of
deployments; and

alter a parameter associated with the instance based on the

analysis of the second received request.

17. The non-transitory computer-readable medium of
claim 16, wherein the parameter associated with the instance
1s at least one of bandwidth, latency, processing capability,
Or computer memory.
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