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(57) ABSTRACT

A bottle for ink supply 1s shipped with a two-dimensional
code attached to the bottle, individual information being
embedded 1n the two-dimensional code. A user reads the
two-dimensional code with a portable information terminal
and thereby transmits the individual information to a man-
agement server. If there 1s no fraud or problem, the man-
agement server transmits a passcode to the portable infor-
mation terminal. When the bottle 1s placed 1n a bottle storing
unit, the two-dimensional code 1s read by a two-dimensional
code reader, and a passcode 1s created based on the 1ndi-
vidual information embedded in the two-dimensional code.
Only when the passcode matches the passcode registered by
the user, ik 1n the bottle becomes ready to use.
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SYSTEM FOR MANAGING
APPROPRIATENESS OF USE OF
CONSUMABLES FOR PRINTING
APPARATUS AND METHOD FOR

MANAGING APPROPRIATENESS OF USE

OF CONSUMABLES FOR PRINTING
APPARATUS

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to a system and method for
managing appropriateness of use of consumables used 1n a
printing apparatus.

Description of Related Art

Conventionally, there 1s known an inkjet printing appa-
ratus that performs printing by discharging ink onto a base
material (printing paper, etc.) by heat or pressure. In such an
inkjet printing apparatus, when i1t runs out of ink held
therein, refill or replacement of ik 1s performed. Ink 1s
generally supplied contained 1n a bottle (including a car-
tridge), and the inkjet printing apparatus 1s provided with
bottle storing units that store bottles, for example, for
respective 1nk colors.

Meanwhile, if a wrong color 1nk bottle 1s placed 1n a bottle
storing unit or an incompatible 1k bottle 1s placed 1n a bottle
storing unit, normal printing 1s not performed on the 1nkjet
printing apparatus. Hence, conventionally, using a writable
IC chip or barcode, a check 1s performed as to whether a
problem occurs with the use of a bottle (ink 1n the bottle)
placed 1n the bottle storing unit (heremafiter, referred to as an
“appropniateness check™). For example, an 1C chip that
holds 1nk color information is attached in advance to a
bottle, and 11 a user places a wrong color bottle 1n the bottle
storing unit, then the inkjet printing apparatus displays an
error message based on information held 1n the IC chip. In
addition, an IC chip that holds information on the amount of
ink remaining may be attached in advance to a bottle. An
inkjet printing apparatus that uses such a bottle rewrites the
information on the amount of ink remaining depending on to
the discharge of ink, and thereby manages the amount of 1nk
remaining in the bottle. Then, when the amount of 1nk
remaining becomes small, a message indicating such a fact
1s displayed.

Note that 1n relation to mventions concerning this matter,
the following prior art documents are known. Japanese
Laid-Open Patent Publication No. 2002-59566 discloses an
invention of an inkjet printing system that allows performing
ellicient and highly reliable transmission and reception of
ink volume information about ik supply sources between
an 1nk container and a controller. Japanese Laid-Open Patent
Publication No. 11-198408 discloses an invention of an
inkjet recording apparatus that determines whether 1nk 1s
appropriate to a recording head, and inhibits filling of the
recording head with the ink 11 the 1nk 1s not appropriate, and
thereby prevents damage to the recording head. Japanese
Laid-Open Patent Publication No. 2009-40061 discloses an
invention of an ik supply system in which in a configura-
tion 1n which an 1k tank 1s provided with a memory element
and a light-emitting unit, even when a plurality of cartridges
are used, accurate iformation can be presented to a user
while an increase 1n the number of signal lines 1s suppressed.

As described above, conventionally, an appropriateness
check as to the use of 1nk 1s performed using a writable IC
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chip or barcode. However, there may be a case in which 1t
1s found after a bottle for ik supply 1s shipped from a

factory, etc., that there 1s a problem with 1nk contained 1n the
bottle (e.g., mixing of foreign matter in the process of
manufacturing the 1nk). In such a case, with the conventional
appropriateness check, a problem with 1k cannot be
detected. In addition, if, 1n such a case, the ink with a
problem 1s used, then a reduction 1n print quality or damage
to the apparatus may occur.

SUMMARY OF THE INVENTION

An object of the present mvention 1s therefore to imple-
ment a system and a method that are capable of inhibiting
use of consumables (typically, ink) for a printing apparatus
when a problem with the consumables 1s found after ship-
ment.

One aspect of the present invention 1s directed to a system
for managing appropriateness ol use of consumables for a
printing apparatus, the system including;:

an information recording unit attached to a container
containing consumables for a printing apparatus, individual
information of the container being recorded 1n the informa-
tion recording unit;

a management apparatus configured to manage quality
information about consumables contained 1n each container;

a terminal apparatus configured to be able to read indi-
vidual information recorded 1n an information recording unit
attached to a target container, and transmit the read indi-
vidual information to the management apparatus; and

a printing apparatus including: a passcode input accepting
umt configured to accept input of a passcode from an
external source; and an information reading unit configured
to read the individual mformation recorded 1n the informa-
tion recording unit, the printing apparatus performing print-
out using the consumables, wherein

when the management apparatus receives the individual
information transmitted from the terminal apparatus, the
management apparatus determines, based on the quality
information, whether to allow use of consumables contained
in the container corresponding to the received individual
information, and when the management apparatus deter-
mines to allow use of the consumables, the management
apparatus creates a passcode based on the received indi-
vidual information and transmits the created passcode to the
terminal apparatus, and

the printing apparatus performs a predetermined authen-
tication verification process based on the mdividual infor-
mation read by the information reading unit from the infor-
mation recording unit attached to the target container and the
passcode accepted by the passcode mput accepting unit, to
determine whether to allow use of the consumables con-
tained in the target container.

According to such a configuration, when a user starts to
use consumables, the user reads, using the terminal appara-
tus, 1ndividual information recorded i1n an information
recording unit which 1s attached to a container containing
the consumables, and thereby obtains a passcode from the
management apparatus. Then, the printing apparatus deter-
mines whether to allow use of the consumables contained in
the target container, by an authentication verification process
performed based on the passcode mputted by the user using
the passcode mput accepting unit and individual information
read by the information reading unit from the information
recording umit attached to the target container. Here, only
when the management apparatus determines to allow use of
the consumables, a passcode 1s transmitted from the man-
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agement apparatus to the terminal apparatus. Thus, when
there 1s a problem with consumables and use of the con-
sumables 1s not allowed by the management apparatus, the
user cannot make the consumables ready to use, and accord-
ingly, the consumables with a problem are inhibited from
being put in the printing apparatus. As such, upon the start
of use of consumables, a check as to whether there 1s a
problem with the consumables can be performed in real
time. Thus, when a problem with consumables contained in
a container for consumables supply 1s found after shipment,
use of the consumables (putting of the consumables 1n the
printing apparatus) can be inhibited.

Another aspect of the present invention 1s directed to a
system for managing appropriateness ol use of consumables
for a printing apparatus, the system including;

an information recording unit attached to a container
containing consumables for a printing apparatus, individual
information of the container being recorded 1n the informa-
tion recording unit;

a management apparatus configured to manage quality
information about consumables contained in each container;
and

a printing apparatus including an information reading unit
configured to read the individual information recorded 1n the
information recording unit; and configured to be connectable
to the management apparatus, the printing apparatus per-
forming printout using the consumables, wherein

the printing apparatus reads, by the information reading
unit, 1individual information recorded 1in an information
recording unit attached to a target container, and transmits
the read individual information to the management appara-
tus,

when the management apparatus receives the individual
information transmitted from the printing apparatus, the
management apparatus determines, based on the quality
information, whether to allow use of consumables contained
in the container corresponding to the received individual
information, and transmits result data representing a result
of the determination to the printing apparatus, and

the printing apparatus determines, based on the result data
transmitted from the management apparatus, whether to
allow use of the consumables contained 1n the target con-
tainer.

A still another aspect of the present invention 1s directed
to a method for managing appropriateness of use of con-
sumables for a printing apparatus, the method including:

a consumables shipping step of shipping a container
containing consumables for a printing apparatus, with an
information recording unit attached to the container, indi-
vidual information of the container being recorded in the
information recording unit;

an individual information transmitting step of reading
individual information recorded 1n an information recording
unit attached to a target container, and transmitting the read
individual information to a management apparatus that
manages quality information about consumables contained
in each container, the individual information transmitting
step being performed by a terminal apparatus;

a passcode transmitting step of receiving the individual
information transmitted from the terminal apparatus, deter-
mimng, based on the quality information, whether to allow
use of consumables contained 1n the container correspond-
ing to the received individual information, and creating a
passcode based on the recerved individual information to
transmit the created passcode to the terminal apparatus when
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it 1s determined to allow use of the consumables, the
passcode transmitting step being performed by the manage-
ment apparatus;

a passcode mnput accepting step ol accepting mput of a
passcode from an external source; and

a use-of-consumables allowed/not-allowed determining
step of reading the individual mmformation recorded in the
information recording unit attached to the target container
by using an information reading unit provided 1n advance,
and performing a predetermined authentication verification
process based on the read individual information and the
passcode accepted 1n the passcode input accepting step, to
determine whether to allow use of the consumables con-
tammed 1n the target container, the use-of-consumables
allowed/not-allowed determining step being performed by a
printing apparatus.

These and other objects, features, modes, and eflects of
the present invention will be made clear from the following
detailed description of the present invention with reference
to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram showing an overall configuration of
an appropriateness-of-use-of-consumables management
system according to a first embodiment of the present
invention.

FIG. 2 1s a flowchart showing an overall processing
procedure 1n the appropriateness-oi-use-of-consumables
management system according to the first embodiment.

FIG. 3 15s a diagram showing an example of a bottle to be
shipped 1n the first embodiment.

FIG. 4 1s a diagram showing an example of individual
information embedded 1n a two-dimensional code 1n the first
embodiment.

FIG. 5 1s a flowchart showing a detailed procedure of a
passcode obtaining process 1n the first embodiment.

FIG. 6 1s a diagram showing an example of a screen to
mput an ID of an inkjet printing apparatus in the first
embodiment.

FIG. 7 1s a diagram showing exemplary display provided
when a code 1s fraudulent 1n the first embodiment.

FIG. 8 1s a diagram showing exemplary display provided
when there 1s a problem with 1nk 1n the first embodiment.

FIG. 9 1s a diagram showing exemplary display of a
passcode 1n the first embodiment.

FIG. 10 1s a diagram showing a state in which a bottle 1s
placed 1n a bottle storing unit 1n the first embodiment.

FIG. 11 1s a flowchart showing a detailed procedure of an
authentication verification process in the first embodiment.

FIG. 12 1s a diagram showing exemplary display provided
when authentication has not been performed properly 1n the
first embodiment.

FIG. 13 1s a diagram for describing an effect in the first
embodiment.

FIG. 14 1s a diagram showing an overall configuration of
an appropriateness-of-use-of-consumables management
system according to a second embodiment of the present
invention.

FIG. 15 1s a flowchart showing an overall processing
procedure of the appropriateness-oi-use-of-consumables
management system according to the second embodiment.

FIG. 16 1s a flowchart showing a procedure ol manage-
ment of the amount of 1nk used 1n a third varnant.

FIG. 17 1s a diagram for describing a mismatch between
passcodes regarding a fifth variant.
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FIG. 18 15 a flowchart showing a procedure of the creation
of a passcode and a matching check 1 a print control
apparatus in the fifth variant.

DETAILED DESCRIPTION OF PR
EMBODIMENTS

L1
M

ERRED

Embodiments of the present invention will be described
below with reference to the accompanying drawings.

1. First Embodiment

A first embodiment of the present invention will be
described. A system according to the present embodiment 1s
a system for managing appropriateness of use of ink which
are consumables to be used for printing on an inkjet printing
apparatus. The system 1s hereinatter referred to as an “appro-
priateness-ol-use-of-consumables management system.”
Note that 1n the following a “manager” refers to a person
(company) that manages the appropriateness of use of ink,
and a “user” refers to a person (company) that uses the
printing apparatus. Typically, an ink maker corresponds to
the manager and the user performs printing on the printing,
apparatus using ink supplied by the manager. Note, however,
that the actual operational mode 1s not particularly limaited.
<1.1 Overall Configuration and Overview of the System>

FIG. 1 1s a diagram showing an overall configuration of
an appropriateness-of-use-of-consumables management
system according to the present embodiment. The appropri-
ateness-ol-use-of-consumables management system
includes an inkjet printing apparatus 10; a portable infor-
mation terminal 20; a management server 30; and a two-
dimensional code 40 serving as an information recording
unit having recorded thereimn individual information CI
which 1s information on an each individual bottle (container)
50 used to supply ink (information on ink contained 1n the
bottle 50). The inkjet printing apparatus 10 and the portable
information terminal 20 are components on the user side.
The management server 30 1s a component on the manager
side. The two-dimensional code 40 1s a component to be
attached to the bottle 50 for ink supply when the bottle 50
1s shipped.

The mkjet printing apparatus 10 1s a printing apparatus
that performs printing on a base material (printing paper,
ctc.) using inks (water-based inks, UV-curable inks, etc.).
The inkjet printing apparatus 10 includes a print control
apparatus 11; a two-dimensional code reader 12 for reading
the two-dimensional code 40; and a bottle storing unit 13
that stores the bottle 50 for ik supply. The inkjet printing,
apparatus 10 1s configured such that, when the bottle 50 1s
placed 1n the bottle storing unit 13, the two-dimensional
code 40 attached to the bottle 50 1s read by the two-
dimensional code reader 12.

The portable information terminal 20 used in the present
embodiment has the function of reading the two-dimen-
sional code 40. In addition, the portable information termi-
nal 20 1s connectable to the management server 30 through
Internet 60. Note that in the present embodiment, unlike a
second embodiment which will be described later, the inkjet
printing apparatus 10 1s not connected to the Internet 60.

Under a configuration such as that described above, the
bottle 50 for ink supply 1s shipped with the two-dimensional
code 40 attached to the bottle 50. When the bottle 50 1s
shipped, shipping information SI about the bottle 50 1s
registered 1n the management server 30. In addition, 1f a
problem with ink contained 1n the bottle 50 (e.g., mixing of
foreign matter) 1s found after the shipment of the bottle 50,
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6

problem information FI serving as quality information about
the 1k 1s registered 1n the management server 30. That 1s,
the management server 30 holds the shipping information SI
and the problem information FI.

After the user acquires the bottle 50 by purchase, etc., the
user lirst reads the two-dimensional code 40 using the
portable information terminal 20 upon the use of the bottle
50. By this, a connection from the portable information
terminal 20 to the management server 30 1s established, and
the individual information CI embedded 1n the two-dimen-
sional code 40 attached to the bottle 530 1s sent from the
portable information terminal 20 to the management server
30.

Based on the individual information CI sent from the
portable information terminal 20, the management server 30
performs a check as to whether there 1s a fraud (hereinafter,
referred to as a “fraud check™) and a check as to whether
there 1s a problem (hereinafter, referred to as a “problem
check™). The fraud check i1s performed by referring to the
shipping information SI, and the problem check 1s per-
formed by referring to the problem information FI. When
there 1s no fraud or problem, the management server 30
creates a passcode PA. Then, result data RD representing a
result of the process by the management server 30 1s
transmitted to the portable information terminal 20. Note
that when there 1s a fraud, data representing that the bottle
50 1s fraudulent 1s transmitted as result data RD, when there
1s a problem, data representing that there 1s a problem 1is
transmitted as result data RD, and when a passcode PA 1s
created with no fraud or problem, the passcode PA 1is
transmitted as result data RD.

When a passcode PA 1s transmitted as result data RD from
the management server 30 to the portable information ter-
minal 20, the user registers the passcode PA in the print
control apparatus 11. With the passcode PA thus registered
in the print control apparatus 11, the user places the bottle 50
in the bottle storing unit 13 of the inkjet printing apparatus
10. By doing so, the two-dimensional code 40 attached to the
bottle 50 1s read by the two-dimensional code reader 12.
Then, the print control apparatus 11 performs a process of
veritying whether authentication has been performed prop-
erly, based on the passcode PA registered by the user and the
individual information CI embedded 1n the two-dimensional
code 40. When, as a result, 1t 1s verified that authentication
has been performed properly, the 1nk contained 1n the bottle
50 placed 1n the bottle storing unit 13 becomes ready to use.

Note that, in the present embodiment, a passcode 1nput
accepting unit 1s implemented by the print control apparatus
11, an information reading unit 1s implemented by the
two-dimensional code reader 12, a container storing unit 1s
implemented by the bottle storing unit 13, a terminal appa-
ratus 1s implemented by the portable information terminal
20, a management apparatus 1s implemented by the man-
agement server 30, and an information recording unit 1s
implemented by the two-dimensional code 40.
<1.2 Detailed Procedure>

A detailed procedure from when a bottle 50 1s shipped
until 1ink 1n the bottle 50 becomes ready to use on the user
side will be described below. FIG. 2 1s a flowchart showing
an overall processing procedure 1n the appropriateness-oi-
use-of-consumables management system according to the
present embodiment. First, a bottle 50 containing ink 1s
shipped with a two-dimensional code 40 attached to a
surface thereol as shown 1n FIG. 3 (step S100). With the
shipment, shipping information SI of the bottle 50 1s regis-
tered 1n the management server 30. The shipping informa-
tion SI 1s information mcluding, for example, shipping date,
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shipping destination, lot number, ink color, the volume of
ink, and serial number. The two-dimensional code 40 1s a
code 1n a display format having information in two direc-
tions, a horizontal direction and a vertical direction. For the
two-dimensional code 40, typically, a QR code 1s adopted.
As described above, individual information CI which 1s
information on each individual bottle 50 (information on 1nk
contained 1n the bottle 50) 1s embedded 1n the two-dimen-
sional code 40.

Now, the individual information CI embedded 1n the
two-dimensional code 40 will be described. As described
above, the management server 30 performs a fraud check
and a problem check. Hence, in order that the management
server 30 can perform a fraud check and a problem check
based on information sent from the portable mmformation
terminal 20, typically, information by which each individual
bottle 50 can be 1dentified 1s used as 1individual information
CIl. For example, mnformation including lot number, ink
color, the volume of ink, serial number, etc., 1s used as
individual information CI. As an example, information such
as that shown 1n FIG. 4 1s embedded as individual informa-
tion CI 1n the two-dimensional code 40. The meaning of
cach 1nformation shown 1 FIG. 4 1s as {follows.

“LOT#KY000195” 1indicates that the lot number 1s
“KY000195.” “LMCyan” indicates that the ink contained 1n
the bottle 50 1s low-migration cyan ink. “Rev2” indicates
that the revision number 1s “2.” “3.0 L” indicates that the
volume of ink contained in the bottle 50 1s 3.0 liters.
“S/N0001950345” 1ndicates that the serial number 1s
“0001950345.”

Note that, 1n the present embodiment, URL information of
the management server 30 1s also embedded in the two-
dimensional code 40. By this, when the portable information
terminal 20 reads the two-dimensional code 40, a connection
from the portable information terminal 20 to the manage-
ment server 30 1s established through the Internet 60.

When 1t 1s found after the shipment of the bottle 50 that
there 1s a problem with the ink contained in the bottle 50
such as mixing of foreign matter, problem information FI 1s
registered in the management server 30. For example, as the
problem information FI, information on the lot number,
color, etc., of the ink with a problem 1s registered in the
management server 30.

After the user acquires the bottle 50, the user first reads
the two-dimensional code 40 attached to the bottle 50 using
the portable information terminal 20, so as to obtain a
passcode PA from the management server 30 (step S110).

Since the URL imnformation of the management server 30 1s
also embedded 1n the two-dimensional code 40 1n addition
to the individual information CI of the bottle 50 as described
above, by the reading of the two-dimensional code 40 with
the portable information terminal 20, a process of obtaining,
a passcode PA from the management server 30 (heremafter,
referred to as a “passcode obtaining process™) 1s performed
(step S120).

FIG. 5 15 a flowchart showing a detailed procedure of the
passcode obtaining process (step S120 of FIG. 2). After
reading the two-dimensional code 40 (step S110 of FIG. 2),
first, for example, as shown in FIG. 6, a screen to input an
ID of the inkjet printing apparatus 10 that uses the target
bottle 50 1s displayed on a display unit of the portable
information terminal 20. The inkjet printing apparatus 10 1s
assigned a umique ID in advance, and the user inputs the 1D
(step S200). When the ID 1s inputted properly, the individual
information CI embedded 1n the two-dimensional code 40 1s
transmitted from the portable information terminal 20 to the
management server 30 (step S210). Note that, when the 1D
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1s not mputted properly, for example, an error message 1s
displayed on the display unit of the portable information
terminal 20 and the process ends.

When the individual information CI 1s transmitted from
the portable information terminal 20, the management server
30 receives the individual information CI (step S300).
Meanwhile, since the ID of the inkjet printing apparatus 10
1s inputted at step S200 as described above, the management
server 30 can manage, for each ID, the received individual
information CI. For example, by managing, for each ID, a
history of the individual information CI along with infor-
mation on dates on which pieces of individual information
CI are received, the frequency of purchase of 1nk, the types
of 1k used, etc., can be grasped for each inkjet printing
apparatus. Since the status of use of ink can be thus grasped
in real time, 1t 1s also possible to use the received individual
information CI for marketing.

After the management server 30 recerves the mdividual

information CI, first, the management server 30 performs a
fraud check (step 3310). The fraud check 1s performed, for

example, as follows. Every time a bottle 50 1s shipped from
a factory, etc., a serial number of the shipped bottle 50 1s
registered as shipping information SI in the management
server 30. Then, when individual information CI 1s sent from
the portable information terminal 20, the management server
30 searches the shipping information SI to check whether
there 1s registered a serial number that matches a serial
number included 1n the individual information CI. When, as
a result, the target serial number 1s registered, 1t 1s deter-
mined that the bottle 50 1s authentic (determined that “there
1s no fraud”). When the target serial number i1s not regis-
tered, 1t 1s determined that the bottle 50 i1s fraudulent
(determined that “there 1s fraud”). In this manner, the fraud
check 1s performed.

When 1t 1s determined as a result of the fraud check that
“there 1s fraud”, processing proceeds to step S330, and when
it 1s determined that “there 1s no fraud”, processing proceeds
to step S340 (step S320). At step S330, data representing that
the bottle 50 1s fraudulent 1s transmitted as result data RD
from the management server 30 to the portable information
terminal 20.

At step S340, a problem check 1s performed. The problem
check 1s performed, for example, as follows. When 1t 1s
found after the shipment of a bottle 50 that there 1s a problem
with 1nk contained in the bottle 50, a lot number of the ink
with a problem 1s registered as problem information FI 1n the
management server 30. Then, the management server 30
searches the problem information FI to check whether there
1s registered a lot number that matches a lot number included
in the individual information CI sent from the portable
information terminal 20. When, as a result, the target lot
number 1s not registered, 1t 1s determined that there 1s no
problem with the ink (determined that “there 1s no prob-
lem™), and when the lot number 1s registered, 1t 1s deter-
mined that there 1s a problem with the 1nk (determined that
“there 1s a problem™). In this manner, the problem check 1s
performed. Note that when there 1s a problem with ik with
a plurality of consecutive lot numbers, for example, problem
information FI may be registered by specifying a range such
as “KY000195 to KY000220”, and upon a problem check,
a search according thereto may be performed.

When 1t 1s determined as a result of the problem check
that “there 1s a problem”, processing proceeds to step S360,
and when it 1s determined that “there 1s no problem”,
processing proceeds to step 3370 (step S350). At step S360,
data representing that there 1s a problem i1s transmitted as
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result data RD from the management server 30 to the
portable information terminal 20.

At step S370, a passcode PA 1s created. The passcode PA
1s created using the individual information CI sent from the
portable information terminal 20 and according to a prede-
termined rule (logic). At that time, by using the serial
number included 1n the individual mmformation CI, a pass-
code PA different for each bottle 50 can be created, 1.e., the
uniqueness ol a passcode PA can be ensured. After creating,
the passcode PA, the management server 30 transmits the
passcode PA as result data RD to the portable information
terminal 20 (step S380).

In the above-described manner, any of data representing,
that the bottle 50 1s fraudulent, data representing that there
1s a problem, and a passcode PA 1s sent as result data RD
from the management server 30 to the portable information
terminal 20. Then, the portable information terminal 20
receives the result data RD sent from the management server
30 (step S220).

By the portable information terminal 20 receiving the
result data RD sent from the management server 30, the
passcode obtaining process (step S120 of FIG. 2) ends. Note
that specific techniques for a fraud check and a problem
check are not limited to those described above. Note also
that when the purpose 1s to prevent the use of ink whose
problem 1s found after shipment, a fraud check does not
necessarily need to be performed.

After the passcode obtaining process ends, the portable
information terminal 20 determines the result of the pass-
code obtaining process (step S130 of FIG. 2). When, as a
result of the determination, data representing that the bottle
50 1s fraudulent 1s recerved, processing proceeds to step
S140, when data representing that there 1s a problem 1s
received, processing proceeds to step S142, and when a
passcode PA 1s received, processing proceeds to step S150.

At step S140, for example, as shown in FIG. 7, a message
indicating that the code 1s fraudulent (the bottle 50 1is
fraudulent) 1s displayed on the display unit of the portable
information terminal 20. By this, the process ends. At step
S142, for example as shown 1 FIG. 8, a message indicating
that there 1s a problem with the mk 1s displayed on the
display unit of the portable information terminal 20. By this,
the process ends.

At step S1350, for example, as shown in FIG. 9, the
passcode PA sent from the management server 30 1s dis-
played on the display unit of the portable information
terminal 20. Thereatter, the user registers the passcode PA in
the print control apparatus 11 (step S160). After registering,
the passcode PA, as shown 1n FIG. 10, the user places the
bottle 50 1n a predetermined bottle storing unit 13 provided
in the inkjet printing apparatus 10, to start to use the ink
contained in the bottle 50 (step Sl70). By this, the two-
dimensional code 40 attached to the bottle 50 1s read by the
two-dimensional code reader 12 (step S180). Then, the print
control apparatus 11 performs a process of veritying whether
authentication has been performed properly (hereimafter,
referred to as an “authentication verification process™) (step
S190).

FI1G. 11 1s a flowchart showing a detailed procedure of the
authentication verification process (step S190 of FIG. 2).
After reading the two-dimensional code 40 (step S180 of
FIG. 2), first, a passcode PA 1s created (step S400). Here, a
passcode PA 1s created using the imndividual information CI
embedded in the two-dimensional code 40 read by the
two-dimensional code reader 12 and according to the same
rule as that used when the management server 30 creates a
passcode PA.
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Thereafter, the matching between the passcodes PA 1s
checked (step S410). More specifically, the passcode PA
registered by the user 1n the print control apparatus 11 at step
S160 (see FIG. 2) 1s compared with the passcode PA created
by the print control apparatus 11 at step S400, by which the
matching between the passcodes PA 1s checked. When, as a
result, the passcodes PA match, 1t 1s determined that authen-
tication has been performed properly (determined that “there
1s no error”’), and when the passcodes PA do not match, 1t 1s
determined that authentication has not been performed prop-
erly (determined that “there 1s error”). In this manner, the
matching between the passcodes PA 1s checked.

When 1t 1s determined as a result of the matching check
between the passcodes PA that “there 1s no error”, processing
proceeds to step S430, and when 1t 1s determined that “there
1s error”’, processing proceeds to step S440 (step S420). At
step S430, the ik 1n the bottle 50 placed 1n the bottle storing
unit 13 of the inkjet printing apparatus 10 becomes ready to
use. At step S440, for example, as shown 1n FIG. 12, a
message indicating that authentication has not been per-
formed properly 1s displayed on a display unit of the print
control apparatus 11.

In the above-described manner, only when the passcode
PA that 1s registered by the user 1n the print control apparatus
11 upon the start of use of 1k 1n the bottle 50 matches the
passcode PA that 1s created by the print control apparatus 11
based on the two-dimensional code 40 attached to the bottle
50, the mkjet printing apparatus 10 can use the ink in the
bottle 50.

Note that, in the present embodiment, a consumable
shipping step 1s implemented by step S100 of FIG. 2, an
individual information transmitting step 1s implemented by

step S110 of FIG. 2 and step S210 of FIG. 5, a passcode
transmitting step 1s implemented by step S300, S310, S340,
S370, and S380 of FIG. 5, a passcode mput accepting step
1s 1mplemented by step S160 of FIG. 2, and a use-oi-
consumables allowed/not-allowed determining step 1s

implemented by step S380 and S190 of FIG. 2.
<1.3 Effects>
According to the present embodiment, a bottle 50 for 1nk

supply 1s shipped with a two-dimensional code 40 attached
thereto, the two-dimensional code 40 having embedded
therein 1ndividual information CI. When the user starts to
use 1nk 1n the bottle 50, the user reads the two-dimensional
code 40 with the portable information terminal 20 and
thereby obtains a passcode PA from the management server
30, and registers the passcode PA 1n the print control
apparatus 11. When the bottle 50 1s placed 1n the bottle
storing unit 13, the two-dimensional code 40 1s read by the
two-dimensional code reader 12, and a passcode PA 1s
created by the print control apparatus 11 based on the
individual information CI embedded 1n the two-dimensional
code 40. Then, only when the passcode PA registered by the
user matches the passcode PA created by the print control
apparatus 11, the ink 1n the bottle 50 becomes ready to use.
Here, when problem information FI about the target bottle
50 1s registered 1n the management server 30, a passcode PA
1s not transmitted from the management server 30 to the
portable information terminal 20. That 1s, only when there 1s
no problem with the ink 1n the target bottle 50, the user can
obtain a passcode PA. Therefore, when there 1s a problem
with the 1nk, the user cannot make the ik ready to use, and
thus, the ink with a problem i1s inhibited from being put in
the 1nkjet printing apparatus 10. As such, upon the start of
use of 1k, a check as to whether there 1s a problem with the
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ink 1s performed in real time. Thus, use of 1k with a
problem 1s inhibited, and as a result, an increase 1n spoilage

1s prevented.

Here, for example, 1t 1s assumed that there 1s a time lag
such as that shown 1n FIG. 13 between time point t1 at which
a bottle 50 1s shipped and time point t3 at which the user
starts to use ink in the bottle 50. In such a case, according
to a conventional approprnateness check, whatever the time
point at which a problem i1s found, the problem cannot be
detected. On the other hand, according to the present
embodiment, when a problem 1s found at time point t2 that
1s before time point t3 at which the user starts to use ink, the
problem 1s detected based on problem information FI reg-
istered 1n the management server 30.

As described above, according to the present embodi-
ment, when a problem with ink contained 1n a bottle 50 for
ink supply 1s found after shipment, use of the ink (putting of
the ink 1n the mkjet printing apparatus 10) can be mhibited.

In addition, according to the present embodiment, since
what 1s attached to the bottle 50 for ik supply 1s a
two-dimensional code, the weight and shape of the bottle 50
do not change from the conventional ones. Therelfore, the
delivery and storage of bottle 50 can be performed 1n the
same manner as conventional cases.

Furthermore, by managing, for each ID, individual infor-
mation CI, 1t 1s possible to grasp, for each inkjet printing
apparatus, the frequency of purchase of ik, the types of ink
used, etc. Since the status of use of ink can be grasped 1n real
time 1n this manner, marketing operations can be performed
more eflectively over conventional cases.

2. Second Embodiment

A second embodiment of the present invention will be
described. As 1n the above-described first embodiment, a
system according to the present embodiment 1s also a system
(appropriateness-oi-use-of-consumables management sys-
tem) for managing appropriateness of use of ik which are
consumables to be used for printing on an inkjet printing
apparatus. Note that description of the same points as those
of the first embodiment 1s omitted as appropriate.
<2.1 Overall Configuration and Overview of the System>

FIG. 14 1s a diagram showing an overall configuration of
an appropriateness-of-use-of-consumables management
system according to the present embodiment. The appropri-
ateness-ol-use-of-consumables management system
includes an inkjet printing apparatus 10; a management
server 30; and a two-dimensional code 40 serving as an
information recording unit having recorded therein indi-
vidual information CI which 1s mformation on an each
individual bottle SC used to supply ink (information on 1nk
contained in the bottle 50). The inkjet printing apparatus 10
1s a component on the user side. The management server 30
1s a component on the manager side. The two-dimensional
code 40 1s a component to be attached to the bottle 50 for ink
supply when the bottle 50 1s shipped. The inkjet printing
apparatus 10 includes, as in the first embodiment, a print
control apparatus 11, a two-dimensional code reader 12, and
a bottle storing unit 13.

As can be grasped from FIGS. 14 and 1, in the present
embodiment, unlike the first embodiment, a portable 1nfor-
mation terminal 20 1s not used. In addition, 1n the present
embodiment, unlike the first embodiment, the inkjet printing
apparatus 10 1s connected to Internet 60.

Under a configuration such as that described above, at the
manager side, the same process as that of the first embodi-
ment 1s performed. At the user side, a different process than
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that of the first embodiment 1s performed. Specifically, when
the user uses the bottle 50, the user places the bottle 50 1n
the bottle storing unit 13 of the inkjet printing apparatus 10
without performing a process of obtaining a passcode PA
from the management server 30 using a portable information
terminal 20. By doing so, the two-dimensional code 40
attached to the bottle 50 1s read by the two-dimensional code
reader 12. Then, the individual information CI embedded 1n
the two-dimensional code 40 1s transmitted by the print
control apparatus 11 to the management server 30. After the
management server 30 performs the same process as that of
the first embodiment, result data RD 1s transmitted from the
management server 30 to the print control apparatus 11.
When, based on the result data RD, there 1s no fraud or
problem, the print control apparatus 11 performs an authen-
tication verification process. When, as a result, it 1s verified
that authentication has been performed properly, 1nk 1n the
bottle 50 placed 1n the bottle storing unit 13 becomes ready
to use.

Meanwhile, in the configuration according to the present
embodiment, the management server 30 performs a process
based on the individual information CI embedded in the
two-dimensional code 40 which 1s read by the two-dimen-
sional code reader 12 provided 1n the inkjet printing appa-
ratus 10, and directly provides result data RD representing
a result of the process to the print control apparatus 11.
Hence, even when an authentication verification process by
the prlnt control apparatus 11 1s omitted, 1n a case 1 which
there 1s fraud or a problem, use of the target bottle S0 (use
of the ik 1n the bottle 50) on the inkjet printing apparatus
10 can be prevented.

Note that, in the present embodiment, an 1nformation
reading unit 1s implemented by the two-dimensional code
reader 12, a management apparatus 1s implemented by the
management server 30, and an information recording unit 1s
implemented by the two-dimensional code 40.
<2.2 Detailed Procedure>

FIG. 15 1s a flowchart showing an overall processing
procedure of the appropriateness-oi-use-of-consumables
management system according to the present embodiment.
First, a bottle 50 containing ink 1s shipped with a two-
dimensional code 40 attached to a surface thereof (step
S500). With the shipment, shipping information SI of the
bottle 50 1s registered 1n the management server 30. When
it 1s found after the shipment of the bottle 50 that there 1s a
problem with the ink contained in the bottle 50, problem
information FI 1s registered in the management server 30.

After the user acquires the bottle 50, the user places the
bottle 50 1n a predetermined bottle storing unit 13 provided
in the mkjet printing apparatus 10, to start to use the ink
contained in the bottle 50 (step S510). By doing so, the
two-dimensional code 40 attached to the bottle 50 1s read by
the two-dimensional code reader 12 (step S3520). The two-
dimensional code 40 also has URL information of the
management server 30 embedded therein 1n addition to the
individual information CI of the bottle 50, and thus, by the
reading of the two-dimensional code 40, a process of obtain-
ing a passcode from the management server 30 (passcode
obtaining process) 1s performed (step S530).

The passcode obtaining process 1s the same as that of the
first embodiment and thus description thereof 1s omitted (see
FIG. 5). Note, however, that unlike the first embodiment, the
processes at step S200 to S220 of FIG. 5 are performed by
the print control apparatus 11 on the user side. Therefore, in
the present embodiment, the transmission and reception of
data are performed between the print control apparatus 11
and the management server 30.
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After the passcode obtaiming process ends, the print
control apparatus 11 determines the result of the passcode

obtaining process (step S340). When, as a result of the
determination, data representing that the bottle 50 1s fraudu-
lent 1s received, processing proceeds to step S550, when data
representing that there 1s a problem 1s received, processing,
proceeds to step S560, and when a passcode PA 1s received,
processing proceeds to step S570.

At step S350, a message indicating that the code 1s
fraudulent (the bottle 50 1s fraudulent) 1s displayed on a
display unit of the print control apparatus 11. By this, the
process ends. At step S560, a message indicating that there
1s a problem with the 1nk 1s displayed on the display unit of
the print control apparatus 11. By this, the process ends.

At step S570, the same authentication verification process
as that of the first embodiment (see FIG. 11) 1s performed.
Note, however, that in the present embodiment, a matching,
check (step S410 of FIG. 11) 1s performed by comparing the
passcode PA sent from the management server 30 to the print
control apparatus 11 with a passcode PA created by the print
control apparatus 11. When 1t 1s determined 1n the authen-
tication verification process that “there 1s no error”, the ink
in the bottle 50 placed in the bottle storing unit 13 of the
inkjet printing apparatus 10 becomes ready to use.

Meanwhile, as described above, 1t 1s also possible to adopt
a configuration 1 which an authentication verification pro-
cess by the print control apparatus 11 1s omitted. In this case,
in a passcode obtaining process (see FI1G. 5), when there 1s
no fraud or problem, 1nstead of creation and transmission of
a passcode PA, data representing that there 1s no fraud or
problem 1s transmitted as result data RD from the manage-
ment server 30 to the print control apparatus 11. Then, when
the print control apparatus 11 receives the data representing,
that there 1s no fraud or problem, the ink 1n the bottle 50
placed 1 the bottle storing unit 13 of the inkjet printing
apparatus 10 becomes ready to use without performing an
authentication verification process.

Note that, 1n the present embodiment, a consumables
shipping step 1s implemented by step S300 of FIG. 15, an
individual information transmitting step 1s implemented by
step S520 of FIG. 15 and step S210 of FIG. 5, a result data
transmitting step 1s implemented by step S300 to S380 of
FIG. 5, and a use-of-consumables allowed/not-allowed
determining step 1s implemented by step S540 and S570 of
FIG. 15.
<2.3 Effect>

According to the present embodiment, as i1n the first
embodiment, upon the start of use of i1nk, a check as to
whether there 1s a problem with the 1nk 1s performed in real
time. Here, in the present embodiment, unlike the first
embodiment, the ikjet printing apparatus 10 1s connected to
the Internet 60, and thus, results of a fraud check and a
problem check on the manager side are transmitted to the
user side without the need for a user operation using a
portable information terminal 20. As such, according to the
present embodiment, in a case of adopting an environment
where the mkjet printing apparatus 10 1s connected to the
Internet 60, when a problem with ink 1s found after ship-
ment, use of the ik can be inhibited without increasing a
user’s operational burden.

3. Variants

Variants will be described below.
<3.1 First Variant>

In the above-described embodiments, the two-dimen-
sional code 40 1s used as an information recording unit
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having recorded therein individual information CI about
cach individual bottle 50 which 1s used to supply ink.
However, the present invention 1s not limited thereto, and 1t
1s also possible to adopt a configuration in which, for
example, an IC chip 1s used as the mformation recording
unit. When this configuration i1s adopted to the first embodi-
ment, the portable mmformation terminal 20 1s allowed to
have the function of reading an IC chip and the inkjet
printing apparatus 10 1s provided with an IC chip reader
instead of the two-dimensional code reader 12. In addition,
when this configuration 1s adopted to the second embodi-
ment, the 1inkjet printing apparatus 10 1s provided with an IC
chip reader instead of the two-dimensional code reader 12.
In addition, 1t 1s also possible to use a one-dimensional code
(so-called barcode) 1nstead of the two-dimensional code 40.
<3.2 Second Varnant>

In the above-described embodiments, the 1inkjet printing
apparatus 10 1s provided with the two-dimensional code
reader 12 so that, when a bottle 50 for ink supply 1s placed
in the bottle storing unit 13 of the inkjet printing apparatus
10, a two-dimensional code 40 attached to the bottle 50 1s
read. However, the present invention 1s not limited thereto.
It 1s also possible to adopt a configuration (a configuration
of the present variant) in which the two-dimensional code 40
1s read using, for example, a handheld scanner 1nstead of the
two-dimensional code reader 12, and the read data 1s trans-
ferred to the print control apparatus 11.

Meanwhile, the ink refilling systems for an inkjet printing
apparatus mainly include a system 1n which a bottle or the
like (including a cartridge) 1s replaced (referred to as a
“bottle replacement system” for convenience sake) and a
system 1n which 1nk 1s refilled by pouring 1t into a fixed ink
tank from a bottle (referred to as an “ink pouring system™ for
convenience sake). In the above-described embodiments,
reading of the two-dimensional code 40 1s performed by
placing the bottle 50 1n the bottle storing unit 13. Therelfore,
when an 1inkjet printing apparatus adopting the bottle
replacement system 1s used, the configurations of the above-
described embodiments can be adopted. On the other hand,
when an inkjet printing apparatus adopting the 1nk pouring
system 1s used, since placement of the bottle 50 1n the bottle
storing unit 13 1s not performed, the configurations of the
above-described embodiments cannot be adopted. Hence,
when an 1nkjet printing apparatus adopting the 1nk pouring
system 1s used, the configuration of the present variant may
be adopted.

In the present variant, the inkjet printing apparatus 10 has
an ink tank serving as a consumables holding unit that
accepts the pouring of ink contained 1n a target bottle 50 and
holds the ik in a ready-to-use state for printout, and when
it 1s determined by the above-described authentication veri-
fication process that use of the ink contained in the target
bottle 50 1s not allowed, the inkjet printing apparatus 10
maintains a state in which the pouring of the ink 1nto the 1nk
tank 1s not allowed. Then, the operation of the inkjet printing
apparatus 10 may be controlled such that, only when authen-
tication has been performed properly without any fraud or
problem, the pouring of ink 1s allowed by, for example,
undoing a lock of an ink supply opening of the ink tank.
<3.3 Third Vanant>

In general, in the bottle replacement system, an IC chip
attached 1n advance to a bottle holds imformation on the
amount of ink remaining, and every time printing 1s per-
formed, the mnformation on the amount of ik remaining is
rewritten, by which the amount of ink remaiming 1n the bottle
(1n other words, the amount of ink used) can be managed. On
the other hand, 1n the ik pouring system, since 1k 1s not
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used such that a bottle 1s placed 1n the bottle storing unit, the
amount of 1k remaining cannot be managed using the same
technique as that of the bottle replacement system. Hence, in
the present variant, when an inkjet printing apparatus adopt-
ing the ik pouring system is used, the amount of 1nk used
1s managed as follows.

In the present variant, the print control apparatus 11 holds,
for each 1nk tank, information on the amount of ink allowed
to be used. The amount of 1k allowed to be used increases
every time normal registration 1s performed to use 1k 1n a
bottle 50. Note that the normal registration as used here
refers to that ink 1n a bottle 50 1s made ready to use (a state
in which the process at step S430 of FIG. 11 1s performed)
without any fraud or problem by the above-described pro-
cedures (see FIGS. 2, 5, 11, 15, etc.). Then, every time the
ink 1s used by printout, the amount of ink allowed to be used
decreases by the amount of ink used. When the amount of
ink allowed to be used reaches O, the inkjet printing appa-
ratus 10 1s brought 1into an unprintable state. In this manner,
the amount of 1nk used 1s managed 1n a software manner. A
procedure performed by the print control apparatus 11 wall
be described 1n detail below.

FIG. 16 1s a flowchart showing a procedure of manage-
ment of the amount of ink used 1n the present variant. Note
that here the amount of 1nk allowed to be used 1s represented
by reference character M, the volume of a normally-regis-
tered bottle 50 1s represented by reference character S, and
the amount of 1nk used by printing (the amount of 1nk used)
1s represented by reference character U. After the operation
of the print control apparatus 11 starts, first, 1t 1s determined
whether normal registration has been performed (step S600).
When, as a result of the determination, normal registration
has not been performed, processing proceeds to step S620.
On the other hand, when normal registration has been
performed, the volume S of the normally-registered bottle
50 1s added to the amount M of 1nk allowed to be used (step
S5610), and processing proceeds to step S620.

At step S620, the ik 1s used by printout. By this, the
amount M of ik allowed to be used 1s reduced by the
amount U of 1nk used at step S620 (step S630). Thereatter,
it 1s determined whether the amount M of 1nk allowed to be
used has reached O (or whether the amount M of 1nk allowed
to be used has reached O or less) (step S640). When, as a
result of the determination, the amount M of ink allowed to
be used has not reached 0, processing returns to step S600,
and when the amount M of ik allowed to be used has
reached O, processing proceeds to step S650. Note that the
processes from step S600 to S640 are repeated every time
only a very small amount of 1nk 1s used.

At step S650, a message indicating that the amount of
target 1k allowed to be used has reached 0 1s displayed on
the display unit of the print control apparatus 11. Then, the
inkjet printing apparatus 10 goes 1into an unprintable state.

As described above, according to the present variant, also
when an inkjet printing apparatus adopting the 1nk pouring
system 1s used, the amount of 1nk used can be managed.
<3.4 Fourth Variant>

In recent years, an inkjet printing apparatus has been used
for printing 1n various fields. In this regard, an inkjet printing
apparatus 1s sometimes used for printing for food. For
printing for food, 1n terms of safety, for example, low-
migration ink 1s used. Meanwhile, when an inkjet printing,
apparatus that 1s used for printing for food uses ink other
than 1ink for food even once, 1t 1s not desirable to use the
inkjet printing apparatus for printing for food again for
safety reasons. Therefore, when ink 1s erroneously used, the
inkjet printing apparatus may not be able to be used 1n a
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desired application. In view of this, 1t 1s also possible to
adopt a configuration (a configuration in the present variant)
in which the management server 30 performs a compatibility
check such as that described below, in addition to a fraud
check and a problem check.

In the present variant, when the management server 30
recerves 1ndividual information CI sent from the user side,
the management server 30 holds, together with ID informa-
tion, information by which at least the type of ink can be
identified among the individual information CI. Then, the
management server 30 checks, for each 1D, whether there 1s
compatibility 1n the type of ink between individual infor-
mation CI received last time and individual information CI
received this time, before performing, for example, a prob-
lem check (step S340 of FIG. §5). When, as a result, there 1s
no compatibility, data representing that there 1s no compat-
ibility 1s transmitted as result data RD from the management
server 30 to the user side. In this manner, ink that 1s not
compatible with 1k being used 1s prevented from being put
in the mkjet printing apparatus 10.
<3.5 Fifth Variant>

In the first embodiment, the user places a target bottle 50
in the bottle storing unit 13 of the inkjet printing apparatus
10 after registering, in the print control apparatus 11, a
passcode PA obtained from the management server 30 using
the portable information terminal 20. Since such a procedure
1s taken, a time lag may occur between when the passcode
PA 1s obtained from the management server 30 and when 1nk
in the bottle 50 1s actually started to be used. When such an
operation 1s performed, the real-time property of an appro-
priateness check 1s lost. In view of this, in the present
variant, 1 order to secure the real-time property of an
appropriateness check, an expiration date 1s set for a pass-
code PA.

In the present variant, when the management server 30
creates a passcode PA, a date a predetermined number of
days (e.g., three days) after the date of the creation of the
passcode PA 1s set as an expiration date. Then, using the set
expiration date as a key, encryption i1s performed on, for
example, a serial number included 1n individual information
CI. A code that represents a result obtained by the encryption
in Base64 format 1s presented as a passcode PA to the user.

Meanwhile, as described above, the creation of a passcode
PA by the print control apparatus 11 1s performed according
to the same rule as that used for the creation of a passcode
PA by the management server 30. Due to this, even when the
creation of a passcode PA by the print control apparatus 11
1s performed within an expiration date, when the date of
creation of a passcode PA by the management server 30
differs from the date of the creation of the passcode PA by
the print control apparatus 11, those two passcodes PA do not
match, which will be described below with reference to FIG.
17.

It 1s assumed that, when the management server 30 creates
a passcode PA, for example, a date three days after the date
of the creation of the passcode PA 1s set as an expiration date.
In other words, 1t 1s assumed that the valid period of the
passcode PA 1s set to three days. In this case, when the
management server 30 creates a passcode PA on Oct. 15,
2016, 1ts expiration date 1s Oct. 18, 2016. On the other hand,
when the print control apparatus 11 creates a passcode PA on
Oct. 17, 2016, its expiration date 1s Oct. 20, 2016. Here,
since encryption for creating a passcode PA 1s performed
using an expiration date as a key, the two passcodes PA do
not match. Hence, when such a mismatch between the
passcodes PA occurs, the print control apparatus 11 re-
creates a passcode PA with an expiration date used as a key
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being set to a date one day before the actual expiration date,
and compares the two passcodes PA again. Such a process 1s
repeated until an expiration date used as a key reaches a date
a number of days of the valid period at maximum before the
actual expiration date. 5

In an example shown 1n FIG. 17, with an expiration date
used as an encryption key being set to Oct. 19, 2016, the
print control apparatus 11 creates a passcode PA for the
second time. Then, furthermore, with an expiration date used
as an encryption key being set to Oct. 18, 2016, the print 10
control apparatus 11 creates a passcode PA for the third time.

At that time, the passcode PA created by the management
server 30 matches the passcode PA created by the print
control apparatus 11. Now, 1t 1s assumed that a passcode PA

1s created by the print control apparatus 11 on Oct. 19, 2016. 15
In this case, the earliest date that can be set as an expiration
date used as an encryption key for re-creation of a passcode
PA by the print control apparatus 11 1s Oct. 19, 2016, and
thus, the two passcodes PA do not match. In this manner, by
adopting a configuration in which a passcode PA created by 20
the management server 30 1s compared with a passcode PA
created by the print control apparatus 11 with an expiration
date set to a date a number of days of the valid period at
maximum before the actual expiration date, 1nk 1n a target
bottle 50 becomes ready to use only within the valid period 25
of the passcode PA, securing the real-time property of an
appropriateness check.

Now, a procedure of the creation of a passcode and a
matching check in the print control apparatus 11 in the
present variant will be described with reference to a tlow- 30
chart shown in FIG. 18. In the present variant, processes at
step S700 to S760 of FIG. 18 are performed instead of the
processes at step S400 and S410 (see FIG. 11) 1n the first
embodiment. This process uses a variable Dx representing
the number of times a passcode PA 1s created and a variable 35
Dn representing a valid period (days) of a passcode PA. Note
that a specific procedure 1s not limited to that described here.

After an authentication verification process starts, first,
the variable Dx 1s set to 0, and the variable Dn 1s set to a
numerical value representing the valid period (days) of a 40
passcode PA (step S700). Then, based on the current date, an
expiration date used as an encryption key for the creation of
a passcode PA 1s set (step S710). More specifically, a date a
number of days of the valid period of the passcode PA after
the current date 1s set as an expiration date. 45

Thereafter, encryption (e.g., encryption of a serial number
included 1n mdividual information CI) 1s performed using
the set expiration date as a key, by which a passcode PA 1s
created (step S720). Then, 1t 1s determined whether a pass-
code PA registered in the print control apparatus 11 at step 50
S160 of FIG. 2 matches the passcode PA created at step S720
(step S730). Note that 1t 1s assumed that a passcode PA
created by the management server 3C 1s registered in the
print control apparatus 11 at step S160 of FIG. 2. When, as
a result of the determination at step S730, the passcodes PA 55
match, processing proceeds to step S420 of FIG. 11. At this
time, at step S420, 1t 1s determined that “there 1s no error”.
On the other hand, when the passcodes PA do not match,
processing proceeds to step S740.

At step S740, 1t 1s determined whether the value of the 60
variable Dx 1s larger than the value of the variable Dn.
When, as a result of the determination, the value of the
variable Dx 1s larger than the value of the variable Dn,
processing proceeds to step S420 of FIG. 11. At this time, at
step S420, 1t 1s determined that “there 1s error”. On the other 65
hand, when the value of the variable Dx 1s less than or equal
to the value of the variable Dn, processing proceeds to step
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S750. At step S750, an expiration date used as an encryption
key for the creation of a passcode PA 1s set to a date one day
earlier. Thereafter, “1” 1s added to the value of the variable
Dx (step S760). Thereafter, processing returns to step S720
and a passcode PA 1s re-created.

In the above-described manner, only when 1nk 1s started
to be used on the user side (a target bottle 30 1s placed 1n the
bottle storing unit 13 of the inkjet printing apparatus 10)
before an expiration date set by the management server 30
expires, the ik 1n the target bottle 50 becomes ready to use.
As such, according to the present varnant, the real-time
property ol an appropriateness check 1s secured.

Note that when the start of use of the ik on the user side
takes place after the expiration date set by the management
server 30 expires, the user redoes a process from the reading

ol a two-dimensional code 40 using the portable information
terminal 20 (step S110 of FIG. 2).
<3.6 Sixth Varnant>

The above-described embodiments describe an example
case 1n which the inkjet printing apparatus 10 1s used as a
printing apparatus (1.e., a case in which consumables used
for printing are ink). However, the present invention 1s not
limited thereto, and the present invention can also be applied
to a case 1n which consumables used for printing are other
than ink. For example, the present imnvention can also be
applied to a case of using a laser printer that performs
printing using toners as colorants.

Although the present mmvention has been described in
detail above, the above description 1s to be considered 1n all
respects as illustrative and not restrictive. It will be under-
stood that many other changes and modifications may be
made without departing from the sprit and scope of the
present mvention.

Note that this application claims priority to Japanese
Patent Application No. 2016-176620 titled “System {for
Managing Appropriateness of Use of Consumables for Print-
ing Apparatus and Method for Managing Appropriateness of
Use of Consumables for Printing Apparatus” filed Sep. 9,
2016, the content of which i1s incorporated herein by refer-
ence.

What 1s claimed 1s:

1. A system for managing appropriateness ol use of
consumables for a printing apparatus, the system compris-
ng:

an i1nformation recording unit attached to a container
containing consumables for a printing apparatus, 1ndi-
vidual information of the container being recorded in
the information recording unit;

a management apparatus configured to hold and manage
quality information about consumables contained 1n
each container, 1in association with the individual infor-
mation; and

a printing apparatus including an information reading unit
configured to read the individual information recorded
in the information recording unit; and configured to be
connectable to the management apparatus, the printing,
apparatus performing printout using the consumables,
wherein

the management apparatus 1s a server remotely located
from the printing apparatus,

the management apparatus and the printing apparatus are
two mutually independent apparatuses connected to
cach other through the Internet,

the printing apparatus reads, by the information reading
unit, individual information recorded 1n an information
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recording unit attached to a target container, and trans-
mits the read individual information to the management
apparatus,

the management apparatus receives the individual infor-
mation transmitted from the printing apparatus, deter- >
mines, based on the quality information, whether to
allow use of consumables contained i1n the container
corresponding to the received individual information,
and transmits result data representing a result of the
determination to the printing apparatus,

the printing apparatus determines, based on the result data
transmitted from the management apparatus, whether
to allow use of the consumables contained 1n the target
container,

when the management apparatus determines to allow use
of the consumables, the management apparatus creates
a passcode whose uniqueness 1s ensured, based on the
received individual information and transmits the cre-

ated passcode as the result data to the printing appara- »g
tus, and

when the management apparatus determines not to allow

use of the consumables, the management apparatus
transmits data representing that there 1s a problem as
the result data to the printing apparatus. 25

2. The system for managing appropriateness ol use of
consumables for a printing apparatus according to claim 1,
wherein

the printing apparatus performs a predetermined authen-

tication verification process based on the individual 30
information read by the information reading unit from
the information recording unit attached to the target
container and the passcode transmitted as the result
data from the management apparatus, to determine
whether to allow use of the consumables contained 1n 35
the target container.

3. The system for managing appropriateness ol use of
consumables for a printing apparatus according to claim 1,
wherein the quality information 1s a problem information
about the consumables. 40

4. The system for managing appropriateness of use of
consumables for a printing apparatus according to claim 3,
wherein the problem information represents whether there 1s
mixing ol foreign matter found after a shipment of the
container. 45

5. The system for managing appropriateness ol use of
consumables for a printing apparatus according to claim 1,
wherein the quality information 1s uploaded by a manager
that manages the appropriateness of use of consumables.

6. The system for managing appropriateness of use of 50
consumables for a printing apparatus according to claim 1,
wherein

serial number information 1s recorded as the individual

information in the information recording unit, and

the passcode 1s created by the management apparatus 55

using the sernial number information.

7. The system for managing appropriateness ol use of
consumables for a printing apparatus according to claim 1,
wherein the management apparatus hold and manage ship-
ping information about the container in association with the 60
individual information, and performs fraud check based on
the received individual information and the shipping infor-
mation.

8. The system for managing appropriateness ol use of
consumables for a printing apparatus according to claim 1, 65
wherein URL information of the management apparatus 1s
recorded in the information recording unit.
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9. The system for managing appropriateness of use of
consumables for a printing apparatus according to claim 1,
wherein

the printing apparatus further includes a consumables

holding unit configured to accept pouring of the con-
sumables contained 1n the target container and hold the
consumables 1n a ready-to-use state for printout, and

when the printing apparatus determines not to allow use

of the consumables contained 1n the target container,
the printing apparatus maintains a state 1n which pour-
ing of the consumables nto the consumable holding
unit 1s not allowed, and when the printing apparatus
determines to allow use of the consumables contained
in the target container, the printing apparatus allows
pouring of the consumables into the consumable hold-
ing unit.

10. The system for managing appropriateness of use of
consumables for a printing apparatus according to claim 9,
wherein

the printing apparatus:

increases an amount of the consumables allowed to be
used, every time pouring of the consumables 1nto the
consumable holding unit 1s allowed;

decreases the amount of the consumables allowed to be
used, depending on use of the consumables by print-
out; and

does not allow printout using the consumables when
the amount of the consumable allowed to be used
reaches zero.

11. The system for managing appropriateness ol use of
consumables for a printing apparatus according to claim 1,
wherein the consumables are k.

12. The system for managing appropriateness of use of
consumables for a printing apparatus according to claim 1,
wherein

the printing apparatus further includes a container storing

unit configured to store the container, and

the reading of the individual information by the informa-

tion reading unit 1s performed by storing the target
container i1n the container storing unit.

13. The system for managing appropriateness ol use of
consumables for a printing apparatus according to claim 1,
wherein

the information recording unit 1s a two-dimensional code,

and

the information reading unit 1s a two-dimensional code

reader.

14. The system for managing appropriateness ol use of
consumables for a printing apparatus according to claim 1,
wherein lot number information 1s recorded as the individual
information in the mformation recording unit.

15. The system for managing appropriateness ol use of
consumables for a printing apparatus according to claim 1,
wherein

the printing apparatus creates a passcode using the 1ndi-

vidual information read by the information reading unit
and 1n accordance with a same rule as a rule used when
the management apparatus creates the passcode, and

when the passcode created 1n the management apparatus

matches the passcode created in the printing apparatus,

the printing apparatus makes the consumables con-
tained 1n the target container ready to use, and when the
passcode created 1n the management apparatus does not
match the passcode created in the printing apparatus,
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the printing apparatus displays a message indicating
that authentication has not been performed properly.
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