United States Patent

US010560520B2

(12) (10) Patent No.:  US 10,560,520 B2
Wang 45) Date of Patent: Feb. 11, 2020
(54) COMPATIBILITY FRAMEWORK FOR 9,350,819 B2* 5/2016 Bhagavatula ........... HO4L 67/26
CLOUD AND ON-PREMISE APPLICATION 2004/0035005 AL* 32004 Creswell .o o 13
INTEGRATION 2011/0321028 Al* 12/2011 EVans .............. GOGF 8/68
| 717/170
(71) Applicant: SAP SE, Walldort (DE) (Continued)
(72) Inventor: Chongyao Wang, Shanghai (CN) Primary Examiner — Joseph L Greene
(74) Attorney, Agent, or Firm — Schwegman Lundberg &
(73) Assignee: SAP SE, Walldort (DE) Woessner, P.A.
(*) Notice:  Subject to any disclaimer, the term of this (57) ABSTRACT
patent 1s extended or adjusted under 35 Systems and methods are described herein for receiving, by
U.S.C. 154(b) by 159 days . . e
T ' a server computer associated with a cloud-based application,
(21)  Appl. No.: 15/160,084 a request via a net.work frqm a requesting device associated
with an on-premise application, for at least one feature
(22) Filed: May 20, 2016 associated with an ‘application serﬁce prfjvided by the
cloud-based application, the request including a requester
(65) Prior Publication Data identifier and a requested feature identifier, determining, by
the server computer associated with the cloud-based appli-
US 2017/0339221 Al Nov. 23, 2017 cation, a version identifier for the request based on the
requester 1dentifier, accessing, by the server computer asso-
(51) Int. CI. ciated with the cloud-based application, instructions for the
HO4L 29/05 (2006.01) cloud-based application which include 1nstructions associ-
GOot 9/50 (2006.01) ated with a plurality of version identifiers, each version
(52) U.S. CL identifier associated with at least one feature identifier,
CPC ... HO4L 67/1014 (2013.01); GO6F 9/5072 parsing, by the server computer associated with the cloud-
(2013.01); HO4L 67/02 (2013.01); HO4L based application, the instructions for the cloud-based appli-
67/1097 (2013.01); HO4L 67/34 (2013.01) cation to determine a subset of instructions associated with
(58) Field of Classification Search the version identifier of the request and the requested feature
CPC . HOAL 67/1014; HOAL 41/0859; HOAL 67/02;  jdentifier, executing, by the server computer associated with
HO4L 67/34 the cloud-based application, the subset of instructions asso-
USPC T T e S - 709/203 ciated with the version identifier of the request and the
See application file tor complete search history. requested feature identifier, and returning, by the server
_ computer associated with the cloud-based application, a
(36) References Cited response to the requesting device via the network, indicating

U.S. PATENT DOCUMENTS

7,949,999 B1* 5/2011 Willeford .................. GOO6F 8/67
717/101
9,081,761 B1* 7/2015 Little .................. GO6F 17/3064

that at least one feature associated with the application
service provided by the cloud-based application has been
executed.

20 Claims, 7 Drawing Sheets

RECEIVE A REQUEST FOR A SERVICE

302

DETERMINE A VERSION IDENTIFIER FGR THE REQUEST
304

|

ACCESS INSTRUCTIONS WHICH INCLUDE INSTRUCTIONS ASSOCIATED
WITH A PLURALITY OF VERSIKON IDENTIFIERS
36

¥

PARSE INSTRUCTIGHNS TO DETERMINE A SUBSET OF INSTRUCTIONS
FOR THE REQUESTED SERVICE
33

|
f+

EXECUTE THE SUBSET OF INSTRUCTIONS FOR THE REQUESTED
SERYICE
Syt
|

RETURK A RESPONSE INDICATING A FEATURE ASSOCIATED WITH THE

SERVICE HAS BEEN EXECUTED
32




US 10,560,520 B2

Page 2
(56) References Cited
U.S. PATENT DOCUMENTS

2014/0033312 Al1* 1/2014 Spiegler .................. GO6F 21/10
726/26

2014/0164479 Al1* 6/2014 Vano Newman ....... HO4L 67/02
709/203

2015/0334182 Al1* 11/2015 Wu ..., HO4L 67/1095
707/620

2017/0048339 Al* 2/2017 Straub ..................... HO41. 67/22

2017/0322934 Al* 11/2017 Chen ...................

* cited by examiner

GO6F 17/3023



US 10,560,520 B2

Sheet 1 of 7

Feb. 11, 2020

U.S. Patent

[
[
[
]
[
[
I

At _——

114

CLIENT DEVICE

™y
:‘
3,

112

i

1____.._a..a..a......................-..uuuua..a_a_a_a_.._a_a..ua..............a_._.._a_a_...a.a.a_a_a...._..a_.._a..a..........u._a_a_a_uuuuua_a_a._...._a_uuuu._a.a._____l'

> . = |
X2 X3 |
%Emu %ﬂnzw
llAL, < O
r Lt EZs |
SOETY L ] m
AP I A
o L1,
<

—— e T T T T T T S T T T T T T T T T T T T T T T T TS T T T T TTT T T e e e = e

Hnw*ww—ﬂﬂﬂﬂﬁﬂnn—r—r—rn.’rnﬂn—r—rlrmm-ﬂﬂHﬁﬂn—r—r!—r“r\.-r\.-r\.-ﬂlw.uMMMMJlNMHH-F-F-P—F—HHMMﬂlﬂlﬂlﬂl“lr\.lr|rMMﬂl1rﬂ|ﬂﬂllnlnlr%

i

SERVER SYSTEM

102

_qu.nu.ua.mmmmmwwmmm Pt L L e L P A D e R Pl B T i I e B P e e B ke R T e e I A T k"l Bl Tkl ik L s e e o i ke ol i " e e "kt ke ke ol P il ke A B R e e Al i A " i L A

AP SERVER
120

—— e T T T AT T T T M T T

APPLICATION SERVER

122

FYTRTFTETr

™ T e T T I e e T e T s T

el el eele” il e” el sl " "ol “ald e ol el e ol edule” el kel "l o'l Y ol ookl okl BT

ol B sl ke ek ek

ke B Bk

e

e I e

)

5

{

DATABASE
146

P L

—_——————e

T ———— e ————— e — — — ———

FG. T



U.S. Patent Feb. 11, 2020 Sheet 2 of 7 US 10,560,520 B2

200 ?&

THIRD PARTY
APPLICATIONA e
VERSION 1602

o A
THIRD PARTY CLOUD
APPLICATION B |« »  APPLICATION
VERSION 1602 VERSION 1602
___________________________________________________________________________ -y
THRDPARTY |

APPLICATIONC 4
VERSION 1602

FG. ZA



U.S. Patent Feb. 11, 2020 Sheet 3 of 7 US 10,560,520 B2

200 ?&

THIRD PARTY
APPLICATIONA e
VERSION 1602

T
THIRD PARTY CLOUD
APPLICATIONB = »  APPLICATION
VERSION 1602 VERSION 1605
""""""""""""""""""""""""""""""" f /Vﬁ
7 /!
/’/ ,/
/’// /
//’ f/
THIRDPARTY |~ /
APPLICATIONC # /
VERSION 1605 /
________________________________________________________ /
/

THIRD PARTY /
APPLICATIOND #
VERGION 1605

FG. 28



U.S. Patent Feb. 11, 2020 Sheet 4 of 7 US 10,560,520 B2

200 ?&

THIRD PARTY
APPLICATIONA e
VERSION 1602

o
THIRD PARTY CLOUD
APPLICATIONE = »  APPLICATION
VERSION 1602 VERSION 1608
""""""""""""""""""""""""""""""""""" P A B
yd / K,/’X
e g / 7
/‘// ,/ ,/X
//f / fﬁ
THRDPARTY |~ /
APPLICATIONC & e
VERSION 1605 /’ /
________________________________________________________ / S/
,:/ /K
/ xf
/ /
/ Kz’
/ ff
/ %

THIRD PARTY /,/ /
APPLICATIOND # /

VERSION 1605 /

THIRD PARTY | /
APPLICATIONE P
VERSION 1608

FG. 20



U.S. Patent Feb. 11, 2020 Sheet 5 of 7 US 10,560,520 B2

300

RECEIVE A REQUEST FOR A SERVICE
U2

-ROION IDENTH-IER FOR TH
304

ACCESS INSTRUCTIONS WHICH INCLUDE INGTRUCHIONS ASSOUIATED

WiTH A PLURALITY OF VERSION IDENTIFHERS
300

= TERMIN 8BS OF INSTRUCTIONS
EQUESTED SERVICE

'RUCTIONS FOR TH
ERVICE
310

I

-]

URN A RESFONSE INEHCATING A FEATURE ASSOCIATED WIHTH THE
SERVICE HAS BEEN EXECUTED




A4 4 F F & + T R A E N F A F R F AN RN AN FF ok F RN EPEF AR
[ BERERE N N RE N I L RO D N I B A L I B I O B N N N B N N L B A R D
Bk b b oaow Ll lend ddawyp g e rnng e g uadhhoan ook FIE )

e e i i i e e e e e e ]
T A F AL F N Ay Aa g Al FF AT
P N N N A NN N e

*
nr 4
-

# a8 a2 g a2 rrr s a Ay paA Ry FFEA A F A A T

LN | LI U N N N B B L N L D D D N
2 b h b ow L

-‘-L
w

- .
oA Jd

LIE]
% F koA
n om hok

4 d h ww h m oy e g ke e ow powoak kLl

MESSAGES
714

ST RS STRT AA AP TS A LT R AT AR T T T R AT T R TR B R BT AT T A AT T ST T R TA AR TA FA OV T ST AT STIA R TR R BT AT B AT AT A AT IR P S AR T AT R T A ST R RS AT TR R AT R AT RO MR TR R M O T O T A ST RS AT N S AT T T T T T T T TR 18 M A O AR AT R TR RS AT AT A AR T OTT T R 1A M A T A A T T AT SR T T AR AT LR BT LT A AT ARATS T W T A M O T T AT MR IR RS AT AT I AP T R IA A FR T MRS R ST R T R R O Y LA BT AT O R AT In T T T WL TR PR PP R T R PR TR T AT T R S R LR BT T T AP T T

US 10,560,520 B2

FG. 4

i |
i | —
I I ; _
| | ; _
I I ; _
I I : _
“ - ———— I.I...I.|...I.|.I..|...|.||||..|..||..|.I..||..|..|||...I.|...I.|..|.r...|.||||..|..||..|.I..||..|..||||...I.I.rI.|.I.r...|.||||..|..||..|.I..||..|..|.||...I.I...I.I..l.r...l..l.lm o o —— e e e e e e e e b e e o e ke by m..|.rl.|.rl.|.I.r.r|.||||..|..||..|.l..||..|..L||.rI.|.r_ uﬂ ||||| e e ek e bk ke e o o e e e e b —— ” I
I f i P i “ 1 R : "Tt.(( “
| i : ; L i | : : _
I ; ; t _ 1 I : g _
1 f i L | 1 1 ; H I
| ; ; i _ 1 | : ; _
! ——— —_— —— f ' ¢ I ! ! : g I
| i _ ; . _ 1 | : ; _
| ] t ; : _ 3 | : ; !
“ ] “ w : ! ; “ m ; E !
i i _ " m ; ; N | 1 i ; 5 _
I j ; : ’ ! 3 I £ 5 !
I | : ; : : ! 1 I ; : : _
i i ; : ' | 1 i E : _
i m m : : I e m : _
| w ; ; . “ M i f ; m“.HHW “
1 [ H
[ mﬁ A i MY ” ! “ i I m : “
I i L g _ : I : : _
I i L £ _ 1 | m ; 5 !
I ] [ g ! : I : ; _
I i [ : ! 1 I ; : !
_ To | e - A m N _
“ 1. ™ | | L. O e, O ” “
| ¢y €O | » {Ey | : “ Foaw | | » P | | i
1 i E H z T!I-l ' I | 1 o : mﬁ I
i £ H H | £
“ £y == P S~ . IS , “
I : : 3 I :
_ 2 i § “ i _ m : “
I . i ; ! 3 I : ; _
I i ; _ : I : 5 _
| H ; _ ; | ; : |
“ ey M “ ! _“_ “ £ ” !
_ ; I
“ mn!..vti w M : : _ “ “ E “G _
“ u m : i ] " - ;3 |
1 H r “ ] | w r _____!.__t_i._} “
I i ; 1 I DM
! m w m T.I.l E Lﬂ”ﬁ : : “ ; t&«k ! m : “
7 | i : | | | i X |
I : ! 1 I : !
| : : _ 1 | : _
| H . _ 3 | ; |
I . : ! 3 ; _
| i _ 1 : : _
= B T . O — R L s | . ” _
0 I ! 1 | ] ” 1t [ P “ 1 I : i ¥ “
- o o i | ;| | , ] | | M _
[ :
I ] L i r 1 f ﬂ“v I M _ 1 T £ : _
| 1 | ; “ P I § “ i _ : : “
6 _ ? 1 [ i | I : _ 3 [ ﬁ””v 5 _
I 1 i i 1] i : _ 1 I : _
| 1 _ R s [ : _ 3 | 5 |
I 1 _ i i L [ ; _ 1 1 : _
t I : 1 I i 1 I ' | 1 | ; |
| 1 _ : . 1k L 7" 2 ! 3 | ; !
e I , 1 _ 3 it L : _ 1 1 : ; _
! mitt:. 1 _ 1 [ : I 5 ! : | . P . _
W “ A i D ! : | | m : !
I L., 1 I el § L i 5 _ ! ; I E 5 I
| 1 i ; PR i ; _ 3 i f : I
n _ ————— 1 [ 1 I § “ 1 R m : “
“ “ _ — 1 “ ” “. ”u__.__-___l___l___l____ 1 “ . “ 2 ” AHU |
_ T I [ 1k I E § ! ; _ . i 2 !
_ rarwrwra ! _ P i : | : | mmmaa : : I
I I _ : i _ e ; 1 I : . !
_ Rty u 1 . _ m cARIE IR o = = "
| ] L i H i 5 i | : H
“ , <L, ey D - el m , o End i L “
) r :
I “ [ . §0f " Yon, : _ 1 I : £ : I
I . 1 [ i f I : “ p I W i “
“ 3 o {1 N L] | ” B o | ” |
1 ey i H “ “. § “ 1 o+ 4 3 ] | " ] “
I . 1 5 : _ 1 : I . : : _
- Li | et “ | | =2 Neall o | m _
I : 1 t i : “ 1 I m : !
“ “ H » L o L " | M |
I . 1 [ s f I : _ 1 . _ gt ; _
| 1 L P I illlm : _ 1 | ; : I
I - 1 L B "I I i _ 1 i : b I
I ; 1 | i PR I i _ p 1 § : I
2 | 1 w : q _q g “ 3 f W 5 “
I 1 2 t 3 L !
I iy, _ 1 ; W _ T | [ t _F “ i 1 W ; “
e “ | o “ |
I ! 3 !
~ - “ m “ | M . “
I 1 i gk i P ! 1 i H 5
| 1 : [ : : ; “ 1 _ 2o ; “
- | L | | » w ” - | | | _
_ 1 L i _ PR : i _ 1 | : ; I
1 | . ] [ i “. ] i m ] “ ] | m 5 “
“ : w _ y : : ! ; “ : : !
I 1 3 1 i i ' ! 1 I E 5 !
i 3 i 1 i ; N | 1 i : : _
I 1 j 1 i i § ! 3 I E : !
I 3 u D 1 : : “ 3 I m : !
. {3 “ — _ - | “ L L m ” |
I 1 [ : ‘ : ! 1 I E L : I
i 1 L t i1 : : | 1 i E : _
| 1 L P i : _ 1 - E : I
I . L PR : : _ _ 4 I E : I
e I - P 1 i o : i _ _ 3 I f § I
_ e o D e gl ow - IR L~ S ” “
_ = K< _ i o o 175 _
o “ . “ . . | ” ] “ m ” _
I I 1 i § ! ’ I : £ : 8 !
i Q ¥ i T | T P D : i o L _R N m NS i
I 1 1 ; 3 I ;
f m!nx-i | ; : I
“ P “ | o w_ L) [ Sy SN m |
i 1 L ' ! 1ot : ; . “ 1 i M : “
“ L X - | oo . | | ” 53 | |
1 i a1 [ 1 —. ] L M F | i 1 r [ |
[ 1 [ i i i i i £ ; 3 [ £ i _
I 1 [ i . t P i . ! 1 I ; : I
| 1 i 1 t 1% i i ! 3 s : ; !
[ 1 _ 3 _ 1 i i : ! 1 I w : !
I 1 _ ] _ 1 H : _ 1 I : : _
! 1 | i ER | i i | | ¥
i 3 _ 1 L . : : | 3 i : : !
I 1 _ i _F 1k { ; ! 3 I i : _
I 1 _ 1 1o : z _ 1 I : :
i 1 L i _ : : : _ i i £ : _
| 1 L i “ 8o : : ! 1 | : : “
| | L i [ LI P i i | 5
I 1 L ] [ i f P i “ i I m : D.ll “
I i 1 [ ] ! i g1 L g _ 3 I : ; _
I ! 1 _ i . I 1 i L : _ 1 I F : _
| i r g _ 3 | t ; |
I ! ; ! 3 ! : _
“ ki ... [ _ r f ” I
I 5 !
I
“ i s i I
_ I
s e esen s e — e — . A A A AT A A s AP AR AP A AP b A AP Bp A A e A PA AT b AR A P A AL A BT A s A s LA —

+ 4+ &+ o F d Ad 4 hohoF hFF ko FdAd Y hF A A+ FdhodFhF kR hrh o h o h o+ dh A+ kD dh ok hF kL kA hod o h o+ od o+

+ + + F d F b+ +F F FFoFFFFFA DA FFFFFFF A kA AdFFFFFFEFFFA AR FFFFFFFFF AR FFFFFFFFFFA AR FFFFFEFF AR FFFF o F

712

U.S. Patent
L
AP CALLS



U.S. Patent Feb. 11, 2020 Sheet 7 of 7 US 10,560,520 B2

MEMORY 930

MAIN MEMORY {ISTATIC MEMORY
939

THINSTRUCTIONS
016

INSTRUCTIONS| {7+
316

)

PROCESSOR
314

NSTRUCTIONS] [T
916

MACHINE-READABLE MEDIUM 938

NSTRUCTIONS
916 *

E
E
E
E
E
|
:
E
E
E
:
: STORAGE UNIT 936
:
E
E
]
:
E
;
E
;

| a
| s
| E
| E
| a
| ;
| a
| E
i a
| 5
| _ |
; o a
| E
i a
| E
| a
| 5
| a
| E
| E
i a
| 5
| a

|
|

5US 902
5" /0 COMPONENTS 950 |
| QUTPUT 952 NPUT 954 RIOMETRIC 956 | |
[ VISUAL ALPHANUMERIC] | | EXPRESSION | |
"\[ACOUSTIC || POINT BASED N
[ HAPTIC || _TACTILE | ;
; AUDIO ;
[ _MOTION®58 | ENVIR 960 || POSITION 962 | 1
 {{ACCELERATION 1 {{ ILLUMINATION 111[__LOCATION 11+
PCRAVITATION W ACOUSTIC i
1l __ROTATION :
; ;
; ;
i 3
5 WIRED WIRELESS | [ CELLULAR i
([ NEARFIELD ] [BLUETOOTH | [ WiFl___]
et e e e o - — e e e e e - - ————_——_—_—— - v ——— —_—— —r— ]

[ T a
x‘mh_ﬂ_’; +l. H"‘ﬁu._h_,_.f”



US 10,560,520 B2

1

COMPATIBILITY FRAMEWORK FOR
CLOUD AND ON-PREMISE APPLICATION
INTEGRATION

TECHNICAL FIELD

The present disclosure relates generally to a compatibility
framework for cloud and on-premise application integration.

BACKGROUND

Cloud-based applications, using a network of remote
servers to store, manage, and process data, are becoming
more and more desirable over traditional on-premise appli-
cations that store, manage, and process data on local or
personal computers. Some on-premise applications are inte-
grated with cloud-based applications. One problem with
these integrated solutions i1s that they may have diflerent
release cycles. For example, the cloud-based application
may deploy updates every week while an administrator of an
on-premise application may only want to update the inte-
grated on-premise application quarterly or bi-annually to
manage change and cost on local computers. The complexity
grows when there are many on-premise applications at
various stages ol updates, with most of the on-premise
applications at different versions from each other and from
the cloud-based application.

BRIEF SUMMARY

In some implementations, methods and apparatus, includ-
ing computer program products, provide a compatibility
framework for cloud and on-premise application itegration.
In one aspect, a server computer associated with a cloud-
based application, may receive a request via a network from
a requesting device associated with an on-premise applica-
tion, for at least one feature associated with an application
service provided by the cloud-based application, the request
including a requester identifier and a requested feature
identifier. The server computer associated with the cloud-
based application, may determine a version identifier for the
request based on the requester 1dentifier, and 1nstructions for
the cloud-based application which include instructions asso-
ciated with a plurality of version identifiers, each version
identifier associated with at least one feature 1dentifier. The
instructions for the cloud-based application may be parsed
by the server computer, to determine a subset of 1nstructions
associated with the version i1dentifier of the request and the
requested feature identifier. The server computer may
execute the subset of instructions associated with the version
identifier of the request and the requested feature 1dentifier
and return a response to the requesting device via the
network, indicating that at least one feature associated with
the application service provided by the cloud-based appli-
cation has been executed.

The above methods, apparatus, and computer program
products may, 1n some implementations, further include one
or more of the following features. Storing, 1n the instructions
for the cloud-based application, a new subset of instructions
associated with a new feature identifier and a new version
identifier. Storing, in the instructions for the cloud-based
application, a new subset of 1nstructions associated with at
least one enhancement to an existing feature with an existing
feature 1dentifier and an existing version identifier, and
associating the new subset of 1nstructions with the existing
teature 1dentifier and a new version 1dentifier. The at least
one enhancement may include a bug fix to the istructions
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associated with the existing feature or additional function-
ality to the 1nstructions associated with the existing feature.
The existing feature i1dentifier associated with the existing
version 1dentifier may be updated to indicate that the exist-
ing feature 1s obsolete in instructions with later version
identifiers. Determining a version identifier for the request
based on the requester identifier may comprise comparing
the requester 1dentifier to requester 1dentifiers 1n a database
to determine the version i1dentifier associated with the
requester 1dentifier. The request may be received via Hyper-
Text Transport Protocol Secure (HT'TPS).

The details of one or more variations of the subject matter
described herein are set forth in the accompanying drawings
and the description below. Other features and benefits of the
subject matter described herein will be apparent from the
description and drawings, and {from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

Various ones of the appended drawings merely 1llustrate
example embodiments of the present disclosure and should
not be considered as limiting 1ts scope.

FIG. 1 1s a block diagram 1llustrating a networked system,
according to some example embodiments, configured to
manage compatibility of mtegrated on-premise and cloud-
based applications.

FIGS. 2A-2C illustrate the complexity of various on-
premise applications at various stages ol updates, according
to some example embodiments.

FIG. 3 1s a flowchart illustrating aspects of a method,
according to some example embodiments, for receiving and
processing requests for application services.

FIG. 4 1s a block diagram illustrating an example of a
software architecture that may be installed on a machine,
according to some example embodiments.

FIG. 5 illustrates a diagrammatic representation of a
machine, 1n the form of a computer system, within which a
set of 1nstructions may be executed for causing the machine
to perform any one or more of the methodologies discussed
herein, according to an example embodiment.

DETAILED DESCRIPTION

Systems and methods described herein relate to providing
a compatibility framework for cloud and on-premise appli-
cation integration. As explained above, some on-premise
applications are integrated with cloud-based applications.
For example, some entities may want to slowly migrate from
an on-premise only application solution, to a cloud-based
only application solution. In another example, some entities
may not be able to utilize a cloud-based only application due
to regulatory compliance or security and privacy 1ssues. For
instance, some data may be required to remain within an
enterprise firewall for regulatory compliance, and these
restrictions may not allow an entity to utilize a full cloud-
based only application. Also, an entity may be concerned
with sensitive data being stored in the cloud instead of
keeping sensitive data on-premises. To address such 1ssues,
an integrated approach may be taken where an entity may
install an application locally and still utilize the application
functionality via the cloud-based application. This inte-
grated approach, however, introduces a number of technical
challenges. For example, the cloud-based application may
deploy updates more frequently than 1s desired by an admin-
istrator on an on-premise application. In one example the
cloud-based application may deploy updates weekly, or even
daily, while an admimstrator of an on-premise application
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may only want to update the integrated on-premise appli-
cation quarterly or bi-annually to manage change and cost
on local computers. Managing multiple versions of cloud-
based applications and on-premise applications can get
incredibly complicated when each entity 1s using a different
version of the application, especially 1n larger systems where
there may be hundreds of entities.

Accordingly, embodiments described herein provide a
compatibility framework for cloud and on-premise applica-
tion integration. In one example, one code base 1s main-
tained to support all on-premise application versions. This
one code base 1s utilized to service requests from on-premise
applications, regardless of what version the on-premise
application supports.

FIG. 1 1s a block diagram 1llustrating a networked system
100, according to some example embodiments, configured
to manage compatibility of integrated on-premise and cloud-
based applications. The system 100 includes one or more
client devices such as a client device 110. The client device
110 may comprise, but 1s not limited to, a mobile phone,
desktop computer, laptop, portable digital assistants (PDAs),
smart phones, tablets, ultra books, netbooks, laptops, multi-
processor systems, microprocessor-based or programmable
consumer electronics, game consoles, set-top boxes, com-
puters 1n vehicles, or any other communication device that
a user may utilize to access the networked system 100. In
some embodiments, the client device 110 may comprise a
display module (not shown) to display information (e.g., 1in
the form of user iterfaces). In further embodiments, the
client device 110 may comprise one or more ol touch
screens, accelerometers, gyroscopes, cameras, microphones,
global positioning system (GPS) devices, and so forth.

The client device 110 may be a device of a user that 1s
used to search and display information, purchase services or
products, etc. In one example embodiment, the system 100
1s an ecommerce system that utilizes on-premise ecommerce
soltware on third-party servers as well as ecommerce ser-
vices and functionality of a cloud-based system such as
server system 102.

One or more users 106 may be a person, a machine, or
other means of interacting with the client device 110. In
example embodiments, the user 106 may not be part of the
system 100, but may interact with the system 100 via the
client device 110 or other means. For instance, the user 106
may provide mput (e.g., touch screen mnput or alphanumeric
input) to the client device 110 and the mput may be
communicated to other entities in the system 100 (e.g., third
party server(s) 130, server system 102, etc.) via the network
104. In this instance, the other entities 1n the system 100, 1n
response to receiving the iput from the user 106, may
communicate mformation to the client device 110 via the
network 104 to be presented to the user 106. In this way, the
user 106 may interact with the various entities in the system
100 using the client device 110.

The system 100 includes a network 104. One or more
portions ol network 104 may be an ad hoc network, an
intranet, an extranet, a virtual private network (VPN), a local
area network (LAN), a wireless LAN (WLAN), a wide area
network (WAN), a wireless WAN (W WAN), a metropolitan
area network (MAN), a portion of the Internet, a portion of
the Public Switched Telephone Network (PSTN), a cellular
telephone network, a wireless network, a WikF1 network, a
WiMax network, another type of network, or a combination
of two or more such networks.

The client device 110 may access the various data and
applications provided by other entities in the system 100 via
web client 112 (e.g., a browser, such as the Internet
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Explorer® browser developed by Microsoit® Corporation
of Redmond, Wash. State) or one or more client applications
114. The client device 110 may include one or more client
applications 114 (also referred to as “apps”) such as, but not
limited to, a web browser, messaging application, electronic
mail (email) application, an ecommerce site application, a
mapping or location application, and the like. In some
embodiments, one or more applications 114 may be included
in a given one of the client device 110, and configured to
locally provide the user interface and at least some of the
functionalities of the application. The client application(s)
114 may be configured to communicate with other entities 1n
the system 100 (e.g., third party server(s) 130, server system
102, etc.), on an as-needed basis, for data and/or processing,
capabilities not locally available (e.g., to access location
information, to authenticate a user 106, to verily a method
of payment, etc.). Conversely, one or more client applica-
tions 114 may not be included in the client device 110, and
then the client device 110 may use 1ts web browser to access
the one or more applications hosted on other entities in the
system 100 (e.g., third party server(s) 130, server system
102, etc.).

A server system 102 may provide server-side functional-
ity via the network 104 (e.g., the Internet or wide area
network (WAN)) to one or more third party server(s) 130
and/or one or more client device 110. The server system 102
may include an application program interface (API) server
120 and an application server 122 that may be communica-
tively coupled with one or more database(s) 126. Database
(s) 126 may be storage devices that store mnformation such
as third-party information, requester identifiers, version
identifiers, etc. The server system 102 may be a cloud
computing environment according to some example
embodiments. The server system 102, and any servers
associated with the server system 102, may be associated
with a cloud-based application, 1n one example embodiment.

The system 100 further includes one or more third party
server(s) 130. The one or more third party server(s) 130 may
include one or more third party application(s) 132. The one
or more third party application(s) 132, executing on third
party server(s) 130, may interact with the server system 102
via API server 120 via a programmatic iterface provided by
the API server 120. For example, one or more the third party
application(s) 132 may request and utilize information from
the server system 102 via the API server 120 to support one
or more features or functions on a website hosted by the
third party or an application hosted by the third party. The
third party website or application(s) 132, for example, may
provide ecommerce services and features that are supported
by relevant functionality and data in the server system 102.

As explained above, there are many technical challenges
to managing on-premise applications that are integrated with
a cloud-based application. For example, an entity (e.g., a
business or individual that provides application services to
end users) may 1install a version of the application locally
(e.g., on one or more server computer associated with the
entity (e.g., third party server(s) 130)) and the application
installed locally may utilize application services provided by
an application running in the cloud (e.g., server system 102).
In one example, the application installed locally may com-
prisc a widget that can be used to access and utilize
application services provided by the application runming 1n
the cloud. One technical 1ssue 1s that the on-premise appli-
cation and the cloud-based application may have different
release cycles. For example, the cloud-based application
may deploy updates weekly or even daily, while an admin-
istrator of an on-premise application may only want to
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update the integrated on-premise application quarterly or
bi1-annually to manage change and cost on local computers.
The complexity grows when there are many on-premise
applications at various stages of updates, with most of the
on-premise applications at different versions from each other
and from the cloud-based application. A simple example of
this scenario 1s illustrated 1n FIGS. 2A-2C.

FIG. 2A shows an 1nitial release of an application. In this
example, the 1mitial release 1s version 1602. Since 1t 1s the
first release, the third party servers that have installed the
application (e.g., third party application A, third party appli-
cation B, third party application C) are all using the mitial
version 1602 and the cloud application version 1s also
version 1602. In example embodiments, each third party
application may be associated with a different third party
entity. For instance, third party application A may be asso-
ciated with thurd party entity A, third party application B
may be associated with third party entity B, third party
application C may be associated with third party entity C,
and so forth. An entity may be a company or an individual
that provides application services to end users (e.g., via
client device(s) 110). The third party application may be
installed on one or more third party server(s) 130 and/or may
be installed on one or more client device(s) 110 or may be
utilized by client application(s) 114.

FIG. 2B shows that a new version 1603 has been released.
The cloud application contains the instructions for the latest
version 1605. The administrator for third party application A
and the administrator for third party application B do not
choose to upgrade to the latest version. For example, the
administrator for third party application A and the adminis-
trator for third party application B may only choose to
update to a new application version every quarter, half year,
year, etc. The administrator for third party application C
does choose to update to the new version 1605. And a new
third party application D has installed the application and
thus also has the latest version 1605.

FI1G. 2C shows that a new version 1608 has been released.
The cloud application contains the instructions for the latest
version 1608. Third party application A and third party
application B remain 1n version 1602. Third party applica-
tion C and third party application D remain with the prior
version 1605. And new third party application E has
installed the application, and thus has the latest version
1608.

As can be seen 1n this example, there can be a number of
different versions of an application that need to be main-
tained at any given time. Managing multiple versions of
cloud-based applications and on-premise applications can
get incredibly complicated when each enfity 1s using a
different version of the application, especially in larger
systems where there may be hundreds of entities.

To address such technical challenges, example embodi-
ments provide for a single version of a cloud-based appli-
cation to be maintained that can provide application services
for all on-premise applications regardless of which version
the on-premise application 1s utilizing. Each time a new
teature 1s added to the cloud-based application, it 1s associ-
ated with a unique feature identifier and a unique version
identifier and added to the instructions in the cloud-based
application. A version identifier may be associated with one
or more feature identifiers. For example, two new features
may be added to version 1605, Feature A and Feature B.
And, two new {features may be added to version 1068,
Feature C and Feature D. The naming convention for these
features may be 1605_FeatureA and 1605_FeatureB, and
1608_Feature C and 1608_Feature D. The naming conven-
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tion for each feature may be associated with instructions to
be executed for that feature. Accordingly, when the cloud
application receives a request for a particular feature, 1t can
execute the mstructions for that feature based on the version
of the application used by the entity making the request. For
example, the following instructions will be executed 1n

response to a request for Feature A from an on-premise
application with version 1605 or higher:

If version >= 1605_Feature A
then do [instructions for Feature A...]
end

In this way the cloud-based application may include instruc-
tions for multiple versions of applications and multiple
features 1n one single mnstruction set.

Another techmical challenge to managing multiple ver-
sions ol an application 1s how to manage enhancements or
bug fixes for an existing feature. For example, Feature A
may need a bug fix or an enhancement to support a new
device type, etc. In one example, Feature A may be for
mobile payment functionality and need an enhancement to
support devices in China. Feature A cannot simply be
updated because the system needs to maintain backward
compatibility for older versions that are used by adminis-
trators that do not want any changes to the application to
avold any compatibility 1ssues. Embodiments of the inven-
tion allow the Feature A to be updated or enhanced for the
latest version of the application but remain stable for the
older versions.

For example, Feature A was first introduced 1n version
1605. The instructions from 1605_Feature A can be copied to
the latest version 1608 FeatureA and the enhancement made
to 1608_FeatureA. In this way, all versions 1608 and higher
can take advantage of the enhancement made to Feature A
and Feature A will stay the same for application version
1605. Moreover, the naming convention for the instructions
for 1605_FeatureA may be changed to indicate that the
feature 1s obsolete in future versions. For example, the
naming convention may be changed to 1605 _OBL_Fea-
tureA. In the future when version 1605 1s no longer sup-
ported by the cloud application, these instructions may be
casily found and deleted because they are no longer needed.
For example, the system can search for any features desig-
nated OBL for version 1605 and delete the subset of
instructions associated with the OBL feature(s) for version
1605. In this way the instructions may be easily cleaned up
and kept to a manageable size.

Using the example from FIG. 2C, third party application
A and third party application B are using version 1602. Since
Feature A was introduced 1 version 1605, third party
application A and B would not be affected by any change to
Feature A. Third party application C and third party appli-
cation D are both using version 1605, and since the instruc-
tions for Feature A for version 1605 were not changed, third
party applications C and D are also not aflected by any
change to Feature A. Third party application E, however, 1s
using version 1608, and thus, third party application E
would be using the enhanced Feature A.

FIG. 3 15 a flow chart i1llustrating aspects of a method 300,
according to some example embodiments, for receiving and
processing requests for application services. For 1llustrative
purposes, method 300 1s described with respect to the
networked system 100 of FIG. 1. It 1s to be understood that
method 300 may be practiced with other system configura-
tions 1n other embodiments.
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In operation 302, the server system 102 (e.g., via API
server 120) recerves a request for a service. For example, the
API server 120 may receive a request from a requesting
device associated with an on-premise application (e.g., from
a third party server 130 via a third party application 132) via
a network for at least one feature associated with an appli-
cation service provided by a cloud-based application. The
request may be sent via HTTP, HTTPS, or other protocol.

The request may include a requester identifier and a
requested feature 1dentifier. The requester identifier may be
associated with a particular entity. The requested feature
identifier may be associated with a particular application
service, feature, or functionality that 1s requested by the third
party server 130 via the third party application 132.

In operation 304, the server system 102 (e.g., via API
server 120) determines a version identifier for the request
based on the requester identifier. For example, the API
server 120 may compare the requester identifier to a plural-
ity ol requester identifiers stored in one or more databases
126 to determine the version identifier associated with the
requester 1dentifier. The server system 102 (e.g., via appli-
cation server 122) may access instructions for the cloud-
based application which include instructions associated with
a plurality of version identifiers, as shown 1n operation 306.
Each version identifier may be associated with at least one
teature 1dentifier. Using the examples discussed previously,
a version 1605 may include a Feature A and a Feature B.

The server system 102 (e.g., via application server 122)
may parse the istructions for the cloud-based application to
determine a subset of 1nstructions for the requested appli-
cation service, as shown 1n operation 308. For example, the
application server 122 may parse the instructions to deter-
mine a subset of instructions associated with the version
identifier (e.g., 1605) and the feature 1dentifier (e.g., Feature
A). In one example, the istructions may be structured as
follows:

If version >= 1605_Feature A
then do [instructions for Feature A...]
end

In another example, the instructions may be structured as
follows:

If version = 1605_OBL_Feature A
then do [instructions for Feature A...]
end

As explained above, the latter example may indicate that this
teature (Feature A) 1s obsolete 1n later versions.

In operation 310, the application server 122 executes the
subset of instructions. For example, the application server
122 would determine that since the version identifier 1s 1605
and the feature 1s Feature A, 1t should execute one of the
above example instructions. The server system 102 (e.g., via
API server 120) returns a response to the requesting device
via the network, indicating that at least one feature associ-
ated with the application service provided by the cloud-
based application has been executed, as shown 1n operation
312. The response may be sent via HI'TP, HITPS, or other
protocol.

As explained above, instructions for new features and
new versions may be stored in the mstructions. For example,
the server system 102 (e.g., via application server 122) may
store 1n the instructions for the cloud-based application, a
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new subset ol instructions associated with a new feature
identifier (e.g., Feature C) and a new version identifier (e.g.,
1608).

As also explained above, bug fixes or enhancements may
be made to existing features. Accordingly, the server system
102 (e.g., via application server 122) may store, in the
instructions for the cloud-based application, a new subset of
instructions associated with at least one enhancement to an
existing feature with an existing feature identifier Feature A)
and an existing version identifier (e.g., 1605), and associate
the new subset of instructions with the existing feature
identifier (e.g., Feature A) and a new version identifier (e.g.,
1608). The at least one enhancement may include a bug fix
to the istructions associated with the existing feature or
additional functionality to the instructions associated with
the existing feature. The existing feature i1dentifier associ-
ated with the existing version identifier may be updated to
indicate that the existing feature 1s obsolete 1n instructions
with later version i1dentifiers (e.g., 1605_OBL_FeaturcA).

FIG. 4 1s a block diagram 700 illustrating software
architecture 702, which can be installed on any one or more
of the devices described above. For example, in various
embodiments, client devices 110, server system 102 (includ-
ing API server 120 and application server 122), and third
party server(s) 130, may be implemented using some or all
of the elements of software architecture 702. FIG. 4 1s
merely a non-limiting example of a software architecture,
and 1t will be appreciated that many other architectures can
be 1mplemented to facilitate the functionality described
herein. In various embodiments, the software architecture
702 1s implemented by hardware such as machine 900 of
FIG. 5§ that includes processors 910, memory 930, and I/O
components 950. In this example, the software architecture
702 can be conceptualized as a stack of layers where each
layer may provide a particular functionality. For example,
the software architecture 702 includes layers such as an
operating system 704, libraries 706, frameworks 708, and
applications 710. Operationally, the applications 710 1invoke
application programming interface (API) calls 712 through
the software stack and receive messages 714 1n response to
the API calls 712, consistent with some embodiments.

In various implementations, the operating system 704
manages hardware resources and provides common ser-
vices. The operating system 704 includes, for example, a
kernel 720, services 722, and drivers 724. The kernel 720
acts as an abstraction layer between the hardware and the
other soltware layers, consistent with some embodiments.
For example, the kernel 720 provides memory management,
processor management (e.g., scheduling), component man-
agement, networking, and security settings, among other
functionality. The services 722 can provide other common
services for the other software layers. The drivers 724 are
responsible for controlling or interfacing with the underlying,
hardware, according to some embodiments. For instance, the
drivers 724 can include display drivers, camera drivers,
BLUETOOTH® or BLUETOOTH® Low Energy drnivers,
flash memory drivers, serial communication drivers (e.g.,
Universal Serial Bus (USB) drivers), WI-FI® drivers, audio
drivers, power management drivers, and so forth.

In some embodiments, the libraries 706 provide a low-
level common infrastructure utilized by the applications
710. The libraries 706 can include system libraries 730 (e.g.,
C standard library) that can provide functions such as
memory allocation functions, string mampulation functions,
mathematic functions, and the like. In addition, the libraries
706 can include API libraries 732 such as media libraries
(e.g., libraries to support presentation and manipulation of
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vartous media formats such as Moving Picture Experts
Group-4 (MPEG4), Advanced Video Coding (11264 or
AV(C), Moving Picture Experts Group Layer-3 (MP3),
Advanced Audio Coding (AAC), Adaptive Multi-Rate
(AMR) audio codec, Joint Photographic Experts Group
(JPEG or JPG), or Portable Network Graphics (PNG)),
graphics libraries (e.g., an OpenGL framework used to
render in two dimensions (2D) and three dimensions (3D) in
graphic content on a display), database libraries (e.g.,
SQLite to provide various relational database functions),
web libraries (e.g., WebKit to provide web browsing func-
tionality), and the like. The libraries 706 can also 1nclude a
wide variety of other libraries 734 to provide many other
APIs to the applications 710.

The frameworks 708 provide a high-level common 1nfra-
structure that can be utilized by the applications 710, accord-
ing to some embodiments. For example, the frameworks 708
provide various graphic user interface (GUI) functions,
high-level resource management, high-level location ser-
vices, and so forth. The frameworks 708 can provide a broad
spectrum of other APIs that can be utilized by the applica-
tions 710, some of which may be specific to a particular
operating system 704 or platform.

In an example embodiment, the applications 710 include
a home application 7350, a contacts application 752, a
browser application 734, a book reader application 756, a
location application 7358, a media application 760, a mes-
saging application 762, a game application 764, and a broad
assortment of other applications such as a third party appli-
cations 766. According to some embodiments, the applica-
tions 710 are programs that execute functions defined 1n the
programs. Various programming languages can be employed
to create one or more of the applications 710, structured in
a variety of manners, such as object-oriented programming
languages (e.g., Objective-C, Java, or C++) or procedural
programming languages (e.g., C or assembly language). In
a specific example, the third party application 766 (e.g., an
application developed using the ANDROID™ or [OS™
software development kit (SDK) by an entity other than the
vendor of the particular platform) may be mobile software
running on a mobile operating system such as [IOS™,
ANDROID™  WINDOWS® Phone, or another mobile
operating system. In this example, the third party application
766 can invoke the API calls 712 provided by the operating
system 704 to facilitate functionality described herein.

Some embodiments may particularly include an ecom-
merce application 767. In certain embodiments, this may be
a stand-alone application that operates to manage commu-
nications with a server system such as third party server(s)
130 or server system 102. In other embodiments, this
functionality may be integrated with another application
such as a website or application that provides products and
services, etc. Ecommerce application 767 may request and
display various information related to payment transactions,
products and services, etc. and may provide the capability
for a user to mput data related to payment transactions (for
example) via a touch interface, keyboard, or using a camera
device of machine 900, communication with a server system
via I/O components 950, and receipt and storage of payment
related data in memory 930. Presentation of payment trans-
actions and other mmformation and user mnputs associated
with payment information may be managed by ecommerce
application 767 using different frameworks 708, library 706
clements, or operating system 704 elements operating on a
machine 900.

FIG. 5 1s a block diagram illustrating components of a
machine 900, according to some embodiments, able to read
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instructions from a machine-readable medium (e.g., a
machine-readable storage medium) and perform any one or
more of the methodologies discussed herein. Specifically,
FIG. 5 shows a diagrammatic representation of the machine
900 1n the example form of a computer system, within which
istructions 916 (e.g., software, a program, an application
710, an applet, an app, or other executable code) for causing
the machine 900 to perform any one or more of the meth-
odologies discussed herein can be executed. In alternative
embodiments, the machine 900 operates as a standalone
device or can be coupled (e.g., networked) to other
machines. In a networked deployment, the machine 900 may
operate 1n the capacity of a server machine 130, 102, 120,
122, etc. or a client device 110 1n a server-client network
environment, or as a peer machine 1 a peer-to-peer (or
distributed) network environment. The machine 900 can
comprise, but not be limited to, a server computer, a client
computer, a personal computer (PC), a tablet computer, a
laptop computer, a netbook, a personal digital assistant
(PDA), an entertainment media system, a cellular telephone,
a smart phone, a mobile device, a wearable device (e.g., a
smart watch), a smart home device (e.g., a smart appliance),
other smart devices, a web appliance, a network router, a
network switch, a network bridge, or any machine capable
of executing the structions 916, sequentially or otherwise,
that specily actions to be taken by the machine 900. Further,
while only a single machine 900 1s illustrated, the term
“machine” shall also be taken to include a collection of
machines 900 that individually or jointly execute the mnstruc-
tions 916 to perform any one or more of the methodologies
discussed herein.

In various embodiments, the machine 900 comprises
processors 910, memory 930, and I/O components 950,
which can be configured to communicate with each other via
a bus 902. In an example embodiment, the processors 910
(e.g., a central processing unit (CPU), a reduced nstruction
set computing (RISC) processor, a complex instruction set
computing (CISC) processor, a graphics processing unit
(GPU), a digital signal processor (DSP), an application
specific integrated circuit (ASIC), a radio-frequency inte-
grated circuit (RFIC), another processor, or any suitable
combination thereotl) include, for example, a processor 912
and a processor 914 that may execute the mstructions 916.
The term “processor” i1s intended to include multi-core
processors 910 that may comprise two or more independent
processors 912, 914 (also referred to as “cores™) that can
execute mstructions 916 contemporaneously. Although FIG.
5 shows multiple processors 910, the machine 900 may
include a single processor 910 with a single core, a single
processor 910 with multiple cores (e.g., a multi-core pro-
cessor 910), multiple processors 912, 914 with a single core,
multiple processors 912, 914 with multiples cores, or any
combination thereof.

The memory 930 comprises a main memory 932, a static
memory 934, and a storage unit 936 accessible to the
processors 910 via the bus 902, according to some embodi-
ments. The storage unit 936 can include a machine-readable
medium 938 on which are stored the instructions 916
embodying any one or more of the methodologies or func-
tions described herein. The 1nstructions 916 can also reside,
completely or at least partially, within the main memory 932,
within the static memory 934, within at least one of the
processors 910 (e.g., within the processor’s cache memory),
or any suitable combination thereof, during execution
thereol by the machine 900. Accordingly, 1n various embodi-
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ments, the mamn memory 932, the static memory 934, and
the processors 910 are considered machine-readable media
938.

As used herein, the term “memory” refers to a machine-
readable medium 938 able to store data temporarily or
permanently and may be taken to include, but not be limited
to, random-access memory (RAM), read-only memory
(ROM), builer memory, tlash memory, and cache memory.
While the machine-readable medium 938 is shown, 1n an
example embodiment, to be a single medium, the term
“machine-readable medium™ should be taken to include a
single medium or multiple media (e.g., a centralized or
distributed database, or associated caches and servers) able
to store the instructions 916. The term “machine-readable
medium” shall also be taken to include any medium, or
combination of multiple media, that 1s capable of storing
mstructions (e.g., instructions 916) for execution by a
machine (e.g., machine 900), such that the instructions 916,
when executed by one or more processors of the machine
900 (e.g., processors 910), cause the machine 900 to perform
any one or more of the methodologies described herein.
Accordingly, a “machine-readable medium™ refers to a
single storage apparatus or device, as well as “cloud-based”
storage systems or storage networks that include multiple
storage apparatus or devices. The term “machine-readable
medium” shall accordingly be taken to include, but not be
limited to, one or more data repositories 1n the form of a
solid-state memory (e.g., flash memory), an optical medium,
a magnetic medium, other non-volatile memory (e.g., eras-
able programmable read-only memory (EPROM)), or any
suitable combination thereof. The term “machine-readable
medium” specifically excludes non-statutory signals per se.

The I/O components 950 include a wide variety of com-
ponents to receive input, provide output, produce output,
transmit information, exchange information, capture mea-
surements, and so on. In general, 1t will be appreciated that
the I/O components 950 can include many other components
that are not shown in FIG. 9. The I/O components 950 are
grouped according to functionality merely for simplifying
the following discussion, and the grouping i1s in no way
limiting. In various example embodiments, the I/O compo-
nents 950 include output components 952 and input com-
ponents 954. The output components 952 include visual
components (e.g., a display such as a plasma display panel
(PDP), a light emitting diode (LED) display, a liquid crystal
display (LLCD), a projector, or a cathode ray tube (CRT)),
acoustic components (e.g., speakers), haptic components
(e.g., a vibratory motor), other signal generators, and so
torth. The input components 954 include alphanumeric input
components (e.g., a keyboard, a touch screen configured to
receive alphanumeric input, a photo-optical keyboard, or
other alphanumeric input components), point-based nput
components (e.g., a mouse, a touchpad, a trackball, a joy-
stick, a motion sensor, or other pointing instruments), tactile
input components (e.g., a physical button, a touch screen
that provides location and force of touches or touch gestures,
or other tactile input components), audio input components
(e.g., a microphone), and the like.

In some further example embodiments, the I/O compo-
nents 950 include biometric components 956, motion com-
ponents 958, environmental components 960, or position
components 962, among a wide array of other components.
For example, the biometric components 956 include com-
ponents to detect expressions (e.g., hand expressions, facial
expressions, vocal expressions, body gestures, or eye track-
ing), measure biosignals (e.g., blood pressure, heart rate,
body temperature, perspiration, or brain waves), identily a
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person (e.g., voice 1dentification, retinal 1dentification, facial
identification, fingerprint identification, or electroencepha-
logram based 1dentification), and the like. The motion com-
ponents 958 include acceleration sensor components (e.g.,
accelerometer), gravitation sensor components, rotation sen-
sor components (e.g., gyroscope), and so forth. The envi-
ronmental components 960 include, for example, 1llumina-
tion sensor components (e.g., photometer), temperature
sensor components (e.g., one or more thermometers that
detect ambient temperature), humidity sensor components,
pressure sensor components (€.g., barometer acoustic sensor
components (e.g., one or more microphones that detect
background noise), proximity sensor components (e.g.,
infrared sensors that detect nearby objects), gas sensor
components e€.g., machine olfaction detection sensors, gas
detection sensors to detect concentrations of hazardous
gases for satety or to measure pollutants 1n the atmosphere),
or other components that may provide indications, measure-
ments, or signals corresponding to a surrounding physical
environment. The position components 962 include location
sensor components (e.g., a Global Positioning System (GPS)
receiver component), altitude sensor components (e.g.,
altimeters or barometers that detect air pressure from which
altitude may be derived), orientation sensor components
(e.g., magnetometers), and the like.

Communication can be implemented using a wide variety
of technologies. The I'O components 950 may include
communication components 964 operable to couple the
machine 900 to a network 980 or devices 970 via a coupling
982 and a coupling 972, respectively. For example, the
communication components 964 include a network interface
component or another suitable device to interface with the
network 980. In further examples, communication compo-
nents 964 include wired communication components, wire-
less communication components, cellular communication
components, near field communication (NFC) components,
BLUETOOTH® components (e.g., BLUETOOTH® Low
Energy), WI-FI® components, and other communication
components to provide communication via other modalities.
The devices 970 may be another machine 900 or any of a
wide variety of peripheral devices (e.g., a peripheral device
coupled via a Universal Serial Bus (USB)).

Moreover, 1n some embodiments, the communication
components 964 detect identifiers or include components
operable to detect 1dentifiers. For example, the communica-
tion components 964 include radio frequency identification
(RFID) tag reader components, NFC smart tag detection

components, optical reader components (e.g., an optical
sensor to detect a one-dimensional bar codes such as a
Universal Product Code (UPC) bar code, multi-dimensional
bar codes such as a Quick Response (QR) code, Aztec Code,
Data Matrix, Dataglyph, MaxiCode, PDF417, Ultra Code,
Uniform Commercial Code Reduced Space Symbology
(UCC RSS)-2D bar codes, and other optical codes), acoustic
detection components (e.g., microphones to identily tagged
audio signals), or any suitable combination thereof. In
addition, a vaniety of mformation can be derived via the
communication components 964, such as location via Inter-
net Protocol (IP) geo-location, location via WI-FI® signal
triangulation, location via detecting a BLUETOOTH® or
NFC beacon signal that may indicate a particular location,
and so forth.

In various example embodiments, one or more portions of
the network 980 can be an ad hoc network, an intranet, an

extranet, a virtual private network (VPN), a local area
network (LAN), a wireless LAN (WLAN), a wide area

network (WAN), a wireless WAN (WWAN), a metropolitan
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arca network (MAN), the Internet, a portion of the Internet,
a portion of the public switched telephone network (PSTN),
a plain old telephone service (POTS) network, a cellular
telephone network, a wireless network, a WI-FI® network,
another type of network, or a combination of two or more
such networks. For example, the network 980 or a portion of
the network 980 may include a wireless or cellular network,
and the coupling 982 may be a Code Division Multiple
Access (CDMA) connection, a Global System for Mobile
communications (GSM) connection, or another type of
cellular or wireless coupling. In this example, the coupling
982 can implement any of a variety of types of data transter

technology, such as Single Carrier Radio Transmission
Technology (1xRT1T), Evolution-Data Optimized (EVDO)

technology, General Packet Radio Service (GPRS) technol-
ogy, Enhanced Data rates for GSM Evolution (EDGE)
technology, third Generation Partnership Project (3GPP)
including 3G, fourth generation wireless (4G) networks,
Universal Mobile Telecommunications System (UMTS),
High Speed Packet Access (HSPA), Worldwide Interoper-
ability for Microwave Access (WiIMAX), Long Term Evo-
lution (LTE) standard, others defined by various standard-
setting organizations, other long range protocols, or other
data transfer technology.

In example embodiments, the instructions 916 are trans-
mitted or received over the network 980 using a transmis-
sion medium via a network interface device (e.g., a network
interface component included 1n the communication com-
ponents 964) and utilizing any one of a number of well-
known transfer protocols (e.g., Hypertext Transier Protocol
(HT'TP)). Similarly, in other example embodiments, the
instructions 916 are transmitted or received using a trans-
mission medium via the coupling 972 (e.g., a peer-to-peer
coupling) to the devices 970. The term “‘transmission
medium”™ shall be taken to include any intangible medium
that 1s capable of storing, encoding, or carrying the mnstruc-
tions 916 for execution by the machine 900, and includes
digital or analog communications signals or other intangible
media to facilitate communication of such software.

Furthermore, the machine-readable medium 938 i1s non-
transitory (1n other words, not having any transitory signals)
in that 1t does not embody a propagating signal. However,
labeling the machine-readable medium 938 “non-transitory”™
should not be construed to mean that the medium 1s inca-
pable of movement; the medium 938 should be considered
as being transportable from one physical location to another.
Additionally, since the machine-readable medium 938 1s
tangible, the medium 938 may be considered to be a
machine-readable device.

The following enumerated embodiments describe various
embodiments of methods, machine-readable media, and
systems (e.g., machines, devices, or other apparatus) dis-
cussed herein.

A first embodiment provides a method comprising:
receiving, by a server computer associated with a cloud-
based application, a request via a network from a requesting
device associated with an on-premise application, for at least
one feature associated with an application service provided
by the cloud-based application, the request including a
requester 1dentifier and a requested feature identifier; deter-
mimng, by the server computer associated with the cloud-
based application, a version identifier for the request based
on the requester 1dentifier; accessing, by the server computer
associated with the cloud-based application, instructions for
the cloud-based application which include instructions asso-
ciated with a plurality of version identifiers, each version
identifier associated with at least one feature identifier;
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parsing, by the server computer associated with the cloud-
based application, the instructions for the cloud-based appli-
cation to determine a subset of instructions associated with
the version 1dentifier of the request and the requested feature
identifier; executing, by the server computer associated with
the cloud-based application, the subset of mstructions asso-
ciated with the version identifier of the request and the
requested feature identifier; and returning, by the server
computer associated with the cloud-based application, a
response to the requesting device via the network, indicating
that at least one feature associated with the application
service provided by the cloud-based application has been
executed.

A second embodiment provides a method according to the
first embodiment, the method further comprising: storing, in
the instructions for the cloud-based application, a new
subset of instructions associated with a new feature 1dentifier
and a new version identifier.

A third embodiment provides a method according to any
one of the previously described embodiments, the method
turther comprising: storing, in the mstructions for the cloud-
based application, a new subset of instructions associated
with at least one enhancement to an existing feature with an
existing feature 1dentifier and an existing version i1dentifier,
and associating the new subset of instructions with the
existing feature 1dentifier and a new version identifier.

A fourth embodiment provides a method according to any
one of the previously described embodiments, wherein the at
least one enhancement includes a bug fix to instructions
associated with the existing feature or additional function-
ality for the instructions associated with the existing feature.

A fifth embodiment provides a method according to any
one of the previously described embodiments, wherein the
existing feature identifier associated with the existing ver-
s1on 1dentifier 1s updated to indicate that the existing feature
1s obsolete 1n instructions with later version identifiers.

A sixth embodiment provides a method according to any
one ol the previously described embodiments, wherein
determining the version identifier for the request based on
the requester 1dentifier comprises comparing the requester
identifier to requester identifiers in a database to determine
the version 1dentifier associated with the requester identifier.

A seventh embodiment provides a method according to
any one of the previously described embodiments, wherein
the request 1s received via Hyperlext Transport Protocol
Secure (HTTPS).

An eighth embodiment provides a server computer asso-
ciated with a cloud-based application comprising: one or
more hardware processors; and a computer-readable
medium coupled with the one or more processors, the
computer-readable medium comprising instructions stored
thereon that are executable by the one or more processors to
cause the server computer to perform operations comprising:
receiving a request via a network from a requesting device
associated with an on-premise application, for at least one
feature associated with an application service provided by
the cloud-based application, the request including a
requester 1dentifier and a requested feature i1dentifier; deter-
mining a version identifier for the request based on the
requester 1dentifier; accessing instructions for the cloud-
based application which include nstructions associated with
a plurality of version identifiers, each version identifier
associated with at least one feature i1dentifier; parsing the
instructions for the cloud-based application to determine a
subset of mnstructions associated with the version identifier
of the request and the requested feature 1dentifier; executing
the subset of 1nstructions associated with the version iden-
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tifier of the request and the requested feature i1dentifier; and
returning a response to the requesting device via the net-
work, mndicating that at least one feature associated with the
application service provided by the cloud-based application
has been executed.

A ninth embodiment provides a server computer associ-
ated with a cloud-based application comprising: one or more
hardware processors; and a computer-readable medium
coupled with the one or more processors, the computer-
readable medium comprising istructions stored thereon that
are executable by the one or more processors to cause the
server computer to perform operations according to any one
of the previously described embodiments, the operations
turther comprising: storing, in the mstructions for the cloud-
based application, a new subset of instructions associated
with a new feature identifier and a new version identifier.

A tenth embodiment provides a server computer associ-
ated with a cloud-based application comprising: one or more
hardware processors; and a computer-readable medium
coupled with the one or more processors, the computer-
readable medium comprising instructions stored thereon that
are executable by the one or more processors to cause the
server computer to perform operations according to any one
of the previously described embodiments, the operations
turther comprising: storing, in the instructions for the cloud-
based application, a new subset of instructions associated
with at least one enhancement to an existing feature with an
existing feature identifier and an existing version identifier,
and associating the new subset of instructions with the
existing feature i1dentifier and a new version identifier.

An eleventh embodiment provides a server computer
associated with a cloud-based application comprising: one
or more hardware processors; and a computer-readable
medium coupled with the one or more processors, the
computer-readable medium comprising instructions stored
thereon that are executable by the one or more processors to
cause the server computer to perform operations according
to any one of the previously described embodiments,
wherein the at least one enhancement includes a bug {ix to
instructions associated with the existing feature or additional
functionality for the instructions associated with the existing
feature.

A twellth embodiment provides a server computer asso-
ciated with a cloud-based application comprising: one or
more hardware processors; and a computer-readable
medium coupled with the one or more processors, the
computer-readable medium comprising instructions stored
thereon that are executable by the one or more processors to
cause the server computer to perform operations according
to any one of the previously described embodiments,
wherein the existing feature i1dentifier associated with the
existing version identifier 1s updated to indicate that the
existing feature 1s obsolete 1n mstructions with later version
identifiers.

A thirteenth embodiment provides a server computer
associated with a cloud-based application comprising: one
or more hardware processors; and a computer-readable
medium coupled with the one or more processors, the
computer-readable medium comprising instructions stored
thereon that are executable by the one or more processors to
cause the server computer to perform operations according
to any one of the previously described embodiments,
wherein determining a version identifier for the request
based on the requester identifier comprises comparing the
requester 1dentifier to requester 1dentifiers 1 a database to
determine the version 1dentifier associated with the requester
identifier.
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A Tourteenth embodiment provides a server computer
associated with a cloud-based application comprising: one
or more hardware processors; and a computer-readable
medium coupled with the one or more processors, the
computer-readable medium comprising instructions stored
thereon that are executable by the one or more processors to
cause the server computer to perform operations according
to any one ol the previously described embodiments,
wherein the request 1s recerved via Hyperlext Transport
Protocol Secure (HT'TPS).

A fifteenth embodiment provides a non-transitory com-
puter-recadable medium comprising 1nstructions stored
thereon that are executable by at least one processor to cause
a computing device to perform operations comprising:
receiving a request via a network from a requesting device
associated with an on-premise application, for at least one
feature associated with an application service provided by a
cloud-based application, the request including a requester
identifier and a requested feature identifier; determining a
version 1dentifier for the request based on the requester
identifier; accessing instructions for the cloud-based appli-
cation which include nstructions associated with a plurality
of version 1dentifiers, each version identifier associated with
at least one feature 1dentifier; parsing the instructions for the
cloud-based application to determine a subset of instructions
associated with the version i1dentifier of the request and the
requested feature 1dentifier; executing the subset of 1nstruc-
tions associated with the version identifier of the request and
the requested feature identifier; and returming a response to
the requesting device via the network, indicating that at least
one feature associated with the application service provided
by the cloud-based application has been executed.

A sixteenth embodiment provides a non-transitory com-
puter-recadable medium comprising 1nstructions stored
thereon that are executable by at least one processor to cause
a computing device to perform operations according to any
one of the previously described embodiments, the operations
turther comprising: storing, in the mstructions for the cloud-
based application, a new subset of instructions associated
with a new feature identifier and a new version identifier.

A seventeenth embodiment provides a non-transitory
computer-readable medium comprising instructions stored
thereon that are executable by at least one processor to cause
a computing device to perform operations according to any
one of the previously described embodiments, the operations
further comprising: storing, in the mstructions for the cloud-
based application, a new subset of instructions associated
with at least one enhancement to an existing feature with an
existing feature 1dentifier and an existing version i1dentifier,
and associating the new subset of instructions with the
existing feature i1dentifier and a new version identifier.

An eighteenth embodiment provides a non-transitory
computer-readable medium comprising instructions stored
thereon that are executable by at least one processor to cause
a computing device to perform operations according to any
one of the previously described embodiments, wherein the at
least one enhancement includes a bug fix to instructions
associated with the existing feature or additional function-
ality for the instructions associated with the existing feature.

A nineteenth embodiment provides a non-transitory coms-
puter-recadable medium comprising 1nstructions stored
thereon that are executable by at least one processor to cause
a computing device to perform operations according to any
one of the previously described embodiments, wherein the
existing feature identifier associated with the existing ver-
s1on 1dentifier 1s updated to indicate that the existing feature
1s obsolete 1n instructions with later version identifiers.
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A twentieth embodiment provides a non-transitory com-
puter-readable medium comprising instructions stored
thereon that are executable by at least one processor to cause
a computing device to perform operations according to any
one ol the previously described embodiments, wherein
determining a version i1dentifier for the request based on the
requester 1dentifier comprises comparing the requester 1den-
tifier to requester identifiers 1 a database to determine the
version 1dentifier associated with the requester 1dentifier.

Throughout this specification, plural instances may imple-
ment components, operations, or structures described as a
single instance. Although individual operations of one or
more methods are illustrated and described as separate
operations, one or more of the individual operations may be
performed concurrently, and nothing requires that the opera-
tions be performed 1n the order illustrated. Structures and
functionality presented as separate components 1n example
configurations may be implemented as a combined structure
or component. Similarly, structures and functionality pre-
sented as a single component may be implemented as
separate components. These and other variations, modifica-
tions, additions, and improvements fall within the scope of
the subject matter herein.

Although an overview of the inventive subject matter has
been described with reference to specific example embodi-
ments, various modifications and changes may be made to
these embodiments without departing from the broader
scope of embodiments of the present disclosure

The embodiments illustrated herein are described 1n sui-
ficient detail to enable those skilled 1n the art to practice the
teachings disclosed. Other embodiments may be used and
derived therefrom, such that structural and logical substitu-
tions and changes may be made without departing from the
scope of this disclosure. The Detailed Description, therefore,
1s not to be taken 1n a limiting sense, and the scope of various
embodiments 1s defined only by the appended claims, along
with the full range of equivalents to which such claims are
entitled.

As used herein, the term “or” may be construed 1n either
an clusive or exclusive sense. Moreover, plural instances
may be provided for resources, operations, or structures
described herein as a single nstance. Additionally, bound-
aries between various resources, operations, modules,
engines, and data stores are somewhat arbitrary, and par-
ticular operations are illustrated 1 a context of specific
illustrative configurations. Other allocations of Tunctionality
are envisioned and may fall within a scope of various
embodiments of the present disclosure. In general, structures
and functionality presented as separate resources in the
example configurations may be implemented as a combined
structure or resource. Similarly, structures and functionality
presented as a single resource may be implemented as
separate resources.

['hese and other variations, modifica-
tions, additions, and improvements fall within a scope of
embodiments of the present disclosure as represented by the
appended claims. The specification and drawings are,
accordingly, to be regarded in an illustrative rather than a
restrictive sense.
What 1s claimed 1s:
1. A method comprising:
storing, by a server computer associated with a cloud-
based application, an 1nstruction set comprising
instructions for the cloud-based application having a
plurality of features corresponding to services provided
by the cloud-based application and at least one subset
of instructions for a first feature of the plurality of
features corresponding to a first service provided by the
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cloud-based application, the first feature associated
with a first feature 1dentifier and a first version identi-
fler;

receiving, by the server computer associated with a cloud-

based application, a new subset of instructions associ-
ated with at least one enhancement to the first service
assoclated with the first feature 1dentifier;
storing, by the server computer associated with a cloud-
based application, the new subset of instructions for the
at least one enhancement to the first service in the
istruction set comprising instructions for the cloud-
based application and associating the new subset of
instructions with the first feature 1dentifier and a second
version 1dentifier:
receiving, by the server computer associated with the
cloud-based application, a request for the first service
provided by the cloud-based application, from an on-
premise application via a requesting device, the request
including a requester 1dentifier and a requested feature
identifier corresponding to the first service;

comparing, by the server computer associated with the
cloud-based application, the requester i1dentifier to a
plurality of requester 1dentifiers and associated version
identifiers to determine a version identifier for the
request;

accessing, by the server computer associated with the

cloud-based application, the instruction set comprising,
instructions for the cloud-based application which
include nstructions associated with a plurality of ver-
sion 1dentifiers, each version i1dentifier associated with
at least one feature 1dentifier;

parsing, by the server computer associated with the cloud-

based application, the instructions for the cloud-based
application to determine that the version identifier of
the request and the requested feature i1dentifier corre-
spond to the subset of instructions associated with the
first feature 1dentifier and first version identifier for the
first service, and not the subset of 1nstructions associ-
ated with the first feature identifier and the second
version 1dentifier for the first service;

executing, by the server computer associated with the

cloud-based application, the subset of instructions asso-
ciated with the first feature identifier and the first
version 1dentifier for the first service, based on the
version identifier of the request and the requested
feature 1dentifier; and

returning, by the server computer associated with the

cloud-based application, a response to the requesting
device via the network, indicating that the first service
provided by the cloud-based application has been
executed.

2. The method of claim 1, further comprising:

storing, 1n the instructions for the cloud-based application,

a new subset of instructions associated with a new
feature 1dentifier and a new version 1dentifier.

3. The method of claim 1, wherein the at least one
enhancement to the first service includes a bug fix to the
subset of 1nstructions associated with the first feature 1den-
tifier or additional functionality for the subset of instructions
associated with the first feature i1dentifier.

4. The method of claim 1, wherein the first feature
identifier associated with the first version identifier 1is
updated to indicate that the first feature 1s obsolete in
instructions with later version identifiers.

5. The method of claim 1, wherein the request 1s received
via HyperText Transport Protocol Secure (HT'TPS).
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6. A server computer associated with a cloud-based appli-
cation comprising:

one or more hardware processors; and

a computer-readable medium coupled with the one or
more processors, the computer-readable medium com-
prising instructions stored thereon that are executable
by the one or more processors to cause the server
computer to perform operations comprising:

storing an instruction set comprising instructions for the
cloud-based application having a plurality of features
corresponding to services provided by the cloud-based
application and at least one subset of instructions for a
first feature of the plurality of features corresponding to
a first service provided by the cloud-based application,
the first feature associated with a first feature 1dentifier
and a first version i1dentifier:

receiving a new subset of instructions associated with at
least one enhancement to the first service associated
with the first feature 1dentifier;

storing the new subset of instructions for the at least one
enhancement to the first service in the struction set
comprising instructions for the cloud-based application
and associating the new subset of instructions with the
first feature 1dentifier and a second version identifier;

receiving a request for the first service provided by the
cloud-based application, from an on-premise applica-
tion via a requesting device, the request including a
requester 1dentifier and a requested feature identifier
corresponding to the first service;

comparing the requester i1dentifier to a plurality of
requester 1dentifiers and associated version identifiers
to determine a version 1dentifier for the request;

accessing the instruction set comprising instructions for
the cloud-based application which include nstructions
associated with a plurality of version identifiers, each
version 1dentifier associated with at least one feature
identifier:

parsing the mstructions for the cloud-based application to
determine that the version 1dentifier of the request and
the requested feature 1dentifier correspond to the subset
of istructions associated with the first feature 1dentifier
and first version 1dentifier for the first service, and not
the subset of instructions associated with the first
feature 1dentifier and the second version i1dentifier for
the first service;

executing the subset of instructions associated with the

first feature 1dentifier and the first version identifier for
the first service, based on the version identifier of the
request and the requested feature 1dentifier; and

returning a response to the requesting device via the
network, mdicating that the first service provided by
the cloud-based application has been executed.

7. The server computer of claim 6, operations further
comprising:

storing, in the mstructions for the cloud-based application,

a new subset of instructions associated with a new
feature 1dentifier and a new version i1dentifier.

8. The server computer of claim 6, wherein the at least one
enhancement to the first service includes a bug fix to the
subset of 1nstructions associated with the first feature 1den-
tifier or additional functionality for the subset of instructions
associated with the first feature 1dentifier.

9. The server computer of claim 6, wherein the first
teature 1dentifier associated with the first version identifier 1s
updated to indicate that the first feature 1s obsolete in
istructions with later version identifiers.
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10. The server computer of claim 6, wherein the request
1s received via HyperText Transport Protocol Secure
(HTTPS).

11. A non-transitory computer-readable medium compris-
ing 1nstructions stored thereon that are executable by at least
one processor to cause a computing device to perform
operations comprising;:

storing an 1nstruction set comprising instructions for the

cloud-based application having a plurality of features
corresponding to services provided by the cloud-based
application and at least one subset of instructions for a
first feature of the plurality of features corresponding to
a first service provided by the cloud-based application,
the first feature associated with a first feature 1dentifier
and a first version 1dentifier:;

receiving a new subset of 1nstructions associated with at

least one enhancement to the first service associated
with the first feature 1dentifier;
storing the new subset of instructions for the at least one
enhancement to the first service in the mstruction set
comprising instructions for the cloud-based application
and associating the new subset of instructions with the
first feature 1dentifier and a second version identifier;

recerving a request for the first service provided by the
cloud-based application, from an on-premise applica-
tion via a requesting device, the request including a
requester 1dentifier and a requested feature identifier
corresponding to the first service;
comparing the requester identifier to a plurality of
requester 1dentifiers and associated version identifiers
to determine a version i1dentifier for the request;

accessing the instruction set comprising nstructions for
the cloud-based application which include nstructions
associated with a plurality of version identifiers, each
version 1dentifier associated with at least one feature
identifier:
parsing the instructions for the cloud-based application to
determine that the version identifier of the request and
the requested feature 1dentifier correspond to the subset
of mstructions associated with the first feature 1dentifier
and first version identifier for the first service, and not
the subset of instructions associated with the first
feature 1dentifier and the second version identifier for
the first service;
executing the subset of instructions associated with the
first feature 1dentifier and the first version identifier for
the first service, based on the version i1dentifier of the
request and the requested feature 1dentifier; and

returning a response to the requesting device via the
network, indicating that the first service provided by
the cloud-based application has been executed.

12. The non-transitory computer-readable medium of
claim 11, the operations further comprising:

storing, 1n the instructions for the cloud-based application,

a new subset of instructions associated with a new
feature 1dentifier and a new version 1dentifier.

13. The non-transitory computer-readable medium of
claim 11, wherein the at least one enhancement to the first
service includes a bug fix to the subset of instructions
associated with the first feature identifier or additional
functionality for the subset of instructions associated with
the first feature 1dentifier.

14. The non-transitory computer-readable medium of
claim 11, wherein the first feature 1dentifier associated with
the first version 1dentifier 1s updated to indicate that the first
feature 1s obsolete 1n instructions with later version identi-
fiers.
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15. The method of claim 1, wherein the instructions for
the cloud-based application comprise a subset of instructions
for each of the plurality of features corresponding to the
services provided by the cloud-based application, including
the subset of mstructions for the first feature.

16. The method of claim 1, further comprising:

determining that a version of the first feature associated

with the first version 1dentifier 1s no longer supported
by the cloud-based application; and

deleting the subset of instructions for the first feature

associated with the first version identifier from the
instruction set.

17. The method of claim 1, further comprising:
searching for features associated with a version i1dentifier
designated obsolete; and
deleting a subset of instructions for each feature associ-
ated with a version 1dentifier designated obsolete.
18. The method of claim 1, wherein the response indi-
cating that at least one feature associated with the applica-
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tion service provided by the cloud-based application has
been executed, 1s sent via HI'TP or HTTPS.

19. The server computer of claim 6, the operations further
comprising:
determiming that a version of the first feature associated

with the first version 1dentifier 1s no longer supported
by the cloud-based application; and

deleting the subset of instructions for the first feature
associated with the first version identifier from the
instruction set.

20. The server computer of claim 6, operations further
comprising;
searching for features associated with a version 1dentifier
designated obsolete; and
deleting a subset of instructions for each feature associ-
ated with a version 1dentifier designated obsolete.
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