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(57) ABSTRACT

In an example, metrics that cause a deviation in data may be
identified by collecting the data for selected metrics stored
in a plurality of tables. A metric vector 1s constructed based
on the data for the selected metrics. A probability density
may be calculated for the metric vector that indicates a
deviation value for the metric vector relative to other metric
vectors. Moreover, an outlier metric from the metric vector
that causes the deviation value for the metric vector may be

identified.
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1
IDENTIFYING DEVIATIONS IN DATA

BACKGROUND

Anomaly detection in multivariate time series 1s a data
mimng task with applications to information technology (IT)
ecosystem modeling, network traflic monitoring, medical
diagnosis: and other domains. Anomaly detection 1s the
identification of items, events or observations that do not
conform to an expected pattern 1n a dataset. Anomalies are
also referred to as outliers, novelties, noise, deviations and
exceptions. Typically, the anomalous 1tems translate to a
particular problem or incident within an application. For
example, a detected anomaly may 1dentily an incident with
a particular server or component in an IT ecosystem, which
may result 1n operational issues that impact production.

BRIEF DESCRIPTION OF THE DRAWINGS

Features of the present disclosure are illustrated by way of
example and not limited 1n the following figure(s), in which
like numerals indicate like elements, in which:

FIG. 1 shows a block diagram of a machine to 1dentify
metrics that cause a deviation in data, according to an
example of the present disclosure;

FIG. 2 shows a flow diagram of a method to Identify
metrics that cause a deviation 1 data, according to an
example of the present disclosure;

FIG. 3 shows a flow diagram of a method to construct a
metric vector based on the data for the selected metrics,
according to an example of the present disclosure; and

FIG. 4 shows a flow diagram of a method to identify an
out her metric from the metric vector, according to an
example of the present disclosure.

DETAILED DESCRIPTION

For simplicity and illustrative purposes, the present dis-
closure 1s described by referring mainly to an example
thereotf. In the following description, numerous specific
details are sot forth 1 order to provide a thorough under-
standing of the present disclosure. It will be readily apparent
however, that the present disclosure may be practiced with-
out limitation to these specific details. In other instances,
some methods and structures have not been described 1n
detail so as not to unnecessarily obscure the present disclo-
sure.

Disclosed herein are examples of a method to identify
metrics that cause a deviation in data, such as time series
data. Also disclosed herein 1s a system for implementing the
methods and a non-transitory computer readable medium on
which 1s stored machine readable instructions that imple-
ment the methods. Methods to 1dentity metrics that cause a
deviation 1n data may be implemented or invoked in opera-
tion control IT ecosystems where metrics are collected as
time series, representing various information collected from
servers, network component or storage components.

According to a disclosed example, metrics that cause a
deviation 1n data may be identified by collecting the data for
selected metrics stored 1 a plurality of tables. A metric
vector may be constructed based on the data for the selected
metrics. According to an example, the metric vector may be
constructed by implementing a simple query syntax that
normalizes the data for the selected metrics within desig-
nated time boundaries and creates a pivot for each node for
the selected metrics. A probability density for the metric
vector may then be calculated to indicate a deviation value
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for the metric vector relative to other metric vectors. Accord-
ing to an example, an alert may be triggered 1n response to
the calculated probability density value reaching a prede-
termined threshold.

Additionally, an outlier metric may be 1dentified from the
metric vector that causes the deviation value for the metric
vector. According to an example, the outlier metric may be
turther identified as the sole cause of the deviation value or
may be i1dentified as directly or inversely correlating with
another metric to cause the deviation value. A report may be
generated that includes a column for the calculated prob-
ability density and a column for the identified outlier metric
to assist an end-user in investigate system anomalies and
determine the root cause of the anomaly.

In other data platform applications, database administra-
tors (DBAs) may build their own library of tools to assist in
their daily tasks. But while graphs and tables are useful, they
do not readily identity anomalies that can result in opera-
tional 1ssues that impact production workloads. The quantity
ol data makes forensic tasks diflicult. These anomalies take
time to identily and the forensic task must generally be
implemented by skilled data analysts who first investigate a
problem statement, and then define what data to measure and
what algorithm to use for the desired outcome. Accordingly;
deep domain knowledge 1s needed to understand the prob-
lem statement, the semantics, and the data availability for
cach specific situation. Often, the expertise required to use
machine learning techniques i1s an insurmountable obstacle
for DBAs.

Accordingly, the disclosed examples provide an ntuitive
and time-eflective method for DBAs to access machine
learning techniques without needing an extensive math
background while using familiar interfaces. The disclosed
examples may implement a simple query syntax to build
machine learning metric vectors out of collected times series
data for selected metrics. Additionally, the disclosed
examples may create two new columns to existing data for
a calculated probability density value and an outlier metric.
This, combined with a Multivariate Gaussian Distribution
algorithm, makes generic anomaly detection accessible to
non-data analyst experts 1n an inexpensive and generic way.

With reference to FIG. 1, there 1s shown g block diagram
ol a machine 100 to 1dentify metrics that cause a deviation
in data according to an example of the present disclosure. It
should be understood that the machine 100 may include
additional components and that one or more of the compo-
nents described herein may be removed and/or modified
without departing from a scope of the machine 100.

The machine 100 1s depicted as including a processor 102,
a data store 104, an input/output interface 100, and an
anomaly defection manager 110. The machine 100 may be
a computer. In one example, the computer 1s a server but
other types of computers may be used. Also, the components
of the machine 100 are shown on a single computer as an
example and 1 other examples the components may exist on
multiple computers. The machine 100 may store a table 1n
the data store 104 and/or may manage the storage of data in
a table stored 1n a separate machine, for instance, through a
network device 108, which may comprise, for instance, a
router, a switch, a hubs etc. The data store 104 includes a
storage device, such as hard disk, memory, etc.

The anomaly detection manager 110 1s depicted as includ-
ing a data mput engine 112, a vector generator engine 114,
a probability engine 116, and an outlier engine 118. The
processor 102, which may comprise a microprocessor, a
micro-controller, an application specific integrated circuit
(ASIC), or the like, 1s to perform various processing func-
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tions in the machine 100. The processing functions may
include the functions of the engines 112-118 of the anomaly
detection manager 110 as discussed 1n greater detail herein
below.

In one example, the anomaly detection manager 110
includes machine readable instructions stored on a non-
transitory computer readable medium 113 and executed by
the processor 102. Examples of the non-transitory computer
readable medium include dynamic random access memory
(DRAM), celectrically erasable programmable read-only
memory (EEPROM), magnetoresistive random: access
memory (MRAM), Memristor, flash memory, hard drive,
and the like. The computer readable medium 113 may be
included in the data store 104 or may be a separate storage
device. In another example, the anomaly detection manager
110 1ncludes a hardware device, such as a circuit or multiple
circuits arranged on a board. In this example, the engines
112-118 comprise circuit components or mndividual circuits,
such as an embedded system or ASIC.

The mput/output interface 106 includes a hardware and/or
a software interface. The mnput/output interface 106 may be
a network interface connected to a network, such as the
Internet an intranet, etc., through the network device 108,
over which the anomaly detection manager 110 may receive
and communicate information, for instance, information
regarding a query. The processor 102 may store information
received through the input/output interface 106 in the data
store 104 and may use the information in implementing the
engines 112-118. The data store 104 may include volatile
and/or non-volatile data storage.

The engines 112-118 of the anomaly detection manager
110 perform an 1dentification of metrics that cause a devia-
tion i data as described herein. The functions of the data
mnput engine 112, the vector generator engine 114, the
probability engine 116, and the outhier engine 110 are
discussed 1n greater detail with respect to methods 200, 300,
and 400 in FIGS. 2, 3, and 4.

FIGS. 2, 3, and 4 respectively depict flow diagrams of
methods 200, 300, and 400 for identifying metrics that cause
a deviation in data according to examples of the present
disclosure. It should be apparent to those of ordinary skill 1n
the art that the methods 200, 300, and 400 represent gener-
alized 1llustrations and that other operations may be added or
existing operations may be removed, modified or rearranged
without departing from the scopes of the methods 200, 300,
and 400. Methods 300 and 400 are related to the method 200
in that methods 300 and 400 1nclude operations in addition
to those included in the method 200. Thus, methods 300 and
400 may be construed as including all of the {features
discussed with respect to the method 200.

With reference to FIG. 2, there 1s shown a flow diagram
of the method 200 to 1dentity metrics that cause a deviation
in data, according to an example of the present disclosure.
The method 200 may be implemented, for instance, by the
processor 102 of machine 100 as depicted 1n FIG. 1.

In FIG. 2, the data input engine 112, for instance, may
collect data, such as time series data, for selected metrics
stored 1n a plurality of tables, as shown in block 210. The
data may represent measured data values from various
components of systems 1n an I'T ecosystem. The stored data
may be fetched from various components 1n the I'T ecosys-
tem (e.g., server components, network components, storage
components, etc.). The collected data for system metrics
may relate to memory, computer processing unit (CPU), and
input/output (10), and the like.

At block 220, the data collector engine 114, for instance,
may construct a metric vector based on the data for the
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selected metrics. That 1s, the data collector engine 114 may
select sample data that contains a fixed set of metrics. For
example, the data collector engine 114 may construct a
metric vector X as the combination of the percent of memory
used X, the percent of CPU used X.,,, and the 10O utilization
X, of a server. Thus, the metric vector X may include
metrics { X, X,, X, }. In a further example, the data collector
engine 114 may compute clusters of two servers. According

to this example, a feature vector X may include metrics {X,,
X5, X5, X, X5, X4}, wherein X X, is the percent of memory
used 1n a respective first and second server, X,, X, 1s the
percent of CPU used in the respective first and second
server, and X, X, 1s the 10 utilization for the respective first
and second server. The construction of the metric vector may
be implemented with a simple query syntax by a non expert
end-user. The construction of the metric vector 1s discussed
in greater detail 1n method 300 below.

At block 230, the probability engine 118, for instance,
may calculate a probability density for the metric vector that
indicates a deviation value for the metric vector relative to
other metric vectors. A machine learning algorithm may be
implemented to calculate the probability density for the
metric vector. The machine learning algorithm may include,
but 1s not limited to, a Multivariate Gaussian Distribution
algorithm, a Bayesian linear regression algorithm, and neu-
ral network algorithms. In an example, the probability
engine 116 may implement a Multivariate Gaussian Distri-
bution algorithm on the metric vector to calculate its prob-
ability density value.

The probability density p(x) may be calculated using the
Multivariate Gaussian Distribution equation defined below:

plx) =

Z (x — ;.s)] wherein

1 1
e Leeu
(27)2 2] 2

1l & . .
Z =—) - -
i=1

As depicted 1n the formulas above, x 1s the metric vector,
u 1s a mean distribution vector, 2 1s a covariance matrix, m
1s number of samples, and n 1s the dimension of the feature
vectors. An open source Java linear algebra library, such as
Eflicient Java Matrix Library, may be utilized by the prob-
ability engine 116 to perform the required matrix math.

According to an example, a very small probability density
in relation to other metric vectors may indicate that the
metric vector 1s an anomaly. For instance, the anomaly
detection manager 110 may generate a report including a
column for the calculated probability density. Once the
anomaly detection manager 110 has monitored the probabil-
ity density value over a period of time, the probability
engine 118 may trigger an alert 1n response to the calculated
probability density value reaching a predetermined thresh-
old according to an example. The predetermined threshold
may be selected by an end-user or automatically determined
by the anomaly detection manager 110.

At block 240, the outlier engine 118, for instance, may
identily an outlier metric from the metric vector that causes
the deviation value for the metric vector. As discussed in
block 230, the probability engine 116 may calculate a
probability density for the metric vector and determine that
the metric vector 1s an anomaly relative to other metric
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vectors. However, when many metrics are involved, guess-
ing which metric caused the probability density value p(x) to
tend to zero 1s nearly impossible. Thus, an outlier metric
from the metric vector that causes the deviation value for the
metric vector may be identified according to an example.
The 1dentification of the outlier metric 1s discussed 1n greater
detail 1n method 400 below.

According to an example, the anomaly detection manager
110 may generate a report including a column for the
calculated probability density value at block 230 and a
column for the i1dentified outlier metric value identified at
block 240. From an end-user’s standpoint, generating the
report involves entering a simple query syntax into the 10
interface 106 as discussed 1n greater detail 1n method 300
below. In this case, the two columns, the calculated prob-
ability density value and the i1dentified outlier metric value,
are automatically added according to an example. For visu-
alization, a user may add visualization commands 1n a query
so that both time-series graphing and zoom capability can be
used i conjunction with these two new report columns.
Thus, end-users of this report may sort on the calculated
probability density values and analyze the smallest values.
These smallest values may represent the anomalies. Addi-
tionally, using the outlier metric value along with the graph
zooming capability, end-users may narrow down their inves-
tigation on specific outlier metrics.

With reference to FIG. 3, there 1s shown a tlow diagram
of the method 300 to construct a metric vector based on the
data for the selected metrics, according to a further example
of the present disclosure. The method 300 may be imple-
mented, for mstance, by the processor 102 of machine 100
as depicted i FIG. 1.

Memory, CPU and 10 data, for instance, are typically
stored 1n three different tables. Thus, end-users may try to
construct a metric vector by combining these three tables
using a SQL JOIN statement. However, 1n order to join the
fables, a common column between each table 1s required to
serve as a marker, which indicates that data with same values
in the common columns are “joined” together. The common
“701n” column 1s naturally the data collection timestamp
column, but since the collected time series data for the
selected metrics are asynchronous and time drift among
cluster nodes 1s common, the timestamps in each table do
not contain common values to join on.

Additionally, storing similar time series data values for
different nodes may typically be implemented by adding a
column 1n a particular metric table to define the node on
which the metric was collected. According to an example,
the metric vector may dynamically generate a pivot for each
different node. That 1s, the metric vector, for instance, may
generate the node column into as many columns as there are
distinct values 1n 1t. Standard SQL, however, does not
support the dynamic creation of a pivot for each node. For
example, transitioming from a table including a timestamp
column, a CPU utilization column, and a server node
column to a metric vector that will dynamically create one
column for each server node for distinct CPU utilization data
1s not something that standard SQL supports.

According to an example, the method 300 may construct
a metric vector by aligning the collected data for the selected
metrics within designated time boundaries to provide a
common column between each table to perform an 1n-
memory join. Additionally, the method 300 may create as
many columns as needed to accommodate the number of
distinct nodes 1n the node column of a particular metric
table.
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At block 310, the vector generator engine 114, for
instance, may receive a simple query syntax to construct the
metric vector discussed above in block 220 of FIG. 2. The
simple query syntax may be received at the vector generator
engine 114 from an end-user via the 10 interface 108. For
example, a JavaScript Object Notation (JSON) derived
simple query syntax 1s shown below.

TimeseriesMetricMatrix = {"smartJoinQueries":[

{"sqlQuery":"select samplingTS, nodeName, memPct from
":"nodeName"},

", Vseries":
select samplingTS, nodeName, cpuPct from

memTable",
{llsquueryu:u
series”:"nodeName" },

cpuTlable",”
{"sqlQuery":"select samplingTS, nodeName, IO from
ioTable","series":"nodeName" }],
"samplingRate":2,"multivariateGaussian':true };

An end-user may nput this simple query syntax into the
vector generator engine 114 to construct metric vectors out
of data with non-synchronized sampling times that are
stored 1n the metrics tables (e.g., memTable, cpuTable, and
the 10Table). According to an example, the vector generator
engine 114 may recognize this simple query syntax as
needing a special in-memory join. The vector generator
engine 114 may then perform each select statement from
sqlQuery to sample the time series data according to an
example.

At block 320, the vector generator engine 114 may
normalize the data for the selected metrics within designated
time boundaries. That 1s, for 1nstance, the vector generator
engine 114 may align the time series data within samplin-
gRate time boundaries. In the simple query syntax above,
the time series data 1s aligned within 1 minute samplingRate
time boundaries. That 1s, because the base sampling rate 1s
30 seconds and “sampling Rate”:2 denotes two times 30
seconds.

At block 330; the vector generator engine 114 may create
a pivot column in the metric vector for each node in the
metrics tables (e.g., memTable, cpuTlable, and the 10Table).
That 1s, for 1instance, because the time series data 1s aligned
within designated time boundaries, the vector engine 114
may create as many columns as needed in the metric vector
to accommodate the number of nodes found in the node-
Name column of the metrics tables. According to an
example, the vector generator engine 114 may dismiss any
metric vector that contains null values.

At block 340, an end-user may trigger a probability
density calculation by setting “multivariateGaussian” to true
in the simple query syntax. Accordingly, the vector genera-
tor engine 114 may trigger the probability engine 116 to
Implement Multivariate Gaussian Distribution on the data
for the selected metrics as discussed at block 230 1n FIG. 2.

With reference to FIG. 4, there 1s shown a flow diagram
of the method 300 to identily an outlier metric from the
metric vector, according to a further example of the present
disclosure. The method 400 may be implemented, for
instance, by the processor 102 of machine 100 as depicted
in FIG. 1.

As discussed at block 230 i FIG. 2, a very small
probability density of the metric vector relative to other
metric vector may indicate an anomaly. However, when
many metrics are involved, 1t may prove difficult for an
end-user to figure out which metric causes the probability
density of the metric vector to tend to zero. Accordingly, the
method 400 of FIG. 4 provides an end-user with an indica-
tion of a likely outlier metric that caused the deviation value
for the metric vector.
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Referring to the Multivariate Gaussian Distribution equa-
tion above, the probability density p(x) tends to zero as
(x—w)* 21 (x—w) tends to a large positive number. This part of
the Multivariate Gaussian Distribution equation translates
info multiplying the metric vector x minus mean distribution
values 1 with a number coming from the (x—u)’Z' com-
putation. As an example, let X=(x-n)={X,, X,, X5 ... X, }
and R=(x-n)’Z'={R,, R,, R, . . . R.}, where k varies
between 1-n, n being the number of metrics. In other words,
cach vector may have unlimited dimensions. Accordingly,
the product of (x—-p)’Z7'(x-u)=R,X,+R. X, +R. X+ . . .
R X,.

At block 410, the outlier engine 118, for instance, may
select a maximum outlier product from the multiplication of
(x-n)’="" and (x-p). That is, the outlier engine 118 may

select a maximum product, for instance, R X , from R, X, +
R, X, +R, X, + . .. R, X, as the outhler product.

At block 420, the outlier engine 11B, for instance, may
compare a first metric from the maximum outlier product
that is equal to (x-w)’Z~' to a second metric from the
maximum outlier product that 1s equal to (x—u). In other
words, the outlier engine 118 may compare the first metric
R_ with the second metric X  to determine whether the
second metric X 1s the sole cause of the deviation value or
whether the second metric X correlates with another metric
X, to cause the deviation value.

At block 430, 1n response to the second metric being
greater than the first metric, the second metric 1s determined
to be the sole outlier metric that causes the deviation value.
That 1s, for mnstance, if X >R_, then the effect of (x_—u)_ 1s
bigger than the effect of ((x-p)*Z~"). and the outlier engine
118 may determine that the outlier metric column X _ solely
impacts the deviation of the probability density p(x) because
X_ 1s very far from zero 1n regard to 1ts expected variance.

At block 440, 1n response to the second metric being less
than the first metric, the second metric 1s determined to
correlate with the another metric to cause the deviation
value. Thai 1s: for instance, if X <R , then the effect of
(x-w)*Z71). is bigger than the effect of (x_—1_). Therefore,
the outlier engine 118 may determine that a correlation of X
with another metric X, causes the anomaly.

At block 450, the outlier engine 118 may i1dentity the
another metric X that correlates with the outlier metric to
cause the anomaly. According to an example, the outlier
engine 118 may compute a correlation matrix C based on X
using the formula C, =2, J/\/ZI.!I.ZJ. ; to 1dentity the another
metric X, that likely correlates with the outlier metric X to
cause the anomaly. According to the formula, C 1s a sym-
metric matrix that contains numbers between -1 and 1,
which represent the degree of correlation between the sec-
ond metric 1, and the another metric 1. For example, 1 1s the
perfect correlation, -1 perfect inverse correlation, and O
represents totally independent variables. The outlier engine
118 may then compute the maximum ot |C, .| and report the
column index j along with a sign ot C_ ; that indicates a direct
correlation or an 1nverse correlation.

Thus, the outlier engine 118 may 1dentify three possible
results when reporting an 1dentified outlier metric according
to an example. First, for instance, the outlier engine 118 may
identify that a first column 1s deviating from 1ts mean value
significantly. Second, the outlier engine 118 may identily
that the first column in direct correlation with a second
column 1s deviating from 1ts mean value signmificantly. Third,
the outlier engine 118 may 1dentity that the first column in
iverse correlation with a second column 1s deviating from
its mean value significantly.
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According to the disclosed examples, an end-user may
generate a report that includes anomaly detection using a
simple query syntax that generates a metric vector and
invokes a machine learning technique. In this case, two
columns are automatically created. The two created columns
represent the calculated probability density value of the
metric vector and the identified likely outlier metric its
possible correlations. For visualization, end-users may add
commands 1n the query so that both time-series graphing and
zoom capability may be used 1n conjunction with these two
new columns. Accordingly, end-users of this report simply
run the simple query syntax, sort on the calculated prob-
ability density value column and analyze the smallest val-
ues, which represent the anomalies. Using the hint from
outlier metric column along with the graph zooming capa-
bility, end-users may narrow down their investigation on
outlier metrics.

What has been described and illustrated herein are
examples of the disclosure along with some variations. The
teems, descriptions and figures used herein are set forth by
way of 1illustration only and are not meant as limitations.
Many varniations are possible within the scope of the disclo-
sure, which 1s intended to be defined by the following
claims—and their equivalents—in which all terms are meant
in their broadest reasonable sense unless otherwise 1ndi-
cated.

What 1s claimed 1s:

1. A method implemented 1n operation control informa-
tion technology environment, to identily metrics that cause
a deviation 1n data, comprising;:

collecting, by a processor, the data for selected metrics

stored 1n a plurality of tables, wherein the data includes
operational data fetched from one or more system
components comprising servers, network components
or storage components;

constructing a metric vector based on the data for the

selected metrics,

wherein the selected metrics include a percent of memory

used by a server, a percent of a computer processing
unit (CPU) used by the server, or an input/output
utilization of the server monitored over a period of
time;

calculating a probability density for the metric vector that

indicates a deviation value for the metric vector relative
to other metric vectors,

wherein the calculating of the probability density for the

metric vector includes implementing a Multivanate

Gaussian Distribution algorithm; and

identifying an outlier metric from the metric vector that

causes the deviation value for the metric vector,

wherein the identifying of the outlier metric includes:

selecting a maximum outlier product from the multi-
plication of (x-p)’X~" and (x-p), where x is the
metric vector, 1 1s a mean distribution vector, and 2
1S a covariance matrix, and

determining the outlier metric based on the maximum
outlier product; and detecting anomaly associated
with the one or more system components based on
the outlier metric.

2. The method of claim 1, wherein the determining of the
outlier metric includes comparing a first metric from the
maximum outlier product that is equal to (x-pu)’2Z™" to a
second metric from the maximum outlier product that 1s
equal to (x-u).

3. The method of claim 2, wherein the second metric 1s
identified as the outlier metric that solely causes the devia-
tion value responsive to the second metric being greater than
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the first metric, and the second metric 1s i1dentified as
correlating with another metric to cause the deviation value
responsive to the second metric being less than the first
metric.

4. The method of claim 3, wherein 1dentifying the another
metric includes:

calculating C; =2, J\/Z:;j , to determine the another met-
ric, where C 1s a correlation matrix representing the
degree of correlation between the second metric 1 and
the another metric j;

computing the maximum value ot IC, [; and

reporting the another metric 1 and a direct or inverse
correlation between the second metric 1 and the another
metric j represented by a sign of C, .

5. The method of claim 1, wherein the constructing of the

metric vector includes:

normalizing the data for the selected metrics within
designated time boundaries; and

creating a pivot for each node of the selected metrics,

wherein the normalizing of the data for the selected
metrics and the creating of the pivot for each node of
the selected metrics are implemented by an in-memory
101n syntax.

6. The method of claim 1, including triggering an alert
responsive to the calculated probability density value reach-
ing a predetermined threshold.

7. The method of claim 1, including generating a report,
wherein the report includes a column for the calculated
probability density and a column for the identified outlier
metric.

8. A system for operation control information technology
environment, to identily metrics that cause a deviation 1n
data, comprising;:

a processor and a memory;

a data collector engine stored 1n a memory, executed by
the processor, to collect the data for selected metrics
stored 1n a plurality of tables, wherein the data includes
operational data fetched from one or more system
components comprising servers, network components
Or storage components;

a vector generating engine, stored i the memory, to
construct a metric vector based on the data for the
selected metrics, wherein the selected metrics include a
percent of memory used by a server, a percent of a
computer processing unit (CPU) used by the server, or
an 1put/output utilization of the server monitored over
a period of time;

a probability engine, stored in the memory, to calculate a
probability density for the metric vector using a Mul-
tivariate Gaussian Distribution algorithm, wherein the
probability density indicates a deviation value for the
metric vector relative to other metric vectors; and

an outlier engine, stored 1in the memory, to 1dentify an
outlier metric from the metric vector that causes the

deviation value for the metric vector, wherein the

identifying of the outlier metric includes:

selecting a maximum outlier product from the multi-
plication of (x-pw)’2™" and (x-p), where x is the

metric vector, u 1s a mean distribution vector, and X

1S a covariance matrix, and
determining the outlier metric based on the maximum

outlier product; and detecting anomaly associated
with the one or more system components based on

the outlier metric.
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9. The system of claim 8, wherein to determine the outlier
metric the outlier engine 1s to:
compare a first metric from the maximum outlier product
that is equal to (x-p)’2™" to a second metric from the
maximum outhier product that 1s equal to (x-u);

in response to the second metric being greater than the
first metric, identily the second as the outlier metric that
solely causes the deviation value; and

in response to the second metric being less than the first

metric, identily the second metric as correlating with
another metric to cause the deviation value.
10. The system of claim 9, wherein to identify the another
metric, the outlier engine 1s to:
calculate C, =%, J/\/ 2, 2, 1o determine the another metric,
where C 1s a correlation matrix representing the degree
of correlation between the second metric 1 and the
another metric j;

compute the maximum value ot |C, |, and

report the another metric 1 and a direct or inverse corre-
lation between the second metric 1 and the another
metric j represented by a sign of C, ..

11. The system of claim 8, wherein to construct a metric
vector, the vector generating engine 1s to:

normalize the data for the selected metrics within desig-

nated time boundaries; and

create a pivot for each node of the selected metrics,

wherein the normalizing of the data for the selected

metrics and the creating of the pivot for each node of
the selected metrics are implemented by an in-memory
j01n syntax.

12. A non-transitory computer readable medium including
machine readable instructions executable by a processor in
operation control information technology environment, to:

collect data for selected metrics stored 1n a plurality of

tables, wherein the data includes operational data
fetched from one or more system components compris-
ing servers, network components or storage compo-
nents;

construct a metric vector based on the data for the selected

metrics, wherein the selected metrics include a percent
of memory used by a server, a percent of a computer
processing unit (CPU) used by the server, or an mput/
output utilization of the server monitored over a period
of time;

calculate a probability density for the metric vector using

a Multivariate Gaussian Distribution algorithm,
wherein the probability density indicates a deviation
value for the metric vector relative to other metric
vectors; and

identity an outlier metric from the metric vector that

causes the deviation value for the metric vector,
wherein the identifying of the outlier metric includes:

selecting a maximum outlier product from the multi-
plication of (x-u)’=Z~" and (x-u), where x is the
metric vector, u 1s a mean distribution vector, and X
1S a covariance matrix, and

determining the outlier metric based on the maximum
outlier product; and detecting anomaly associated
with the one or more system components based on
the outlier metric.
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