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AGENT-BASED MONITORING OF
NETWORK RESOURCES

TECHNICAL FIELD

This disclosure relates to computer networks, and more
specifically, to monitoring and optimizing the performance
ol one or more aspects of the network.

BACKGROUND 10

Enterprise networks, especially large enterprise networks,
require significant etforts to maintain and administer. Appli-
cations, processes, services, and other aspects ol an enter-
prise application may, at times, exhibit poor performance 15
and/or become noperable. Identifying and diagnosing the
cause of the poor performance or moperability 1s often not
casy. Some enterprise networks are configured to send alerts
to network administrators when a performance 1ssue arises,
but such alerts are not always reliable or informative. 20

SUMMARY

In one example, this disclosure describes a method com-
prising receiving, by a computing system in a network, 25
criticality information about a node included within the
network; identifying, by the computing system, a status
change associated with the node; determining, by the com-
puting system and based on the criticality information about
the node, an 1mpact resulting from the status change; deter- 30
mimng, by the computing system and based on the deter-
mined 1mpact, whether to communicate information about
the determined impact; and sending, by the computing
system, an alert about the determined 1mpact.

In another example, this disclosure describes a method 35
comprising determining, by a computing system, a criticality
assessment for each of a plurality of nodes within a network;
configuring, by the computing system, a plurality of agents
executing on a plurality of hosts within the network, wherein
the plurality of agents are configured, based on the criticality 40
assessments, to monitor at least some of the plurality of
nodes for status changes; receiving, by the computing sys-
tem, information about a new node has been added to the
network; determining, by the computing system, for an
allected node, an updated criticality assessment; and recon- 45
figuring, by the computing system and based on the updated
criticality assessment, an agent included within the plurality
of agents that monitors the affected node.

In another example, this disclosure describes a system
comprising a storage device; and processing circuitry having 50
access to the storage device and configured to: recerve
criticality mformation about a node included within a net-
work, 1dentify a status change associated with the node,
determine, based on the criticality imformation about the
node, an 1mpact resulting from the status change, determine, 55
based on the determined impact, whether to communicate
information about the determined 1mpact, and send an alert
about the determined 1mpact.

In another example, this disclosure describes a system
comprising a storage device; and processing circuitry having 60
access to the storage device and configured to: determine a
criticality assessment for each of a plurality of nodes within
a network, configure a plurality of agents executing on a
plurality of hosts within the network, wherein the plurality
of agents are configured, based on the criticality assess- 65
ments, to monitor at least some of the plurality of nodes for
status changes, receive mformation about a new node has

2

been added to the network, determine, for an aflected node,
an updated criticality assessment, and reconfigure, based on
the updated criticality assessment, an agent included within
the plurality of agents that monitors the aflected node.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A and FIG. 1B are conceptual diagrams 1llustrating,
example systems 1n which one or more enterprise applica-
tions are executing 1 a computing environment, 1 accor-
dance with one or more aspects of the present disclosure.

FIG. 2 1s a block diagram 1llustrating an example system
for monitoring one or more applications and/or nodes oper-
ating 1n a computing environment, 1n accordance with one or
more aspects of the present disclosure.

FIG. 3 1s a block diagram illustrating another example
system for monitoring one or more applications and/or
nodes operating in a computing environment, 1n accordance
with one or more aspects of the present disclosure.

FIG. 4A through FIG. 4F are conceptual diagrams 1llus-
trating example user interfaces presented by an example
client device 1n accordance with one or more aspects of the
present disclosure.

FIG. SA and FIG. 3B are conceptual diagrams illustrating
example alert user interfaces presented by an example

mobile device 1n accordance with one or more aspects of the
present disclosure.

FIG. 6 15 a flow diagram illustrating an example process
for performing tasks in accordance with one or more aspects
of the present disclosure.

DETAILED DESCRIPTION

This disclosure describes, in some examples, a monitoring,
platform to provide integrated system that ingests, corre-
lates, and provides alerts for monitored data relating to
nodes, which may include applications, components (inira-
structure), services, containers, and network components. In
some examples described herein, monitoring of all the
nodes, services, and applications 1s not only done 1indepen-
dently, but 1s also performed by correlating the monitoring
with other nodes, services, and applications. A hierarchy
diagram format may be used to illustrate, in a user interface,
services that correlate with other services, and that are
monitored 1n a correlated way. For instance, techniques are
described for momnitoring a hierarchical system of one or
more web servers, application servers, coherent servers, and
database servers in a correlated way by pinging each com-
ponent and evaluating the response. In some examples, a
central umit for monitoring that uses a pull mechanism for
collecting data 1s not necessary.

Systems described herein may momitor a wide range of
nodes, which may include services, applications, and net-
work components and their availability by, for example, not
only checking endpoints, but also internal parameters and
aspects ol such nodes.

Systems described herein may also have the ability to
analyze the impact of any outage by applying an intelligent
algorithm for calculating the impact on services aflected by
any outage. If there 1s any outage 1n a node, for example, the
algorithm will calculate 1ts impact on the associated service,
analyze the impact on the overall application, and analyze
the impact on any other application associated with the node
and the computing infrastructure. In this way, it may be
possible to accurately assess the impact of any particular
outage so that 1t can be dealt with accordingly.
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In some examples, agents are deployed at the edges of the
network and are imitially configured to operate autono-
mously, although the agents can be controlled or configured
in a remote and/or centralized manner. When an outage 1s
detected, one or more agents may be configured to send an
alert to a network administrator, without routing the alert or
information underlying the alert through a centralized alert-
ing system. Accordingly, alerts sent by the agents may be
sent 1n a near or seemingly near real-time manner.

Agents may also be configured to automatically discover
any new service starting on a host, and automatically add the
new service to the network’s service hierarchy, along with
any corresponding flow of traflic. This process may be
performed by requiring little or no human interaction, as
most of the tasks performed by the agents are performed
autonomously. User interfaces presented based on the net-
work’s service hierarchy may also be similarly updated 1n an
automated fashion.

Automatic discovery of new nodes, services, and/or appli-
cations may 1mvolve application of rules, templates, discov-
ery templates, and mapping templates. Rules are set of
explicit or understood regulations or principles governing
conduct within a particular activity. Templates are a set of
rules, used so that the format does not have to be recreated
cach time 1t 1s used. Templates can be classified as either
“discovery templates,” or “mapping templates.” Discovery
Templates generally include several sets of rules that deter-
mine how the discovered new node/service will be classi-
fied. Mapping Templates generally include a set of rules that
determine how the discovered new node/service will be
mapped into a hierarchy diagram.

Accordingly, this disclosure describes, in some examples,
techniques for monitoring a full range of the services and
layers of applications deployed in an enterprise network,
both monitored individually as well as with respect to each
other. In some examples, the monitoring 1s done without
requiring a central monitoring unit, which may reduce
latency 1n performing the monitoring. In some examples,
techniques for not only performing endpoint monitoring, but
also for performing monitoring on components within the
network, such as ports, URLSs, processes, servers, network
components, and containers.

This disclosure further describes an alerting platform in
which an intelligent 1mpact analyzer algorithm 1s used to
provide not only alerts when an outage occurs, but also
provide information about any services aflected by the
outage and 1ts impact on the overall system. By using a
decentralized approach for enterprise level monitoring using
agents to monitor services deployed on the network, the
monitoring can be performed independently without any
single point of failure. The monitoring can also be per-
tformed remotely, while still being controlled or configured
by an administrator or another configuration device if
required. A number of different types of alerts are described,
including near or seemingly near real-time alerts based on
severity and/or priority and threshold-based alerts.

Also described are autonomous discovery techniques that
enable the discovery of services across edges, and/or auto-
matic detection of any new service in the hierarchy diagram
along with the flow of traflic.

At least some prior art enterprise networks and applica-
tions are monitored using a centralized approach, which
often lacks the capability to perform real-time alerting,
typically because processing 1s required before the alert can
be sent to a network administrator). Moreover, some enter-
prise monitoring systems only perform endpoint monitoring,
tor all the services and applications deployed in the network.
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Such endpoint monitoring might only monitor outcomes,
without regard to how any event impacts the system in a
correlated way. Also, an event may affect a significant
number of the services being provided, and there may also
be a significant impact on the entire system, but endpoint
monitoring systems might not provide useful information
about such impacts. Also, 1n prior monitoring systems, when
a new service 1s added, manual and tedious eforts are often
required to deploy the new service, consuming significant
administrator time and causing reduced efliciency. Often,
with prior systems, 1t 1s very dithcult, if not impossible, to
monitor an entire system, including all 1ts ports, services and
applications, i one platiorm simultaneously.

Prior art monitoring systems sometimes use a centralized
monitoring approach, which is often not only inethcient, but
also lacked many capabilities for eflective monitoring. In
some cases, a centralized system architecture results in only
a view (e.g., 20%) of the entire system, which makes
monitoring all the nodes, services, applications and all other
infrastructure simultaneously 1n a correlated way very dii-
ficult.

Further, prior art monitoring systems also tend to be
unable to perform threshold-based alerting, and also unable
to perform 1mpact analyzing using an intelligent algorithm
capable of providing intelligent alerts along with an assess-
ment of the impact of the outage. Often, alerts sent by prior
art systems were not prioritized appropriately, i at all.

Still further, prior art monitoring systems may also be
based on a design that results in a single point of failure,
meaning that if certain components are rendered moperable,
the whole alerting system 1s susceptible to being taken
offline. This can lead to the dreadful situation where the
alerting system 1s not providing any alerts for a significant
outage.

Advantages realized by techniques described herein may
include:

1) A user interface that provides a single pane of glass,
providing a view ol monitoring data for the applications
across nodes, layers, services, and the like. Such a user
interface may help reduce mean time to 1nvestigate (MTTI)
and mean time to resolve (IMTTR) 1ssues, thereby improving
the developer productivity and service quality.

2) A capability for monitoring services in a hierarchical
fashion, thereby enabling a network administrator to moni-
tor several layers of a service simultaneously. User interface
clements can provide information can provide a dashboard
of information about the status and upkeep of services
without the need for manually checking all the services
thoroughly, and thereby reducing significant time consump-
tion 1n performing monitoring tasks.

3) Monitoring 1s performed not only at the endpoint of
services but also services are monitored by the agents in an
autonomous way with minimal human intervention. The
monitoring 1s performed for some or the servers, networks,
storage, and other components.

4) An telligent impact analyzer algorithm 1s used to
provide the impact of an outage on the whole system (1.e. the
impact of any outage may provide the impact analysis
relating to the service, as well the impact analysis relating to
the overall application).

5) Autonomous agents are placed 1 or with the applica-
tions 1n a manner such that they are spread across the
network 1 a decentralized way. The agents operate to check
the availability of every service. In case of any outage, the
agents act 1n an autonomous way to alert a network admin-
istrator without, 1n some cases, engaging a centralized
system, and thereby efliciently commumnicating the alert.
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6) Automatic discovery of new services and automatically
determining the service’s place 1n any hierarchical service
structure, and any corresponding hierarchical user interface.

FIG. 1A and FIG. 1B are conceptual diagrams 1llustrating,
example systems in which one or more enterprise applica-
tions are execufing in a computing environment, 1 accor-
dance with one or more aspects of the present disclosure. In
the example of FIG. 1A, system 100 includes one or more
mobile devices 108 and one or more client devices 115
connected, via network 105, with data center stacks or data
center platiorms 140A through 140N. Each platform 140A
through platform 140N may represent a collection of hard-
ware devices, software components, and/or data stores that
can be used to implement one or more applications or
services within a data center or across data centers.

In this disclosure, platform 140A through platform 140N
may be collectively referred to as “platforms 140,” and may
represent any number of platforms. Similarly, for other
components, devices, modules, or other 1tems that are 1llus-
trated or described herein using a similar numbering and
letter convention, such components, devices, modules, or
items may correspondingly be referred to collectively 1n a
similar fashion, and may represent any number of such
components, devices, modules, or items.

Each of platforms 140 may include one or more physical
or virtual computing devices. In the example of FIG. 1A,
platform 140A includes load balancer 150, web servers 160,
application servers 170, and databases 180. Platform 1408
through platform 140N may be similarly configured,
although for ease of illustration, no devices are shown within
platform 140B through platform 140N in FIG. 1A or FIG.
1B. In FIG. 1A, one load balancer 150 and two web servers
160 are shown within platform 140A, although 1n other
examples, any number of load balancers 150 and web
servers 160 may be used. Similarly, 1n the example of FIG.
1A, application servers 170 includes application server
170A, application server 170B, and application server 170C.
In other examples, a different number of application servers
170 may be deployed. Further, FIG. 1A illustrates database
180A and database 180B, but a diflerent number of data-
bases 180 may be used in other examples. FIG. 1B corre-
sponds to FIG. 1A after the web server 160C has been
deployed within platform 140A.

In both FIG. 1A and FIG. 1B, system 100 further includes
central monitoring system 110. As described herein, central
monitoring system 110 performs functions relating monitor-
ing, criticality assessment, and/or performance management
for system 100 1n accordance with one or more aspects of the
present disclosure. Central monitoring system 110 interacts
with one or more monitoring agents that are deployed within
platforms 140. Monitoring agents may monitor the operation
and/or resource usage of various nodes within platforms
140. Monitoring agents may also monitor activity and/or
communications between platforms 140 within system 100,
and/or otherwise within system 100. As used herein, a
“node” refers to any device, component, or system capable
of being momitored, including load balancers, servers, ports,
URLs, applications, processes, intertaces between applica-
tions or processes, containers, virtual machines, databases or
data stores, network components, or other components 1llus-
trated 1n the figures.

One or more nodes may be included within platforms 140.
Such nodes or platforms may include virtual and physical
computing devices. In some examples, each virtual or physi-
cal computing device may include a monitoring agent. For
example, as shown 1n the example of FIG. 1A, load balancer
150 includes momitoring agent 151, which 1s a module that
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6

monitors one or more aspects of load balancer 150. Simi-
larly, monitoring agents 161 (monitoring agent 161A and
monitoring agent 161B) execute on web server 160A and
web server 160B (“web servers 160”) and monitor one or
more aspects ol web servers 160. Monitoring agents 171
execute on application servers 170 and monitor one or more
aspects of application servers 170. Monitoring agents 181
execute on databases 180 and monitor one or more aspects
of databases 180. In some examples, each of monitoring
agent 151, monitoring agents 161, monitoring agents 171,
and/or monitoring agents 181 run on a low-level computing
infrastructure of platform 140A that provides computational
resources to execute applications. In other words, one or
more of monitoring agent 151, momnitoring agents 161,
monitoring agents 171, and/or monitoring agents 181 may
execute on a bare-metal host device, a virtual machine, a
container, or the like.

An additional client device 130 1llustrated in FIG. 1A and
FIG. 1B may be operated by a network administrator. In
some examples, client device 130 may present one or more
user interfaces 131, providing information, visibility, and
services relating to and/or facilitating monitoring of aspects
of system 100.

In the example of FIG. 1A, platform 140 may provide
services to users of one or more client devices 115. For
instance, 1 the example of FIG. 1A, network 105 receives
a signal originating from a client device (e.g., client device
115) operated by an end user, and directs the signal to load
balancer 150. Load balancer 150 detects a request over
network 105 originating from client device 115. Load bal-
ancer 150 determines that the request specifies a network
address or URL. Load balancer 150 load balances the
request to one of web servers 160, such as web server 160A.
Web server 160A analyzes the request and directs the request
to one of application servers 170, based on the service
associated with the request. In one example, web server
160A directs the request to application server 170B. Appli-
cation server 170B processes the request by performing
computing operations called for by the request. In some
examples, application server 170B may process the request
through execution of one or more microservices, virtual
machines, or containers executing on application servers
170B. Application server 170B responds to the request by
sending a responsive signal through one or more of web
servers 160 (e.g., web server 160A), through load balancer
150, and through network 105 to the onginally-requesting
client device 115.

In accordance with one or more aspects of the present
disclosure, central monitoring system 110 may gather infor-
mation about system 100 from one or more sources. For
instance, 1 some examples, central monitoring system 110
may collect information about system 100 based on user
input. In the example of FIG. 1, central monitoring system
110 detects input over network 105 that 1t determines
corresponds to a signal from client device 130. The signal
may correspond to mput from a user of client device 130,
operated by a network administrator configuring central
monitoring system 110. Central monitoring system 110
determines that the signal includes information about system
100. Central monitoring system 110 further determines that
the signal includes a description of the structure, arrange-
ment, hierarchy, and/or configuration of one or more plat-
forms 140. In the example of FIG. 1, the information
specifies that for platform 140A, load balancer 150 load
balances service requests received over network 105 to two
web servers 160 (e.g., web server 160A and web server

160B). The information further specifies that plattorm 140A
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includes three application servers 170 and two databases
180. The information may also contain iformation about
nodes, including ports, URLSs, processes, applications, serv-
ers, virtualized computing instances (e.g., virtual machines
and containers) executing on one or more computing devices 5
within platform 140A, and other information. Similarly, the
information may include information about nodes included
within other platforms 140, including platform 140B
through platform 140N. Central monitoring system 110 may
store some or all of the information 1n data store 111. 10

Alternatively, or in addition, central monitoring system
110 may gather information about system 100 based on
information received from one or more components or
computing devices within system 100. For instance, in the
example of FIG. 1A, one or more monitoring agents execut- 15
ing on load balancer 150, web servers 160, application
servers 170, databases 180, and/or other computing devices
may send one or more signals over network 105. Central
monitoring system 110 may detect one or more signals, and
determine that the signals correspond to information about 20
the configuration of platform 140A. The information may
describe the structure, arrangement, hierarchy, and/or con-
figuration of the nodes within platform 140A. Central moni-
toring system 110 may also detect one or more signals over
network 105 and determine that the signals correspond to 25
information about the configuration of platform 1408
through platform 140N. The information received by central
monitoring system 110 may be 1n response to a query 1ssued
by central monitoring system 110 over network 105, or may
be independently reported by devices, components, comput- 30
ing devices of platforms 140, and/or monitoring agents
executing on such devices, components, and/or computing
devices. Central monitoring system 110 may store some or
all of the mnformation n 111.

Central monitoring system 110 may make a criticality 35
assessment of components of system 100. For instance, 1n
the example of FIG. 1A, central monitoring system 110 may
use information stored within data store 111 to determine the
hierarchy of the nodes and/or components and systems
included within each of platforms 140, and relationships 40
between various such nodes, components, and systems.
Central monitoring system 110 may determine, for example,
that since platiorm 140A includes two web servers, each of
web servers 160 shares 50% of the load balanced by load
balancer 150. If one of web servers 160 were to become 45
inoperable, the functions performed by each of the web
servers 160 would be impacted at a rate of 50%. Accord-
ingly, in some examples, central monitoring system 110 may
determine that each of web servers 160A and web server
1608 has criticality factor of 50%. In another example, 1 50
there were three web servers 160 within platform 140,
central monitoring system 110 may determine that each of
web servers 160 has a criticality factor of 33%. For four web
servers 160, central monitoring system 110 may determine
that each of web servers 160 has a criticality factor of 25%. 55
Similarly, central monitoring system 110 may make criti-
cality assessments for other nodes and/or devices within
plattorm 140A, such as load balancer 150, application
servers 170, and/or databases 180. In addition, central moni-
toring system 110 may perform similar criticality assess- 60
ments for components and/or devices within each of plat-
forms 140 illustrated in FIG. 1A.

Central monitoring system 110 may configure one or
more monitoring agents executing on computing devices
associated with platforms 140. For instance, in the example 65
of FIG. 1A, central momtoring system 110 may output a
signal over network 105. Monitoring agent 151 executing on
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load balancer 150 detects a signal over network 105. Moni-
toring agent 151 determines that the signal includes infor-
mation about what aspects of load balancer 150 to monitor
and/or how and when to report status changes, such as error
conditions, resource utilization changes, and other changes
associated with load balancer 150 or any processes, appli-
cations, or virtual computing instances executing on moni-
toring agent 151. Monitoring agent 151 may store, inter-
nally, some of all of the information received from central
monitoring system 110. In a similar manner, central moni-
toring system 110 may communicate configuration informa-
tion to one or more other monitoring agents associated with
other nodes or computing devices within platform 140A,
such as web servers 160, application servers 170, and/or
databases 180. Central monitoring system 110 may also
communicate configuration information one or more moni-
toring agents 151 associated with devices, components,

and/or computing devices within other platforms 140,
including platform 140B through platform 140N.

Alternatively, or in addition, central monitoring system
110 may communicate information about the criticality
assessments to one or more monitoring agents executing on
computing devices associated with plattorms 140. For
instance, 1 the example of FIG. 1A, central monitoring
system 110 may output a signal over network 105. Moni-
toring agent 171A executing on application server 170A
detects a signal over network 105. Monitoring agent 171 A
determines that signal includes information about the criti-
cality of application server 170A and/or one or more nodes,
components, ports, URLSs, processes, applications, or virtu-
alized computing instances executing at application server
170A. Monitoring agent 171 may store some or all of the
information received from central monitoring system 110 so
that momtoring agent 171 has access to information about its
own criticality. In a similar manner, central monitoring
system 110 may communicate mformation about the criti-
cality of other components, devices, and/or applications of
plattorms 140A to monitoring agents executing within plat-
form 140A. Further, central monitoring system 110 may also
communicate information about the criticality of compo-
nents, devices, and/or applications of other platforms 140
(e.g., plattorm 140B through platform 140N). In this man-
ner, some or all monitoring agents within system 100 are
provided with information suflicient to determine or assess
the criticality of some or all of the components, devices,
and/or applications within system 100.

One or more monitoring agents may execute on comput-
ing devices within system 100 and monitor nodes within
plattorms 140. For instance, in the example of FIG. 1A,
monitoring agent 151 momitors various aspects of load
balancer 150, including ports, URLs, processes, and any
applications, and/or virtualized computing instances that
may be executing on load balancer 150. Similarly, monitor-
ing agent 161 A and monitoring agent 161B monitor various
aspects of web server 160A and web server 160B, respec-
tively, including ports, URLSs, processes, applications, and/
or virtualized computing instances that may be executing on
cach of web servers 160. Similarly, monitoring agent 171A,
monitoring agent 171B, and monitoring agent 171C monitor
various aspects of application server 170A, application
server 1708, application server 170C, respectively, includ-
ing ports, URLs, processes, applications, and/or virtualized
computing instances that may be executing on each of
application servers 170. Further, monitoring agent 181 A and
monitoring agent 1818 monitor various aspects of database
180A and database 180B, respectively, including ports,
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URLs, processes, applications, and/or virtualized computing,
instances that may be executing on each of databases 180.

One or more monitoring agents may detect a status
change and determine whether to send an alert based on the
criticality of the nodes, components and/or devices under-
going the status change. For instance, in the example of FIG.
1A, monitoring agent 171C detects a change 1n the operation
of application server 170C, which may include a system
error, an error condition, a change in CPU, memory, or other
resource utilization, or any other change. Monitoring agent
171C determines, based on the crticality information
received from central monitoring system 110, the criticality
or importance of the status change. In some examples,
monitoring agent 171C may determine, based on the criti-
cality or importance of the status change detected by moni-
toring agent 171C, that an alert should be sent to a network
administrator to report the status change. In other examples,
monitoring agent 171C may determine, based on the criti-
cality or importance of the status change detected by moni-
toring agent 171C, that the status change 1s not sufliciently
important or has such a small impact on the network that no
alert should be sent to report on the status change. In either
case, monitoring agent 171C may store or log information
about the status change at application server 170C. Further,
in either case, monitoring agent 171C may cause application
server 170 to send information about the status change over
network 105 to central monitoring system 110. Central
monitoring system 110 may receive the information and
store or all of the information about the status change 1n data
store 111.

In examples 1n which monitoring agent 171C determines
that an alert should be sent, monitoring agent 171C may
send 1nformation to mobile device 108 about the status
change. For mnstance, in such an example, monitoring agent
171C causes application server 170C to output a signal over
network 105. One or more devices, such as mobile device
108, detects a signal over network 105. Mobile device 108
determines that the signal includes information suflicient to
present a user interface. Mobile device 108 uses the infor-
mation to present user interface 109 at a display device
associated with mobile device 108. In the example shown 1n
FI1G. 1A, user interface 109 includes information about the
status change detected by monitoring agent 171C at appli-
cation server 170C.

Client device 130 may display a user interface that
provides a hierarchical and/or dynamic view of the status of
nodes and other components of one or more platiforms 140.
For instance, 1n the example of FIG. 1A, client device 130
may detect input that 1t determines corresponds to a user’s
or network administrator’s request to display information.
Client device 130 outputs a signal over network 105. Central
monitoring system 110 detects a signal and determines that
the signal corresponds to a request to display information
about the status of one or more nodes, components, and/or
computing devices within platform 140A. Central monitor-
ing system 110 accesses information within data store 111.
Central momtoring system 110 sends a response over net-
work 105 that includes information derived from the
accessed mnformation in data store 111. Client device 130
detects a signal corresponding to the response and deter-
mines that the signal includes information suflicient to
generate a user interface. Client device 130 generates user
interface 131 and presents 1t at a display device associated
with client device 130. User interface 131 may present a
hierarchical view of platform 140A, including status indi-
cators 1dentitying the state of each of the nodes with 1n
plattorm 140A. The information presented within user inter-
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face 131 may be current information, and may be near or
seemingly-near real-time information.

The criticality of one or more nodes or computing devices
may be adjusted when a new node or computing device has
been added to one or more platforms 140. For instance, in
the example of FIG. 1B, one or more monitoring agents
included within platform 140A may detect that a new web
server, such as web server 160C, has been added to platform
140A. In the example of FIG. 1B, monitoring agent 151
executing on load balancer 150 automatically detects that a
new web server has been added to platform 140A. However,
in other examples, monitoring agent 161 A executing on web
server 160A, monitoring agent 161B executing on web
server 160B, or one or more other monitoring agents may
automatically detect that a new web server has been added
to platform 140A. Upon detecting that web server 160C has
been added to platform 140A, monitoring agent 151 deter-
mines information about web server 160C, and outputs a
signal over network 105. Central monitoring system 110
detects a signal over network 105 and determines that the
signal includes information about web server 160C added to
plattorm 140A. Central monitoring system 110 determines
the criticality of web server 160C, based on information
about system 100 stored in data store 111. Central monitor-
ing system 110 updates data store 111 with information
about the criticality of web server 160C. Central monitoring
system 110 further determines any adjustments to the criti-
cality of other devices, components, or applications of one
or more platforms 140, and updates data store 111 to reflect
such adjustments. For example, in the example of FIG. 1A,
since web server 160C has been added to platform 140A, the
criticality of web server 160A and web server 160B may be
reduced, since web server 160C may perform operations that
web server 160A and web server 160B were previously
relied upon to perform. In the example of FIG. 1B, therefore,
the criticality of web server 160A and web server 160B may
be reduced from 350% to 33%, and the criticality of web
server 160C may also be 33%.

In the example shown in FIG. 1B, each of web server
160A, web server 160B, and web server 160C are physical
host devices, each including one or more monitoring agents
executing thereon. In other examples, however, one or more
of web server 160A, web server 160B, and web server 160C
may be virtual computing instances (e.g., virtual machines
or containers) that execute 1n a virtualized environment
provided by a physical computing device. In such an
example, only one momitoring agent might be executing on
the physical computing device, and that monitoring agent
may monitor each virtual computing instance executing on
the physical computing device. In other examples, a moni-
toring agent might be deployed for each virtual machine
within the physical computing device.

FIG. 1A and FIG. 1B illustrate at least one example
implementation of system 100. Other example or alternate
implementations of system 100 may be appropriate 1n other
instances. Such implementations may include a subset of the
devices and/or components included in the example(s) of
FIG. 1A and FIG. 1B and/or may include additional devices
and/or components not shown i FIG. 1A and FIG. 1B.
Accordingly, although one or more implementations of
system 100 have been described with reference to FIG. 1A
and FIG. 1B, system 100 may be implemented in a number
of diflerent ways.

For instance, one or more devices of system 100 that may
be 1llustrated as separate devices may alternatively be imple-
mented as a single device; one or more components of
system 100 that may be 1llustrated as separate components
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may alternatively be implemented as a single component.
Also, 1n some examples, one or more devices of system 100
that may be illustrated as a single device may alternatively
be implemented as multiple devices; one or more compo-
nents of system 100 that may be illustrated as a single
component may alternatively be implemented as multiple
components. Fach of the multiple devices and/or compo-
nents may be directly coupled via wired or wireless com-
munication and/or remotely coupled via one or more net-

works. Also, one or more devices or components that may be
illustrated 1 FIG. 1A and/or FIG. 1B may alternatively be

implemented as part of another device or component not
shown 1n FIG. 1A and/or FIG. 1B.

Further, certain operations, techmques, features, and/or
functions may have been described herein as being per-
tformed by specific components, devices, and/or modules 1n
FIG. 1A and/or FIG. 1B. In other examples, such operations,
techniques, features, and/or functions may be performed by
different components, devices, or modules. Accordingly,
some operations, techniques, features, and/or functions that
may have been described herein as being attributed to one or
more components, devices, or modules 1 FIG. 1A and/or
FIG. 1B may, 1n other examples, be attributed to other
components, devices, and/or modules, even 1I not specifi-
cally described herein 1n such a manner.

By monitoring nodes independently 1n a distributed fash-
ion using agents, system 100 may detect status changes
carlier. By detecting status changes earlier, system 100 may
more quickly deliver alerts about those status changes, and
may do so 1n a near or seemingly near real-time manner.
Theretore, aspects of this disclosure may improve the func-
tion of system 100 because monitoring nodes independently
in a distributed fashion using agents may have the eflect of
enabling alerts about status changes to be delivered more
quickly.

By monitoring nodes independently in a distributed fash-
ion using agents, each of the agents may operate indepen-
dently while still be centrally configurable. By operating
independently while still being centrally configurable,
agents may perform operations in parallel without unduly
increasing the complexity of managing the agents. There-
fore, aspects of this disclosure may improve the function of
system 100 because monitoring nodes independently 1n a
distributed fashion using agents may have the eflect of
ecnabling operations to be performed in parallel without
undue complexity.

By determining the criticality of each node of a network,
a more intelligent assessment of the impact of a status
change on the network can be made. IT impact assessments
resulting from status changes are more ntelligent, system
100 may operate in a more reliable and eflicient manner,
because system 100 1s easier to maintain and manage if more
intelligent information about 1mpact assessments are avail-
able. Theretfore, aspects of this disclosure may improve the
function of system 100 because determining the criticality of
cach node of a network may have the eflfect of causing
system 100 to operate more reliably and effectively.

By determining criticality of each node of a network,
alerts sent by system 100 can be more eflectively priontized
since status changes that are particularly important can be
identified more easily. By more eflectively prioritizing alerts
sent by system 100, system 100 may perform less processing
operations sending low priority alerts and thereby consume
less electrical power and network bandwidth. Therefore,
aspects of this disclosure may improve the function of
system 100 because determining the criticality of each node
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ol a network may have the effect of causing system 100 to
consume less electrical power and consume less network
bandwidth.

By dynamically adjusting the criticality some or all of the
nodes 1in a network as a result of new nodes being added to
the network, system 100 may automatically assimilate
changes to the network. By automatically assimilating
changes to the network, system 100 may operate more
autonomously and reliably because less manual intervention
may be required 1f system 100 automatically discovers and
adjusts for new nodes being added. Theretfore, aspects of this
disclosure may improve the function of system 100 because
dynamically adjusting the criticality of nodes as a result of
a new node being added may have the effect of causing
system 100 to operate more autonomously and reliably.

FIG. 2 1s a block diagram 1llustrating an example system
for monitoring one or more applications and/or nodes oper-
ating 1n a computing environment, 1n accordance with one or
more aspects ol the present disclosure. System 200 of FIG.
2 may be described as an example or alternate implemen-
tation of system 100 of FIG. 1A and FIG. 1B. One or more
aspects of FIG. 2 may be described herein within the context
of FIG. 1A and FIG. 1B.

In the example of FIG. 2, system 200 includes network

105, central momtoring system 210, client device 230, host
270, and mobile device 108. In FIG. 2, mobile device 108

may correspond to mobile device 108 of FIG. 1A and FIG.
1B and network 105 may correspond to network 105 of FIG.
1A and FIG. 1B. Also, central monitoring system 210 may
correspond to central monitoring system 110 of FIG. 1A and
FIG. 1B, client device 230 may correspond to client device
130 of FIG. 1A and FIG. 1B, and host 270 may correspond
to application server 170 of FIG. 1A and FIG. 1B. Each of
these systems may be implemented 1n a manner consistent
with the description provided in connection with FIG. 1A
and FIG. 1B, although 1n some examples, such systems may
involve alternate implementations with more, fewer, or
different capabilities. For ease of illustration, only one
central monitoring system 210, one client device 230, and
one host 270 1s illustrated 1in FIG. 2, although techniques 1n
accordance with one or more aspects of this disclosure may
be performed with many more of such systems.

Network 105 may be the internet, or may include or
represent any public or private communications network or
other network. For instance, network 105 may be a cellular,
Wi-F1®, ZigBee, Bluetooth, Near-Field Communication
(NFC), satellite, enterprise, service provider, and/or other
type ol network enabling transfer of transmitting data
between computing systems, servers, and computing
devices. One or more of client devices, server devices, or
other devices may transmit and receive data, commands,
control signals, and/or other information across network 105
using any suitable communication techniques. Network 103
may include one or more network hubs, network switches,
network routers, satellite dishes, or any other network equip-
ment. Such devices or components may be operatively
inter-coupled, thereby providing for the exchange of infor-
mation between computers, devices, or other components
(e.g., between one or more client devices or systems and one
or more server devices or systems). Each of the devices or
systems 1llustrated 1n FIG. 2 may be operatively coupled to
network 105 using one or more network links. The links
coupling such devices or systems to network 105 may be
Ethernet, Asynchronous Transfer Mode (ATM) or other
types of network connections, and such connections may be
wireless and/or wired connections. One or more of the
devices or systems 1illustrated in FIG. 2 or otherwise on
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network 105 may be 1n a remote location relative to one or
more other illustrated devices or systems.

Central monitoring system 210 may be implemented as
any suitable computing system, such as one or more server
computers, workstations, mainirames, appliances, cloud
computing systems, and/or other computing systems that
may be capable of performing operations and/or functions
described 1n accordance with one or more aspects of the
present disclosure. In some examples, central monitoring,
system 210 represents a cloud computing system, server
tarm, and/or server cluster (or portion thereof) that provides
services to client devices and other devices or systems. In
other examples, central monitoring system 210 may repre-
sent or be implemented through one or more virtualized
compute i1nstances (e.g., virtual machines, containers) of a
cloud computing system, server farm, data center, and/or
server cluster.

In the example of FIG. 2, central monitoring system 210
may include power source 211, one or more communication
units 215, one or more input devices 217, one or more output
devices 218, and one or more storage devices 220. Storage
devices 220 include configuration module 224, dashboard
module 226, and data store 221. One or more of the devices,
modules, storage areas, or other components of central
monitoring system 210 may be interconnected to enable
inter-component communications (physically, communica-
tively, and/or operatively). In some examples, such connec-
tivity may be provided by through communication channels
(e.g., communication channels 212), a system bus, a net-
work connection, an 1nter-process communication data
structure, or any other method for communicating data.

Power source 211 may provide power to one or more
components of central monitoring system 210. Power source
211 may receive power from the primary alternating current
(AC) power supply 1n a building, home, or other location. In
other examples, power source 211 may be a battery or a
device that supplies direct current (DC). In still further
examples, central monitoring system 210 and/or power
source 211 may receive power from another source. One or
more of the devices or components illustrated within central
monitoring system 210 may be connected to power source
211, and/or may receive power from power source 211.
Power source 211 may have intelligent power management
or consumption capabilities, and such features may be
controlled, accessed, or adjusted by one or more modules of
central momnitoring system 210 and/or by one or more
processors 213 to itelligently consume, allocate, supply, or
otherwise manage power.

One or more processors 213 of central monitoring system
210 may mmplement functionality and/or execute instruc-
tions associated with central monitoring system 210 or
associated with one or more modules illustrated herein
and/or described below. One or more processors 213 may be,
may be part of, and/or may include processing circuitry that
performs operations in accordance with one or more aspects
of the present disclosure. Examples of processors 213
include microprocessors, application processors, display
controllers, auxiliary processors, one or more sensor hubs,
and any other hardware configured to function as a proces-
sor, a processing unit, or a processing device. Central
monitoring system 210 may use one or more processors 213
to perform operations in accordance with one or more
aspects of the present disclosure using software, hardware,
firmware, or a mixture of hardware, software, and firmware
residing 1 and/or executing at central monitoring system
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One or more communication units 2135 of central moni-
toring system 210 may communicate with devices external
to central monitoring system 210 by transmitting and/or
receiving data, and may operate, in some respects, as both an
mput device and an output device. In some examples,
communication unit 215 may communicate with other
devices over a network. In other examples, communication
units 215 may send and/or receive radio signals on a radio
network such as a cellular radio network. In other examples,
communication units 215 of central monitoring system 210
may transmit and/or receive satellite signals on a satellite
network such as a Global Positioning System (GPS) net-
work. Examples of communication units 215 include a
network interface card (e.g. such as an FEthernet card), an
optical transceiver, a radio frequency transceiver, a GPS
receiver, or any other type of device that can send and/or
receive 1nformation. Other examples of commumnication

units 215 may include devices capable of communicating
over Bluetooth®, GPS, NFC, ZigBee, and cellular networks

(e.g., 3G, 4G, 3G), and Wi-Fi® radios found 1in mobile
devices as well as Universal Serial Bus (USB) controllers
and the like. Such communications may adhere to, 1mple-
ment, or abide by appropriate protocols, including Trans-
mission Control Protocol/Internet Protocol (TCP/IP), Eth-
ernet, Bluetooth, NFC, or other technologies or protocols.

One or more mput devices 217 may represent any input
devices of central monitoring system 210 not otherwise
separately described herein. Input devices 217 may generate,
receive, and/or process input. For example, one or more
mput devices 217 may generate or receirve input from a
network, a user input device, or any other type of device for
detecting mput from a human or machine.

One or more output devices 218 may represent any output
devices of central monitoring system 210 not otherwise
separately described herein. Output devices 218 may gen-
erate, present, and/or process output. For example, one or
more output devices 218 may generate, present, and/or
process output 1n any form. Output devices 218 may include
one or more USB interfaces, video and/or audio output
interfaces, or any other type of device capable of generating
tactile, audio, visual, video, electrical, or other output. Some
devices may serve as both mput and output devices. For
example, a communication device may both send and
receive data to and from other systems or devices over a
network.

One or more storage devices 220 within central monitor-
ing system 210 may store information for processing during
operation of central monitoring system 210. Storage devices
220 may store program instructions and/or data associated
with one or more of the modules described 1n accordance
with one or more aspects of this disclosure. One or more
processors 213 and one or more storage devices 220 may
provide an operating environment or platform for such
modules, which may be implemented as software, but may
in some examples include any combination of hardware,
firmware, and software. One or more processors 213 may
execute instructions and one or more storage devices 220
may store instructions and/or data of one or more modules.
The combination of processors 213 and storage devices 220
may retrieve, store, and/or execute the instructions and/or
data of one or more applications, modules, or software.
Processors 213 and/or storage devices 220 may also be
operably coupled to one or more other software and/or
hardware components, including, but not limited to, one or
more ol the components of central monitoring system 210
and/or one or more devices or systems illustrated as being
connected to central momtoring system 210.
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In some examples, one or more storage devices 220 are
temporary memories, meaning that a primary purpose of the
one or more storage devices 1s not long-term storage.
Storage devices 220 of central monitoring system 210 may
be configured for short-term storage of information as
volatile memory and therefore not retain stored contents 11
deactivated. Examples of volatile memories include random
access memories (RAM), dynamic random access memories
(DRAM), static random access memories (SRAM), and
other forms of volatile memories known 1n the art. Storage
devices 220, 1n some examples, also include one or more
computer-readable storage media. Storage devices 220 may
be configured to store larger amounts of mformation than
volatile memory. Storage devices 220 may further be con-
figured for long-term storage of information as non-volatile
memory space and retain information after activate/ofl
cycles. Examples of non-volatile memories include mag-
netic hard disks, optical discs, tloppy disks, Flash memories,
or forms of electrically programmable memories (EPROM)
or clectrically erasable and programmable (EEPROM)
memories.

Configuration module 224 may perform functions relating
to configuring one or more monitoring agents and/or per-
forming an 1mpact analysis for changes in status to one or
more nodes of system 200 or for new nodes added to a
network. Configuration module 224 may determine the
criticality of one or more nodes 1n a network. Configuration
module 224 may maintain data store 221, and store within
data store 221 information about the criticality of nodes
within a network and/or a set of rules associated with nodes
and/or types of nodes within a network. Configuration
module 224 may determine whether any adjustments to the
criticality of other nodes should be made, and 1f so, con-
figuration module 224 may perform such adjustments by, for
example, configuring or updating the configuration of agents
executing on hosts within a network. Configuration module
224 may teract with and/or operate 1n conjunction with
one or more modules of central monitoring system 210,
including dashboard module 226.

Dashboard module 226 may perform functions relating to
responding to request for information intended to be pre-
sented as a dashboard on a client device. For example,
dashboard module 226 may receive a request to present a
hierarchical view of the services associated with one or more
services. In another example, dashboard module 226 may
receive a request to present information about communica-
tions between two applications shown connected by one or
more connection display elements or one or more connec-
tion display elements. Dashboard module 226 may respond
to such requests by outputting information about one or
more services, one or more application display elements,
and/or one or more connection display elements. Dashboard
module 226 may, 1n responding to such requests, access
information stored within 221. Dashboard module 226 may
interact with and/or operate i conjunction with one or more
modules of central monitoring system 210, including con-
figuration module 224.

Data store 221 may represent any suitable data structure
or storage medium for storing information related to storing
configuration information, criticality information, and or
rules information relating to types of nodes. The information
stored 1n data store 221 may be searchable and/or catego-
rized such that one or more modules within central moni-
toring system 210 may provide an mput requesting infor-
mation from data store 221, and in response to the input,
receive mformation stored within data store 221. Data store
221 may provide other modules with access to the data
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stored within data store 221, and/or may analyze the data
stored within data store 221 and output such information on
behalf of other modules of central monitoring system 210.
Data store 221 may be primarily maintained by configura-
tion module 224.

Client device 230 may be implemented as any suitable
computing system, such as a mobile, non-mobile, wearable,
and/or non-wearable computing device. Client device 230
may represent a smart phone, a tablet computer, a comput-
erized watch, a computerized glove or gloves, a personal
digital assistant, a virtual assistant, a gaming system, a
media player, an e-book reader, a television or television
platform, a bicycle, automobile, or navigation, information
and/or entertamnment system for a bicycle, automobile or
other vehicle, a laptop or notebook computer, a desktop
computer, or any other type ol wearable, non-wearable,
mobile, or non-mobile computing device that may perform
operations 1n accordance with one or more aspects of the
present disclosure.

In the example of FIG. 2, client device 230 may include
power source 231, one or more processors 233, one or more
communication units 235, one or more mput devices 237,
one or more output devices 238, one or more user 1nterface
devices 241, and one or more storage devices 250. User
interface device 241 includes input device 247 and display
248. Storage device 250 includes user interface module 251
and dashboard module 252. One or more of the devices,
modules, storage areas, or other components of client device
230 may be mterconnected to enable inter-component com-
munications (physically, communicatively, and/or opera-
tively). In some examples, such connectivity may be pro-
vided by through communication channels (e.g.,
communication channels 232), a system bus, a network
connection, an inter-process communication data structure,
or any other method for communicating data.

Power source 231 may provide power to one or more
components of client device 230, and may be implemented
in a manner similar to or consistent with other sources of
power described herein.

One or more processors 233 of client device 230 may
implement functionality and/or execute instructions associ-
ated with client device 230 or associated with one or more
modules illustrated herein and/or described below and may
be implemented 1n a manner similar to or consistent with the
description of other processors or processing circuitry
described herein.

One or more communication units 235 of client device
230 may communicate with devices external to client device
230 by transmitting and/or receiving data over a network or
otherwise, and may be implemented in a manner similar to
or consistent with the description of other communication
units described herein.

User mterface device 241 may function as an input and/or
output device or set of input/output devices for client device
230, and may be implemented using various devices, com-
ponents, and/or technologies. User iterface device 241 may
include presence-sensitive mput panel technologies, micro-
phone technologies, voice activation and/or recognition
technologies, cameras, sensor technologies (e.g., infrared,
image, location, motion, accelerometer, gyrometer, magne-
tometer), or other mnput device technology for use 1n receiv-
ing user iput; user interface device 241 may include display
devices, speaker technologies, haptic feedback technologies,
tactile feedback technologies, light emitting technologies, or
other output device technologies for use 1n outputting infor-
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mation to a user. In the example of FIG. 2, user interface
device 241 includes one or more displays 248 and one or
more input devices 247.

One or more displays 248 may generally refer to any
appropriate type of display device, such as a display asso-
ciated with any type of computing device, such as a tablet,
mobile phone, watch, or any other type of wearable, non-
wearable, mobile, or non-mobile computing device. Display
248 may function as one or more output (e.g., display)
devices using technologies mncluding liquid crystal displays
(LCD), dot matrix displays, light emitting diode (LED)
displays, organic light-emitting diode (OLED) displays,
e-1nk, or similar monochrome or color displays capable of
generating tactile, audio, and/or visual output. Display 248
may include a cathode ray tube (CRT) monaitor, liquid crystal
display (LCD), Light-Emitting Diode (LED) display, or any
other type of display device. Display 248 may output
information to a user in the form of a user intertace, which
may be associated with functionality provided by client
device 230. Such user interfaces may be associated with
computing platforms, operating systems, applications, and/
or services executing at or accessible from client device 230
(e.g., network monitoring and/or diagnostic dashboard, and
other types of applications). For example, display 248 may
present one or more user mterfaces which are graphical user
interfaces of an application executing at client device 230
including various graphical elements displayed at various
locations of display 248.

One or more mput devices 247 are components of user
interface device 241 and may include a keyboard, pointing
device, voice responsive system, video camera, button,
sensor, mobile mput device, control pad, microphone, pres-
ence-sensitive screen, network, or any other type of device
for detecting mnput from a human.

One or more input devices 237 may represent any input
devices of client device 230 not otherwise separately
described herein, and may include any type of device for
detecting input from a machine (e.g., through a USB,
Firewire, or other interface). Input devices 237 may gener-
ate, recerve, and/or process mput, and may be implemented
in a manner similar to or consistent with the description of
other input devices described herein.

One or more output devices 238 may represent any output
devices of client device 230 not otherwise separately
described herein. Output devices 238 may generate, present,
and/or process output. For example, one or more output
devices 238 may generate, present, and/or process output 1n
the form of tactile, audio, visual, and/or video output. Output
devices 238 may include a sound card, video graphics
adapter card, speaker, presence-sensitive screen, one or
more USB interfaces, video and/or audio output interfaces,
or any other type of device capable of generating tactile,
audio, visual, video, or other output (e.g., a haptic response,
a sound, a flash of light, and/or 1mages). Some devices may
serve as both mput and output devices. For example, a
communication device may both send and receive data to
and from other systems or devices over a network. Also, a
touch-sensitive or presence-sensitive display may both
detect mput 1n the form of physical taps or gestures, and
present output 1n the form of visual information.

One or more storage devices 250 within client device 230
may store program instructions and/or data associated with
one or more of the modules of client device 230 1n accor-
dance with one or more aspects of this disclosure. One or
more processors 233 and one or more storage devices 2350
may provide an operating environment or platform for such
modules. Storage devices 250 may be implemented 1 a
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manner similar to or consistent with the description of other
storage devices described herein.

User interface module 251 may manage user interactions
with user interface device 241 and other components of
client device 230. User mterface module 251 may cause user
interface device 241 to output various user interfaces for
display or presentation or otherwise, as a user of client
device 230 views, hears, or otherwise senses output and/or
provides mput at user interface device 241. User interface
device 241 may detect mput, and may output to user
interface module 251 one or more indications of iput as a
user of client device 230 interacts with a user interface
presented at user iterface device 241. User interface mod-
ule 251 and user interface device 241 may interpret mnputs
detected at user interface device 241 and may relay infor-
mation about the mputs detected at user interface device 241
to one or more associated platforms, operating systems,
applications, and/or services executing at client device 230
to cause client device 230 to perform one or more functions.
User interface module 251 may receive information and
instructions from a platform, operating system, application,
and/or service executing at client device 230 and/or one or
more remote computing systems. In addition, user interface
module 251 may act as an intermediary between a platform,
operating system, application, and/or service executing at
client device 230 and various output devices of client device
230 (e.g., speakers, LED indicators, audio or electrostatic
haptic output devices, light emitting technologies, displays,
etc.) to produce output (e.g., a graphic, a flash of light, a
sound, a haptic response, etc.).

Dashboard module 252 may perform functions relating to
presenting information about nodes and/or applications,
services, and/or processes executing within a datacenter,
cluster, stack, platform, or network. Dashboard module 252
may receive, over network 103, information that it uses to
generate user interface data for presentation by a user
interface device. Dashboard module 252 may cause user
interface module 2351 to present a user interface at user
interface device 241 using the user interface data. Dashboard
module 252 may receive information about input that 1t
determines corresponds to an interaction, by a user, with a
user interface presented by user interface device 241. Dash-
board module 252 may, in response, update one or more user
interfaces to present further or different information.

Host 270 represents a physical computing device or
compute node that provides an execution environment for
virtual hosts, virtual machines, containers, and/or other
virtualized computing resources. In some examples, host
270 may be a component of a cloud computing system,
server farm, and/or server cluster (or portion thereof) that
provides services to client devices and other devices or
systems. Although primarily described herein as a physical
computing device, host 270 may, in other examples, 1tself be
implemented as a virtualized computing device (e.g., as a
virtual machine or container).

In the example of FIG. 2, host 270 includes underlying
physical compute hardware that includes power source 271,
one or more processors 273, one or more communication
units 275, one or more 1nput devices 277, one or more output
devices 278, and one or more storage devices 280. One or
more of the devices, modules, storage areas, or other com-
ponents of host 270 may be interconnected to enable inter-
component communications (physically, communicatively,
and/or operatively). In some examples, such connectivity
may be provided by through communication channels (e.g.,
communication channel 272), a system bus, a network
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connection, an inter-process communication data structure,
or any other method for communicating data.

Power source 271 may provide power to one or more
components of host 270, and may be implemented in a
manner similar to or consistent with other sources of power
described herein.

One or more processors 273 of host 270 may implement
functionality and/or execute instructions associated with
host 270 or associated with one or more modules illustrated
herein and/or described below and may be implemented in
a manner similar to or consistent with the description of
other processors or processing circuitry described herein.

One or more communication units 275 of host 270 may
communicate with devices external to host 270 by transmiut-
ting and/or receiving data over a network or otherwise, and
may be implemented in a manner similar to or consistent
with the description of other commumnication units described
herein.

One or more input devices 277 may represent any input
devices of host 270 not otherwise separately described
heremn. Input devices 277 may generate, receive, and/or
process input, and may be implemented 1n a manner similar
to or consistent with the description of other mput devices
described herein.

One or more output devices 278 may represent any output
devices of host 270 not otherwise separately described
herein. Output devices 278 may generate, present, and/or
process output, and may be implemented in a manner similar
to or consistent with the description of other output devices
described herein.

One or more storage devices 280 within host 270 may
store program instructions and/or data associated with one or
more of the modules of host 270 in accordance with one or
more aspects of this disclosure. One or more processors 273
and one or more storage devices 280 may provide an
operating environment or platform for such modules. Stor-
age devices 280 may be implemented 1n a manner similar to
or consistent with the description of other storage devices
described herein.

Operating system 281 1s a software and/or firmware layer
that supports or provides access to a computing device’s
functions, such as scheduling tasks, execution tasks, and
component and/or peripheral control. Operating system 281
may execute within the execution environment provided by
storage devices 280 and processors 273. Operating system
281 may provide an operating environment, services, and
control for one or more modules executing on host 270.

Container engine 285 may serve as a management and
orchestration system for containers 286 that execute within
the operating environment provided by operating system
281 and/or the combination of storage devices 280 and
processors 273. In some examples, container engine 285
may perform various organizational and maintenance tasks,
including organizing one or more containers 286 into logical
groups of related containers. Although normally a software
module that executes on top of operating systems 281,
container engine 285 may, in some examples, be integrated
into operating system 281 and may be implemented at least
partially through firmware.

One or more containers 286 may represent a stand-alone,
executable package of computing instructions. In some
examples, each of containers 286 include code, runtime
objects, system tools, system libraries, and/or settings
needed to properly execute. In other examples, some com-
ponents (e.g., runtime objects, libraries) may be provided by
container engine 285 and/or operating system 281. Further,
in some examples, each of containers 286 may be 1solated
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from other containers 286 executing on host 270. Like a
virtual machine, each of containers 286 1s virtualized and
may remain isolated from the host machine and other
containers. However, unlike a virtual machine, each con-
taimner may omit an individual operating system and provide
only an application suite and application-specific libraries.
Each of containers 286 may be executed by host 270 as an
1solated user-space instance and may share an operating
system and common libraries with other containers execut-
ing on the host machine. As used herein, containers 286 may
also be referred to as virtualization engines, virtual private
servers, silos, or jails. In some examples, the techniques
described herein with respect to containers may be applied
to virtual machines or other virtualization components. In
some examples, containers are managed by their host kernel
to allow limitation and prioritization of resources (CPU,
memory, block I/0, network, etc.) without the need for
starting any virtual machines, 1n some cases using
namespace 1solation functionality that allows complete 1so-
lation of an application’s (e.g., a given container) view of the
operating environment, including process trees, networking,
user 1dentifiers and mounted file systems.

Monitoring agent 282 may perform functions relating to
monitoring one or more nodes on a network, determining the
criticality of a status change to such nodes, and generating
alerts 1in response to such status changes. Monitoring agent
282 may receive, from central monitoring system 210 or
clsewhere, configuration information about how to monitor
one or more nodes, information about how and when to send
alerts about status changes, and/or imformation about the
criticality of one or more nodes included within a network
and/or executing on host 270. Monitoring agent 282 may
store and maintain information in data store 283. Monitoring,
agent 282 may detect status changes associated with nodes,
including ports, URLs, processes, containers, virtual
machines, network components, or other aspects of system
200. Monitoring agent 282 may determine an impact result-
ing from a status change, including the impact on one or
more nodes within system 200, including containers 286,
host 270, applications executing on host 270, and/or other
devices. Monitoring agent 282 may determine that the
severity and/or impact of the status change might require
intervention by a network administrator, and may, in some
examples, send an alert to a network administrator including
information about the status change. Monitoring agent 282
may interact with and/or operate in conjunction with one or
more modules of host 270. Although monitoring agent 282
may be described 1n connection with FIG. 2 as primarily
executing as an application or operating system service,
monitoring agent 282 may alternatively operate i other
ways, such as within the operating system or kernel, within
container engine 285, or within a virtual machine executing
on host 270.

Data store 283 may represent any suitable data structure
or storage medium for storing information related to storing
configuration information, criticality information, and or
rules information relating to types of nodes. The information
stored within data store 283 may be suflicient, 1n some or all
cases, to determine the criticality of a status change taking
place at host 270. The information stored i1n data store 283
may be searchable and/or categorized such that one or more
modules within host 270 may provide an mput requesting
information from data store 283, and in response to the
input, recerve information stored within data store 283. Data
store 283 may provide other modules with access to the data
stored within data store 283, and/or may analyze the data
stored within data store 283 and output such information on
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behalf of other modules of host 270. Data store 283 may be
primarily maintained by monitoring agent 282.

In the example of FIG. 2, and 1n accordance with one or
more aspects of the present disclosure, host 270 may be
remotely configured by central monitoring system 210. For
instance, 1n the example of FIG. 2, configuration module 224
of central monitoring system 210 causes communication
unit 215 to output a signal over network 105. Communica-
tion unit 275 of host 270 detects a signal over network 1035
and outputs to monitoring agent 282 information about the
signal. Monitoring agent 282 determines that the signal
corresponds to configuration information about how to
monitor host 270 and nodes included within host 270.
Monitoring agent 282 may further determine that the signal
includes information about how and when to send alerts
about nodes included within of host 270. Monitoring agent
282 may also determine that the signal includes information
about the criticality of one or more nodes within host 270
(e.g., criticality of one or more containers 286 executing in
the environment provided by container engine 285). Moni-
toring agent 282 may determine that the signal includes rules
associated with each process, application, container, virtual
machine, node, or other aspect of host 270. Monitoring agent
282 may use such rules to determine the criticality of one or
more containers 286 or any future containers 286 that may
be instantiated or created. Monitoring agent 282 may store
some or all of the configuration information in data store
283.

Monitoring agent 282 executing on host 270 may monitor
aspects of host 270. For instance, 1n the example of FIG. 2,
monitoring agent 282 monitors one or more of the nodes
within host 270 (e.g., ports, URLSs, processes, containers,
virtual machines, network activity, and other aspects of host
270). Monitoring agent 282 may detect status changes
associated with ports, URLSs, processes, containers, virtual
machines, network connectivity, or other aspects of host
270. Monitoring agent 282 may log status changes, error
conditions, and/or other information collected or determined
while monitoring aspects of host 270. Monitoring agent 282
may store, in data store 283, information derived from
monitoring operations of host 270.

Monitoring agent 282 may determine the impact of a
status change detected at host 270. For instance, in the
example of FIG. 2, monitoring agent 282 determines that
container 286C has stopped operating correctly, 1s no longer
operable, and/or has undergone some other status change.
Monitoring agent 282 accesses mformation stored in data
store 283 and performs an impact analysis of the status
change associated with container 286C. Monitoring agent
282 determines the impact of the status change, including
the 1impact on container 286C 1itself, on host 270, on appli-
cations executing on host 270 and/or other devices, and on
other nodes 1n the network hierarchy or within any platform
associated with host 270.

Monitoring agent 282 may, in some examples, send an
alert 1n response to detecting a status change. Monitoring
agent 282 may, based on the impact analysis performed,
determine that an alert should be sent to one or more devices
monitored by network administrators. In some examples,
monitoring agent 282 makes such a determination 11 the
severity and/or impact of the status change might require
intervention by a network administrator. In such an example,
monitoring agent 282 causes communication unit 275 to
output a signal over network 105. Mobile device 108 detects
a signal over network 105 and determines that the signal
includes information suilicient to generate user interface
data for presentation by a user interface device. Mobile
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device 108 generates the user interface data and presents a
corresponding user interface at a display device associated
with mobile device 108.

In other examples, monitoring agent 282 might not send
an alert in response to detecting a status change. Monitoring
agent 282 may, based on the impact analysis, determine that
an alert need not be sent to one or more devices monitored
by network administrators. In some examples, monitoring
agent 282 makes such a determination 1f the severity and/or
impact of the status change does not require immediate
intervention by a network administrator.

Monitoring agent 282 may detect and/or identily a new
node. For instance, 1n the example of FIG. 2, monitoring
agent 282 detects that a new container, such as container
286D, has been instantiated or spun up on host 270. Moni-
toring agent 282 causes communication unit 275 to output a
signal over network 105. Communication unit 215 of central
monitoring system 210 detects a signal over network 105.
Communication unit 215 outputs information about the
signal to configuration module 224. Configuration module
224 determines that the signal includes information about
container 286D now executing on host 270. Configuration
module 224 analyzes a set of default or customized rules or
templates for rules to classily contamner 286D. In some
examples, a set of rules are predefined for one or more nodes
(e.g., Tomcat, Apache web server), so that configuration
module 224 1s able to determine if the new node (e.g.,
container 286D) can be classified according to one or more
of the predefine nodes rule sets.

When adding a new node, monitoring agent 282 may
apply one or more templates, such as a set of default
Discovery Templates (Tomcat Template, HT'TPD Template,
F5 Template etc.), which include of predefined rules that
monitoring agent 282 uses to classily the newly discovered
service/node. In some examples, the newly discovered ser-
vice/node might need to satisfy the set of rules included in
one or more Discovery Templates to be classified according
to that template. Existing templates can be customized, and
new custom Discovery Templates can be created and/or
added the system as per user requirements. Such templates
may be stored 1n data store 283, or 1n some examples, data
store 221.

In some examples, the node/service discovered will be
acknowledged as per the set of rules defined 1n Discovery
Template. For example, 11 monitoring agent 282 determines
that a new node/service satisfies all the rules for a Tomcat in
Discovery Template, then it will be acknowledged as a
Tomcat node/service and the further step of placing that
node/service in Hierarchy Diagram will begin. In some
examples, the discovered node/service has to satisty all of
the rules mentioned 1n any of the templates of Discovery
Template bucket to be added 1in the Hierarchy diagram.

Monitoring agent 282 may apply one or more default
Mapping Templates (HT TPD-Tomcat Template, F5-HTTPD
Template, HI'TPD-JBoss template etc.) which include rules
for how to place the discovered node/service in a Hierarchy
diagram. A Mapping Template can also be customized as per
user requirements. A newly discovered service/node will run
through the set of rules of Mapping Template and, if
appropriate, 1t will be placed 1n Hierarchy Diagram. For
example, 1 the node/service discovered 1s Tomcat and the
Mapping 1s HI'TPD—Tomcat then for instance, if the Load
Balancing technology used between Tomcat and Apache
HTTPD 1s Mod Cluster then as per the rule mentioned 1n
Mapping Template the agent 282 will go through Server.xml
of Tomcat and look for Mod Cluster listener entry and from
that entry will get the host name and/or IP address of the
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parent apache HTTPD node. Agent 282 may then appropri-
ately map the new service/node 1n a Hierarchy diagram.

As per the node/service discovered by Discovery Tem-
plate along with the mapping of the node/service by agents
as per Mapping Template the criticality of that particular
node/service 1s also configured and assigned to 1t, so that as
per the criticality the new node/service can be handled in
case of any outage. For example, 1n the default rules of some
Mapping Templates, any service/node of a Database might
be assigned a value of “1”” and the criticality of any Tomcat
node/service might then be 1 divided by “n,” where n 1s the
number of Tomcat services in that layer. When a new Tomcat
service 1s added, the criticality of that new service will be
1/(n+1) where n>=1 (n 1s the number of Tomcat services 1n
that layer). The cniticality data 1s collected and used not only
for deciding the significance of that particular node/service
but also for feeding that data in the Intelligent Impact
Analyzer algorithm of agent 282 and/or system 210.

Similarly, when any new application 1s to be added to the
existing system, agents 282 may perform a number of steps
pursuant to perform auto-discovery and place the new
application within a Hierarchy diagram. For instance, when
a new application 1s to be added agents 282 may, in some
examples, be manually run through some or all of the
devices, hosts, or machines within system 200. Agents 282
may assist 1n selecting the machines associated with new
applications by displaying all machines on a user-configu-
rable user interface. The user may, 1n some examples, select
machines from Ul which are associated with that applica-
tion.

Once the machines have been grouped 1n their categories,
monitoring agent 282 may apply one or more templates,
such a set of default Discovery Templates (Tomcat Tem-
plate, HI'TPD Template, F5 Template etc.), which include of
predefined rules that monitoring agent 282 uses to classily
the newly discovered service/node. In some examples, the
newly discovered service/node might need to satisiy the set
of rules 1included in one or more Discovery Templates to be
classified according to that template. Existing templates can
be customized, and new custom Discovery Templates can be
created and/or added the system as per user requirements.
Such templates may be stored 1n data store 283, or in some
examples, data store 221.

In some examples, the node/service discovered will be
acknowledged as per the set of rules defined in Discovery
Template. For example, 11 monitoring agent 282 determines
that a new node/service satisfies all the rules for a Tomcat in
Discovery Template, then 1t will be acknowledged as a
Tomcat node/service and the further step of placing that
node/service in Hierarchy Diagram will begin. In some
examples, the discovered node/service has to satisty all of
the rules mentioned 1n any of the templates of Discovery
Template bucket to be added 1n the Hierarchy diagram.

Monitoring agent 282 may apply one or more default
Mapping Templates (HT TPD-Tomcat Template, F5-HTTPD
Template, HI'TPD-JBoss template etc.) which include rules
tor how to place the discovered node/service in a Hierarchy
diagram. A Mapping Template can also be customized as per
user requirements. A newly discovered service/node will run
through the set of rules of Mapping Template and, if
appropriate, 1t will be placed in Hierarchy Diagram. For
example, 1 the node/service discovered 1s Tomcat and the
Mapping 1s HI'TPD—Tomcat then for instance, if the Load
Balancing technology used between Tomcat and Apache
HTTPD 1s Mod Cluster then as per the rule mentioned 1n
Mapping Template the agent 282 will go through Server.xml
of Tomcat and look for Mod Cluster listener entry and from
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that entry will get the host name and/or IP address of the
parent apache HI'TPD node. Agent 282 may then appropri-
ately map the new service/node 1n a Hierarchy diagram.

As per the node/service discovered by Discovery Tem-
plate along with the mapping of the node/service by agents
as per Mapping Template the criticality of that particular
node/service 1s also configured and assigned to 1t, so that as
per the criticality the new node/service can be handled in
case of any outage. For example, 1n the default rules of some
Mapping Templates, any service/node of a Database might
be assigned a value of “1”” and the criticality of any Tomcat
node/service might then be 1 divided by “n,” where n 1s the
number of Tomcat services 1n that layer. When a new Tomcat
service 1s added, the criticality of that new service will be
1/(n+1) where n>=1 (n 1s the number of Tomcat services 1n
that layer). The criticality data 1s collected and used not only
for deciding the significance of that particular node/service
but also for feeding that data in the Intelligent Impact
Analyzer algorithm of agent 282 and/or system 210.

Configuration module 224 may determine the criticality
of container 286D and update the criticality of related nodes.
For mstance, 1in the example of FIG. 2, configuration module
224 determines a place for container 286D 1n a hierarchy,
and determines the criticality of container 286D). Configu-
ration module 224 determines whether any adjustments to
the criticality of other nodes should be made, and if so,
performs such adjustments. Configuration module 224
updates data store 221 to take account any changes caused
by the addition of container 286D at host 270.

Configuration module 224 may update the configuration
of monitoring agent 282. For instance, 1n the example of
FIG. 2, configuration module 224 causes communication
unit 215 to output a signal over network 105. Communica-
tion umt 275 of host 270 detects a signal and outputs to
monitoring agent 282 information about the signal. Moni-
toring agent 282 determines that the signal includes updated
information about the criticality of one or more nodes,
applications, processes, ports, URLs, or other nodes being
monitored by monitoring agent 282. Monitoring agent 282
updates data store 283 with some or all of the information
received from central monitoring system 210.

In examples described in connection with FIG. 2, moni-
toring agent 282 1s described as determiming the criticality of
a status change associated with host 270 or nodes or com-
ponents of host 270. In other examples, monitoring agent
282 may determine the criticality of such a status change by
communicating with central monitoring system 210. Simi-
larly, 1n the examples described 1n connection with FIG. 2,
central momitoring system 210 1s described as adjusting the
criticality of aspects of nodes or components of host 270
when container 286D 1s instantiated or spun up on host 270,
based on information received from monitoring agent 282 of
host 270. In other examples, monitoring agent 282 may
determine adjustments to the criticality of aspects of nodes
or components of host 270 when container 286D 1s spun up
on host 270.

Modules 1llustrated 1n FIG. 2 (e.g., navigation module
122, communication module 124, analysis module 126, user
interface module 151, recovery module 152, and transaction
module 154) and/or 1llustrated or described elsewhere 1n this
disclosure may perform operations described using sofit-
ware, hardware, firmware, or a mixture of hardware, soft-
ware, and firmware residing in and/or executing at one or
more computing devices. For example, a computing device
may execute one or more of such modules with multiple
processors or multiple devices. A computing device may
execute one or more of such modules as a virtual machine
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executing on underlying hardware. One or more of such
modules may execute as one or more services of an oper-
ating system or computing platform. One or more of such
modules may execute as one or more executable programs

at an application layer of a computing platform. In other 5
examples, functionality provided by a module could be
implemented by a dedicated hardware device.

Although certain modules, data stores, components, pro-
grams, executables, data 1tems, functional units, and/or other
items included within one or more storage devices may be 10
illustrated separately, one or more of such items could be
combined and operate as a single module, component,
program, executable, data item, or functional umt. For
example, one or more modules or data stores may be
combined or partially combined so that they operate or 15
provide functionality as a single module. Further, one or
more modules may interact with and/or operate 1n conjunc-
tion with one another so that, for example, one module acts
as a service or an extension of another module. Also, each
module, data store, component, program, executable, data 20
item, functional unit, or other item illustrated within a
storage device may include multiple components, sub-com-
ponents, modules, sub-modules, data stores, and/or other
components or modules or data stores not illustrated.

Further, each module, data store, component, program, 25
executable, data item, functional unit, or other item 1illus-
trated within a storage device may be implemented in
various ways. For example, each module, data store, com-
ponent, program, executable, data item, functional unit, or
other item 1llustrated within a storage device may be imple- 30
mented as a downloadable or pre-installed application or
“app.” In other examples, each module, data store, compo-
nent, program, executable, data item, functional unit, or
other item 1llustrated within a storage device may be imple-
mented as part of an operating system executed on a 35
computing device.

FI1G. 2 1llustrates one example implementation of system
200. Other example or alternate implementations of system
200 may be appropriate 1n other instances. Such implemen-
tations may include a subset of the devices and/or compo- 40
nents included 1n the example of FIG. 2 and/or may include
additional devices and/or components not shown 1n FIG. 2.
Accordingly, although one or more implementations of
system 200 have been described with reference to FIG. 2,
system 200 may be implemented 1n a number of different 45
ways.

For 1nstance, one or more devices of system 200 that are
illustrated as separate devices may be implemented as a
single device; one or more components of system 200 that
are 1llustrated as separate components may be implemented 50
as a single component. Also, 1n some examples, one or more
devices of system 200 that are 1llustrated as a single device
may be implemented as multiple devices; one or more
components of system 200 that are illustrated as a single
component may be implemented as multiple components. 55
Each of the multiple devices and/or components may be
directly coupled via wired or wireless communication and/or
remotely coupled via one or more networks. Also, one or
more devices or components 1llustrated 1n FIG. 2 may also
be implemented as part of another device or component not 60
shown 1 FIG. 2. In this and other ways, some of the
tfunctions described herein may be performed via distributed
processing by two or more devices.

Further, certain operations, techmques, features, and/or
functions have been described herein as being performed by 65
specific components, devices, and/or modules 1 FIG. 2. In
other examples, such operations, techniques, features, and/
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or functions may be performed by different components,
devices, or modules. Accordingly, some operations, tech-
niques, features, and/or functions described herein as being
attributed to one or more components, devices, or modules
in FIG. 2 may, in other examples, be attributed to other
components, devices, and/or modules, even 1I not specifi-
cally described herein 1n such a manner.

FIG. 3 1s a block diagram illustrating another example
system for monitoring one or more applications and/or
nodes operating in a computing environment, 1n accordance
with one or more aspects of the present disclosure. FIG. 3 1s
similar to FIG. 2, but 1n FIG. 3, host 270 1s configured to
execute virtual machines, rather than containers 286 as
illustrated in FIG. 2. In the example of FIG. 3, host 270
includes hypervisor 291 and a plurality of virtual machines,
including virtual machine 292A through virtual machine
292N (““virtual machines 292”). Further, in the example of
FIG. 3, one or more monitoring agents 293 executes within
cach of wvirtual machines 292. For example, monitoring
agent 293A executes within virtual machine 292A and
monitors nodes within or executing within virtual machine
292A. And 1 general, for an arbitrary number of virtual
machines including virtual machine 292N, monitoring agent
293N executes within virtual machine 292N and monitors
nodes within or executing within virtual machine 292N.

In some examples, hypervisor 291 1s an operating system-
level component that executes on a hardware platform (e.g.,
host 270) to provide a virtualized operating environment and
orchestration controller for virtual machines, and/or other
types of virtual computing instances. Hypervisor 291 may
instantiate, create, and/or execute virtual machines on an
underlying host hardware device. In some examples, hyper-
visor 291 may incorporate the functionality of kernel (e.g.,
as a “type 1 hypervisor”). In other examples, hypervisor 210
may execute on a kernel (e.g., as a “type 2 hypervisor™).
Accordingly, hypervisor 291 may execute within the execu-
tion environment provided by storage devices 280 and
processors 273 and/or within an operating system kermnel. In
some situations, hypervisor 210 may be referred to as a
virtual machine manager (VMM).

In the example of FIG. 3, and 1n accordance with one or
more aspects ol the present disclosure, monitoring agent
293 A may monitor nodes within virtual machine 292A. For
instance, i the example of FIG. 3, monitoring agent 293 A
monitors one or more applications executing within virtual
machine 292A. Monitoring agent 293A detects status
changes associated with such applications, such as, for
example, an application not operating properly. Monitoring
agent 293A logs status changes, error conditions, and/or
other information collected or determined while monitoring
applications executing within virtual machine 292A.

Monitoring agent 293A may determine the impact of a
status change detected within virtual machine 292A and
send an alert. For instance, in the example of FIG. 3,
monitoring agent 293A determines that an application
executing within virtual machine 292A 1s not operating
properly. Monitoring agent 293 A performs an impact analy-
s1s of the status change. Monitoring agent 293 A may, based
on the impact analysis, determine that an alert should be sent
to one or more devices monitored by network administra-
tors. Monitoring agent 293 A causes communication unit 273
to output a signal over network 105. Mobile device 108
detects a signal over network 105 and determines that the
signal includes information suflicient to generate user inter-
face data for presentation by a user interface device. Mobile




US 10,558,541 Bl

27

device 108 generates the user interface data and presents a
corresponding user interface at a display device associated
with mobile device 108.

FIG. 4A through FIG. 4F are conceptual diagrams 1llus-
trating example user interfaces presented by an example
client device 1n accordance with one or more aspects of the
present disclosure. User interfaces illustrated in FIG. 4A
through FIG. 4F may correspond to a user interface pre-
sented by client device 230 of FIG. 2 and FIG. 3. One or
more aspects of the user intertaces illustrated in FIG. 4A and
FIG. 4B may be described herein within the context of
system 100 of FIG. 1 and/or FIG. 2. Although the user
interfaces illustrated in FIG. 4A and FIG. 4B are shown as
graphical user interfaces, other types of interfaces may be
presented by client device 230, including a text-based user
interface, a console or command-based user interface, a
voice prompt user interface, or any other appropriate user
interface now known or hereinafter developed.

FIG. 4A 1s an example user interface illustrating interac-
tions between various applications 1n an enterprise network,
in accordance with one or more aspects of the present
disclosure. User mterface 311 of FIG. 4A may be presented
at a display device associated with client device 230 of FIG.
2. For instance, with reference to FIG. 2, mput device 247
detects 1nput and outputs to user interface module 251 an
indication of mput. User interface module 251 outputs
information about the mput to dashboard module 252.
Dashboard module 2352 determines that the input corre-
sponds to a request to present information about nodes
and/or applications executing within a datacenter, cluster, or
other network. Dashboard module 252 causes communica-
tion umt 235 to output a signal over network 105. Commu-
nication unit 215 of central monitoring system 210 detects a
signal and outputs to dashboard module 226 information
about the signal. Dashboard module 226 determines that the
signal corresponds to a request to present a dashboard view
of applications executing within the network associated with
host 270. Dashboard module 226 causes communication
unit 215 to output a signal over network 105. Communica-
tion unit 235 of client device 230 detects a signal and outputs
to dashboard module 252 information about the signal.
Dashboard module 252 determines that the signal includes
information suilicient to generate user interface data for
presentation by a user interface device. Dashboard module
252 generates the user interface data and causes user inter-
face module 251 to present user interface 311 at display 248,
as 1illustrated i FIG. 4A.

In FIG. 4A, user mterface 311 includes various applica-
tion display elements 312, each representing an application
or set of applications executing on an enterprise network.
Status indicators associated with each application may be
provided by an 1con, color, colored outline, or other suitable
indicator. For example, applications that are fully available
may be colored, highlighted, or outlined with green. Those
that are partially available may be outlined with yellow.
Those that are unavailable or mmoperable may be outlined
with red. Further, those applications that are 1n standby
mode, 1n maintenance mode, or those applications not yet
brought online might be represented, colored, highlighted,
or illustrated with one or more other colors. Connection
display elements 314 represent communications between
various applications, and may also be illustrated with colors
indicating the status of the underlying connection.

FIG. 4B 1s an example user interface illustrating services
provided by an application represented in FIG. 4A, in
accordance with one or more aspects of the present disclo-
sure. User interface 321 of FIG. 4B may be presented at a
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display device associated with client device 230 of FIG. 2.
For instance, referring again to FIG. 2 and FIG. 4A, input
device 247 detects mput that dashboard module 252 deter-
mines corresponds to selection of application display ele-
ment 312' within user interface 311. Dashboard module 252
causes communication unit 235 to output a signal over
network 105. Communication umt 215 of central monitoring
system 210 detects a signal that dashboard module 226
determines corresponds to a request to present further infor-
mation about the application represented by application
display element 312'. Dashboard module 226 causes com-
munication unit 215 to output a signal over network 105.
Communication unit 235 of client device 230 detects a
signal that dashboard module 252 determines includes infor-
mation suflicient to generate user interface data for presen-
tation by a user interface device. Dashboard module 252
generates the user interface data and causes user interface
module 251 to present user interface 321 at display 248, as
illustrated 1n FIG. 4B.

In FIG. 4B, user interface 321 1illustrates various services
322 associated with the application represented by applica-
tion display element 312'. Each of services 322 may include
one or more status indicators, which may include an 1con,
color, or other suitable indicator. For example, services that
are fTully available may be colored, highlighted or outlined
with green, those that are partially available may be outlined
with yellow, those that are unavailable or inoperable may be
outlined with red. Services that are in standby mode, 1n
maintenance mode, or not yet brought online might be
represented, colored, highlighted, or outlines with one or
more other colors. In the example of FIG. 4B, information
about the status of the application corresponding to appli-
cation display element 312' 1s presented in application status
region 324.

FIG. 4C 1s an example user interface illustrating a hier-
archical view of one or more of the services of FIG. 4B, 1n
accordance with one or more aspects of the present disclo-
sure. User interface 331 of FIG. 4C may be presented at a
display device associated with client device 230 of FIG. 2.
For instance, referring again to FIG. 2 and FIG. 4B, input
device 247 detects iput that dashboard module 252 deter-
mines corresponds to selection of service 322' within user
interface 321. Dashboard module 252 causes communica-
tion umit 235 to output a signal over network 105. Commu-
nication unit 215 of central monitoring system 210 detects a
signal that dashboard module 226 determines corresponds to
a request to present a hierarchical view of the services
associated with service 322'. Dashboard module 226 collects
information from data store 221. Dashboard module 226
causes communication unit 215 to output a signal over
network 1035 that includes information derived from data
store 221. Communication unit 235 of client device 230
detects a signal that dashboard module 2352 determines
includes information suilicient to generate user interface
data. Dashboard module 252 generates the user interface
data and causes user iterface module 251 to present user
interface 331 at display 248, as illustrated in FIG. 4C.

In FIG. 4C, user interface 331 illustrates various nodes
arranged 1n a hierarchical display. For example, in FIG. 4C,
load balancer 341 is 1llustrated as load balancing across two
web server nodes 342. Web server nodes 342 route requests
to three application server nodes 343, which include a
number of container nodes 344, which each access context
node 345. Each of load balancer 341, web server nodes 342,
application server nodes 343, container nodes 344, and
context node 345 may be illustrated with one or more status
indicators, which may include a colored dot (e.g., colored
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dot 349), an icon, highlight color, or other suitable status
representation. As with other figures described herein, nodes
that are fully available may be colored, lighlighted or
outlined with green, those that are partially available may be
outlined with yellow, those that are unavailable or mmoper-
able may be outlined with red. Nodes 1n standby mode, 1n
maintenance mode, or not yet brought online might be
represented, colored, highlighted, or outlined with one or
more other colors. In FIG. 4C, application statistics are
included within user interface 331, and are illustrated in
application statistics region 351.

FI1G. 4D 1illustrates a further detail view of node statistics
assoclated a node with 1llustrated in FIG. 4A, 1n accordance
with one or more aspects of the present disclosure. User
interface 331 of FIG. 4C may be updated and presented at
a display device associated with client device 230 of FIG. 2.
For mnstance, referring again to FIG. 2 and FIG. 4C, mput
device 247 detects mput that dashboard module 252 deter-
mines corresponds to selection of tab 353 within user
interface 331. In response, dashboard module 252 updates
user 1nterface 331 to present node statistics region 335
within user interface 331, as illustrated in FIG. 4D.

In FIG. 4D, user interface 331 corresponds to user inter-
face 331 of FIG. 4C, but node statistics region 3535 1is
presented 1 place of application statistics region 331.
Although node statistics region 355 1s described as being
presented in response to detecting a selection of tab 353, in
other examples, node statistics region 355 may be presented
in response to detecting a selection of one of the nodes
presented within user interface 331. For example, input
device 247 may detect input that dashboard module 252
determines corresponds to selection of one of application
server nodes 343. In response, dashboard module 252 may
update user interface 331 to present node statistics region
355, detailing information about the selected or currently
active application server node 343.

FIG. 4E illustrates a further detail view of communica-
tions between two or more applications illustrated 1n FIG.
4A, 1n accordance with one or more aspects of the present
disclosure. User mterface 361 of FIG. 4FE may be presented
at a display device associated with client device 230 of FIG.
2. For mstance, referring again to FIG. 2 and FIG. 4A, input
device 247 detects mput that dashboard module 252 deter-
mines corresponds to selection of connection display ele-
ment 314' within user mterface 311. Dashboard module 252
causes communication unit 235 to output a signal over
network 105. Commumnication umt 215 of central monitoring,
system 210 detects a signal that dashboard module 226
determines corresponds to a request to present information
about communications between two applications shown
connected by connection display element 314'. Dashboard
module 226 causes communication unit 215 to output a
signal over network 105. Communication umt 235 of client
device 230 detects a signal that dashboard module 252
determines includes information suflicient to generate user
interface data for presentation by a user interface device.
Dashboard module 252 generates the user interface data and
causes user 1nterface module 251 to present user interface
361 at display 248, as illustrated 1n FIG. 4E.

In FIG. 4E, user interface 361 illustrates connections
between two application display elements. As shown, appli-
cation display element 312A commumnicates four types of
information to the application corresponding to application
display element 312B. Application display element 312B
communicates two types ol imnformation to the application
corresponding to application display element 312A. Con-
nections between application display element 312A and
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application display element 312B may be color-coded to
indicate the aggregate status of the communications paths
illustrated. The communication paths may be 1llustrated with
green, vellow, and red to indicate available, partially avail-
able, and unavailable paths, respectively. Paths 1n standby
mode, in maintenance mode, or not yet brought online might
cach be represented with a different color.

FIG. 4F illustrates a more detailed view of the commu-
nications illustrated in FIG. 4E, in accordance with one or
more aspects of the present disclosure. User interface 371 of
FIG. 4F may be presented at a display device associated with
client device 230 of FIG. 2. For instance, referring again to
FIG. 2 and FIG. 4E, mput device 247 detects input that
dashboard module 252 determines corresponds to selection
of connection 362 within user interface 361. Dashboard
module 252 causes communication unit 235 to output a
signal over network 105. Communication unit 215 of central
monitoring system 210 detects a signal that dashboard
module 226 determines corresponds to a request to present
further 1nformation about communications between two
applications shown connected by connection 362. Dash-
board module 226 causes communication unit 215 to output
a signal over network 105. Communication unit 235 of client
device 230 detects a signal that dashboard module 252
determines includes information suflicient to generate user
interface data. Dashboard module 252 generates the user
interface data and causes user interface module 2351 to
present user interface 371 at display 248, as illustrated in
FIG. 4F.

In FIG. 4F, user interface 371 illustrates further details
corresponding to connection 362 as presented within user
interface 361. In user interface 371, each of the four con-
nections corresponding to connection 362 1s labeled to
identify the information, signals, and/or types of information
communicated between applications corresponding to appli-
cation display element 312A to application display element
312B. The individual connections between application dis-
play element 312A and application display element 312B
shown within user interface 371 may be color-coded to
indicate the status of the individual communications paths
illustrated.

FIG. 5A and FIG. 5B are conceptual diagrams 1llustrating,
example user interfaces presented by an example mobile
device 1n accordance with one or more aspects of the present
disclosure. User interfaces illustrated in FIG. SA and FIG.
5B may correspond to a user interface presented by mobile
device 108 of FIG. 1A and FIG. 2. One or more aspects of
the user interfaces illustrated 1 FIG. 5A and FIG. 5B may
be described herein within the context of system 100 of FIG.
1 and/or FIG. 2. Although the user interfaces illustrated 1n
FIG. 5A and FIG. 5B are shown as graphical user interfaces,
other types of interfaces may be presented by mobile device
108, including a text-based user interface, a console or
command-based user interface, a voice prompt user inter-
face, or any other appropnate user interface now known or
heremnaifter developed.

FIG. SA 1s an example user interface 1llustrating an alert
presented by a mobile device 1n response to a status change
detected by one or more monitoring agents, 1n accordance
with one or more aspects of the present disclosure. For
instance, with reference to FIG. 2, monitoring agent 282
determines that one or more containers 286 has stopped
operating correctly and/or has undergone some other status
change. Monitoring agent 282 accesses mformation stored
in data store 283 and performs an impact analysis of the
status change based on the criticality of the affected node(s).
Monitoring agent 282 determines that the impact of the
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status 1s such an alert should be sent to one or more devices
monitored by network administrators or stakeholders. Moni-
toring agent 282 causes commumnication unit 275 to output a
signal over network 105. Mobile device 108 detects a signal
over network 105 and determines that the signal includes
information suflicient to generate user interface data for
presentation by a user interface device. Mobile device 108
generates the user interface data and presents user interface

502A at display 501 as illustrated in FIG. 5A. User interface

502A includes information about the status change aflecting
one or more nodes, such as one or more containers 286. User
interface 502A may be presented in the form of an email or
other communication recerved by mobile device 108.

FIG. 5B 1s an example user interface illustrating an alert
presented by a mobile device in response to an error con-
dition logged by one or more monitoring agents, 1 accor-
dance with one or more aspects of the present disclosure. For
instance, with reference to FIG. 2, monitoring agent 282
determines that logged data at host 270 includes one or more
error conditions. Monitoring agent 282 analyzes the logged
data and performs an impact analysis based on the criticality
of the nodes associated with the log entries. Monitoring
agent 282 determines that the impact of the error condition
1s such an alert should be sent to one or more devices
monitored by network administrators. Monitoring agent 282
causes communication unit 275 to output a signal over
network 105. Mobile device 108 detects a signal over
network 1035 and determines that the signal includes infor-
mation suilicient to generate user interface data for presen-
tation by a user interface device. Mobile device 108 gener-
ates the user interface data and presents user interface 5028
at display 3501 as 1llustrated 1n FIG. 5B. User interface 502B
includes information about the error condition in the logged
data aflecting one or more nodes and/or components of host
270. As with user interface 502A, user interface 502B may
be presented 1n the form of an email or other communication
received by mobile device 108.

FIG. 6 1s a flow diagram 1llustrating an example process
for performing tasks in accordance with one or more aspects
ol the present disclosure. The process of FIG. 6 1s illustrated
from two different perspectives: operations performed by an
example monitoring agent 282 (left-hand column to the left
of dashed line), and operations performed by an example
central monitoring system 210 (right-hand column to the
right of dashed line). In the example of FIG. 6, the illustrated
process may be performed by system 200 in the context
illustrated 1n FIG. 2. In other examples, different operations
may be performed, or operations described in FIG. 6 as
being performed by a particular component, module, sys-
tem, and/or device may be performed by one or more other
components, modules, systems, and/or devices. Further, 1n
other examples, operations described 1n connection with
FIG. 6 may be performed 1n a difference sequence, merged,
or omitted, even where such operations are shown per-
formed by more than one component, module, system,
and/or device.

In the example of FIG. 6, and 1n accordance with one or
more aspects of the present disclosure, central monitoring
system 210 may configure momtoring agents 282 (601). For
instance, in the example of FIG. 2, central monitoring
system 210 may communicate over network 105 with one or
more monitoring agents 282 executing on hosts 270 and
provide information relating to the criticality of one or more
nodes executing on host 270.

Monitoring agent 282 may store criticality information
(602). For instance, in the example of FIG. 2, momtoring
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agent 282 may store information recerved from central
monitoring system 210 in data store 283.

Monitoring agent 282 may monitor one or more nodes
(603). For instance, still referring to FIG. 2, monitoring
agent 282 may monitor one or more of the ports, URLs,
processes, containers, virtual machines, network compo-
nents, and other aspects of host 270.

Monitoring agent 282 may detect a status change (604).
For instance, monitoring agent 282 may determine that one
or more of the containers executing on host 270 has stopped
operating correctly, 1s no longer operable, and/or has under-
gone some other status change.

Monitoring agent 282 may determine the criticality of the
status change (605). For instance, momitoring agent 282 may
determine, based on the criticality information stored 1n data
store 283, that the status change 1impacts system 200 to such
an extent that an alert should be sent (606). Monitoring agent
282 may send an alert notifying a network administrator of
the status change (607). Alternatively, monitoring agent 282
may determine that the criticality of the status change 1s such
that an alert should not be sent.

Monitoring agent 282 may detect that a new node has
been added to system 200 (608). For instance, monitoring
agent 282 may determine, during the course ol monitoring
aspects of host 270, that a new container has been instan-
tiated on host 270 or on another host. Monitoring agent 282
may automatically communicate information about the new
node to central monitoring system 210.

Central monitoring system 210 may determine the etfect
of the new node being added to system 200, and adjust the
criticality of nodes within system 200 (609). For instance,
central monitoring system 210 may analyze a set of default
or customized rules or templates for rules to classily the new
node. In some examples, a set of rules are predefined for one
or more nodes (e.g., Tomcat, Apache web server), so that
central monitoring system 210 1s able to determine 1t the
new node can be classified according to one or more of the
predefine nodes rule sets.

Central monitoring system 210 may communicate with
monitoring agent 282 to update the configuration of moni-
toring agent 282 1n light of the adjustments to the criticality
of the nodes resulting from the addition of the new node
(610). Monitoring agent 282 may store the updated critical-
ity information (611). For instance, monitoring agent 282
may store the information 1n data store 283.

For processes, apparatuses, and other examples or 1llus-
trations described herein, including 1n any flowcharts or flow
diagrams, certain operations, acts, steps, or events included
in any of the techniques described herein can be performed
in a different sequence, may be added, merged, or left out
altogether (e.g., not all described acts or events are necessary
for the practice of the techniques). Moreover, 1 certain
examples, operations, acts, steps, or events may be per-
formed concurrently, e.g., through multi-threaded process-
ing, interrupt processing, or multiple processors, rather than
sequentially. Further certain operations, acts, steps, or events
may be performed automatically even 1f not specifically
identified as being performed automatically. Also, certain
operations, acts, steps, or events described as being per-
formed automatically may be alternatively not performed
automatically, but rather, such operations, acts, steps, or
cvents may be, 1n some examples, performed 1n response to
input or another event.

The detailed description set forth below, 1n connection
with the appended drawings, 1s intended as a description of
various configurations and 1s not mtended to represent the
only configurations 1n which the concepts described herein
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may be practiced. The detailed description includes specific
details for the purpose of providing a thorough understand-
ing ol the various concepts. However, 1t will be apparent to
those skilled 1n the art that these concepts may be practiced
without these specific details. In some instances, well- 53
known structures and components are shown 1n block dia-
gram form in order to avoid obscuring such concepts.

In accordance with one or more aspects of this disclosure,
the term “or” may be interrupted as “and/or” where context
does not dictate otherwise. Additionally, while phrases such 10
as “one or more” or “at least one” or the like may have been
used 1n some 1nstances but not others; those instances where
such language was not used may be mterpreted to have such
a meaning implied where context does not dictate otherwise.

In one or more examples, the functions described may be 15
implemented in hardware, software, firmware, or any com-
bination thereof. If implemented in software, the functions
may be stored, as one or more 1nstructions or code, on and/or
transmitted over a computer-readable medium and executed
by a hardware-based processing unit. Computer-readable 20
media may include computer-readable storage media, which
corresponds to a tangible medium such as data storage
media, or communication media including any medium that
tacilitates transter of a computer program from one place to
another (e.g., pursuant to a communication protocol). In this 25
manner, computer-readable media generally may corre-
spond to (1) tangible computer-readable storage media,
which 1s non-transitory or (2) a communication medium
such as a signal or carrier wave. Data storage media may be
any available media that can be accessed by one or more 30
computers or one or more processors 1o retrieve instructions,
code and/or data structures for implementation of the tech-
niques described i this disclosure. A computer program
product may include a computer-readable medium.

By way of example, and not limitation, such computer- 35
readable storage media can include RAM, ROM, EEPROM,
CD-ROM or other optical disk storage, magnetic disk stor-
age, or other magnetic storage devices, tlash memory, or any
other medium that can be used to store desired program code
in the form of 1nstructions or data structures and that can be 40
accessed by a computer. Also, any connection 1s properly
termed a computer-readable medium. For example, if
istructions are transmitted from a website, server, or other
remote source using a coaxial cable, fiber optic cable,
twisted pair, digital subscriber line (DSL), or wireless tech- 45
nologies such as infrared, radio, and microwave, then the
coaxial cable, fiber optic cable, twisted pair, DSL, or wire-
less technologies such as infrared, radio, and microwave are
included 1n the definition of medium. It should be under-
stood, however, that computer-readable storage media and 50
data storage media do not include connections, carrier
waves, signals, or other transient media, but are instead
directed to non-transient, tangible storage media. Disk and
disc, as used, includes compact disc (CD), laser disc, optical
disc, digital versatile disc (DVD), floppy disk and Blu-ray 55
disc, where disks usually reproduce data magnetically, while
C
{

liscs reproduce data optically with lasers. Combinations of
he above should also be included within the scope of
computer-readable media.

Instructions may be executed by one or more processors, 60
such as one or more digital signal processors (DSPs),
general purpose microprocessors, application specific inte-
grated circuits (ASICs), field programmable logic arrays
(FPGAs), or other equivalent integrated or discrete logic
circuitry. Accordingly, the terms “processor’” or “processing 65
circuitry” as used herein may each refer to any of the
foregoing structure or any other structure suitable for imple-

34

mentation of the techniques described. In addition, 1n some
examples, the functionality described may be provided
within dedicated hardware and/or software modules. Also,
the techniques could be fully implemented in one or more
circuits or logic elements.

The techniques of this disclosure may be implemented 1n
a wide variety of devices or apparatuses, including a wire-
less handset, a mobile or non-mobile computing device, a
wearable or non-wearable computing device, an integrated
circuit (IC) or a set of ICs (e.g., a chip set). Various
components, modules, or units are described in this disclo-
sure to emphasize functional aspects of devices configured
to perform the disclosed techniques, but do not necessarily
require realization by different hardware units. Rather, as
described above, various units may be combined in a hard-
ware unit or provided by a collection of interoperating
hardware units, including one or more processors as
described above, 1n conjunction with suitable software and/
or firmware.

What 1s claimed 1s:

1. A method comprising:

recerving, by a computing system in a network, criticality

information about a node included within the network;
identifying, by the computing system, a status change
associated with the node;:
determiming, by the computing system and based on the
criticality information about the node, an impact on the
network resulting from the status change;

determinming, by the computing system and based on the
determined impact, whether to communicate informa-
tion about the determined impact; and

sending, by the computing system, an alert including

information about the determined 1impact.

2. The method of claim 1, wherein the node 1s a first node,
and wherein the first node 1s a first application that executes
on the computing system, the method further comprising:

identifying, by the computing system, a second node

added to the network, wherein the second node 1s a
second application executing on the computing system:;
and

updating, by the computing system and based on the

second node being added to the network, the criticality
information about the first node.

3. The method of claim 2, the method further comprising:

updating, by the computing system and based on the

second node being added to the network, a hierarchy
that includes the first node and the second node.

4. The method of claim 3, wherein updating the criticality
information includes:

sending, to a central monitoring system, information

about the second node; and

recerving, from the central monitoring system, iforma-

tion about updated criticality information for the first
node.

5. The method of claim 1,

wherein the node 1s at least one of a port, URL, applica-

tion, process, device, host, server, database, virtual
machine, container, interface, or network component;
and

wherein 1dentifying the status change includes determin-

ing that the node 1s not operating properly.

6. The method of claim 1, wherein 1dentifying the status
change includes:

monitoring the node based on the criticality information

about the node.

7. The method of claim 1, wherein determining the impact
on the network includes:
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determining an effect that the status change has on at least
one other node within the network.

8. A computing system comprising:
a storage device; and

processing circuitry having access to the storage device
and configured to:

receive criticality information about a node included
within a network,

identify a status change associated with the node,

determine, based on the criticality imnformation about the

node, an impact on the network resulting from the
status change,

determine, based on the determined impact, whether to
communicate 1nformation about the determined
impact, and

send an alert including information about the determined
impact.

9. The computing system of claim 8, wherein the node 1s
a first node, and wherein the processing circuitry 1s further
configured to:

identify a second node added to the network;

update, based on the second node being added to the
network, the criticality information about the first node.

10. The computing system of claim 9, wherein the pro-
cessing circuitry 1s further configured to:

36

update, based on the second node being added to the
network, a hierarchy that includes the first node and the
second node.

11. The computing system of claim 10, wherein to update

5 the criticality information, the processing circuitry 1s further
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configured to:

send, to a central monitoring system, information about
the second node; and

recerve, from the central monitoring system, information
about updated criticality information for the first node.

12. The computing system of claim 8,

wherein the node 1s at least one of a port, URL, applica-
tion, process, server, host, virtual machine, container,
or network component; and

wherein 1dentifying the status change includes determin-
ing that the node 1s not operating properly.

13. The computing system of claim 8, wherein to identify

the status change, the processing circuitry 1s further config-
ured to:

monitor the node based on the criticality information
about the node.
14. The computing system of claim 8, wherein to deter-

mine the impact, the processing circuitry 1s further config-
ured to:

determine an eflect that the status change has on at least
one other node within the network.
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