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SYSTEM AND METHOD OF AUDIT LOG
PROTECTION

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s a divisional application of co-pending
U.S. patent application Ser. No. 16/207,127, having a filing

date of Dec. 1, 2018, which i1s incorporated herein 1n 1ts
entirety as 1f set forth fully below.

STAIEMENT REGARDING FEDERALLY
SPONSORED RESEARCH

None.

FIELD

The objective of this disclosure 1s to create new signer
ellicient cryptographic secure audit logging schemes that are
compromise resilient, compact, post-quantum secure and yet
achieve some nonrepudiation at the verifier side.

BACKGROUND

There are two main lines of cryptographic secure audit
logging techniques.

Symmetric Cryptography based Primitives: In one line,
several symmetric cryptography based secure audit logging
techniques have been proposed [10, 12, 21, 27, 28]. These
techniques mainly rely on Message Authentication Codes
[4], hash chains [17], and Merkle-hash trees [26]. A common
system architecture in these schemes 1s that, the signers
(a.k.a, loggers) share a symmetric key with a trusted server,
and uploads cryptographically secure audit logs to this
trusted server. This server acts as an auditor, and verifies the
authenticity of log entries by using the secret keys shared
with the signers.

Many of these techniques are near-optimal etlicient in
terms computation and communication overhead due to their
reliance on highly efliciency symmetric primitives. Some of
these techniques also achieve signer-side (1.e., logger side)
compromise resiliency via an implementation of forward-
secure symmetric MACs with hash-chains [21]. Some of
these techniques can also offer “all-or-nothing” features,
wherein an adversary cannot selectively delete log entries
from a log trail without being detected. Moreover, these
techniques can achieve a post-quantum security, since they
rely on symmetric primitives [1].

However, the symmetric cryptography based secure log-
ging techniques have the following drawbacks: (1) They
cannot achieve non-repudiation and public verifiability,
since the verifier shares the same key with signer(s). That 1s,
the verifier server can easily generate an authentication tag
on behalf of any signer of its choice, since 1t has all the
shared keys. Remark that, the lack of nonrepudiation 1s a
significant drawback for many logging applications (e.g.,
financial and law audits) that need a dispute resolution
mechanism.

Non-repudiation also alleviates the liability on verifiers,
since they cannot be accused of creating fake authentication
tags. (11) The direct application of these techniques to secure
logging might create vulnerabilities against active adversar-
1ies. Specifically, 11 the verifier 1s compromised by an active
adversary (e.g., a malware or msider collusion), the security
of all signers, with whom the verifier shares symmetric keys,
are also compromised.
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Public Key Cryptography based Primitives: In another
line, public key cryptography based secure audit logging
techniques have been proposed (e.g., [3, 13, 13, 22, 23, 32,

33]). These schemes are mainly based on digital signatures
[4], which can guarantee public verifiability and non-repu-
diation properties. Moreover, since they rely on public keys
for verification, they by default achieve verifier compromise
resiliency and availability (anybody can verity the logs
without relying on a trusted party). Many of these schemes
(e.g., [20]) etther adapt or create new forward-secure (e.g.,
[2]) and/or aggregate signature scheme [7] to offer signer-
side compromise-resiliency and compactness. The signature
aggregation oflers an added benefit of append-only feature,
wherein one can only add to a trail of audit logs, but cannot
selectively delete from 1t without being detected.

Despite their mernts, public key based secure logging
techniques have the following drawbacks: (1) All these
techniques rely on highly costly operations such as expo-
nentiations, cryptographic pairing and elliptic curve scalar
multiplications for per item to be signed or verified. While
some schemes are eflicient for either signer or verifier side,
in generally they are several order of magnitude costlier than
theirr symmetric key counterparts. (11) Their key and signa-
ture sizes are significantly larger than that of symmetric
cryptography based counterparts. (111) All these alternatives
rely on either factorization based or discrete logarithm based
primitives, and therefore cannot offer a post-quantum secu-
rity. A potential post-quantum secure variants ol such for-
ward-secure and/or aggregate schemes are potentially even
more costly 1n terms of key and signature sizes than their
traditional counterparts.

SUMMARY

A security system, method and computer program product
provides for authenticating the updating of computer records
and may include, in one embodiment, a network of member
computers 1n data communication with each other, wherein
at least a primary computer on the network tracks at least
one entry mto an audit log stored on the network. A
processor 1s connected to the primary computer and further
connected to computerized memory storing software con-
figured to produce an authenticity tlag for the at least one
entry into the audit log. This occurs by distributing, among
a group ol veritying parties connected on the network, a
plurality of discrete verification tasks for a single authenti-
cation code associated with a prospective entry into the audit
log.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are 1n and constitute
a part of this specification, illustrate certain examples of the
present disclosure and together with the description, serve to
explain, without limitation, the principles of the disclosure.
Like numbers represent the same element(s) throughout the
figures.

FIG. 1 1s a schematic representation of a network of
member computers and verifier parties as disclosed herein.

FIG. 2 1s a schematic representation of any one of the
primary computer, member computers, or verifier party
computers as disclosed herein.

DETAILED DESCRIPTION

The following description of the disclosure 1s provided as
an enabling teaching of the disclosure 1n 1ts best, currently
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known embodiment(s). To this end, those skilled in the
relevant art will recognize and appreciate that many changes

can be made to the various embodiments of the embodi-
ments described herein, while still obtaining the beneficial
results of the present disclosure. It will also be apparent that
some of the desired benefits of the present disclosure can be
obtained by selecting some of the features of the present
disclosure without utilizing other features. Accordingly,
those who work 1n the art will recognize that many modi-
fications and adaptations to the present disclosure are pos-
sible and can even be desirable 1n certain circumstances and
are a part of the present disclosure. Thus, the following
description 1s provided as illustrative of the principles of the
present disclosure and not 1n limitation thereof.

Terminology

Unless defined otherwise, all technical and scientific
terms used herein have the same meaning as commonly
understood to one of ordinary skill in the art to which this
disclosure belongs.

As used 1n the specification and claims, the singular form
a,” “an,” and “the” include plural references unless the
context clearly dictates otherwise. For example, the term “an

&

agent” includes a plurality of agents, including mixtures
thereof.
As used herein, the terms “‘can,” “may,” “optionally,”

“can optionally,” and “may optionally” are used inter-
changeably and are meant to include cases in which the
condition occurs as well as cases 1n which the condition does
not occur. Thus, for example, the statement that a formula-
tion “may include an excipient” 1s meant to include cases in
which the formulation includes an excipient as well as cases
in which the formulation does not include an excipient.

Ranges can be expressed herein as from “about” one
particular value, and/or to “about™ another particular value.
When such a range 1s expressed, another embodiment
includes from the one particular value and/or to the other
particular value. Similarly, when values are expressed as
approximations, by use of the antecedent “about,” 1t will be
understood that the particular value forms another embodi-
ment. It will be further understood that the endpoints of each
of the ranges are significant both 1n relation to the other
endpoint, and independently of the other endpoint. It 1s also
understood that there are a number of values disclosed
herein, and that each wvalue 1s also herein disclosed as
“about” that particular value 1n addition to the value 1tself.
For example, 11 the value “10” 1s disclosed, then “about 10~
1s also disclosed.

Publications cited herein are hereby specifically by ref-
erence 1n their entireties and at least for the material for
which they are cite

Operators || and 1x| denote the concatenation and the bit
length of variable x, respectively S<—°*-S means variable x is
randomly and uniformly selected from set S. For any
integer L (or small letter “1”), (x0, . . . xL)<—*-S means
(x0<—>-S, . . . xL<->-S). IS| means the cardinality of set S.
10,1}* is the set of binary strings of any finite length. The
set of items q, for i=0, . . . 1-1 is denoted by {q,} from i=0
to L-1. Log x means log base 2 of x. H denotes a crypto-
graphic has function.

Key Evolving Strategies: Key-evolving techniques offer
torward security (e.g., [11]), where the current keying mate-
rial sk’ is updated to sk/*' with a one-way function, and then
sk is deleted from the memory. For example, given key I,
one can evolve (update) it as k*'<—H(I’), and then delete .
Even if K*' is compromised, the adversary cannot compute
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4

I/ from K™*' (recall that H is one way and collusion-free).
Hence, any MAC computed with k/ and keys before it cannot
be forged by the attacker.

Merkle-Hash Tree (MHT): Merkle-hash Tree (MHT) [26]
1s a fundamental authentication tool that 1s used to construct
digital signatures [6], enhance public key infrastructures and
authenticate data sets with improved asymptotic overhead
[5]. Given a set of n data items (M1 . . . Mn), the sender
forms a hash-tree on top these items such that eventually all
data items are represented by a root denoted as o=MHT
(M1 ... Mn). Given the root 1s known to the verifier, MHT
permits a transmission and processing of O(log 2(n)) 1tems
to authenticate a given data item 1n this set, as opposed to
linear transmission O(n) of all data items. Refer to to [26,
31] for the details of MHT and its improved variants.

Shamir Secret Sharing (SSS): Shamir Secret Sharing
(SSS) [29] 15 a basic threshold cryptography tool that
permits an entity to share a data item with n parties such that
only 1<a=n out n parties can collectively recover this data
item. SSS oflers information theoretical security, which 1s
the highest level of privacy that can be obtained in this
setting. Refer to [29, 30] for the details of SSS. Audit logs
are used to track important events and activities in a com-
puter system. Due to their forensic and analytic values, audit
logs are highly critical digital assets, and therefore must be
protected from the attackers. Symmetric key cryptography
based log protection mechanisms are highly eflicient and can
offer a postquantum security. However, they cannot achieve
non-repudiation and compromise-resiliency at the verifier
side. Public-key cryptography based log protection tech-
niques achieve non-repudiation and public verifiability, but
they are extremely costly and might not offer a post-quantum
security. There 1s a need for an eflicient post-quantum secure
audit log protection scheme with compromise resiliency and
non-repudiation.

This disclosure shows a new audit log protection scheme
that 1s referred to as to as Compromise-Resilient, Append-
only and Distributed Symmetric Audit Logging (CADSA).
One concept discussed herein 1s to retain the efliciency and
post-quantum security of symmetric key based techniques,
while enabling compromise-resiliency and conditional non-
repudiation via a distributed verification. CADSA requires
only a small-constant number of cryptographic hash opera-
tions at the signer side to achieve forward-secure and
append-only authentication. The verification 1s performed
by independent parties sharing parts of the symmetric key,
wherein the presence of single honest party among all
ensures a conditional non-repudiation. It also ensures that an
active adversary cannot generate authentication tags on
behalf of the signer, unless 1t compromises all verification
parties. CADSA retains the efliciency and post-quantum
security of symmetric primitives both at the signer and
verifier sides.

The forensic value of audit logs makes them an attractive
target for attackers, who aim to erase the traces of their
malicious activities recorded by logs. It 1s of vital impor-
tance to guarantee the trustworthiness of audit logs in
computer and forensic systems. The use of cryptographic
protection mechamsms 1s a foundational aspect to enhance
the cyber-security of audit logs. Below, the limitations of
state-oi-the-art cryptographic secure audit logging tech-
niques are discussed, and then describe the desirable prop-
erties ol the proposed disclosure that can address some of
these limitations.

Compromise-Resiliency at the Logger Side: CADSA
achieves authenticity, mtegrity and confidentiality of audit
logs while ensuring the forward security. That 1s, even 1f an
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active adversary compromises the logging device and cryp-
tographic keys 1n 1t, the adversary cannot forge authentica-
tion tags generated before the attack occurs.

Compromise-Resiliency at the Verifier Side: CADSA
guarantees each verifier possesses only a part of the signer’s
key. Unless an active adversary compromises all of n
verifiers, a partially compromised set of verifiers do not help
adversary to forge an authenticated tag.

Efliciency: It 1s necessary for cryptographic protection
mechanism to mncur minimal computational, communication
and transmission overhead on loggers and log verifiers. It 1s
particularly important to ensure the efliciency for logging
devices, which might be a low-end device with resource-
limitations (e.g., medical implantable, payment device,

Internet of Things (I0T) sensor). In CADSA, the signer only

needs small-constant number of MAC and cryptographic
hash computations to generate a forward-secure and aggre-
gate authentication tag for per log data item. Venfier parties
also only need eflicient symmetric key operations plus a
communication overhead to collaboratively compute and
compressed hash values.

Non-Repudiation: CADSA offers a conditional non-repu-
diation 1n the distributed setting, meaming that unless all the
verifier parties collude, they cannot generate an authentica-
tion tag on behalf of the signer. As discussed before, this 1s
not only a non-repudiation but also a verifier side compro-
mise resiliency feature.

Long-Term Post-Qauntum Secunity: CADSA offers a
postquantum security and conditional non-repudiation at the
same fime.

Broad Applicability: It 1s desirable for the proposed
cryptographic mechanisms to be applicable to a broad range
ol applications beyond secure audit logging. CADSA can
have a significant potential to be useful for a wide-range
applications that require eflicient cryptographic services
with extended properties as described above.

One concept disclosed herein 1s to retain the communi-
cation/computation efliciency and post quantum security of
MAC-based signature generation at the signer side, while
realizing the MAC verification in a distributed setting, so
that the system achieves a conditional non-repudiation and
and compromise-resiliency at the verifiers side. At the set up
phase (a.k.a. initialization phase), a Key Generation Center
(KGC) generates n distinct symmetric keys

For each signer ID from 1ts master key “msk.” The signer
ID 1s provided with the full set of keys, and each key 1is
shared with an independent verifier indexed to each member
computer.

At the log generation phase, given a log data item Mj
collected 1mn time period t3; 1_j_L, the signer computes n
MAC tags with n these distinct symmetric keys, and then
forms a WIT on top of these authentication tags obtaining
The signer then compresses the current

WIT root o7 with the previous ones. At every new time
period 1], the signer evolves private keys with a hash
function, and deletes the previous keys and authentication
tags. These strategies provide forward-security (compro-
mise-resiliency), compactness and all-or-nothing properties
at the signer. At the verifiers side, given a data item M;
signed 1n a time period 1, each verifier computes a MAC
with its corresponding private key, and then collaboratively
construct a WIT. Each verifier evolves their corresponding
private keys and compresses the root of WIT as 1t was done
at the signer side for all time periods and data i1tems to be
verified. It all verifiers agree that the final authentication tag
1s verified, then the signature of all data items are verified.
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Table 1 below shows certain cryptography steps that may
be used, in whole or 1n part, to implement CADSA as
described and claimed herein. Accordingly, a security sys-
tem for authenticating the updating of computer records may
include, 1n one embodiment, a network of member comput-
ers (101, 102, 103, 104, 105, 106, 150) 1n data communi-
cation with each other, wherein at least a primary computer
(125) on the network tracks at least one entry mto an audit
log stored on the network. A processor (202) 1s connected to
the primary computer (125) and further connected to com-
puterized memory (204) storing software configured to
produce an authenticity tlag for the at least one entry into the
audit log. This occurs mn CADSA by distributing, among a
group of veritying parties (P1, P2, P3, P4, PS5, P6) connected
on the network, a plurality of discrete vernification tasks for
a single authentication code associated with a prospective
entry 1to the audit log,

The authenticity flag 1s a confirmation of authenticity
when the single authentication code corresponds to a col-
lective set of verification outputs (V1, V2, V3, V4, V5, V6)
from all of the discrete verification tasks. The authenticity
flag 1s a denial of authenticity when any one of the outputs
from the discrete verification tasks does not correspond to
the single authentication code. In implementing the steps
and computations of Table 1, the group of veritying parties
comprises a set of “n” verifier parties, each individually
assigned to a respective one of “n” member computers on
the network, and each member computer of the set of “n”
member computers holds a full set of “n” symmetric keys
assigned to respective member computers. The software on
the primary computer 1s further configured to use the col-
lective set of outputs from all of the discrete verification
tasks to calculate a test code for comparison to the single
authentication code for a prospective audit log entry. The
“n” symmetric keys are related to a single master secret key
by at least one mathematical function. The single master
secret key originates from a third-party source other than the
member computers and the veritying parties. The symmetric
keys each comprise an encoded function of a concatenation
of the single master secret key, a respective ID for a
respective member computer, a respectively assigned veri-
fier party 1dentification for the member computer, and a time
period 1n which a prospective log entry must have origi-
nated. A full set of symmetric keys 1s transmitted to each
member computer, and a respective symmetric key mdexed
for each member computer 1s transmitted to a correspond-
ingly idexed verifier party.

In one embodiment, each member computer 1s configured
to operate as a signing computer for a respective audit log
entry transmitted to the primary computer from the signing
computer, and wherein each member computer operating as
a signing computer 1s furthermore configured to calculate a
set of “n” authentication tags for any respectively prospec-
tive audit log entry, wherein each authentication tag 1s
computed with a respective symmetric key corresponding to
cach member computer. Each member computer 1s config-
ured to operate as a signing computer and calculate the
authorization code for the prospective audit log entry using
the set of “n” authentication tags and transmits the autho-
rization code to the primary computer with the prospective
audit log entry. The primary computer polls each verifier
party to individually calculate a corresponding authentica-
tion tag using a respective member computer’s indexed
symmetric key, and upon receiving the corresponding
authentication tag from each member computer via all
respectively indexed verifier parties, calculating the test
value.
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The securnity system disclosed herein includes the primary
computer soltware that compares the test value to the
authorization code for setting the authentication flag. Fach
of the member computers delete a previously used symmet-
ric key, the authorization code, and the authentication tags
and calculates a next generation symmetric key for each
member computer.

A corresponding method of authenticating a computer
data record for saving in a memory on a primary computer
1s also discernable from Table 1 below. The method includes
receiving the computer data record and an authentication
code at the primary computer from a signing computer. The
primary computer receives a verilying output from a plu-
rality of veriiying computers assigned respectively distinct
veritying tasks related to the authentication code, calculates
a test code from the veritying outputs, and compares the test
code and the authentication code. The primary computer 1s
configured to determine that the authentication code from
the signing computer corresponds to the test code generated
from all of the verification outputs. Upon authentication, the
method includes having the computer data record saved at
the primary computer. The computer data record may be a
prospective audit log record transmitted by the signing
computer to the primary computer, wherein the primary
computer adds the computer data record to an audit log upon
determining that the authentication code corresponds to the
test code.

The method includes using verifying computers that cor-
respond to member computers connected as a set on a
portion of a communications network, wherein each mem-
ber computer has a respectively assigned verifying com-
puter. A key generating computer transmits a master secret
key to the member computers and each member computer
generates a group ol symmetric keys indexed to every
member of the set of member computers. The method
incorporates a respective symmetric key indexed for each
member computer 1s transmitted to a correspondingly
indexed verifier party.

Continuing with Table 1, the verifying task assigned to
cach indexed veritying computer creates a veritying output
with a respectively indexed symmetric key, and the primary
computer polls each verifying computer to individually
calculate a corresponding authentication tag using a respec-
tive member computer’s indexed symmetric key. Upon
receiving the corresponding authentication tag from each
member computer via all respectively indexed verifier par-
ties, the primary computer calculates the test value. A
method as described herein includes a step wherein the
primary computer software compares the test value to the
authorization code for accepting or rejecting the computer
data record, such as an audit log entry received from any
member computer on the network.

Each of the member computers delete a previously used
symmetric key, the authorization code, and the authentica-
tion tags and calculates a next generation symmetric key for
cach member computer.

The method may be implemented as a computer program
product including computer readable software instructions
configured to implement a computerized method at a pri-
mary computer. The computerized software method includes
calculating a test code from discrete verilying outputs
received from a plurality of verifying computers and com-
paring the test code to an authentication code received with
a prospective audit log entry from a signing computer in
communication with member computers that correspond to
respective ones of the verifying computers.
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TABLE 1

COMPUTERIZED STEPS TO IMPLEMENT SYSTEM

(<ID, sk'>, <P, ..., P_ > < CADSA.Kg(1%): Executed by a Key
Generation Center (KGC) offline at the mitialization.

1. KGC generates a master secret msk < {0, 1}* and sets time periods
as T: (t;, ... t;), where L > 1 i1s an integer. Only the authentication
tags generated during T will be considered as valid.

2. Let the 1dentity of signer ID, and verifier parties are (P1, . . . Pn)

where n > 1 1s a small constant integer.

k)« H(msk || ID||Pi||T),i=1,...,n

4. sk!' =k, ...k ") is given to the signer ID, and each key k,! is
given to verifier party P1 for 1 = 1, . . . n. Note that verifier parties
will communicate over a secure channel with each other (e.g.,
via SSL/TLS).
o, I, sk « CADSA.LogGen(o, ;_;, MI, sk”’, t;): Let the authentication

L

tag of ID on messages (M1, ..., M; ) collected and signed during time

periods t1, . .. t;_ ;| be 0;; ;. We compute 0, ; for t; on (M1, ... MJ) as
follows:

5. s7 <« MACLk/M,),i=1,...n

6. o,< MHT (s/,...s,).

7. Ui}] — H (0, || 0;), where 0, ; = O,.

8. k' —H (k/),i=1,...n,setsk™ = &, ... k.

9. Delete (sk’/, o, J-1> 8 7 .. .s.7) from the memory.

{0, 1} < CADSA.LogVer(<M,, . .. M >, o, 5 P,. ... Pn): The verifier

parties execute the following over a secure channel:

10. Each party independently computes s,' < MAC k! (M ,),i=1,...n

andl1=1,... 1L
11. Parties collaboratively construct 6'; «— MHT (s,}, . . . s,!) and
ﬁlfﬁl — H (Glf_l H ﬁlf)? l - 1: - o= .L Whﬂfﬂ Glfﬁl — ﬁll.

12. If all parties agree that o, ; = 0", ; = then return 1, else return 0.

Upon a signing computer sending a prospective authen-
tication code and a prospective audit log entry to the primary
computer, the remaimng verifiers cannot forge a valid
authentication tag by themselves. This enables a distributed
(conditional) nonrepudiation and a compromise-resiliency

for log verification. That 1s, in order to produce a forged
authentication tag on a data 1tem, an active adversary must
breach-in all verification parties. On the other hand, one
assumes that the verfiers follow protocol correctly, meaning
no verifier itroduces a malicious or no mput. If any of the
parties does either of these malicious acts, the verification
fails. However, the verification party(ies) introducing no
input or malicious iput can later be detected and traced
down. Hence, assume verifiers are honest-but-curious, who
may 1intent to derive an authentication tag or learn the
information about log entries.

One may observe that CADSA 1s a special case of generic
secure multi-party computation with symmetric cryptogra-
phy. CADSA 1s specifically designed for secure audit log-
ging wherein forward security, all-or-nothing and distributed
verification with all verifiers are achieved, by assuming
verifiers are honest-but-curious.

Compromise-Resilient Confidentiality. It 1s easy to add
confidentiality to CADSA. Consider three potential
approaches to achieve a compromise-resilient confidential-
ity for CADSA.

Approach 1: One can consider a use-case, the confidential
logs are intended for a particular receiver. In this case,
assume the data receiver and the logger share symmetric key
K1, the logger can simply encrypt data items collected 1n
time ] with a symmetric cipher, and then evolve the key as
Kj+1 from Kj and delete Kj at the end of tj (1<j=L. The
receiver can follow the same procedure to decrypt the data
items. Note that, unlike authentication and integrity that
require non-repudiation, this confidentiality service intends
a case where only the receiver should possess the private
key.
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Approach 2: Another alternative 1s to use a secret sharing
scheme like Shamir Secret Sharing (SSS) [29]. Basically,
any data 1tem collected 1n time tj, the logger n-out-a secret
shares it among n parties, and delete its shares from 1its
memory. For example, given n=5 verifier parties, only a=4
of them collectively can recover the data secret shared 1tems.
This allows a fault-tolerant and distributed storage of log
data with an improved resiliency. Note that in this scenario,
after the venifier parties recover the data, they can share 1t
with any user of choice (e.g., an auditor).

Approach 3: Consider an application, in which log items
are encrypted for an intended recerver as 1n Approach 1, but
this disclosure also requires that they are stored 1n a distrib-
uted manner and the access of intended recetver to log items
are regulated by the verifier parties. This approach i1s useful
to enforce a regulated access control on log entries, 1n which
only with the approval of the majority of the verifier parties,
the intended recerver can recover log entries. However, this
disclosure also requires a strict confidentiality that only the
intended receiver can decrypt the log data items after their
recovery.

The above goals can be achieved by integrating the first
and second approaches. In this use-case, the logger and the
intended receiver shares the symmetric key K1 as 1n the first
approach. The logger then encrypts log entries by evolving
Kj(=1,...L)as

Approach 1, and then secret shares those encrypted data
items with n parties as i Approach 2. Only n-out-of-a
parties can collectively recover the log data items, which can
only be decrypted by the intended recipient. This permits a
regulation on the access of log data for the intended recipi-
ent, wherein n-out-of-a verifier parties should recover the
encrypted data first. At the same time, these parties cannot
decrypt the log data, since it 1s forward-secure symmetric
encrypted by the logger, wherein the secret key K1 1s only
known by the intended recipient.

Enhancement with Secure Hardware for Verifier Parties.
CADSA may be augmented with highly available secure
hardware components such as Secure Guard Extension
(SGX) [16, 24]. Specifically, enhancing the collusion resil-
iency of CADSA 1s possible by placing each verifier logic
into a secure enclave) [24]. So, as long as the secure
hardware remains unbreached, the verifiers cannot collude
and/or 1nject malicious 1nputs to CADSA verification pro-
cess. At the same time, 1f the secure hardware 1s breached
(e.g., several practical attacks have been shown to secure
hardware [8, 9, 18, 19]), then CADSA still provides all-or-
nothing security as originally described, wherein only one
honest verifier 1s sullicient to prevent a forged authentication
tag. Therefore, at one hand, this document improved the
collusion resiliency of CADSA as long as the secure hard-
ware 1s 1ntact, and on the other hand, ensured distributed
security against a possible breach 1n secure hardware.
Clearly, this approach 1s superior to stand-alone use of
secure hardware for audit logging, or stand-alone use of
CADSA without extra hardware protection.

Note that 1n one embodiment the signer devices are
low-end devices (e.g., low-end sensor, embedded devices),
and therefore such a secure hardware might not be feasible
for the logger. However, the log verifiers in our use-cases are
typically traditional cloud/server machines, which can be
readily found to be equipped with SGX. Further remark that,
these examples just exemplily our solution with SGX, but
any other secure hardware 1s equally applicable, so our
solution 1s not limited to SGX (e.g., [14]).

FIG. 2 shows an exemplary computing environment in
which example embodiments and aspects may be imple-
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mented. The computing device environment 1s only one
example of a suitable computing environment and 1s not
intended to suggest any limitation as to the scope of use or
functionality.

Numerous other general purpose or special purpose com-
puting devices environments or configurations may be used.
Examples of well-known computing devices, environments,
and/or configurations that may be suitable for use include,
but are not limited to, personal computers, server computers,
handheld or laptop devices, multiprocessor systems, micro-
processor-based systems, network personal computers
(PCs), minicomputers, mainframe computers, embedded
systems, distributed computing environments that include
any of the above systems or devices, and the like.

Computer-executable instructions, such as program mod-
ules, being executed by a computer may be used. Generally,
program modules include routines, programs, objects, com-
ponents, data structures, etc. that perform particular tasks or
implement particular abstract data types. Distributed com-
puting environments may be used where tasks are performed
by remote processing devices that are linked through a
communications network or other data transmission
medium. In a distributed computing environment, program
modules and other data may be located 1n both local and
remote computer storage media mncluding memory storage
devices.

With reference to FIG. 2, an exemplary system for imple-
menting aspects described herein includes a computing
device, such as computing device 200. In i1ts most basic
configuration, computing device 200 typically includes at
least one processing unit 202 and memory 204. Depending
on the exact configuration and type of computing device,
memory 204 may be volatile (such as random access
memory (RAM)), non-volatile (such as read-only memory
(ROM), flash memory, etc.), or some combination of the
two. This most basic configuration 1s 1llustrated 1n FIG. 2 by
dashed line 206.

Computing device 200 may have additional features/
functionality. For example, computing device 200 may
include additional storage (removable and/or non-remov-
able) including, but not limited to, magnetic or optical disks
or tape. Such additional storage 1s illustrated in FIG. 2 by
removable storage 208 and non-removable storage 210.

Computing device 200 typically includes a variety of
computer readable media. Computer readable media can be
any available media that can be accessed by the device 200
and includes both volatile and non-volatile media, remov-
able and non-removable media.

Computer storage media include volatile and non-volatile,
and removable and non-removable media implemented 1n
any method or technology for storage of information such as
computer readable instructions, data structures, program
modules or other data. Memory 204, removable storage 208,
and non-removable storage 610 are all examples of com-
puter storage media. Computer storage media include, but
are not limited to, RAM, ROM, electrically erasable pro-
gram read-only memory (EEPROM), tlash memory or other
memory technology, CD-ROM, digital versatile disks
(DVD) or other optical storage, magnetic cassettes, mag-
netic tape, magnetic disk storage or other magnetic storage
devices, or any other medium which can be used to store the
desired information and which can be accessed by comput-
ing device 200. Any such computer storage media may be
part of computing device 200.

Computing device 200 may contain communication con-
nection(s) 612 that allow the device to communicate with
other devices. Computing device 200 may also have mput
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device(s) 614 such as a keyboard, mouse, pen, voice 1nput
device, touch mput device, etc. Output device(s) 616 such as
a display, speakers, printer, etc. may also be included. All
these devices are well known 1n the art and need not be
discussed at length here.

It should be understood that the wvarious techniques
described herein may be implemented 1n connection with
hardware components or software components or, where
appropriate, with a combination of both. Illustrative types of
hardware components that can be used include Field-pro-
grammable Gate Arrays (FPGAs), Application-specific Inte-
grated Circuits (ASICs), Application-specific Standard
Products (ASSPs), System-on-a-chip systems (SOCs), Com-
plex Programmable Logic Devices (CPLDs), etc. The meth-
ods and apparatus of the presently disclosed subject matter,
or certain aspects or portions thereof, may take the form of
program code (i.e., instructions) embodied 1n tangible
media, such as tloppy diskettes, CD-ROMs, hard drives, or
any other machine-readable storage medium where, when
the program code 1s loaded 1nto and executed by a machine,
such as a computer, the machine becomes an apparatus for
practicing the presently disclosed subject matter.

Although exemplary implementations may refer to utiliz-
ing aspects of the presently disclosed subject matter 1n the
context of one or more stand-alone computer systems, the
subject matter 1s not so limited, but rather may be imple-
mented in connection with any computing environment,
such as a network or distributed computing environment.
Still further, aspects of the presently disclosed subject matter
may be implemented in or across a plurality of processing
chips or devices, and storage may similarly be eflected
across a plurality of devices. Such devices might include
personal computers, network servers, and handheld devices,
for example.
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It should be understood that while the present disclosure
has been provided 1n detail with respect to certain illustrative
and specific aspects thereof, it should not be considered
limited to such, as numerous modifications are possible
without departing from the broad spirit and scope of the
present disclosure as defined in the appended claims. It 1s,
therefore, intended that the appended claims cover all such
equivalent variations as fall within the true spirit and scope
of the embodiments claimed herein.

The 1nvention claimed 1s:

1. A security system for authenticating the updating of
computer records, comprising:

a network of member computers 1n data communication
with each other, wherein at least a primary computer on
the network tracks at least one entry into an audit log
stored on the network;

a processor connected to the primary computer and fur-
ther connected to computerized memory storing soft-
ware configured to produce an authenticity tlag for the
at least one entry into the audit log by distributing,
among a group of verifying parties connected on the
network, a plurality of discrete verification tasks for a
single authentication code associated with a prospec-
tive entry into the audit log,

wherein the authenticity flag 1s a confirmation of authen-
ticity when the single authentication code corresponds
to a collective set of outputs from all of the discrete
verification tasks; and

wherein the authenticity flag 1s a demial of authenticity
when any one of the outputs from the discrete verifi-
cation tasks does not correspond to the single authen-
tication code.
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2. A security system according to claim 1, wherein:

the group of verilying parties comprises a set of “n”
verifier parties, each individually assigned to a respec-
tive one of “n” member computers on the network, and

cach member computer of the set of “n” member com-
puters holds a full set of “n” symmetric keys assigned
to respective member computers;

and the software on the primary computer i1s further
configured to use the collective set of outputs from all
of the discrete verification tasks to calculate a test code
for comparison to the single authentication code for a
prospective audit log entry.

3. A security system according to claim 2, wherein the “n”
symmetric keys are related to a single master secret key by
at least one mathematical function.

4. A security system according to claim 3, wherein the
single master secret key originates from a third-party source
other than the member computers and the veritying parties.

5. A security system according to claim 3, wherein the
symmetric keys each comprise an encoded function of a
concatenation of the single master secret key, a respective 1D
for a respective member computer, a respectively assigned
verifier party identification for the member computer, and a
time period in which a prospective log entry must have
originated.

6. A security system according to claim 3, wherein a full
set of symmetric keys 1s transmitted to each member com-
puter, and wherein a respective symmetric key indexed for
cach member computer 1s transmitted to a correspondingly
indexed verifier party.

7. A security system according to claim 6, wherein each
member computer 1s configured to operate as a signing
computer for a respective audit log entry transmitted to the
primary computer from the signing computer, and wherein
cach member computer operating as a signing computer 1s
turthermore configured to calculate a set of “n™ authentica-
tion tags for any respectively prospective audit log entry,
wherein each authentication tag 1s computed with a respec-
tive symmetric key corresponding to each member com-
puter.

8. A security system according to claim 7, wherein each
member computer 1s configured to operate as a signing
computer and calculate the authorization code for the pro-
spective audit log entry using the set of “n” authentication
tags and transmits the authorization code to the primary
computer with the prospective audit log entry.

9. A security system according to claim 7, wherein the
primary computer polls each verifier party to individually
calculate a corresponding authentication tag using a respec-
tive member computer’s indexed symmetric key, and upon
receiving the corresponding authentication tag from each
member computer via all respectively indexed verifier par-
ties, calculating the test value.

10. A security system according to claim 9, wherein the
primary computer software compares the test value to the
authorization code for setting the authentication flag.

11. A security system according to claim 10, wherein each
of the member computers delete a previously used symmet-
ric key, the authorization code, and the authentication tags
and calculates a next generation symmetric key for each
member computer.
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