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COLLECT DATA SENSED BY A MONITORING SYSTeM THAT
MONITORS APROPERTY OF A USER
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+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

Detecied Patiern
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+
+
+
+
L4+ 4 b bbb ] *
+
+
+
+*
+
+
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+
+ = &+ +
+
+*
+
+
+*
+
h n +
4 ! T, - . : :
+
ACK OF dCUVILY O odtUiudy peiween A +
+
+
+*
+
+
+*
++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++ *

44() Arm “Stay” by 11 PM Daily when all users
| - . | G0 ;

are detected as peing at home ;

450 Arm “Away” by § AM Monday to Friday when
| , ¥ ;

, all users are detecied as being away from home ;

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

VWINGow opening preceded by interior motion detection 100

470 Back door opening preceded by interior motion detection 86
Daily between 6 AM1to 7 AM and 10 PM ang 11 PM
| Lack of activity on Sunday petween & AM ang 12 PV 0

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
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» 500
LUsers Device
Based on pattermns of aclivity, your monioring company
510 suggests adaing the following ruies 1o your system:
\ Suagested Rule 920 ~» Confidence #.of Alerts °es
....... b e T L S T | 53(} 532 534

Alert Central Stalion and Nolify User
¥vhen Window Opening tvent s Detecled {100} 0
vithout #nor intenior Molion bvent

Arming Keminder At 9 AM Monday 1o
Friday YWhen Al Users Are Detecied As (9 5) 2
Hemng Away From Home

Notification Alert When Activily is Detecled

on sunday Belween 8 AM 1o 12 PV (%) 12
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++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

Lsers Device

Based on pattemns of aclivity, your monionng company
automatically sat the foilowing ruie for your system:

510
\ Ruie 020 ~a contide

Auvtomatically Arm Sysiem o "Stay” VWhen Al
Lisers Are Delecied As Being Home and
Sysiem s Unarmed At 11 P

YWhen Sysiem s Armeg "Slay,” Delay Siren
and Alerting Central Station for Alarm
Condition Detected Based On Back Door (&0)
Open zvent YWhen The gack Door Gpen
event Gocurs Between 8 AM o 7 AM or 10
MM 1o 11 PM and Is Freceded By intenor
pMotion Detection

42 544 |
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s 100

User's Device

+ + + +
+ + + +
+ + + +
+ + + +
+ + + +
+ + + +
+ + + +
+ + + +
+ + + +
+ + + +
+ + + +
+ + + +
+ + + +
+ + + +
+ + + +
+ + + + +

=venis

Back Door Open On Wednesday At 2:45 PM

Haliway Motion Sensor On Wednesday Al 2:47 PM
Basement Motion Sensor On Wednesday At 2:48 P
Haliway Motion Sensor On Wednesday At 2:54 PM
Bedroom Door Open On Wednesday Al 2:55 PM
Jewelry Box Open On Wednesday At 2:50 PM

60

Notify Central | | - ignore And |
station ' | Stop Alerting |
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910 920

Abnormal Activity Delection Rules

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

230 Activity on Saturday between 7 AM and 1 PM

J30 Activity on Sunday between 8 AM and 12 PM

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

940 Activity on Monday o Thursday petween 8 AM and 5 P

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

9o Door opening foliowed by interior motion detection 58
hetween 11 PM to 6 AM '

930 User Localion — Away From Home
960 User Location — AL Home
Si6te

Recent Trend of ignorng Abnormal Activity Alerts

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
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User's Device

Your moriioring company has been automatically setting rules for your sysiem
Dased on patlemns of activily. Let us kKnow your preterence 1or having rules
auiomatically sat {or your moniorng system based on how we nave been doing.

» 1110 1120 1130 1140

Aldert Me
L.E55

Just

Alert Me |
Right :

pare

1'55(3\

Agtomatically Arm Sysiem 10 "Slay” When Al
LUsers Are Delecied As Being Home and {90}
System is Unarmed AL 11 PR

Auto Set Rules 1180 ~u confidence

When System is Armeg "Stay,” Delay Siren
ang Alerting Central Siation for Alarm
Condition Detected Based On Back Door (&U)
Open Event When The Back Door Open
Event Ocours Belween 6 AMIO 7 AM o1 10
Mo 11 P and is Preceded By intenor
potion Detection

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++



S. Patent Jan. 28, 2020 Sheet 14 of 16 S 10.546.485 B1

TRACK ADDITIONAL EVENTS AFTER STORING DATA RELATED 10
TAKING ACTION BASED ON DETECTED PATTERNS
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BASED ON THE ANALYSIS, TAKE ACTION ReLATED TO UPDATING
RULES USED IN TAKING ACTION FOR ABNORMAL EVENTS
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LUsers Device

Based on recent pattemns of activity, your momnitonng company
suggestis removing {or suspenging) the following rule from your system:

1310 s Ruyte 152U~ confidence

Notification Alert VWhen Activity is Detecled on Sunday

Beoltween 8 AM Lo 12 PM 140)

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++



U.S. Patent Jan. 28, 2020 Sheet 16 of 16 US 10,546,485 B1

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

LUsars Device

Based on recent pattems of aclivity, your monionng company
has automatically adjusied the following rutes set for your sysieny:

1410
N

Laleted apnormality score 1oy aclivity on
Saturday Delween 7 AM and 1 PM

Reduced abnormality score for window
gpening not precedad by interior molion (45}
detection rom 1.010 0.6
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ABERRATION ENGINE

CROSS REFERENCE TO RELATED
APPLICATIONS

The present application 1s a continuation (and claims the
benelit of priority under 35 USC 120) of U.S. application
Ser. No. 15/330,784, filed Nov. 7, 2106, now allowed, which
1s a continuation of U.S. application Ser. No. 14/878,333,
filed Oct. 8, 2015, now U.S. Pat. No. 9,489,826, 1ssued Nov.
8, 2016, which 1s a continuation of U.S. application Ser. No.
14/335,545, filed Jul. 18, 2014, now U.S. Pat. No. 9,165,
455, 1ssued Oct. 20, 2015, which 1s a continuation of U.S.
application Ser. No. 13/608,148, filed Sep. 10, 2012, now
U.S. Pat. No. 8,786,425, 1ssued Jul. 22, 2014, which claims
the benefit of U.S. Provisional Application No. 61/532,603,
filed Sep. 9, 2011, each of which 1s incorporated herein by
reference 1n its entirety for all purposes.

TECHNICAL FIELD

This disclosure relates to monitoring technology and, for
example, detecting events based on a pattern of past moni-
toring activity.

BACKGROUND

Many people equip homes and businesses with alarm
systems to provide increased security for their homes and
businesses. Alarm systems may include control panels that
a person may use to control operation of the alarm system
and sensors that monitor for security breaches. In response
to an alarm system detecting a security breach, the alarm
system may generate an audible alert and, if the alarm
system 1s monitored by a monitoring service, the alarm
system may send electronic data to the monitoring service to
alert the monitoring service of the security breach.

SUMMARY

Techniques are described for monitoring technology. For
example, techniques are described for detecting events
based on a pattern of past monitoring activity.

Implementations of the described techniques may include
hardware, a method or process implemented at least partially
in hardware, or a computer-readable storage medium
encoded with executable instructions that, when executed by
a processor, perform operations.

The details of one or more implementations are set forth
in the accompanying drawings and the description below.
Other features will be apparent from the description and
drawings, and from the claims.

DESCRIPTION OF DRAWINGS

FIGS. 1A-1C illustrate examples of using patterns of
recurring events to control momitoring system operations.

FIG. 2 1illustrates an example system.

FIGS. 3, 8, 10, and 12 are flow charts of example
processes.

FIGS. 4 and 9 illustrate example data records.

FIGS. 5-7, 11, 13, and 14 illustrate example 1nterfaces.

DETAILED DESCRIPTION

Techniques are described for detecting abnormal activity
in a property momtored by a monitoring (e.g., security)
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system even when the monitoring (e.g., security) system has
not been armed by a user. For instance, an aberration engine
monitors events detected by a security system and attempts
to detect abnormal activity even when the security system 1s
unarmed. Each event will get an “abnormality score” (more
than just true/false), and a bunch of slightly suspicious
events 1n a short period of time will aggregate to cause the
engine to alert the user. In this regard, the security system
may be helpful in monitoring the property even when the
user forgets to arm the security system and the security
system otherwise would not detect an alarm event.

FIGS. 1A-1C 1illustrate examples of using patterns of
recurring events to control monitoring system operations. As
shown 1 FIG. 1A, a property 10 (e.g., a home) of a user 50
1s monitored by an in-home monitoring system (e.g., 1n-
home security system) that includes components that are
fixed within the property 10. The in-home monitoring sys-
tem 1includes a control panel 20, a front door sensor 22, a
motion sensor 24, and a back door sensor 26. The front door
sensor 22 1s a contact sensor positioned at a front door of the
property 10 and configured to sense whether the front door
1s 10 an open position or a closed position. The motion sensor
24 1s configured to sense a moving object within the property
10. The back door sensor 26 1s a contact sensor positioned
at a back door of the property 10 and configured to sense
whether the back door 1s 1n an open position or a closed
position.

The control panel 20 communicates over a short-range
wired or wireless connection with each of the front door
sensor 22, the motion sensor 24, and the back door sensor 26
to receive sensor data descriptive of events detected by the
front door sensor 22, the motion sensor 24, and the back
door sensor 26. The control panel 20 also communicates
over a long-range wired or wireless connection with a
monitoring server 30. The monitoring server 30 1s located
remote from the property 10 and manages the in-home
monitoring system at the property 10, as well as other (and,
perhaps, many more) in-home monitoring systems located at
different properties that are owned by different users. The
monitoring server 30 receives, from the control panel 20,
sensor data descriptive of events detected by the sensors
included 1n the in-home monitoring system of the property
10.

In the example shown 1n FIG. 1A, the monitoring server
30 collects and aggregates sensor data received from the
control panel 20 over a period of time. The period of time
may be relatively long and may include sensor data collected
over the course of several days, several weeks, several
months, and even several years. And, the aggregated sensor
data may include all events sensed by the in-home moni-
toring system during the period of time, regardless of
whether the in-home monitoring system was armed 1n a
manner 1n which the in-home monitoring system detects
alarm conditions when the events occurred. The monitoring
server 30 analyzes the aggregated sensor data with other
data available to the monitoring server 30, such as location
data for the user 50, and, based on the analysis, detects
patterns of recurring events within the aggregated sensor
data and the other data available to the monitoring server 30.
The recurring events may be positive events tied to activity
in the property detected by the in-home monitoring system
or may be negative events that reflect a lack of activity (or
a lack of a particular type of activity) in the property
detected by the 1n-home monitoring system.

After detecting patterns of recurring events within the
agoregated sensor data and the other data available to the
monitoring server 30, the monitoring server 30 stores the
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detected patterns 40 1n electronic storage accessible to the
monitoring server 30. As shown 1n the detected patterns 40,
the monitoring server 30 has detected a pattern that, on
Monday to Thursday between eight in the morning and five
in the afternoon, no door activity exists and a location of the
user 50 1s away from the property 10. The monitoring server
30 also has detected a pattern that a back door open event
detected by the back door sensor 26 1s typically (e.g.,
always) proceeded by an interior motion detection by the
motion sensor 24. The momnitoring server 30 further has
detected a pattern that, on Monday to Thursday between five
and six in the afternoon, the front door sensor 22 detects
opening of the front door and a location of the user 50 at the
property 10.

The monitoring server 30 uses the detected patterns 40 to
perform operations related to the in-home monitoring sys-
tem without requiring input from the user 50 to define rules
for the detected patterns. For example, in the example shown
in FIG. 1A, the control panel 20 detects a front door open
event on a Tuesday at 11 AM based on output from the front
door sensor 22. In this example, the control panel 20 does
not detect an alarm condition based on the front door open
event because the in-home monitoring system 1s in an
unarmed state (e.g., the user 50 forgot to arm the mn-home
monitoring system upon leaving). The control panel 20
sends a message to the monitoring server 30 indicating
detection of the front door open event on Tuesday at 11 AM
at a time when the in-home monitoring system 1s 1n an
unarmed state. The monitoring server 30 receives the mes-
sage from the control panel 20 and compares the front door
open event on Tuesday at 11 AM with the detected patterns
40 that were automatically identified by the monitoring
server 30 based on past sensor and other activity collected by
the momtoring server 30. Based on the comparison, the
monitoring server 30 determines that the front door open
event on Tuesday at 11 AM contlicts with the first detected
pattern of no door activity on Monday to Thursday between
eight 1n the morning and five 1n the afternoon.

To confirm whether the first detected pattern 1s violated,
the monitoring server 30 determines a location of the user 50
based on a location of the user’s mobile phone 60. The
monitoring server 30 may determine the location of the
user’s mobile phone 60 based on Global Positioning System
(GPS) data captured by the mobile phone 60 and sent to the
monitoring server 30 over a long-range wireless network
(e.g., Cellular network). Based on the determined location of
the user 50, the monitoring server 30 determines that the
user 1s away Irom the property 10 and, therefore, the first
detected pattern has been violated. Accordingly, the moni-
toring server 30 determines that the front door open event on
Tuesday at 11 AM detected by the control panel 20 1is
abnormal and sends an alert to the user 50 indicating the
abnormal front door opening. At this time, the monitoring
server 30 withholds alerting a central monitoring station
server 70 used by a central monitoring station that handles
dispatching of emergency services based on alarm condi-
tions detected by monitoring systems. The monitoring server
30 may withhold alerting the central monitoring station
server 70 because, although the front door open event 1s
abnormal, the front door open event does not have a high
enough degree of abnormality to warrant contacting the
central monitoring station server 70 without first alerting the
user 0.

The user 530 may view the alert on the mobile phone 60
and take action with respect to the abnormal front door
opening. For example, the user 50 may provide user mput
indicating that the abnormal front door opening 1s an actual
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alarm condition or that the abnormal front door opening 1s
not an alarm condition and should be 1gnored by the moni-
toring system. In this example, the mobile phone 60 receives
the user input provided by the user 50 and communicates the
received user mput to the monitoring server 30. The moni-
toring server 30 receives the user mput from the mobile
phone 60 and, 1n this case, 1gnores the abnormal front door
opening because the user 50 confirmed that the abnormal
front door opening was not an alarm condition.

In the example shown in FIG. 1B, the control panel 20
detects a back door open event on a Wednesday at 2 PM
based on output from the back door sensor 26. The control
panel 20 also detects an interior motion sensor event fol-
lowing the back door open event based on output from the
motion sensor 24. In this example, the control panel 20 does
not detect an alarm condition based on the back door open
event and the motion sensor event because the in-home
monitoring system 1s 1n an unarmed state (e.g., the user 50
forgot to arm the 1n-home monitoring system upon leaving).
The control panel 20 sends a message to the monitoring
server 30 indicating detection of the back door open event on
Wednesday at 2 PM followed by the motion sensor event at
a time when the in-home monitoring system 1s 1n an
unarmed state. The monitoring server 30 receives the mes-
sage from the control panel 20 and compares the back door
open event on Wednesday at 2 PM {followed by the motion
sensor event with the detected patterns 40 that were auto-
matically identified by the monitoring server 30 based on
past sensor and other activity collected by the monitoring
server 30. Based on the comparison, the monitoring server
30 determines that the back door open event on Wednesday
at 2 PM conflicts with the first detected pattern of no door
activity on Monday to Thursday between eight 1in the morn-
ing and five in the afternoon and determines that the order
of the back door open event followed by the motion sensor
event conflicts with the second detected pattern of a back
door open event typically (e.g., always) proceeded by an
interior motion sensor event.

The monitoring server 30 also determines that the user 50
1s away Irom the property 10 and, therefore, confirms that
the first detected pattern and the second detected pattern
have been violated. Accordingly, the monitoring server 30
determines that the back door open event on Wednesday at
2 PM tollowed by the motion sensor event 1s highly abnor-
mal, as 1t conflicts with two detected patterns of activity.
Based on the determination of highly abnormal activity, the
monitoring server 30 sends an alert to the central monitoring
station server 70 to indicate a highly abnormal back door
entry that needs investigation. In response to the alert,
personnel at the central monitoring station take action to
coniirm whether the highly abnormal back door entry 1s an
actual alarm condition and dispatch emergency personnel to
the property 10, as needed. In this regard, even though the
in-home monitoring system 1s in an unarmed state, the
in-home monitoring system 1s still eflective 1n detecting
alarm conditions because the monitoring server 30 1s able to
detect highly abnormal events and take approprate action.

In addition, the monitoring server 30 sends an alert to the
user 50 indicating that the central monitoring station server
70 has been alerted to a highly abnormal back door entry.
The user 50 may view the alert on the mobile phone 60 and
take action with respect to the highly abnormal back door
entry. For example, the user 50 may provide user input
indicating that the highly abnormal back door entry 1s an
actual alarm condition or that the abnormal back door
opening 1s not an alarm condition. In this example, the
mobile phone 60 receives the user input provided by the user
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50 and communicates the received user mput to the moni-
toring server 30. The monitoring server 30 receives the user
input from the mobile phone 60 and communicates the user
input to the central monitoring station server 70 to assist the
central monitoring station server 70 1n determining whether
the highly abnormal back door entry 1s an actual alarm
condition.

In some implementations, rather than alerting the central
station directly 1n response to the determination of highly
abnormal activity, the momitoring server 30 may {irst control
the control panel 20 to sound an alarm at the property 10
(c.g., activate a siren) and provide the user 50 (or another
person located at the property 10) a chance to disarm the
alarm before notifying the central station. In these imple-
mentations, the monitoring server 30 waits a predetermined
pertod of time (e.g., one minute), monitors for mput dis-
arming the alarm, and alerts the central monitoring station
server 70 1n response to a determination that the predeter-
mined period of time has passed without receipt of input
disarming the alarm.

In the example shown 1n FIG. 1C, the control panel 20
detects a front door open event on a Thursday at 5:30 PM
based on output from the front door sensor 22. In this
example, the control panel 20 detects an alarm condition
based on the front door open event because the in-home
monitoring system 1s in an armed state. The control panel 20
sends a message to the monitoring server 30 indicating an
alarm condition due to detection of the front door open event
on Thursday at 5:30 PM at a time when the in-home
monitoring system 1s in an armed state. The monitoring
server 30 receives the message from the control panel 20 and
compares the front door open event on Thursday at 5:30 PM
with the detected patterns 40 that were automatically 1den-
tified by the monitoring server 30 based on past sensor and
other activity collected by the momtoring server 30. Based
on the comparison, the monitoring server 30 determines that
the front door open event on Thursday at 5:30 PM 1s
consistent with the third detected pattern that, on Monday to
Thursday between five and six 1n the afternoon, the front
door sensor 22 detects opening of the front door.

To confirm whether the front door open event on Thurs-
day at 5:30 PM 1s consistent with the third detected pattern,
the monitoring server 30 determines a location of the user 50
based on a location of the user’s mobile phone 60. Based on
the determined location of the user 50, the monitoring server
30 determines that the user 1s at the property 10 and,
therefore, the front door open event on Thursday at 5:30 PM
1s consistent with the third detected pattern. Accordingly, the
monitoring server 30 determines that the front door open
event on Thursday at 5:30 PM 1s consistent with the third
detected pattern detected by the control panel 20 i1s normal
and determines to delay reporting of the alarm condition to
the central momtoring station server 70, thereby enabling
the user 50 more time to disable the alarm condition and.,
potentially, reducing the chance of reporting a false alarm. In
this regard, the monitoring server 30 sends a message to the
control panel 20 indicating that the control panel should
extend the dialer delay to provide the user S0 more time to
enter a passcode needed to disarm the mm-home monitoring
system and also prompt the user 50 to provide put to
disarm the 1n-home monitoring system. I the control panel
20 does not recerve mput to disarm the in-home monitoring
system prior to expiration of the extended dialer delay
period, the control panel 20 alerts the central monitoring,
station server 70 to the detected alarm condition.

FI1G. 2 illustrates an example of an electronic system 200
configured to provide surveillance and reporting. The elec-
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tronic system 200 includes a network 105, a monitoring
system control unit 110, one or more user devices 140, 150,
a monitoring application server 160, and a central alarm
station server 170. In some examples, the network 105
facilitates communications between the monitoring system
control unit 110, the one or more user devices 140, 150, the
monitoring application server 160, and the central alarm
station server 170.

The network 1035 1s configured to enable exchange of
clectronic communications between devices connected to
the network 105. For example, the network 105 may be
configured to enable exchange of electronic communica-
tions between the monitoring system control umt 110, the
one or more user devices 140, 150, the monitoring applica-
tion server 160, and the central alarm station server 170. The
network 105 may include, for example, one or more of the
Internet, Wide Area Networks (WANs), Local Area Net-
works (LLANs), analog or digital wired and wireless tele-
phone networks (e.g., a public switched telephone network
(PSTN), Integrated Services Digital Network (ISDN), a
cellular network, and Digital Subscriber Line (DSL)), radio,
television, cable, satellite, or any other delivery or tunneling,
mechanism for carrying data. Network 105 may include
multiple networks or subnetworks, each of which may
include, for example, a wired or wireless data pathway. The
network 105 may include a circuit-switched network, a
packet-switched data network, or any other network able to
carry electronic communications (e.g., data or voice com-
munications). For example, the network 105 may include
networks based on the Internet protocol (IP), asynchronous
transier mode (ATM), the PSTN, packet-switched networks
based on IP, X.25, or Frame Relay, or other comparable
technologies and may support voice using, for example,
VoIP, or other comparable protocols used for voice commu-
nications. The network 105 may include one or more net-
works that include wireless data channels and wireless voice
channels. The network 105 may be a wireless network, a
broadband network, or a combination of networks including
a wireless network and a broadband network.

The monitoring system control unit 110 includes a con-
troller 112 and a network module 114. The controller 112 1s
configured to control a monitoring system (e.g., a home
alarm or security system) that includes the monitoring
system control unit 110. In some examples, the controller
112 may include a processor or other control circuitry
configured to execute 1mstructions of a program that controls
operation of an alarm system. In these examples, the con-
troller 112 may be configured to receive mput from sensors,
detectors, or other devices included 1n the alarm system and
control operations of devices included 1n the alarm system or
other household devices (e.g., a thermostat, an appliance,
lights, etc.). For example, the controller 112 may be con-
figured to control operation of the network module 114
included 1in the monitoring system control unit 110.

The network module 114 1s a commumnication device
configured to exchange communications over the network
105. The network module 114 may be a wireless commu-
nication module configured to exchange wireless commu-
nications over the network 105.

For example, the network module 114 may be a wireless
communication device configured to exchange communica-
tions over a wireless data channel and a wireless voice
channel. In this example, the network module 114 may
transmit alarm data over a wireless data channel and estab-
lish a two-way voice communication session over a wireless
voice channel. The wireless communication device may
include one or more of a GSM module, a radio modem,
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cellular transmission module, or any type of module con-
figured to exchange communications i1n one of the following

tormats: GSM or GPRS, CDMA, EDGE or EGPRS, EV-DO
or EVDO, UMTS, or IP.

The network module 114 also may be a wired commu-
nication module configured to exchange communications
over the network 105 using a wired connection. For
instance, the network module 114 may be a modem, a
network interface card, or another type of network interface
device. The network module 114 may be an Ethernet net-
work card configured to enable the monitoring system
control unit 110 to communicate over a local area network
and/or the Internet. The network module 114 also may be a
voiceband modem configured to enable the alarm panel to
communicate over the telephone lines of Plain Old Tele-
phone Systems (POTS).

The monitoring system that includes the monitoring sys-
tem control unit 110 includes one or more sensors or
detectors. For example, the monitoring system may 1nclude
multiple sensors 120. The sensors 120 may include a contact
sensor, a motion sensor, a glass break sensor, or any other
type of sensor included in an alarm system or security
system. The sensors 120 also may include an environmental
sensor, such as a temperature sensor, a water sensor, a rain
sensor, a wind sensor, a light sensor, a smoke detector, a
carbon monoxide detector, an air quality sensor, etc. The
sensors 120 further may include a health monitoring sensor,
such as a prescription bottle sensor that monitors taking of
prescriptions, a blood pressure sensor, a blood sugar sensor,
a bed mat configured to sense presence of liquid (e.g., bodily
fluids) on the bed mat, etc. In some examples, the sensors
120 may include a radio-frequency identification (RFID)
sensor that identifies a particular article that includes a
pre-assigned RFID tag.

The monitoring system control unit 110 communicates
with the module 122 and the camera 130 to perform sur-
veillance or monitoring. The module 122 1s connected to one
or more lighting systems and 1s configured to control opera-
tion of the one or more lighting systems. The module 122
may control the one or more lighting systems based on
commands received from the monitoring system control unit
110. For instance, the module 122 may cause a lighting
system to 1lluminate an area to provide a better image of the
arca when captured by a camera 130.

The camera 130 may be a video/photographic camera or
other type of optical sensing device configured to capture
images. For mstance, the camera 130 may be configured to
capture images ol an area within a building monitored by the
monitoring system control unit 110. The camera 130 may be
configured to capture single, static images of the area and
also video 1mages of the area in which multiple 1images of
the area are captured at a relatively high frequency (e.g.,
thirty 1mages per second). The camera 130 may be con-
trolled based on commands received from the monitoring
system control unit 110.

The camera 130 may be triggered by several different
types of techniques. For instance, a Passive Infra Red (PIR)
motion sensor may be built into the camera 130 and used to
trigger the camera 130 to capture one or more 1mages when
motion 1s detected. The camera 130 also may include a
microwave motion sensor built into the camera and used to
trigger the camera 130 to capture one or more 1mages when
motion 1s detected. The camera 130 may have a “normally
open” or “normally closed” digital input that can trigger
capture ol one or more 1mages when external sensors (e.g.,
the sensors 120, PIR, door/window, etc.) detect motion or
other events. In some 1mplementations, the camera 130
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receives a command to capture an image when external
devices detect motion or another potential alarm event. The
camera 130 may receive the command from the controller
112 or directly from one of the sensors 120.

In some examples, the camera 130 triggers integrated or
external 1lluminators (e.g., Infra Red, Z-wave controlled

“white” lights, lights controlled by the module 122, etc.) to
improve image quality when the scene 1s dark. An integrated
or separate light sensor may be used to determine 11 1llumi-
nation 1s desired and may result 1n increased image quality.

The camera 130 may be programmed with any combina-
tion of time/day schedules, system “arming state”, or other
variables to determine whether 1mages should be captured or
not when triggers occur. The camera 130 may enter a
low-power mode when not capturing images.

In this case, the camera 130 may wake periodically to
check for inbound messages from the controller 112. The
camera 130 may be powered by internal, replaceable bat-
teries 1f located remotely from the monitoring control unit
110. The camera 130 may employ a small solar cell to
recharge the battery when light 1s available. Alternatively,
the camera 130 may be powered by the controller’s 112
power supply if the camera 130 i1s co-located with the
controller 112.

The sensors 120, the module 122, and the camera 130
communicate with the controller 112 over communication
links 124, 126, and 128. The communication links 124, 126,
and 128 may be a wired or wireless data pathway configured
to transmit signals from the sensors 120, the module 122,
and the camera 130 to the controller 112. The sensors 120,
the module 122, and the camera 130 may continuously
transmit sensed values to the controller 112, periodically
transmit sensed values to the controller 112, or transmit
sensed values to the controller 112 1n response to a change
in a sensed value.

The communication link 128 over which the camera 130
and the controller 112 communicate may include a local
network. The camera 130 and the controller 112 may
exchange images and commands over the local network. The
local network may include 802.11 “WiF1” wireless Ethernet
(e.g., using low-power Wik1 chipsets), Z-Wave, Zigbee,
Bluetooth, “Homeplug” or other “Powerline” networks that
operate over AC wiring, and a Category 5 (CAIS) or
Category 6 (CAT6) wired Ethernet network.

The monitoring application server 160 1s an electronic
device configured to provide monitoring services by
exchanging electronic communications with the monitoring
system control unit 110, the one or more user devices 140,
150, and the central alarm station server 170 over the
network 105. For example, the monitoring application server
160 may be configured to monitor events (e.g., alarm events)
generated by the monitoring system control unit 110. In this
example, the monitoring application server 160 may
exchange electronic communications with the network mod-
ule 114 included 1n the monitoring system control unit 110
to recerve iformation regarding events (e.g., alarm events)
detected by the monitoring system control unit 110. The
monitoring application server 160 also may receive infor-
mation regarding events (e.g., alarm events) from the one or
more user devices 140, 150.

In some examples, the monitoring application server 160
may route alarm data received from the network module 114
or the one or more user devices 140, 150 to the central alarm
station server 170. For example, the momtoring application
server 160 may transmit the alarm data to the central alarm
station server 170 over the network 105.
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The monitoring application server 160 may store sensor
and 1mage data received from the momitoring system and
perform analysis of sensor and 1image data received from the
monitoring system. Based on the analysis, the monitoring
application server 160 may communicate with and control 5
aspects of the monitoring system control unit 110 or the one
or more user devices 140, 150.

The central alarm station server 170 1s an electronic
device configured to provide alarm monitoring service by
exchanging communications with the monitoring system 10
control unit 110, the one or more mobile devices 140, 150,
and the monitoring application server 160 over the network
105. For example, the central alarm station server 170 may
be configured to monitor alarm events generated by the
monitoring system control unit 110. In this example, the 15
central alarm station server 170 may exchange communica-
tions with the network module 114 included 1n the moni-
toring system control unit 110 to recerve mformation regard-
ing alarm events detected by the monitoring system control
unit 110. The central alarm station server 170 also may 20
receive information regarding alarm events from the one or
more mobile devices 140, 150.

The central alarm station server 170 1s connected to
multiple terminals 172 and 174. The terminals 172 and 174
may be used by operators to process alarm events. For 25
example, the central alarm station server 170 may route
alarm data to the terminals 172 and 174 to enable an operator
to process the alarm data. The terminals 172 and 174 may
include general-purpose computers (e.g., desktop personal
computers, workstations, or laptop computers) that are con- 30
figured to receive alarm data from a server in the central
alarm station server 170 and render a display of information
based on the alarm data. For instance, the controller 112 may
control the network module 114 to transmit, to the central
alarm station server 170, alarm data indicating that a sensor 35
120 detected a door opening when the monitoring system
was armed. The central alarm station server 170 may receive
the alarm data and route the alarm data to the terminal 172
for processing by an operator associated with the terminal
172. The terminal 172 may render a display to the operator 40
that includes information associated with the alarm event
(¢.g., the name of the user of the alarm system, the address
of the building the alarm system 1s monitoring, the type of
alarm event, etc.) and the operator may handle the alarm
event based on the displayed information. 45

In some implementations, the terminals 172 and 174 may
be mobile devices or devices designed for a specific func-
tion. Although FIG. 2 illustrates two terminals for brevity,
actual implementations may include more (and, perhaps,
many more) terminals. 50

The one or more user devices 140, 150 are devices that
host and display user interfaces. For instance, the user
device 140 1s a mobile device that hosts one or more native
applications (e.g., the native surveillance application 142).
The user device 140 may be a cellular phone or a non- 55
cellular locally networked device with a display. The user
device 140 may include a cell phone, a smart phone, a tablet
PC, a personal digital assistant (“PDA”), or any other
portable device configured to communicate over a network
and display information. For example, implementations may 60
also 1nclude Blackberry-type devices (e.g., as provided by
Research in Motion), electronic organizers, iPhone-type
devices (e.g., as provided by Apple), 1Pod devices (e.g., as
provided by Apple) or other portable music players, other
communication devices, and handheld or portable electronic 65
devices for gaming, communications, and/or data organiza-
tion. The user device 140 may perform functions unrelated

10

to the monitoring system, such as placing personal telephone
calls, playing music, playing video, displaying pictures,
browsing the Internet, maimntaiming an electronic calendar,
etc.

The user device 140 1ncludes a native surveillance appli-
cation 142. The native surveillance application 142 refers to
a software/firmware program running on the corresponding
mobile device that enables the user interface and features
described throughout. The user device 140 may load or
install the native surveillance application 142 based on data
received over a network or data received from local media.
The native surveillance application 142 runs on mobile
devices platforms, such as 1Phone, 1Pod touch, Blackberry,
Google Android, Windows Mobile, etc. The native surveil-
lance application 142 enables the user device 140 to receive
and process 1mage and sensor data from the monitoring
system.

The user device 150 may be a general-purpose computer
(e.g., a desktop personal computer, a workstation, or a laptop
computer) that 1s configured to communicate with the moni-
toring application server 160 and/or the monitoring system
control unit 110 over the network 105. The user device 150
may be configured to display a surveillance monitoring user
interface 152 that 1s generated by the user device 150 or
generated by the monitoring application server 160. For
example, the user device 150 may be configured to display
a user mterface (e.g., a web page) provided by the moni-
toring application server 160 that enables a user to perceive
images captured by the camera 130 and/or reports related to
the monitoring system. Although FIG. 2 illustrates two user
devices for brevity, actual implementations may include
more (and, perhaps, many more) or fewer user devices.

In some implementations, the one or more user devices
140, 150 communicate with and receive monitoring system
data from the momnitoring system control umt 110 using the
communication link 138. For instance, the one or more user
devices 140, 150 may communicate with the monitoring
system control unit 110 using various local wireless proto-
cols such as wifl, Bluetooth, zwave, zigbee, HomePlug
(ethernet over powerline), or wired protocols such as Eth-
ernet and USB, to connect the one or more user devices 140,
150 to local security and automation equipment. The one or
more user devices 140, 150 may connect locally to the
monitoring system and its sensors and other devices. The
local connection may improve the speed of status and
control communications because communicating through
the network 105 with a remote server (e.g., the monitoring
application server 160) may be significantly slower.

Although the one or more user devices 140, 150 are
shown as communicating with the monitoring system con-
trol unit 110, the one or more user devices 140, 150 may
communicate directly with the sensors and other devices
controlled by the monitoring system control unit 110. In
some 1mplementations, the one or more user devices 140,
150 replace the monitoring system control unit 110 and
perform the functions of the monitoring system control unit
110 for local monitoring and long range/oflsite communi-
cation.

In other implementations, the one or more user devices
140, 150 recerve monitoring system data captured by the
monitoring system control unit 110 through the network
105. The one or more user devices 140, 150 may receive the
data from the monitoring system control unit 110 through
the network 105 or the monitoring application server 160
may relay data received from the monitoring system control
unit 110 to the one or more user devices 140, 150 through
the network 105. In this regard, the monitoring application




US 10,546,485 Bl

11

server 160 may facilitate communication between the one or
more user devices 140, 150 and the monitoring system.

In some 1mplementations, the one or more user devices
140, 150 may be configured to switch whether the one or
more user devices 140, 150 communicate with the monitor-
ing system control unit 110 directly (e.g., through link 138)
or through the monitoring application server 160 (e.g.,
through network 105) based on a location of the one or more
user devices 140, 150. For instance, when the one or more
user devices 140, 150 are located close to the monitoring,
system control unit 110 and 1n range to communicate
directly with the monitoring system control unit 110, the one
or more user devices 140, 150 use direct communication.
When the one or more user devices 140, 150 are located {ar
from the monitoring system control unit 110 and not in range
to communicate directly with the monitoring system control
unit 110, the one or more user devices 140, 150 use
communication through the monitoring application server
160.

Although the one or more user devices 140, 150 are
shown as being connected to the network 105, in some
implementations, the one or more user devices 140, 150 are
not connected to the network 105. In these implementations,
the one or more user devices 140, 150 communicate directly
with one or more of the momtoring system components and
no network (e.g., Internet) connection or reliance on remote
servers 15 needed.

In some implementations, the one or more user devices
140, 150 are used 1n conjunction with only local sensors
and/or local devices in a house. In these implementations,
the system 200 only includes the one or more user devices
140, 150, the sensors 120, the module 122, and the camera
130. The one or more user devices 140, 150 receive data
directly from the sensors 120, the module 122, and the
camera 130 and sends data directly to the sensors 120, the
module 122, and the camera 130. The one or more user
devices 140, 150 provide the appropriate interfaces/process-
ing to provide visual surveillance and reporting.

In other implementations, the system 200 further includes
network 105 and the sensors 120, the module 122, and the
camera 130 are configured to communicate sensor and
image data to the one or more user devices 140, 150 over
network 105 (e.g., the Internet, cellular network, etc.). In yet
another implementation, the sensors 120, the module 122,
and the camera 130 (or a component, such as a bridge/
router) are intelligent enough to change the communication
pathway from a direct local pathway when the one or more
user devices 140, 150 are 1n close physical proximity to the
sensors 120, the module 122, and the camera 130 to a
pathway over network 105 when the one or more user
devices 140, 150 are farther from the sensors 120, the
module 122, and the camera 130. In some examples, the
system leverages GPS information from the one or more
user devices 140, 150 to determine whether the one or more
user devices 140, 150 are close enough to the sensors 120,
the module 122, and the camera 130 to use the direct local
pathway or whether the one or more user devices 140, 150
are far enough from the sensors 120, the module 122, and the
camera 130 that the pathway over network 105 1s required.
In other examples, the system leverages status communica-
tions (e.g., pinging) between the one or more user devices
140, 150 and the sensors 120, the module 122, and the
camera 130 to determine whether communication using the
direct local pathway 1s possible. If communication using the
direct local pathway 1s possible, the one or more user
devices 140, 150 communicate with the sensors 120, the
module 122, and the camera 130 using the direct local
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pathway. If communication using the direct local pathway 1s
not possible, the one or more user devices 140, 150 com-
municate with the sensors 120, the module 122, and the
camera 130 using the pathway over network 105.

In some 1mplementations, the system 200 provides end
users with access to 1mages captured by the camera 130 to
aid 1 decision making. The system 200 may transmit the
images captured by the camera 130 over a wireless WAN
network to the user devices 140, 150. Because transmission
over a wireless WAN network may be relatively expensive,
the system 200 uses several techniques to reduce costs while
providing access to significant levels of useful visual 1nfor-
mation.

In some 1mplementations, a state of the monitoring sys-
tem and other events sensed by the monitoring system may
be used to enable/disable video/image recording devices
(e.g., the camera 130). In these implementations, the camera
130 may be set to capture 1mages on a periodic basis when
the alarm system 1s armed 1n an “Away” state, but set not to
capture images when the alarm system 1s armed 1n a “Stay”
state or disarmed. In addition, the camera 130 may be
triggered to begin capturing images when the alarm system
detects an event, such as an alarm event, a door opening
event for a door that leads to an area within a field of view
of the camera 130, or motion 1n the area within the field of
view ol the camera 130. In other implementations, the
camera 130 may capture 1images continuously, but the cap-
tured 1mages may be stored or transmitted over a network
when needed.

In some implementations, one or more of the components
of the system 200 (e.g., the monitoring application server
160) may be configured to operate as an aberration engine.
The aberration engine may automatically detect unusual/
suspicious behavior associated with a building monitored by
the system 200 and alert one or more users of the system 200
when unusual/suspicious behavior 1s detected. Because
many people, at times, do not arm their security systems, the
aberration engine attempts to detect unusual/suspicious
behavior even when the security system 1s not 1n an armed
state. In this regard, the aberration engine allows a security
system to remain useful while 1t 1s disarmed.

The aberration engine may consider any mputs and data
related to the system 200 to detect unusual/suspicious
behavior. For instance, the imnputs to the aberration engine
may include:

1) Historical sensor data

2) Current status of the security system

3) Other current status mformation

a. Car or smartphone locations may be considered

4) The customer’s historical responses to aberration

engine alerts

5) A customer-specified level of sensitivity/risk for each

sensor, and some measure of how much false alarms
bother them

The aberration engine may provide any type of output or
report based on detection of unusual/suspicious behavior.
For example, the output of the aberration engine may be an
alert that includes:

1) The event(s) that triggered the alert

2) Some measure of how unusual this behavior 1s based on

history of the system 200
3) Some actions the customer can take
a. Notity the Central Station
b. View video
c. Ignore 1t
d. Ignore 1t, and tell us not to alert about things like this
again
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4) Activation of an alarm (e.g., siren) at a monitored

property and initiation of a dialer delay period

a. A user may deactivate the alarm by providing appro-
priate input prior to expiration of the dialer delay
period

b. If the dialer delay period expires prior to receipt of
input that deactivates the alarm, the central station 1s
notified

In operation, the aberration engine uses statistical analysis
to decide what 1s “normal” and what 1s “abnormal.” The
aberration engine may use three main things to determine
what 1s “normal” and what 1s “abnormal”:

1) Timing,

a. I a sensor 1s opening at a time of day/day of week
during which 1t has never had any activity before,
that 1s abnormal.

2) Order of events

a. If there has been no activity for a long time, then the
back door opens, then the motion sensor goes off,
that 1s abnormal.

3) Other nfo

a. If the front door opens while none of the occupant’s

phones/cars are near home, that 1s abnormal.

The aberration engine also may treat the lack of events as
abnormal. For instance, the aberration engine may consider
typical alarm system mnput and typical sensed events and
assess whether a lack alarm system input or sensed events
gives rise to concern. In some examples, the aberration
engine may consider the following factors:

1) If the system 1s typically disarmed between 3:30 and
4:30 PM, but today 1t was not, then alert.

2) If Timmy’s phone typically comes from school along
a certain path to home between 3 and 4 PM and today 1t went
somewhere else, alert.

3) If the katchen door 1s normally opened shortly after the
garage door on weekday evenings, but today only the garage
door was opened, alert.

The aberration engine may assign an “abnormality score”™
to each event (not just true/false) and determine whether
unusual/suspicious behavior has occurred based on the
abnormality scores. For example, a bunch of slightly sus-
picious events (e.g., events with low to medium abnormality
scores) 1n a short period of time may aggregate to cause the
aberration engine to alert the user. In another example, a
single event with a large abnormality score may cause the
aberration engine to alert the user.

The aberration engine also may determine to send the
alert to more people 1n a more visible way as the likelihood
of a real event increases and as the sensitivity/risk associated
with the activity increases. For example, 11 the front door
opens 1n the middle of the day on a weekday, and that
happens about once per month, the aberration engine may
email the main end user. If the back door opens 1n the middle
of the night while nobody 1s home and 1s left open for a
threshold period of time, and the jewelry box 1s opened, the
aberration engine may try to notity all users, possibly
including the central station.

The aberration engine also may be used 1n reverse to try
to reduce the reporting of false alarms by extending the
dialer delay 1n cases where the alarm goes off based on
cvents that the aberration engine considers to be normal
behavior. For example, historical data may suggest that the
system 1s typically (e.g., always) disarmed between six and
seven pm on weekdays. In this example, 11 the front door
opens at six-thirty pm as i1s normal, but the system 1s not
disarmed, the aberration engine would assess the behavior as
normal and determine that the potential alarm has a high
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probability of being a false alarm. Accordingly, 1n an eflort
to reduce false alarms reported to the central station, the
aberration engine would extend the dialer delay to allow
more time for the user to disarm the security system.

The aberration engine may be run on the panel/firmware,
on the backend, or on any other suitable component of the
security system. In some examples, functionality of the
aberration engine may be distributed among various com-
ponents of the security system such that some functionality
may be implemented by the panel/firmware and other func-
tionality may be implemented by the backend.

In some implementations, all of the processing described
throughout this disclosure may be implemented 1n a moni-
toring system control panel located nside the property being
monitored, as opposed to sending data to an external server
for processing. For example, rather than being a separate
server located 1n a remote location, the monitoring applica-
tion server 160 may be a logical component 1nside of the
monitoring system control unit 110. In this example, the
monitoring system control unit 110 performs the processing
of the aberration engine without having to send sensor data
to a separate server separated by a network.

In other implementations, all of the processing described
throughout this disclosure may be performed on a remote
server (e.g., monitoring application server 160). In these
implementations, the monitoring system control panel (or
sensors themselves) may send sensor data to the remote
server over a network and the remote server may perform all
of the aberration engine analysis of the sensor data. For
instance, the monitoring system control unit 110 sends all
captured sensor data to the monitoring application server
160 and the monitoring application server 160 performs the
processing of the aberration engine.

In still further implementations, the processing described
throughout this disclosure may be mixed between a moni-
toring system control panel and a remote server. In these
implementations, the momitoring system control panel and
the remote server may share operations needed to analyze
the sensor data. For instance, the monitoring system control
panel may perform the aberration engine analysis of the
sensor data collected relatively recently (e.g., sensor data
collected within the past three months) and the remote server
may perform the aberration engine analysis of the sensor
data collected over a longer period of time (e.g., sensor data
collected over the past several years). Alternatively, the
monitoring system control panel may perform pre-process-
ing of the sensor data, including collection and aggregation
of the sensor data, and the remote server may perform the
detailed analysis of detecting patterns within the sensor data.
In the example shown in FIG. 2, the processing described
throughout this disclosure may be mixed between the moni-
toring system control unit 110 and the monitoring applica-
tion server 160.

FIGS. 3, 8, 10, and 12 1illustrate example processes. The
operations of the example processes are described generally
as being performed by the system 200. The operations of the
example processes may be performed by one of the com-
ponents of the system 200 (e.g., the monitor control unmit 110,
the monitoring application server 160, etc.) or may be
performed by any combination of the components of the
system 200. In some implementations, operations of the
example processes may be performed by one or more
processors included 1 one or more electronic devices.

FIG. 3 illustrates an example process 300 for taking action
related to a monitoring system based on detected patterns of
recurring events with aggregated monitoring data. The sys-
tem 200 collects data sensed by a monitoring system that
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monitors a property of a user (310). For example, the system
200 receives, over a network, data describing sensor events
detected by sensors fixed at the property of the user. In this
example, the sensor events may be contact sensor events
detected by door and window sensors located at doors and
windows of the property, motion sensor events detected by
motion sensors located at the property, and any other type of
sensor events detected by other types described throughout
this disclosure. The system 200 receives all sensor events
detected by the monitoring system, regardless of whether the
monitoring system 1s 1n an armed state or an unarmed state
when the sensor events are detected.

The system 200 aggregates the collected data over a
period of a time (320). For instance, the system 200 iden-
tifies the property and/or user associated with collected
sensor events and stores sensor events collected over time
tor the i1dentified property and/or user with an indication of
the 1dentified property and/or user. In this regard, the system
200 stores the collected sensor events 1n a manner that
cnables the system 200 to access all of the collected sensor
events for the identified property and/or user. The system
200 may aggregate the collected sensor events over any
period of time, including all sensor events collected over
years, sensor events collected over a period of one or more
months, sensor events collected over a period of one or more
weeks, or other suitable time periods that enable the system
200 to detect recurring events 1n the aggregated sensor data.

The system 200 detects, within the aggregated data,
patterns of recurring events (330). For instance, the system
200 analyzes the aggregated data to detect patterns of
recurring sensor events in the aggregated data. The system
200 may detect events as events sensed by sensors of the
monitoring system as well as a lack of sensor events
detected. The system 200 may consider the timing of events,
such as events that repeat on a routine basis (e.g., events that
occur at the relatively same time everyday day or events that
occur at the relatively same time on a particular day of the
week). The system 200 also may consider orders 1n which
events occur (e.g., a particular motion sensor event routinely
precedes a particular door open event). The order of events
may be considered with respect to timing or 1rrespective of
timing.

In detecting patterns, the system 200 may consider any
type of historical sensor activity detected by a monitoring
system located at a property. The system 200 also may
consider other types of activity, such as location data of one
or more users of the monitoring system, data collected by
sensors of a vehicle of one or more users of the monitoring
system, weather data accessible to the monitoring system, or
any other type of data that the system 200 is capable of
collecting, aggregating, and analyzing.

To detect patterns within the aggregated data, the system
200 may use any type of data mining techniques capable of
detecting patterns of recurring events. The system 200 may
perform an automatic or semi-automatic analysis of rela-
tively large quantities of sensor data to extract previously
unknown 1nteresting patterns, such as identifying groups of
sensor events using cluster analysis, identifying unusual
sensor events using anomaly detection, and i1dentiiying
dependencies using association rule mimng. Based on the
patterns detected, the system 200 may assign a confidence
score for each pattern that retlects a level of confidence that
the detected pattern 1s actually a pattern of recurring events
that will be observed in the future. The system 200 may
determine the confidence score based on a percentage of
time the pattern has occurred 1n the past, the amount of data
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used 1n detecting the pattern, and any statistical techniques
that assess whether the pattern i1s a statistically significant
pattern of recurring events.

FIG. 4 1illustrates an example data record 400 that stores
patterns detected within aggregated sensor data and confi-
dence scores for each of the detected patterns. The data
record 400 includes a first column 410 for a detected pattern
and a second column 420 for a confidence score associated
with the pattern stored in the column 410. As shown, a first
detected pattern 430 indicates that the system 200 detected
a pattern of a lack of sensor activity on Saturdays between
seven in the morming to one in the afternoon. The first
detected pattern 430 has a confidence score of sixty, which
indicates that the pattern 1s more likely than not, but not
overly confident (e.g., no sensor activity on Saturdays
between seven 1n the morning to one in the afternoon has
been detected sixty percent of the time).

A second detected pattern 440 indicates that the system
200 detected a pattern of arming the monitoring system in a
“Stay” mode by e¢leven 1n the evening when all users are
detected as being at home. The second detected pattern 440
has a confidence score of ninety, which indicates that the
pattern 1s likely (e.g., arming the monitoring system in a
“Stay” mode by eleven 1n the evening when all users are
detected as being at home has occurred ninety percent of the
time).

A third detected pattern 450 indicates that the system 200
detected a pattern of arming the monitoring system 1n an
“Away” mode by nine in the morning when all users are
detected as being away from home. The third detected
pattern 450 has a confidence score of ninety-five, which
indicates that the pattern 1s likely (e.g., arming the moni-
toring system 1n an “Away” mode by mine 1n the mormng
when all users are detected as being away from home has
occurred ninety-five percent of the time).

A Tourth detected pattern 460 indicates that the system
200 detected a pattern of window opening events being
preceded by interior motion detection events. The window
opening events may be for a specific window or all windows
in a monitored property. The fourth detected pattern 460 has
a confidence score of one hundred, which indicates that the
pattern 1s very likely (e.g., window opening events have
been preceded by interior motion detection events one
hundred percent of the time).

A fifth detected pattern 470 indicates that the system 200
detected a pattern of back door opening events being pre-
ceded by interior motion detection events daily between six
to seven 1n the morming and ten to eleven in the eveming. The
fifth detected pattern 470 has a confidence score of eighty,
which indicates that the pattern 1s likely (e.g., back door
opening events have been preceded by interior motion
detection events daily between six to seven in the morning
and ten to eleven 1n the evening eighty percent of the time).

A sixth detected pattern 480 indicates that the system 200
detected a pattern of a lack of sensor activity on Sundays
between eight 1n the morning to noon. The sixth detected
pattern 480 has a confidence score of seventy, which indi-
cates that the pattern 1s more likely than not, but not overly
confident (e.g., no sensor activity on Sundays between eight
in the morning to noon has been detected seventy percent of
the time).

In some implementations, the system 200 uses a threshold
confidence score in determining whether or not to detect and
continue monitoring a pattern. In these implementations, the
system 200 may use a confidence score of sixty as a
threshold (e.g., patterns that occur at least sixty percent of
the time). Accordingly, patterns having a confidence score
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lower than sixty are not included 1n the data record 400 and
do not impact the monitoring system, unless the pattern
increases to warrant further consideration (e.g., increases to
a confidence score at sixty or above).

Referring again to FIG. 3, the system 200 takes action
related to the monitoring system based on the detected
patterns of recurring events (340). For instance, the system
200 may suggest rules (e.g., alerts) for the monitoring
system based on the detected patterns of recurring events,
may automatically set rules (e.g., alerts) for the monitoring,
system based on the detected patterns of recurring events,
and may send alerts to a user or a central monitoring station
to indicate detection of abnormal activity. By taking action
based on the detected patterns of recurring events, the
system 200 may enhance the ease with which a user 1s able
to configure a monitoring system and enable a user to benefit
from having a monitoring system, even though the user 1s
not diligent about arming the monitoring system and setting,
alerting rules for the monitoring system.

FIG. 35 1illustrates an example interface 500 that makes
suggestions based on the detected patterns of recurring
events. The interface 500 may be part of a message (e.g.,
clectronic mail message) sent to a device of a user of a
monitoring system or may be displayed when the user of the
monitoring system accesses a web page associated with the
monitoring system. The system 200 may cause display of the
interface 500 when new patterns of recurring events have
been detected. The system 200 may cause display of the
interface 500 as part of taking action related to the moni-
toring system based on the detected patterns of recurring
events described above with respect to reference numeral
340.

As shown, the mnterface 500 includes a list of suggested
rules 510, a confidence 520 that reflects a level of confidence
of the system 200 1n suggesting the rule, and a number of
expected alerts 3525 that reflects a number of alerts the
system 200 expects to result from the rule over a given time
period (e.g., one year). The confidence 520 and the number
of expected alerts 525 may assist a user 1n determining
whether or not to adopt a suggested rule. A first suggested
rule 1s to alert the central station and notify the user when the
system 200 detects a window opening event without prior
detection of an interior motion sensor event. The system 200
suggests the first suggested rule based on the fourth detected
pattern 460 that window openings have always been pre-
ceded by interior motion sensor events. Accordingly, the
system 200 suggests the first suggested rule because histori-
cal sensor data confirms that 1t 1s highly unlikely that a
window opening from outside the property (e.g., without a
prior interior motion sensor event) 1s normal. The interface
500 shows that the system 200 has a confidence level of one
hundred for the first suggested rule, which may indicate that
the first suggested rule 1s being suggested based on a pattern
that has occurred one hundred percent of the time. The
interface 500 also shows that, based on historical sensor
data, the system 200 expects to send zero alerts for the first
suggested rule over the course of a vear.

The interface 500 1ncludes a set control 530 that receives
mput to set the first suggested rule for the monitoring
system. The interface 500 also includes a decline control 532
that recerves iput to decline the first suggested rule for the
monitoring system. The interface 3500 further includes a
modily control 534 that receirves mput to accept the first
suggested rule for the monitoring system, but 1n a modified
format. The modily control 534 may cause display of
another interface that enables a user to provide mput to
modity the first suggested rule by adding, removing, and/or
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changing criteria for meeting the rule and/or changing
actions taken when the rule has been met. The system 200
may consider decisions to set, decline, and modity the first
suggested rule in future suggestions made to the user.

A second suggested rule 1s to set an arming reminder at
nine 1n the morning when the system 200 detects all of the
users being away from home and detects the monitoring
system being in an unarmed state. The system 200 suggests
the second suggested rule based on the third detected pattern
450 of arming the monitoring system 1n an “Away”” mode by
nine in the moming when all users are detected as being
away from home. Accordingly, the system 200 suggests the
second suggested rule because historical sensor data con-
firms that the monitoring system 1s typically armed by nine
in the morming when all users are detected as being away
from home. The interface 500 shows that the system 200 has
a confidence level of ninety-five for the second suggested
rule, which may indicate that the second suggested rule 1s
being suggested based on a pattern that has occurred ninety-
five percent of the time. The interface 500 also shows that,
based on historical sensor data, the system 200 expects to
send two alerts for the second suggested rule over the course
of a year.

The interface 500 includes a set control 540 that receives
input to set the second suggested rule for the monitoring
system. The mterface 300 also includes a decline control 542
that receives input to decline the second suggested rule for
the monitoring system. The interface 500 further includes a
modify control 544 that receives input to accept the second
suggested rule for the monitoring system, but 1n a modified
format. The modily control 544 may cause display of
another interface that enables a user to provide mput to
modily the second suggested rule by adding, removing,
and/or changing criteria for meeting the rule and/or chang-
ing actions taken when the rule has been met. The system
200 may consider decisions to set, decline, and modily the
second suggested rule 1n future suggestions made to the user.

A third suggested rule 1s to set a notification alert when the
system 200 detects activity on Sunday between eight 1n the
morning and noon. The system 200 suggests the third
suggested rule based on the sixth detected pattern 480 of a
lack of sensor activity on Sundays between eight in the
morning to noon. Accordingly, the system 200 suggests the
third suggested rule because historical sensor data confirms
that the monitoring system does not typically sense activity
on Sunday between eight in the morning and noon. The
interface 500 shows that the system 200 has a confidence
level of seventy for the third suggested rule, which may
indicate that the third suggested rule i1s being suggested
based on a pattern that has occurred seventy percent of the
time. The interface 500 also shows that, based on historical
sensor data, the system 200 expects to send twelve alerts for
the first suggested rule over the course of a year.

The interface 500 includes a set control 550 that receives
input to set the third suggested rule for the monitoring
system. The mterface 500 also includes a decline control 552
that recerves 1nput to decline the third suggested rule for the
monitoring system. The interface 500 further includes a
modily control 554 that receirves mput to accept the third
suggested rule for the monitoring system, but 1n a modified
format. The modily control 554 may cause display of
another interface that enables a user to provide mput to
modily the third suggested rule by adding, removing, and/or
changing criteria for meeting the rule and/or changing
actions taken when the rule has been met. The system 200
may consider decisions to set, decline, and modity the third
suggested rule 1n future suggestions made to the user.




US 10,546,485 Bl

19

FIG. 6 1llustrates an example interface 600 that alerts a
user to rules automatically set for a monitoring system based
on the detected patterns of recurring events. The system 200
may automatically set the rules without human intervention
or any user mput. The interface 600 may be part of a
message (e.g., electronic mail message) sent to a device of
a user ol a monitoring system or may be displayed when the
user of the monitoring system accesses a web page associ-
ated with the monitoring system. The system 200 may cause
display of the interface 600 when new patterns of recurring
events have been detected and new rules automatically set.
The system 200 may cause display of the interface 600 as
part of taking action related to the monitoring system based
on the detected patterns of recurring events described above
with respect to reference numeral 340.

As shown, the interface 600 includes a list of automati-
cally set rules 610 and a confidence 620 that reflects a level
of confidence of the system 200 1n automatically setting the
rule. The confidence 620 may assist a user 1n determiming,
whether or not to confirm or remove an automatically set
rule. A first rule 1s to automatically arm the system to “Stay”
when all users are detected as being home and system 1s
unarmed at 11 PM. The system 200 automatically sets the
first rule based on the second detected pattern 440 that the
system 200 detected a pattern of arming the monitoring
system 1n a “Stay” mode by eleven in the evening when all
users are detected as being at home. Accordingly, the system
200 automatically set the first rule because historical sensor
data confirms that 1t 1s likely that the users of the monitoring
system like to have the monitoring system set 1n the “Stay”
mode by eleven 1n the eveming when all users are detected
as being at home and the automatic arming addresses
situations 1 which the users forget to set the monitoring
system 1n the “Stay” mode without waking sleeping users
with an alert. The interface 600 shows that the system 200
has a confidence level of minety for the first rule, which may
indicate that the first rule was automatically set based on a
pattern that has occurred minety percent of the time.

The interface 600 includes a confirm control 630 that
receives mput to confirm that the first rule should be set for
the monitoring system. The interface 600 also includes a
remove control 632 that receives input to remove the first
rule for the monitoring system. The interface 600 further
includes a modify control 634 that receives input to confirm
that the first rule should be set for the monitoring system, but
in a modified format. The modily control 634 may cause
display of another interface that enables a user to provide
input to modify the first rule by adding, removing, and/or
changing criteria for meeting the rule and/or changing
actions taken when the rule has been met. The system 200
may consider decisions to confirm, remove, and modily the
first rule 1 future automatic setting of rules for the moni-
toring system of the user.

A second rule 1s to, when the system 1s armed *“Stay,”
delay activating a siren and delay alerting the central station
for an alarm condition detected based on a back door open
event when the back door open event occurs between 6 AM
to 7 AM or 10 PM to 11 PM and 1s preceded by an interior
motion sensor event. The system 200 automatically sets the
second rule based on the fifth detected pattern 470 that the
system 200 detected a pattern of back door opening events
being preceded by interior motion detection events daily
between six to seven in the morning and ten to eleven 1n the
evening. Accordingly, the system 200 automatically set the
second rule because historical sensor data confirms that 1t 1s
likely that the user of the monitoring system opening the
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or 10 PM to 11 PM 1s normal and, therefore, the second rule
gives the user more time to disarm the monitoring system
prior to taking action for an alarm condition. The interface
600 shows that the system 200 has a confidence level of
cighty for the second rule, which may indicate that the
second rule was automatically set based on a pattern that has
occurred eighty percent of the time.

The mterface 600 includes a confirm control 640 that
receives put to confirm that the second rule should be set
for the monitoring system. The interface 600 also includes a
remove control 642 that receives input to remove the second
rule for the monitoring system. The interface 600 further
includes a modify control 644 that receives input to confirm
that the second rule should be set for the monitoring system,
but 1in a modified format. The modify control 644 may cause
display of another interface that enables a user to provide
iput to modity the second rule by adding, removing, and/or
changing criteria for meeting the rule and/or changing
actions taken when the rule has been met. The system 200
may consider decisions to confirm, remove, and modily the
second rule 1n future automatic setting of rules for the
monitoring system of the user.

FIG. 7 1llustrates an example interface 700 that alerts a
user to abnormal activity. The interface 700 may be part of
a message (e.g., electronic mail message) sent to a device of
a user ol a monitoring system when abnormal activity has
been detected. The system 200 may cause display of the
interface 700 as part of taking action related to the moni-
toring system based on the detected patterns of recurring
events described above with respect to reference numeral
340.

The system 200 may detect abnormal activity based on a
series ol events that are each slightly abnormal, but, when
considered together, suggest abnormal activity. For instance,
the system 200 may 1dentily a series of events detected by
the monitoring system and determine abnormality measures
based on the detected patterns of recurring events within the
agoregated data. The determined abnormality measures may
include an abnormality measure for each event included 1n
the series of events. The system 200 then may determine an
abnormality score for the series of events based on the
determined abnormality measures, compare the abnormality
score to a threshold, and, based on the comparison, deter-
mine that the abnormality score meets the threshold (e.g., the
abnormality score 1s greater than an abnormality threshold).
Based on the determination that the abnormality score meets
the threshold, the system 200 may send, to the user, an alert
including the interface 700, which indicates that the moni-
toring system has detected abnormal activity at the property
of the user.

The mterface 700 includes an abnormality measure 710
that reflects a level of abnormality represented by the series
of events. The abnormality measure 710 may be determined
based on the abnormality score and, as shown, may be
represented as a bar that reflects whether the abnormal
activity 1s highly abnormal, moderately abnormal, or slightly
abnormal. The abnormality measure 710 provides a quick
indication of whether the level of abnormality of the
detected activity 1s relatively low or relatively high and,
therefore, may assist the user 1n determining how closely the
user reviews the alert including the interface 700.

The interface 700 also includes a list of events 720 that
resulted 1n the system 200 detecting abnormal activity at the
property of the user. The list of events 720 enables a user to
review the sensor events that led to the determination of
abnormal activity and determine whether the events are
normal or related to an alarm condition.
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The interface 700 further includes interface controls 730-
760 that enable a user to respond and handle the report of
abnormal activity. The interface controls 730-760 1nclude a
notify central station control 730 that receives user input to
indicate that the user believes the abnormal activity 1s an
alarm condition that should be reported to the central station.
In response to user activation of the notily central station
control 730, the system 200 receives the indication that the
user believes the abnormal activity 1s an alarm condition and
then reports the alarm condition to the central station with an
indication that the user has confirmed that the activity 1s an
alarm condition.

The 1nterface controls 730-760 also include a view video
control 740 that recerves user input to indicate that the user
would like to view wvideo of the property to assist in
determining whether the activity 1s normal or an alarm
condition. In response to user activation of the view video
control 740, the system 200 recerves the indication that the
user would like to view video of the property and then sends
video captured by a camera located at the property to the
user’s device for viewing. Alter viewing the video, the user
may provide additional mnput to indicate whether the activity
1s normal or an alarm condition.

The iterface controls 730-760 further include an ignore
control 750 and an 1gnore and stop alerting control 760. The
ignore control 750 receives user mput to indicate that the
user would like to 1gnore the abnormal activity alert, as the
user believes the events relate to authorized use of the
property. The 1gnore and stop alerting control 760 receives
user input to indicate that the user would like to 1gnore the
abnormal activity alert and also that the user would like to
stop receiving alerts related to abnormal activity.

FIG. 8 illustrates an example process 800 for determining,
an abnormality score and using the abnormality score 1n
deciding whether to take action 1n response to potentially
abnormal activity at a monitored property. The process 800
may be used in taking action related to the monitoring
system based on the detected patterns of recurring events
referenced above with respect to reference numeral 340.

The system 200 assigns scores to rules related to detected
patterns (810). For instance, the system 200 determines an
abnormality score to assign to each rule based on how
abnormal 1t 1s for the one or more events that trigger the rule
to occur. The system 200 may determine the abnormality
score based on the confidence 1n the pattern that led to the
rule being suggested or automatically set. The system 200
stores the assigned scores 1n association with the rules.

FIG. 9 illustrates an example data record 900 that stores
rules and abnormality scores for each of the rules. The data
record 900 includes a first column 910 for a rule used in
assessing whether sensor activity 1s abnormal and a second
column 920 for an abnormality score associated with the
rule stored in the column 910. As shown, a first rule 930
indicates that the system 200 considers activity on Saturday
between 7 AM and 1 PM to be abnormal. The first rule 930
has an abnormality score of 0.1, which indicates that the rule
has a relatively low contribution to detection of abnormal
activity. The abnormality score for the first rule 930 may be
set based on the first detected pattern 430 described above
with respect to FIG. 4. The abnormality scores may be
normalized to values between -1.0 to 1.0.

A second rule 935 indicates that the system 200 considers
activity on Sunday between 8 AM and 12 PM to be abnor-
mal. The second rule 935 has an abnormality score of 0.2,
which indicates that the rule has a relatively low contribu-
tion to detection of abnormal activity. The abnormality score
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for the second rule 935 may be set based on the sixth
detected pattern 480 described above with respect to FIG. 4.

A third rule 940 indicates that the system 200 considers
activity on Monday to Thursday between 9 AM and 5 PM to
be abnormal. The third rule 940 has an abnormality score of
0.4, which indicates that the rule has a relatively medium
contribution to detection of abnormal activity.

A Tourth rule 945 indicates that the system 200 considers
a window opening event that 1s not preceded by an interior
motion sensor event to be abnormal. The fourth rule 945 has
an abnormality score of 1.0, which indicates that the rule has
a relatively high contribution to detection of abnormal
activity. The abnormality score for the fourth rule 945 may
be set based on the fourth detected pattern 460 described
above with respect to FIG. 4.

A fifth rule 950 indicates that the system 200 considers a
door opening event followed by interior motion detection
between 11 PM to 6 AM to be abnormal. The fifth rule 950
has an abnormality score of 0.8, which indicates that the rule
has a relatively high contribution to detection of abnormal
activity.

A sixth rule 955 indicates that the system 200 considers a
user’s location being away from home as contributing to
activity at the home being considered as abnormal. The sixth
rule 955 has an abnormality score of 0.2, which indicates
that the rule has a relatively low contribution to detection of
abnormal activity.

A seventh rule 960 indicates that the system 200 considers
a user’s location bemng at home as contributing against
activity at the home being considered as abnormal. The
seventh rule 960 has an abnormality score of -0.6, which
indicates that the rule has a relatively medium contribution
to detection of activity as being normal.

An eighth rule 965 indicates that the system 200 considers
a user’s recent trend of 1gnoring abnormal activity alerts as
contributing against activity at the home being considered as
abnormal. The eighth rule 965 has an abnormality score of
—-0.2, which indicates that the rule has a relatively low
contribution to detection of activity as being normal.

Referring again to FIG. 8, the system 200 compares
detected events to the rules related to detected patterns
(820). For instance, the system 200 detects sensor events
captured by sensors located at the property of the user and
compares the sensor events to the rules. The system 200 also
may detect user location events and compare the user
location events to the rules. The system 200 further may
detect user mput events (e.g., decisions to 1gnore abnormal
activity) and compare the user mput events to the rules.

Based on the comparison, the system 200 1dentifies one or
more events that meet one or more of the rules (830) and
accesses scores associated with the one or more rules (840).
For example, the system 200 determines whether the sensor
events, the user location events, and the user mput events
match any of the rules related to detected patterns (e.g., the
rule stored in the data record 900). In this example, for each
matching rule, the system 200 accesses the abnormality
score assigned to the rule.

The system 200 combines the accessed scores to deter-
mine an abnormality score for the detected events (850). For
instance, the system 200 may sum all of the accessed scores
to determine a total abnormality score. Other techniques for
combining the accessed scores using weights or other math-
ematical or statistical processed may be used.

The system 200 compares the abnormality score to a
threshold (860) and, based on the comparison, the system
200 determines whether the abnormality score meets the
threshold (870). For instance, the system 200 accesses the
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threshold and compares the abnormality score to the
accessed threshold to determine whether the abnormality
score 1s less than, equal to, or greater than the threshold. The
system 200 may determine that the threshold 1s met using
any of the determinations depending on the implementation,
such as determiming that the threshold 1s met based on the
abnormality score being greater than the threshold or deter-
mimng that the threshold 1s met based on the abnormality
score being greater than or equal to the threshold.
Based on a determination that the abnormality score
meets the threshold, the system 200 takes action for abnor-
mal activity (880). For example, the system 200 sends an
alert to the user to indicate detection of abnormal activity
that meets the threshold. In this example, the system 200
may send an alert having content similar to that included in
the interface 700 described above with respect to FIG. 7.
Based on a determination that the abnormality score does
not meet the threshold, the system 200 continues monitoring,
detected events and updates the abnormality score based on
newly detected events and timing of newly detected events
(890). For example, the system 200 continues to determine
whether newly detected events meet any of the rules,
accesses scores for any rules that match the newly detected
events, and updates the abnormality score based on the
accessed scores for the newly detected events. In this
example, the system 200 may add the accessed scores for the
newly detected events to the abnormality score and deter-

mine whether the new abnormality score reaches the thresh-
old or not.

In addition, the system 200 may consider the timing of the
newly detected events in updating the abnormality score.
For instance, slightly abnormal events that are detected far
apart 1n terms ol timing are unlikely to signal abnormal
activity. Accordingly, the system 200 may periodically dec-
rement the abnormality score a certain amount (e.g., decre-
ment the abnormality score by 0.2 every hour). In this
regard, the decrementing of the abnormality score reduces
the chance of abnormal activity being detected based on
slightly abnormal events that are spaced far apart in terms of
time.

In some implementations, the system 200 may compute a
new abnormality score each time a new rule 1s violated. In
these implementations, the system 200 may compute the
new abnormality score based on an abnormality measure for
the new rule violation 1n addition to abnormality measures
for any rules that were violated within a threshold period of
time (e.g., two hours) of the new rule violation. In this
regard, the system 200 only considers events that have
occurred relatively closely 1n time 1n determining whether
the events suggest abnormal activity.

FIG. 10 1llustrates an example process 1000 for updating
how detected patterns are used 1n performing monitoring,
system actions based on user input. The system 200 receives
user mput related to use of patterns 1n performing monitor-
ing system actions (1010). For example, the system 200 may
receive mput indicating the user’s general preference for
alerting relative to how the system 200 has been alerting the
user to abnormal activity. In thus example, the system 200
may receive mput indicating that the user would like to be
alerted more frequently or input indicating the user would
like to be alerted less frequently.

In some 1mplementations, the system 200 may receive
input related to specific rules or patterns being used by the
system 200. In these implementations, the system may
receive input to confirm, delete, or modify specific rules or
patterns that are used by the system 200.
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Based on the user input, the system 200 updates settings
related to using patterns to perform monitoring system
actions (1020). For example, when the user input indicates
the user’s general preference for alerting relative to how the
system 200 has been alerting the user to abnormal activity,
the system 200 updates general settings that apply to all
detected patterns and all rules set based on detected patterns.
In this example, the system 200 may modily an abnormality
threshold used 1n detecting abnormal activity based on input
indicating that the user would like to be alerted more or less
frequently. The system 200 also may uniformly modity the
abnormality measures or scores assigned to all of the indi-
vidual rules or detected patterns based on iput indicating
that the user would like to be alerted more or less frequently.
The system 200 further may uniformly modily the confi-
dence level needed to detect a pattern based on 1nput
indicating that the user would like to be alerted more or less
frequently.

In 1implementations in which the user input relates to
specific rules or patterns being used by the system 200, the
system 200 updates settings for the specific rules or patterns.
For instance, 1n accordance with the user input, the system
200 may modily abnormality measures or scores assigned to
the specific rules or patterns and may modify the specific
rules or patterns by adding, removing, and/or changing
criteria for meeting the specific rules or patterns and/or
changing actions taken when the specific rules or patterns
have been met.

The system 200 uses patterns to perform monitoring
system actions based on the updated settings (1030). For
instance, the system 200 may use the updated setting 1n any
of the techniques described throughout this disclosure for
taking action related to the monitoring system based on the
detected patterns of recurring events.

FIG. 11 1llustrates an example interface 1100 that enables
a user to adjust settings related to using patterns to perform
monitoring system actions. The interface 1100 may be part
of a message (e.g., electronic mail message) sent to a device
of a user of a monitoring system or may be displayed when
the user of the monitoring system accesses a web page
associated with the monitoring system. The system 200 may
cause display of the intertace 1100 when new patterns of
recurring events have been detected and new rules automati-
cally set. The system 200 may cause display of the interface
1100 as part of recerving user mput related to use of patterns
in performing monitoring system actions described above
with respect to reference numeral 1010.

The mnterface 1100 1ncludes a just right control 1110, an
alert me more control 1120, an alert me less control 1130,
and a stop alerting control 1140. The controls 1110-1140
enable a user to provide mput indicating the user’s general
preference for alerting. The just right control 1110 receives
input to indicate that the user 1s satisfied with the alerting
that has been provided and would like the alerting to
continue 1n the same manner. In response to receiving user
input selecting the just nght control 1110, the system 200
maintains settings related to using patterns to perform moni-
toring system actions without changes.

The alert me more control 1120 receives mput to indicate
that the user would like to be alerted more to detections of
potentially abnormal activity. In response to receiving user
input selecting the alert me more control 1120, the system
200 adjusts settings related to using patterns to perform
monitoring system actions 1n a manner that would generate
more alerts based on potentially abnormal activity. For
instance, the system 200 may lower an abnormality score
threshold used 1n determining whether to send an alert for
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abnormal activity. By lowering the threshold, the system 200
sends alerts based on a lower level of abnormal activity,
thereby resulting in more alerts. In addition, the system 200
may lower a confidence level needed to detect a pattern of
activity. By lowering the confidence level needed to detect
a pattern ol activity, the system 200 may detect patterns
more quickly with less confidence and, therefore, result in
alerts for more potential patterns of activity.

The alert me less control 1130 receives input to indicate
that the user would like to be alerted less to detections of
potentially abnormal activity. In response to recerving user
input selecting the alert me less control 1130, the system 200
adjusts settings related to using patterns to perform moni-
toring system actions 1n a manner that would generate fewer
alerts based on potentially abnormal activity. For instance,
the system 200 may increase an abnormality score threshold
used 1n determiming whether to send an alert for abnormal
activity. By increasing the threshold, the system 200 sends
alerts based on a higher level of abnormal activity, thereby
resulting 1n fewer alerts. In addition, the system 200 may
raise a confidence level needed to detect a pattern of activity.
By raising the confidence level needed to detect a pattern of
activity, the system 200 may take longer to detect patterns
and do so with higher confidence, thereby resulting 1n alerts
for fewer potential patterns of activity.

The stop alerting control 1140 receives mput to indicate
that the user does not wish to receive any alerts related to
abnormal activity detected using patterns of recurring
events. In response to receiving user iput selecting the stop
alerting control 1140, the system 200 stops detecting pat-
terns and stops providing alerts to the user based on detected
patterns.

In addition, the interface 1100 includes a list of automati-
cally set rules 1150 and a confidence 1160 that reflects a
level of confidence of the system 200 in automatically
setting the rule. The interface 1100 also includes a confirm
control 1170, a remove control 1172, and a modily control
1174 for a first automatically set rule and a confirm control
1180, a remove control 1182, and a modily control 1184 for
a second automatically set rule. The list 1150 and the
confidence 1160 are similar to the list 610 and the confidence
620 described above with respect to FIG. 6. The confirm
controls 1170 and 1180, the remove controls 1172 and 1182,
and the modily controls 1182 and 1184 are similar to the
confirm controls 630 and 640, the remove controls 632 and
642, and the modily controls 634 and 644 described above
with respect to FIG. 6. Inclusion of the confirm controls
1170 and 1180, the remove controls 1172 and 1182, and the
modily controls 1182 and 1184 1n the interface 1100 allow
a user to provide 1nput on specific automatically set rules 1n
addition to (or mstead of) input indicating the user’s general
preference for alerting provided through controls 1110-1140.

FI1G. 12 1llustrates an example process 1200 for updating
rules used 1n taking action for abnormal events. The system
200 tracks additional events after storing data related to
taking action based on detected patterns (1210). For
example, after performing analysis to detect patterns and set
rules for the monitoring system, the system 200 tracks
additional events. In this example, the additional events may
be additional sensor events detected by sensors located at the
monitored property, additional user location events that
track a location of mobile devices of users of the monitoring,
system, additional user input events that track how the user
has updated and responded to different action taken by the
system 200 1n response to detecting patterns, and any other
events that are described throughout this disclosure or that
may be helpiul 1n detecting patterns that assist 1n identifying,
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abnormal activity. In tracking additional events, the system
200 may use techniques similar to those described above
with respect to reference numerals 310 and 320 in FIG. 3.

The system 200 analyzes the additional events with
respect to the data related to taking action (1220). For
example, the system 200 may periodically analyze whether
the additional events impact the patterns of recurring events
previously detected by the system 200. In this example, the
system 200 may, each month, compare additional events
detected over the past month with the patterns of recurring
events previously detected and determine whether the pre-
viously detected patterns still hold. The system 200 also may
initiate analysis of additional events based on an amount of
additional events tracked reaching a threshold level. In
analyzing the additional events with respect to the data
related to taking action, the system 200 may use techniques
similar to those described above with respect to reference
numeral 330 1in FIG. 3.

Based on the analysis, the system 200 taking action
related to updating rules used 1n taking action for abnormal
events (1230). For instance, the system 200 may suggest
updates to the rules and/or patterns used 1n detecting abnor-
mal activity or may automatically make updates to the rules
and/or patterns used in detecting abnormal activity. In taking
action related to updating rules used in taking action for
abnormal events, the system 200 may use techniques similar
to those described above with respect to reference numeral
340 1n FIG. 3.

FIG. 13 1llustrates an example interface 1300 that makes
suggestions for updating rules based on changes to detected
patterns of recurring events. The interface 1300 may be part
ol a message (e.g., electronic mail message) sent to a device
ol a user of a monitoring system or may be displayed when
the user of the monitoring system accesses a web page
associated with the monitoring system. The system 200 may
cause display of the interface 1300 when new events are
detected that impact previously recognized patterns of recur-
ring events. The system 200 may cause display of the
interface 1300 as part of taking action related to updating
rules used 1n taking action for abnormal events described
above with respect to reference numeral 1230.

As shown, the interface 1300 1ncludes a list of suggested
rule modifications 1310 and a confidence 1320 that retlects
a level of confidence the system 200 has i1n the rule. The
confidence 1320 may assist a user 1n determining whether or
not to adjust a rule that has been set. A first suggested rule
modification 1s to remove or suspend a notification alert that
occurs when the system 200 detects activity on Sunday
between eight in the moming and noon. The interface 1300
shows that the confidence level in the rule has dropped from
seventy to forty, which may indicate that the pattern that
initially resulted 1n the rule being suggested or automatically
set has dropped from occurring seventy percent of the time
to only occurring forty percent of the time based on new
events detected by the system 200 that conflict with the
pattern.

The interface 1300 includes a delete control 1330 that
receives input to delete the rule associated with the first
suggested rule modification. The interface 1300 also
includes a suspend control 1332 that receives input to
suspend the rule associated with the first suggested rule
modification. The suspend control 1332 may cause the rule
to be suspended for a predefined period of time (e.g., one
month), may cause the rule to be suspended until the
confldence in the rule returns to a threshold level of contfi-
dence (e.g., returns to seventy), or may prompt the user for
additional mput to define the period of time for which the
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rule should be suspended. The nterface 1300 further
includes a modify control 1334 that receives input to retain
the rule associated with the first suggested rule modification,
but in a modified format. The modily control 1334 may
cause display of another interface that enables a user to
provide mput to modily the rule associated with the first
suggested rule modification by adding, removing, and/or
changing criteria for meeting the rule and/or changing
actions taken when the rule has been met. The user also may
ignore the suggestions made in the interface 1300 and,
thereby, confirm that the rule associated with the first
suggested rule modification should be retained 1n 1ts current
form. The system 200 may consider decisions to delete,
suspend, modity, and confirm the rule associated with the
first suggested rule modification 1n future suggestions made
to the user.

FI1G. 14 illustrates an example interface 1400 that alerts a
user to adjustments automatically made to rules set for a
monitoring system based on changes to detected patterns of
recurring events. The system 200 may automatically make
the rule adjustments without human 1ntervention or any user
input. The iterface 1400 may be part of a message (e.g.,
clectronic mail message) sent to a device of a user of a
monitoring system or may be displayed when the user of the
monitoring system accesses a web page associated with the
monitoring system. The system 200 may cause display of the
interface 1400 when new events are detected that impact
previously recognized patterns of recurring events and cause
automatic adjustments to rules. The system 200 may cause
display of the interface 1400 as part of taking action related
to updating rules used in taking action for abnormal events
described above with respect to reference numeral 1230.

As shown, the interface 1400 includes a list of automatic
adjustments 1410 and a confidence 1420 that reflects a level
of confidence of the system 200 has in the rule. The
confidence 1420 may assist a user 1n determining whether or
not to confirm or decline an automatic adjustment. A first
rule considered activity on Saturday between 7 AM and 1
PM to be abnormal. The system 200 has automatically
deleted the first rule by deleting an abnormality score
assigned to the first rule. The system 200 automatically
deleted the first rule because the confidence level 1n the rule
has dropped from sixty to forty, which may indicate that the
pattern that imtially resulted in the rule being suggested or
automatically set has dropped from occurring sixty percent
of the time to only occurring forty percent of the time based
on new events detected by the system 200 that conflict with
the pattern.

The interface 1400 1ncludes a confirm control 1430 that
receives mput to confirm that the first rule should be deleted.
The interface 1400 also includes a decline control 1432 that
receives input to decline the automatic adjustment and
maintain the first rule. The interface 1400 further includes a
modify control 1434 that receives mput to confirm that the
first rule should be adjusted, but in a different way. The
modify control 1434 may cause display of another interface
that enables a user to provide input to modity the first rule
by adding, removing, and/or changing criteria for meeting
the rule and/or changing actions taken when the rule has
been met. The system 200 may consider decisions to con-
firm, decline, and modify the adjustment to the first rule 1n
future automatic adjustment of rules for the monitoring
system of the user.

A second rule considered detection of a window opening
event that 1s not preceded by an 1nterior motion sensor event
to be highly abnormal. The second rule was assigned an
abnormality score of 1.0 to reflect the high degree of
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abnormality associated with the second rule. The system 200
has automatically reduced the abnormality score assigned to
the second rule from 1.0 to 0.8. The system 200 automati-
cally reduced the abnormality score for the second rule
because the confidence level in the rule has dropped from
one hundred to ninety-five, which may indicate that the
pattern that initially resulted in the rule being suggested or
automatically set has dropped from occurring one hundred
percent of the time to only occurring ninety-five percent of
the time based on new events detected by the system 200
that contlict with the pattern.

The nterface 1400 includes a confirm control 1440 that
receives mput to confirm that the abnormality score for the
second rule should be reduced. The interface 1400 also
includes a decline control 1442 that receives input to decline
the automatic adjustment and maintain the abnormality
score for the second rule. The interface 1400 further includes
a modily control 1444 that recerves mput to confirm that the
abnormality score for the second rule should be adjusted, but
in a different way. The modily control 1444 may cause
display of another interface that enables a user to provide
input to modity the second rule by adding, removing, and/or
changing criteria for meeting the rule and/or changing
actions taken when the rule has been met. The system 200
may consider decisions to confirm, decline, and modity the
adjustment to the second rule 1n future automatic adjustment
of rules for the monitoring system of the user.

The described systems, methods, and techniques may be
implemented 1n digital electronic circuitry, computer hard-
ware, firmware, software, or in combinations of these ele-
ments. Apparatus 1mplementing these techniques may
include appropriate input and output devices, a computer
processor, and a computer program product tangibly embod-
ied 1n a machine-readable storage device for execution by a
programmable processor. A process implementing these
techniques may be performed by a programmable processor
executing a program of instructions to perform desired
functions by operating on input data and generating appro-
priate output. The techniques may be implemented 1n one or
more computer programs that are executable on a program-
mable system including at least one programmable proces-
sor coupled to receive data and instructions from, and to
transmit data and instructions to, a data storage system, at
least one mput device, and at least one output device. Each
computer program may be implemented 1n a high-level
procedural or object-oriented programming language, or in
assembly or machine language if desired; and 1n any case,
the language may be a compiled or interpreted language.
Suitable processors include, by way of example, both gen-
eral and special purpose microprocessors. Generally, a pro-
cessor will receive instructions and data from a read-only
memory and/or a random access memory. Storage devices
suitable for tangibly embodying computer program instruc-
tions and data include all forms of non-volatile memory,
including by way of example semiconductor memory
devices, such as Erasable Programmable Read-Only
Memory (EPROM), Electrically Erasable Programmable
Read-Only Memory (EEPROM), and tlash memory devices;
magnetic disks such as internal hard disks and removable
disks; magneto-optical disks; and Compact Disc Read-Only
Memory (CD-ROM). Any of the foregoing may be supple-
mented by, or incorporated in, specially-designed ASICs
(application-specific integrated circuits).

It will be understood that various modifications may be
made. For example, other useful implementations could be
achieved if steps of the disclosed techniques were performed
in a different order and/or 1 components in the disclosed




US 10,546,485 Bl

29

systems were combined i a different manner and/or
replaced or supplemented by other components. Accord-
ingly, other implementations are within the scope of the
disclosure.

What 1s claimed 1s:
1. An electronic system comprising:
at least one processor; and
at least one non-transitory computer-readable storage
medium coupled to the at least one processor having
stored thereon instructions which, when executed by
the at least one processor, causes the at least one
processor to perform operations comprising:
monitoring for events detected by a monitoring system
located at a property;
based on the monitoring, identifying at least one event
detected by the monitoring system;
cvaluating the at least one event based on data related
to the monitoring system that includes at least his-
torical sensor data and current status of the monitor-
ing system;
based on the evaluation, assigning one or more abnor-
mality scores to the at least one event using statistical
analysis to decide an abnormality score based on
event timing and an order of events;
determining whether abnormal activity has occurred
based on the one or more abnormality scores
assigned by aggregating abnormality scores for mul-
tiple events detected over a period of time;
based on the determination, generating a list of abnor-
mal activities; and
based on the generated list of abnormal activities,
performing an action by automatically removing an
abnormal activity from the generated list of abnor-
mal activities.
2. The system of claim 1, wherein assigning one or more

abnormality scores to the at least one event comprises
assigning one or more abnormality scores that are each more
than true or false.

3. The system of claim 1:

wherein the at least one event detected by the monitoring
system while the monitoring system 1s 1 an unarmed
state comprises multiple events detected by the moni-
toring system while the monitoring system 1s 1n an
unarmed state.

4. The system of claim 1:

wherein the data related to the monitoring system includes
additional current status imnformation of devices asso-
ciated with the momitoring system; and

wherein evaluating the at least one event comprises
cvaluating the at least one event based on the additional
current status information of devices associated with
the monitoring system.

5. The system of claim 4:

wherein the additional current status information of
devices associated with the monitoring system includes
car or smartphone locations; and

wherein evaluating the at least one event based on the
additional current status information of devices asso-
ciated with the monitoring system comprises evaluat-
ing the at least one event based on the car or smart-
phone locations.

6. The system of claim 1:

wherein the data related to the monitoring system includes
historical responses to alerts; and

wherein evaluating the at least one event comprises
evaluating the at least one event based on the historical
responses to alerts.
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7. The system of claim 1:
wherein the data related to the monitoring system includes
a customer-specified level of sensitivity for each sen-
sor; and
wherein evaluating the at least one event comprises
evaluating the at least one event based on the customer-
specified level of sensitivity for each sensor.
8. The system of claim 1:
wherein the data related to the monitoring system includes
a measure ol how much false alarms bother a user of
the monitoring system; and
wherein evaluating the at least one event comprises
evaluating the at least one event based on the measure
of how much false alarms bother a user of the moni-
toring system.
9. An electronic system comprising:
at least one processor; and
at least one non-transitory computer-readable storage
medium coupled to the at least one processor having
stored thereon instructions which, when executed by
the at least one processor, causes the at least one
processor to perform operations comprising:
monitoring for events detected by a monitoring system
located at a property;
based on the monitoring, identifying at least one event
in which an action that 1s normally detected by the
monitoring system while the monitoring system 1s 1n
an unarmed state has not occurred;
evaluating the at least one event based on data related
to the monitoring system that includes at least his-
torical sensor data and current status of the monitor-
Ing system;
based on the evaluation, assigning one or more abnor-
mality scores to the at least one event using statistical
analysis to decide an abnormality score based on
event timing and an order of events;
determining whether abnormal activity has occurred
based on the one or more abnormality scores
assigned by aggregating abnormality scores for mul-
tiple events detected over a period of time;
based on the determination and the unarmed state of the
monitoring system, performing an action by auto-
matically removing an abnormal activity from the
generated list of abnormal activities.
10. The system of claim 9, wherein assigning one or more

abnormality scores to the at least one event comprises
assigning one or more abnormality scores that are each more
than true or false.

11. The system of claim 9, wherein performing the action

comprises automatically updating one or more thresholds
used 1n controlling the monitoring system; and

wherein the one or more abnormality scores represent a
measure of how unusual this behavior i1s based on
history of the monitoring system.

12. The system of claim 9:

wherein the data related to the monitoring system includes
additional current status information of devices asso-
ciated with the momitoring system; and

wherein evaluating the at least one event comprises
evaluating the at least one event based on the additional
current status information of devices associated with
the monitoring system.

13. The system of claim 12:

wherein the additional current status information of
devices associated with the monitoring system includes
car or smartphone locations; and

wherein evaluating the at least one event based on the
additional current status information of devices asso-
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ciated with the monitoring system comprises evaluat-
ing the at least one event based on the car or smart-
phone locations.

14. The system of claim 9:

wherein the data related to the monitoring system includes
historical responses to alerts; and

wherein evaluating the at least one event comprises

cvaluating the at least one event based on the historical
responses to alerts.

15. The system of claim 9:

wherein the data related to the monitoring system includes
a customer-specified level of sensitivity for each sen-
sor; and

wherein evaluating the at least one event comprises
cvaluating the at least one event based on the customer-
specified level of sensitivity for each sensor.

16. The system of claim 9:

wherein the data related to the monitoring system includes
a measure of how much false alarms bother a user of
the monitoring system; and
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wherein evaluating the at least one event comprises
evaluating the at least one event based on the measure
of how much false alarms bother a user of the moni-
toring system.

17. The system of claim 9, wherein performing the action
based on the determination and the unarmed state of the
monitoring system comprises providing an alert that
includes the at least one event that triggered the alert, a
measure of how unusual this behavior i1s based on history of
the monitoring system, and actions a user of the monitoring
system can take in response to the alert.

18. The system of claim 9, wherein assigning one or more
abnormality scores to the at least one event comprises using
statistical analysis to decide an abnormality score based on
event timing and an order of events.
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