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(57) ABSTRACT

The remote electronic authentication method uses an elec-
tronic communication device (20) with a camera (21) and an
authentication related server computer (30). In a connecting
step the commumnication device (20) of the user 1s connected
with the server computer via a commumnication line (40) and
transmits 1image data sequences taken by the camera (21) to
the server computer (30) which then identifies 1mage por-
tions of the acquired data stream related to an identity
document shown 1n the image data sequences as well as
image portions related to the head of a user at the user
computer (20) 1n the same 1mage data sequences. A com-
parison 1s made between an 1mage of a head 1n the image
related to the identity document and the image of the head
of the user and a decision proposal 1s issued relating to
identity of the heads from the two acquired image portions.

8 Claims, 2 Drawing Sheets
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SYSTEM AND METHOD FOR EXECUTING
REMOTE ELECTRONIC AUTHENTICATION

TECHNICAL FIELD

The present invention relates to a system and method for
executing remote electronic authentication and financial
payment services.

PRIOR ART

A system for executing remote electronic notarization and
signatory verification and authentication 1s known from US
2009/32°7144. The primary function of this system mnvention
1s to nterface/mterlink human legal activity with electronic
and biometric computer components to execute remote
clectronic notarization via satellite network kiosk or on-line
web application.

There are also numerous certification systems, especially
for financial transactions as e.g. CN 103 544 598 A, in which
the user 1s sitting in front of a client computer using a
fingerprint acquisition module and a communication mod-
ule, with which said biometric information 1s transferred to
the server at the financial institution and the finger print 1s
checked to enable a reliable financial transaction.

CN 102 984 157 discloses a similar method, where human
face data of persons are stored on a server and in order to
access a client computer the client terminal operation system
1s only opened after 1dentification of the human face, when
compared to the human face data, stored on the server
computer.

U.S. Pat. No. 7,991,388 B1 discloses a method and
system for authenticating an account holder allowing for
real-time authentication with multiple procedures to prevent
fraud and spoofing of the authentication process. Said
method and system involves the user photographing himself
or herself for facial recognition verification, determination
of location by cell phone tower verification, and a PIN
preferably sent by SMS text message directly the account
holder’s mobile phone.

All these prior art approaches start from the assumption
that the user has provided credentials to the authenticating
system and 1s subsequently identified by the system, and the
aim 1s to allow an already recognized user to access the
system.

SUMMARY OF THE INVENTION

Based on this prior art 1t 1s an aim of the present invention
to provide a system and method for executing remote
clectronic authentication without providing imtial secure
credentials to the authenticating institution.

It 1s a further object to provide a remote life onboarding
and therefore opening of an account with a financial or
similar institution which have authentications processes 1n
use.

This object 1s addressed, inter alia, with a method and
system according to the independent claims.

A system for executing remote electronic authentication
comprises a user computer/mobile device, an user 1mage
acquisition device, and optionally an user input device; an
authentication related server computer, optionally a server
related database, a server related display, and a server input
device. Then the user computer can be connected with the
server computer with a communication line. The user com-
puter 1s adapted to retrieve images and video sequences
taken by the user image acquisition device and transmits
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them to the authentication related server computer. They are
optionally stored 1n a server related database. The server
computer 1s adapted to 1dentily 1image portions related to an
identity document in the image and/or video sequences and
1s adapted to identily image portions related to the head of
a user at the user computer in the image and/or video
sequences. Both derived information with a facial recogni-
tion system are prepared for display and optionally storage.
The system 1s further adapted to compare an 1image of a head
in the 1mage related to the 1dentity document with the image
of the head of the user and to 1ssue a decision 1 the 1image
of the head 1n the 1dentity document 1s related to the image
of the head of a user as retrieved as part of the acquired
images and video sequences, being represented on the server
related display together with said image portions, supporting
an authenticating person at the server mput device 1n 1ts
authentication decision.

Such a system can then store—upon an authentication
decision—the acquired 1mage and video information in the
server related database for verification and as evidence of
the check.

Such an authentication can be the basis for a subsequently
allowed or denied remote request from the user, such as
opening a bank account or requesting oflicial services where
the law requires a quasi-personal 1dentification.

A method for executing remote electronic authentication
using a user computer/mobile device with an user 1mage
acquisition device and using an authentication related server
computer having a server related display and a server iput
device comprises a series of steps. Within a connecting step,
the user computer 1s connected with the server computer via
a communication line. In an 1image acquisition step the user
computer retrieves 1images and video sequences taken by the
user image acquisition device and transmits this information
to the authentication related server computer. In an data
acquisition step the server computer i1dentifies 1mage por-
tions of the acquired data stream related to an identity
document shown in the image and/or video sequences. In a
video recognition system step, image portions related to the
head of a user at the user computer in the 1mage and/or video
sequences are identified. In a comparison step an 1mage of
a head 1n the 1mage related to the identity document with the
image of the head of the user are compared and a decision
proposal 1s i1ssued 1f the image of the head in the i1dentity
document 1s related to the image of the head of a user as
retrieved as part of the acquired images and wvideo
sequences.

The acquired image information of the head of the user
can be represented beside the acquired image information of
the image of the head of the user from the 1dentity document
on the display for easy reference for the authenticating
person.

The data acquisition step can comprise the acquisition of
image information of the head represented on the document
page as well as the acquisition of 1mage mformation of
alphanumerical information represented on the document
page.

The acquired image information of the retrieved alpha-
numerical information can be represented beside the derived
character-coded alphanumerical information and optionally
beside acquired transmitted 1mage alphanumerical informa-
tion from the user.

Usually, a user wishing to open an account with a finan-
cial or similar institution 1s obliged to prove his identity.
Such an 1dentity check 1s usually performed when the user
1s presenting himsell personally at the bank premises and
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shows his 1dentity card, his passport or other identification
part of an othcial recognized organization. This can also be
¢.g. a driver’s license.

In remote areas 1t 1s cumbersome to perform such steps
and long ways have to be travelled, 1n order to open such an
account, since there are simply no nstitutions with personal
around. Furthermore, this personal checking of credentials
usually only allows big financial or similar institutions,
having a plurality of agencies, to improve their client base.
Smaller 1nstitutions being usually only present 1n metropoli-
tan areas are excluded from this market. It 1s therefore a
turther aim of the invention to improve the market access for
financial or similar institutions.

The solution according to the invention 1s offered as an
open platform to be used 1n a multi-tenant approach (incl.
markets, industries), segregation of the buyer/seller per
business entity.

The 1dentification process of the client occurs via a live
streaming of the client and uploaded documents to the
clients account. Additionally, each live stream will be
recorded so that oflicials can later on control the authenti-
cation process, whereas, when a client shows a document,
which might be copied to be in the file, nobody has further
knowledge about the person, who presents that document.

Furthermore, 1t 1s possible to have additional questions
answered to allow the authorization to open an account.
Such a solution allows better anti-money laundering and
anti-terroristic activities.

Usually, legal requirements necessitates an additional user
check so that somewhere in the transaction or during the
entire transaction a person at the server computer 30 1is
attending the session and validates the decision of the face
recognition system and the optional optical character rec-
ognition system. It 1s known from the prior art to have
automatic 1dentity border controls, wherein a user 1is
requested to imitially scan his electronic passport, then
presents himsell in front of a camera to be compared with
the biometric information stored on the passport. Said 1den-
tification recognition system 1s based on the digital numeric
data of the biometric data stored 1n the electronic chip and
1s not based on the 1image represented on the passport page.
The mvention therefore allows to have the same function-
ality as state authorities reading biometric passports, without
having the need to access the chip 1n the passport.

It 1s a further advantage of the present invention that the
data acquisition step 1s momtored and stored in connection
with the opened account, whereas 1n normal 1dentity check-

ing situations, these data are not stored and only the visual
check of the officer of the financial or similar institution
validates their 1dentity.

Further embodiments of the invention are laid down 1n the
dependent claims. All prior art documents only allow such
a check of an already known user but none of the prior art
documents handle the problem of 1nitial identification of the
user.

e

BRIEF DESCRIPTION OF TH.

L1

DRAWINGS

Preferred embodiments of the invention are described 1n
the following with reference to the drawings, which are for
the purpose of illustrating the present preferred embodi-
ments of the invention and not for the purpose of limiting the
same. In the drawings,

FIG. 1 shows a flowchart of an authentication process
according to an embodiment of the present invention;
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FIG. 2 shows an embodiment of system components on
the client side for use 1n connection with a method of FIG.

1.

DESCRIPTION OF PREFERRED
EMBODIMENTS

FIG. 1 shows a flowchart 10 of an authentication process
according to an embodiment of the present invention. FIG.
2 shows an embodiment of system components on the client
side for use 1 connection with a method of FIG. 1.

The opening of an account 1s performed according to the
flow chart of FIG. 1 and use of system components accord-
ing to FIG. 2.

The user at the client station 1s using a client computer/
mobile device 20 connected with a camera 21 adapted to
take a livestream or a screenshot of the environment around
the user. The computer 20 1s further connected to a keyboard
22 and/or other pointing devices to enter commands to the
processor ol the computer 20. Preferably, the computer 20
having a processor 235 1s connected with a microphone 23
and a loudspeaker 24 1n order to have an acoustic connection
with the person sitting at the server computer 30. Informa-
tion 1s displayed on a screen 26.

The user sitting 1n front the client computer 20 having e.g.
a webcam 21 and a keyboard 22 calls the authentication
istitution, having a server computer 30 with a processor 35
and different additional IT systems as a personal information
database 31 for storing the personal information of a user, an
image data base 32 storing either screen captures and/or as
well as video and optionally also sound during the session.
Of course the server computer 30 has human machine
interface elements as a keyboard 34 and a screen 36. When
audio mformation 1s to be retrieved at the server computer
30, then additional elements like microphone 37 and a
loudspeaker 38 are provided at the server.

The client computer 20 can be a desktop with the men-
tioned additional components or 1t can be a smartphone or
tablet where all these functions are usually incorporated in
the client computer.

User computer 20 and sever computer 30 are usually
connected to the internet via communication line 40. Of
course, communication line 40 1s usually e.g. an internet
based communication where the communication interfaces
are integrated within the devices 20 and 30.

The user starts the session using his computer 20 with a
session start 11. A connection with the server computer 30
1s 1nitialized and the user 1s optionally requested to enter or
transmit personal data, which data acquisition step 12 can be
done 1n a web application by personal input or through an
upload of predefined data sheets, which can be a spreadsheet
of a known application or an XML structured file. The server
system 30 checks the data for completeness 1n all fields,
which comprises name, christian name, date of birth, num-
ber and type of identity documents as well as validity of
same.

After uploading the documents the user 1s filmed 1n the
image acquisition step 13 with said webcam 21 and this
information 1s preferably stored. It 1s also possible to use the
transmitted data to extract image date of the user in a facial
data acquisition step 14. The user 1s either in parallel or later
on or earlier requested to hold one or more pages of his
identity document in front of the webcam 21 in a document
image acquisition step 135. This includes at least the page
with the image of the head of the user, but can also include
turther pages of information. It 1s possible that a picture 1n
picture approach 1s used so that the image of the head of the
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user together with the document to be taken by the webcam
21 1s shown on a part of the screen 26 with the user.

The server system 30 acquires this data transmitted via the
communication line 40 and the video recognition system 16
scans the images for data, which are included 1n the previ-
ously provided data for consistency. The facial data acqui-
sition step 14 1s done during part or the entire acquisition of
data and/or 1n parallel to the document 1mage acquisition
step 15.

In a different embodiment, the data acquisition step 12 1s
skipped, when the recognition system 16 acquires these
personal data on the knowledge of their position on the
security document, through checking the acquired image of
the document page.

It 1s preferred that the server computer 30 has already
started the comparison when the 1mages are taken during the
steps 13, 14 and 15, since the acquisition relates to video
signals. These previous steps can be used over time to
improve the resulting 1image of the head of the user and/or
of the information retrieved from the document which 1is
shown 1n the webcam 21 with the usual jitter. Such 1image
stabilization programs are known from prior art. Then, 1n the
comparison step 17 1ts internal face recognition program the
server computer 30 1s comparing the image of the user’s
head from the webcam 21 image with the image printed on
the 1dentity card from the same webcam 21 1image sequence.

The program server computer 30 then releases an opinion
of identity or non-identity between the two i1tems on the
screen 36 1n an 1mage representation step 18, preferably
together with a still image or an 1improved still image of the
document as shown by the user and the head of the user.

This allows an authenticating person on the side of the
server computer 30 to look at the screen 26, either online or
time-shifted, and to have said information on said screen 26
or part of the screen. Part of the screen can also mean that
the authenticating person has two or more screens, €.g. one
screen with the live image of the web cam 21 of the user, one
screen with the still image as acquired and processed by the
recognition system 16 together with the comparison nfor-
mation tlag (1dentity/non-identity) and the further informa-
tion of the user necessary for authentication or relating to the
intent of the user performing the authentication e.g. opening
a bank account, requesting oflicial services from a public
administration etc.

The solution can be 1mplanted in JAVA, but other soft-
ware can be used. The streaming technology over commu-
nication line 40 can be encoded based on e.g. the H264
standard, but other coding can be used. The 1image transior-
mation 1s preferably accompanied by a checking and texting,
application.

In other words, the live data acquired throughout the
session or a still photograph at a specific point in time during
the session of the user head and of the data page with a user
head 1mage of the identification document of the user are
taken together or one after the other and pre-compared in
comparison step 17 to provide in the 1mage representation
step 18 to the representation of the image of the user head,
the 1image from the 1dentity card together with an indication
of 1dentity provided by the software program. Additionally
turther personal information from the datapage of the docu-
ment can be retrieved by optical character recognition and
presented as well, either as 1s or in combination with
manually entered data via keyboard 22 or uploaded from the
client computer 20.

Then the authenticating person at the server computer 30
makes the decision 1 decision step 19, 1f the documents
show the necessary 1dentity to perform the requested act as
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6

opening a bank account or an official service for which a
personal or a remote controlled presence 1s required accord-
ing to the law or subsequent regulations.

The advantage 1s also based on the possibility for the
authenticating person to receive live video images and 1s
supported by a facial recognition program to indicate pos-
sible differences between the user person 1n question and the
alleged 1dentity document shown. The relevant data can be
stored and retrieved later on for a further check, i1t consid-
ered necessary.

LIST OF REFERENCE SIGNS

10 flowchart

11 session start

12 data acquisition step

13 image acquisition step

14 facial data acquisition step
15 document 1mage acquisition step
16 video recognition system
17 comparison step

18 image representation step
19 decision step

20 client computer

21 webcam

22 keyboard

23 microphone

24 loudspeaker

25 processor

26 screen/display

30 server computer

31 personal information database
32 image data base

34 keyboard

35 processor

36 screen/display

37 microphone

38 loudspeaker

40 communication line

The mmvention claimed 1s:
1. A system for executing remote electronic authentication
comprising:

a user computer,

a user 1mage acquisition device,

an authentication related server computer,

a server related display,

a server input device,

wherein the user computer can be connected with the
server computer with a communication line,

wherein the user 1image acquisition device 1s adapted to
take 1images and video sequences that comprise display
details comprising an identity document as well as a
head of a user of the system, wherein the user computer
1s adapted to retrieve the images and video sequences
taken by the user image acquisition device and to
transmit them to the authentication related server com-
puter, wherein the server computer 1s adapted to 1den-
tify 1image portions related to the 1dentity document 1n
a predetermined i1mage and/or video sequences, 1s
adapted to 1dentily image portions related to the head of
the user 1n the same predetermined 1image and/or video
sequences and 1s further adapted to compare an 1image
of a head 1n the image related to the 1dentity document
with the image of the head of the user and to issue a
decision 1f the image of the head 1n the identity docu-
ment 1s related to the image of the head of a user as
retrieved as part of the acquired predetermined 1mages
and video sequences, being represented on the server
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related display together with said 1image portions, sup-
porting an authenticating person at the server input
device 1n 1ts authentication decision.

2. The system according to claim 1, wherein the authen-
tication related server computer comprises a server related
database and wherein upon an authentication decision the
acquired image and video imnformation is stored in the server
related database.

3. The system according to claim 1, wherein the authen-
tication 1s the basis for a subsequently allowed or denied
remote request from the user.

4. The system according to claim 1, wherein the user
computer comprises a user mput device.

5. method for executing remote electronic authentication
using a user computer with an user image acquisition device
and using an authentication related server computer having
a server related display and a server input device, wherein 1n
a connecting step the user computer 1s connected with the
server computer via a communication line, wherein 1n an
image acquisition step the user computer retrieves 1mages
and video sequences taken by the user image acquisition
device and transmits this information to the authentication
related server computer, wherein the images and video
sequences taken by the user image acquisition device com-
prise display details comprising an identity document as
well as a head of a user, wherein 1n an data acquisition step
the server computer 1dentifies image portions of the acquired
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data stream related to the identity document shown 1n a
predetermined 1image and/or video sequences, 1dentifies 1n a
video recognition system step image portions related to the
head of the user at the user computer 1n the same predeter-
mined 1mage and/or video sequences, and compares an
image of a head in the image related to the 1dentity document
with the image of the head of the user and 1ssues a decision
proposal 1f the image of the head in the 1dentity document 1s
related to the image of the head of a user as retrieved as part
of the acquired 1images and video sequences.

6. The method according to claim 5, wherein acquired
image miormation of the head of the user is represented
beside the acquired image information of the image of the
head of the user from the i1dentity document.

7. The method according to claim 5, wherein the data
acquisition step comprises the acquisition of 1mage infor-
mation of the head represented on the document page and
comprises acquisition of image information of alphanumeri-
cal information represented on the document page.

8. The method according to claim 7, wherein acquired
image mnformation of the alphanumerical information from
the predetermined 1image and video sequence 1s represented
beside the dertved character-coded alphanumerical informa-
tion and optionally beside acquired transmitted 1image alpha-
numerical information from the user.
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