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out of a multipath transport connection of a multipath
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ery of data packets sent from a data transmitting side to a
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fully recerved at the data receiving side from the data
transmitting side, sending multiple acknowledgment packets
from the data receiving side to the data transmitting side
where the multiple acknowledgment packets associated with
the recerved data packet may be sent over multiple transport
connections of the multipath transport connection.
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MULTIPATH TRANSPORT
COMMUNICATIONS

TECHNICAL FIELD

The present disclosure relates generally to communica-
tion networks and, more particularly but not exclusively, to
improvements in computer performance for supporting mul-
tipath transport protocols in communication networks.

BACKGROUND

Transport layer protocols, such as the Transmission Con-
trol Protocol (TCP), have traditionally enabled a pair of
peers to establish a connection and to exchange data via the
connection using a single path between the peers. Certain
transport layer protocols are being adapted to support use of
multiple paths between peers. For example, Multipath TCP
(MPTCP), which provides the ability to stmultaneously use
multiple paths between peers, enables data to be exchanged
between the peers using multiple TCP flows that traverse
multiple, potentially disjoint, paths.

SUMMARY

The present disclosure generally discloses improvements
in computer performance for supporting a multipath trans-
port protocol 1n a communication network.

In at least some embodiments, an apparatus 1s provided.
The apparatus 1s configured to support a multipath transport
connection including a set of transport connections. The
apparatus includes a processor and a memory communica-
tively connected to the processor. The processor 1s config-
ured to receive a data packet via a first transport connection
of the set of transport connections. The processor 1s config-
ured to send, via the first transport connection, a first
acknowledgment packet acknowledging receipt of the data
packet via the first transport connection. The processor 1s
configured to send, via a second transport connection of the
set of transport connections, a second acknowledgment
packet acknowledging receipt of the data packet via the first
transport connection. In at least some embodiments, a non-
transitory computer-readable storage medium stores 1nstruc-
tions which, when executed by a computer, cause the
computer to perform a corresponding method for supporting
a multipath transport connection including a set of transport
connections. In at least some embodiments, a corresponding
method for supporting a multipath transport connection
including a set of transport connections 1s provided.

In at least some embodiments, an apparatus 1s provided.
The apparatus 1s configured to support a multipath transport
connection including a set of transport connections. The
apparatus includes a processor and a memory communica-
tively connected to the processor. The processor 1s config-
ured to send, toward a device via a first transport connection
of the set of transport connections, a data packet. The
processor 1s configured to receive, via a second transport
connection of the set of transport connections, an acknowl-
edgment packet acknowledging receipt of the data packet by
the device via the first transport connection. In at least some
embodiments, a non-transitory computer-readable storage
medium stores instructions which, when executed by a
computer, cause the computer to perform a corresponding
method for supporting a multipath transport connection
including a set of transport connections. In at least some
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2

embodiments, a corresponding method for supporting a
multipath transport connection including a set of transport
connections 1s provided.

BRIEF DESCRIPTION OF THE DRAWINGS

The teachings herein can be readily understood by con-
sidering the following detailed description 1in conjunction
with the accompanying drawings, in which:

FIG. 1 depicts an example communication network con-
figured to use a multipath transport throughput capability to
improve throughout of a multipath connection that 1s based
on a multipath transport protocol;

FIG. 2 depicts an example of use of multipath transport
throughput capability to improve throughout of a multipath
transport connection that 1s operating 1n a steering mode;

FIG. 3 depicts an example of use of multipath transport
throughput capability to improve throughout of a multipath
transport connection that 1s operating 1n a smearing mode;

FIG. 4 depicts an embodiment of a method for use by a
data transmitting device to handle acknowledgment of a data
packet based on the multipath transport throughput capabil-
1ty

FIG. 5 depicts an embodiment of a method for use by a
data recerving device to handle acknowledgment of a data
packet based on the multipath transport throughput capabil-
ity; and

FIG. 6 depicts a high-level block diagram of a computer
suitable for use 1n performing various functions presented
herein.

To facilitate understanding, 1dentical reference numerals
have been used, where possible, to designate identical
clements that are common to the figures.

DETAILED DESCRIPTION

The present disclosure generally discloses improvements
in computer performance for supporting a multipath trans-
port protocol 1n a communication network, including use of
a multipath transport throughput capability in order to
improve throughout of a multipath transport connection that
1s based on a multipath transport protocol. The multipath
transport throughput capability 1s configured to improve the
throughput of the multipath transport connection by improv-
ing the delivery of acknowledgment packets from the data
receiving side to the data transmitting side to acknowledge
successiul receipt of data packets sent from the data trans-
mitting side to the data receiving side. The multipath trans-
port throughput capability may be configured to improve the
delivery of acknowledgment packets from the data receiving
side to the data transmitting side by, for a given data packet
that 1s successtully recerved at the data recerving side from
the data transmitting side, sending multiple acknowledg-
ment packets from the data receiving side to the data
transmitting side where the multiple acknowledgment pack-
ets associated with the received data packet may be sent over
multiple transport connections of the multipath transport
connection. The use of multiple acknowledgment packets,
sent over multiple transport connections of the multipath
transport connection, to acknowledge delivery of a data
packet sent over the multipath transport connection may be
based on use of channel identifiers associated with the
multiple transport connections of the multipath transport
connection (e.g., a combination of a 5-tuple, sequence
number, and channel identifier may be used to ensure that
the correct data packet 1s being acknowledged, given that the
acknowledgment packet that acknowledges the data packet




US 10,498,368 B2

3

may arrive at the data transmitting side via a channel that 1s
different than the channel on which the data packet was
transmitted). The use of multiple acknowledgment packets,
sent over multiple transport connections of the multipath
transport connection, to acknowledge delivery of a data
packet sent over the multipath transport connection
improves the probability that a successtully delivered data
packet will be successtully acknowledged and the speed
with which a successfully delivered data packet will be
successiully acknowledged (even if the channel over which
the data packet was delivered 1s experiencing problems)
such that a next data packet of the multipath transport
connection may be sent as soon as possible, thereby increas-
ing the throughput of the multipath transport connection. It
1s noted that additional bandwidth that may be consumed 1n
sending redundant acknowledgment packets 1s expected to
be outpaced by the bandwidth savings due to reductions in
retransmissions that result from increased reliability of
acknowledgment delivery. It 1s noted that, although primar-
1ly presented herein with respect to embodiments in which
improved throughput i1s enabled within the context of a
particular type of multipath communication (namely, mul-
tipath communication that 1s based on the Multipath Trans-
mission Control Protocol (MPTCP)), various embodiments
presented heremn may be adapted to support improved
throughput within the context of various other types of
multipath communication mechanisms (e.g., multipath com-
munications based on other multipath protocols). It 1s noted
that, although primarily presented herein with respect to
embodiments 1 which improved throughput 1s supported
within the context of a particular type of communication
network (namely, a wireless network), various embodiments
presented heremn may be adapted to support improved
throughput within the context of various other types of
communication networks (e.g., a wireline network, a com-
bination of wireless and wireline networks, or the like). It
will be appreciated that these and various other embodi-
ments and potential advantages of the multipath transport
throughput capability may be further understood by way of
reference to the example communication network of FIG. 1.

FIG. 1 depicts an example communication network con-
figured to use a multipath transport throughput capability to
improve throughout of a multipath connection that 1s based
on a multipath transport protocol.

The communication network 100 1ncludes a pair of data
communication devices (DCDs) 110-S and 110-C (collec-
tively, DCDs 110) and a set of communication networks
(CNs) 120-1-120-N (collectively, CNs 120).

The DCDs 110 are configured to operate as endpoints of
a multipath transport connection provided using a multipath
transport protocol (which, within the context of FIG. 1, 1s
MPTCP). The DCDs 110 support a data application (DA)
111 where, 111ustrat1vely,, an instance of the DA 111 (DA
111-S) 1s running on DCD 110-S and an 1nstance of the DA
111 (DA 111-C) 1s running on DCD 110-C. The DCDs 110
exchange data packets between the DA 111-S running on
DCD 110-S and the DA 111-C running on DCD 110-C using
the multipath transport connection. The data packets may
transport various types of data which may be exchanged
between the DCDs 110 (e.g., text, audio, video, multimedia,
or the like, as well as combinations thereot). The DCDs 110
may include any suitable devices which may operate as
endpoints of a multipath transport connection, such as end
user devices (e.g., a desktop computer, a laptop computer, a
tablet computer, a smartphone, a set-top box, a smart tele-
vision, or the like), machine-type communication (MTC)
devices (e.g., machine-to-machine (M2M) communication
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4

devices, Internet-of-Things (IoT) devices, or the like), data-
center communication devices (e.g., physical switches, vir-
tual switches, virtual machines (VMs), or the like), network
devices (e.g., such as where multipath transport 1s supported
within a network, between networks, within the network
portion of an end-to-end path, or the like), or the like, as well
as various combinations thereof.

The DCDs 110 are configured to exchange data packets
between the DA 111-S running on DCD 110-S and the DA

111-C running on DCD 110-C using an MPTCP connection.
The DCDs 110 include MPTCP elements 112 conﬁgured to
support transmission of data between the DAs 111 using
MPTCP (llustratively, DCD 110-S includes an MPTCP
clement 112-S supporting communications of DA 111-S and
DCD 110-C includes an MPTCP element 112-C supporting
communications ol DA 111-C). The MPTCP elements 112
are configured to support the MPTCP connection, with the
MPTCP connection being established between the MPTCP
clements 112. The MPTCP connection supported by
MPTCP elements 112 1s composed of a set of multiple TCP
connections 119-1-119-N (collectively, TCP connections
119). The MPTCP elements 112 are configured to support
communication via the MPTCP connection, for transporting
data between the DA 111-S running on the DCD 110-S and
the DA 111-C running on the DCD 110-C, using TCP
connections 119 of the MPTCP connection. The MPTCP
clement 112-S of the DCD 110-S 1s configured to map data
packets of the data flow of DA 111-C 1nto one or more TCP
connections 119 for transport to DCD 110-C and, similarly,
the MPTCP element 112-C of the DCD 110-C 1s configured
to receive data packets from DCD 110-S via one or more
TCP connections 119 and map the data packets into a data
flow for DA 111-C of DCD 110-C. The TCP connections 119

of the MPTCP connection may be configured to support the
functionality of traditional TCP mechanisms. The MPTCP
clements 112 may be configured to operate 1 various
operational modes (e.g., a steering mode, a smearing mode,
or the like) which, as discussed further below, may dictate
whether multipath transport of data 1s applied at the per-tlow
level or at a higher level (e.g., per application, per device, or
the like, as well as various combinations thereof). The TCP
connections 119 of the MPTCP connection may traverse
multiple communication paths available from the multiple
CNs 120.

The CNs 120 may include communication networks con-
figured to support communication between the DCDs 110
using the TCP connections 119 of the MPTCP connection.
For example, the CNs 120 may include wireless networks
(e.g., cellular wireless networks (e.g., Third Generation (3G)
wireless networks such as Universal Mobile for Telecom-
munications System (UMTS) networks, Fourth Generation
(4G) wireless networks such as Long Term Evolution (LTE)
networks, Fifth Generation (3G) wireless networks, or the
like, as well as various combinations thereof), WiF1 net-
works, millimeter wave (mmW) networks, or the like, as
well as various combinations thereot), wireline communi-
cation networks (e.g., Ethernet-based networks, optical net-
works, or the like, as well as various combinations thereot),
or the like, as well as various combinations thereof. For
example, where DCD 110-C and DCD 110-S are a dual-
mode smartphone and an application server, respectively,
the CNs 120 may include a cellular wireless network and a
WikF1 access network available to the DCD 110-C that
provide two at least partially disjoint paths between DCD
110-C and DCD 110-S. For example, where DCD 110-C 1s
a customer premises router and DCD 110-S 1s a network
server, the CNs 120 may include multiple wireline networks
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such that there are two at least partially disjoint paths
between DCD 110-C and DCD 110-S. For example, where

DCD 110-C 1s wireless access node (e.g., an LTE Evolved
Node B (eNodeB)) and DCD 110-S 1s a network element of
a core wireless network (e.g., a Packet Data Network (PDN)
gateway (PGW) of an LTE Evolved Packet Core (EPC)
network), the CNs 120 may include portions of the wireless
access network and portions of the wireless core network as
well as a backhaul network therebetween where the back-
haul network supports two at least partially disjoint paths
between DCD 110-C and DCD 110-S. It 1s noted that
MPTCP may be used within various other contexts and,

thus, that the CNs 120 may include various other types,

numbers, or arrangements of communication networks con-
figured to support multipath communications between vari-
ous combinations of devices. It will be appreciated that,
although primarily presented with respect to use of multiple
different CNs, 120 to support the TCP connections 119 of the
MPTCP connection, the TCP connections 119 of the
MPTCP connection may be supported using multiple dii-
terent oaths (e.g., fully or partially disjoint paths) of a single
communication network.

The MPTCP elements 112 are configured to support
transmission of data packets via the MPTCP connection
which, as noted above, includes multiple TCP connections
119 which may traverse multiple communication paths via
multiple CNs 120. The type and location of the device in
which an MPTCP element 112 1s disposed may dictate the
manner 1 which the MPTCP element 112 directs data
packets of the MPTCP connection. In the case of a multi-
mode wireless end device (e.g., a smartphone, a tablet
computer, or the like), for example, the TCP connections 119
of the MPTCP connection may traverse diflerent wireless
access networks which may be accessed by the MPTCP
clement 112 via different wireless interfaces of the multi-
mode wireless end device (e.g., a first TCP connection 119
of the MPTCP connection running over a cellular interface
of the multi-mode wireless end device and a second TCP
connection 119 of the MPTCP connection running over a
WiF1 mterface of the multi-mode wireless end device). In
other words, MPTCP may be used to aggregate multiple air
interfaces to deliver peak downlink throughputs by using
various capacities ol existing air interfaces in operator
networks. In the case of a network device (e.g., a router, a
switch, or the like), for example, the TCP connections 119
of the MPTCP connection may traverse different backhaul
networks or core networks which may be accessed by the
MPTCP element 112 via different communication interfaces
of the network device (e.g., a first TCP connection 119 of the
MPTCP connection running over an Ethernet network and a
second TCP connection 119 of the MPTCP connection
running over an optical network). It will be appreciated that
the interfaces and networks with which MPTCP elements
112 may interact for sending data over various TCP con-
nections 119 of the MPTCP connection may vary for dii-
ferent types of devices, networks, or the like.

The MPTCP elements 112 are configured to support
transmission of data packets via the MPTCP connection.
The MPTCP elements 112 may be configured to support
MPTCP scheduling functions and MPTCP congestion con-
trol functions. The MPTCP scheduling functions supported
by the MPTCP elements 112 may include scheduling func-
tions typically supported for MPTCP connections (e.g.,
assigning data packets of the MPTCP connection to TCP
connections 119), retransmission of data packets of the
MPTCP connection, or the like). The MPTCP congestion
control functions supported by the MPTCP elements 112
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6

may include any suitable congestion control mechanisms
which may be used with the MPTCP connection (e.g., use of
dynamic congestion control window sizes, use of the
Linked-Increases Algorithm (LIA), use of the Opportunistic
Linked-Increases Algorithm (OLIA), use of the Balanced
Link Adaptation Algorithm (BALIA), or the like). The
MPTCP elements 112 may be configured to support various
other functions supporting transport of data packets via the
MPTCP connection.

The MPTCP elements 112 are configured to support
transmission ol data packets via the MPTCP connection as
discussed further below.

The MPTCP element 112-S of the DCD 110-S 1s config-
ured to support transport of data packets of the DA 111 from
DCD 110-S to DCD 110-C via the MPTCP connection. The
MPTCP element 112-S controls transmission of the data
packets of the MPTCP connection via the TCP connections
119 of the MPTCP connection. The MPTCP element 112-S
of the DCD 110-S maintains a send packets queue 113-S and
an unacknowledged packets queue 114-S. The MPTCP
clement 112-S receives data packets from the DA 111-S and
stores the data packets 1n the send packets queue 113-S while
the data packets are awaiting transmission by the MPTCP
clement 112-S via the MPTCP connection. The MPTCP
clement 112-S, when sending a data packet via the MPTCP
connection, selects one of the TCP connections 119 wvia
which the data packet 1s to be transmitted, removes the data
packet from the send packets queue 113-S, transmits the data
packet via the selected TCP connection 119, and adds the
data packet to the unacknowledged packets queue 114-S.
The unacknowledged packets queue 114-S represents data
packets of the MPTCP connection which have been trans-
mitted from DCD 110-S toward DCD 110-C, but for which
the DCD 110-S has not yet received an acknowledgement
from the DCD 110-C indicating that the data packet was
successiully recetved by the DCD 110-C. The MPTCP
clement 112-S, upon recerving from the MPTCP element
112-C an acknowledgement indicating that a data packet
transmitted by the MPTCP element 112-S via one of the TCP
connections 119 was successtully received by the MPTCP
clement 112-C, removes that data packet from the unac-
knowledged packets queue 114-C.

The MPTCP element 112-C of the DCD 110-C 1s con-
figured to support transport of data packets of the DA 111
from DCD 110-S to DCD 110-C via the MPTCP connection.
The MPTCP element 112-C controls reception of the data
packets of the MPTCP connection via the TCP connections

119 of the MPTCP connection. The MPTCP element 112-C
of the ]

DCD 110-C maintains a recerved packets queue
115-C. The MPTCP element 112-C recerves data packets of
the MPTCP connection via the TCP connections 119 of the
MPTCP connection. The MPTCP element 112-C stores the
received data packets in the received packets queue 115-C.
The MPTCP element 112-C stores the received data packets
in the received packets queue 115-C such that the data
packets are in-order with respect to the MPTCP connection.
The MPTCP element 112-C supports in-order delivery of
data packets of the received packets queue 115-C to the DA
111-C. The MPTCP element 112-C continues to maintain
out-of-order data packets 1n the received packets queue
115-C until the out-of-order data packets become in-order

data packets. For example, where four data packets are
transmitted from MPTCP element 112-S to MPTCP element

112-C via the MPTCP connection, but the third data packet
1s not successiul received by the MPTCP element 112-C, the
MPTCP element 112-C may provide the first and second
packets from the receirved packets queue 115-C to the DA
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111-C and may hold the fourth packets in the received
packets queue 115-C pending receipt of the third packet (at
which time MPTCP element 112-C may provide the third
and fourth packets from the received packets queue 115-C to
the DA 111-C 1n order). The MPTCP element 112-C, upon
successiully receiving a data packet from the MPTCP ele-
ment 112-S, acknowledges successiul receipt of the data

packet to the MPTCP element 112-S.

The MPTCP elements 112 of the DCDs 110, as noted
above, may be configured to operate 1n various modes of
operation, including a steering mode, a smearing mode, or
the like. In the steering mode of operation, the data packets
of a given tlow are sent over one of the TCP connections 119
of the MPTCP connection. In the steering mode of opera-
tion, the MPTCP connection may be used to support mul-
tipath communications at a layer above the flow level (e.g.,
different data flows may be communicated over different
ones of the TCP connections 119 of the MPTCP connection
such that multipath communications are supported at the
application layer (e.g., multiple tlows of a given application
(e.g., DA 111) are sent over multiple different TCP connec-
tions 119 of the MPTCP connection), at the device layer
(e.g., multiple flows of multiple applications are sent over
multiple different TCP connections 119 of the MPTCP
connection), or the like, as well as various combinations
thereot. In the smearing mode of operation, the data packets
of a given tlow are sent over multiple TCP connections 119
of the MPTCP connection (e.g., distributed across all of the
TCP connections 119 of the MPTCP connection, distributed
across a subset of the TCP connections 119 of the MPTCP
connection, or the like).

The MPTCP elements 112 of the DCDs 110 are config-
ured to support a multipath transport throughput capability
in order to improve the throughput of the MPTCP connec-
tion. The multipath transport throughput capability 1s con-
figured to impreve the throughput of the MPTCP connection
by improving the delivery of acknowledgment packets from
MPTCP element 112-C of DCD 110-C to MPTCP element
112-S of DCD 110-S for data packets sent from MPTCP
clement 112-S of DCD 110-S to MPTCP element 112-C of
DCD 110-C using the MPTCP connection. The MPTCP
clement 112-S of DCD 110-S selects a data packet for
transmission via the MPTCP connection. The MPTCP ele-
ment 112-S of DCD 110-S transmuits the data packet via the
MPTCP connection by transmitting the data packet over one
of the TCP connections 119 of the MPTCP connection (for
purposes of clarity, assume that the data packet i1s sent over

the TCP connection 119-1 of the MPTCP connection). The
MPTCP element 112-C of DCD 110-C receives the data
packet over the TCP connection 119-1 and, rather than
merely sending an associated acknowledgment packet to the
MPTCP element 112-S of DCD 110-S via the TCP connec-

tion 119-1, sends multiple acknowledgment packets to the
MPTCP element 112-S of DCD 110-S via multiple TCP
connections 119 of the MPTCP connection. The multiple
TCP connections 119 of the MPTCP connection via which
the acknowledgment packets are sent may include all of the
TCP connections 119 of the MPTCP connection or a subset
of the TCP connections 119 of the MPTCP connection. The
multiple TCP connections 119 of the MPTCP connection via
which the acknowledgment packets are sent may include the
TCP connection 119 via which the data packet was received
(namely, TCP connection 119-1) and one or more other TCP

connections 119 of the MPTCP connection. The MPTCP
clement 112-C of DCD 110-C may send the multiple
acknowledgment packets by generating a single acknowl-
edgement packet and replicating that acknowledgement

10

15

20

25

30

35

40

45

50

55

60

65

8

packet to provide the multiple acknowledgement packets or
by generating the multiple acknowledgement packets indi-
vidually. The MPTCP element 112-S of DCD 110-S receives
the multiple acknowledgement packets from MPTCP ele-
ment 112-C of DCD 110-C via the multiple TCP connections
119 of the MPTCP connection (assuming that none are lost),
accepts the first received acknowledgment packet as being
an acknowledgment by the MPTCP element 112-C of DCD
110-C of successtul receipt of the data packet, and discards
any subsequently received acknowledgment packets. In this
manner, the multipath transport throughput capability gen-
crally enables receipt of data packets to be acknowledged
more quickly, since there may be situations in which
acknowledgment packets may be delayed (e.g., due to
congestion, poor channel conditions, or the like) or even lost
in transit, and, thus, provides improvements 1n throughput of
the TCP connections 119 and, therefore, also the MPTCP
connection.

The MPTCP elements 112 of the DCDs 110 are config-
ured to support the multipath transport throughput capability
based on use of an 1dentifier to enable unique mapping of the
multiple acknowledgment packets received for a data packet
to the data packet for which those multiple acknowledgment
packets are sent. This identifier 1s primarily referred to
herein as a channel identifier, which identifies the TCP
connection 119 of the MPTCP connection on which the data
packet was sent. The MPTCP elements 112 of the DCDs 110
may agree on the channel 1dentifiers of the TCP connections
119 of the MPTCP connection in any suitable manner (e.g.,
negotiated 1 conjunction with establishment of the TCP
connections 119 of the MPTCP connection, negotiated after
establishment of the TCP connections 119 of the MPTCP
connection, or the like). The MPTCP element 112-C of DCD
110-C, upon receiving a data packet from the MPTCP
clement 112-S of DCD 110-S (for purposes of clarity, again
assume that the data packet i1s recerved over the TCP
connection 119-1), generates the multiple acknowledgment
packets and sends the multiple acknowledgment packets to
the MPTCP element 112-S of DCD 110-S (assume that
acknowledgment packets are sent over all of the TCP
connections 119). The MPTCP element 112-C of DCD
110-C configures the acknowledgment packets by including
information that may be used by the MPTCP element 112-S
of DCD 110-S to determine the data packet being acknowl-
edged The MPTCP element 112-S of DCD 110-S, upon
receiving one of the acknowledgment packets frem the
MPTCP element 112-C of DCD 110-C, determines the data
packet that 1s being acknowledged based on the information
included within the acknowledgment packet. The informa-
tion of the acknowledgment packet that may be used (by
MPTCP element 112-C of DCD 110-C) to indicate the data
packet being acknowledged and that may be used (by
MPTCP element 112-S of DCD 110-S) to i1dentity the data
packet being acknowledged may include a tuple that 1den-
tifies the data flow with which the data packet 1s associated
(e.g., a S-tuple including source and destination Internet
Protocol (IP) addresses, source and destination port infor-
mation, and protocol information), a sequence number 1den-
tifying the portion of the data flow transported by the data
packet (where the sequence number may be unique to a
particular TCP connection 119), and the channel 1dentifier of
the TCP connection 119-1 over which the data packet was
sent. The channel identifier may be 1nserted into an unused
header field of the acknowledgment packet or transported
within the acknowledgment packet in other ways. It will be
appreciated that the data packet being acknowledged may be
indicated and identified in other ways (e.g., also or alterna-
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tively using other types of information which may be
included within the acknowledgment packets).

The operation of the MPTCP elements 112 in supporting
embodiments of the multipath transport throughput capabil-
ity may be further understood by way of reference to FIG.
2 (which provides an example 1llustrating of use of embodi-
ments of the multipath transport throughput capability 1n a
steering mode of operation) and FIG. 3 (which provides an
example 1llustrating of use of embodiments of the multipath
transport throughput capability in a smearing mode of
operation).

FIG. 2 depicts an example of use of multipath transport
throughput capability to improve throughout of a multipath
transport connection that 1s operating 1n a steering mode.
The example 200 illustrates an MPTCP proxy 210 and a UE
MPTCP client 220 supporting an MPTCP connection that
includes three TCP connections 211 running over three
communication paths associated with three different wire-
less access technologies (illustratively, a first TCP connec-
tion 211-1 running over an L'TE interface/path, a second TCP
connection 211-2 running over a WikF1 interface/path, and a
third TCP connection 211-3 running over a mmW 1interface/
path). In the example 200, three user flows are supported
between the MPTCP proxy 210 and the UE MPTCP client
220 (denoted as user tlow 1, user flow 2, and user flow 3).
In the steering mode of operation, the MPTCP layer of the
MPTCP proxy 210 sends one user flow over one TCP
connection and, thus, in this arrangement, over one air
interface and one associated path. The MPTCP proxy 210,
for each user flow, chooses the TCP connection 211 on
which to send the user tlow (e.g., based on a set of criteria)
and sends all of the data packets of the user tlow over the
selected TCP connection. As such, 1 this example 200 of
FIG. 2, there 1s a first user tlow (user tlow 1) being delivered
via the first TCP connection 211-1 associated with the LTE
interface/path, a second user tlow (user flow 2) being
delivered via the second TCP connection 211-2 associated
with the WiF1 interface/path, and a third user tflow (user tflow
3) being delivered via the third TCP connection 211-3
associated with the mmW interface/path. As illustrated 1n the
example 200 of FIG. 2, for a given data packet of the first
user flow that 1s successtully delivered from the MPTCP
proxy 210 to the UE MPTCP client 220 over the first TCP
connection 211-1 associated with the LTE interface/path, the
UE MPTCP client 220 sends redundant acknowledgment
packets over each of the three TCP connections 211 asso-
ciated with the three wireless interfaces/path (even though
different user tlows are being delivered over the TCP con-
nections 211-2 and 211-3 associated with the WikFi1 and
mmW 1nterfaces/paths, respectively). The MPTCP proxy
210, based on receipt of one of the acknowledgments
packets, 1rrespective of whether received over the first TCP
connection 211-1 via which the data packet was sent or via
one of the other TCP connections 211 of the MPTCP
connection (namely, second TCP connection 211-2 or third
TCP connection 211-3), determines that the data packet was
successiully received by the UE MPTCP client 220. The
MPTCP proxy 210 discards the other acknowledgment
packets since successiul delivery of the data packet has
already been confirmed. It 1s noted that the acknowledgment
packets for the second and third user flows also may be sent
over each of the three TCP connections 211 via the three
wireless interfaces/paths, respectively, although this 1s omit-
ted from FIG. 2 for purposes of clarity.

FIG. 3 depicts an example of use of multipath transport
throughput capability to improve throughout of a multipath
transport connection that 1s operating in a smearing mode.

10

15

20

25

30

35

40

45

50

55

60

65

10

The example 300 illustrates an MPTCP proxy 310 and a UE
MPTCP client 320 supporting an MPTCP connection that
includes three TCP connections 311 running over three
communication paths associated with three different wire-
less access technologies (1llustratively, a first TCP connec-
tion 311-1 running over an LTE interface/path, a second TCP
connection 311-2 running over a WikF1 interface/path, and a
third TCP connection 311-3 running over a mmW 1nterface/
path). In the example 300, a single user tlow (denoted as user
flow 1) 1s supported between the MPTCP proxy 310 and the
UE MPTCP client 320. In the smearing mode of operation,
the MPTCP layer of the MPTCP proxy 310 splits packets of
the single user tlow across the TCP connections 311 and,
thus, 1n this arrangement, across the air interfaces/paths. The
MPTCP proxy 310, for each packet of the user tlow, chooses
the TCP connection 311 on which to send the packet (e.g.,
based on a set of criteria) and sends the data packets of the
user flow over the TCP connections 311 selected for the data
packets. As such, i this example 300 of FIG. 3, a first set
of packets of the user flow (1llustratively, packets 1-4 of the
user flow) are sent via the first TCP connection 311-1
associated with the LTE interface/path, a second set of
packets of the user flow (1llustratively, packets 5-10 of the
user tlow) are sent via the second TCP connection 311-2
associated with the WikF1 interface/path, and a third set of
packets of the user tlow (illustratively, packets 11-18 of the
user flow) are sent via the third TCP connection 311-3
associated with the mmW interface/path. As illustrated 1n the
example 300 of FIG. 3, for a given data packet of the user
flow that 1s successtully delivered from the MPTCP proxy
310 to the UE MPTCP client 320 over the first TCP

connection 311-1 associated with the LTE interface/path, the
UE MPTCP client 320 sends redundant acknowledgment
packets over each of the three TCP connections 311 asso-
ciated with the three wireless interfaces/paths (even though
other sets of packets of the user flow are being delivered
over the TCP connections 311-2 and 311-3 associated with
the WiF1 and mmW interfaces/paths, respectively). The
MPTCP proxy 310, based on receipt of one of the acknowl-
edgments packets, 1rrespective of whether received over the
first TCP connection 311-1 via which the data packet was
sent or via one of the other TCP connections 311 of the
MPTCP connection (namely, second TCP connection 311-2
or third TCP connection 311-3), determines that the data
packet was successiully received by the UE MPTCP client
320. The MPTCP proxy 310 discards the other acknowl-
edgment packets since successiul delivery of the data packet
has already been confirmed. It 1s noted that the acknowl-
edgment packets for the second and third sets of packets of
the user flow also may be sent over each of the three TCP
connections 311 via the wireless interfaces/paths, respec-
tively, although this 1s omitted from FIG. 3 for purposes of
clanty.

FIG. 4 depicts an embodiment of a method for use by a
data transmitting device to handle acknowledgment of a data
packet based on the multipath transport throughput capabil-
ity. The data packet 1s communicated via a multipath trans-
port connection including a set of transport connections. It
will be appreciated that the functions of method 400,
although presented 1n FIG. 4 as being performed serially,
may be performed contemporaneously or 1n a different order
than as presented in FIG. 4. At block 401, method 400
begins. At block 410, a data packet 1s sent toward a device
via a first transport connection of the set of transport
connections of the multipath transport connection. At block
420, an acknowledgment packet, acknowledging receipt of
the data packet by the device via the first transport connec-
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tion, 1s recerved via a second transport connection of the set
ol transport connections. At block 499, method 400 ends. It
will be appreciated that method 400 of FIG. 4 may be
adapted to perform various other functions presented herein
as being supported by a data transmitting device to handle
acknowledgment of a data packet based on the multipath
transport throughput capability (e.g., monitoring multiple
transport connections of the set of transport connections for
an acknowledgment associated with the data packet, dis-
carding subsequently received acknowledgment packets that
are acknowledging receipt of the data packet by the device,
or the like, as well as various combinations thereof).

FIG. 5 depicts an embodiment of a method for use by a
data recerving device to handle acknowledgment of a data
packet based on the multipath transport throughput capabil-
ity. The data packet 1s communicated via a multipath trans-
port connection including a set of transport connections. It
will be appreciated that the functions of method 500,
although presented 1n FIG. 5 as being performed serially,
may be performed contemporancously or 1n a different order
than as presented in FIG. 5. At block 501, method 500
begins. At block 510, a data packet 1s received via a first
transport connection of the set of transport connections. At
block 520, a first acknowledgment packet acknowledging,
receipt of the data packet via the first transport connection 1s
sent via the first transport connection. At block 530, a second
acknowledgment packet acknowledging receipt of the data
packet via the first transport connection 1s sent via a second
transport connection of the set of transport connections. At
block 599, method 500 ends. It will be appreciated that
method 500 of FIG. 5 may be adapted to perform various
other functions presented herein as being supported by a
data receiving device to handle acknowledgment of a data
packet based on the multipath transport throughput capabil-
ity (e.g., sending additional acknowledgment packets for the
data packet via other transport connections of the set of
transport connections or the like).

It will be appreciated that various embodiments of the
multipath transport throughput capability may provide vari-
ous advantages or potential advantages. For example, vari-
ous embodiment of the multipath transport throughput capa-
bility may be particularly useful within the context of
wireless networks 1n which wireless end devices have mul-
tiple wireless interfaces (e.g., multimode wireless end
devices supporting cellular and WikF1 interfaces) available
for downlink and uplink communications. Various embodi-
ment of the multipath transport throughput capability may
significantly enhance TCP throughput by leveraging the
multiple air interfaces to deliver uplink acknowledgments
with higher reliability 1n less time and, thus, provide higher
downlink throughput. The use of multiple air interfaces to
deliver uplink acknowledgments enables improved delivery
of uplink acknowledgments, especially where the wireless
channel via which the associated data packet that 1s being
acknowledged degrades between the time when the data
packet 1s delivered 1n the downlink direction and the time
when the acknowledgment packet 1s sent in the uplink
direction. In this scenario, and other scenarios which might
otherwise negatively impact delivery of acknowledgements,
use of other wireless links to transport the acknowledgments
toward the source will permit the source to continue to send
data packets 1n the downlink direction, thereby maintaining
high downlink throughput rates. It 1s noted that the use of
multipath transport throughput capability within this context
may be particularly useful given that TCP connections are
often used to transport data for various bandwidth-intensive
applications (e.g., File Transfer Protocol (FTP), Hypertext
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Transfer Protocol (HTTP) Adaptive Streaming (HAS) for
video flows, or the like) over the downlink. It will be
appreciated that various embodiments of the multipath trans-
port throughput capability may provide various other advan-
tages or potential advantages.

FIG. 6 depicts a high-level block diagram of a computer
suitable for use 1n performing various functions described
herein.

The computer 600 includes a processor 602 (e.g., a central
processing unit (CPU), a processor having a set of processor
cores, a processor core of a processor, or the like) and a
memory 604 (e.g., a random access memory (RAM), a read
only memory (ROM), or the like). The processor 602 and the
memory 604 are communicatively connected.

The computer 600 also may include a cooperating ele-
ment 605. The cooperating element 605 may be a hardware
device. The cooperating element 605 may be a process that
can be loaded into the memory 604 and executed by the
processor 602 to implement functions as discussed herein (in
which case, for example, the cooperating element 605
(including associated data structures) can be stored on a
non-transitory computer-readable storage medium, such as a
storage device or other storage element (e.g., a magnetic
drive, an optical drive, or the like)).

The computer 600 also may include one or more nput/
output devices 606. The input/output devices 606 may
include one or more of a user iput device (e.g., a keyboard,
a keypad, a mouse, a microphone, a camera, or the like), a
user output device (e.g., a display, a speaker, or the like), one
or more network communication devices or elements (e.g.,
an input port, an output port, a receiver, a transmitter, a
transceiver, or the like), one or more storage devices (e.g., a
tape drive, a floppy drive, a hard disk drive, a compact disk
drive, or the like), or the like, as well as various combina-
tions thereof.

It will be appreciated that computer 600 of FIG. 6 may
represent a general architecture and functionality suitable for
implementing functional elements described herein, por-
tions of functional elements described herein, or the like, as
well as various combinations thereof. For example, com-

puter 600 may provide a general architecture and function-
ality that 1s suitable for implementing one or more of a DCD
110 or a portion of an DCD 110, an element of a CN 120,
or the like.

It will be appreciated that the functions depicted and
described herein may be implemented 1n software (e.g., via
implementation of soitware on one or more processors, for
executing on a general purpose computer (e.g., via execution
by one or more processors) so as to provide a special
purpose computer, and the like) and/or may be implemented
in hardware (e.g., using a general purpose computer, one or
more application specific integrated circuits (ASIC), and/or
any other hardware equivalents).

It will be appreciated that at least some of the functions
discussed herein as software methods may be implemented
within hardware, for example, as circuitry that cooperates
with the processor to perform various functions. Portions of
the functions/elements described herein may be imple-
mented as a computer program product wherein computer
instructions, when processed by a computer, adapt the
operation of the computer such that the methods and/or
techniques described herein are invoked or otherwise pro-
vided. Instructions for invoking the various methods may be
stored 1n fixed or removable media (e.g., non-transitory
computer-readable media), transmitted via a data stream 1n
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a broadcast or other signal bearing medium, and/or stored
within a memory within a computing device operating
according to the instructions.
It will be appreciated that the term “or” as used herein
refers to a non-exclusive “or” unless otherwise indicated
(e.g., use of “or else” or “or in the alternative™).
It will be appreciated that, although various embodiments
which mcorporate the teachings presented herein have been
shown and described in detail herein, those skilled in the art
can readily devise many other varied embodiments that still
incorporate these teachings.
What 1s claimed 1s:
1. An apparatus, comprising:
a processor and a memory communicatively connected to
the processor, the processor configured to cause the
apparatus to at least:
receive a data packet via a first transport layer connec-
tion of a set of transport layer connections of a
multipath transport layer connection, wherein the
transport layer connections are associated with a
transport layer protocol;

send, via the first transport layer connection, a first
acknowledgment packet acknowledging receipt of
the data packet via the first transport layer connec-
tion; and

send, via a second transport layer connection of the set
ol transport layer connections, a second acknowl-
edgment packet acknowledging receipt of the data
packet via the first transport layer connection.

2. The apparatus of claim 1, wherein the first acknowl-
edgment packet and the second acknowledgment packet
cach 1nclude an identifier associated with the first transport
layer connection.

3. The apparatus of claim 2, wherein the identifier asso-
ciated with the first transport layer connection 1s included 1n
an unused header field of the first acknowledgment packet
and 1s included 1 an unused header field of the second
acknowledgment packet.

4. The apparatus of claim 1, wherein the first transport
layer connection 1s associated with a first communication
interface of the apparatus and the second transport layer
connection 1s associated with a second communication inter-
tace of the apparatus.

5. The apparatus of claim 4, wherein the first communi-
cation interface comprises a cellular communication nter-
face, wherein the second communication interface com-
prises a WiF1 communication interface or a millimeter wave
(mmW) interface.

6. The apparatus of claim 1, wherein the first transport
layer connection 1s associated with a first communication
network and the second transport layer connection 1s asso-
ciated with a second communication network.

7. The apparatus of claim 6, wherein the first communi-
cation network comprises a cellular communication net-
work, wherein the second communication network com-
prises a WiF1 communication network or a millimeter wave
(mmW) network.

8. The apparatus of claam 1, wherein the processor 1s
configured to cause the apparatus to at least:

extract the data packet from the multipath transport layer
connection; and

provide the data packet toward an application layer of the
apparatus.

9. The apparatus of claim 1, wherein the multipath trans-
port layer connection comprises a Multipath Transmission
Control Protocol (MPTCP) connection, wherein the trans-
port layer connections comprise TCP connections.
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10. A method, comprising:
receiving a data packet via a first transport layer connec-
tion of a set of transport layer connections of a multi-
path transport layer connection, wherein the transport
layer connections are associated with a transport layer
protocol;
sending, via the first transport layer connection, a first
acknowledgment packet acknowledging receipt of the
data packet via the first transport layer connection; and
sending, via a second transport layer connection of the set
of transport layer connections, a second acknowledg-
ment packet acknowledging receipt of the data packet
via the first transport layer connection.
11. An apparatus, comprising:
a processor and a memory communicatively connected to
the processor, the processor configured to cause the
apparatus to at least:
send a data packet toward a device via a first transport
layer connection of a set of transport layer connec-
tions of a multipath transport layer connection,
wherein the transport layer connections are associ-
ated with a transport layer protocol;

receive, via a second transport layer connection of the
set of transport layer connections, an acknowledg-
ment packet acknowledging receipt of the data
packet by the device via the first transport layer
connection;

receive, via the first transport layer connection, a sec-
ond acknowledgment packet acknowledging receipt
of the data packet by the device via the first transport
layer connection; and

discard the second acknowledgment packet based on a
determination that the receipt of the data packet by
the device via the first transport layer connection was
previously acknowledged.

12. The apparatus of claim 11, wherein the acknowledg-
ment packet includes an identifier associated with the first
transport layer connection.

13. The apparatus of claim 12, wherein the processor 1s
configured to cause the apparatus to at least:

determine, based on the 1dentifier associated with the first
transport layer connection, a tuple of a header of the
acknowledgment packet, and a sequence number of the
acknowledgment packet, that the data packet was suc-
cessiully recerved by the device via the first transport
layer connection.

14. The apparatus of claim 11, wherein the first transport
layer connection 1s associated with a first communication
network and the second transport layer connection 1s asso-
ciated with a second communication network.

15. The apparatus of claim 14, wherein the first commu-
nication network comprises a cellular communication net-
work, wherein the second communication network com-
prises a WiF1 communication network or a millimeter wave
(mmW) network.

16. The apparatus of claim 11, wherein the first transport
layer connection 1s associated with a first communication
interface of the apparatus and the second transport layer
connection 1s associated with a second communication inter-
face of the apparatus.

17. The apparatus of claim 16, wherein the first commu-
nication interface comprises a cellular communication inter-
face, wherein the second communication interface com-
prises a WiF1 communication interface or a millimeter wave
(mmW) interface.

18. The apparatus of claim 11, wherein the multipath
transport layer connection comprises a Multipath Transmis-
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sion Control Protocol (MPTCP) connection, wherein the
transport layer connections comprise TCP connections.

19. A method, comprising:

sending a data packet toward a device via a first layer
transport connection of a set of transport layer connec- 5
tions ol a multipath transport layer connection, wherein
the transport layer connections are associated with a
transport layer protocol;

receiving, via a second transport connection of the set of
transport layer connections, an acknowledgment packet 10
acknowledging receipt of the data packet by the device
via the first transport layer connections;

receiving, via the first transport layer connection, a second
acknowledgment packet acknowledging receipt of the
data packet by the device via the first transport layer 15
connection; and

discarding the second acknowledgment packet based on a
determination that the receipt of the data packet by the
device via the first transport layer connection was
previously acknowledged. 20
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