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CROSS-LAYER LINK FAILURE ALERTS

RELATED APPLICATIONS

This 1s a continuation application which claims priority to >
commonly assigned, co-pending U.S. patent application Ser.
No. 14/347,833, filed Nov. 19, 2014, which claims priority
filing benefit from U.S. Provisional Patent Application No.
62/042,067, filed Aug. 26, 2014. Application Ser. Nos.

14/547,833 and 62/042,067 are hereby incorporated by
reference, 1n their entirety.
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BACKGROUND

. . : : 15
Traditionally, telecommunication services such as voice

calling have been provided over circuit-switched networks.

In such networks, failures of communication links with
networks are quickly detected by radios of telecommunica-
tion devices and realized by components of the telecommu- 5,
nication devices, resulting in prompt termination or halting

of any services dependent on the failed links. In computers
utilizing packet-based data networks, by contrast, there 1s
often a delay between the loss of connectivity and the
realization of the loss by applications of the computer. This 25
1s due to the fact that losses of connectivity are detected
independently by components of different layers of a com-
munication stack, such as a Transmission Control Protocol/
Internet Protocol (TCP/IP) stack, by use of timers, such as

a Real-time Transport Protocol (RTP) timer. With telecom- Y
munication services being increasingly provided over
packet-based data networks and utilizing communication
stacks, components of telecommunication devices, such as
voice calling applications, are experiencing delays 1n real-
1zing failures of communication links.

FIG. 1 illustrates the delay between radio link layer
awareness ol a communication link failure and application
layer awareness of that same failure. As 1llustrated, a com-
munication stack 102 of a network device (such as, for ,,
example, a telecommunication device, an access network
node, a core network node, etc.) may have a number of
layers, such as a radio link layer 104, a protocol layer 106,
and an application layer 108. Such a communication stack
102 may be any sort of communication stack, such as a 45
TCP/IP stack. At a first time, a component at the radio link
layer 104 may determine that a communication link 1is
disconnected 110. Upon the failure of the communication
link, a user of an application at the application layer 108,
such as a voice calling application, may experience muting 50
112. Other real-time or substantially real-time applications
may experience pausing after, e.g., a playback bufler falls
below a threshold. Different components at different ones of
layers 106 and 108 may then initialize one or more timers,
such as an RTP timer or an application timer. These timers 55
may be initialized sequentially, so that one 1s mnitialized after
another times out. For example, an application timer may be
iitialized after an RTP timeout 114. During both periods of
an RTP timeout 114 and an application timeout 116 of an
application timer, a user of an application may continue to 60
experience muting 118. After the expirations of the timers,
the application may terminate or halt service. For example,

a voice calling application may drop a call. Because each
timer may wait for substantial period, e.g., twenty to thirty
seconds, 1t may be forty seconds to one minute before a user 65
application realizes that the communication link has failed.
This may result, for instance, 1n a user continuing to talk for

35
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a substantial time 1n a phone call even after the connection
carrying that phone call 1s lost.

BRIEF DESCRIPTION OF THE DRAWINGS

The detailed description 1s set forth with reference to the
accompanying figures. In the figures, the left-most digit(s) of
a reference number 1dentifies the figure 1n which the refer-
ence number first appears. The use of the same reference
numbers 1 different figures indicates similar or i1dentical
items or features.

FIG. 1 1illustrates the delay between radio link layer
awareness ol a communication link failure and application
layer awareness of that same failure.

FIG. 2 1llustrates techniques for alerting component(s) of
other layers of a communication stack when a communica-
tion link failure 1s detected at a radio link layer of that
communication stack.

FIG. 3 illustrates a component level view of a network
device configured to determine, at a radio link layer, failure
of a communication link and to alert component(s) of other
layers of the failure.

FIG. 4 1llustrates an example process for determining, at
a radio link layer, failure of a communication link and
alerting component(s) of other layers of the failure.

DETAILED DESCRIPTION

This disclosure describes, 1n part, a network device (such
as, for example, a telecommunication device, an access
network node, a core network node, etc.) configured to
determine and provide alerts of communication link failures
across layers of a communication stack of the network
device. The network device determines at a radio link layer
of the communication stack that a communication link
between the network device and a network has failed. The
network device then alerts one or more components asso-
ciated with another layer of the communication stack of the
determination that the communication link has failed. In
addition, when alerting across layers of the communication
stack, the network device may also alert across a user plane
and a control plane. For example, the detection of the failure
may occur utilizing user plane traflic and an alert may be
provided to a component utilizing control plane traflic.
Overview

FIG. 2 1llustrates techniques for alerting component(s) of
other layers of a communication stack when a communica-
tion link failure 1s detected at a radio link layer of that
communication stack. As illustrated, a communication stack
202 of a network device (such as, for example, a telecom-
munication device, an access network node, a core network
node, etc.) may include at least a radio link layer 204, a
protocol layer 206, and an application layer 208.

In various implementations, the network device which
includes the communication stack 202 may be or include a
personal computer (PC), a laptop computer, a server, a
server farm(s), a mainframe, a tablet computer, a work
station, a telecommunication device, a personal digital assis-
tant (PDA), a media player, a media center device, a
personal video recorder (PVR), a television, an electronic
book reader, a set-top box, a camera, a video game console,
a kiosk, a gaming device, processor(s), mtegrated compo-
nents for inclusion 1 a computing device, an appliance, an
clectronic device for inclusion 1n vehicles, a gaming device,
or any other sort of device. As mentioned, the network
device may be any of a telecommunication device, a access
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network node, or a core network node. An example network
device 1s 1llustrated 1n FI1G. 3 and 1s described 1n detail below
with reference to that figure.

The communication stack 202 may be any sort of com-
munication stack, such as a TCP/IP stack.

The radio link layer 204 may be implemented entirely or
in part by any or all of a radio or modem of the network
device, by a radio chipset for managing the radio or modem,
or by operating system or platform components of the
network device. The radio link layer 204 may be associated
with a radio analyzer configured to perform any of logging
communication link events or monitoring and analyzing
such events. Components associated with the radio link
layer 204 may further enable the network device to establish
and maintain communication links with one or more devices
across a network, such as a telecommunication network,
which may include one or more wireless networks, wired
networks, or both.

The protocol layer 206 may represent any one or more
layers of the communication stack, such as a transport layer
or an Internet layer. Such layers may be responsible for
host-to-host communication and may provide flow control
and reliable transmission of data, may participate 1n con-
nection establishment, and may provide control and address-
ing information in headers of network packets to transmit
data from applications, such as applications at the applica-
tion layer 208. In some implementations, the protocol layer
206 may include an RTP timer used by the protocol layer
206 to detect failure of a communication link.

The application layer 208 1s the scope within which
applications create and use data and communicate that data
with other devices. Example applications include voice
calling clients, Voice over Long Term Evolution (VoLTE)
calling clients, WiF1 calling clients, messaging applications,
email applications, media player applications, video calling
applications, video chat applications, web browsers, social
media applications, any sort of real-time communication
applications, or any other sort of applications.

In various 1mplementations, an application may be
engaged 1n communication with another device over a
network via a communication link. The communication link
may be established and managed at least partially i the
radio link layer 204, which may log communication events,
such as the sending and receiving of data packets. Any one
or more components associated with the radio link layer 204,
such as a radio link analyzer, may examine logs or monitor
outgoing and mcoming packets to determine a communica-
tion link disconnect 210. In some implementations, deter-
mimng such a failure 210 may involve detecting loss of
connectivity, waiting a threshold period of time, attempting
one or more times during that threshold period of time to
reestablish the communication link, and, if the communica-
tion link 1s not reestablished atfter the threshold time passes,
determining that the communication link has failed.

Upon the failure 210 of the communication link, a user of
an application at the application layer 208, such as a voice
calling application, may experience muting 212. The user
may continue to experience muting 214 until the application
receives a link failure alert 216 or until timeouts of one or
more timers, such as RTP timers or application timers, are
reached. The link failure alert 216 1s independent of any
timers of the protocol layer 206 or application layer 208 and
may be recerved before any or all of their timeouts are
reached. In FIG. 2, the link failure alert 216 1s received by
the application before any timeout 1s reached, resulting in
the application terminating or halting the user’s communi-
cation (e.g., dropping a call 218).
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The link failure alert 216 may result from the determina-
tion of the communication link failure 210 by the compo-

nent(s) of the radio link layer 204, such as the radio link
analyzer. Those component(s) of the radio link layer 204
may provide the link failure alert 216 to component(s) of
other layers of the communication stack 202, such as the
protocol layer 206 or the application layer 208, or may
expose an indication of the link failure as a link failure alert
216 and receive polling from the component(s) of the other
layers for the indication.

If providing the link failure alert 216 to other compo-
nent(s) of other layers, the component(s) of the radio link
layer 204 may provide the link failure alert 216 to one or
more default component(s) of the other layers, may broad-
cast the link failure alert 216 to multiple components of the
other layers, or may 1dentily the other component(s) of other
layers with reference to logs maintained by the compo-
nent(s) ol the radio link layer 204. For example, the radio
link analyzer may reference logs that it or other components
of the radio link layer 204 maintains to identily any com-
ponents, such as applications, actively engaged 1n commu-
nication with another device. The radio link analyzer may
then provide the link failure alert 216 to those identified
applications. In another example, the radio link analyzer
may provide a default component, such as an application
controller or a connection manager associated with an
operating system (OS) of the network device, with the link
failure alert 216. Such an application controller or a con-
nection manager may be a component of the protocol layer
206, such as a TCP layer component, a component of the
application layer 208, or may be associated with both layers.
That default component may then identily other components
engaged 1n communication over the communication link,
such as applications. To identify the other components, the
default component may analyze logs of the protocol layer
206 or application layer 208, such as TCP logs. The default
component may then provide the link failure alert 216 to
those 1dentified other components.

In various implementations, the component(s) of the radio
link layer 204, such as the radio link analyzer, may provide
the reason(s) for the link failure along with the link failure
alert 216. Such reasons could include dropped packets, poor
quality-of-service (QoS), delay, etc. The component(s) of
the other layers receiving the link failure alert 216 and the
reasons may take different actions depending on the reasons.
For example, the component(s) may terminate a connection,
wait until further instructions or link failure alerts 216 are
received, attempt to reestablish a connection, etc. Diflerent
component(s) may take different actions responsive to a
same reason or reasons.

In some implementations, rather than providing reasons,
the component(s) of the radio link layer 204, such as the
radio link analyzer, may instruct the components receiving
the link failure alert 216 to terminate a connection, wait for
turther alerts or istructions, or to attempt to reestablish the
connection. Such instructions may depend on the type of
application receiving the instructions or on the type of
communication engaged in by the application. Thus, the
component(s) of the radio link layer 204 may instruct
different components to take diflerent actions.

Example Device

FIG. 3 illustrates a component level view of a network
device configured to determine, at a radio link layer, failure
of a communication link and to alert component(s) of other
layers of the failure. As illustrated, the network device 300
comprises a system memory 302 storing application(s) 304,
an application controller 306, a connection manager 308,
timer(s) 310, other modules and data 312, and a part of the
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communication stack 202. Also, the network device 300
includes a radio chipset 314, which includes a radio link
analyzer 316 and a part of the communication stack 202,
processor(s) 318, a removable storage 320, a non-removable
storage 322, radios/modems 324, output device(s) 326, and
input device(s) 328.

In various implementations, system memory 302 1s vola-
tile (such as RAM), non-volatile (such as ROM, flash
memory, etc.) or some combination of the two.

The application(s) 304 may be any sort of application(s),
such as voice calling clients, VoLTE calling clients, Wik1
calling clients, messaging applications, email applications,
media player applications, video calling applications, video
chat applications, web browsers, social media applications,
any sort of real-time communication applications, or any
other sort of applications. The application(s) 304 may
engage 1n commumnication with other applications, servers,
or devices via a communication link over a network, sending
and receiving data packets. The application(s) 304 may also
include timer(s) 310 mitialized after each reception of each
packet and may take some action, such as terminating a
connection, waiting for further communications or alerts, or
attempting to reestablish a connection. In some 1mplemen-
tations, the application(s) 304 may receive link failure alerts,
such as the link failure alerts 216, and reasons for the link
tailures. The application(s) 304 may each take different
actions depending on the reasons and make take actions that
are different from each other’s actions. The application(s)
304 may be associated with an application layer 208 of the
communication stack 202.

The application controller 306 may be a component of an
operating system of the network device 300 responsible for
managing or controlling some aspects or behaviors of appli-
cation(s) 304. The connection manager 308 may be a
component of an operating system of the network device
300 responsible for managing or controlling network con-
nections of application(s) 304. The application controller
306 and/or connection manager 308 may maintain logs, such
as TCP logs, and may act as mtermediary components
between the radio link analyzer 316 and the application(s)
304. The application controller 306 and/or connection man-
ager 308 may receive link failure alerts 216, may analyze
logs to 1dentity application(s) 304, and may provide the link
tailure alerts 216 to the application(s) 304. The application
controller 306 and/or connection manager 308 may also
include timer(s) 310, such as an RTP timer, and may either
take action, such as terminating a connection for an appli-
cation 304, or imitialize another timer 310, such as a timer
310 of an application 304, responsive to a timeout. The
application controller 306 and/or connection manager 308
may be associated with a protocol layer 206 of the commu-
nication stack 202.

The timer(s) 310 may include the timer(s) 310 of the
application(s) 304, the application controller 306, or the
connection manager 308 and may also include other timer(s)
310 of the protocol layer 206 or application layer 208.

The other modules or data 312 stored in the system
memory 302 may comprise any sort of applications or
platform components of the network device 300, as well as
data associated with such applications or platform compo-
nents.

In various implementations, the radio chipset 314 may
manage the radios and/or modems 324, causing them to
establish or terminate communication links over a network.
The radio chipset 314 may also log connection or commu-
nication events and monitor link metrics, such as QoS, delay,
packet loss, etc. The radio link analyzer 316 may determine
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that a communication link has failed (based, e.g., on logs or
link metrics) and either expose that link failure to polling or
provide link failure alerts 216 to any or all of the applica-
tion(s) 304, the application controller 306, or the connection
manager 308. The radio link analyzer 316 may also provide
the reason(s) for the link failure, mstructions for actions to
be taken by the application(s) 304, the application controller
306, or the connection manager 308, or both.

In some implementations, the processor(s) 318 is a central
processing unit (CPU), a graphics processing unit (GPU), or
both CPU and GPU, or any other sort of processing unit.

The network device 300 also includes additional data
storage devices (removable and/or non-removable) such as,
for example, magnetic disks, optical disks, or tape. Such
additional storage 1s illustrated in FIG. 3 by removable
storage 320 and non-removable storage 322.

Non-transitory computer-readable media may include
volatile and nonvolatile, removable and non-removable tan-
gible, physical media implemented 1n technology for storage
ol information, such as computer readable instructions, data
structures, program modules, or other data. System memory
302, removable storage 320 and non-removable storage 322
are all examples of non-transitory computer-readable media.
Non-transitory computer-readable media include, but are not
limited to, RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disks
(DVD) or other optical storage, magnetic cassettes, mag-
netic tape, magnetic disk storage or other magnetic storage
devices, or any other tangible, physical medium which can
be used to store the desired information and which can be
accessed by the network device 300. Any such non-transi-
tory computer-readable media may be part of the network
device 300.

In some 1implementations, the radios and/or modems 324
include any sort of radio, modems, or combinations thereof
known 1n the art. For example, radios and/or modems 324
may include a radio transceiver that performs the function of
transmitting and receiving radio frequency communications
via an antenna. The radios and/or modems 324 may facilitate
wireless connectivity between the network device 300 and

various devices or one or more networks. In addition, the
radios and/or modems 324 may also include a wireless
communication transceiver and a near field antenna for
communicating over unlicensed wireless 1P networks, such
as local wireless data networks and personal area networks
(e.g., Bluetooth or near field communication (NFC) net-
works). Further, the radios and/or modems 324 may include
wired communication components, such as an Ethernet port,
that connect the network device 300 1n a wired fashion to
devices of one or more networks. In various implementa-
tions, the radios and/or modems 324 may interface with and
be controlled by the radio chipset 314.

In some implementations, the output devices 326 include
any sort of output devices known 1n the art, such as a display
(e.g., a liquid crystal display), speakers, a vibrating mecha-
nism, or a tactile feedback mechanism. Output devices 326
also include ports for one or more peripheral devices, such
as headphones, peripheral speakers, or a peripheral display.

In various implementations, input devices 328 include
any sort of mput devices known in the art. For example,
input devices 328 may include a camera, a microphone, a
keyboard/keypad, or a touch-sensitive display. A keyboard/
keypad may be a push button numeric dialing pad (such as
on a typical telecommunication device), a multi-key key-
board (such as a conventional QWERTY keyboard), or one
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or more other types of keys or buttons, and may also include
a joystick-like controller and/or designated navigation but-
tons, or the like.

Example Processes

FIG. 4 illustrates an example process. This process 1s
illustrated as a logical flow graph, each operation of which
represents a sequence of operations that can be implemented
in hardware, software, or a combination thereof. In the
context of software, the operations represent computer-
executable instructions stored on one or more computer-
readable storage media that, when executed by one or more
processors, perform the recited operations. Generally, com-
puter-executable instructions include routines, programs,
objects, components, data structures, and the like that per-
form particular functions or implement particular abstract
data types. The order 1n which the operations are described
1s not itended to be construed as a limitation, and any
number of the described operations can be combined 1n any
order and/or 1n parallel to implement the processes.

FIG. 4 illustrates an example process for determining, at
a radio link layer, failure of a communication link and
alerting component(s) of other layers of the failure. The
process 1ncludes, at 402, a network device determining at a
radio link layer of a communication stack of the network
device that a communication link between the network
device and a network has failed. In some 1mplementations,
the determining includes detecting, at 404, a loss of the
communication link, waiting, at 406, for a time period, and
determining, at 408, whether the communication link 1s
reestablished before determining that the communication
link has failed. The determining at 402 may be performed by
a radio chipset of the network device.

At 410, the network device may then analyze one or more
radio link layer logs to identily one or more components
associated with another layer of the communication stack.
Such components may include an operating system, a con-
nection manager, an application controller, or an application.

At 412, the network device alerts one or more components
associated with another layer of the communication stack,
such as the identified one or more components of the
determination that the communication link has failed. In
some 1mplementations, the determining at 402 and the
alerting and 412 are performed independently of any link
failure timers of the one or more components, such as RTP
timers or application timers. The alerting may include alert-
ing, at 414, a TCP layer component, analyzing, at 416, a TCP
layer log, identiiying, at 418, one or more applications from
the TCP layer log, and alerting, at 420, the one or more
applications. The alerting may also or instead include expos-
ing, at 422, a status of the communication link and receiving,
at 424, polling from the one or more components. At 426, the
alerting may include providing one or more reasons for the
faillure of the communication link to the one or more
components. The one or more components may utilize the
one or more reasons to determine whether to terminate
connections, wait, or reestablish connections. In some
implementations, different ones of the one or more compo-
nents may take diflerent actions depending on at least one of
the one or more reasons or a time since the determination of
the failure of the communication link. At 428, the alerting
may include instructing the one or more components to
terminate connections, wait, or reestablish connections. At
430, the alerting may include broadcasting a notification of
the determination that the communication link has failed.

CONCLUSION

Although the subject matter has been described in lan-
guage specific to structural features and/or methodological
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acts, 1t 1s to be understood that the subject matter defined 1n
the appended claims 1s not necessarily limited to the specific
features or acts described. Rather, the specific features and
acts are disclosed as exemplary forms of implementing the
claims.

What 1s claimed 1s:

1. A method comprising:

determining, by a radio link analyzer associated with a

radio link layer, a failure status indicating that a com-
munication link between the network device and a
network has failed;
analyzing by the radio link analyzer, one or more radio
link layer logs to 1dentily one or more active applica-
tions associated with an application layer of the com-
munication stack of the communication stack;

alerting, by the radio link analyzer, the one or more active
applications that the communication link has failed and
of a reason for the failure of the communication link,
wherein the alerting comprises providing notification
of the failure of the communication link or exposing a
status of the communication link and receiving polling,
from the one or more applications and sending instruc-
tions to the one or more applications to cause the one
or more applications to take the action, the mstructions
associated with the failure status, wherein the one or
more applications include an operating system or an
application.

2. The method of claim 1, wherein the determining and
the alerting are performed 1independently of any link failure
timers of the one or more applications.

3. The method of claim 1, wherein the radio link analyzer
1s included in a radio chipset and the radio link layer
maintains the logs.

4. The method of claim 1, wherein the alerting includes
alerting a transmission control protocol (T'CP) layer com-
ponent, analyzing a TCP layer log, and 1dentifying the one
or more applications from the TCP layer log.

5. The method of claim 1, wherein the one or more
applications utilize the one or more reasons to determine
whether to terminate connections, wait, or reestablish con-
nections.

6. The method of claim 5, wherein different ones of the
one or more applications take different actions depending on
at least one of the one or more reasons or a time since the
determining of the failure status of the communication link.

7. The method of claim 1, wherein the nstructions cause
the one or more applications to terminate connections, wait,
or reestablish connections.

8. The method of claim 1, whereimn the determining
comprises detecting a loss of the communication link, wait-
ing for a time period, and determining whether the commu-
nication link 1s reestablished before determining that the
communication link has failed.

9. The method of claim 1, wherein the alerting comprises
broadcasting a notification of the failure status correspond-
ing to the determining that the communication link has
failed.

10. A non-transitory computer-readable medium having
programming 1nstructions stored thereon which, when
executed by a network device, cause the network device to
perform operations comprising:

determining, by a radio link analyzer associated with a

radio link layer of a communication stack of the
network device, a failure status indicating that a com-
munication link between the network device and a
network has failed;
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analyzing, by the radio link analyzer, one or more radio
link layer logs to identily one or more applications
actively engaged 1 communication with another
device, the one or more components associated with an
application layer of the communication stack of the
communication stack, and

alerting, by the radio link analyzer layer, one or more

components of the failure status of the communication
link and of a reason for the failure status of the
communication link to enable the one or more compo-
nents to take action based on the reason, the alerting
comprises providing notification of the failure of the
communication link or exposing a status of the com-
munication link, receiving polling from the one or more
components, and sending instructions to the one or
more components to cause the one or more components
to take the action based on the reason, the action
specified by the mstructions and the instructions asso-
ciated with the failure status, and wherein the one or
more components include an operating system or an
application.

11. The non-transitory computer-readable medium of
claim 10, wherein the one or more components include a
connection manager.

12. The non-transitory computer-readable medium of
claim 10, wherein the alerting includes alerting a transmis-
sion control protocol (TCP) layer component, analyzing a
TCP layer log, 1identifying one or more components from the

TCP layer log, and alerting the one or more applications.

13. The non-transitory computer-readable medium of
claim 10, wherein alerting, by the radio link analyzer,
includes alerting at least one default component.

14. The non-transitory computer-readable medium of
claim 10, wherein the determining and the alerting are
performed independently of any link failure timers of the
one or more components.

15. The non-transitory computer-readable medium of
claim 10, wherein the instructions cause the one or more
components to terminate connections, wait, or reestablish
connections.
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16. A network device comprising;

one or more processors; and

one or more computer-readable media storing instructions
executable by the one or more processors, wherein the
istructions program the one or more processors to
perform actions comprising;:

determining, by a radio link analyzer associated with a
radio link layer of a communication stack of a network
device, a failure status indicating that a communication
link between the network device and a network has

failed;

alerting, by the radio link analyzer, one or more compo-
nents associated with an application layer of the com-
munication stack of the failure status and of a reason for
the failure status of the communication link, the alert-
ing comprises providing notification of the failure of
the communication link or exposing a status of the
communication link, receiving polling from the one or
more components, and sending 1nstructions to the one
or more components to cause the one or more compo-
nents to take an action specified by the instructions, the
instructions associated with the failure status, wherein
the one or more components include an operating
system or an application.

17. The network device of claim 16, wherein the deter-
mining and the alerting are performed independently of any
link failure timers of the one or more components.

18. The network device of claim 16, wherein the alerting
includes alerting a transmission control protocol (TCP) layer
component, analyzing a TCP layer log, and identifying the
one or more applications from the TCP layer log.

19. The network device of claim 16, wherein the deter-
mining comprises detecting a loss of the communication
link, waiting for a time period, and determining whether the
communication link 1s reestablished before determining that
the communication link has failed.

20. The network device of claim 16, wherein the instruc-
tions cause the one or more components to terminate con-
nections, wait, or reestablish connections.

21. The network device of claim 16, wherein the radio

link analyzer 1s included 1n a radio chipset.
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