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402 Search head receives query from client

404 Search determines what portions of the
query can be distributed to indexers :

---------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------

406 Search head distributes portions of query:
to indexers ;
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APPLICATION DEPLOYMENT FOR DATA
INTAKE AND QUERY SYSTEM

BACKGROUND

An increasing number and variety of devices engage 1n
communications via networks such as the mternet. In addi-
tion to traditional computing devices such as computers,
smart phones, and tablets, an increasing number of other
machines and equipment are being deployed as connected
devices. Wearables, the Internet of Things, the smart home,
and myrad other devices utilize remote resources such as
servers executing programs and cloud storage in order to
provide additional functionality. As a result, a large volume
ol data such as user data and machine data 1s created and

exchanged by connected devices and the equipment (e.g.,

servers and cloud storage) that serves those devices.

It 1s useful to store much of this large volume of data.
Information such as user behaviors, program errors, and
usage patterns may be analyzed to improve the functionality
of a program or device. Information about the operation of
hardware and software systems such as servers such as logs
and statistics may be analyzed for numerous reasons, such as
to 1dentily usage patterns, update programs and equipment,
troubleshoot failures, and improve system operations. A data
intake and query system may provide a mechanism for large
volumes of data to be stored for later searching and analysis.
In order to manage and handle a large volume of data from
a variety ol sources, the system may employ a number of
servers that perform diflerent roles in the process of ingest-
ing data, storing data, and performing searching and analysis
of data.

The storage of large volumes of data within a data intake
and query system and the ability to search such a system
results 1n a rich source of information that can be used for
a range of purposes. Developers may write software appli-
cations that run within the data intake and query system.
However, data intake and query systems often have unique
and complex implementations, such that 1t may be difhicult
to create applications that run on different systems, or that
ciliciently utilize the functionality of those systems. Admin-
istrators operating the data intake and query system may be
forced to engage in painstaking configuration and installa-
tions 1n order to install and operate an application on the
system. The difliculty of creating, deploying and configuring
applications for a data mtake and query system limits the
availability of applications that may provide useful func-
tionality for the data intake and query system.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings:

FIG. 1 1llustrates a networked computer environment in
which an embodiment may be implemented;

FIG. 2 illustrates a block diagram of an example data
intake and query system in which an embodiment may be
implemented;

FIG. 3 1s a flow diagram that illustrates how indexers
process, mndex, and store data recerved from forwarders in
accordance with the disclosed embodiments;

FI1G. 4 1s a tflow diagram that 1llustrates how a search head
and indexers perform a search query in accordance with the
disclosed embodiments;

FIG. 5 1llustrates a scenario where a common customer 1D
1s found among log data received from three disparate
sources 1n accordance with the disclosed embodiments;
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FIG. 6 depicts an exemplary application development and
deployment system for a data intake and query system 1n
accordance with some embodiments of the present disclo-
SUre;

FIG. 7 depicts an exemplary application development
environment 1n accordance with some embodiments of the

present disclosure;

FIG. 8 depicts an exemplary application partitioning
system 1n accordance with some embodiments of the present
disclosure;

FIG. 9 depicts an exemplary application deployment
system 1n accordance with some embodiments of the present
disclosure:

FIG. 10 depicts an exemplary application acquisition
interface of an application deployment system 1n accordance
with some embodiments of the present disclosure;

FIG. 11 depicts an exemplary application pre-deployment
configuration interface of an application deployment system
in accordance with some embodiments of the present dis-
closure;

FIG. 12 depicts an exemplary application staging inter-
face of an application deployment system 1n accordance
with some embodiments of the present disclosure;

FIG. 13 depicts an exemplary dependency overlap inter-
face of an application deployment system 1n accordance
with some embodiments of the present disclosure;

FIG. 14 depicts an exemplary dependency resolution
interface of an application deployment system in accordance
with some embodiments of the present disclosure;

FIG. 15 depicts an exemplary deployment confirmation
interface of an application deployment system in accordance
with some embodiments of the present disclosure;

FIG. 16 depicts an exemplary deployment review inter-
face of an application deployment system i1n accordance
with some embodiments of the present disclosure;

FIG. 17 depicts and exemplary deployment confirmation
interface of an application deployment system 1n accordance
with some embodiments of the present disclosure;

FIG. 18 depicts exemplary steps for creating an applica-
tion for a data intake and query system 1n accordance with
some embodiments of the present disclosure;

FIG. 19 depicts exemplary steps for partitioning an appli-
cation for a data intake and query system 1n accordance with
some embodiments of the present disclosure; and

FIG. 20 depicts exemplary steps for deploying an appli-
cation to a data intake and query system 1n accordance with
some embodiments of the present disclosure.

DETAILED DESCRIPTION

A computer-implemented method for deploying an appli-
cation to a data intake and query system comprises receiving
a source application package comprising code and a plural-
ity of files and i1dentiiying a plurality of server groups of the
data intake and query system, wherein a first server group
receives data from a data source and forwards the recerved
data to a second server group, wherein the second server
group 1ndexes the received data and stores the indexed data
in a data store, and wherein a third server group searches the
indexed data. The computer implemented method further
comprises accessing one or more partitioning rules that
associate each of the server groups with one or more of the
plurality of files and one or more portions of the code and
generating a target application package for each server
group, wherein each target application package includes the
one or more of the plurality of files and the one or more
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portions ol code that are associated with the server group
based on the partitioning rules.

A non-transitory computer-readable storage medium
comprises nstructions stored thereon, which when executed
by one or more processors, cause the one or more processors
to perform operations comprising receiving a source appli-
cation package comprising code and a plurality of files and
identifving a plurality of server groups of a data intake and
query system, wherein a {irst server group recerves data from
a data source and forwards the received data to a second
server group, wherein the second server group indexes the
received data and stores the indexed data 1n a data store, and
wherein a third server group searches the indexed data. The
instructions further cause the one or more processors to
perform operations comprising accessing one or more par-
titioning rules that associate each of the server groups with
one or more of the plurality of files and one or more portions
of the code and generating a target application package for
cach server group, wherein each target application package
includes the one or more of the plurality of files and the one
or more portions of code that are associated with the server
group based on the partitioning rules.

A system for deploying an application to a data intake and
query system comprises at least one memory having instruc-
tions stored thereon at least one processor configured to
execute the instructions to receive a source application
package comprising code and a plurality of files and identify
a plurality of server groups of the data intake and query
system, wherein a first server group recerves data from a
data source and forwards the received data to a second server
group, wherein the second server group imndexes the received
data and stores the indexed data 1n a data store, and wherein
a third server group searches the indexed data. The at least
one processor 1s further configured to execute the instruc-
tions to access one or more partitioning rules that associate
cach of the server groups with one or more of the plurality
of files and one or more portions of the code and generate a
target application package for each server group, wherein
cach target application package includes the one or more of
the plurality of files and the one or more portions of code that
are associated with the server group based on the partition-
ing rules.

1.0. General Overview

Modern data centers and other computing environments
can comprise anywhere from a few host computer systems
to thousands of systems configured to process data, service
requests from remote clients, and perform numerous other
computational tasks. During operation, various components
within these computing environments often generate signifi-
cant volumes of machine-generated data. For example,
machine data 1s generated by various components in the
information technology (IT) environments, such as servers,
sensors, routers, mobile devices, Internet of Things (IoT)
devices, etc. Machine-generated data can include system
logs, network packet data, sensor data, application program
data, error logs, stack traces, system performance data, etc.
In general, machine-generated data can also 1include perfor-
mance data, diagnostic information, and many other types of
data that can be analyzed to diagnose performance problems,
monitor user interactions, and to dertve other insights.

A number of tools are available to analyze machine data,
that 1s, machine-generated data. In order to reduce the size
of the potentially vast amount of machine data that may be
generated, many of these tools typically pre-process the data
based on anticipated data-analysis needs. For example,
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pre-specified data 1tems may be extracted from the machine
data and stored 1n a database to facilitate eflicient retrieval
and analysis of those data items at search time. However, the
rest of the machine data typically 1s not saved and discarded
during pre-processing. As storage capacity becomes pro-
gressively cheaper and more plentitul, there are fewer incen-
tives to discard these portions of machine data and many
reasons to retain more of the data.

This plentiful storage capacity 1s presently making it
teasible to store massive quantities of mimimally processed
machine data for later retrieval and analysis. In general,
storing minimally processed machine data and performing,
analysis operations at search time can provide greater flex-
ibility because 1t enables an analyst to search all of the
machine data, instead of searching only a pre-specified set of
data items. This may enable an analyst to mvestigate dii-
ferent aspects of the machine data that previously were
unavailable for analysis.

However, analyzing and searching massive quantities of
machine data presents a number of challenges. For example,
a data center, servers, or network appliances may generate
many different types and formats of machine data (e.g.,
system logs, network packet data (e.g., wire data, etc.),
sensor data, application program data, error logs, stack
traces, system performance data, operating system data,
virtualization data, etc.) from thousands of diflerent com-
ponents, which can collectively be very time-consuming to
analyze. In another example, mobile devices may generate
large amounts of information relating to data accesses,
application performance, operating system performance,
network performance, etc. There can be millions of mobile
devices that report these types of information.

These challenges can be addressed by using an event-
based data intake and query system, such as the SPLUNK®
ENTERPRISE system developed by Splunk Inc. of San
Francisco, Calif. The SPLUNK® ENTERPRISE system 1is
the leading platform for providing real-time operational
intelligence that enables organizations to collect, index, and
search machine-generated data from various websites, appli-
cations, servers, networks, and mobile devices that power
their businesses. The SPLUNK® ENTERPRISE system 1s
particularly useful for analyzing data which 1s commonly
found 1n system log files, network data, and other data input
sources. Although many of the techniques described herein
are explaimned with reference to a data intake and query
system similar to the SPLUNK® ENTERPRISE system,
these techniques are also applicable to other types of data

systems.
In the SPLUNK® ENTERPRISE system, machine-gen-

crated data are collected and stored as “events”. An event
comprises a portion of the machine-generated data and 1s
associated with a specific point 1n time. For example, events
may be derived from “time series data,” where the time
series data comprises a sequence ol data points (e.g., per-
formance measurements from a computer system, etc.) that
are associated with successive points 1n time. In general,
cach event can be associated with a timestamp that 1s derived
from the raw data in the event, determined through inter-
polation between temporally proximate events having
known timestamps, or determined based on other configu-
rable rules for associating timestamps with events, etc.

In some 1nstances, machine data can have a predefined
format, where data items with specific data formats are
stored at predefined locations 1n the data. For example, the
machine data may include data stored as fields 1n a database
table. In other instances, machine data may not have a
predefined format, that 1s, the data 1s not at fixed, predefined
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locations, but the data does have repeatable patterns and 1s
not random. This means that some machine data can com-
prise various data items of different data types and that may
be stored at different locations within the data. For example,
when the data source 1s an operating system log, an event
can include one or more lines from the operating system log
contaiming raw data that includes different types of perfor-
mance and diagnostic information associated with a specific
point 1n time.

Examples of components which may generate machine
data from which events can be derived include, but are not
limited to, web servers, application servers, databases, fire-
walls, routers, operating systems, and software applications
that execute on computer systems, mobile devices, sensors,
Internet of Things (IoT) devices, etc. The data generated by
such data sources can include, for example and without
limitation, server log files, activity log files, configuration
files, messages, network packet data, performance measure-
ments, sensor measurements, €tc.

The SPLUNK® ENTERPRISE system uses flexible
schema to specily how to extract information from the event
data. A flexible schema may be developed and redefined as
needed. Note that a flexible schema may be applied to event
data “on the fly,” when 1t 1s needed (e.g., at search time,
index time, mgestion time, etc.). When the schema 1s not
applied to event data until search time 1t may be retferred to
as a “late-binding schema.”

During operation, the SPLUNK® ENTERPRISE system
starts with raw 1put data (e.g., one or more system logs,
streams of network packet data, sensor data, application
program data, error logs, stack traces, system performance
data, etc.). The system divides this raw data into blocks (e.g.,
buckets of data, each associated with a specific time frame,
etc.), and parses the raw data to produce timestamped
events. The system stores the timestamped events 1n a data
store. The system enables users to run queries against the
stored data to, for example, retrieve events that meet criteria
specified 1n a query, such as containing certain keywords or
having specific values 1n defined fields. As used herein
throughout, data that 1s part of an event 1s referred to as
“event data”. In this context, the term “field” refers to a
location 1n the event data containing one or more values for
a specific data item. As will be described 1n more detail
herein, the fields are defined by extraction rules (e.g., regular
expressions) that derive one or more values from the portion
of raw machine data 1n each event that has a particular field
specified by an extraction rule. The set of values so produced
are semantically-related (such as IP address), even though
the raw machine data 1n each event may be in diflerent
formats (e.g., semantically-related values may be in different
positions 1n the events derived from diflerent sources).

As noted above, the SPLUNK® ENTERPRISE system
utilizes a late-binding schema to event data while perform-
ing queries on events. One aspect of a late-binding schema
1s applying “extraction rules™ to event data to extract values
tor specific fields during search time. More specifically, the
extraction rules for a field can include one or more 1nstruc-
tions that specity how to extract a value for the field from the
event data. An extraction rule can generally include any type
of 1nstruction for extracting values from data 1in events. In
some cases, an extraction rule comprises a regular expres-
sion where a sequence ol characters form a search pattern,
in which case the rule 1s referred to as a “regex rule.” The
system applies the regex rule to the event data to extract
values for associated fields 1n the event data by searching the
event data for the sequence of characters defined 1n the regex
rule.
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In the SPLUNK® ENTERPRISE system, a field extractor
may be configured to automatically generate extraction rules
for certain field values in the events when the events are
being created, indexed, or stored, or possibly at a later time.
Alternatively, a user may manually define extraction rules
for fields using a variety of techniques. In contrast to a
conventional schema for a database system, a late-binding
schema 1s not defined at data ingestion time. Instead, the
late-binding schema can be developed on an ongoing basis
until the time a query 1s actually executed. This means that
extraction rules for the fields in a query may be provided 1n
the query itself, or may be located during execution of the
query. Hence, as a user learns more about the data in the
cvents, the user can continue to refine the late-binding
schema by adding new fields, deleting fields, or modifying
the field extraction rules for use the next time the schema 1s
used by the system. Because the SPLUNK® ENTERPRISE
system maintains the underlying raw data and uses late-
binding schema for searching the raw data, 1t enables a user
to continue investigating and learn valuable 1nsights about
the raw data.

In some embodiments, a common field name may be used
to reference two or more fields containing equivalent data
items, even though the fields may be associated with dii-
ferent types ol events that possibly have diflerent data
formats and different extraction rules. By enabling a com-
mon field name to be used to identily equivalent fields from
different types of events generated by disparate data sources,
the system facilitates use of a “common information model”™
(CIM) across the disparate data sources (further discussed
with respect to FIG. 5).

2.0. Operating Environment

FIG. 1 1llustrates a networked computer system 100 1n
which an embodiment may be implemented. Those skilled in
the art would understand that FIG. 1 represents one example
of a networked computer system and other embodiments
may use different arrangements.

The networked computer system 100 comprises one or
more computing devices. These one or more computing
devices comprise any combination of hardware and software
configured to implement the various logical components
described herein. For example, the one or more computing
devices may include one or more memories that store
instructions for implementing the wvarious components
described herein, one or more hardware processors config-
ured to execute the instructions stored in the one or more
memories, and various data repositories 1n the one or more
memories for storing data structures utilized and manipu-
lated by the various components.

In an embodiment, one or more client devices 102 are
coupled to one or more host devices 106 and a data intake
and query system 108 via one or more networks 104.
Networks 104 broadly represent one or more LANs, WANS,
cellular networks (e.g., LTE, HSPA, 3G, and other cellular
technologies), and/or networks using any of wired, wireless,
terrestrial microwave, or satellite links, and may include the
public Internet.

2.1. Host Devices

In the 1llustrated embodiment, a system 100 includes one
or more host devices 106. Host devices 106 may broadly
include any number of computers, virtual machine instances,
and/or data centers that are configured to host or execute one
or more 1stances of host applications 114. In general, a host
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device 106 may be involved, directly or indirectly, 1n pro-
cessing requests received from client devices 102. Each host
device 106 may comprise, for example, one or more of a
network device, a web server, an application server, a
database server, etc. A collection of host devices 106 may be
configured to implement a network-based service. For
example, a provider of a network-based service may con-
figure one or more host devices 106 and host applications
114 (ec.g., one or more web servers, application servers,
database servers, etc.) to collectively implement the net-
work-based application.

In general, client devices 102 communicate with one or
more host applications 114 to exchange information. The
communication between a client device 102 and a host
application 114 may, for example, be based on the Hypertext
Transter Protocol (HT'TP) or any other network protocol.
Content delivered from the host application 114 to a client
device 102 may include, for example, HIML documents,
media content, etc. The communication between a client
device 102 and host application 114 may include sending
various requests and receiving data packets. For example, in
general, a client device 102 or application running on a
client device may mitiate communication with a host appli-
cation 114 by making a request for a specific resource (e.g.,
based on an HT'TP request), and the application server may
respond with the requested content stored 1n one or more
response packets.

In the 1llustrated embodiment, one or more of host appli-
cations 114 may generate various types of performance data
during operation, including event logs, network data, sensor
data, and other types of machine-generated data. For
example, a host application 114 comprising a web server
may generate one or more web server logs in which details
ol 1nteractions between the web server and any number of
client devices 102 1s recorded. As another example, a host
device 106 comprising a router may generate one or more
router logs that record information related to network trathic
managed by the router. As yet another example, a host
application 114 comprising a database server may generate
one or more logs that record information related to requests
sent from other host applications 114 (e.g., web servers or
application servers) for data managed by the database server.

2.2. Client Devices

Client devices 102 of FIG. 1 represent any computing,
device capable of interacting with one or more host devices
106 via a network 104. Examples of client devices 102 may
include, without limitation, smart phones, tablet computers,
handheld computers, wearable devices, laptop computers,
desktop computers, servers, portable media players, gaming
devices, and so forth. In general, a client device 102 can
provide access to different content, for instance, content
provided by one or more host devices 106, etc. Each client
device 102 may comprise one or more client applications
110, described 1n more detail 1n a separate section herein-
after.

2.3. Client Device Applications

In an embodiment, each client device 102 may host or
execute one or more client applications 110 that are capable
of iteracting with one or more host devices 106 via one or
more networks 104. For instance, a client application 110
may be or comprise a web browser that a user may use to
navigate to one or more websites or other resources provided
by one or more host devices 106. As another example, a
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client application 110 may comprise a mobile application or
“app.” For example, an operator of a network-based service
hosted by one or more host devices 106 may make available
one or more mobile apps that enable users of client devices
102 to access various resources ol the network-based ser-
vice. As yet another example, client applications 110 may
include background processes that perform various opera-
tions without direct interaction from a user. A client appli-
cation 110 may include a “plug-1n” or “extension” to another
application, such as a web browser plug-in or extension.

In an embodiment, a client application 110 may include a
monitoring component 112. At a high level, the monitoring
component 112 comprises a software component or other
logic that facilitates generating performance data related to
a client device’s operating state, including monitoring net-
work traflic sent and received from the client device and
collecting other device and/or application-specific informa-
tion. Momtoring component 112 may be an integrated
component of a client application 110, a plug-in, an exten-
sion, or any other type of add-on component. Monitoring,
component 112 may also be a stand-alone process.

In one embodiment, a monitoring component 112 may be
created when a client application 110 1s developed, for
example, by an application developer using a software
development kit (SDK). The SDK may include custom
monitoring code that can be incorporated into the code
implementing a client application 110. When the code 1s
converted to an executable application, the custom code
implementing the monitoring functionality can become part
of the application 1tsell.

In some cases, a SDK or other code for implementing the
monitoring functionality may be offered by a provider of a
data intake and query system, such as a system 108. In such
cases, the provider of the system 108 can implement the
custom code so that performance data generated by the
monitoring functionality 1s sent to the system 108 to facili-
tate analysis of the performance data by a developer of the
client application or other users.

In an embodiment, the custom monitoring code may be
incorporated nto the code of a client application 110 1n a
number of different ways, such as the insertion of one or
more lines 1n the client application code that call or other-
wise 1nvoke the monitoring component 112. As such, a
developer of a client application 110 can add one or more
lines of code into the client application 110 to trigger the
monitoring component 112 at desired points during execu-
tion of the application. Code that triggers the monitoring
component may be referred to as a monitor trigger. For
instance, a monitor trigger may be included at or near the
beginning of the executable code of the client application
110 such that the monitoring component 112 1s mitiated or
triggered as the application 1s launched, or included at other
points 1n the code that correspond to various actions of the
client application, such as sending a network request or
displaying a particular interface.

In an embodiment, the monitoring component 112 may
monitor one or more aspects of network traflic sent and/or
received by a client application 110. For example, the
monitoring component 112 may be configured to monitor
data packets transmitted to and/or from one or more host
applications 114. Incoming and/or outgoing data packets can
be read or examined to identily network data contained
within the packets, for example, and other aspects of data
packets can be analyzed to determine a number of network
performance statistics. Monitoring network trathic may




US 10,496,605 B2

9

enable information to be gathered particular to the network
performance associated with a client application 110 or set
ol applications.

In an embodiment, network performance data refers to
any type of data that indicates information about the network
and/or network performance. Network performance data
may 1include, for mnstance, a URL requested, a connection
type (e.g., HT'TP, HI'TPS, etc.), a connection start time, a
connection end time, an HT'TP status code, request length,
response length, request headers, response headers, connec-
tion status (e.g., completion, response time(s), failure, etc.),
and the like. Upon obtaining network performance data
indicating performance of the network, the network perfor-
mance data can be transmitted to a data intake and query
system 108 for analysis.

Upon developing a client application 110 that icorpo-
rates a monitoring component 112, the client application 110
can be distributed to client devices 102. Applications gen-
erally can be distributed to client devices 102 1n any manner,
or they can be pre-loaded. In some cases, the application
may be distributed to a client device 102 via an application
marketplace or other application distribution system. For
instance, an application marketplace or other application
distribution system might distribute the application to a
client device based on a request from the client device to
download the application.

Examples of functionality that enables monitoring per-

formance of a client device are described in U.S. patent
application Ser. No. 14/324,748, entitled “UTILIZING

PACKET HEADERS TO MONITOR NETWORK TRAF-
FIC IN ASSOCIATION WITH A CLIENT DEVICE™, filed
on 27 Oct. 2014, and which i1s hereby incorporated by
reference 1n 1ts entirety for all purposes.

In an embodiment, the monitoring component 112 may
also monitor and collect performance data related to one or
more aspects of the operational state of a client application
110 and/or client device 102. For example, a monitoring
component 112 may be configured to collect device pertor-
mance information by monitoring one or more client device
operations, or by making calls to an operating system and/or
one or more other applications executing on a client device
102 for performance information. Device performance
information may include, for instance, a current wireless
signal strength of the device, a current connection type and
network carrier, current memory performance iformation, a
geographic location of the device, a device orientation, and
any other information related to the operational state of the
client device.

In an embodiment, the monitoring component 112 may
also monitor and collect other device profile information
including, for example, a type of client device, a manufac-
turer and model of the device, versions of various software
applications installed on the device, and so forth.

In general, a monitoring component 112 may be config-
ured to generate performance data in response to a monitor
trigger 1n the code of a client application 110 or other
triggering application event, as described above, and to store
the performance data 1n one or more data records. Each data
record, for example, may include a collection of field-value
pairs, each field-value pair storing a particular item of
performance data 1n association with a field for the item. For
example, a data record generated by a monitoring compo-
nent 112 may include a “networklLatency” field (not shown
in the Figure) in which a value 1s stored. This field indicates
a network latency measurement associated with one or more
network requests. The data record may 1nclude a “state” field
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to store a value indicating a state of a network connection,
and so forth for any number of aspects of collected pertor-
mance data.

2.4. Data Server System

FIG. 2 depicts a block diagram of an exemplary data
intake and query system 108, similar to the SPLUNK®
ENTERPRISE system. System 108 includes one or more
torwarders 204 that recerve data from a variety of iput data
sources 202, and one or more 1mdexers 206 that process and
store the data in one or more data stores 208. These
forwarders and indexers can comprise separate computer
systems, or may alternatively comprise separate processes
executing on one or more computer systems.

Each data source 202 broadly represents a distinct source
of data that can be consumed by a system 108. Examples of
a data source 202 include, without limitation, data files,
directories of files, data sent over a network, event logs,
registries, etc.

During operation, the forwarders 204 identily which
indexers 206 receive data collected from a data source 202
and forward the data to the appropnate indexers. Forwarders
204 can also perform operations on the data before forward-
ing, including removing extrancous data, detecting time-
stamps 1n the data, parsing data, indexing data, routing data
based on critenia relating to the data being routed, and/or
performing other data transformations.

In an embodiment, a forwarder 204 may comprise a
service accessible to client devices 102 and host devices 106
via a network 104. For example, one type of forwarder 204
may be capable of consuming vast amounts of real-time data
from a potentially large number of client devices 102 and/or
host devices 106. The forwarder 204 may, for example,
comprise a computing device which implements multiple
data pipelines or “queues” to handle forwarding of network
data to indexers 206. A forwarder 204 may also perform
many of the functions that are performed by an indexer. For
example, a forwarder 204 may perform keyword extractions
on raw data or parse raw data to create events. A forwarder
204 may generate time stamps for events. Additionally or
alternatively, a forwarder 204 may perform routing of events
to indexers. Data store 208 may contain events derived from
machine data from a variety of sources all pertaining to the
same component 1n an IT environment, and this data may be

produced by the machine 1n question or by other compo-
nents 1n the IT environment.

2.5. Data Ingestion

FIG. 3 depicts a flow chart illustrating an example data
flow performed by Data Intake and Query system 108, 1n
accordance with the disclosed embodiments. The data tlow
illustrated 1 FIG. 3 1s provided for illustrative purposes
only; those skilled 1n the art would understand that one or
more of the steps of the processes illustrated 1n FIG. 3 may
be removed or the ordering of the steps may be changed.
Furthermore, for the purposes of 1llustrating a clear example,
one or more particular system components are described 1n
the context of performing various operations during each of
the data flow stages. For example, a forwarder 1s described
as recerving and processing data during an input phase; an
indexer 1s described as parsing and indexing data during
parsing and indexing phases; and a search head 1s described
as performing a search query during a search phase. How-
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ever, other system arrangements and distributions of the
processing steps across system components may be used.

2.5.1. Input

At block 302, a forwarder receives data from an input
source, such as a data source 202 shown in FIG. 2. A
forwarder 1nitially may receive the data as a raw data stream
generated by the mput source. For example, a forwarder may
receive a data stream from a log file generated by an
application server, from a stream of network data from a
network device, or from any other source of data. In one
embodiment, a forwarder receives the raw data and may
segment the data stream 1nto “blocks”, or “buckets,” possi-
bly of a uniform data size, to facilitate subsequent process-
ing steps.

At block 304, a forwarder or other system component
annotates each block generated from the raw data with one
or more metadata fields. These metadata fields may, for
example, provide information related to the data block as a
whole and may apply to each event that 1s subsequently
derived from the data in the data block. For example, the
metadata fields may include separate fields specifying each
of a host, a source, and a source type related to the data
block. A host field may contain a value i1dentifying a host
name or IP address of a device that generated the data. A
source field may contain a value 1dentifying a source of the
data, such as a pathname of a file or a protocol and port
related to received network data. A source type field may
contain a value specilying a particular source type label for
the data. Additional metadata fields may also be included
during the input phase, such as a character encoding of the
data, 1f known, and possibly other values that provide
information relevant to later processing steps. In an embodi-
ment, a forwarder forwards the annotated data blocks to
another system component (typically an indexer) for further

processing.
The SPLUNK® ENTERPRISE system allows forwarding,

of data from one SPLUNK® ENTERPRISE instance to
another, or even to a third-party system. SPLUNK®
ENTERPRISE system can employ different types of for-
warders 1n a configuration.

In an embodiment, a forwarder may contain the essential
components needed to forward data. It can gather data from
a variety of inputs and forward the data to a SPLUNK®
ENTERPRISE server for indexing and searching. It also can
tag metadata (e.g., source, source type, host, etc.).

Additionally or optionally, 1n an embodiment, a forwarder
has the capabilities of the aforementioned forwarder as well
as additional capabilities. The forwarder can parse data
before forwarding the data (e.g., associate a time stamp with
a portion of data and create an event, etc.) and can route data
based on criteria such as source or type of event. It can also
index data locally while forwarding the data to another
indexer.

2.5.2. Parsing,

At block 306, an indexer receives data blocks from a
forwarder and parses the data to organize the data into
cvents. In an embodiment, to organize the data into events,
an mdexer may determine a source type associated with each
data block (e.g., by extracting a source type label from the
metadata fields associated with the data block, etc.) and refer
to a source type configuration corresponding to the identified
source type. The source type definition may include one or
more properties that indicate to the indexer to automatically
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determine the boundaries of events within the data. In
general, these properties may include regular expression-

based rules or delimiter rules where, for example, event
boundaries may be indicated by predefined characters or
character strings. These predefined characters may include
punctuation marks or other special characters including, for
example, carriage returns, tabs, spaces, line breaks, etc. If a
source type for the data i1s unknown to the indexer, an
indexer may infer a source type for the data by examining
the structure of the data. Then, 1t can apply an mferred
source type definition to the data to create the events.

At block 308, the indexer determines a timestamp for each
event. Similar to the process for creating events, an indexer
may again refer to a source type definition associated with
the data to locate one or more properties that indicate
istructions for determining a timestamp for each event. The
properties may, for example, mstruct an indexer to extract a
time value from a portion of data in the event, to interpolate
time values based on timestamps associated with temporally
proximate events, to create a timestamp based on a time the
cvent data was received or generated, to use the timestamp
ol a previous event, or use any other rules for determining
timestamps.

At block 310, the indexer associates with each event one
or more metadata fields including a field contaiming the
timestamp (in some embodiments, a timestamp may be
included in the metadata fields) determined for the event.
These metadata fields may include a number of “default
fields” that are associated with all events, and may also
include one more custom fields as defined by a user. Similar
to the metadata fields associated with the data blocks at
block 304, the default metadata fields associated with each
event may include a host, source, and source type field
including or 1n addition to a field storing the timestamp.

At block 312, an indexer may optionally apply one or
more transformations to data included in the events created
at block 306. For example, such transformations can include
removing a portion of an event (e.g., a portion used to define
event boundaries, extraneous characters from the event,
other extraneous text, etc.), masking a portion of an event
(e.g., masking a credit card number), removing redundant
portions of an event, etc. The transformations applied to
event data may, for example, be specified 1n one or more
configuration files and referenced by one or more source
type definitions.

2.5.3. Indexing

At blocks 314 and 316, an indexer can optionally generate
a keyword index to facilitate fast keyword searching for
event data. To build a keyword index, at block 314, the
indexer 1dentifies a set of keywords in each event. At block
316, the indexer includes the identified keywords 1n an
index, which associates each stored keyword with reference
pointers to events containing that keyword (or to locations
within events where that keyword 1s located, other location
identifiers, etc.). When an indexer subsequently receives a
keyword-based query, the indexer can access the keyword
index to quickly identily events containing the keyword.

In some embodiments, the keyword index may include
entries for name-value pairs found in events, where a
name-value pair can 1nclude a pair of keywords connected
by a symbol, such as an equals sign or colon. This way,
events containing these name-value pairs can be quickly
located. In some embodiments, fields can automatically be
generated for some or all of the name-value pairs at the time
of indexing. For example, 1f the string “dest=10.0.1.2" 1s
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found 1n an event, a field named “dest” may be created for
the event, and assigned a value of “10.0.1.2”.

At block 318, the indexer stores the events with an
associated timestamp 1n a data store 208. Timestamps enable
a user to search for events based on a time range. In one
embodiment, the stored events are organized 1nto “buckets,”
where each bucket stores events associated with a specific
time range based on the timestamps associated with each
event. This may not only improve time-based searching, but
also allows for events with recent timestamps, which may
have a higher likelihood of being accessed, to be stored in
a faster memory to facilitate faster retrieval. For example,
buckets containing the most recent events can be stored in
flash memory rather than on a hard disk.

Each indexer 206 may be responsible for storing and
searching a subset of the events contained 1n a correspond-
ing data store 208. By distributing events among the index-
ers and data stores, the indexers can analyze events for a
query 1n parallel. For example, using map-reduce tech-
niques, each indexer returns partial responses for a subset of
events to a search head that combines the results to produce
an answer for the query. By storing events in buckets for
specific time ranges, an indexer may further optimize data
retrieval process by searching buckets corresponding to time
ranges that are relevant to a query.

Moreover, events and buckets can also be replicated
across different indexers and data stores to facilitate high
availability and disaster recovery as described in U.S. patent

application Ser. No. 14/266,812, entitled “SITE-BASED
SEARCH AFFINITY?, filed on 30 Apr. 2014, and in U.S.

patent application Ser. No. 14/266,817, entltled “MULTI-
SITE CLUSTERING”, also filed on 30 Apr. 2014, each of
which 1s hereby incorporated by reference 1n 1ts entirety for

all purposes.

2.6. Query Processing

FIG. 4 1s a flow diagram that illustrates an exemplary
process that a search head and one or more indexers may
perform during a search query. At block 402, a search head
receives a search query from a client. At block 404, the
search head analyzes the search query to determine what
portion(s) of the query can be delegated to indexers and what
portions of the query can be executed locally by the search
head. At block 406, the search head distributes the deter-
mined portions of the query to the appropriate indexers. In
an embodiment, a search head cluster may take the place of
an idependent search head where each search head 1n the
search head cluster coordinates with peer search heads 1n the
search head cluster to schedule jobs, replicate search results,
update configurations, fulfill search requests, etc. In an
embodiment, the search head (or each search head) com-
municates with a master node (also known as a cluster
master, not shown 1n Fig.) that provides the search head with
a list of indexers to which the search head can distribute the
determined portions of the query. The master node maintains
a list of active indexers and can also designate which
indexers may have responsibility for responding to queries
over certain sets of events. A search head may communicate
with the master node before the search head distributes
queries to 1ndexers to discover the addresses of active
indexers.

At block 408, the indexers to which the query was
distributed, search data stores associated with them for
events that are responsive to the query. To determine which
events are responsive to the query, the indexer searches for
events that match the criteria specified 1n the query. These
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criteria can include matching keywords or specific values for
certain fields. The searching operations at block 408 may use

the late-binding schema to extract values for specified fields
from events at the time the query 1s processed. In an
embodiment, one or more rules for extracting field values
may be specified as part of a source type definition. The
indexers may then either send the relevant events back to the
search head, or use the events to determine a partial result,
and send the partial result back to the search head.

At block 410, the search head combines the partial results
and/or events received from the indexers to produce a final
result for the query. This final result may comprise diflerent
types of data depending on what the query requested. For
example, the results can include a listing of matching events
returned by the query, or some type of visualization of the
data from the returned events. In another example, the final
result can include one or more calculated values derived
from the matching events.

The results generated by the system 108 can be returned
to a client using different techmiques. For example, one
technique streams results or relevant events back to a client
in real-time as they are 1dentified. Another technique waits
to report the results to the client until a complete set of
results (which may include a set of relevant events or a result
based on relevant events) 1s ready to return to the client. Yet
another technique streams interim results or relevant events
back to the client 1n real-time until a complete set of results
1s ready, and then returns the complete set of results to the
client. In another technique, certain results are stored as
search jobs” and the client may retrieve the results by
referring the search jobs.

The search head can also perform various operations to
make the search more ethicient. For example, before the
search head begins execution of a query, the search head can
determine a time range for the query and a set of common
keywords that all matching events include. The search head
may then use these parameters to query the indexers to
obtain a superset ol the eventual results. Then, during a
filtering stage, the search head can perform field-extraction
operations on the superset to produce a reduced set of search
results. This speeds up queries that are performed on a

periodic basis.

2.7. Field Extraction

The search head 210 allows users to search and visualize
event data extracted from raw machine data received from
homogenous data sources. It also allows users to search and
visualize event data extracted from raw machine data
received from heterogeneous data sources. The search head
210 includes various mechamisms, which may additionally
reside 1 an indexer 206, for processing a query. Splunk
Processing Language (SPL), used 1in conjunction with the
SPLUNK® ENTERPRISE system, can be utilized to make
a query. SPL 1s a pipelined search language in which a set
of 1puts 1s operated on by a first command 1n a command
line, and then a subsequent command following the pipe
symbol “|” operates on the results produced by the first
command, and so on for additional commands. Other query
languages, such as the Structured Query Language (“SQL”),
can be used to create a query.

In response to receiving the search query, search head 210
uses extraction rules to extract values for the fields associ-
ated with a field or fields in the event data being searched.
The search head 210 obtains extraction rules that specity
how to extract a value for certain fields from an event.
Extraction rules can comprise regex rules that specilty how
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to extract values for the relevant fields. In addition to
specilying how to extract field values, the extraction rules
may also include instructions for dertving a field value by
performing a function on a character string or value
retrieved by the extraction rule. For example, a transforma-
tion rule may truncate a character string, or convert the
character string into a diflerent data format. In some cases,
the query itsell can specily one or more extraction rules.

The search head 210 can apply the extraction rules to
event data that 1t receives from indexers 206. Indexers 206
may apply the extraction rules to events 1n an associated data
store 208. Extraction rules can be applied to all the events 1n
a data store, or to a subset of the events that have been
filtered based on some criteria (e.g., event time stamp
values, etc.). Extraction rules can be used to extract one or
more values for a field from events by parsing the event data
and examining the event data for one or more patterns of
characters, numbers, delimiters, etc., that indicate where the
field begins and, optionally, ends.

FIG. 5 illustrates an example of raw machine data
received from disparate data sources. In this example, a user
submits an order for merchandise using a vendor’s shopping
application program 301 runming on the user’s system. In
this example, the order was not delivered to the vendor’s
server due to a resource exception at the destination server
that 1s detected by the middleware code 502. The user then
sends a message to the customer support 503 to complain
about the order failing to complete. The three systems 501,
502, and 303 are disparate systems that do not have a
common logging format. The order application 501 sends
log data 504 to the SPLUNK® ENTERPRISE system in one
format, the middleware code 502 sends error log data 505 1n
a second format, and the support server 503 sends log data
506 1n a third format.

Using the log data received at one or more indexers 206
from the three systems the vendor can uniquely obtain an
insight into user activity, user experience, and system behav-
ior. The search head 210 allows the vendor’s administrator
to search the log data from the three systems that one or
more indexers 206 are responsible for searching, thereby
obtaining correlated information, such as the order number
and corresponding customer ID number of the person plac-
ing the order. The system also allows the administrator to see
a visualization of related events via a user interface. The
administrator can query the search head 210 for customer 1D
ficld value matches across the log data from the three
systems that are stored at the one or more indexers 206. The
customer ID field value exists in the data gathered from the
three systems, but the customer ID field value may be
located 1n different areas of the data given differences 1n the
architecture of the systems—there 1s a semantic relationship
between the customer ID field values generated by the three
systems. The search head 210 requests event data from the
one or more mdexers 206 to gather relevant event data from
the three systems. It then applies extraction rules to the event
data in order to extract field values that 1t can correlate. The
search head may apply a diflerent extraction rule to each set
of events from each system when the event data format
differs among systems. In this example, the user interface
can display to the administrator the event data corresponding
to the common customer 1D field values 507, 508, and 509,
thereby providing the administrator with insight mnto a
customer’s experience.

Note that query results can be returned to a client, a search
head, or any other system component for further processing.
In general, query results may include a set of one or more
events, a set of one or more values obtained from the events,
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a subset of the values, statistics calculated based on the
values, a report containing the values, or a visualization,
such as a graph or chart, generated from the values.

3.0. Application Development and Deployment
System

FIG. 6 depicts an exemplary application development and
deployment system for a data intake and query system 1n
accordance with some embodiments of the present disclo-
sure. Although an application development and deployment
system may be implemented in any suitable environments
for use by any suitable user types, in an embodiment the
application development and deployment system may
include an application development system 602 operated by
application developers 610 and an application deployment
system 604 operated by data intake and query system
(DIQS) administrators 612. An application developer 610
may operate the application development system 602 to

create an application as a set of application packages (e.g.,
application packages 630, 632, and 634,-634 ) that are
provided to the application deployment system 604. The
DIQS administrator may then utilize the application deploy-
ment system 604 to provide the application to the applica-
tion partitioner 624 to generate deployment packages (e.g.,
deployment packages 640, 642, and 644,-644 ) that are
distributed and installed at the data intake and query system
606.

As described herein, a data intake and query system may
include a number of devices performing different functions
within the data mtake and query system. In the data intake
and query system 606 of FIG. 6, the data intake and query
system includes physical and logical groups. In an embodi-
ment, physical groups my refer to classes of servers that
perform a unique function within the data intake and query
system, such that all indexers 650 may form one physical
group, all search heads 652 may form another physical
group, and all forwarders 654 may form yet another physical
group. Because each physical group performs a unique
function, 1t 1s not necessary for each physical group to
receive and install a complete application, which may
include a significant amount of code that 1s not germane to
the operations of the physical group. Similarly, any of the
physical groups may include one or more logical groups,
cach of which may define a unique sub-task that 1s per-
formed by the servers within a particular logical group. In an
embodiment, the physical group of forwarders 6354 may
include a plurality of logical groups 654,-654  (e.g., for-
warder groups). Each logical group 654,-654  of forwarders
may perform a unique sub-task, such as receiving and
forwarding data from a particular data source.

In an embodiment, the application development system
602 may include application development environment 622
and application partitioner 624. An application developer
610 may interact with the application development environ-
ment 622 to create, develop, troubleshoot, test, and emulate
an application for eventual deployment to data intake and
query system 606. In some embodiments, application devel-
opment environment may exchange information with appli-
cation partitioner 624 to assist 1 creating, developing,
troubleshooting, testing, and emulating the application.
Once an application has been developed, the source appli-
cation package 626 (e.g., source code, configuration files,
pre-deployment configuration settings, dependency settings,
and an application manifest) may be provided to the appli-
cation partitioner 624 from the application development
environment 622. In an embodiment, the source application
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package may be a single package that includes all of the
necessary information to provide application code to each of
the components of the data intake and query system 606.
Application partitioner 624 may utilize the nformation
provided in the source application package 626 to generate
targeted application packages to be provided to the appli-
cation deployment system 604, 1n order to provide targeted
deployment packages to the physical and logical groups of
the data intake and query system 606. In an embodiment, the
application partitioner 624 may generate an indexer appli-
cation package 630, a search head application package 632,
and forwarder group application packages 634,-634 .

The application packages 630, 632, and 634,-634, may be
provided to the application deployment system 604 from the
application partitioner 624 of the application development
system 602. Application packages may be provided from the
application partitioner 624 1n such a way that the application
packages may be deployed as deployment packages to a
number of disparate data intake and query systems 606, as
long as the target system includes the appropriate physical
and logical groups required for the application. The appli-
cation deployment system 604 may be associated with and
may configure the application packages for deployment to a
particular data intake and query system 606, 1.¢., to target the
specific physical and logical groups of the particular data
intake and query system 606. In an embodiment, the appli-
cation deployment system 604 may have imnformation about
the components of the data intake and query system 606
(e.g., indexers 650, search heads 652, and forwarder groups
654,-654 ). The application deployment system 604 may
provide a user interface (e.g., a GUI and/or command line
interface) that allows the DIQS administrator 612 to con-
figure the deployment and updating the application packages
for the particular deployment, and providing deployment
packages (e.g., indexer deployment package 640, search
head deployment package 642, and forwarder group deploy-
ment packages 644 -644 ) to the data intake and query
system 606. The deployment packages may then be 1nstalled
at the appropriate physical and logical groups of the data
intake and query system (e.g., indexer deployment package
640 may be installed at each of indexers 6350, search head
deployment package 642 may be installed at each of search

heads 652, and forwarder group deployment packages 644, -
644 may be stored at corresponding forwarder groups

654,-654 ).

3.1. Application Development Environment

FIG. 7 depicts an exemplary application development
environment 622 in accordance with some embodiments of
the present disclosure. Although application development
environment 622 1s depicted as a set of blocks including
particular functionality, it will be understood that the appli-
cation development environment may be implemented on
suitable computing devices including processers executing
instructions stored 1n memory, to perform the functions
described herein. In an embodiment, application develop-
ment environment 622 may be implemented as an integrated
development environment 1n which application developers
610 may access aspects of the application development
environment 622 from local devices (e.g., workstations,
desktops, laptops, tablets, etc.) while other aspects of the
application development environment are accessible from
servers (e.g., local, remote, and/or cloud servers). In this
manner, application developers 610 can work from shared
resources of the application development environment 622
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to create complex applications for eventual deployment at
data intake and query systems.

Although an application development environment 622
may include any suitable components, 1n an embodiment the
application development environment 622 may include a set
of modules that provide for aspects of the operation of the
application development environment 622. Although each
module may be implemented in any suitable manner, 1n an
embodiment the modules may be implemented as software
instructions that are executed on one or more processors of
one or more devices or servers of the application develop-
ment environment, as well as data stored 1n memory that
may be utilized by the modules. In an embodiment, the
modules of the application development environment may
include an application generator module 702, a configura-
tion file module 704, a source code module 706, a pre-
deployment configuration module 708, a dependency man-
agement module 710, and an application manifest module
712. Although these modules are depicted and described
herein as being components of the application development
environment 622, it will be understood that i1n some embodi-
ments one or more of these modules or any suitable func-
tionality thereof may be located elsewhere within the appli-
cation development system 602 (e.g., at application
partitioner 624). In an embodiment, an application developer
610 accesses all of these modules through a single applica-
tion development interface.

In an embodiment, application generator module 702 may
perform a variety of functions 1n order to generate the source
application package 626 based on interactions with appli-
cation developers 610, the operation and information asso-
ciated with the other modules of application development
environment 622, and communications with application
partitioner 624. In an embodiment, application generator
module 702 may provide a rich user interface and/or infor-
mation necessary to generate a rich user interface for appli-
cation developers 610 to interact with modules of the
application development environment. An exemplary user
interface may allow a user to access and modily parameters
and I/O for configuration files of configuration file module
704, create source code for source code module 706, set
pre-deployment configuration parameters for physical or
logical groups for pre-deployment configuration module
708, define dependency relationships for applications with
dependency module 710, and create an application manifest
for use 1n defining deployment parameters with application
mamfest module 712. Based on the user imnputs of the
application developer 610, the application generator module
702 may update code, information, and parameters associ-
ated with the other modules, and generate (e.g., automati-
cally or in response to a request by an application developer)
a complete source application package 626 for the applica-
tion. In some embodiments, application generation module
702 may automatically perform certain functionality, such as
generating some or all sections of an application manifest,
identifving and defimng dependency relationships, setting
available configuration parameters for pre-deployment con-
figuration, and developing (e.g., emulating, testing, and
debugging) source code and configuration files. In some
embodiments, application generator module 702 may com-
municate with one or more external components (e.g.,
application partitioner 624) to perform some aspects of this
functionality.

Configuration file module 704 may include configuration
files that are customized for data intake and query systems,
and that provide specific functionality for components of
data intake and query systems. By utilizing configuration
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files of configuration file module 704, an application devel-
oper 610 can develop applications that implement function-
ality that 1s known to be operational, and by providing inputs
to and receiving outputs from those files, may more easily
develop complex applications. Configuration file module
704 may include interfaces that define the portions of the
configuration that may be modified, as well as mputs and

outputs that the application developer 610 1s permitted to
utilize. An exemplary listing of configuration files and
summary of the functionality provided by these configura-
tion {iles 1s provided 1n Table 1.

TABLE 1

Conficuration Files

10

20

Pre-deployment configuration module 708 may provide
an interface for configuring the application for particular
target resources of data intake and query systems. In some
embodiments, the pre-deployment configuration module
708 may define the parameters that need to be configured for
a particular installation (e.g., by a DIQS administrator 612
operating an application deployment system 604). For
example, credentials may be associated with particular logi-
cal groups and may be defined by the application developer
610 via the pre-deployment configuration module 708 (e.g.,

Configuration File

alert actions.conft
app.conf

authorize.conf
collections.cont
commands.conf
crawl.cont

datamodels.conf
datatypesbnf.conf

distsearch.conf
eventtypes.conf

fields.cont

Description

Defines saved search actions. Saved searches are
configured 1n savedsearches.conf.

Identifies and defines the state of a given app. Allows
aspects of the application to be customized.
Configures roles and granular access controls.
Defines the KV Store collections for an app.
Declares custom search commands.

Configures the crawl search command which examines the
file system to discover new sources to index, using built-in
settings.

Defines data models.

Configures how the search assistant shows the syntax for
search commands.

Configures distributed search.

Configure event types and their properties.
Configures multi-value field handling, distinguishes
between indexed and extracted fields, and improves search
performance by telling the search processor how to handle

field values.

indexes.cont
inputs.conf
limits.cont

macros.cont

multikv.cont

Defines inputs to DIQS.
Sets limits for search commands.
Defines search language macros.

search time.
props.conf Defines data processing rules.

restmap.conf

Defines DIQS indexes and their properties.

Defines REST endpoints. App use cases include

Defines rules by which table-like events are extracted at

management 1nterfaces for custom search commands,

modular alerts, and modular inputs.
Defines saved searches.
Configures the search assistant.

savedsearches.conf
searchbnf.conf
segmenters.conf
host, source, or sourcetype.
tags.conf
times.conf
transactiontypes.conf
transforms.conf
ul-prefs.conf
user-prefs.conf

Defines custom time ranges.

Defines Ul preferences for a view.

per-user basis for use by the DIQS Web UL

Records the state of a view.
Configures worktlow actions.

viewstates.conf
workflow actions.cont
audit.cont
winl.conf

Defines segmentation rules to be applies at index time for a
Sets any number of tags for indexed or extracted fields.

Defines transaction searches and their properties.
Defines search- and index-time transformations.

Defines some of the settings that can be configured on a

Configures auditing and event signing in audit.conf
Configures WMI data collection from a Windows machine.

Source code module 706 may interface source code 55 a forwarder group servicing Microsoft Exchange servers,

written by an application developer 610 to interface with the
configuration files of configuration file module 704 as well
as other modules of the application development environ-
ment 622. In an embodiment, coding tools may be provided
that generate portions of code to assist developers 1n creating,
the source code and interfacing with the other modules.
Menus, prompts, and sample code may also be provided to
assist 1n developing the source code. Although any suitable
programming language may be supported by source code
module 706, in an exemplary embodiment source code
module may support C++ and Python.

60

65

and requiring Microsoit Exchange credentials).
Dependency management module 710 may provide an

interface for an application developer to manage dependen-
cies among applications. Numerous applications may be
operational on a particular data intake and query system 606,
and 1n some embodiments, an application may be developed
that calls a second level of applications. In some embodi-
ments, the second level applications may call additional
applications, and so on. Some applications may depend from
a number of other applications, and applications may be
situated at multiple different levels of dependency with
respect to other applications. Furthermore, each application
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may define a version tolerance associated with dependent
applications, which defines the range of versions of the
dependent application that will are permissible for the

22

the example below, 1n which a “Splunk App for Microsoft

Exchange” has dependent applications “Splunk Add-on for
Microsoit 1IS” and “Splunk Add-on for Microsolt Win-

calling application. These complex dependency relation- dows.”
{
"schemaVersion': "'1.0",
"info": {

"title": "Splunk App for Microsoft Exchange", "id": {"group”: "com.splunk.app",
"name': "microsoft exchange", "version": "3.1.3"},

"dependencies’: |
"Splunk Add-on for Microsoft IIS": {
"type": "required”,
"app”: {
"oroup': "com.splunk.addon",
"name': "microsoft 1s",
"version': "[2.1,2.2)"

)

)

ackage': "com.splunk.addon-microsoft_windows-2.1.1.tar.gz"

"Splunk Add-on for Microsoft Windows": {

"type": "required",

Ilappll: {

"oroup”: "com.splunk.addon”,
"name': "microsoft windows",

"version': "[4.7.4.8)"

h

h

ships may result 1n a dependency tree for an application
being developed within the application development envi-
ronment 622. In an embodiment, dependency management
module 710 may provide tools for defimng and resolving
dependency relationships within an application.
Dependency management module 710 may provide tools
that allow an application developer 610 to define depen-
dency relationships. Although the dependency management
tools may be immplemented 1n a variety of manners (e.g.,
dependency listings, etc.), in an embodiment dependency

relationships may be defined based on text mformation
provided 1n a dependency portion of an application manifest.
Although the dependency relationships may be defined in
any suitable manner, in an embodiment the information
defining a dependency relationship may include information
such as an application definition (e.g., a name defimng the
dependent application within a particular higher-level appli-
cation), a dependency type (e.g., required or optional), an
application group, an application name, a version tolerance
(e.g., defining acceptable versions of the dependent appli-
cation), and an application package (e.g., providing a loca-
tion for application code for the dependent application). In
some embodiments, the application developer 610 may also
utilize dependency management module 710 to define anti-
dependencies, which indicate that the application should not
be installed 1f another particular application or dependency
relationship 1s installed at the data intake and query system
606. For example, an anti-dependency relationship may be
defined for certain sophisticated “heavy’ applications which
consume a lot of system resources or deprecated application
which the application developer 1s aware of and prefers not
to have installed with the application. Each dependent
application may include a similar manifest defining 1ts own
dependencies. An example of portions of an application
manifest defining dependency relationships 1s provided in
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ackage': "com.splunk.addon-microsoftwindows-4.7.5.tar.gz"

Dependency management module 710 may utilize the
dependency relationships (e.g., as provided in the applica-
tion manifest) to determine dependent application compat-
ibility based on a set of rules for resolving contlicts between
dependencies. In an embodiment, the dependency manage-
ment module 710 may i1dentily each instance within the
dependency tree in which a dependent application 1is
required, and determine the version tolerance associated
with each instance. The version tolerances may then be used
to determine how or 1f the dependent application should be

packaged within the source application package 626. In an
embodiment, an application may access the version toler-
ances for each application, and for an application that 1s a
dependent application for multiple applications, may deter-
mine a range of versions that 1s acceptable for all of the
defined dependency relationships. If there 1s no overlap
between acceptable versions, a warning or similar indication
may be provided to the application developer 610. In some
embodiments, the dependency management module 710
may communicate with other components of the application
development system to determine 11 the versions defined by
the application developer are compatible with dependencies
for existing applications that may also be installed at a data
intake and query system 606. In some embodiments, this
analysis may be performed in conjunction with dependency
rules 908 of application deployment system 604.
Application manifest module 712 may provide for the
creation and development of an application manifest for the
application. Although an application manifest may include
any suitable information for an application, in an exemplary
embodiment the application manifest may provide descrip-
tive information, group information, and dependency infor-
mation, which may be parsed by the application partitioner
624 1n order to determine how to partition the source
application package 626 into a plurality of application
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packages (e.g., indexer application package 630, search head
application package 632, and forwarder group application
packages 634,-634 ). In some embodiments, aspects of the
application manifest may be generated automatically, based
on 1nputs from an application developer 610, information
about a target data intake and query system, standard appli-
cation manifest formats, related applications, or any com-
bination thereof. The application developer 610 may then
work from this example application manifest to develop a

complete application manifest. An exemplary application

1

24

manifest, including descriptive information (e.g., “schema

version,” “info,” “author,” “releaseDate,” “description clas-

sification,” “license,” and “privacyPolicy”) and information
regarding logical groups (e.g., inputs for forwarder groups
“all,” *“Active Directory Domain Services,” “DHCP Server,”
“Windows Event Log,” “Windows Host Monitor,” ‘Win-
dows Performance Monitor,” “Windows Network Monitor,”
“Windows Print Momitor,” Windows Registry,” and “Win-
dows Update Monitor”) 1s provided below.

- 1 A 1

"schemaVersion': "'1.0",

"info':

d

"title”: "Splunk Add-on for Microsoit Windows",

Ilidll:

{

"group’: "com.splunk.addon",

"name”: "microsoft windows",
"version': "4.7.5"

s

"author': [

1

"name": "author",
"email": "dev{@splunk.com”,
"company": "Splunk, Inc."”

h
]

"releaseDate'": "10-22-2015",

"description’: "Splunk can be used to monitor your Windows machines for
changes, performance over time, and 1mportant system information such as security
audits and alerts. The Splunk Add-on for Windows 1s a collection of inputs and
knowledge to accelerate your use of Splunk for common Windows monitoring tasks.”,

"classification’: {

"intended Audience”: "System Administrators',
"categories': |

]
s

"IT Operations'’,

"Application Management",
"Add-on"

"developmentStatus": "Production/Stable”

"license": {
"name': "Splunk Software License Agreement",
"text': "./app-license.html",

urt';
"http://www.splunk.com/en_us/legal/splunk-software-license-agreement.html|"

J

"privacyPolicy": {
"name': "Splunk Privacy Policy",
"text': "./app-privacy.html",

urt";
"http://www.splunk.com/en_us/legal/splunk-software-privacy-policy.html|"

h
Js

"forwarderGroups': {
"all": {

"mputs': [

"admon://default”,
"monitor://SWINDIRV.System32WWDHCP",
"monitor://SWINDIRVWindowsUpdate.log",
"perfmon://CPU",
"perfmon://LogicalDisk",
"perfmon://Memory”,
"perfmon://Network”,
"perfmon://PhysicalDisk",
"perfmon://Process”,

"perfmon://System",
"script://\bint\win_installed_apps.bat”,
"script://.\bintiwin_listening ports.bat”,
"WinEventLog://Application"”,
"WinEventLog://Security",
"WinEventLog://System",
"WinHostMon://Application",
"WinHostMon://Computer",
"WinHostMon://Disk",
"WinHostMon://Driver",

"WinHostMon://NetworkAdapter',
"WinHostMon://OperatingSystem",
"WinHostMon://Process",




US 10,496,605 B2
25

-continued

"WinHostMon://Processor",
"WinHostMon://Roles",
"WinHostMon://Service",
"WinNetMon://inbound",
"WinNetMon://outbound"”,
"WinPrintMon://driver",
"WinPrintMon://port"”,
"WinPrintMon://printer”,
"WinRegMon://default”,
"WinRegMon://hkcu_run",
"WinRegMon://hklm_run"

]
s

"Active Directory Domain Services": {
"inputs": [
"admon://default”

]
s
"DHCP Server": {
"mputs”: [
"monitor://$WINDIRW\System32WDHCP"
]

h

indows Event Log": {

"mputs”: [
"WinEventLog://Application”,
"WinEventLog://Security”,
"WinEventLog://System"

]
h

indows Host Monitor': {

"mmputs’: |
"WinHostMon:// Application",
"WinHostMon://Computer",
"WinHostMon://Disk",
"WinHostMon://Driver',
"WinHostMon://NetworkAdapter",
"WinHostMon://OperatingSystem"’,
"WinHostMon://Process",
"WinHostMon://Processor",
"WinHostMon://Roles",
"WinHostMon://Service"

]
s

"Windows Performance Monitor": {
"mputs”: [

"perimon://CPU",
"perimon://LogicalDisk",
"perimon://Memory",
"perfmon://Network",
"perimon://PhysicalDisk",
"perfmon://Process",
"perimon://System"

]
|3
"Windows Network Monitor': {
"mputs”: [
"WinNetMon://inbound",
"WinNetMon://outbound"

]
I

"Windows Print Monitor": {
"mputs’: [
"WinPrintMon://driver",
"WinPrintMon://port",

"WinPrintMon://printer"

]
2
"Windows Registry'': {

"mputs”: [

"WinRegMon://default”,
"WinRegMon://hkcu_run",
"WinRegMon://hklm_run"

],
1

"name": "Windows",
"version”: "[6.3,)"

h
],
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"features": [ ]
h
|3
"Windows Update Monitor': {
"Inputs”: |
"monitor://SWINDIRWWindowsUpdate.log"
|
i

h
h

An application developer 610 may test, emulate, and
debug an application within the application development
environment 622. In some embodiments, a preliminary
source application package 626 may be provided to the
application partitioner 624 1n order to determine whether the
source application can be properly partitioned (e.g., based
on properly defined dependencies, dependency version tol-
erances, logical groups, pre-deployment configuration set-
tings, and source code/configuration file relationships).
Once an application has been developed the completed
source application package 626 may be provided to the
application partitioner 624 to be partitioned and distributed
to the application deployment system 604 for eventual
installation at the data intake and query system 606.

3.2. Application Partitioner

FIG. 8 depicts an exemplary application partitioner 624 in
accordance with some embodiments of the present disclo-
sure. Although application partitioner 624 1s depicted as a set
of blocks including particular functionality, 1t will be under-
stood that the application partitioner may be implemented on
suitable computing devices including processers executing
instructions stored 1 memory, to perform the functions
described herein. In an embodiment, application partitioner
624 may be implemented as a rule-based automated system
in which most or all of the operations required to partition
a source application package 626 are performed automati-
cally by the hardware and software of the application
partitioner. In some embodiments, at least a portion of the
operations of the application partitioner 624 may operate on
some ol the same devices and servers as the application
development environment 622 of application development
system 602, or 1n some embodiments, application partitioner
may operate entirely on separate devices and servers (e.g.,
local, remote, and/or cloud servers).

Although an application partitioner 624 may include any
suitable components, in an embodiment the application
partitioner 624 may include a set of modules that provide for
aspects of the operation of the application partitioner 624.
Although each module may be implemented 1n any suitable
manner, mm an embodiment the modules may be imple-
mented as soltware instructions that are executed on one or
more processors of one or more devices or servers of the
application development environment, as well as data stored
in memory that may be utilized by the modules. In an
embodiment, the modules of the application partitioner may
include an application partitioning module 802, a partition-
ing rules module 804 and a DIQS configuration module 806.
Although these modules are depicted and described herein
as being components of the application partitioner 624, 1t
will be understood that in some embodiments one or more
of these modules or any suitable functionality thereof may
be located elsewhere within the application development
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system 602 (e.g., at application development environment
622) or at the application deployment system 604.

Application partitioning module 802 may receive the
source application package 626 (¢.g., including a package of
the source code, configuration files, pre-deployment con-
figuration settings, dependency definitions, and an applica-
tion manifest) and may partition the received package into a
plurality of packages that are targeted for particular physical
and/or logical groups of a data intake and query system 606.
In an embodiment, the partitioning of the source application
package 626 may be performed automatically based on the
information provided 1n the source application package 626
and the other modules of the application partitioner 624.
Although an application may be partitioned 1n any suitable
manner for any suitable target system, 1n an embodiment the
application may be partitioned ito three physical groups,
with each physical group targeted to the unique functionality
of an indexer, search head, or forwarder. The resulting
application packages—e.g., indexer application package
630, search head application package 632, and forwarder
application package 634—may include only the application
components that are necessary for the targeted physical
group. In some embodiments, one or more of the physical
groups may also include a plurality of logical groups, each
of which performs a unique sub-task of the physical group.
In an embodiment of forwarders as a physical group, the
forwarder group may include a plurality of logical groups
that handle the particular forwarding sub-tasks, for example,
based on the source of the data that 1s being provided to the
data intake and query system. Each logical group may
receive 1ts own unique application package, which may
include only the application components that are necessary
for the targeted logical group (e.g., each of forwarder
application packages 634,-634 ).

Partitioning rules module 804 may create, update, and
execute partitioning rules that may be used to determine
which portions of the source application package 626 are
allocated to each of the application packages 630-634. In an
embodiment, partitioning rules module 804 may dynami-
cally generate and update the partitioning rules, for example,
based on data and feedback tfrom application developers 610
(e.g., via application development environment 622), DIQS
administrators (e.g., via application deployment system
604), other operator-provided input (e.g., selections of an
operator (not depicted) of application partitioner), and
machine-generated data from any of application develop-
ment system 604, application deployment system 606, and
data intake and query system 606. In some embodiments,
partitioning rules module 804 may use this data to automati-
cally create or update partitioning rules using machine
learning techniques (e.g., providing the mput data to a neural
network). In some embodiments, the partitioning rules may
be created or further modified by a user of the partitioning
rules module 804.
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Although partitioning rules may be implemented 1n any
suitable manner, 1n an embodiment partitioming rules may be
implemented based on the configuration files and application
manifest of the source application package 626. In an
embodiment, each configuration file may be known to
implement functionality of particular target physical or
logical groups (e.g., indexer, search head, or forwarder), and
for certain configuration files, particular settings for the
configuration file may be known to implement functionality
of particular target physical or logical groups. For example,

the configuration files of Table 1 above may be associated
with physical groups as indicated in Table 2 below.

TABLE 2

Configuration File/Physical Group Associations

Configuration File Group

Search Head

Indexer, Search Head, Forwarder
Search Head
Search Head
Search Head

alert_actions.conf
app.conf
authorize.cont
collections.cont
commands.conf

crawl.cont Search Head
datamodels.conf Search Head
datatypesbnf.conf Search Head

Search Head
Search Head
Indexer, Search Head
Indexer, Search Head

distsearch.conf
eventtypes.conf

fields.cont

indexes.conft

inputs.conf Forwarder
limits.conf Indexer, Search Head
macros.conf Search Head
multikv.conf Search Head

Indexer, Search Head, or Forwarder,
depending on setting
Indexer, Search Head

props.conf

restmap.conf

savedsearches.conft Search Head
searchbntf.cont Search Head
segmenters.conf Indexer
tags.conf Search Head
times.conf Search Head
transactiontypes.conf Search Head

Indexer or Search Head,
depending on setting
Search Head
Search Head
Search Head
Search Head
Indexer, Forwarder
Forwarder

transforms.conf

ui-prefs.conf
user-prefs.conf
viewstates.cont
worktlow actions.conf
audit.cont
wiml.cont

Based on the associations between configuration files (and
settings of configuration {files) and physical groups, the
correct configuration files may be assigned only to the
proper target application packages (e.g., indexer application
package 630, search head application package 632, and/or
torwarder application packages 634,-634 ). The source code
from the source application package 626 may also be
partitioned and assigned to particular target application
packages. In an embodiment, the source code may be
partitioned based on the configuration files and settings that
the source code utilizes. Each portion of code (e.g., each
subroutine, function call, etc.) may be associated with the
configuration {files or settings that 1t utilizes, and only
distributed to the application package (e.g., mndexer appli-
cation package 630, search head application package 632,
and/or forwarder application packages 634,-634 ) that is
associated with the configuration file or setting. In an
embodiment, partitioning rules 804 may also coordinate the
partitioning ol the source application package 626 among,
logical groups (e.g., forwarder application packages 634, -
634 ). In an embodiment, the application manifest may
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include mformation that associates particular logical groups
with particular configuration files and/or portions of source

code. Once the source application package has been parti-
tioned 1nto physical groups, 1t can be further partitioned into
logical groups based on the application manifest.

DIQS configuration module 806 may include information
about the configurations of data intake and query systems for
use by application partitioning module 802. In an embodi-
ment, DIQS configuration module may include information
relating to different types of installations of data intake and
query systems that may be utilized to properly package the
application portions for different target environments. In an
embodiment, different partitioning or dependency rules may
be applied to different target deployment topologies/envi-
ronments. The application partitioning module 806 may
obtain mnformation about types of installations (e.g., based
on an application manifest) that are targeted by the source
application package 626, and based on this information, may
adjust settings of the application partitioning module 802
and partitioning rules module 804.

3.3. Application Deployment System

FIG. 9 depicts an exemplary application deployment
system 604 1n accordance with some embodiments of the
present disclosure. Although application deployment system
604 1s depicted as a set of blocks including particular
functionality, 1t will be understood that the application
deployment system may be implemented on suitable com-
puting devices including processers executing instructions
stored 1n memory, to perform the functions described herein.
In an embodiment, application deployment system 604 may
be implemented as an integrated deployment environment in
which a DIQS administrator 612 may access aspects of the
application deployment system 604 from local devices (e.g.,
workstations, desktops, laptops, tablets, etc.) while other
aspects of the application deployment system are accessible
from servers (e.g., local, remote, and/or cloud servers). In
this manner, DIQS administrators 612 can work from shared
resources of the application deployment system 604 to
deploy complex applications to a data intake and query
system 606.

Although an application deployment system 604 may
include any suitable components, i an embodiment the
application deployment system 604 may include a set of
modules that provide for aspects of the operation of the
application deployment system 604. Although each module
may be implemented 1n any suitable manner, 1n an embodi-
ment the modules may be implemented as software nstruc-
tions that are executed on one or more processors of one or
more devices or servers ol the application deployment
system, as well as data stored in memory that may be utilized
by the modules. In an embodiment, the modules of the
application deployment system 604 may include an appli-
cation deployment module 902, an application configuration
module 904, a DIQS configuration module 906, and a
dependency rules module 908.

Application deployment module 902 may interface with
DIQS administrator 612 to control the deployment of the
target application packages 630-634 to the target resources
data intake and query system 606 as deployment packages
640-644, as well as the configuration of the application and
data intake and query system. In an embodiment, aspects of
the deployment and configuration may be performed auto-
matically based on information provided in the mmcoming
target application packages, by the application configuration

module 904, and the DIQS configuration module 906.
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Exemplary information that may be determined automati-
cally includes the deployment of certain target application
packages to certain physical groups (e.g., indexer applica-
tion package 630 may be packaged as indexer deployment
package 640 for installation at indexers 650, and search head
application package 632 may be packaged as search head
deployment package 642 for installation at search heads
652) as well as the determination of certain configuration
information. Other information for the deployment and
configuration of the application (e.g., assignment of for-
warder group application packages 634 -634 to forwarder
groups 634,-654,, for packaging as torwarder group deploy-
ment packages 644 ,-644 ) may be provided by the DIQS
administrator via user interfaces (e.g., the user interfaces
depicted in FIGS. 10-17 herein). Once all of the target

application packages 630-634 have been assigned to par-
ticular target resources (e.g., indexers 630, search heads 652,
and forwarder groups 654,-654 ) of the data intake and
query system 606, the target application packages 630-634
may be packaged as indexer deployment package 640,
search head deployment package 642, and forwarder group
deployment packages 644 ,-644 . based on the configuration
information determined by the application deployment mod-
ule 902 and DIQS administrator 612.

Application configuration module 904 may provide infor-
mation relating to DIQS admimstrators 612 and a user
interface for DIQS administrators to interact with applica-
tion deployment system 604 (e.g., as depicted in FIGS.
10-17). In an embodiment, DIQS admimstrators 612 may
have login or other authentication information that allows
them to access the application development system, and in
some embodiments, different deployment and configuration
options may be available based on permissions associated
with particular DIQS administrators. DIQS administrators
may be able to save common configuration settings for
reuse, as well as partially complete configurations. Informa-
tion provided via the application configuration module 904
may be used by the application deployment module 902 to
configure and deploy the deployment packages to the com-
ponents of the data intake and query system 606 (e.g.,

indexers 630, search heads 632, and forwarder groups
654,-654 ).

DIQS configuration module 906 may include information
related to a data intake and query system 606 that 1s
associated with the application deployment system. In an
embodiment, the DIQS configuration module may access
information relating to each of the components of the data
intake and query system 606 (e.g., indexers 650, search
heads 652, and forwarder groups 654,-654_) such as loca-
tion, address, installed applications and their versions,
license information, dependencies, configuration param-
eters, physical group, and logical group. This imnformation
may be used along with the incoming target application
packages 630-634 to configure and deploy the deployment
packages to the components of the data intake and query
system 606.

Dependency rules module 908 may provide sets of rules
that resolve contlicts between dependencies of the source
application package 626 and installed applications 1n a data
intake and query system 606. In some embodiments, the
dependency rules module 908 may have stored information
(e.g., mstalled versions, dependencies, and version toler-
ances) relating to the applications that are currently located
at different data intake and query systems 606. Although the
dependency rules module 908 may resolve dependencies 1n
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any suitable manner, in an embodiment the dependency
rules module 908 may implement a series of dependency
rules.

One exemplary dependency rule may resolve conflicts
where an application to be installed (e.g., any dependent
application) 1s not compatible with existing dependencies
and version tolerances of applications at the data intake and
query system 606. Dependency rules module may compare
the dependencies and version tolerances of the application to
be 1nstalled at a particular physical or logical group to the
dependencies and version tolerances of applications that are
already 1nstalled at the particular physical or logical group.
If any version that 1s to be installed falls outside of the
version tolerances of the applications that are already
installed (e.g., an application A of the data intake and query
system depends on B, with version tolerance [1.0-2.0], and
the version of B to be installed 1s version 2.1), the installa-
tion may fail. In an embodiment, a message describing the
conilict may be provided to an application developer 610
(e.g., via application development environment 622) or to a
DIQS administrator 612 (e.g., via application deployment
system 604).

Another exemplary dependency rule may resolve con-
flicts where an application to be installed (e.g., any appli-
cation or dependent application) 1s compatible with existing
dependencies and version tolerances of applications at the
data itake and query system 606, but would cause the
installed application to be modified (e.g., upgraded or down
graded). Dependency rules module 908 may compare the
dependencies and version tolerances of the application to be
installed at a particular physical or logical group to the
dependencies and version tolerances of the application to be
installed at the particular physical or logical group. If any
version that 1s to be installed 1s within the version tolerances
of the applications that are already installed (e.g., an appli-
cation A of the data intake and query system depends on B,
with version tolerance [1.0-2.0], the 1nstalled version of B 1s
version 1.1, and the version of B to be installed 1s version
1.2), the installation 1s allowable but will require a change to
an 1installed application. In an embodiment, a message
describing the requested change may be provided to an
application developer 610 (e.g., via application development
environment 622) or to a DIQS administrator 612 (e.g., via
application deployment system 604), and the application
developer or DIQS administrator may decide whether to
move forward with the installation.

Another exemplary dependency rule may move forward
with an installation where an application to be 1nstalled (e.g.,
any application or dependent application) 1s compatible with
existing dependencies and version tolerances of applications
at the data intake and query system 606, and would not
require any installed application to be modified (e.g.,
upgraded or downgraded). Dependency rules module may
compare the dependencies and version tolerances of the
application to be installed at a particular physical or logical
group to the dependencies and version tolerances of the
application to be installed at the particular physical or
logical group. It all of the versions that are to be installed are
the same as the versions of the applications that are already
installed (e.g., an application A of the data intake and query
system depends on B, the installed version of B 1s version
1.1, and the version of B to be installed 1s version 1.1), the
installation 1s allowable and may be performed automati-
cally, without input from a user.

Another exemplary dependency rule may define anti-
dependencies to indicate that an application must not be
installed under certain circumstances. In an embodiment, an
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anti-dependency may define certain applications, dependent
applications, and/or application and dependency versions as
anti-dependencies. For example, an anti-dependency rela-
tionship may be defined for certain sophisticated “heavy”
applications which consume a lot of system resources or
deprecated application which the application developer 1s
aware ol and prefers not to have installed with the applica-
tion. If an anti-dependency 1s identified, the application
installation may be aborted or the existing installation may
be modified.

Once the DIQS admimstrator 612 and the application
deployment module 902 have completed the configuration
of the application for the data intake and query system, each
of the incoming target application packages may be repack-
aged as deployment packages (e.g., indexer application
package 630 may be packaged as indexer deployment pack-
age 640, search application package 632 may be packaged
as search head deployment package 642, and forwarder
group application packages 634,-634 may be packaged as
forwarder group deployment packages 644 ,-644 ). The
deployment packages may then be distributed to the appro-
priate resources (e.g., workloads and/or servers, based on the
deployment topology) of the data intake and query system
606 (c.g., mndexers 650, search heads 652, and forwarder
groups 6354 ,-654 ).

FIG. 10 depicts an exemplary application acquisition
interface 1000 of an application deployment system 604 1n
accordance with some embodiments of the present disclo-
sure. In an embodiment, the application acquisition interface
1s one of a series ol user interface screens presented to a
DIQS administrator 602 during configuration and deploy-
ment of an application. In an embodiment, application
acquisition interface 1000 may include deployment interface
tabs 1002, deployment timeline 1004, deployment naviga-
tion 1006, and application locator 1008. In an embodiment,
deployment interface tabs may include tabs that allow a
DIQS administrator to navigate between diflerent function-
ality of the application deployment system 604, such as
application deployment (depicted), interface configuration,
administrator settings (e.g., for application configuration
module 904), and DIQS settings (e.g., for DIQS configura-
tion module 906). In an embodiment, deployment timeline
1004 may provide a series of steps (e.g., a “wizard”) for
deploying the application and depicting the progress of the
DIQS administrator 612 1n completing those steps. In an
embodiment, deployment navigation 1006 may provide
navigation tools for navigating between steps of the deploy-
ment timeline 1004. In an embodiment, application locator
1008 may provide a tool to allow the DIQS administrator
612 to select an application to deploy. Although the appli-
cation locator 1008 may utilize any suitable tool, 1n an
embodiment the application locator 1008 may provide a
pull-down menu that allows the DIQS administrator 612 to
select an application for deployment. Once an application 1s
selected, the DIQS administrator 612 may select next from
deployment navigation 1006 to continue to the next screen
of the deployment user interface.

FIG. 11 depicts an exemplary application pre-deployment
configuration interface 1100 of an application deployment
system 604 1n accordance with some embodiments of the
present disclosure. In an embodiment, application pre-de-
ployment configuration interface 1100 may include deploy-
ment iterface tabs 1102, deployment timeline 1104, deploy-
ment navigation 1106, and application settings 1110. In an
embodiment, each of deployment interface tabs 1102,
deployment timeline 1104, and deployment navigation 1106
may function in the same manner as described herein with
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respect to application acquisition interface 1000. Applica-
tion settings 1110 may include any suitable user interface
clements (e.g., text iterfaces, pull down menus, scroll bars,
radio buttons, etc.) to configure the application for deploy-
ment. Example application settings 1110 that may be con-
figured include authentication credentials/tokens for inte-
grating with the 3" party systems, geographical regions or
business divisions to collect the data from, polling interval,
subset of services to be monitored, or thresholds to use when
triggering/throttling alerts. Once application selections are
completed, the DIQS administrator 612 may select next
from deployment navigation 1106 to continue to the next
screen of the deployment user interface.

FIG. 12 depicts an exemplary application staging inter-
face 1200 of an application deployment system 604 1n
accordance with some embodiments of the present disclo-
sure. In an embodiment, application staging interface 1200
may include deployment interface tabs 1202, deployment
timeline 1204, deployment navigation 1206, and forwarder
selections 1208-1212. In an embodiment, each of deploy-
ment interface tabs 1202, deployment timeline 1204, and
deployment navigation 1206 may function in the same
manner as described herein with respect to application
acquisition interface 1000. As described herein, the appli-
cation deployment system 604 may receive forwarder appli-
cation packages 634 ,-634 . Forwarder selections 1208-1212
may populate a selection interface (e.g., a drop down menu)
with names of available forwarder groups 654 ,-654 . Based
on the selections of the DIQS administrator 612, the for-
warder application packages 634,-634, . may be assigned to
forwarder groups 654,-654  as forwarder deployment pack-
ages 644 -644 . Once forwarder groups have been selected,
the DIQS administrator 612 may select next from deploy-
ment navigation 1206 to continue to the next screen of the
deployment user interface.

FIG. 13 depicts an exemplary dependency overlap inter-
face 1300 of an application deployment system 604 1n
accordance with some embodiments of the present disclo-
sure. 11 the mnstalled application includes dependencies that
require mput from a user (e.g., as a result of a dependency
overlap or a conftlict), a dependency terface such as
dependency overlap interface 1300 or dependency resolu-
tion interface 1400 may be displayed. In an embodiment,
dependency overlap interface 1300 may include deployment
interface tabs 1302, deployment timeline 1304, deployment
navigation 1306, dependency notifications 1308, and depen-
dency overlap selection 1310. In an embodiment, each of
deployment interface tabs 1302, deployment timeline 1304,
and deployment navigation 1306 may function in the same
manner as described herein with respect to application
acquisition interface 1000. Dependency notifications 1308
may provide mformation to DIQS administrator 612 about
dependent applications that are required for the application.
Dependency overlap selection 1310 may provide a notifi-
cation that a dependency overlap exists that may result 1n
installation of a dependent application version that 1s dii-
ferent than currently installed versions, but 1s nonetheless
within the tolerance ranges of 1nstalled applications. DIQS
administrator 612 may be provided with a selection of
whether they wish to proceed with the installation.

FIG. 14 depicts an exemplary dependency resolution
interface 1400 of an application deployment system 604 1n
accordance with some embodiments of the present disclo-
sure. In an embodiment, dependency resolution interface
1400 may include deployment interface tabs 1402, deploy-
ment timeline 1404, deployment navigation 1406, depen-
dency notifications 1408, and dependency contlict selection
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1410. In an embodiment, each of deployment interface tabs
1402, deployment timeline 1404, and deployment naviga-
tion 1406 may function in the same manner as described
herein with respect to application acquisition interface 1000.
Dependency notifications 1408 may provide information to
DIQS admimstrator 612 about dependent applications that
are required for the application. Dependency contlicts selec-
tion 1410 may provide a notification that there are conflicts
between version tolerances of dependent applications. DIQS
administrator 612 may be provided with a selection of
whether they wish to keep the existing versions, replace the
versions, or abort the installation.

FIG. 15 depicts an exemplary deployment confirmation
interface 1500 of an application deployment system 604 1n
accordance with some embodiments of the present disclo-
sure. In an embodiment, deployment confirmation interface
1500 may include deployment interface tabs 1502, deploy-
ment timeline 1504, deployment navigation 1506, and
deployment timing selection 1508. In an embodiment, each
of deployment interface tabs 1502, deployment timeline
1504, and deployment navigation 1506 may function 1n the
same manner as described herein with respect to application
acquisition interface 1000. Although the deployment timing
may be determined in any suitable manner, 1n an embodi-
ment the application may be deployed immediately or at a
time and date set by DIQS administrator 612 based on
deployment timing selection 1508.

FIG. 16 depicts an exemplary deployment review inter-
face 1600 of an application deployment system 604 1in
accordance with some embodiments of the present disclo-
sure. Deployment review interface 1600 may be accessed by
a selection of deployment confirmation interface (e.g.,
“REVIEW DEPLOYMENT INFO”). In an embodiment,
application staging interface 1600 may include deployment
interface tabs 1602, deployment timeline 1604, deployment
navigation 1606, physical group deployment 1610, logical
group deployment 1620, and deployment staging 1630. In an
embodiment, each of deployment interface tabs 1602,
deployment timeline 1604, and deployment navigation 1606
may function in the same manner as described herein with
respect to application acquisition interface 1000.

Physical group deployment 1610 may provide an inter-
tace for DIQS administrator 612 to review and deploy the
deployment packages (e.g., mndexer deployment package
640 and search head deployment package 642) that are being
deployed to the physical groups of the data intake and query
system 606 (¢.g., indexers 6350 and search heads 652). In an
embodiment, the deployment packages may be automati-
cally assigned to the corresponding physical group as
depicted at 1612 and 1614, while in other embodiments (not
depicted), the DIQS administrator 612 may modily the
assignment of deployment packages to physical groups.
Physical group deployment 1610 may also allow the DIQS
administrator 612 to view the contents of the deployment
package and the physical groups.

Logical group deployment 1620 may provide an interface
for DIQS administrator 612 to review and deploy the
deployment packages (e.g., forwarder deployment packages
644.-644 ) that are being deployed to the logical groups of
the data intake and query system 606 (e.g., forwarders
654,-654 ). In an embodiment, the deployment packages
may be named and an interface may be provided to view the
contents of the of each deployment package. Selection
interfaces 1622 and 1624 may be provided for the DIQS
administrator 612 to select between logical groups, as well
as the ability to view information (e.g., configuration and
hardware) about the logical group.
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Deployment staging 1630 may allow DIQS administrator
612 to determine the timing of the deployment of the

application deployment packages to the components of the
data intake and query system 606. Although the deployment
timing may be determined in any suitable manner, in an
embodiment the application may be deployed immediately
or at a time and date set by DIQS administrator 612 at
staging interface 1632. Once the application staging has
been completed, the user interface may continue to the next
screen to confirm deployment, and then to the confirmation
screen.

FIG. 17 depicts an exemplary deployment confirmation
interface 1700 of an application deployment system 604 1n
accordance with some embodiments of the present disclo-
sure. In an embodiment, deployment confirmation interface
1700 may include deployment interface tabs 1702, deploy-
ment timeline 1704, deployment navigation 1706, confir-
mation message 1708, update settings 1710, and application
management 1712. In an embodiment, each of deployment
interface tabs 1702, deployment timeline 1704, and deploy-
ment navigation 1706 may function 1n the same manner as
described herein with respect to application acquisition
interface 1000. Confirmation message 1708 may include a
message regarding whether or not the deployment was
successiul, and an interface (e.g., “see log” selection) to
view details about the application deployment. In an
embodiment, update settings 1710 may allow DIQS admin-
istrator to select settings for deploying application updates
(e.g., selecting auto-update versus manual update). Appli-
cation management 1712 may allow DIQS admuinistrator
612 to navigate to an application management tab to manage
the newly deployed application as well as other installed
applications for the data intake and query system. In an
embodiment, application management 1712 may also allow
DQIS admimstrator 1612 to uninstall an installed applica-
tion, and revert to earlier installed application deployments.

3.4. Application Development and Deployment
Methods

FIGS. 18-20 depict exemplary steps for operating an
application development and deployment system 1n accor-
dance with some embodiments of the present disclosure. The
steps depicted by FIGS. 18-20 are provided for illustrative
purposes only; those skilled in the art will understand that
additional steps may be included, that or more steps may be
removed, and that the ordering of the steps of FIGS. 18-20
may be modified 1n any suitable manner. It will be under-
stood that while particular hardware, software, system com-
ponents, development techniques, partitioning methods, and
deployment procedures may be described in the context of
FIGS. 18-20, that the steps described herein are not so
limited.

FIG. 18 depicts exemplary steps for creating an applica-
tion for a data intake and query system in accordance with
some embodiments of the present disclosure. Although the
steps of FIG. 18 may be performed 1n any suitable manner
using any suitable equipment, 1n an embodiment the steps of
FIG. 18 may be performed by an application development
environment 622 of an application development system 602,
based on inputs provided by an application developer 610.

At step 1802, application code may be created, based on
an application developer 610 interacting with a configura-
tion file module 704, source code module 706, and appli-
cation generator module 702 of application development
environment 622. Based on those inputs, the application
developer 610 may define settings for configuration files and
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draft source code that interfaces with the configuration files,
as described herein. Once the application code has been
created, processing may continue to step 1804.

At step 1804, pre-deployment configuration settings may
be created and modified based on an application developer
610 interacting with pre-deployment configuration module
708 and application generator module 702 of application
development environment 622. As described herein, the
application developer 610 may define aspects of the con-
figuration for certain components (e.g., logical groups).
Once the pre-deployment configuration settings have been
set, processing may continue to step 1806.

At step 1806, dependency definitions may be provided by
an application developer 610 interacting with dependency
management module 710 and application generator module
702 of application development environment 622. As
described herein, the application developer 610 may define
a variety ol information about application dependencies
(e.g., dependency names and version tolerances) for the
application and 1ts dependent applications. In an embodi-
ment, the dependency definitions may be provided as a
portion of the application manifest. Once the dependency
definitions have been provided, processing may continue to
step 1808.

At step 1808, an application manifest may be provided by
an application developer 610 interacting with application
manifest module 712 and application generator module 702
ol application development environment 622. As described
herein, the application developer 610 may provide informa-
tion about an application (e.g., application name, version,
and privacy policy) and logical groups (e.g., logical group
name and mputs). Once the application manifest has been
completed, processing may continue to step 1810.

At step 1810, the application may be tested by application
generator module 702 of application development environ-
ment 622. Although the application may be tested in any
suitable manner, in an embodiment the application generator
module may run through a number of test routines for each
of the configuration files, source code, pre-deployment con-
figuration settings, dependency definitions, and application
manifest. These tests may determine whether the application
meets certain pre-defined criteria (e.g., that the settings
provided by the source code have acceptable values and
format for the configuration files, an 1nitial confirmation that
dependency version tolerances match, and a confirmation
that the application manifest 1s in the proper format). In
some embodiments, a test application package may be
provided to application partitioner 624, which may test
whether the application 1s capable of being partitioned. Once
the application has been tested, processing may continue to
step 1812, in which 1t may be determined whether the
application has passed the required tests. If the application
did not pass the required tests, one or more notifications
regarding the errors may be provided to the application
developer 610 and processing may return to step 1802. If the
application passed the tests, processing may continue to step
1814.

At step 1814, application generator module 702 of appli-
cation development environment 622 may generate the
source application package 626 based on the source code,
configuration {files, pre-deployment configuration settings,
dependency definitions, and application manifest, and trans-
mit the source application package 626 to application par-
titioner 624, as described herein. The processing of FI1G. 14
may then end.

FI1G. 19 depicts exemplary steps for partitioming an appli-
cation for a data intake and query system 1n accordance with
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some embodiments of the present disclosure. Although the
steps of FIG. 19 may be performed 1n any suitable manner
using any suitable equipment, 1n an embodiment the steps of
FIG. 19 may be performed by an application partitioner 624
of an application development system 602, based on the
source application package 626 from application develop-
ment environment 622.

At step 1902, source application package 626 may be
received from application development environment 622.
The components of the recerved application package (e.g.,
source code, configuration files, pre-deployment configura-
tion settings, dependency defimitions, and the application
manifest) may be identified by the application partitioning,
module 802 of application partitioner 624, and processing
may continue to step 1904.

At step 1904, application partitioning module 802 of
application partitioner 624 may access the DIQS configu-
ration information from DIQS configuration module 806. As
described herein, the DIQS configuration module 806 may
determine and store information about data intake and query
systems that may be utilized by the application partitioning
module 802 to partition the source application package 626.
Once the DIQS configuration information has been
accessed, processing may continue to step 1906.

At step 1906, application partitioning module 802 of
application partitioner 624 may partition the configuration
files of the source application package 626. As described
herein, the application partitioning module 802 and parti-
tioning rules module 804 may associate each configuration
file, or 1n some cases settings of certain configuration files,
with physical groups and/or logical groups of the data intake
and query system. Configuration files may be assigned to
one or more of the indexer application package 630, search
head application package 632, and forwarder group appli-
cation packages 634,-634 . Once the configuration files
have been partitioned, processing may continue to step
1908.

At step 1908, application partitioning module 802 of
application partitioner 624 may partition the source code of
the source application package 626. As described herein, the
application partitioning module 802 and partitioning rules
module 804 may associate portions of source code with
configuration files, based on the interactions between por-
tions of the source code and configuration file and configu-
ration file settings. Once each portion of source code 1s
associated with one or more configuration files, the portion
ol source code may be assigned to one or more of the indexer
application package 630, search head application package
632, and forwarder group application packages 634,-634 .
based on the assignments of the configuration files. Once the
configuration files have been partitioned, processing may
continue to step 1910.

At step 1910, application partitioning module 802 of
application partitioner 624 may package each of the indexer
application package 630, search head application package
632, and forwarder group application packages 634 ,-634,
based on the DIQS configuration and partitioning rules, as
described herein. Once the application has been partitioned
and the application portions distributed to application
deployment system 604, the processing of FIG. 19 may end.

FIG. 20 depicts exemplary steps for partitioning an appli-
cation for a data intake and query system 1n accordance with
some embodiments of the present disclosure. Although the
steps of FIG. 20 may be performed 1n any suitable manner
using any suitable equipment, 1n an embodiment the steps of
FIG. 20 may be performed by an application deployment
system 604, based on the received indexer application
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package 630, search head application package 632, and
forwarder group application packages 634,-634, tfrom appli-
cation partitioner 624, and based on mputs from the DIQS
administrator 612.

At step 2002, indexer application package 630, search
head application package 632, and forwarder group appli-
cation packages 634,-634 may be received from applica-
tion partitioner 624. The recerved application packages may
be 1dentified by the application deployment module 902 of
application deployment system 604, and processing may
continue to step 2004.

At step 2004, application deployment module 902 of
application deployment system 604 may access the admin-
1strator configuration settings from application configuration
module 904. As described herein, the application configu-
ration module 904 may include information such as prede-
termined configurations for an administrator, permissions,
and saved work. Once the administrator configuration set-
tings have been accessed, processing may continue to step
2006.

At step 2006, application deployment module 902 of
application deployment system 604 may access the DIQS
configuration settings from DIQS configuration module 906.
As described herein, the DIQS configuration module 906
may include information relating to the components of the
data intake and query system (e.g., mndexers 650, search
heads 652, and forwarder groups 654 ,-6354 ), such as loca-
tion, address, installed applications, dependencies, configu-
ration parameters, physical group, and logical group. Once
the DIQS configuration settings have been accessed, pro-
cessing may continue to step 2008.

At step 2008, application deployment module 902 of
application deployment system 604 may access dependency
information from dependency rules module 908. As
described herein, the dependency rules module 908 may
include rules for determining how conflicts between depen-
dent applications and dependencies should be resolved, and
procedures for resolving those dependencies. Once the
dependency information has been accessed, processing may
continue to step 2010.

At step 2010, application deployment module 902 of
application deployment system 604 may provide interfaces
to receive inputs from DIQS administrator 612 in order to
configure and deploy the application for the data intake and
query system 606. As depicted and described herein, DIQS
administrator 612 may select an application for deployment
to the data intake and query system 606, provide configu-
ration settings for the application, assign target deployment
packages of the application to physical and logical groups,
and stage the deployment of the deployment packages. Once
the user mput has been received at step 2008, processing,
may continue to step 2012.

At step 2012, application deployment module 902 of
application deployment system 602 may package each of the
indexer application package 630, search head application
package 632, and forwarder group application packages
634,-634, for deployment based on the administrator con-
figuration settings, dependency selections, DIQS configura-
tion settings, and user inputs. As described herein, the
packaging may result 1n the creation of indexer application
package 640, search head application package 642, and
forwarder group application packages 644,-644 . These
components may be respectively deployed to indexers 650,
search heads 652, and forwarder groups 654,-654 . Once
the deployment packages have been distributed to data
intake and query system 606, processing of the steps of FIG.
20 may end.
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The foregoing provides illustrative examples of the pres-
ent disclosure, which are not presented for purposes of
limitation. It will be understood by a person having ordinary
skill 1n the art that various modifications may be made by
within the scope of the present disclosure. It will also be
understood that the present disclosure need not take the
specific form explicitly described herein, and the present
disclosure 1s intended to include variations to and modifi-
cations thereot, consistent with the appended claims. It will
also be understood that variations of the systems, appara-
tuses, and processes may be made to further optimize those
systems, apparatuses, and processes. The disclosed subject
matter 1s not limited to any single embodiment described
herein, but rather should be construed 1n breadth and scope
in accordance with the appended claims.
What 1s claimed 1s:
1. A computer-implemented method for deploying an
application to a data intake and query system, comprising:
recerving a source application package comprising a
plurality of portions of code and a plurality of files
associated with functionality of distinct groups of com-
puting devices of the data intake and query system, the
source application package being generated for use by
the distinct groups of computing devices of the data
intake and query system;
identifying a first group of computing devices of the data
intake and query system and a second group of com-
puting devices of the data intake and query system,
wherein each of the first group of computing devices
and the second group of computing devices implements
a distinct functionality of the data intake and query
system;
partitioning the source application package based on the
distinct functionalities implemented by the first group
of computing devices and the second group of com-
puting devices to associate each of the plurality of files
with at least one of the first group of computing devices
or the second group of computing devices and to
associate each of the plurality of portions of code with
at least one of the plurality of files, wherein partitioning
the source application package associates the first
group of computing devices with a first file of the
plurality of files and the second group of computing
devices with a second file that 1s distinct from the first
file, wherein the first file corresponds to the distinct
functionality of the first group of computing devices
and the second file corresponds to the distinct func-
tionality of the second group of computing devices; and

generating a first target application package for the first
group of computing devices and a second target appli-
cation package for the second group of computing
devices that 1s different from the first target application
package, wherein the first target application package
includes the first file corresponding to the first group of
computing devices and one or more portions of code of
the plurality of portions of code that are associated with
the first file and the second target application package
includes the second file corresponding to the second
group of computing devices and one or more portions
of code of the plurality of portions of code that are
associated with the second file.

2. The method of claim 1, wherein the plurality of files
comprises a plurality of configuration files, and wherein the
plurality of portions of code comprises source code.

3. The method of claim 1, wherein the first group of
computing devices comprises a plurality of logical groups,
wherein the source application package comprises an asso-
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ciation between each logical group of the plurality of logical
groups and a portion of the source application package, and
wherein generating the first target application package for
the first group of computing devices comprises generating a
plurality of logical group target application packages based
on the association between the each logical group of the
plurality of logical groups and the portion of the source
application package.

4. The method of claim 3, wherein the association
between the each logical group of the plurality of logical
groups and the portion of the source application package
comprises an application manifest.

5. The method of claim 1, wherein generating the first
target application package comprises:

determining, for each particular file of the plurality of

files, whether the particular file 1s associated with the
first group of computing devices; and

generating the first target application package based on a

subset of the plurality of files that are determined to be
associated with the first group of computing devices.

6. The method of claim 5, wherein generating the {first
target application package for the first group of computing,
devices further comprises:

identifying one or more settings that are associated with

the first group of computing devices; and

generating the first target application package based on

the one or more settings that are associated with the first
group ol computing devices.

7. The method of claim 5, wherein generating the first
target application package for the first group of computing
devices comprises determining the one or more portions of
code associated with the first file enable implementation of
the distinct functionality of the first group of computing
devices for which the first target application package was
generated based on an association between at least one
portion of code of the plurality of portions of code and one
or more configuration {iles.

8. The method of claim 1, wherein the source application
package further comprises a plurality of dependency defi-
nitions, wherein each dependency definition associates the
source application package with a dependent application,
and wherein each dependency definition includes a version
tolerance for the dependent application.

9. The method of claim 1, wherein the source application
package further comprises pre-deployment configuration
settings, wherein the pre-deployment configuration settings
include configuration information for one or more of the
distinct groups ol computing devices, and wherein the
method further comprises providing the pre-deployment
configuration settings for at least one of the first target
application package or the second target application pack-
age.

10. The method of claim 1, further comprising;:

providing the first target application packages to an appli-

cation deployment system;

generating, at the application deployment system, a plu-

rality of deployment application packages based on the
first target application package; and

providing the plurality of deployment application pack-

ages Irom the application deployment system to the
data intake and query system.

11. One or more non-transitory computer-readable storage
media comprising instructions stored thereon, which when
executed by one or more processors, cause the one or more
processors to perform operations comprising:

receiving a source application package comprising a

plurality of portions of code and a plurality of files
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associated with functionality of distinct groups of com-
puting devices of a data intake and query system, the
source application package being generated for use by
the distinct groups of computing devices of the data
intake and query system;
identifying a first group of computing devices of the data
intake and query system and a second group of com-
puting devices of the data intake and query system,
wherein each of the first group of computing devices
and the second group of computing devices implements
a distinct functionality of the data intake and query
system;
partitioning the source application package based on the
distinct functionalities implemented by the first group
of computing devices and the second group ol com-
puting devices to associate each of the plurality of files
with at least one of the first group of computing devices
or the second group of computing devices and to
associate each of the plurality of portions of code with
at least one of the plurality of files, wherein partitioning
the source application package associates the first
group of computing devices with a first file of the
plurality of files and the second group of computing
devices with a second {file that 1s distinct from the first
file, wherein the first file corresponds to the distinct
functionality of the first group of computing devices
and the second file corresponds to the distinct func-
tionality of the second group of computing devices; and

generating a first target application package for the first
group of computing devices and a second target appli-
cation package for the second group of computing
devices that 1s different from the first target application
package, wherein the first target application package
includes the first file corresponding to the first group of
computing devices and one or more portions of code of
the plurality of portions of code that are associated with
the first file and the second target application package
includes the second file corresponding to the second
group of computing devices and one or more portions
of code of the plurality of portions of code that are
associated with the second file.

12. The non-transitory computer-readable storage media
of claam 11, wherein the plurality of files comprises a
plurality of configuration files, and wherein the plurality of
portions ol code comprises source code.

13. The non-transitory computer-readable storage media
of claim 11, wherein the first group of computing devices
comprises a plurality of logical groups, wherein the source
application package comprises an association between each
logical group of the plurality of logical groups and a portion
of the source application package, and wherein generating a
first target application package for the first group of com-
puting devices comprises generating a plurality of logical
group target application packages based on the association
between the each logical group of the plurality of logical
groups and the portion of the source application package.

14. The non-transitory computer-readable storage media
of claam 13, wherein the association between the each
logical group of the plurality of logical groups and the
portion of the source application package comprises an
application manifest.

15. The non-transitory computer-readable storage media
of claim 11, wherein generating the first target application
package comprises:

determining, for each particular file of the plurality of

files, whether the particular file 1s associated with the
first group of computing devices; and
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generating the first target application package based on a
subset of the plurality of files that are determined to be
associated with the first group of computing devices.

16. The non-transitory computer-readable storage media
of claim 15, wherein generating the first target application
package for the first group of computing devices further
COmMprises:

identifying one or more settings that are associated with
the first group of computing devices; and

generating the first target application package based on
the one or more settings that are associated with the first
group ol computing devices.

17. The non-transitory computer-readable storage media
of claim 15, wherein generating the first target application
package for the first group of computing devices comprises
determining the one or more portions of code associated
with the first file based on an association between at least
one portion of code of the plurality of portions of code and
configuration files.

18. The non-transitory computer-readable storage media
of claim 11, wherein the source application package further
comprises a plurality of dependency definitions, wherein
cach dependency definition associates the source application
package with a dependent application, and wherein each
dependency definition includes a version tolerance for the
dependent application.

19. The non-transitory computer-readable storage media
of claim 11, wherein the source application package further
comprises pre-deployment configuration settings, wherein
the pre-deployment configuration settings include configu-
ration information for one or more of the distinct groups of
computing devices, and wherein the non-transitory com-
puter-readable storage media further comprises nstructions
that when executed by the one or more processors, cause the
one or more processors to perform operations comprising
providing the pre-deployment configuration settings for at
least one of the first target application package or the second
target application package.

20. The non-transitory computer-readable storage media
of claim 11, wherein the instructions, when executed by the
one or more processors, cause the one or more processors to
perform operations comprising:

providing the plurality of target application packages to
an application deployment system, wherein the appli-
cation deployment system generates a plurality of
deployment application packages based on the first
target application package and provides the plurality of
deployment application packages to the data intake and
query system.

21. A system for deploying an application to a data intake

and query system, the system comprising:

at least one memory having instructions stored thereon;
and

at least one processor configured to execute the instruc-
tions to:
receive a source application package comprising a

plurality of portions of code and a plurality of files
associated with functionality of distinct groups of
computing devices of the data intake and query
system, the source application package being gener-
ated for use by the distinct groups of computing
devices of the data intake and query system:;
identifying a first group of computing devices of the
data 1ntake and query system and a second group of
computing devices of the data intake and query
system, wherein each of the first group of computing
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devices and the second group of computing devices
implements a distinct functionality of the data intake
and query system;
partition the source application package based on the
distinct functionalities 1mplemented by the first
group of computing devices and the second group of
computing devices to associate each of the plurality
of files with at least one of the first group of
computing devices or the second group of computing,
devices and to associate each of the plurality of
portions of code with at least one of the plurality of
files, wherein partitioning the source application
package associates the first group of computing
devices with a first file of the plurality of files and the
second group ol computing devices with a second
file that 1s distinct from the first file, wherein the first
file corresponds to the distinct functionality of the
first group of computing devices and the second file
corresponds to the distinct functionality of the sec-
ond group of computing devices; and
generate a {irst target application package for the first
group ol computing devices and a second target
application package for the second group of com-
puting devices that 1s different from the first target
application package, wherein the first target applica-
tion package includes the first file corresponding to
the first group of computing devices and one or more
portions ol code of the plurality of portions of code
that are associated with the first file and the second
target application package includes the second file
corresponding to the second group of computing
devices and one or more portions of code of the
plurality of portions of code that are associated with
the second file.

22. The system of claim 21, wherein the plurality of files
comprises a plurality of configuration files, and wherein the
plurality of portions of code comprises source code.

23. The system of claim 21, wherein the first group of
computing devices comprises a plurality of logical groups,
wherein the source application package comprises an asso-
ciation between each logical group of the plurality of logical
groups and a portion of the source application package, and
wherein to generate the first target application package for
the first group of computing devices, the processor 1s con-
figured to generate a plurality of logical group target appli-
cation packages based on the association between the each
logical group of the plurality of logical groups and the
portion of the source application package.

24. The system of claim 23, wherein the association
between the each logical group and the portion of the source
application package comprises an application manifest.

25. The system of claim 21, wherein to generate the first
target application package, the at least one processor 1s
configured to execute the instructions to determine, for each
particular file of the plurality of files, whether the particular
file 1s associated with the first group of computing devices,
and generate the first target application package based on a
subset of the plurality of files that are determined to be
associated with the first group of computing devices.

26. The system of claim 25, wherein the at least one
processor 1s configured to execute the 1nstructions to 1den-
tify, for the one or more of the plurality of files, one or more
settings that are associated with the first group of computing
devices, and generate the first target application package for
the first group of computing devices based on the one or
more settings that are associated with the first group of
computing devices.
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27. The system of claim 25, wherein to generate the first
target application package for the first group of computing
devices, the at least one processor 1s configured to execute
the instructions to determine the one or more portions of
code associated with the first file based on an association 5
between at least one portion of code of the plurality of
portions ol code and one or more configuration {iles.

28. The system of claim 21, wherein the source applica-
tion package comprises a plurality of dependency defini-
tions, wherein each dependency definition associates the 10
source application package with a dependent application,
and wherein each dependency definition includes a version
tolerance for the dependent application.

29. The system of claim 21, wherein the source applica-
tion package comprises pre-deployment configuration set- 15
tings, wherein the pre-deployment configuration settings
include configuration information for one or more of the
distinct groups of computing devices, and wherein the at
least one processor 1s configured to execute the mstructions
to provide the pre-deployment configuration settings for at 20
least one of the first target application package or the second
target application package.

30. The system of claim 21, wherein the at least one
processor 1s configured to execute the nstructions to provide
the first target application package to an application deploy- 25
ment system.
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