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APPARATUS AND METHODS FOR
REFRESHING MEMORY

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application 1s a continuation of U.S. application Ser.
No. 15/796,340 filed Oct. 27, 2017, which 1s incorporated
herein by reference, 1n 1ts entirety, for any purpose.

BACKGROUND

High data rehabaility, high speed of memory access, and
reduced chip size are features that are demanded from
semiconductor memory.

A dynamic random access memory (DRAM), which 1s a
typical semiconductor memory device, stores information
by charges accumulated 1n cell capacitors, and, therefore, the
information 1s lost unless refresh operations are periodically
carried out. Therefore, refresh commands indicating refresh
operations are periodically 1ssued from a control device,
which controls a DRAM. The refresh commands are 1ssued
from the control device at a frequency that all the word lines
are certainly refreshed one time 1n the period of 1 refresh
cycle (for example, 64 msec). In addition, the refresh
command 1s periodically stolen as Row-Hammer refresh
(Rhr) which maintains data retention of a row-address of a
victim caused by Row-Hammer attack.

However, a conventional static Row-Hammer refresh rate
control may not prevent bit errors due to Row Hammer
cllects that may occur at various timings from various causes
and dynamic Row Hammer reiresh rate control may be

desired.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram of a semiconductor device
including a sampling circuit and a time based sampling
circuit 1n accordance with an embodiment of the present
disclosure.

FIG. 2A 1s a schematic diagram of a time based sampling,
circuit including a sampling timing generator circuit and an
interval measurement circuit 1n accordance with an embodi-
ment of the present disclosure.

FIG. 2B 1s a circuit diagram of a row hammer refresh
(Rhr) signal generator 1n the time based sampling circuit 1n
accordance with an embodiment of the present disclosure.

FIG. 3 1s a block diagram of a counter in the interval
measurement block in FIG. 2 1n accordance with an embodi-
ment of the present disclosure.

FIG. 4 1s a block diagram of a comparator in the arm
sample generator 1mn FIG. 2 1n accordance with an embodi-
ment of the present disclosure.

FIG. § 1s a circuit diagram of a sampling unit 1in the arm
sample generator in FIG. 2 1n accordance with an embodi-
ment of the present disclosure.

FIG. 6 1s a circuit diagram of a sampling circuit 1n each
bank 1n FIG. 1 in accordance with an embodiment of the
present disclosure.

FIG. 7 1s a schematic diagram of a time based sampling
circuit including a sampling timing generator circuit and an
interval measurement circuit 1n accordance with an embodi-
ment of the present disclosure.

FIG. 8 1s a schematic diagram of a hybrid sampling circuit
in accordance with an embodiment of the present disclosure.

FI1G. 9 1s a schematic diagram of a hybrid sampling circuit
in accordance with an embodiment of the present disclosure.

10

15

20

25

30

35

40

45

50

55

60

65

2

FIG. 10 1s a schematic diagram of a hybrid sampling
circuit 1n accordance with an embodiment of the present

disclosure.

FIG. 11 1s a schematic diagram of a hybrnid sampling
circuit 1n accordance with an embodiment of the present
disclosure.

FIG. 12 1s a circuit diagram of a pseudo random-number
generator circuit by a linear feedback shiit register (LFSR)
computation circuit in accordance with an embodiment of
the present disclosure.

DETAILED DESCRIPTION OF PR
EMBODIMENTS

(L]
Y

ERRED

Various embodiments of the present disclosure will be
explained below 1n detail with reference to the accompany-
ing drawings. The following detailed description refers to
the accompanying drawings that show, by way of illustra-
tion, specific aspects and embodiments 1n which the present
invention may be practiced. These embodiments are
described 1n suflicient detail to enable those skilled 1n the art
to practice the present invention. Other embodiments may
be utilized, and structure, logical and electrical changes may
be made without departing from the scope of the present
invention. The various embodiments disclosed herein are
not necessary mutually exclusive, as some disclosed
embodiments can be combined with one or more other
disclosed embodiments to form new embodiments.

FIG. 1 1s a block diagram of a semiconductor device 10
including a time based sampling circuit 11 1n accordance
with an embodiment of the present disclosure. The semi-
conductor device 10 may be an LPDDR4 SDRAM i1nte-
grated 1nto a single semiconductor chip, for example. The
semiconductor device 10 may include a plurality of memory
banks 15, a peripheral circuit 18. A time based sampling
circuit 11 may include a time based common sampling
circuit 11a shared by the plurality of memory banks 15
banks and a bank sampling circuit 115 including a sampling
circuit 16 per bank provided in each bank of the plurality of
memory banks 15. For example, the peripheral circuit 18
may be a DRAM interface that may receive and transmit
clock signals, command signals, address signals and data
signals, etc.

The time based common sampling circuit 1le¢ may
include a sampling timing generator circuit 12 and an RHR
state-control circuit 13. For example, the sampling timing
generator circuit 12 may be provided for the plurality of
memory banks 15 or for each memory bank of the plurality
of memory banks 15 (e.g., Bank0, . . . Bank7). For example,
the RHR state-control circuit 13 may receive an RXCNT
signal. from the peripheral circuit 18. For example, the
RXCNT signal may be provided at an end of each refresh
operation. The RHR state-control circuit 13 may count
responsive to the RXCNT signal 1n an active state, and may
provide an instruction signal StealSlot for executing row
hammer refresh (RHR) instead of normal refresh. The
sampling timing generator circuit 12 may receive the
instruction signal StealSlot from the RHR state-control
circuit 13 and may further receive a frequency-divided RHR
oscillation signal (RhrOsc) from an oscillator block 14 for
self-refresh. The sampling timing generator circuit 12 may
provide a trigger signal for sampling (ArmSample) to a
sampling circuit 16 of each memory bank of the plurality of
memory banks 15 (e.g., Bank0, . . . Bank 7) at a random
timing. The ArmSample signal may be randomized by
randomization of a frequency of the activation of the Arm-
Sample signal and a difference between an interval of RHR
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execution (e.g., each time auto-refresh command 1s pro-
vided) and an interval (e.g., a cycle) of the frequency-

divided RHR oscillation signal (RhrOsc). For example, the

time based common sampling circuit 1la¢ may further
include an interval measurement circuit 17. The interval
measurement circuit 17 may dynamically measure the inter-
val of RHR execution (e.g., each time auto-refresh com-
mand 1s provided) based on the interval of the frequency-
divided RHR oscillation signal (RhrOsc) received, and may
turther generate and provide a steal rate timing signal 1n four
bits (“Y<3:0>") indicative of a timing of Steal Slot 1n order
to adjust or optimize a steal rate at which the RHR 1s
executed after normal refreshes.

Responsive to the ArmSample signal, the sampling circuit
16 may provide a sampling signal (Samplel). A latch 19
(c.g., a latch, a tlip-tlop, etc.) of each memory bank of the
plurality of memory banks 15 (e.g., Bank0, . . . Bank7) may
capture (e.g., latch) a column (X) address responsive to the
sampling signal (Samplel), an adjacent address of the col-
umn address may be calculated and provided as an RHR
refresh address. For example, the sampling circuit 16 may
provide the sampling signal (Samplel) a plurality of times in
the interval of RHR execution and the captured address may
be overwritten each time, and an adjacent address of the
address most recently captured becomes a valid address that
1s to be finally applied to the RHR refresh address and
provided as an address to a peripheral circuit 18 that handles
clock signals, command signals, address signals and data
signals.

FIG. 2A 1s a schematic diagram of a time based sampling,
circuit 20 that may include an interval measurement circuit
26 and a sampling timing generator circuit 27 1n accordance
with an embodiment of the present disclosure. For example,
the time based sampling circuit 20 may be the time based
sampling circuit 11 1 FIG. 1. For example, the interval
measurement circuit 26 may be the interval measurement
circuit 17 1 FIG. 1. For example, the sampling timing
generator circuit 27 may be the sampling timing generator
circuit 12 1n FIG. 1.

The interval measurement circuit 26 may dynamically

measure the interval of RHR execution (e.g., each time
auto-refresh command 1s provided) using the interval of the
frequency-divided RHR oscillation signal (RhrOsc)
received as a count cycle, and may further generate and
provide a period of counter circuit 1in four bits as “Y<3:0>"
signals indicative of a timing of StealSlot 1n order to detect
or capture a steal rate at which the RHR 1s executed after
normal refreshes. The mterval measurement circuit 26 may
include a P-counter unit 261. The P-counter unit 261 may
include a P-counter 262 that may continuously count an
integer from O 1n an incremental manner responsive to the
frequency-divided RHR oscillation signal (RhrOsc), and the
P-counter 262 may provide a count signal. The P-counter
262 may be reset responsive to an RHR 1nstruction signal
Rhr that 1s generated from a refresh signal Rish and the
instruction signal StealSlot. The P-counter unit 261 may also
include a latch 265 and a logic circuit 264. The latch 265
may receive a match signal (described later 1n details) from
the sampling timing generator circuit 27, latch the match
signal by an inversion of the RHR instruction signal Rhr and
provide an mntermediate match signal match2. The logic
circuit 264 may be a NAND circuit that may receive the
intermediate match signal match2 and the RHR instruction
signal Rhr and provide a trigger signal Rhr2f to a latch 263.
The latch 263 may receive the count signal {from the P-coun-
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ter 262, latch the count signal with the trigger signal Rhr2/
and provide the Y<3:0> signals to the sampling timing
generator circuit 27,

The sampling timing generator circuit 27 may include an
N-counter unit 271 that may receive the Y<3:0> signals, the
frequency-divided RHR oscillation signal (RhrOsc) and the
RHR 1nstruction signal Rhr. For example, 1 the Y<3:0>
signals represent an mteger N (e.g., ©5”), an N-counter 275
in the N-counter unit 271 may continuously count an integer
from O to (N-1) (e.g., “4”) 1n an incremental manner up to
the integer N (e.g., ©“5”) represented by the Y<3:0> signals,
suchas0,1,2...,N-1, responsive to the frequency-divided
RHR oscillation signal (RhrOsc), and the N-counter 275
may provide a count signal. The N-counter 275 may be reset
when the integer matches the integer N (e.g., “5”), respon-
s1ve to a reset signal. For example, a comparator 274 may be
a logic exclustve NOR circuit that may receirve the count
signal and the Y<3:0> signals and may further provide the
reset signal. The RHR struction signal Rhr may be pro-
vided apart from the frequency-divided RHR oscillation
signal (RhrOsc) asynchronously, to a latch circuit 276. The
latch circuit 276 may latch the count signal (e.g., “3”)
responsive to the RHR instruction signal Rhr and may
turther provide the latched count signal as a latched signal
X<3:0> (e.g., mdicative of *“3”) to an M-counter unit 272. In
the M-counter unit 272, an M-counter 278 may start count-
ing in an incremental manner to an mteger M (e.g., “37)
responsive to an intermediate frequency-divided RHR oscil-
lation signal (RhrOsc2) that a logic circuit 277 may provide
responsive to the frequency-divided RHR oscillation signal
(RhrOsc). The M-counter 278 may provide a count to a
comparator 279. For example, the comparator 279 may be a
logic exclusive NOR circuit. The comparator 279 may
compare the count from the M-Counter 278 and the latched
signal X<3:0> (e.g., “3”) from the N-counter unit 271. If the
count of the M-counter 278 matches the latched signal
X<3:0>, the comparator 279 may provide a match signal
which may control a logic circuit 277 to stop providing an
RhrOsc2 signal to the M-counter 278 and a mixer 280 1n a
sampling umit 273. For example, the logic circuit 277 may be
a NAND circuit that may receive an nversion of the match
signal and the frequency-divided RHR oscillation signal
(RhrOsc) and may further provide the intermediate ire-
quency-divided RHR oscillation signal (RhrOsc2). For
example, the mixer 280 may recerve the reset signal from the
comparator 274. The mixer 280 may also receive the inter-
mediate  frequency-divided RHR  oscillation signal
(RhrOsc2) and the RHR 1nstruction signal Rhr, and provide
the intermediate frequency-divided RHR oscillation signal
(RhrOsc2) as the trigger signal for sampling (ArmSample)
while the count of M-counter 278 1s below (e.g., 0, 1, 2) the
latched signal X<3:0> (e.g., “3”) until the count of M-coun-
ter 278 matches the latched signal X<3:0>. The latch circuit
19 may update a row address each time responsive to the
trigger signal for sampling (ArmSample), and a final
updated row address 1s used for Rhr operation. The value of
the latched signal X<3:0> may be randomly determined,
thus a latching interval may become random.

FIG. 2B 1s a circuit diagram of a row hammer refresh
(Rhr) signal generator 1n the time based sampling circuit 20
in accordance with an embodiment of the present disclosure.
For example the row hammer refresh (Rhr) signal generator
may be an AND circuit that may provide the RHR 1nstruc-
tion signal Rhr based on the Rish signal for signaling refresh
operations and the instruction signal StealSlot. For example,
the one-shot Rhr signal may be provided every eight pulses
of the Rish signal when a steal rate (the interval of RHR
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execution) 1s set to 1/8 (RHR 1s executed every eight refresh
operations) as indicated by the StealSlot signal.

FIG. 3 1s a block diagram of a counter 30 in the interval
measurement block in FIG. 2A in accordance with an
embodiment of the present disclosure. For example, the
counter 30 may be a portion of the P-counter unit 261. For
example, the counter 30 may include a P-counter 31 that

may be the P-counter 262 of FIG. 2A. The P-counter 31 may
include four tlip-tlop (FF) circuits 32a, 325, 32¢ and 32d
coupled 1n cascade connection. The thp-flop circuit 32a may
receive the Irequency-divided RHR oscillation signal
(RhrOsc) for self-refresh from an oscillator (e.g., the oscil-
lator block 14) and may further provide an output signal to
the thp-flop circuit 326 and a latch 33a. The tlip-tlop circuit
32H may receive the output signal from the flip-tflop circuit
32a and provide an output signal to the tlip-flop circuit 32¢
and a latch 33b. The flip-flop circuit 32¢ may receive the
output signal from the flip-flop circuit 326 and provide an
output signal to the flip-flop circuit 324 and a latch 33¢. The
tlip-flop circuit 324 may receive the output signal from the
tlip-flop signal 32¢ and provide an output signal to a latch
33d. The tlip-flop circuits 32a, 3256, 32¢ and 324 may be
reset every RHR 1nterval by the RHR 1nstruction signal Rhr.
The latches 33a, 335, 33¢ and 33d may work as the latch 263
in FIG. 2A. The latches 33a, 335, 33¢ and 33d may latch the
corresponding output signals from the tlip-tlop circuits 32a,
326, 32¢ and 32d with the trigger signal Rhr2f which
provides a latch timing delayed from the RHR instruction
signal Rhr. The latches 33a, 335, 33¢ and 334 may provide
the “Y<3:0>" signals indicative of an integer N that 1s
variable based on the interval measurement. An interval of
the RHR instruction signal Rhr may be indicated by
NxtRhrOsc (tRhrOsc=a period of the frequency-divided
RHR oscillation signal (RhrOsc)). For example, the P-coun-
ter 31 and the frequency-divided RHR oscillation signal
(RhrOsc) may have a relationship that the P-counter 31 may
be able to count a period that 1s approximately equal to an
actual imterval for executing row hammer refresh, rather than
having a slightly longer period.

FIG. 4 1s a block diagram of a comparator 40 1n the arm
sample generator in FIG. 2 1n accordance with an embodi-
ment of the present disclosure. For example, the comparator
40 may be the comparator 274 1n FIG. 2A, which may
receive the output signals from the N-counter 275 as X<3:0>
signals and may further receive the Y<3:0> signals from the
interval measurement circuit 26. The comparator 40 may
include exclusive-NOR gates 41a, 415 and 41¢. The exclu-
sive-NOR gates 41a, 415 and 41¢ may receive a combina-
tion of corresponding bits of X and Y signals, such as X<(0>
and Y<0>, X<1> and Y<1> and X<2> and Y<2>, respec-
tively and may provide match signals <0>, <1>, <2> 1n an
active state 1f the combination of corresponding bits of X
and Y signals are indicative of the same value (e.g., “0” and
“07, “1” and *“17°). If the combination of corresponding bits
of X and Y signals are indicative of different values, the
exclusive-NOR gates 41a, 415 and 41¢ may provide match
signals <0>, <1>, and <2> 1n an 1nactive state.

The comparator 40 may also include a logic gate 42. The
logic gate 42 may recerve a combination of X<3> and Y<3>
signals that are most significant bits of X and Y signals. The
logic gate 42 may provide a match signal 1n an active state,
either when the Y<3> signal 1s “0”” or when the combination
of corresponding bits of X<3> and Y<3> signals are indica-
tive of the same values. The comparator 40 may also include
an adder circuit 43 that may receive output signals from the
exclusive-NOR gates 41a to 41¢ and the logic gate 42 and
may further provide a reset signal that 1s active responsive
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to the output signals, when the combination of correspond-
ing bits of X<0:2> and Y<0:2> signals are identical and
either 1if X<3> and Y<3> signals also match or 1f the Y<3>
1s zero regardless of match status in the most significant bits
of the X and Y signals.

FIG. 5 1s a circuit diagram of a sampling unit 50 1n the arm
sample generator 1n FIG. 2 1n accordance with an embodi-
ment of the present disclosure. For example, the sampling
unit 50 may be the sampling unit 273 i FIG. 2A. The
sampling unit 50 may receive the intermediate frequency-
divided RHR oscillation signal (RhrOsc2) (e.g., the
RhrOsc2 signal from the logic circuit 277), the RHR 1nstruc-
tion signal Rhr and the reset signal (e.g., the reset signal
from the comparator 274 in FIG. 2A). The sampling unit 50
may include an RhrOsc2 pulse circuit 51 and an RHR pulse
circuit 53. The RhrOsc2 pulse circuit 51 may provide a pulse
signal with a pulse width corresponding to a delay circuit 1n
the RhrOsc2 pulse circuit 51 at an end (e.g., a falling edge)
of an active period of the intermediate frequency-divided
RHR oscillation signal (RhrOsc2). The RHR pulse circuit 53
may provide a pulse signal with a pulse width corresponding
to a delay circuit in the RHR pulse circuit 53 at an end (e.g.,
a falling edge) of an active period of the RHR instruction
signal Rhr. The sampling unit 50 may also include a reset
divider circuit 52. The reset divider circuit 52 may include
a 2-bit counter 521 that may provide two active signals as
output signals every four counts (and a frequency is four
times). Thus, a first AND circuit 522 1n the reset divider
circuit 52 that may receive the two active output signals
from the 2-bit counter 621 may provide an active output
signal every four counts. A second AND circuit 523 in the
reset divider circuit 52 may provide an intermediate reset
signal that may be active responsive to the active reset signal
and the output signal of the first AND circuit 522 that may
also be active but at every four counts of the 2-bit counter
521. Thus, when the interval of RHR execution becomes
longer (e.g., Y<3:0> increases to a larger value) and the
N-counter 27 i FIG. 2A still keeps counting the earlier
smaller number N, the sampling unit 50 may provide the
intermediate reset signal. The sampling unit 50 may include
a logic circuit 54 that may receive the output signals from
the RHROsc2 pulse circuit 51, the RHR pulse circuit 53 and
the reset divider circuit 52. If either one of these output
signals 1s active, then the logic circuit 54 may provide an
active low signal (e.g., at a logic low level for being active)
to a latch circuit 55. For example, the latch circuit 55 may
be a flip-flop circuit or a set-reset latch, may be set by either
the output signal of the active low signal from the logic
circuit 54 or an inversion of a power-up signal (pwrupk’) for
an entire device. Thus, the latch circuit 55 may provide a
trigger signal for sampling (ArmSample) to a sampling
circuit (e.g., the sampling circuit 16 1n FIG. 1). The trigger
signal for sampling (ArmSample) with an inversion and a
delay may also be provided to the tlip-tlop circuit 55 to reset
the latch circuit 55.

FIG. 6 1s a circuit diagram of a sampling circuit 60 1n each
bank 1n FIG. 1 in accordance with an embodiment of the
present disclosure. For example, the sampling circuit 60 may
be the sampling circuit 16 1n FIG. 1. For example, the
sampling circuit may include a latch circuit 61 and a NAND
circuit 62. For example, the latch circuit may be a tlip-tlop
that may receive the trigger signal for sampling (Arm-
Sample) from the sampling timing generator circuit 12 at a
clock mput and a positive power potential (Vdd, alogic high
level) at a data input and provide a latched ArmSample
signal as an enable signal to the NAND circuit 62. The
NAND circuit 62 may receive ActPulse signal or PrePulse
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signal that may be active for one bank among a plurality of
banks. The NAND circuit 62 may provide the latched Arm
Sample signal after inversion as a sampling signal
(Samplel), it the bank related to the received ActPulse
signal or PrePulse signal 1s active. The latch circuit 61 may
be reset by an inversion of the output signal of the NAND
circuit 62 with a delay.

FIG. 7 1s a schematic diagram of a time based sampling
circuit including an sampling timing generator circuit and an
interval measurement circuit 1 accordance with an embodi-
ment of the present disclosure. Description of components
corresponding to components included 1n FIG. 2A will not
be repeated and changes from FIG. 2A including a multi-
plexer (mux) 79 will be described. An N-counter unit 771
may include the multiplexer (mux) 79 that receives the
ActPulse signal indicative of an Active command and the
frequency-divided RHR oscillation signal (RhrOsc). While
the match signal 1s indicative of an 1nactive state (a match
has not been detected yet), the multiplexer 79 may provide
the ActPulse signal that may be received more frequently
than the frequency-divided RHR oscillation signal (RhrOsc)
for improved randomness, and the multiplexer 79 may
provide the 1frequency-divided RHR oscillation signal
(RhrOsc) once the match signal 1s 1n an active state (a match
1s detected).

It 1s possible to provide sampling signals from time based
sampling and command (act) based sampling based on the
match signal or the trigger signal for sampling (Arm-
Sample). FIG. 8 1s a schematic diagram of a hybrid sampling
circuit 80 1n accordance with an embodiment of the present
disclosure. For example, the hybrid sampling circuit 80 may
include a time based sampling circuit 81, a command based
sampling circuit 82, (e.g., an act based sampling circuit
based on Act command), and a mixing circuit 83. For
example, the time based sampling circuit 81 may be the bank
sampling circuit 115 in FIG. 1 that receives either ActPulse
or PrePulse signal responsive to either Act command or
Precharge command and the trigger signal for sampling
(ArmSample), and provides a sampling signal (Samplel).
The act based sampling circuit 82 may be a sampling circuit
that receives a command based pulse signal such as the
ActPulse signal or the PrePulse signal and a row address
(XA) for the command and provides a sampling signal
(Sample2). The mixing circuit 83 may include a multiplexer
84 and a latch circuit (e.g., a flip-tlop) 85. The match signal
may be 1n the active state once at a randomized timing
within the interval for executing row hammer refresh. The
latch circuit 85 may receive the match signal at a clock input
and may provide an inversion of the match signal to the
multiplexer 84 as a switch signal SW as well as a data input
node of the latch circuit 85 to reset the latch circuit 85. Thus,
the multiplexer 84 may provide either the sampling signal
(Samplel) from the time based sampling circuit 81 or the
sampling signal (Sample2) from the act based sampling
circuit 82 responsive to the switch signal SW.

FIG. 9 1s a schematic diagram of a hybrid sampling circuit
90 1n accordance with an embodiment of the present dis-
closure. Description of components corresponding to com-
ponents mncluded 1 FIG. 8 will not be repeated and changes
from FIG. 8 including a probability adjustment circuit 96
will be described. For example, a time based sampling
circuit 91 and an act based sampling circuit 92 may receive
the PrePulse signal, together with the trigger signal for
sampling (ArmSample) and the row address signal XA,
respectively. The hybrid sampling circuit 90 may include the
probability adjustment circuit 96 that may receive the sam-
pling signal (Samplel) signal from the time based sampling,
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circuit 91 and the ActPulse signal and may further provide
an adjusted sampling signal (SamplelD). The mixer circuit
93 may receive the adjusted sampling signal (SamplelD)
from the probability adjustment circuit 96 instead of the
sampling signal (Samplel). The probability adjustment cir-
cuit 96 may 1nclude a pseudo random number generator 97,
an AND circuit 98 and a NAND circuit 99. The pseudo
random number generator 97 may provide a plurality of bits
representing a random number as output random signals that
may not always match responsive to the ActPulse signal as
a clock mput. The AND circuit 98 may receive the output
random signals as 1nput signals and provide a result of an
AND operation of the output random signals. The NAND
circuit 96 may receive the result and the sampling signal
(Samplel) and may provide a result of a NAND operation of
the result and the sampling signal (Samplel). Thus, the
adjusted sampling signal (SamplelD) may have an adjusted
probability likely lower than a probability 1n the sampling
signal (Samplel). Thus, higher priority may be given to a
sampling based on the act based sampling circuit 92 than to
a sampling based on the time based sampling circuit 91.

FIG. 10 1s a schematic diagram of a hybrnid sampling
circuit 100 in accordance with an embodiment of the present
disclosure. Description of components corresponding to
components included 1n FIGS. 8 and 9 will not be repeated
and changes from FIGS. 8 and 9 including a plurality of
probability adjustment circuits 106 and 108 will be
described. For example, a time based sampling circuit 101
and an act based sampling circuit 102 may receive the
PrePulse signal, together with the trigger signal for sampling
(ArmSample) and the row address signal XA, and may
turther provide sampling signals (Samplel) and (Sample2),
respectively. The hybrnid sampling circuit 100 may include
an act based probability adjustment circuit 106 that may
receive the sampling signal (Samplel) from the time based
sampling circuit 101 and the ActPulse signal and may
turther provide an act-adjusted time based sampling signal
(SamplelD). For example, the act based probability adjust-
ment circuit 106 may include a logic circuit 1061 and a filter
circuit 1062. For example, the logic circuit 1061 may
receive a get signal from a latch circuit 107 and a random-
1zed signal responsive to the ActPulse signal and may further
provide an enable signal enl. As described later, the get
signal 1s responsive to a state of the sampling signal
(Sample2) and the RHR nstruction signal Rhr. The filter
circuit 1062 may be an AND circuit that may receive the
enable signal enl and the sampling signal (Samplel) and
may further provide the act-adjusted time based sampling
signal (SamplelD).

The hybrid sampling circuit 100 may also include a time
based probability adjustment circuit 108. For example, the
time based probability adjustment circuit 108 may include a
thip-tflop (FF) 1081 and a filter circuit 1082. The tlip-tlop
(FF) 1081 may receive the match signal or the ArmSample
signal and may turther provide an enable signal en2, respon-
s1ve, at least 1n part, to the get signal from the latch circuit
107 and the match signal or the ArmSample signal. The filter
circuit 1082 may be an AND circuit that may receive the
enable signal en2 and the sampling signal (Sample2) from
the act based sampling circuit 102 and may further provide
a time-adjusted act based sampling signal (Sample2D) that
1s the sampling signal (Sample2) when the enable signal en2
1s 1n an active state.

For example, the latch circuit 107 may be a tlip-tlop that
may receirve the sampling signal (Sample2) from the act
based sampling circuit 102 at a clock mput, the RHR
instruction signal Rhr at a reset input and a positive power




US 10,490,252 B2

9

potential (Vdd, a logic high level) at a data input, and may
provide a latched sampling signal (Sample2) as the get
signal, which may be reset by the RHR 1nstruction signal
Rhr, to the act based probability adjustment circuit 106 and
the time based probability adjustment circuit 108. Respon-
sive to the get signal, the filter circuit 1062 1n the act based
probability adjustment circuit 106 may provide the sampling,
signal (Samplel) as the act-adjusted time based sampling
signal (SamplelD) until the latched sampling signal
(Sample2) retlected as the get signal becomes active and the
filter circuit 1062 may stop providing the sampling signal
(Samplel) once the get signal becomes active. Thus, sam-
pling within an interval of RHR execution may be sup-
pressed.

A mixer circuit 103 may receive the act-adjusted time
based sampling signal (Samplel1D) and the time-adjusted act
based sampling signal (Sample2D), and may further provide
the sampling signal (Sample).

FIG. 11 1s a schematic diagram of a hybrid sampling
circuit 110 1n accordance with an embodiment of the present
disclosure. The hybrid sampling circuit 110 may include a
random number generator 111, a random sampler 112, an
RHR state-control circuit 113, a shiit register 114, a random
period clock generator 115 and a time based random sampler
116. For example, the RHR state-control circuit 113 may
receive a StealRate signal and an RXCNT signal, and may
provide an instruction signal StealSlot for executing row
hammer refresh (RHR) instead of normal refresh. The
random number generator 111 may receive the instruction
signal StealSlot, a refresh signal Rish and the ActPulse
signal, and may provide a randomized number DA<3:0> to
the random sampler 112 and the random period clock
generator 115. The random sampler 112 may include an
exclusive OR gate circuit 416 and an AND gate circuit 417.
The exclustve OR gate circuit 416 may provide a matchi
signal by executing exclusive OR operation of the random-
1zed number DA<3:0> and n-bits X A<n-1:0> of a captured
address a row address XADD) by the shift register 114. It all
of the n-bits mutually match, the random sampler 112 may
provide the matchi signal that may be mverted into the
match signal. The AND gate circuit 417 may receive the
match signal and either the ActPulse signal or the PrePulse
signal, and may provide a first sampling signal S1 that 1s the
ActPulse after randomization.

The shift register 114 may include n-stages of flip-tlop
circuits FF#1 to FF#n, which may latch a row address
XADD, are 1n cascade connection. In other words, an output
node of the tlip-flop circuit of a former stage 1s connected to
an 1mput node of the thp-flop circuit of a later stage. The
tlip-flop circuits FF#1 to FF#n may receive the first sam-
pling signal S1 at clock nodes thereof. When the first
sampling signal S1 1s in an active state, the tlip-tlop circuit
FE#1 of a first stage may latch a current row address XADD,
and the thp-tlop circuits FF#1 to FF#n—1 may latch the row
addresses XADD latched by preceding stages respectively
and shift the row addresses XADD to the fhip-flop circuits
FF#2 to FF#n of following stages. The row address XADD
latched by the flip-tlop circuit FF#n, which 1s a last stage,
may be discarded 1n response to next activation of the first
sampling signal S1. Comparator circuits XOR1 to XORn
may receive the latched row addresses XADD from the
corresponding flip-flop circuits FF#1 to FF#n at first input
nodes thereot, respectively. The comparator circuits XOR1
to XORn may also receive the current row address XADD
at second mput nodes thereof, respectively. When the cur-
rent row address XADD matches any of the row addresses
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corresponding comparator circuit of the any matched flip-
flop circuit may provide a signal 1n an active state (e.g., a
logic low level signal indicative of the match), and a NAND
gate circuit 43 may provide a match signal 1n an active state
(e.g., a logic high level signal indicative of the match). An
AND gate circuit 44 may recerve the match signal and the
first sampling signal S1. When both of the match signal and
the first sampling signal S1 are both in an active state (e.g.,
a logic high level signal indicative of the match), the AND
gate circuit 44 may provide a second sampling signal S2 1n
an active state (e.g, a logic high level signal indicative of the
match). More specifically, the second sampling signal S2
may be activated, i the row address X ADD matches any of
past row addresses XADD latched stored in the flip-tlop
circuits FF#1 to FF#n when the first sampling signal S1 1s
activated. In other words, the access to the word lines WL
may be intermittently monitored, and, if the access to the
same word line WL 1s captured two times or more within a
predetermined period of time, the second sampling signal S2
may be activated.

FIG. 12 1s a circuit diagram of a pseudo random-number
generator circuit by a linear feedback shift register (LFSR)
computation circuit 121 1n accordance with an embodiment
of the present disclosure. The linear feedback shift register
(LFSR) computation circuit 121 may be a multi-bit LFSR
for randomization that may be coupled to a counter 120 that
may recerve a refresh signal Rish as a pulse signal and may
provide five bit count signals CNT<4:0>. The linear feed-
back shift register (LFSR) computation circuit 121 may
include a plurality of (e.g., five) flip-flop circuits 122a to
122¢ that may receive the ActPulse signal as ck2 and 1its
complementary signal ck2f at clock nodes CLK and CLKT{,
and an 1nversion of a power-up signal (pwrupk) at reset
nodes. The linear feedback shiit register (LFSR) computa-
tion circuit 121 may further include a plurality of (e.g., five)
exclusive OR circuits 123a to 123e that may be coupled to
the plurality of corresponding tlip-tlop circuits 122a to 122e.
The thp-tlop circuit 122a may receive an version of an
output signal DA1<0> of the exclusive OR circuit 123¢ and
provide DA<4> signal to the exclusive OR circuit 123a. The
exclusive OR circuit 123a may receive the DA<4> signal
from the flip-flop circuit 122a and the CNT<3> signal from
the counter 120 and may turther provide an output signal
DAi1<4>. The thp-flop circuit 1225 may receive the output
signal DA1<4> of the exclusive OR circuit 123a and provide
DA<3> signal to the exclusive OR circuit 1235. The exclu-
stve OR circuit 1235 may receive the DA<3> signal from
the tlip-flop circuit 1226 and the CNT<2> signal from the
counter 120 and may further provide DAi1<3> signal. The
tlip-flop circuit 122¢ may receive the output signal DA1<3
of the exclusive OR circuit 1235 and provide DA<2> signal
to the exclusive OR circuits 123¢ and 123e. The exclusive
OR circuit 123¢ may receive the DA<2> signal from the
tlip-tflop circuit 122¢ and the CNT<1> signal from the
counter 120 and may further provide DA1<2> signal. The
tlip-tlop circuit 1224 may recerve the output signal DA1<2>
of the exclusive OR circuit 123¢ and provide DA<1> signal
to the exclusive OR circuit 123d. The exclusive OR circuit
123d may receive the DA<1> signal from the thp-flop
circuit 1224 and the CNT<0> signal from the counter 120
and may further provide DA1<1> signal. The flip-tlop circuit
1 may receive the output signal DA1<1> of the exclusive OR
circuit 1234 and provide DA <0> signal to the exclusive OR
circuit 123e. The exclusive OR circuit 123 may receive the
DA<0> s1ignal from the thip-tlop circuit 122¢ and the DA<2>
signal from the flip-tflop circuit 122¢ and may further pro-
vide DA1<0> signal to the tlip-tlop circuit 122a. The above
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structural configuration of the linear feedback shiit register
(LFSR) computation circuit 121 1s merely an example, and
any randomization circuit may be used in place of the linear
teedback shift register (LFSR) computation circuit 121.
Logic levels of signals, types of transistors, types of data
input circuits used in the embodiments described the above
are merely examples. However, 1n other embodiments, com-
binations of the logic levels of signals, types of transistors,
types of data mput circuits other than those specifically
described 1n the present disclosure may be used without
departing from the scope of the present disclosure.

Although this imnvention has been disclosed 1n the context

ol certain preferred embodiments and examples, 1t will be
understood by those skilled in the art that the inventions
extend beyond the specifically disclosed embodiments to
other alternative embodiments and/or uses of the inventions
and obvious modifications and equivalents thereof. In addi-
tion, other modifications which are within the scope of this
invention will be readily apparent to those of skill 1n the art
based on this disclosure. It 1s also contemplated that various
combination or sub-combination of the specific features and
aspects of the embodiments may be made and still fall within
the scope of the inventions. It should be understood that
various features and aspects of the disclosed embodiments
can be combined with or substituted for one another 1n order
to form varying mode of the disclosed invention. Thus, 1t 1s
intended that the scope of at least some of the present
invention herein disclosed should not be limited by the
particular disclosed embodiments described above.

What 1s claimed 1s:

1. An apparatus comprising:

a latch configured to store a row address for row hammer
refresh; and

a time based sampling circuit including:

a sampling timing generator configured to provide a
timing signal of sampling a row address;

a sampling circuit configured to provide a sampling
signal to the latch responsive to the timing signal of
sampling the row address; and

an interval measurement circuit configured to receive
an oscillation signal, configured to measure an inter-
val of a row hammer refresh execution based on a
cycle of the oscillation signal, and further configured
to provide a steal rate timing signal for adjusting a
steal rate to the sampling timing generator,

wherein the sampling timing generator 1s further config-
ured to provide the timing signal of sampling the row
address, responsive, at least 1n part, to the steal rate
timing signal, and

wherein the latch 1s configured to store the row address,
responsive, at least 1n part, to the timing signal of
sampling the row address.

2. The apparatus of claim 1, wherein the interval mea-

surement circuit comprises:

an 1nterval counter configured to provide an interval count
of an interval of a row hammer refresh execution
responsive, at least in part, to a row hammer refresh
(RHR) execution signal and the oscillation signal; and

an 1nterval latch configured to provide the interval count
to the sampling timing generator responsive to a match
signal from the sampling timing generator.

3. The apparatus of claim 2, wherein the interval counter

COmprises:

a plurality of flip-tlop circuits coupled 1n cascade con-
nection and configured to latch the oscillation signal
responsive to the row hammer refresh (RHR) execution
signal; and
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a plurality of counter latches configured to latch output
signals of the plurality of corresponding flip-tlop cir-
cuits responsive, at least in part, to the row hammer
refresh (RHR) execution signal and the match signal.

4. The apparatus of claim 2, wherein the sampling timing,
generator comprises:

a {irst counter configured to count to the interval count of
the interval of row hammer refresh execution from the
latch circuit responsive, at least 1n part, to the oscilla-
tion signal and the row hammer refresh (RHR) execu-
tion signal and further configured to provide a first
count; and

a second counter configured to count from a first row
hammer execution to a second row hammer execution
responsive, 1n part, to the oscillation signal and the row
hammer refresh (RHR) execution signal and further
configured to provide a second count;

a first comparator configured to provide the match signal
in an active state 1 the first count and the second count
matches;

a second comparator configured to provide a reset signal
in an active state 1f the first count and the interval count
matches; and

a sampling unit configured to provide the timing signal of
sampling the row address,

wherein the sampling unit 1s configured to reset respon-
s1ve to the reset signal and further configured to receive
the oscillation signal 1f the match signal 1s 1n an 1mnactive
state.

5. The apparatus of claim 4, wherein the first counter 1s

configured to reset responsive to the reset signal, and
wherein the second counter 1s configured to count respon-
s1ve to the oscillation signal 1f the match signal 1s 1n the
inactive state.

6. The apparatus of claim 4, wherein the first counter 1s
configured to receive an active command while the match
signal 1s in the mactive state.

7. The apparatus of claim 4, wherein the first comparator
and the second comparator are exclusive OR circuits.

8. The apparatus of claim 4, wherein the sampling unit
COmMprises:

an oscillation pulse circuit configured to provide an
oscillation pulse signal responsive to the oscillation
signal 1f the match signal 1s 1n the nactive state,

a reset divider circuit configured to provide a divided reset
signal responsive to the reset signal,

a row hammer refresh (RHR) pulse circuit configured to
provide an RHR pulse signal responsive to the row
hammer refresh (RHR) execution signal if the match
signal 1s 1n the mactive state; and

a latch circuit configured to provide the timing signal of
sampling the row address responsive to the oscillation
pulse signal, the RHR pulse signal and the divided reset
signal.

9. The apparatus of claim 1, wherein the sampling circuit

comprises a latch circuit and a logic circuit,

wherein the latch circuit i1s configured to provide an
enable signal responsive to the timing signal of sam-
pling a row address and a positive power potential, and

wherein the logic circuit 1s configured to provide a
command based pulse signal responsive to the enable

signal.
10. A method comprising:

recerving an oscillation signal by an interval measurement
circuit;
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measuring an interval of a row hammer refresh execution
based on a cycle of the oscillation signal by the interval
measurement circuit;

providing a steal rate timing signal for adjusting a steal
rate by the iterval measurement circuit;

providing a timing signal of sampling a row address,
responsive, at least in part, to the steal rate timing signal
by a sampling timing generator;

providing a sampling signal responsive to the timing
signal of sampling the row address by a sampling
circuit; and

storing the row address for hammer refresh by a latch,
responsive, at least in part, to the timing signal of
sampling the row address.

11. The method of claim 10, further comprising:

providing an enable signal responsive to the timing signal
of sampling a row address and a predetermined power
potential; and

providing a command based pulse signal responsive to the
cnable signal.

12. The method of claim 10, further comprising:

providing an interval count of an interval of a row
hammer refresh execution responsive, at least 1n part, to
a row hammer refresh (RHR) execution signal and the
oscillation signal; and

providing the interval count to the sampling timing gen-
erator responsive to a match signal from the sampling
timing generator.

13. The method of claim 12, further comprising;

counting to the interval count of the interval of row
hammer refresh execution responsive, at least 1n part, to
the oscillation signal and the row hammer refresh
(RHR) execution signal and further providing a first
count by a {irst counter; and

counting from a first row hammer execution to a second
row hammer execution immediately after the first row
hammer execution responsive, 1n part, to the oscillation
signal and the row hammer refresh (RHR) execution
signal and further providing a second count by a second
counter;

providing the match signal 1n an active state 1 the first
count and the second count matches:;

providing a reset signal 1n an active state 11 the first count
and the interval count matches;

providing the timing signal of sampling the row address
by a sampling unit;

resetting the sampling unit responsive to the reset signal;
and

receiving the oscillation signal by the sampling unit i1 the
match signal i1s 1n an inactive state.

14. The method of claim 13, further comprising:

resetting the first counter responsive to the reset signal;
and

counting by the second counter responsive to the oscil-
lation signal 11 the match signal 1s in the mactive state.
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15. The method of claim 13, further comprising:

recerving an active command by the first counter while
the match signal 1s 1n the inactive state.

16. The method of claim 13, further comprising:

providing an oscillation pulse signal responsive to the
oscillation signal if the match signal 1s 1n the mactive
state;

providing a divided reset signal responsive to the reset
signal;

providing a row hammer refresh (RHR) pulse signal
responsive to the row hammer refresh (RHR) execution
signal 1f the match signal 1s 1n the 1nactive state; and

providing the timing signal of sampling the row address
responsive to the oscillation pulse signal, the RHR
pulse signal and the divided reset signal.

17. A method comprising:

storing a row address of a memory apparatus;

providing a row hammer control signal;

performing a row hammer refresh operation on the row
address responsive to an active state of the row hammer
control signal;

counting a number of pulses of a clock signal as a first
count from a first active state to a second active state of
the row hammer control signal;

counting a number ol pulses of the clock signal as a
second count responsive, at least 1 part, to the third
active state of the row hammer control signal, wherein
the third active state 1s after the second active state;

asserting a timing signal when the second count 1s equal
to or greater than zero and less than the first count; and

updating the row address, responsive, at least 1n part, to
the timing signal.

18. The method of claim 17, further comprising providing

the pulses of the clock signal having a substantially fixed
cycle.

19. The method of claim 17, further comprising providing

the pulses of the clock signal in a period of time other than
a self-refresh operation.

20. The method of claim 17, wherein asserting the timing,

signal comprises:

counting the pulses of the clock signal as a third count by
a first logic circuit;

resetting the first logic circuit when the third count
matches the first count;

latching the third count responsive to the third active state
of the row hammer control signal by a second logic
circuit;

counting the pulses of the clock signal as a fourth count
by a third logic circuit responsive to the third active
state of the row hammer control signal; and

providing the timing signal when the fourth count
matches the third count.
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