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DISASTER RECOVERY OF CONTAINERS

BACKGROUND

The explosion of cloud computing domain has accelerated
the growth 1n cloud service models, such as Infrastructure as
a service (IaaS), Platform as a service (PaaS), Software as a
service (SaaS), and the like. Cloud computing environments
can be implemented to provide storage services to meet
ever-growing data storage demands. Cloud storage may
provide storage hosted by a third-party service provider,
where storage can be purchased for use on an as-needed
basis. This may allow for expanding storage capacity with-
out incurring costs associated with adding dedicated storage.
Further, commercial storage clouds have demonstrated fea-
s1ibility of cloud storage services, oflering significant storage
at significantly low prices yet with high availability.

BRIEF DESCRIPTION OF THE DRAWINGS

Certain examples are described 1n the following detailed
description and in reference to the drawings, 1n which:

FIG. 1 1s a block diagram of an example system for
performing disaster recovery operations;

FIG. 2A 1s a block diagram of another example system,
depicting disaster recovery operations of a hybrid cloud
computing system;

FIG. 2B 1s a block diagram of the example system of FIG.
2A, depicting additional features;

FIG. 3 1s a schematic diagram of an example system,
depicting synchronization of volume data associated with
containers to the public cloud;

FIG. 4 1s a schematic diagram of an example system,
depicting a disaster recovery operation to deploy the con-
tainers 1n the public cloud;

FIG. 5 1s a schematic diagram of an example system,
depicting a failback/fallback operation to deploy the con-
tainers 1n the private cloud;

FIG. 6 1s a flowchart of an example method for disaster
recovery of a container in a hybrid cloud computing system:;

FIG. 7 1s a flowchart of an example method for synchro-
nizing volume data associated with the container to the
public cloud;

FIG. 8 15 a flowchart of an example method for deploying
the container in the public cloud;

FIG. 9 1s a flowchart of an example method for failback/
tallback operation; and

FIG. 10 1s a block diagram of an example computing
device, for performing disaster recovery of containers in a
hybrid cloud computing system.

DETAILED DESCRIPTION

Mission critical containerized applications of an enter-
prise may need disaster recovery mechanisms to recover
scamlessly. In a hybnid cloud deployment, the enterprise/
customer may tend to run the sensitive mission critical
containerized applications, herein after referred to as con-
tainers, 1n a private data center that 1s managed by the
enterprise. Further, the enterprise may use another dedicated
data center for disaster recovery operations for such mission
critical applications. Some disaster recovery solutions may
involve replication using an asymmetric ‘active/active’ setup
in which components at both the private data center and
dedicated data center sites are active. An example may
include first and second containers that are active and online
in the disaster recovery environment with at least a portion
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2

ol computing resources of the replication private data center
being replicated to the replication dedicated data center.
However, the use of computing resources on the dedicated
data center for replicating containers may 1ivolve significant
operational and maintenance cost.

Further, cloud storage (e.g., a public cloud) may provide
storage hosted by a third-party service provider, where
storage can be purchased for use on an as-needed basis. This
may allow for expanding storage capacity without incurring
costs associated with adding dedicated storage. With an
increasing trend in migrating data centers to cloud plat-
forms, there 1s an increasing demand for a hybrid cloud
model of maintaining a primary on-premise data center and
using a public cloud platiorm as a standby for backup and
disaster recovery purposes.

Examples described herein may provide disaster recovery
of containers running in a private cloud. In one example, a
processor-based disaster recovery manager may generate
mapping mnformation, 1n a public cloud, corresponding to a
container runmng on the private cloud. Further, the disaster
recovery manager may synchronize volume data associated
with the container to the public cloud based on the mapping
information. Furthermore, the disaster recovery manager
may determine a failure of the container running on the
private data center and deploy the container in the public
cloud using the synchronized volume data and the mapping
information.

Examples described herein may provide disaster recovery
of the container running in the private cloud 1 a cost-
cllective way, by backing up the volume data for selected
instances, restoring the container 1in the public cloud when
disaster happens, and revert the container to the private
cloud when the private cloud comes online. Thus, examples
described herein may reduce the cost for having a dedicated
disaster recovery solution and enable to pay for the public
cloud services that may be utilized during the disaster
period.

FIG. 1 15 a block diagram of an example system 100 for
performing disaster recovery operations. Example system
100 may 1nclude a first interface 118, a second interface 116,
and a disaster recovery manager 110. During operation,
disaster recovery manager 110 may store mapping informa-
tion 114 corresponding to a container 106 in a storage
repository 112 via first interface 118. Container 106 may run
on a host computer 104 1n a private cloud 102. The terms
“host computer” and “container host” may be used inter-
changeably throughout the document.

The term “containers™ may refer to soltware instances that
enable virtualization at an operating system level. That 1is,
with containerization, the kernel of the operating system that
manages host computer 104 can provide multiple 1solated
user space instances. These instances, referred to as con-
tainers, appear as unique servers from the standpoint of an
end user that communicates with the containers. However,
from the standpoint of the operating system that manages
host computer 104 on which the containers execute, the
containers may be user processes that are scheduled and
dispatched by the operating system. In other examples,
containers may be executed on a virtual machine.

Further during operation, disaster recovery manager 110
may synchronize volume data associated with container 106
to a public cloud 108 based on mapping information 114 via
second interface 116. Further, disaster recovery manager 110
may determine a failure of container 106 running on private
cloud 102. For example, the failure of container 106 may be
caused due to a disaster at host computer 104 or private
cloud 102. Furthermore, disaster recovery manager 110 may
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initiate a disaster recovery operation to deploy container 106
in public cloud 108 using synchronized volume data 120 and
mapping nformation 114 in response to determining the
failure of container 106.

For example, disaster recovery manager 110 may be any
combination of hardware and programming to implement
the functionalities described herein. In some 1mplementa-
tions, the programming may be processor executable
instructions stored on a non-transitory machine-readable
storage medium, and the hardware may include at least one
processing resource to retrieve and/or execute those mstruc-
tions. In some implementations, the hardware and program-
ming may be that of the private cloud 102 or the public cloud
108. Example processing resources include a microcon-
troller, a microprocessor, central processing unit core(s), an
application-specific integrated circuit (ASIC), a field pro-
grammable gate array (FPGA), etc. Example non-transitory

machine-readable medium include random access memory
(RAM), read-only memory (ROM), electrically erasable
programmable read-only memory (EEPROM), flash
memory, a hard disk drive, etc. The term “non-transitory”
does not encompass transitory propagating signals. Addi-
tionally or alternatively, disaster recovery manager 110 may
include electronic circuitry or logic for implementing func-
tionality described herein. Example disaster recovery opera-
tion 1s explained 1n detail in FIGS. 2A and 2B.

FIG. 2A 1s a block diagram of another example system
200, depicting disaster recovery operations of a hybrid cloud
computing system. FIG. 2B 1s a block diagram of example
system 200 of FIG. 2A, depicting additional features. As
shown 1n FIG. 2A, system 200 may include private cloud
102 and public cloud 108 that are 1n communication with
cach other over network(s) 202.

Network 202 be any type and/or form of network and may
include any of the following: a point to point network, a
broadcast network, a wide area network, a local area net-
work, a telecommunications network, a data communication
network, a computer network, an ATM (Asynchronous
Transter Mode) network, a SONET (Synchronous Optical
Network) network, a SDH (Synchronous Digital Hierarchy)
network, a wireless network, and a wireline network. In
some embodiments, network 104 may comprise a wireless
link, such as an infrared channel or satellite band.

The term “cloud” may be a collection of hardware and
machine-readable 1nstructions (“cloud infrastructure™)
forming a shared pool of configurable network resources
(e.g., networks, servers, storage, applications, services, and
the like) that can be suitably provisioned to provide on-
demand self-service, network access, resource pooling, elas-
ticity, and measured service, among other features. Cloud
can be deployed as a private cloud, a public cloud, or a
suitable combination thereof.

Further, private cloud 102 may include at least one data
center that can be controlled and administrated by an enter-
prise or business organization. Private cloud 102 may
include multiple servers/host computers, with each server
hosting at least one virtual machine and/or container. Users
can access the virtual machine and/or container 1n a location
transparent manner. The terms “private cloud” and “private
data center” are used interchangeably throughout the docu-
ment. Furthermore, public cloud 108 may be operated by a
cloud service provider and exposed as a service available to
account holders, such as the enterprise or the business
organization. For example, the enterprise can sign up to use
a fixed amount of processing resource, storage, and network
services provided by public cloud 108. In other examples,
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4

any other data center or cloud can be used mstead of public
cloud 108 to implement the disaster recovery operations.
As shown in FIG. 2A, container 106 may run on host
computer 104 in private cloud 102. In the example shown 1n
FIG. 2A, disaster recovery manager 110 can be implemented
as a part of public cloud 108. In other examples, disaster
recovery manager 110 can run on a hardware platform or
virtual machine that can be externally connected to private

cloud 102 and public cloud 108.

As shown 1n FIG. 2B, system 200 may include a third
interface 222 in public cloud 108 to create a disaster
recovery group in public cloud 108 and assign container 106
running on private cloud 102 to the disaster recovery group.
In some examples, third interface 222 and disaster recovery
manager 110 can run as virtual machines in public cloud
108. Interface 222 may provide a user interface (Ul) and/or
command-line interface (CLI) to enable users to create the
disaster recovery groups, add containers to the disaster
recovery groups, and manage the recovery process via
disaster recovery agent 204 running on private cloud 102.
For example, mapping information 114 for container 106
may be maintained, in public cloud 108, corresponding to
the disaster recovery group. Furthermore, information asso-
ciated with public cloud 108 may be stored 1n private cloud
102.

During operation, disaster recovery manager 110 may
store mapping information 114 corresponding to container
106 1n storage repository 112. For example, mapping infor-
mation 114 may include at least one of mformation associ-
ated with a container 1mage, a location (e.g., IP address) of
the container image in public cloud 108, a location of the
volume data 1n public cloud 108, and a location of the
volume data 1n private cloud 102. In other examples, map-
ping information 114 may be created for each container
under the disaster recovery group.

Further, disaster recovery manager 110 may synchronize
the volume data associated with container 106 to public
cloud 108 based on mapping information 114. In one
example, disaster recovery agent 204 may run on private
cloud 102 to back-up the data and synchronize with public
cloud 108 via disaster recovery manager 110. For example,
disaster recovery manager 110 may back up the volume data
for selected instances or at time intervals. In one example,
disaster recovery manager 110 may receive and store the
container 1mage associated with container 106 to an image
store 218 1n public cloud 108 based on mapping information
114. Image store 218 may be used to save the container
images downloaded from private cloud 102, which can be
used for container deployment during disaster recovery
process. The container 1mage may represent a compressed
collection of reference files and folders that may be needed
to successiully install and configure a container on a com-
puting device. Disaster recovery agent 204 may copy the
container 1image once to image store 218 based on mapping
information 114.

Further, disaster recovery manager 110 may receive and
store the volume data associated with container 106 to a
volume store 216 1n public cloud 108 based on mapping
information 114. Furthermore, disaster recovery manager
110 may dynamically update changes in the volume data
associated with container 106 to volume store 216. Volume
store 216 may refer to a location 1 public cloud 108 to store
the backed-up volume data for container 106 under the
disaster recovery group. Synchronizing the volume data
associated with container 106 may be explained 1n detail 1n

FIG. 3.
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Furthermore, disaster recovery manager 110 may deter-
mine a failure of container 106 running on private cloud 102.
In one example, disaster recovery manager 110 may deter-
mine the failure of container 106 runnming on private cloud
102 by detecting a heartbeat loss from disaster recovery
agent 204 residing in host computer 104. In one example, as
depicted 1n FIG. 2B, host computer 104 may include com-
pute, network, and storage resources such as central pro-
cessing unit (CPU) 206, memory 208, network interface
card (NIC) 210, and storage 212. An instance of disaster
recovery agent 204 may run on each virtual machine/bare
metal host (1.e., host computer 104) that 1s hosting container
106 1n private cloud 102.

Memory 208 may include a volatile or non-volatile
memory, such as dynamic random-access memory (DRAM)
or an extremely fast non-volatile memory, such as resistive
ram (ReRAM), memristor memory, or the like. Example
CPU 206 may include an application-specific integrated
circuit (ASIC), field programmable gate array (FPGA), or
the like, or some combination thereof. Storage 212 may
include a logical or physical storage device, such as a
storage area network (SAN), storage array, hard drive, solid
state drive, and the like, or some combination thereof. NIC
210 may be a computer hardware component that connects
host computer 104 to network 202.

In one example, disaster recovery manager 110 may
initiate a disaster recovery operation to deploy container 224
in public cloud 108 using the synchronized volume data and
mapping information 114 in response to determining the
tailure of container 106 (e.g., as shown by an “X” through
container 106 1n FIG. 2B). In one example, disaster recovery
manager 110 may retrieve the container image associated
with container 106 from 1mage store 218 1n public cloud 108
based on mapping information 114 upon detecting the
tailure. Further, disaster recovery manager 110 may retrieve
the volume data associated with container 106 from volume
store 216 1n public cloud 108 based on mapping information
114. Furthermore, disaster recovery manager 110 may
deploy container 224 on a hardware platform 220 or a virtual
machine running on hardware platform 220 in public cloud
108 using the retrieved container 1mage and the retrieved
volume data.

In one example, as shown in FIG. 2B, container 224 may
be deployed on hardware platform/virtual machine 220 in
public cloud 108 as follows:

1. Retrieve mapping information 114 from storage reposi-

tory 112.

2. Create a raw block storage volume and mount the raw
block storage volume to hardware platform/virtual
machine 220 1n public cloud 108.

3. Retrieve the volume data associated with container 106
from volume store 216 based on mapping information
114 and store the retrieved volume data to the mounted
raw block storage volume.

4. Deploy container 224 on hardware platiorm/virtual
machine 220 1n public cloud 108 using the retrieved
container 1image and the retrieved volume data in the
mounted raw block storage volume.

Further, disaster recovery manager 110 may call an exter-
nal load balancer 214 1n public cloud 108 (e.g., as 1n FIG.
2B) to create a network routing entry to direct traflic to
container 224 deployed in public cloud 108. Example load
balancer 214 may be a gateway that routes traflic incoming,
to and outgoing from container 224 and provide networking,
services, such as firewalls, network address translation
(NAT), dynamic host configuration protocol (DHCP), and
load balancing. In some examples, external load balancer
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214 can be implemented as part of private cloud 102, public
cloud 108, or external to both private cloud 102 and public
cloud 108. In other examples, each of private cloud 102 and
public cloud 108 can have a respective load balancer to
implement the functionalities described herein. Further,
disaster recovery manager 110 may update mapping infor-
mation 114 corresponding to container 224 upon redirecting
the tratlic to container 224 deployed in public cloud 108.

For example, disaster recovery manager 110 and disaster
recovery agent 204 may each be any combination of hard-
ware and programming to immplement the functionalities
described herein. In some implementations, the program-
ming may be processor executable instructions stored on a
non-transitory machine-readable storage medium, and the
hardware may include at least one processing resource to
retrieve and/or execute those istructions. In some 1mple-
mentations, the hardware and programming may be that of
the private cloud 102 or the public cloud 108. Example
processing resources mclude a microcontroller, a micropro-
cessor, central processing unit core(s), an application-spe-
cific integrated circuit (ASIC), a field programmable gate
array (FPGA), etc. Example non-transitory machine-read-
able medium 1nclude random access memory (RAM), read-
only memory (ROM), electrically erasable programmable
read-only memory (EEPROM), tflash memory, a hard disk
drive, etc. The term “non-transitory” does not encompass
transitory propagating signals. Additionally or alternatively,
disaster recovery manager 110 and disaster recovery agent
204 may each include electronic circuitry or logic for
implementing functionality described herein.

FIG. 3 1s a block diagram of an example system 300,
depicting synchronization of the volume data associated
with containers 106A and 1066 to public cloud 108. A
disaster recovery group may be created in public cloud 108,
for 1nstance, using an interface 222 (e.g., SaaS portal). For
example, SaaS portal may allow the user to connect to and
use cloud-based apps over network 202. Further, containers
106 A and 106B running on respective container hosts 104 A
and 104B may be added to the disaster recovery group. For
example, container hosts 104A and 104B may refer to a
hardware platform or a virtual machine having compute and
storage resources for executing containers 106 A and 1066.

Further, disaster recovery agents 204 A and 204B residing,
in respective container hosts 104A and 104B may poll
interface 222 to get updated information about containers
that are added to the disaster recovery group. Furthermore,
disaster recovery agents 204 A and 204B may retrieve/get the
mapping information 114 (e.g., volume mapping informa-
tion) of each protected containers 106 A and 1068 from the
information associated with the disaster recovery group.
Disaster recovery agents 204A and 204B may create a
bucket for each volume mapping of each container 106 A and
1068 1n an object storage service 304 1n public cloud 108.
Example object storage service 304 may include an Amazon
S3 service. For example, object storage service 304 may
allocate a storage within public cloud 108 to the enterprise.

The data associated with containers 106A and 1066 may
be stored to corresponding container mounted volumes
302A and 302B of private cloud 102. Furthermore, disaster
recovery agents 204A and 204B may mnitiate a copy of the
files (e.g., the data 1n container mounted volumes 302A and
302B) to a corresponding bucket in object storage service
304. After mmitial copy of the files 1s completed, disaster
recovery agents 204A and 204B may request interface 222
to update the volume mapping 1in mapping imnformation 114.
Further, disaster recovery agents 204A and 204B may detect
the file changes in container mounted volumes 302A and
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302B and periodically update the corresponding buckets 1n
object storage service 304 of public cloud 108.
FIG. 4 1s a schematic diagram of an example system 400,

depicting a disaster recovery operation to deploy containers
406A and 406B 1n public cloud 108. The disaster recovery
operation may be performed so that containers 106A and

1066 swap from being hosted by private cloud 102 to being
hosted by public cloud 108 (e.g., containers 406A and 4068

may correspond to containers 106 A and 1066, respectively).
During operation, disaster recovery manager 110 may detect
heartbeat loss from disaster recovery agents 204 A and 204B
(as represented by the “X” over private cloud 102 1n FIG. 4)
and 1nitiate a disaster recovery operation. Further, disaster
recovery manager 110 may refer/retrieve mapping informa-
tion 114 of protected containers 106 A and 106B.

For each volume mapping of each container 106 A and
1068, disaster recovery manager 110 may create raw block
storage volumes 404A and 404B (e.g., Amazon Elastic
Block Store (Amazon EBS) volume), for instance, i block
storage volume service 402. For each raw block storage
volume 404 A and 404B, disaster recovery manager 110 may
perform the following:

1. Disaster recovery manager 110 may attach raw block
storage volumes 404A and 404B to a hardware plat-
form/virtual machine 220 and mount the file system on
respective raw block storage volumes 404 A and 404B.
In one example, hardware platform/virtual machine
220 may be provided by a cloud manager in public
cloud 108.

2. Disaster recovery manager 110 may download (e.g.,
using mapping information 114) the files of the bucket
from object storage service 304 to respective mounted
raw block storage volumes 404 A and 404B.

3. Disaster recovery manager 110 may mount the data in
raw block storage volumes 404A and 404B on hard-
ware platform/virtual machine 220 (1.e., on which
containers 406 A and 4068 can be deployed) and detach
raw block storage volumes 404 A and 404B from hard
ware platform/virtual machine 220.

4. Disaster recovery manager 110 may update mapping
information 114 with a new block storage volume name
in hardware platform/virtual machine 220.

After volume mapping for containers 106 A and 106B 1s
created, disaster recovery manager 110 may request public
cloud 108 for creating containers 406A and 4068 with
associated container image mformation and the newly cre-
ated volume mappings. Further, disaster recovery manager
110 may contact external load balancer 214 to modily the
container access to direct traflic to containers 406A and
406B deployed 1n public cloud 108. After creating contain-
ers 406A and 406B 1n public cloud 108, application work-
loads running at containers 406 A and 4068 can take over
application workloads of containers 106 A and 106B, respec-
tively.

FIG. 5 1s a block diagram of an example system 500,
depicting a failback/fallback operation to deploy containers
106A and 106B 1n private cloud 102. Example failback/
tallback operation may include:

1. For each container 406A and 4068, the fallback opera-

tion may be performed as follows:

a. Disaster recovery manager 110 may refer to updated
mapping information 114, attach raw block storage
volumes 404A, and 404B to hardware platform/
virtual machine 220, and mount raw block storage
volumes 404A and 404B to disaster recovery man-
ager 110. In this example, raw block storage volumes
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404 A and 404B may be shared with disaster recovery
manager 110 and running containers 406 A and 406B.

b. Disaster recovery manager 110 may copy latest
volume data from raw block storage volumes 404 A
and 404B and overwrite the corresponding bucket 1n
object storage service 304, based on mapping infor-
mation 114.

c. Operations (a) and (b) are repeated for each volume
attached to containers 406A and 406B.

2. After volumes are 1n sync with object storage service
304, disaster recovery manager 110 may notily disaster
recovery agents 204A and 204B with the updated
mapping information to update containers 106 A and
106B 1in private cloud 102.

3. For each of protected containers 106A and 1066,
disaster recovery agents 204A and 204B in private
cloud 102 may perform the following:

a. Disaster recovery agents 204 A and 204B may down-
load the buckets mapped to containers 106A and
1068 from object storage service 304 and overwrite
the contents in the local volume location (e.g., con-
tainer mounted volumes 302A and 302B).

b. Disaster recovery agents 204 A and 204B may notify
disaster recovery manager 110 to shut down running,
containers 406A and 406B in public cloud 108.

c. Disaster recovery agents 204A and 204B may con-
tact external load balancer 214 to modily the con-
tainer access to direct traflic to new containers 106 A
and 1068 deployed 1n private cloud 102.

4. Disaster recovery agents 204 A and 204B may continue
to sync the volume data with the buckets 1n object
storage service 304 using mapping information 114.

In the example shown in FIGS. 3-5, disaster recovery
manager 110 1s shown as a part of public cloud 108,
however, disaster recovery manager 110 can also be imple-
mented external to public cloud 108 such that disaster
recovery manager 110 can access public cloud 108 via a
network.

In one example, the components of private cloud 102 and
public cloud 108 may be implemented in hardware,
machine-readable instructions or a combination thereof. In
one example, each of disaster recovery agent 204, interfaces
116, 118, and 222, and disaster recovery manager 110 can be
any combination of hardware and programming to 1mple-
ment the functionalities described herein. In another
example, the functionality of the components of private
cloud 102 and public cloud 108 may be implemented using
technology related to personal computers (PCs), server
computers, tablet computers, mobile computers and the like.

System may 1nclude computer-readable storage medium
comprising (e.g., encoded with) istructions executable by a
processor to implement functionalities described herein in
relation to FIGS. 1-5. In some examples, the functionalities
described herein in relation to instructions to implement
functions of components of private cloud 102 and public
cloud 108 and any additional instructions described herein 1n
relation to storage medium, may be implemented as engines
or modules comprising any combination of hardware and
programming to implement the functionalities of the mod-
ules or engines. In examples described herein, the processor
may 1nclude, for example, one processor or multiple pro-
cessors mncluded 1n a single computing device or distributed
across multiple computing devices.

FIG. 6 1s a flowchart of an example method 600 for
disaster recovery of containers in a hybrid cloud computing
system. Method 600 may be described below as being
executed or performed by a system, for example, system 100
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(FIG. 1). In various examples, method 600 may be per-
tormed by hardware, software, firmware, or some combina-
tion thereof. Other suitable systems and/or computing
devices may be used as well. Method 600 may be imple-
mented 1n the form of executable instructions stored on at
least one machine-readable storage medium of the system
and executed by at least one processor of the system.
Alternatively or in addition, method 600 may be imple-
mented 1n the form of electronic circuitry (e.g., hardware).
In alternate examples of the present disclosure, one or more
blocks of method 600 may be executed substantially con-
currently or 1n a different order than shown 1n FIG. 6. In
alternate examples of the present disclosure, method 600
may 1nclude more or fewer blocks than are shown 1n FIG. 6.
In some examples, one or more of the blocks of method 600

may, at certain times, be ongoing and/or may repeat.

At 602, mapping 1nformation corresponding to a con-
tainer running on a private data center may be generated in
a public cloud by a processor-based disaster recovery man-
ager. Example mapping information may include at least one
of information associated with a container 1mage, a location
of the container 1mage 1n the public cloud, a location of the
volume data 1n the public cloud, and a location of the volume
data in the private data center.

In one example, a disaster recovery group may be created
in the public cloud via an interface of the public cloud.
Example interface may include a SaaS portal. Further, the
container running on the private data center may be assigned
to the disaster recovery group in the public cloud via the
interface. Furthermore, the mapping information for the
container may be generated in the public cloud correspond-
ing to the disaster recovery group.

At 604, volume data associated with the container may be
synchronized to the public cloud based on the mapping
information by the disaster recovery manager. In one
example, a container 1image associated with the container
running on the private data center may be recerved and
stored to an i1mage store in the public cloud. Further, the
volume data associated with the container may be received
and stored to a volume store 1n the public cloud based on the
mapping information. Furthermore, changes in the volume
data associated with the container may be dynamically
updated to the volume store 1n the public cloud. An example
method for synchronizing volume data associated with the
container to the public cloud i1s explained in FIG. 7.

At 606, a failure of the container running on the private
data center may be determined by the disaster recovery
manager. At 608, the container may be deployed in the
public cloud by the disaster recovery manager using the
synchronized volume data and the mapping information 1n
response to the failure of the container running on the private
data center. In one example, a container 1image associated
with the container may be retrieved from an image store
upon detecting the failure. Further, the volume data associ-
ated with the container may be retrieved from a volume store
based on the mapping information. Furthermore, the con-
tainer may be deployed on a hardware platform or a virtual
machine 1n the public cloud using the retrieved container
image and the retrieved volume data. An example method
for deploying container 1n the public cloud 1s explained 1n
FIG. 8.

Further, a network routing entry may be updated 1n a
router 1 the private data center to redirect traflic to the
container deployed in the public cloud. Furthermore, the
mapping mformation corresponding to the container in the
public cloud may be updated.
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In another example, when the private data center comes
online after failure, a failback operation may be 1nitiated to
deploy the container from the public cloud to the private data
center. In one example, a failback request may be received
via a disaster recovery agent in the private data center.
Further, the failback request may be verified from the private
data center. Furthermore, deploying of the container in the
private data center may be enabled based on a container
image and the mapping information upon successtul verifi-
cation. Then, the volume data associated with the container
may be copied from the public cloud to the private data
center. In addition, updating of a network routing entry may
be enabled in a router to redirect trathic to the container
deployed 1n the private data center. An example method for
tailback operation 1s explained 1in FIG. 9.

FIG. 7 1s a flowchart of an example method 700 for
synchronizing volume data associated with the containers to
the public cloud. At 702, a disaster recovery group may be
created, and the containers may be added to the disaster
recovery group in the private cloud. At 704, a sync process
may be mitiated for the disaster recovery group by a disaster
recovery agent running in the private cloud. At 706, a
container 1mage ol each container added to the disaster
recovery group may be copied to an 1image store 1n the public
cloud.

At 708, an 1mmitial copy of volumes may be triggered and
saved to the volume store in the public cloud. At 710,
volume changes associated with the containers 1n the disas-
ter recovery group may be periodically synchronized to the
public cloud by the disaster recovery agent.

FIG. 8 1s a flowchart of an example method 800 for
deploying container in the public cloud. At 802, a heartbeat
loss from the disaster recovery agent in the private cloud
may be detected by the disaster recovery manager. At 804,
the container 1mage may be retrieved/pulled to the public
cloud from the 1mage store using the mapping information.
At 806, the container may be deployed in the public cloud
based on the mapping information. At 808, an endpoint to
the container deployed 1n the public cloud may be created
using the load balancer in the public cloud. At 810, the
mapping information may be updated, which can be used
during fallback operation.

FIG. 9 1s a flowchart of an example method 900 for
tailback/fallback operation. At 902, a fallback request to the
private cloud may be mitiated. At 904, the fallback request
may be verified by the disaster recovery manager. At 906,
the container may be created 1n the private cloud based on
the mapping mformation. At 908, the volume data from the
public cloud may be synchronized to the container 1n the
private cloud. At 910, completion of the synchromzation
operation may be noftified. At 912, the fallback of the
container to the private cloud may be completed. At 914, the
container running in the public cloud may be terminated and
endpoint access may be redirected to the container in the
private cloud to realize public cloud service expense sav-
Ings.

FIG. 10 1s a block diagram of an example computing
device 1000, for performing disaster recovery of containers
in a hybrnid cloud computing system. Computing device
1000 can be implemented as a part of a public cloud or as
an external device to the public cloud. In the example of
FIG. 10, a computing device 1000 may include a processor
1002 and a machine-readable storage medium 1004.
Although the following descriptions refer to a single pro-
cessor and a single machine-readable storage medium, the
descriptions may also apply to a system with multiple
processors and multiple machine-readable storage mediums.
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In such examples, the 1nstructions may be distributed (e.g.,
stored) across multiple machine-readable storage mediums
and the instructions may be distributed (e.g., executed by)
across multiple processors.

Processor 1002 may be one or more central processing
units (CPUs), microprocessors, and/or other hardware
devices suitable for retrieval and execution of instructions
stored 1n machine-readable storage medium 1004. In the
particular example shown 1n FIG. 10, processor 1002 may
tetch, decode, and execute mnstructions 1006-1014 to per-
form the disaster recovery operations.

As an alternative or 1n addition to retrieving and executing
instructions, processor 1002 may include one or more elec-
tronic circuits comprising a number of electronic compo-
nents for performing the functionality of one or more of the
instructions 1 machine-readable storage medium 1004.
With respect to the executable instruction representations
(c.g., boxes) described and shown herein, it should be
understood that part or all of the executable instructions
and/or electronic circuits included within one box may, 1n
alternate examples, be included 1n a different box shown 1n
the figures or 1n a different box not shown.

Machine-readable storage medium 1004 may be any
clectronic, magnetic, optical, or other physical storage
device that stores executable instructions. Thus, machine-
readable storage medium 1004 may be, for example, Ran-
dom Access Memory (RAM), an Electrically-Erasable Pro-
grammable Read-Only Memory (EEPROM), a storage
drive, an optical disc, and the like. Machine-readable storage
medium 1004 may be disposed within computing device
1000, as shown 1in FIG. 10. In this situation, the executable
istructions may be “installed” on the computing device
1000. Alternatively, machine-readable storage medium 1004
may be a portable, external or remote storage medium, for
example, that allows computing device 1000 to download
the instructions from the portable/external/remote storage
medium.

Referring to FIG. 10, instructions 1006 when executed by
processor 1002, may cause processor 1002 to receive and
store a container 1mage of a container runming on a private
cloud to an 1image store 1n a public cloud. Instructions 1008
when executed by processor 1002, may cause processor
1002 to synchronize volume data of the container running on

the private cloud with an object storage service 1n the public
cloud.

Instructions 1010 when executed by processor 1002, may
cause processor 1002 to determine a failure of the container
running on the private cloud. Instructions 1012 when
executed by processor 1002, may cause processor 1002 to
initiate a disaster recovery operation to deploy the container
in the public cloud using the synchronized volume data and
the container 1image 1n response to the failure of the con-
tainer running on the private cloud.

In one example, the container 1image associated with the
container may be retnieved from the image store upon
detecting the failure. Further, a raw block storage volume
may be created, and the raw block storage volume may be
mounted to a hardware platform or a virtual machine 1n the
public cloud. Furthermore, the volume data associated with
the container may be retrieved from the object storage
service and the retrieved volume data may be stored to the
mounted raw block storage volume. In addition, the con-
tainer may be deployed on the hardware platform or the
virtual machine 1n the public cloud using the retrieved
container 1mage and the retrieved volume data.
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Instructions 1012 when executed by processor 1002, may
cause processor 1002 to update a network routing entry 1n a
router to redirect trailic to the container deployed in the
public cloud.

In other examples, machine-readable storage medium
1004 may further include instructions to receive a failback
request via a disaster recovery agent 1n the private cloud,
verily the failback request from the private cloud, transmit
the volume data associated with the container from the

public cloud to the private cloud upon successiul verifica-
tion, and terminate the container running on the public cloud
upon successiully transmitting the volume data.

Machine-readable storage medium 1004 may further
include instructions to maintain mapping information cor-
responding to the container in the public cloud. In some
examples, the container may be deployed 1n the public cloud
by retrieving the volume data and the container image
associated with the container based on the mapping infor-
mation. Examples described 1n FIGS. 1-10 may include a
colocation center on the public cloud. For example, the
colocation center may be a data center facility in which an
enterprise/business can rent space for servers and other
computing hardware. Since the containers may be mitiated/
deployed on the public cloud when the disaster occurs, and
the public cloud offers to purchase the servers and/or the
computing hardware for use on an as-needed basis, cost for
maintenance of colocation center can be minimal. Also,
examples described herein may apply to other examples of
contexts, such as virtual machines having a corresponding
guest operating system.

It may be noted that the above-described examples of the
present solution are for the purpose of illustration only.
Although the solution has been described in conjunction
with a specific example thereol, numerous modifications
may be possible without materially departing from the
teachings and advantages of the subject matter described
herein. Other substitutions, modifications and changes may
be made without departing from the spirit of the present
solution. All of the features disclosed 1n this specification
(including any accompanying claims, abstract and draw-
ings), and/or all of the steps of any method or process so
disclosed, may be combined 1n any combination, except
combinations where at least some of such features and/or
steps are mutually exclusive.

The terms “include,” “have,” and variations thereof, as
used herein, have the same meaning as the term “comprise”™
or appropriate variation thereoif. Furthermore, the term
“based on”, as used herein, means “based at least 1n part on.”
Thus, a feature that 1s described as based on some stimulus
can be based on the stimulus or a combination of stimuli
including the stimulus.

The present description has been shown and described
with reference to the foregoing examples. It 1s understood,
however, that other forms, details, and examples can be
made without departing from the spirit and scope of the
present subject matter that 1s defined 1n the following claims.

The mvention claimed is:

1. A system comprising:

a first interface;

a second interface; and

a disaster recovery manager to

store mapping information corresponding to a con-

tainer 1 a storage repository via the first interface,
wherein the container runs on a host computer in a
private cloud;
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synchronize volume data associated with the container
to a public cloud based on the mapping information
via the second interface;

determine a failure of the container running on the
private cloud; and

initiate a disaster recovery operation to deploy the
container 1n the public cloud using the synchronized
volume data and the mapping information 1n
response to determining the failure of the container.

2. The system of claim 1, wherein the disaster recovery
manager 1s 1o:

call an external load balancer 1n the public cloud to create

a network routing entry to direct tratlic to the container
deployed in the public cloud; and

update the mapping information corresponding to the

container upon redirecting the trathc to the container
deployed 1n the public cloud.

3. The system of claam 1, further comprises a third
interface in the public cloud to:

create a disaster recovery group in the public cloud; and

assign the container running on the private cloud to the

disaster recovery group, wherein the mapping informa-
tion for the container, corresponding to the disaster
recovery group, 1s maintained in the public cloud.

4. The system of claim 1, wherein the disaster recovery
manager 1s to synchronize the volume data associated with
the container to the public cloud by:

receiving and storing a container image associated with

the container to an i1mage store in the public cloud
based on the mapping information;

receiving and storing the volume data associated with the

container to a volume store 1n the public cloud based on
the mapping information; and

dynamically updating changes in the volume data asso-

ciated with the container to the volume store.
5. The system of claim 1, wherein the disaster recovery
manager 1s to mitiate the disaster recovery operation by:
retrieving a container image associated with the container
from an 1mage store 1n the public cloud upon detecting
the failure based on the mapping information;

retrieving the volume data associated with the container
from a volume store in the public cloud based on the
mapping information; and

deploying the container on a hardware platform or a

virtual machine 1n the public cloud using the retrieved
container 1mage and the retrieved volume data.

6. The system of claim 5, wherein the disaster recovery
manager 1s to deploy the container on the hardware platform
or the virtual machine in the public cloud by:

retrieving mapping information from the storage reposi-

tory;

creating a raw block storage volume and mounting the

raw block storage volume to the hardware platform or
the virtual machine 1n the public cloud;

retrieving the volume data associated with the container

from the volume store based on the mapping informa-
tion and storing the retrieved volume data to the
mounted raw block storage volume; and

deploying the container on the hardware platform or the

virtual machine 1n the public cloud using the retrieved
container 1image and the retrieved volume data in the
mounted raw block storage volume.

7. The system of claim 1, wherein the disaster recovery
manager 1s to determine the failure of the container running,
on the private cloud by detecting a heartbeat loss from a
disaster recovery agent residing in the host computer.
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8. The system of claim 1, wherein the mapping informa-
tion comprises at least one of information associated with a
container 1image, a location of the container image in the
public cloud, a location of the volume data in the public
cloud, and a location of the volume data in the private cloud.

9. Amethod comprising: generating, by a processor-based
disaster recovery manager, mapping information, i a public
cloud, corresponding to a container running on a private data
center; synchromzing, by the processor-based disaster
recovery manager, volume data associated with the con-
tainer to the public cloud based on the mapping information;
determining, by the processor-based disaster recovery man-
ager, a failure of the container running on the private data
center; and deploying, by the processor-based disaster
recovery manager, the container in the public cloud using the
synchronized volume data and the mapping information 1n
response to the failure of the container running on the private
data center.

10. The method of claim 9, further comprising;:

updating a network routing entry in a router in the private

data center to redirect tratlic to the container deployed
in the public cloud; and

updating the mapping information corresponding to the

container in the public cloud.

11. The method of claim 9, wherein generating the map-
ping mnformation comprises:

creating, via an interface of the public cloud, a disaster

recovery group in the public cloud;

assigning, via the interface, the container running on the

private data center to the disaster recovery group in the
public cloud; and

generating the mapping information for the container in

the public cloud corresponding to the disaster recovery
group.
12. The method of claim 9, wherein synchronizing vol-
ume data associated with the container to the public cloud
COmMprises:
receiving and storing a container image associated with
the container to an 1mage store in the public cloud;

recerving and storing the volume data associated with the
container to a volume store in the public cloud based on
the mapping information; and

dynamically updating changes 1n the volume data asso-

ciated with the container to the volume store in the
public cloud.
13. The method of claim 9, wherein deploying the con-
tainer in the public cloud comprises:
retrieving a container image associated with the container
from an 1mage store upon detecting the failure;

retrieving the volume data associated with the container
from a volume store based on the mapping information;
and

deploying the contamner on a hardware platform or a

virtual machine 1n the public cloud using the retrieved
container 1mage and the retrieved volume data.

14. The method of claim 9, further comprising 1nitiating
a failback operation to deploy the container from the public
cloud to the private data center, the failback operation
comprising;

recerving a failback request via a disaster recovery agent

in the private data center;

veritying the failback request from the private data center;

enabling to deploy the container in the private data center

based on a container 1image and the mapping informa-
tion upon successtul verification;
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copying the volume data associated with the container
from the public cloud to the private data center; and

cnabling to update a network routing entry 1n a router to
redirect traflic to the container deployed 1n the private
data center.
15. The method of claim 9, wherein the mapping infor-
mation comprises at least one of information associated with
a container 1mage, a location of the container 1mage in the
public cloud, a location of the volume data in the public
cloud, and a location of the volume data in the private data
center.
16. A non-transitory machine-readable storage medium
encoded with instructions that, when executed by a proces-
sor, cause the processor to:
receive and store a container image of a container running
on a private cloud to an 1mage store in a public cloud;

synchronize volume data of the container running on the
private cloud with an object storage service in the
public cloud;

determine a failure of the container running on the private

cloud;

initiate a disaster recovery operation to deploy the con-

tainer in the public cloud using the synchronized vol-
ume data and the container image in response to the
failure of the container running on the private cloud;
and

update a network routing entry 1 a router to redirect

tratlic to the container deployed in the public cloud.

17. The non-transitory machine-readable storage medium
of claim 16, wherein imtiating the disaster recovery opera-
tion comprises:

retrieving the container image associated with the con-
tainer from the 1mage store upon detecting the failure;

10

15

20

25

30

16

creating a raw block storage volume and mounting the
raw block storage volume to a hardware platform or a
virtual machine 1n the public cloud;

retrieving the volume data associated with the container

from the object storage service and storing the retrieved
volume data to the mounted raw block storage volume;
and

deploying the container on the hardware platform or the

virtual machine 1n the public cloud using the retrieved
container 1mage and the retrieved volume data.

18. The non-transitory machine-readable storage medium
of claim 16, further comprising instructions to:

receive a failback request via a disaster recovery agent 1n

the private cloud;

verily the failback request from the private cloud;

transmit the volume data associated with the container

from the public cloud to the private cloud upon suc-
cessful verification; and

terminate the container running on the public cloud upon

successiully transmitting the volume data.

19. The non-transitory machine-readable storage medium
of claim 16, comprising instructions to:

maintain mapping information corresponding to the con-

tainer 1n the public cloud, wherein the mapping nfor-
mation comprises at least one of information associated
with the container 1mage, a location of the container
image in the public cloud, a location of the volume data
in the public cloud, and a location of the volume data
in the private cloud.

20. The non-transitory machine-readable storage medium
of claim 17, wherein the container 1s deployed 1n the public
cloud by retrieving the volume data and the container image
associated with the container based on the mapping infor-

mation.
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