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SECURE SMART CARD TRANSACTIONS

TECHNICAL FIELD

This disclosure relates to secure payment transactions
with smart cards.

BACKGROUND

In a conventional Europay, Mastercard, Visa (EMV)
transaction with a smart card (also called a “chip card” or
“integrated circuit card”), a card reader meets certification
requirements for level 1 and level 2. To be certified for level
1, the card reader must properly implement physical, elec-
trical, and transport level interfaces for communication
conforming to EMYV protocol. To be certified for level 2, the
card reader must properly implement, according to the EMV
protocol, payment application selection and financial trans-
action processing. A point-oi-sale terminal requires satisty-
ing requirements established by both levels of certification
to conduct a complete EMV transaction.

When conducting a point-of-sale credit card transaction
with a smart card, a cardholder’s identity 1s confirmed by
requiring the entry of a Personal Identification Number
(PIN) rather than or 1n addition to signing a paper receipt. A
user provides a card at the point-of-sale to a merchant. The
card contains an embedded microchip which stores the PIN.
The merchant processes the card using a card reader, e.g., the
card 1s inserted into the reader to engage electrical contacts
for the microchip. The card reader verifies the card as
authentic and waits for the user to enter the PIN. The user
can enter the PIN on a keypad terminal of the reader, 1.¢., the
keypad and the reader are a single physically integrated
device. In some implementations, aiter the user enters the
PIN, the microchip notifies the card reader as to whether the
entered PIN 1s correct or incorrect. In some other imple-
mentations, the card reader sends the PIN to a credit card
processor that replies with a determination as to whether the
entered PIN 1s correct or incorrect.

The card transaction 1s further authorized and captured. In
the authorization stage, i1t the entered PIN 1s correct, a
payment request 1s sent electronically from the card reader
to a credit card processor. The credit card processor routes
the payment request to a card network, e.g., Visa or Mas-
tercard, which 1n turn routes the payment request to the card
issuer, €.g., a bank. Assuming the card 1ssuer approves the
transaction, the approval 1s then routed back to the merchant.
In the capture stage, the approved transaction 1s again routed
from the merchant to the credit card processor, card network
and card 1ssuer, and the payment request can include a
cardholder’s signature, if appropriate. The capture state can
trigger the financial transaction between the card issuer and
the merchant, and optionally creates a receipt. There can also
be other entities, e.g., the card acquirer, in the route of the
transaction. Debit card transactions have a different routing,
but also require msertion of the smart card into a reader.

SUMMARY

Financial transactions using mobile devices pose particu-
lar problems for security. For example, malware could be
placed on a mobile device. I present, such malicious
software could intercept financial data, which in turn could
enable fraudulent transactions. An approach for securely
conducting a financial transaction i1s for a card reader to
encrypt sensitive messages before transmission to a mobile
device. The card reader can encrypt any message or portion
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of the message that 1s not 1n a whitelist of approved message
types. The mobile device can determine a next action step
according to a protocol of the transaction without being able
to access content of the encrypted messages. For example,
the next action step can be to send the encrypted messages
to a financial processor. The financial processor can decrypt
the encrypted messages and send a response to the mobile
device. To continue the transaction, the mobile device pro-
cesses the response. In some implementations, the response
includes an encrypted portion for the card reader. The
mobile device forwards the encrypted portion to the card
reader, which decrypts and processes the encrypted portion.

In one aspect, a method of securely conducting a financial
transaction 1includes receiving, at a card reader, a first
plurality of messages from a smart card; identifying, using
the reader, one or more sensitive messages 1n the first
plurality of messages, where the first plurality of messages
conforms to a protocol of the financial transaction; encrypt-
ing, using the reader, the one or more sensitive messages
using a cryptographic key of the reader to generate
encrypted messages; formatting, using the reader, a second
plurality of messages according to the protocol to send to a
mobile device, where the second plurality of messages
includes the encrypted messages and messages 1n the first
plurality of messages that are not sensitive; determining,
using a mobile device, action steps according to the proto-
col, where the action steps are determined from the second
plurality of messages; and executing the action steps.

Implementations may include one or more of the follow-
ing features. The second plurality of messages 1s to be
authenticated by a secure server, and the action steps com-
prising: sending the second plurality of messages from the
reader to the mobile device; forwarding the second plurality
of messages from the mobile device to the secure server;
decrypting the one or more encrypted messages using a
cryptographic key of the secure server; and processing the
second plurality of messages of the transaction using the
secure server. Sending data from the secure server to the
mobile device, where the data 1s encrypted using the cryp-
tographic key of the secure server; forwarding the data from
the mobile device to the reader, where the mobile device acts
as a proxy; processing the data at the reader using the
cryptographic key of the reader. The data 1s an updated list
ol approved message types, and where the reader replaces a
list of approved message types with the updated list. The
reader includes a Level 1 kernel. The mobile device includes
a Level 2 kernel. The protocol 1s the Europay, Mastercard,
Visa protocol. The 1dentifying, for each message 1n the first
plurality of messages, further comprises: determining a type
of the message 1s not 1 a list of approved message types;
identifying the message as sensitive. The i1dentifying, for
cach message 1n the first plurality of messages, further
comprises: determining a type of the message 1s 1 a list of
sensitive message types; 1identifying the message as sensi-
tive. The action steps comprise sending one or more mes-
sages from the reader to the smart card. The one or more
messages to the smart card are included 1n a list of approved
messages. The one or more messages to the smart card are
not included 1n a list of restricted messages. The crypto-
graphic key of the reader 1s included during manufacturing.
The cryptographic key of the reader 1s obtained from the
secure server based on a unique 1dentification of the reader,
where the unique 1dentification 1s included during manufac-
turing. The encrypting comprises encrypting one or more
portions of each of the one or more sensitive messages

In another aspect, a method of securely conducting a
transaction at a reader, comprising: receiving a first plurality
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of messages from a smart card; identifying one or more
sensitive messages 1n the first plurality of messages, where
the first plurality of messages conforms to a protocol of the
transaction; encrypting the one or more sensitive messages
using a cryptographic key; formatting a second plurality of
messages according to the protocol to send to a mobile
device, where the second plurality of messages includes the
one or more sensitive messages and messages 1n the first
plurality of messages that are not sensitive; sending the
plurality of messages including the one or more encrypted
messages to the mobile device.

Implementations may include one or more of the follow-
ing features. Encrypting comprises encrypting one or more
portions of each of the one or more sensitive messages The
reader includes a Level 1 kernel. The 1dentifying, for each
message 1n the first plurality of messages, further comprises:
determining a type of the message 1s not 1n a list of approved
message types; i1dentifying the message as sensitive. The
cryptographic key of the reader 1s obtained from the secure
server based on a unique 1dentification of the reader, where
the unique 1dentification 1s included during manufacturing.

In another aspect, a method of securely conducting a
transaction at a mobile device, comprising: receiving a first
plurality of messages from the card reader, where the first
plurality of messages includes one or more encrypted mes-
sages; determining action steps according to a protocol of
the transaction, where the action steps are determined from
the first plurality of messages; and executing the action
steps.

Implementations may include one or more of the follow-
ing features. The mobile device includes a Level 2 kemel.
The action steps comprising: sending the first plurality of
messages to a secure server, where the secure server
decrypts the one or more encrypted messages using a
cryptographic key. The action steps comprising: sending a
second plurality of messages to a card reader, where the card
reader formats the second plurality of messages according to
the protocol.

Advantages may include one or more of the following. A
mobile device and a card reader can, as separate devices,
securely conduct an EMYV transaction. The card reader can
be simplified to pass messages from a card to the mobile
device and only encrypt messages that are identified as
sensitive. The reader’s simplicity reduces power consump-
tion and manufacturing cost. The mobile device can leverage
its existing processor to execute a decision tree that con-
forms to an EMV protocol, thereby efliciently using the
mobile device’s computing power without requiring a pow-
erful processor inside the card reader. The mobile device 1s
also unable to access encrypted content from the card reader,
which provides security in case the mobile device 1s com-
promised.

Other aspects, features and advantages may be apparent
from the detailed description and the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic illustration of an example secure
financial transaction system.

FIG. 2 1s a schematic illustration of components of a card
reader and a mobile device.

FIG. 3 1s a diagram of an example diagram illustrating
different phases of an EMYV transaction.

FIG. 4 1s a flow chart of a method of conducting a
transaction with a smart card.
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FIG. 5 1s a block diagram of an exemplary architecture of
a mobile device capable of conducting transactions with

smart cards.
Like reference numbers and designations in the various
drawings indicate like elements.

DETAILED DESCRIPTION

FIG. 1 1s a schematic illustration of an example secure
financial transaction system. In some examples, the system
100 1s used for conducting a Europay, Mastercard, Visa
(EMV) transaction, e.g., a transaction using PIN entry. In
some 1mplementations, the system 100 1s capable of pro-
cessing a transaction (e.g., payment transaction) initiated by
a mobile computing device 106 and a card reader 108. The
system 100 can process a payment transaction according to
the EMV protocol.

The mobile computing device 106 can be a smart phone,
tablet computer or laptop, or other mobile data processing,
apparatus. The card reader 108 can be detachably connected
to the mobile computing device 106. The card reader 108 1s
a device that reads data from a storage medium on a card,
¢.g., a smart card 110. The card reader 108 need not have a
display or a keyboard, but the card reader 108 has an
interface for inserting or swiping a card.

As a general overview, the smart card 110 can be 1nserted
into the card reader 108 so that the reader 108 engages
clectrical contacts for a microchip on the card 110. In some
implementations, the card reader 108 1s attached to an audio

30 jack or headset jack of the mobile device 106. In alternative
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implementations, the card reader 108 communicates with
the mobile device 106 wirelessly, e.g., using Bluetooth
technology or a WiF1 hotspot. The mobile device 106
receives data from a user interaction reflecting a PIN from
the user, e.g., entered through a user interface of the mobile
device 106, e.g., a touch-screen display, and sends the PIN
to a card 1ssuer 112 for confirmation. The card reader 108
can read data from the microchip on the card 110. In some
implementations, the PIN 1s entered at the card reader 108.

The card reader 108 provides the data from the microchip
to the mobile device 106, which sends the data to the card
issuer 112 for authentication. In some implementations, the
secure server 102 can relay the transaction to the card 1ssuer
112, which ultimately approves or denies the transaction.
There can also be other entities, such as a card network, e.g.,
Visa or MasterCard, or a card acquirer, in the route of the
transaction. The mobile device 106 can transmit an autho-
rization for transaction to a secure server 102 for payment
processing using an external network, e.g., the Internet 104.
The card 1ssuer 112 can communicate the approval or denial
to the secure server 102, which can relay the card 1ssuer’s
response to the mobile device 106. More transaction details
will be discussed below 1n reference to FIG. 3.

FIG. 2 1s a schematic illustration 200 of components of a
card reader 206 and a mobile device 202. Generally, level 1
and level 2 kernels are both included 1n the card reader. A
level 1 kernel specifies how to communicate according to an
EMYV protocol on a low level, e.g., on an electromechanical
and physical level. The level 1 kernel can specily a required
voltage, a sequence in which data 1s sent, or a speed of
transmitting information. A level 2 kernel specifies logic for
financial processing on a high level, e.g., an application
level. For example, the level 2 kernel can specily an appli-
cation type to be used, e.g., credit or debat.

Here, the card reader 206 can include only a level 1 kernel
208 while the mobile device 202 implements a level 2 kernel
204 and a mimimal level 1 kernel 212. When communicat-
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ing, the card reader 206 uses the level 1 kernel 208 to format
messages to conform to the transaction protocol, e.g., EMV,
but the mobile device 202 uses the level 2 kernel 204 to
continue executing the transaction. The minimal level 1
kernel 212 can be used to process data received from the
card reader 206. For example, when communicating with a

card inserted at the card reader 206, the card reader 206
receives data from the card and creates a message with
appropriate header and payload that encapsulates the data.
The message can include an appropriate payload length. The
card reader 206 can send the message to the mobile device
202. The mobile device 202 can use the minimal level 1
kernel 212 to process the message and the level 2 kernel 204
to determine a proper next step that conforms to the EMV
transaction protocol, e.g., selecting an application type or a
verification type. The mobile device 202 can send a response
message to the card reader 206, which formats the response
message using the level 1 kernel 208. In some implemen-
tations, instead of the minimal level 1 kernel 212, the mobile
device implements a proprietary protocol to send messages
to the card reader 206.

The card reader 206 can also use an encryption mecha-
nism 210 to identily messages that are sensitive and encrypt
those messages, which will be described further below in
reference to FIG. 4.

FIG. 3 1s an example diagram 300 illustrating different
phases of an EMV transaction. Conducting an EMYV trans-
action requires three phases, which can be specified by a
level 2 kernel: 1) card authentication (step 302), 2) card-
holder verification (step 304), and 3) transaction authoriza-
tion (step 306). These three phases imnvolve communication
between a card, a card reader, a mobile device, and an
1ssuing bank.

The card can communicate with the card reader over
clectrical contacts or contactless circuitry, e.g., Near Field
Communication (NFC), i the card reader. The card reader
can communicate with the mobile device over an audio jack
of the mobile device or over a wireless connection. The
mobile device can communicate with the 1ssuing bank using,
an Internet, e.g., WikF1, or 3G/4G, data connection. In some
implementations, the mobile device communicates with a
secure server, which 1n turn communicates with the 1ssuer.
The mobile device can use the secure server to store infor-
mation related to the transaction, e.g., a transaction receipt.

Generally, the card authentication phase (step 302) com-
mences when a card 1s inserted into the card reader. The card
reader requests a list of supported applications (in this
context the “applications” refer to types of financial trans-
actions, e.g., credit, debit, or ATM) from the card chip. For
example, this list of supported applications can be stored 1n
the file 1IPAY.SYS.DDFO1, which 1s selected by the card
reader. The card chip sends the list, e.g., the file contents, to
the card reader. The card reader receives input, e.g., from the
mobile device, selecting a type of application, and sends a
message to the card chip selecting the application and
starting the transaction. In some implementations, the card
reader selects the supported application from the list.

The message starting the transaction can serve as a “read
record” command to read cardholder records from the card
chip. These records can include card details, e.g., primary
account number, start and expiry date, backwards compat-
ibility data, e.g., a copy of a magnetic strip, and control
parameters, €.g., a type of authentication method to be used,
for example, signature, PIN, or none. In some implementa-
tions, the records include a digital signature, which can be
later verified by an 1ssuing bank.

10

15

20

25

30

35

40

45

50

55

60

65

6

In the cardholder verification phase (step 304), the card
can prompt the card reader for a PIN. The card reader then
prompts the mobile device for a PIN. After the mobile
device receives data based on the user’s interaction with the
Ul, the mobile device sends this user interaction data to the
server. The user interaction data can be based on locations of

user input on the Ul. The server translates the user interac-
tion data into numbers corresponding to an iputted PIN.
The inputted PIN 1s provided to the card issuer. The card
issuer determines 1f the mputted PIN matches a PIN asso-
ciated with the card and indicates whether the PIN entry 1s
a failure or success. In some implementations, the card
maintains a retry counter to limit the number of failed PIN
entries. That 1s, the card can reject a PIN for processing 11 too
many PINs have been entered.

In the transaction authorization phase (step 306), the card
reader requests the card to generate an authorization request
cryptogram (ARQC). The request can include or be followed
by the transaction details, which are provided by the mobile
device. The transaction details can include transaction
amount, currency type, date, terminal verification results
(I'VR), and/or a nonce generated by the card reader. In
response, the card chip generates the ARQC, which includes
a cryptographic message authentication code (MAC). The
MAC can be generated based on the transaction details. The
ARQC can also include an application transaction counter
(ATC), which 1s a sequence counter identifying the trans-
action, 1ssuer application data (IAD), which 1s a vanable
length field containing data generated by the card. In some
implementations, the MAC 1s generated using a symmetric

key shared between the card and the 1ssuing bank.

If the card permits the transaction, the card sends the
ARQC to the card reader, which sends the ARQC to the
mobile device. The mobile device then sends the ARQC to
the 1ssuing bank. The 1ssuing bank can perform various
cryptographic, anti-fraud, and financial checks on the
ARQC. If the checks are satisfied, the 1ssuing bank sends an
authorization response code (ARC) that indicates a transac-
tion approval or denial and an authorization response cryp-
togram (ARPC). In some implementations, the ARPC 1s a
MAC resulting from an XOR operation between the ARQC
and the ARC. The card reader sends both the ARPC and the
ARC to the card.

The card validates the MAC contained within the ARPC.
If the validation 1s successiul, the card can update its internal
state to note that the 1ssuing bank has authorized the trans-
action. The card can send a transaction certificate crypto-
gram (1C) to the card reader. The TC indicates that the card
1s authorizing the transaction to proceed. After receiving the
TC, the card reader sends the TC to the mobile device, which
sends the TC to the i1ssuer. The card reader, the mobile
phone, or, 1f applicable, the secure server can store a copy of
the TC 1n case of a dispute.

Some data sent during these three phases 1s sensitive, e.g.,
data including the ARQC, while other data 1s not sensitive,
¢.g., a request to the card for an application directory.
Handling of sensitive and non-sensitive data 1s described
turther below 1n reference to FIG. 4.

FIG. 4 1s a flow chart 400 of a method of conducting a
secure transaction with a smart card. The card reader
receives messages from a smart card (step 402). The mes-
sages can 1nclude any messages 1n the three phases
described above in reference to FIG. 3, e.g., an ARQC
message. In some implementations, individual messages are
received over time. In alternative implementations, mes-
sages are received 1n batch form.
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The card reader 1dentifies one or more sensitive messages
from the received messages (step 404). For each message,
the card reader can determine a message type. For example,
the message type can be a tag value that indicates a structure
or header of the message. That 1s, a message including a card
number can have a diflerent tag value than that of a message
including a transaction identification. The card reader can
include a whitelist of approved message types, €.g., stored 1n
embedded memory during manufacturing of the reader. In
some 1mplementations, the whitelist of approved message
types 1s a list of tag values that are deemed to be not
sensitive. As a result, the card reader compares a tag value
from a message to the whitelist. If the tag value 1s 1n the
whitelist, the card reader does not 1dentily the message as
sensitive. If the tag value 1s not 1n the whitelist, the card
reader 1dentifies the message as sensitive. This approach can
provide additional security by identifying messages with
unknown tag values as sensitive by default.

In alternative implementations, the card reader includes a
blacklist of sensitive message types. 11 the tag value from the
message 1s 1n the blacklist, the card reader identifies the
message as sensitive. If the tag value 1s not 1n the blacklist,
the card reader does not 1dentify the message as sensitive.

The card reader can include a cryptographic key. In some
implementations, a cryptographic key 1s embedded 1n the
card reader during manufacturing. In alternative implemen-
tations, the card reader includes a unique identification
embedded during manufacturing of the reader. The card
reader can send the unique 1dentification to a secure server,
¢.g., through a mobile device as a medium. The secure server
can respond with a cryptographic key based on the unique
identification. The card reader caches the cryptographic key
and can use the key to encrypt and decrypt communication
with the secure server. In some other implementations, the
card reader includes a first cryptographic key and unique
identification during manufacturing. The card reader can
send the unmique i1dentification to the secure server. The
secure server can retrieve the first cryptographic key based
on the unique i1dentification. The secure server generates a
second cryptographic key that 1s short-lived and encrypts the
second cryptographic key using the first cryptographic key.
The secure server then sends the encrypted second crypto-
graphic key to the card reader, which decrypts using the first
cryptographic key included during manufacturing. The card
reader can use the second cryptographic key to communicate
with the secure server. In some implementations, the reader
temporarily stores sensitive data, e€.g., storing a card number
during duration of a transaction, when a smart card 1is
inserted. The mobile device can request that the reader
perform certain actions on the sensitive data, e.g., crypto-
graphic hash.

The card reader encrypts the one or more messages
identified as sensitive using the cryptographic key (step
406). The card reader can encrypt one or more portions of
cach sensitive message instead of the entire sensitive mes-
sage. For example, the card reader can encrypt a payload of
a sensifive message and leave a header of the sensitive
message unencrypted. Some sensitive messages can include
a card number, personally i1dentifiable mformation such as
name, and expiration date. Some non-sensitive messages can
include messages such as a payment application type or a
transaction identification. The non-sensitive messages are
not encrypted, and can simply be passed to the mobile
device.

The card reader can correctly format the messages, €.g., as
specified by a level 1 kernel, and send the messages to a
mobile device (step 408). As described above, the reader can
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send data, which 1s partially encrypted, to the mobile device
either wirelessly or through a physical connection, e.g., an
audio jack. In some implementations, the reader 1s embed-
ded within the mobile device, e.g., the reader 1s an NFC
controller chipset embedded on an NFC-enabled phone.

The mobile device can recerve the messages from the card
reader and process the messages, €.g., using a minimal level
1 kernel. The mobile device does not have the cryptographic
key, and therefore cannot decrypt or encrypt any commu-
nication between the reader and the secure server.

In some implementations, each message includes an
unencrypted header that indicates a type of message, e.g.,
which can determine a next action step as described below.
The minimal level 1 kemel can parse the headers of the
message.

By analyzing the headers, the mobile device can deter-
mine one or more next action steps and execute the next
action steps. A next action step can follow the protocol, e.g.,
determined by a level 2 kernel on the mobile device. For
example, 11 the headers indicate a message includes a list of
supported applications, the next action step can be to send a
message including a selected application to the card. The
mobile device can send the message to the card reader,
which can correctly format the request, e.g., using the
reader’s level 1 kernel. If the headers of the message
indicates the message payload includes an ARQC message,
the next action step can be to authenticate the ARQC with a
secure server. As a result, the mobile device forwards the
messages to the secure server (step 410). In some 1mple-
mentations, the mobile device determines the next action
steps by analyzing timing of when the messages are received
at the mobile device. For example, if a message 1s received
within a threshold time from a previous message, the mes-
sages can indicate a next action step that 1s different from a
message received outside the threshold time. In some other
implementations, the mobile device determines the next
action steps by analyzing structure of the messages, e.g., a
length of a message. For example, a message having a longer
length can indicate a next action step that 1s different from
a message having a shorter length.

The secure server decrypts the one or more encrypted
messages (step 412). The secure server has a cryptographic
key that can decrypt the encrypted messages, e.g., the
cryptographic key 1s associated with a unique 1dentification
of the reader. In some 1mplementations, the server’s cryp-
tographic key and the reader’s cryptographic key are shared
symmetric keys. The secure server can detect each encrypted
message, e.g., from the message’s payload, and use its
cryptographic key to decrypt each message.

The secure server processes the decrypted messages (step
414). For example, a message can request an approval of a
transaction. The secure server can access a financial account
associated with a customer of the transaction and contact a
card 1ssuer to determine whether to approve or disapprove
the transaction.

The system can send a response to the message to the
mobile device. In some 1implementations, the secure server
and the mobile device share a set of cryptographic keys that
are not shared with the card reader. For example, the secure
server and the mobile device can send and process the
response using the set of cryptographic keys, respectively.

In some 1mplementations, the secure server sends data
having the reader as its destination. The data can be
encrypted with the server’s cryptographic key that 1s asso-
ciated with the reader. The system can use the mobile device
as a proxy to forward the data to the reader. As a result, the
mobile device will not process the data from the server.
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When the data 1s received at the reader, the reader can
decrypt the data using its cryptographic key and process the
data. For example, the data can be an updated whitelist of
approved message types. When the reader receives the
updated whitelist, the reader can replace the original
whitelist with the updated whitelist.

In some 1implementations, the card reader sends messages
to the smart card 1n addition to receiving messages from the
smart card. The messages can follow the EMV communi-
cation protocol between the smart card and the card reader.
In some 1mplementations, the card reader includes a list of
approved messages. If the message 1s 1n the list of approved
messages, the card reader 1s allowed to send the message to
the smart card. Alternatively, the card reader can include a
list of restricted messages. I the message 1s not 1n the list of
restricted messages, the card reader 1s allowed to send the
message to the smart card. These lists can protect a smart
card from damaging itself by receiving unexpected mes-
sages, €.g., a card reader can forward messages received
from a rogue mobile device.

FIG. 5 1s a block diagram of an exemplary architecture of
a mobile device capable of conducting secure transactions
with smart cards. Architecture 500 can be implemented in
any device for generating the features described 1n reference
to FIGS. 1-4, including but not limited to portable or desktop
computers, smart phones and electronic tablets, television
systems, game consoles, kiosks and the like. Architecture
500 can include memory mterface 502, data processor(s),
image processor(s) or central processing unit(s) 3504,
and peripherals interface 506. Memory interface 502, pro-
cessor(s) 504 or peripherals interface 506 can be separate
components or can be integrated 1n one or more ntegrated
circuits. The various components can be coupled by one or
more commumnication buses or signal lines.

Sensors, devices, and subsystems can be coupled to
peripherals interface 506 to facilitate multiple functional-
ities. For example, motion sensor 510, light sensor 512, and
proximity sensor 514 can be coupled to peripherals interface
506 to facilitate orientation, lighting, and proximity func-
tions of the device. For example, 1n some implementations,
light sensor 512 can be utilized to facilitate adjusting the
brightness of touch surface 546. In some implementations,
motion sensor 510 (e.g., an accelerometer, gyros) can be
utilized to detect movement and orientation of the device.
Accordingly, display objects or media can be presented
according to a detected orientation (e.g., portrait or land-
scape).

Other sensors can also be connected to peripherals inter-
tace 506, such as a temperature sensor, a biometric sensor,
or other sensing device, to facilitate related functionalities.

Location processor 515 (e.g., GPS receiver) can be con-
nected to peripherals interface 506 to provide geo-position-
ing. Electronic magnetometer 316 (e.g., an integrated circuit
chip) can also be connected to peripherals interface 506 to
provide data that can be used to determine the direction of
magnetic North. Thus, electronic magnetometer 516 can be
used as an electronic compass.

Camera subsystem 520 and an optical sensor 522, e.g., a
charged coupled device (CCD) or a complementary metal-
oxide semiconductor (CMOS) optical sensor, can be utilized
to facilitate camera functions, such as recording photographs
and video clips.

Communication functions can be facilitated through one
or more communication subsystems 524. Communication
subsystem(s) 524 can include one or more wireless com-
munication subsystems. Wireless communication subsys-
tems 524 can include radio frequency receivers and trans-
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mitters and/or optical (e.g., infrared) receivers and
transmitters. Wired communication system can include a
port device, e.g., a Universal Serial Bus (USB) port or some
other wired port connection that can be used to establish a
wired connection to other computing devices, such as other
communication devices, network access devices, a personal
computer, a printer, a display screen, or other processing
devices capable of receiving or transmitting data. The spe-
cific design and implementation of the communication sub-
system 324 can depend on the communication network(s) or
medium(s) over which the device 1s intended to operate. For
example, a device may include wireless communication
subsystems designed to operate over a global system for
mobile communications (GSM) network, a GPRS network,
an enhanced data GSM environment (EDGE) network,
802.x communication networks (e.g., WiF1, WiMax, or 3G
networks), code division multiple access (CDMA) net-
works, and a Bluetooth™ network. Communication subsys-
tems 524 may include hosting protocols such that the device
may be configured as a base station for other wireless
devices. As another example, the communication subsys-
tems can allow the device to synchronize with a host device
using one or more protocols, such as, for example, the
TCP/IP protocol, HI'TP protocol, UDP protocol, and any
other known protocol.

Audio subsystem 526 can be coupled to a speaker 528 and
one or more microphones 530 to facilitate voice-enabled
functions, such as voice recognition, voice replication, digi-
tal recording, and telephony functions.

I/O subsystem 340 can include touch controller 542
and/or other input controller(s) 544. Touch controller 542
can be coupled to a touch surface 546. Touch surface 546
and touch controller 5342 can, for example, detect contact
and movement or break thereof using any of a number of
touch sensitivity technologies, including but not limited to
capacitive, resistive, mnfrared, and surface acoustic wave
technologies, as well as other proximity sensor arrays or
other elements for determining one or more points of contact
with touch surface 546. In one implementation, touch sur-
face 546 can display virtual or soft buttons and a virtual
keyboard, which can be used as an mput/output device by
the user.

Other mput controller(s) 544 can be coupled to other
input/control devices 548, such as one or more buttons,
rocker switches, thumb-wheel, infrared port, USB port,
and/or a pointer device such as a stylus. The one or more
buttons (not shown) can include an up/down button for
volume control of speaker 528 and/or microphone 530.

In some implementations, device 300 can present
recorded audio and/or video files, such as MP3, AAC, and
MPEG files. In some implementations, dewce 500 can
include the functionality of an MP3 player and may include
a pin connector for tethering to other devices. Other mput/
output and control devices can be used.

Memory interface 5302 can be coupled to memory 550.
Memory 550 can include high-speed random access memory
or non-volatile memory, such as one or more magnetic disk
storage devices, one or more optical storage devices, or tlash
memory (e.g., NAND, NOR). Memory 550 can store oper-
ating system 552, such as Darwin, RTXC, LINUX, UNIX,
OS X, WINDOWS, or an embedded operating system such
as VxWorks. Operating system 5352 may 1nclude istructions
for handling basic system services and for performing
hardware dependent tasks. In some 1mplementations, oper-
ating system 352 can include a kernel (e.g., UNIX kernel).

Memory 550 may also store communication instructions
5354 to facilitate communicating with one or more additional
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devices, one or more computers or servers. Communication
instructions 554 can also be used to select an operational
mode or communication medium for use by the device,
based on a geographic location (obtained by the GPS/
Navigation instructions 368) of the device. Memory 550
may include graphical user interface instructions 5356 to
tacilitate graphic user interface processing; sensor process-
ing instructions 338 to facilitate sensor-related processing
and functions; phone instructions 560 to facilitate phone-
related processes and {functions; electronic messaging
instructions 562 to facilitate electronic-messaging related
processes and functions; web browsing instructions 564 to
tacilitate web browsing-related processes and functions and
display GUIs; media processing instructions 566 to facilitate
media processing-related processes and functions; GPS/
Navigation 1instructions 568 to facilitate GPS and naviga-
tion-related processes; camera instructions 570 to facilitate
camera-related processes and functions; and instructions
572 for conducting transactions with smart cards. The
memory 550 may also store other software instructions for
tacilitating other processes, features and applications, such
as applications related to navigation, social networking,
location-based services or map displays.

Each of the above 1dentified 1nstructions and applications
can correspond to a set of mstructions for performing one or
more functions described above. These instructions need not
be implemented as separate software programs, procedures,
or modules. Memory 5350 can include additional instructions
or fewer instructions. Furthermore, various functions of the
mobile device may be implemented 1n hardware and/or in
software, including 1n one or more signal processing and/or
application specific mtegrated circuits.

Embodiments of the subject matter and the operations
described in this specification can be implemented 1n digital
clectronic circuitry, or 1n computer software, firmware, or
hardware, including the structures disclosed 1n this specifi-
cation and their structural equivalents, or in combinations of
one or more of them. Embodiments of the subject matter
described in this specification can be implemented as one or
more computer programs, 1.€., one or more modules of
computer program instructions, encoded on a non-transitory
computer storage medium for execution by, or to control the
operation of, data processing apparatus. Alternatively or 1n
addition, the program mstructions can be encoded on an
artificially-generated propagated signal, e.g., a machine-
generated electrical, optical, or electromagnetic signal, that
1s generated to encode information for transmission to
suitable receiver apparatus for execution by a data process-
ing apparatus. A computer storage medium can be, or be
included in, a computer-readable storage device, a com-
puter-readable storage substrate, a random or serial access
memory array or device, or a combination of one or more of
them. Moreover, while a computer storage medium 1s not a
propagated signal, a computer storage medium can be a
source or destination of computer program instructions
encoded 1n an artificially-generated propagated signal. The
computer storage medium can also be, or be included 1n, one
or more separate physical components or media (e.g., mul-
tiple CDs, disks, or other storage devices).

The operations described 1n this specification can be
implemented as operations performed by a data processing
apparatus on data stored on one or more computer-readable
storage devices or received from other sources.

The term “data processing apparatus” encompasses all
kinds of apparatus, devices, and machines for processing
data, including by way of example a programmable proces-
sor, a computer, a system on a chip, or multiple ones, or
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combinations, of the foregoing The apparatus can include
special purpose logic circuitry, e.g., an FPGA (field pro-
grammable gate array) or an ASIC (application-specific
integrated circuit). The apparatus can also include, 1 addi-
tion to hardware, code that creates an execution environment
for the computer program 1n question, €.g., code that con-
stitutes processor firmware, a protocol stack, a database
management system, an operating system, a cross-platform
runtime environment, a virtual machine, or a combination of
one or more of them. The apparatus and execution environ-
ment can realize various different computing model inira-
structures, such as web services, distributed computing and
orid computing inirastructures.

A computer program (also known as a program, software,
soltware application, script, or code) can be written 1n any
form of programming language, including compiled or
interpreted languages, declarative or procedural languages,
and 1t can be deployed in any form, including as a stand-
alone program or as a module, component, subroutine,
object, or other unit suitable for use 1 a computing envi-
ronment. A computer program may, but need not, correspond
to a file 1n a file system. A program can be stored in a portion
of a file that holds other programs or data (e.g., one or more
scripts stored 1n a markup language resource), 1n a single file
dedicated to the program in question, or 1 multiple coor-
dinated files (e.g., files that store one or more modules,
sub-programs, or portions of code). A computer program can
be deployed to be executed on one computer or on multiple
computers that are located at one site or distributed across
multiple sites and interconnected by a communication net-
work.

The processes and logic flows described 1n this specifi-
cation can be performed by one or more programmable
processors executing one or more computer programs to
perform actions by operating on mput data and generating
output. The processes and logic flows can also be performed
by, and apparatus can also be implemented as, special
purpose logic circuitry, e.g., an FPGA (field programmable
gate array) or an ASIC (application-specific integrated cir-
cuit).

Processors suitable for the execution of a computer pro-
gram include, by way of example, both general and special
purpose microprocessors, and any one or more processors of
any kind of digital computer. Generally, a processor will
receive 1structions and data from a read-only memory or a
random access memory or both. The essential elements of a
computer are a processor for performing actions in accor-
dance with 1nstructions and one or more memory devices for
storing instructions and data. Generally, a computer will also
include, or be operatively coupled to receirve data from or
transier data to, or both, one or more mass storage devices
for storing data, e.g., magnetic, magneto-optical disks, or
optical disks. However, a computer need not have such
devices. Moreover, a computer can be embedded 1n another
device, e.g., a mobile telephone, a personal digital assistant
(PDA), a mobile audio or video player, a game console, a
Global Positioning System (GPS) receiver, or a portable
storage device (e.g., a umiversal serial bus (USB) tlash
drive), to name just a few. Devices suitable for storing
computer program instructions and data include all forms of
non-volatile memory, media and memory devices, including
by way of example semiconductor memory devices, e.g.,
EPROM, EEPROM, and flash memory devices; magnetic
disks, e.g., imnternal hard disks or removable disks; magneto-
optical disks; and CD-ROM and DVD-ROM disks. The
processor and the memory can be supplemented by, or
incorporated 1n, special purpose logic circuitry.
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To provide for interaction with a user, embodiments of the
subject matter described 1n this specification can be 1mple-
mented on a computer having a display device, e.g., a CRT
(cathode ray tube) or LCD (liquid crystal display) monitor,
for displaying information to the user and a keyboard and a
pointing device, €.g., a mouse or a trackball, by which the
user can provide mput to the computer. Other kinds of
devices can be used to provide for mteraction with a user as
well; for example, teedback provided to the user can be any
form of sensory feedback, e.g., visual feedback, auditory
teedback, or tactile feedback; and mput from the user can be
received 1n any form, including acoustic, speech, or tactile
input. In addition, a computer can interact with a user by
sending resources to and receiving resources from a device
that 1s used by the user; for example, by sending web pages
to a web browser on a user’s client device 1n response to
requests received from the web browser.

Embodiments of the subject matter described in this
specification can be implemented in a computing system that
includes a back-end component, e.g., as a data server, or that
includes a middleware component, e.g., an application
server, or that includes a front-end component, e.g., a client
computer having a graphical user interface or a Web browser
through which a user can interact with an implementation of
the subject matter described in this specification, or any
combination of one or more such back-end, middleware, or
front-end components. The components of the system can be
interconnected by any form or medium of digital data
communication, €.g., a communication network. Examples
of communication networks include a local area network
(“LAN”) and a wide area network (“WAN”), an inter-
network (e.g., the Internet), and peer-to-peer networks (e.g.,
ad hoc peer-to-peer networks).

The computing system can include clients and servers. A
client and server are generally remote from each other and
typically interact through a communication network. The
relationship of client and server arises by virtue of computer
programs running on the respective computers and having a
client-server relationship to each other. In some embodi-
ments, a server transmits data (e.g., an HTML page) to a
client device (e.g., for purposes of displaying data to and
receiving user mput from a user interacting with the client
device). Data generated at the client device (e.g., a result of
the user interaction) can be received from the client device
at the server.

A system of one or more computers can be configured to
perform particular operations or actions by virtue of having
software, firmware, hardware, or a combination of them
installed on the system that in operation causes or cause the
system to perform the actions. One or more computer
programs can be configured to perform particular operations
or actions by virtue of including instructions that, when
executed by data processing apparatus, cause the apparatus
to perform the actions.

While this specification contains many specific imple-
mentation details, these should not be construed as limita-
tions on the scope of any inventions or of what may be
claimed, but rather as descriptions of features specific to
particular embodiments of particular inventions. Certain
features that are described 1n this specification in the context
ol separate embodiments can also be implemented 1n com-
bination 1n a single embodiment. Conversely, various fea-
tures that are described in the context of a single embodi-
ment can also be mmplemented 1n multiple embodiments
separately or in any suitable subcombination. Moreover,
although features may be described above as acting in
certain combinations and even 1itially claimed as such, one
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or more features from a claimed combination can in some
cases be excised from the combination, and the claimed
combination may be directed to a subcombination or varia-
tion of a subcombination.

Similarly, while operations are depicted in the drawings in
a particular order, this should not be understood as requiring
that such operations be performed 1n the particular order
shown or 1n sequential order, or that all illustrated operations
be performed, to achieve desirable results. In certain cir-
cumstances, multitasking and parallel processing may be
advantageous. Moreover, the separation of various system
components 1n the embodiments described above should not
be understood as requiring such separation 1n all embodi-
ments, and i1t should be understood that the described
program components and systems can generally be inte-
grated together 1n a single software product or packaged into
multiple software products.

Thus, particular embodiments of the subject matter have
been described. Other embodiments are within the scope of
the following claims. In some cases, the actions recited in
the claims can be performed 1n a different order and still
achieve desirable results. In addition, the processes depicted
in the accompanying figures do not necessarily require the
particular order shown, or sequential order, to achieve
desirable results. In certain implementations, multitasking
and parallel processing may be advantageous.

What 1s claimed 1s:

1. A method of facilitating a transaction between a cus-
tomer and a merchant using a smart card reader, the method
comprising;

storing, by the smart card reader, a reader cryptographic

key and a message type tag list that identifies a plurality
of tag values, each tag value corresponding to at least
one type of non-sensitive message;

reading, by the smart card reader, a first message from a

smart card, wherein the first message includes a first tag
value;

identitying, by the smart card reader, that the first message

1s non-sensitive by comparing the first tag value 1n the
first message to the plurality of tag values in the
message type tag list and determining that the first tag
value 1n the first message matches a tag value of the
plurality of tag values in the message type tag list,
wherein the first message 1dentifies one or more sup-
ported application types that are supported by the smart
card;

in response to i1dentifying that the first message 1s non-

sensitive, transmitting, by the smart card reader, the
first message to a mobile device communicatively
coupled to the smart card reader;

recerving, by the smart card reader from the mobile

device, a response message that 1s responsive to the first
message, the response message identitying a selected
application type of the one or more supported applica-
tion types 1dentified 1n the first message;

transmitting, by the smart card reader to the smart card,

the selected application type;

recerving, by the smart card reader and from the smart

card, a second message including a second tag value;
identifying, by the smart card reader, that the second
message includes a sensitive portion that includes
transaction information associated with the selected
application type by comparing the second tag value 1n
the second message to the plurality of tag values 1n the
message type tag list and determining that the second
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tag value 1n the second message does not match a tag
value of the plurality of tag values in the message type
tag list;

formatting, by the smart card reader, the second message

16

a controller coupled to the communication interface
and the memory, wherein the instructions when
executed by the controller cause the controller to
perform operations including:

to conform to level 1 requirements of a transaction 5 reading, using the reader interface, a first message
protocol at least by encapsulating at least the sensitive from a smart card, wherein the first message
portion of the second message with a non-sensitive includes a first tag value;
headft%r 1dent1;:y1ng the transaction; L _ identifying that the first message 1s non-sensitive by
encrypting, by the smart carq reader, the sensitive portion comparing the first tag value in the first message
of the second message using the reader cryptographic 10 to the plurality of tag values in the message type
Key: tag list and determining that the first tag value in
sending, by the smart card reader, the second message 8 S S
; . : the first message matches a tag value of the
through the mobile device to a payment transaction , , ,
server 1n response to encrypting the sensitive portion of plural{ty of tag values in th? HESSAEE type tag list,
the second message and formatting the second message 15 wherein the ﬁr_St MESSAEC identifles one or more
to conform to the level 1 requirements of the transac- supported application types that are supported by
tion protocol; and the smart card:
receiving, by the smart card reader and from the payment in response to identifying that the first message 1s
transaction server through the mobile device, and in non-sensitive, transmitting, using the communica-
response to sending the second message to the payment 20 tion interface, the first message to the mobile
transaction server, an indication that the payment trans- device;
action server has approved the transaction of the receiving, using the communication interface, a
selected application type. response message that 1s responsive to the first
2. The method of claim 1, turther comprising;: message, the response message identifying a
transmitting a third message from the smart card reader to 25 selected application type of the one or more sup-
the mobile device; and, ported application types identified in the first
determining, by the mobile device, a next step that message;
conforms to level 2 requirements of the transaction transmitting, using the reader interface, the selected
protocol based on a timing between transmission of the application type to the smart card;
first message to the mobile device and transmission of 30 receiving, from the smart card using the reader

the third message to the mobile device.
3. The method of claim 1, wherein the selected application

interface, a second message including a second tag
value;

identifying that the second message includes a sen-
sitive portion that includes transaction information
associated with the selected application type by

type 1s one of a credit application type or a debit application

type, and wherein the transaction 1s one of a credit transac-
tion or a debit transaction. 35

4. The method of claim 1, turther comprising;:

receiving, by the smart card reader, a prompt from the
smart card requesting a PIN entry;

sending a PIN prompt message from the smart card reader

comparing the second tag value in the second
message to the plurality of tag values in the
message type tag list and determining that the
second tag value 1n the second message does not

to the mobile device; and 40 match a tag value of the plurality of tag values 1n
receiving, at the smart card reader from a card 1ssuer via the message type tag list;
the mobile device, one of an indication of successiul formatting the second message to conform to level 1
PIN entry or an indication of failed PIN entry. requirements of a transaction protocol at least by
5. The method of claim 1, further comprising: encapsulating at least the sensitive portion of the
generating a nonce value at the smart card reader; 45 second message with a non-sensitive header 1den-
receiving, at the smart card reader from the mobile device, titying the transaction;
a transaction amount associated with the transaction; encrypting the sensitive portion of the second mes-
and sage using the reader cryptographic key;
sending, from the smart card reader to the payment sending, using the communication interface, the sec-
transaction server via the mobile device, a crypto- 50 ond message through the mobile device to a
graphic message authentication code (MAC) generated payment transaction server 1n response to encrypt-
using at least the nonce value and the transaction ing the sensitive portion of the second message
amount, wherein the indication that the payment trans- and formatting the second message to conform to
action server has approved the transaction of the the level 1 requirements of the transaction proto-
selected application type 1s received after the MAC 1s 55 col; and
sent. in response to sending the second message to the
6. A system for facilitating a transaction between a payment transaction server, receiving using the
customer and a merchant, the system comprising: communication interface, from the payment trans-
a smart card reader comprising: action server through the mobile device, an 1ndi-
a reader interface; 60 cation that the payment transaction server has

a communication interface communicatively coupled
to a mobile device;

a memory that stores instructions, a reader crypto-
graphic key, and a message type tag list that identi-
fies a plurality of tag values, each tag value corre-
sponding to at least one type ol non-sensitive
message;

approved the transaction of the selected applica-
tion type.
7. The system of claim 6, wherein the instructions, when

executed by the controller, further cause the controller to

65 perform operations including:

recerving, from the mobile device using the communica-
tion interface, transaction details:
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transmitting, using the reader intertace, transaction details
to the smart cart:

receiving, from the smart card using the reader interface,
an authorization request cryptogram (ARQC) based on
the transaction details; and

transmitting, using the communication interface, the
ARQC based on the transaction details to the payment
transaction server prior to receiving the indication that
the payment transaction server has approved the trans-
action of the selected application type.

8. The system of claim 6, wherein the smart card reader

1s embedded within the mobile device.

9. The system of claim 6, wherein the smart card reader
1s 1n electronic communication with the mobile device via an

audio jack of the mobile device.

10. The system of claim 6, wherein the communication
interface of the smart card reader includes at least one of a
wireless local area network interface or a Bluetooth® inter-
face.

11. A method of facilitating a transaction between a
customer and a merchant using a smart card reader, the
method comprising:

storing by the smart card reader, a reader cryptographic

key and a message type tag list that identifies a plurality
of tag values, each tag value corresponding to at least
one type ol sensitive message;

reading, by the smart card reader, a first message from a

smart card, wherein the first message includes a first tag
value:

identifying, by the smart card reader, that the first message

1s non-sensitive by comparing the first tag value in the
first message to the plurality of tag values in the
message type tag list and determining that the first tag
value 1n the first message does not match a tag value of
the plurality of tag values in the message type tag list,
wherein the first message 1dentifies one or more sup-
ported application types;

in response to identifying that the first message 1s non-

sensitive, transmitting, by the smart card reader, the
first message to a mobile device communicatively
coupled to the smart card reader;

receiving, by the smart card reader from the mobile

device, a response message that 1s responsive to the first
message, the response message 1dentifying a selected
application type of the one or more supported applica-
tion types identified 1n the first message;

transmitting, by the smart card reader to the smart card,

the selected application type;
receiving, by the smart card reader and from the smart
card, a second message including a second tag value;

identifying, by the smart card reader, that the second
message includes a sensitive portion that includes
transaction information associated with the selected
application type by comparing the second tag value 1n
the second message to the plurality of tag values 1n the
message type tag list and determining that the second
tag value 1n the second message matches a tag value of
the plurality of tag values 1n the message type tag list;

formatting, by the smart card reader, the second message
to conform to level 1 requirements ol a transaction
protocol at least by encapsulating at least the sensitive
portion of the second message with a non-sensitive
header 1dentitying a transaction;

encrypting, by the smart card reader, the sensitive portion

of the second message using the reader cryptographic
key:;
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sending, by the smart card reader, the second message

through the mobile device to a payment transaction
server 1n response to encrypting the sensitive portion of
the second message and formatting the second message
to conform to the level 1 requirements of the transac-
tion protocol; and

recerving, by the smart card reader and from the payment

transaction server through the mobile device, and 1n
response to sending the second message to the payment
transaction server, an indication that the payment trans-
action server has approved the transaction of the
selected application type.

12. The method of claim 1, wherein the transaction
protocol 1s a Europay Mastercard Visa (EMV) transaction
protocol.

13. The method of claim 11, further comprising:

recerving by the smart card reader, a prompt from the

smart card requesting a PIN entry;

sending a PIN prompt message from the smart card reader

to the mobile device, the PIN prompt message request-

ing the PIN entry; and

recerving, at the smart card reader from a card 1ssuer via

the mobile device, one of an indication of successiul

PIN entry or an indication of failed PIN entry.

14. The method of claim 11, further comprising:

transmitting a third message from the smart card reader to

the mobile device; and

determining, by the mobile device, a next step that

conforms to level 2 requirements of the transaction

protocol based on a timing between transmission of the

first message to the mobile device and transmission of

the third message to the mobile device, wherein the

transaction protocol 1s a Furopay Mastercard Visa
(EMV) transaction protocol.

15. The method of claim 11, wherein the selected appli-
cation type 1s one of a credit application type or a debat
application type, and wherein the transaction 1s one of a
credit transaction or a debit transaction.

16. The method of claim 11, further comprising:

generating a nonce value at the smart card reader;

receiving, at the smart card reader from the mobile device,

a transaction amount associated with the transaction;

and

sending, from the smart card reader to the payment

transaction server via the mobile device, a crypto-
graphic message authentication code (MAC) generated
using at least the nonce value and the transaction
amount, wherein the indication that the payment trans-
action server has approved the transaction of the
selected application type 1s recerved after the MAC 1s
sent.

17. A system for facilitating a transaction between a
customer and a merchant, the system comprising:

a smart card reader comprising:

a reader interface;

a communication interface communicatively coupled
to a mobile device;

a memory that stores instructions, a reader crypto-
graphic key, and a message type tag list that identi-
fies a plurality of tag values, each tag value corre-
sponding to at least one type of sensitive message;

a controller coupled to the communication interface
and the memory, wherein the instructions when
executed by the controller cause the controller to
perform operations ncluding:
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reading, using the reader interface, a first message
from a smart card, wherein the first message
includes a first tag value;

identitying that the first message 1s non-sensitive by
comparing the first tag value 1n the first message
to the plurality of tag values in the message type
tag list and determining that the first tag value 1n
the first message does not match a tag value of the
plurality of tag values 1n the message type tag list,
wherein the first message identifies one or more
supported application types that are supported by
the smart card;

in response to i1dentifying that the first message 1s
non-sensitive, transmitting, using the communica-
tion interface, the first message to the mobile
device:

recerving, using the communication interface, a
response message that 1s responsive to the first
message, the response message identilying a
selected application type of the one or more sup-
ported application types identified in the first
message;

transmitting, using the reader interface, the selected
application type to the smart card;

recerving, from the smart card using the reader
interface, a second message imncluding a second tag
value;

identifying that the second message includes a sen-
sitive portion that includes transaction information
associated with the selected application type by
comparing the second tag value in the second
message to the plurality of tag values in the
message type tag list and determining that the
second tag value 1n the second message matches a
tag value of the plurality of tag values in the
message type tag list;

formatting the second message to conform to level 1
requirements ol a transaction protocol at least by
encapsulating at least the sensitive portion of the
second message with a non-sensitive header 1den-
tifying the transaction;
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encrypting the sensitive portion of the second mes-
sage using the reader cryptographic key;

sending, using the communication interface, the sec-
ond message through the mobile device to a
payment transaction server 1n response to encrypt-
ing the sensitive portion of the second message
and formatting the second message to conform to
the level 1 requirements of the transaction proto-
col; and

in response to sending the second message to the
payment transaction server, receiving using the
communication interface, from the payment trans-
action server through the mobile device, an 1ndi-
cation that the payment transaction server has
approved the transaction of the selected applica-
tion type.

18. The system of claim 17, wherein the instructions,
when executed by the controller, further cause the controller
to perform operations including:

recerving, from the mobile device using the communica-

tion interface, transaction details;

transmitting, using the reader interface, transaction details

to the smart card;

receiving, from the smart card using the reader interface,

an authorization request cryptogram (ARQC) based on
the transaction details; and

transmitting, using the commumcation interface, the

ARQC based on the transaction details to the payment
transaction server prior to receiving the indication that
the payment transaction server has approved the trans-
action of the selected application type.

19. The system of claim 17, wherein the smart card reader
1s embedded within the mobile device.

20. The system of claim 17, wherein the smart card reader
1s 1n electronic communication with the mobile device via an
audio jack of the mobile device.

21. The system of claim 17, wherein the communication
interface of the smart card reader includes at least one of a
wireless local area network interface or a Bluetooth® inter-
face.
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