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AUTHENTICATING USERS VIA DATA
STORED ON STYLUS DEVICES

BACKGROUND

Security tokens are used to authenticate or prove an
identity of a user of a computing device. Sequence-based
tokens generate a sequence of codes, which can be used to
add a layer of security to authentication procedures. Using
security tokens adds a step to the user and device authenti-
cation process, which can include, for example, typing a
code or inserting a smartcard. Authentication systems using
security tokens, such as sequence-based tokens, can include
prompting a user to enter a code retrieved from a hardware
token device or soltware token application as part of the
authentication process.

SUMMARY

The following presents a simplified summary of the
innovation in order to provide a basic understanding of some
aspects described herein. This summary 1s not an extensive
overview of the disclosed subject matter. It 1s intended to
neither 1dentity key elements of the disclosed subject matter
nor delineate the scope of the disclosed subject matter. Its
sole purpose 1s to present some concepts of the disclosed
subject matter 1n a simplified form as a prelude to the more
detailed description that 1s presented later.

An implementation provides a stylus device that includes
a first module configured to receive and to store a digital
certificate corresponding to a user. The stylus device
includes a second module configured to wirelessly transmuit
the digital certificate and digital ink data from the stylus
device to a touch device for user authentication on the touch
device. The touch device configured to authenticate the user
at least based on the digital certificate and the digital ink
data.

Another implementation provides a method that includes
receiving a digital certificate corresponding to a user at a
stylus device. The method includes transmitting the digital
certificate and digital ink data associated with the digital
certificate to a touch device to authenticate the user based at
least on the digital certificate and the digital ink data in
response to detecting that the stylus device 1s within a
threshold range of the touch device.

Another implementation provides one or more computer-
readable storage devices for storing computer-readable
instructions that, when executed by one or more processing
devices, 1nstruct the authentication a user via a stylus device,
the computer-readable mstructions including code to receive
a digital certificate associated with a user based at least on
detecting that a stylus device 1s within a threshold distance
from a touch device. The nstructions can also 1nclude code
to recerve digital ink data associated with the digital certifi-
cate. The 1instructions can also further include code to
authenticate the user based on the digital certificate and the
digital ink data associated with the digital certificate.

Another implementation provides a computing device for
authenticating a user via a stylus device. The computing
device includes a first module configured to receive a digital
certificate associated with the user and associated digital ink
data from the stylus device. The computing device also
includes a second module configured to authenticate the user
based on the digital certificate and the digital ink data.
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2
BRIEF DESCRIPTION OF TH.

(L]

DRAWINGS

The following detailed description may be better under-
stood by referencing the accompanying drawings, which
contain specific examples of numerous features of the dis-
closed subject matter.

FIG. 1 1s a schematic of a stylus device augmented with
authenticating hardware and applications on an internal
circuit;

FIG. 2 1s a block diagram of an example of a system for
authenticating a user via a stylus device;

FIG. 3 1s a block diagram of an example tablet computing
device interacting with a stylus device;

FIG. 4 1s a process tlow diagram of an example method
for configuring and performing authentication of a user via
a stylus;

FIG. 5 1s a process tlow diagram of an example of a
method for authenticating a user on a computing device; and

FIG. 6 1s a block diagram showing a computer-readable
storage media that can store mstructions for authenticating a
user via a stylus device.

DETAILED DESCRIPTION

In computer technology, a stylus 1s a writing utensil
typically 1n the shape of a pen that 1s used to interact with,
for example, a touch screen of a tablet computing device. As
used herein, a stylus 1s an input device that can transmit data
and control signals to a computing device. A digitizer
component on the computing device may be used to deter-
mine stylus position and orientation, allowing a user to trace
lines. The lines can then be represented as digital ink on a
display. The digitizer may also be used to communicate data
between the stylus and the computer, such as pressure,
battery level, button state, and serial number.

Conventional user authentication in tablets may involve a
multi-step, multi-device process. For example, users may
currently only login to a tablet device using a type cover.
Users may either type a password or login using a finger-
print. Thus, 1f a user’s primary goal 1s to generate digital ink,
the user may {first switch between multiple devices just to log
in. The techniques described herein can effectively trans-
form a stylus mto a user authentication device. Moreover,
when a user uses a tablet device as a clipboard, the present
techniques can make note-taking on the tablet device both a
secure and a seamless experience.

In some embodiments, a stylus device can automatically
authenticate a user via a digital certificate corresponding to
the user. For example, a stylus can receive and transmit data
to authenticate a specific user, thereby protecting against a
user with a different stylus from logging in using the digital
ink data. Digital ink data, as referred to herein, can include
any suitable mput provided by a stylus device to a comput-
ing device. For example, digital ink data can correspond to
signatures, handwritten notes, illustrations, figures or dia-
grams produced by a stylus device. Typically, sequence-
based tokens impose additional authentication burdens on
the user, whereas the embodiments described obwviate a
user’s need to type 1n a code for every authentication, while
still providing an additional factor in an authentication
procedure.

Automating user authentication 1s relevant in many appli-
cations. In one example, a stylus employing the present
techniques can be used to authenticate a user at various
devices. Some embodiments may be used to obviate a
manual authentication process that could interrupt the inking,
activity by displaying an authentication screen or dialog
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box. For example, such manual authentication process may
use a keyboard or virtual keyboard. Some embodiments thus
allow a computing device to authenticate a user in an
automatic and imperceptible, yet secure, manner In another
example, a user may interact with a plurality of computing
devices with the same personal stylus device. For example,
the user may swipe the stylus to begin unlocking a device
and draw a picture or signature as appropriate to authenticate
and unlock the computing device.

In some embodiments, the stylus can thus be used to
provide a second factor for user authentication, independent
of an mking activity. Instead of assuming that a stylus 1s
owned by a single user, such that the detection and authen-
tication of a stylus with a unique serial number 1mplies the
proximity ol its owner, the present techniques can use a
digital certificate that 1s associated with the user. For
example, the digital certificate can include user information,
such as a name and permissions, and an expiration date. In
some examples, the digital certificate can be connected with
an online user ID. For example, a user may purchase the
stylus while logged 1n to a website using the online user 1D
and receive a stylus with a digital certificate corresponding
to the online user ID preloaded on storage in the stylus. In
some examples, the stylus may be associated with a user 1D
during an association process upon first connecting the
stylus with a tablet device. For example, the tablet device
can send a digital certificate including the user ID to the
stylus during the association process. A computing device
requesting authentication of a user may then request a
second factor of authentication, which can be provided by
the digital certificate from the stylus. This embodiment
could be used to replace or complement other secondary
authentication factors, such as those provided by biometrics,
smartcards, and other hardware or software token devices. In
some examples, a two-Tactor authentication can be provided
by sending data including the digital certificate 1n addition to
a configurable digital ink. For example, the digital ink could
be a drawing and/or signature. Thus, the techniques dis-
closed herein enable an enterprise acceptable level of two-
factor authentication while providing a seamless experience
for the user. For example, the user may draw a picture or
signature on the surface of the tablet after initiating authen-
tication with any appropriate gesture and then be able to take
notes right away.

As a preliminary matter, some of the figures describe
concepts 1n the context of one or more structural compo-
nents, referred to as functionalities, modules, features, ele-
ments, etc. The various components shown 1n the figures can
be implemented 1 any manner, for example, by software,
hardware (e.g., discrete logic components, etc.), firmware,
and so on, or any combination of these implementations. In
some embodiments, the various components may retlect the
use of corresponding components in an actual implementa-
tion. In other embodiments, any single component 1llustrated
in the figures may be implemented by a number of actual
components. The depiction of any two or more separate
components in the figures may reflect different functions
performed by a single actual component.

Other figures describe the concepts in flowchart form. In
this form, certain operations are described as constituting
distinct blocks performed 1n a certain order. Such imple-
mentations are exemplary and non-limiting. Certain blocks
described herein can be grouped together and performed 1n
a single operation, certain blocks can be broken apart into
plural component blocks, and certain blocks can be per-
formed 1n an order that differs from that which 1s 1llustrated
herein, including a parallel manner of performing the blocks.
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The blocks shown 1n the flowcharts can be implemented by
software, hardware, firmware, and the like, or any combi-
nation of these implementations. As used herein, hardware
may include computer systems, discrete logic components,
such as application specific integrated circuits (ASICs), and
the like, as well as any combinations thereof.

As for terminology, the phrase “configured to” encom-
passes any way that any kind of structural component can be
constructed to perform an identified operation. The struc-
tural component can be configured to perform an operation
using software, hardware, firmware and the like, or any
combinations thereof.

The term “logic” encompasses any functionality for per-
forming a task. For instance, each operation illustrated 1n the
flowcharts corresponds to logic for performing that opera-
tion. An operation can be performed using software, hard-
ware, firmware, etc., or any combinations thereof.

As utilized herein, terms “component,” “system,” “client™
and the like are intended to refer to a computer-related entity,
either hardware, software (e.g., n execution), and/or firm-
ware, or a combination thereof. For example, a component
can be a process running on a processor, an object, an
executable, a program, a function, a library, a subroutine,
and/or a computer or a combination of software and hard-
ware. By way of 1llustration, both an application running on
a server and the server can be a component. One or more
components can reside within a process and a component
can be localized on one computer and/or distributed between
twO or more computers.

Furthermore, the claimed subject matter may be imple-
mented as a method, apparatus, or article of manufacture
using standard programming and/or engineering techniques
to produce software, firmware, hardware, or any combina-
tion thereof to control a computer to implement the dis-
closed subject matter. The term “‘article of manufacture™ as
used herein 1s mtended to encompass a computer program
accessible from any computer-readable device, or media.

Computer-readable storage media and devices can include
but are not limited to magnetic storage devices (e.g., hard
disk, floppy disk, and magnetic strips, among others), optical
disks (e.g., compact disk (CD), and digital versatile disk
(DVD), among others), smart cards, and flash memory
devices (e.g., card, stick, and key drive, among others). In
contrast, computer-readable media generally (i.e., not stor-
age media) may additionally include communication media
such as transmission media for wireless signals and the like.

FIG. 1 1s a schematic of a stylus device 100 augmented
with authenticating hardware and applications. The stylus
device 100 can be any type of electronic pen or stylus
capable of writing on computing devices, such as tablet
devices or phones, for example. The circuit 102 within the
stylus device 100 can process information, such as, for
example, application software for associating the stylus
device with a user. The components of the stylus device 100
can be powered by a battery 104, for example. The stylus
device can include a storage unit 106 connected to the circuit
102. The storage unit 106 can be either volatile memory or
non-volatile memory of any type. The circuit 102 can be
connected to a signal transmitter 108 through a cable, bus,
or by any suitable means. The signal transmitter 108 can
transmit a signal, for example, ol arbitrary bit streams,
directed through the tip 110 of the stylus device 100 through
a digitizer channel 112 to a computing device 114. The
digitizer channel 112 can convey information when the tip
110 of the stylus device 100 1s within a certain range with
respect to the computing device 114.

i
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In embodiments, the digitizer channel 112 1s used to
convey digital data such as pressure exerted by the tip 110
and power level of the battery 104 of the stylus device 100.
The digitizer channel 108 1s used to transmit data over a
short distance, for example, about 15 millimeters. The
digitizer channel 112 1s also used to convey data described
heremn. In some embodiments, the signal transmitter 108
transmits data through a wireless auxiliary channel 116. The
wireless auxiliary channel 116 can convey radio waves
through Bluetooth Low Energy (BLE), for example, using
advertisement frames. An advertisement frame, as used
herein, 1s a frame that 1s transmitted to allow the existence
ol a network or device to be discovered, while periodically
broadcasting application-specific data payloads. BLE uses
little power, allowing the battery 104 to maintain a charge
for an extended period of time. Advertisement frames do not
require Bluetooth pairing and can thus be received by any
Bluetooth host 1n range. BLE also has a small range for
transmitting data, which can provide an additional layer of
protection against a potential eavesdropper. In some
examples, the digital certificate and the digital ink data can
be wirelessly transmitted via a Bluetooth connection.

The circuit 102 1s configured to recerve data such as a
digital certificate corresponding to a user, which can be used
to authenticate the identity of a user. Digital certificates can
include, for example, a user’s name, an online 1D, one or
more permissions, among other data. In a computing device
114 that 1s accessed by or within range of multiple styluses,
the digital certificates for one or more users may be simul-
taneously stored and recalled using stylus ID as a unique
lookup key. Additionally, the stylus device 100 can store the
digital certificate 1n storage unit 106.

In some embodiments, an association process may be
initialized 1n response to the user pressing and holding a
setup button 118 for a time exceeding a predetermined
threshold amount of time that 1s likely not to be the result of
an accidental button press. For example, the threshold
amount of time can be 10 seconds. Holding the button for
longer than the threshold amount of time can instruct the
processing circuit 102 to erase a digital certificate previously
stored 1n storage unit 106, receive a new digital certificate
from the tablet device, and write the digital certificate to the
storage unit 106. The setup process can be concluded by
transmitting from the stylus device 100 to the computing
device 114 digital ink data to be used for a second form of
authentication. For example, the digital ink data can include
an electronic drawing or electronic signature that 1s associ-
ated with the digital certificate during the setup process. It
will be recognized that the transmission can be arbitrarily
deferred with respect to the imitiation of the setup process.
Moreover, 1mn some examples, the digital certificate can be
preloaded on the stylus device. In this case, the setup process
may include receiving a digital ink data to associate with the
preloaded digital certificate. It 1s assumed that 11 this trans-
mission includes secret information, then it occurs over a
channel that 1s deliberately difflicult to be monitored by an
cavesdropper. In some embodiments, this transmission can
occur over the digitizer channel 112, which generally has
short range requiring the stylus 100 to be 1 very close
proximity to the computing device 114. For example, the
range may be approximately 1.0-2.0 cm. In some examples,
the digital certificate and the digital ink data can be wire-

lessly transmitted as Human Interface Device (HID) pack-
ets. In other embodiments, this transmission can occur over

a channel encrypted using other methods, which are
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assumed to be secure. The setup process thus makes the
computing device 114 ready for future user authentication
via the stylus 100.

In some embodiments, the digital certificate received by
the stylus during the security setup may be forwarded by the
assocliated computing device to a cloud service. For
example, the digital certificate and/or digital ink data can be
transmitted over a network connection, possibly secured by
means ol encryption. A cloud or cloud service can include
multiple servers connected over one or more networks. An
authentication service can then be implemented remotely 1n
the cloud, executing the authentication procedure described
previously. This may allow any device with a network
connection to the cloud service (and not only a specific
computing device 114) to forward a received digital certifi-
cate and digital ink data to the authentication service on the
cloud. The authentication can then respond with a positive or
negative authentication of the user.

Embodiments are also possible where the communication
channels are bi-directional, allowing the transmitter and
receiver agents described herein to be exchanged and the
stylus device to authenticate the identity of the user. It 1s
recognized that a bi-directional short-range digitizer channel
may allow sensitive data, including digital certificates and
digital ink passwords, to be exchanged in both directions
during a security setup process, with negligible risk of being
obtained by an eavesdropper. Once a setup 1s complete, a
bidirectional long-range and potentially insecure channel
can be used for two-way authentication methods.

In some embodiments, the stylus device can also be used
for authentication of the user on additional devices. For
example, the stylus device can be used to authenticate the
user on a phone, laptop, or any other device with a suitable
touch display.

It 1s to be understood that the 1llustration of FIG. 1 1s not
intended to indicate that the stylus 100 and computing
device 114 are to include all of the components shown 1n
FIG. 1. Rather, the stylus 100 and computing device 114 can
include fewer or additional components not illustrated 1n
FIG. 1, e.g., additional applications, additional modules,
additional memory devices, additional network interfaces
(not shown), and the like. For example, the stylus device
may also include a wired connection (not shown). The
digital certificate can be received from the touch device via
the wired connection during the setup process. For example,
the wired connection can be a serial bus or another other
suitable connection. In some examples, the wired connection
can be on the end of the stylus device. Further, the stylus 100
and computing device 114 are not limited to the modules
shown as any combinations of the code used to implement
these functions can be implemented. For example, other
wireless channels can be used to communicate information
from the stylus device 100 to a computing device 114.

FIG. 2 1s a block diagram of an example of a system 200
for authenticating a user via a stylus device. The stylus
device of the system 200 can be, for example, one or more
of the stylus device 100 from FIG. 1. The system 200
includes a computing device 202 for interacting with the
stylus device 100. In some embodiments, the computing
device 202 can be a tablet device, a smart phone, a laptop
computer, a personal digital assistant (PDA), or similar
device that can interface with a stylus device 100. In some
embodiments, the computing device 202 may be a desktop
computer, for example. The computing device 202 can
include a processor 204 that 1s adapted to execute stored
instructions, as well as a memory device 206 that stores
instructions that are executable by the processor 204. The
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processor 204 can be a single core processor, a multi-core
processor, a computing cluster, or any number of other
configurations. The memory device 206 can include random
access memory (e.g., SRAM, DRAM, zero capacitor RAM,
SONOS, eDRAM, EDO RAM, DDR RAM, RRAM,
PRAM, etc.), read only memory (e.g., Mask ROM, PROM,
EPROM, EEPROM, etc.), tlash memory, or any other suit-
able memory systems. The instructions that are executed by
the processor 204 can be used to implement the authentica-
tion techniques of a stylus device as described herein.

The processor 204 may be connected through a system
bus 208 (e.g., a proprictary bus, PCI, ISA, PCI-Express,
HyperTransport®, etc.) to an input/output (I/O) device inter-
tace 210 adapted to connect the computing device 202 to one
or more 1/0O devices 212. The I/O devices 212 can include,
for example, a camera, a gesture recognition 1nput device, a
keyboard, a pointing device, and a voice recognition device,
among others. The pointing device may include a touchpad
or a touchscreen, among others. The I/O devices 212 can be
built-in components of the computing device 202, or can be
devices that are externally connected to the computing
device 202.

The processor 204 can also be linked through the system
bus 208 to a digitizer interface 214 adapted to connect the
computing device 202 to recerve and interpret information
from a digitizer screen 216. The digitizer screen 216 may
include a display screen that 1s a built-in component of the
computing device 202. The digitizer screen 216 can also
include a computer monitor, television, or projector, among
others, that 1s externally connected to the computing device
202. The stylus device 100 can transmait information through
a digitizer channel 218 when the stylus device 100 1is
touching or within a hover range of the digitizer screen. In
embodiments, the hover range for the digitizer channel 218
can be any suitable distance between the tip of the stylus
device 100 and the digitizer screen 216, for example, around
10 mm to 20 mm. In some examples, the hover range can be
any suitable distance that prevents an intruder in close
proximity from intercepting data transmitted via the digitizer
channel 218. In other embodiments, when the hover range 1s
exceeded, an auxiliary wireless channel can optionally be
used for transmitting the data.

Storage 220 can be coupled to the processor 204 through
the bus 208. The storage 220 can include a hard drive, a solid
state drive, an optical drive, a USB flash drive, an array of
drives, or any combinations thereof. The storage 220 can
include a number of modules configured to implement user
authentication as described herein. For example, the storage
220 can iclude a reception module 222 configured to
receive and store data transmitted from the stylus device
100. The reception module 222 can receive data such as a
digital certificate corresponding to a user. As discussed
above, the stylus device 100 maybe preloaded with the
digital certificate or may have received the digital certificate
during an 1nitial configuration process. The reception mod-
ule 222 can also receive digital ink data, corresponding to
digital ink such as a picture or signature, from the stylus
device 100 and store the received digital ink data at storage
220. For example, the digital ink data may have been
associated with the digital certificate as discussed below.

The storage 220 can further include an authentication
module 224. The authentication module 224 can authenti-
cate the user based on the received digital certificate and
associated digital ink data. In some embodiments, the
authentication module 224 may begin the authentication
process 1n response to receiving a gesture such as a swipe
across the surface of the digitizer screen 216. The authen-
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tication module 224 can receive the digital certificate and
then prompt for a digital ink password. For example, the
digital ik password can be an electronic picture or an
clectronic signature depending on the initial setup option
that was set during setup. The authentication module 224
can then authenticate the user by matching the digital ink
password with the digital certificate. In some examples, the
authentication module 224 can then unlock the computing
device 1n response to authenticating the user. By using the
digital certificate and associated digital ink data from the
stylus device 100, the authentication module 224 can avoid
using more interposing forms of authentication and thus
provide a seamless experience for the user. In some
examples, once the user 1s authenticated, the authentication
module 224 can provide instant access to one or more
applications of the system 200.

In some examples, an association module 226 can 1nitiate
a setup process and send the digital certificate corresponding
to the user to the stylus device during the setup process. For
example, the association module 226 may imitiate the setup
process 1n response to detecting a button press on the stylus
for a predetermined amount of time. In some examples, the

association module 226 can receive and store digital ink data
to be used for user authentication at the touch device and
associate the digital ink data with the digital certificate
during the setup process.

Also 1included 1n the system 200 1s a cloud 228 server or
network. The cloud 228 can be connected to the computing
device 202 by transmitting information through a network
interface controller (NIC) 230. The NIC 230 may be adapted
to connect the computing device 202 through the system bus
206 to the cloud 228 or network. The network may be a local
area network (Ethernet LAN), or a wireless (W1-F1) network,
among others. In embodiments, the cloud 228 can perform
the authentication techniques described with regards to the
modules 1n storage 220, by using the imnformation related to
the user.

FIG. 3 1s a block diagram of an example tablet computing
device 300 interacting with a stylus device 100. The tablet
computing device 300 includes a touch screen 302. The
touch screen 302 1n the illustration 1s displaying an elec-
tronic picture 304 that a user has input using the stylus
device 100. The picture can be one factor of authentication
to access the tablet computing device 300. Through either
digitizer channel 108, or wireless auxiliary channel 112, the
stylus device 100 can transmit a digital certificate corre-
sponding to the user as a second factor of authentication.
This technique enables seamless access for the stylus device
100 to the tablet computing device 300 based on whether the
user 1s authenticated. For example, the tablet may receive a
gesture to mitiate the authentication process. The gesture can
be a swipe with the stylus device 100 across the touch screen
302. The tablet computing device 300 may then prompt for
an electronic picture or electronic signature depending on
which option was selected during a setup process as dis-
cussed further below with reference to FIG. 4.

FIG. 4 15 a process flow diagram of an example method
400 for configuring and performing an authentication of a
user via a stylus. The method 400 allows a host computing
device to provide a seamless user experience. The method
400 can authenticate a user when 1n proximity to a host
computing device. For example, the method 400 may be
implemented by the system 200 described with respect to
FIG. 2.

At block 402, the system receives a request to 1nitiate a
setup process. For example, the system may detect that a
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button has been pressed for an amount of time that exceeds
a predetermined threshold time.

At block 404, the system sends a digital certificate cor-
responding to a user to the stylus device in response to
receiving the request to initiate a setup process. For
example, the digital certificate may be associated with an
online ID of the user. In some examples, the digital certifi-
cate can be sent via a wireless connection, such as Bluetooth.
In some examples, the digital certificate can be sent via a
wired connection. For example, the stylus device may be
physically coupled to the system for the setup process.

At block 406, the system receives and stores digital ink
data to be used to authenticate the user at the touch device.
For example, the digital ink data can include an electronic
picture and/or electronic signature. In some examples, the
system then associates the digital ink data with the digital
certificate corresponding to the user.

At block 408, the system receives a digital certificate 1n
response to detecting a stylus device 1s within a threshold
distance from a touch device. In some examples, the touch
device may be locked. For example, the authentication
process may be initiated via a gesture such as a swipe of the
stylus device across the surface of a touch screen of the
system.

At block 410, the system receives digital ink data for user
authentication. For example, the digital ink data can include
an electronic picture and/or electronic signature.

At block 412, the system authenticates the user. For
example, the system can authenticate the user based on a
match of the digital ink data with the previously recerved
digital ink data associated with the digital certificate. In
some examples, once the user 1s authenticated, the system
can be unlocked and ready for use. For example, the system
can allow access to any number of applications installed on
the system.

The process flow diagram of FIG. 4 1s not intended to
indicate that the steps of the method 400 are to be executed
in any particular order, or that all of the steps of the method
400 are to be included 1n every case. Further, any number of
additional steps may be included within the method 400,
depending on the specific application.

FIG. 5 1s a process flow diagram of an example of a
method 500 for authenticating a user on a computing device.
For example, the method 500 may be implemented by the
stylus device 100 and computing device 114 described with
respect to FI1G. 1.

At block 502, the stylus device recerves a digital certifi-
cate corresponding to a user. For example, the digital
certificate can be received during a setup process via a wired
or wireless connection. In some examples, the setup pro-
cessed may be iitiated via the pressing of a button for a
predetermined amount of time. In some examples, the digital
certificate can be preloaded onto the stylus device. For
example, the stylus may have been purchased using an
online ID, which can be preloaded onto the digital certificate
before the stylus device 1s shipped out to an end user.

At block 504, the stylus device transmits the digital
certificate to a touch device to authenticate the user in
response to detecting that the stylus device 1s within a
threshold range of the touch device. For example, the digital
certificate may be transmitted to the touch device 1n
response to detecting the nib of the stylus device 1s within
the threshold range.

At block 506, the stylus device transmits digital ink data
to the touch device to authenticate the user. For example, the
user authentication can be a multi-factor authentication that
includes use of the digital certificate and digital 1nk data
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received via the stylus device. In some examples, the digital
ink data can include an electronic drawing or an electronic
signature recerved via the stylus device.

In some embodiments, the stylus device can also authen-
ticate the user 1n a second touch device based on the digital
certificate using the stylus device. For example, the second
touch device may be a smartphone, a laptop, or any other
computing device capable of receiving stylus input.

The process flow diagram of FIG. 5 i1s not mtended to
indicate that the steps of the method 500 are to be executed
in any particular order, or that all of the steps of the method
500 are to be included 1n every case. Further, any number of
additional steps may be included within the method 500,
depending on the specific application.

FIG. 6 1s a block diagram showing computer-readable
storage media 600 that can store instructions for authenti-
cating a user via a stylus device. The computer-readable
storage media 600 may be accessed by a processor 602 over
a computer bus 604. Furthermore, the computer-readable
storage media 600 may include code to direct the processor
602 to perform steps of the techniques disclosed herein.

The computer-readable storage media 600 can include
code such as a reception module 606 configured to direct the
processor 602 to receive a digital certificate associated with
a user 1n response to detecting a stylus device 1s within a
threshold distance from a touch device. For example, the
digital certificate may be associated with an online ID of the
user. The reception module 606 can also recerve digital ink
data associated with the digital certificate. In some
examples, the digital ink data can be an electronic drawing.
In some examples, the digital ink data can be an electronic
signature. The reception module 606 also receives the digital
signature from the stylus device, and the processor can direct
the recetved information be saved 1n storage.

Further, the computer-readable storage media 600 can
include an authentication module 608 configured to direct
the processor 602 to authenticate the user based on the
digital certificate and the digital ink data associated with the
digital certificate. In some examples, the authentication
module 608 can initiate an authentication in response to
detecting an unlock gesture. For example, the gesture can be
a slide of a stylus device across the touch device screen. In
some examples, the authentication module 608 can unlock
the touch device 1n response to authenticating the user.

In addition, the computer-readable storage media 600 can
include an association module 610. The association module
610 can receive a request to 1nitiate a setup process and send
the digital certificate corresponding to the user to the stylus
device during the setup process. For example, the associa-
tion module 610 may i1mitiate the setup process 1n response
to detecting a button press for a predetermined amount of
time.

It 1s to be understood that any number of additional
soltware components not shown 1n FIG. 6 may be included
within the computer-readable storage media 600, depending
on the specific application. Although the subject matter has
been described 1n language specific to structural features
and/or methods, it 1s to be understood that the subject matter
defined 1n the appended claims 1s not necessarily limited to
the specific structural features or methods described above.
Rather, the specific structural features and methods
described above are disclosed as example forms of 1mple-
menting the claims.

EXAMPLE 1

An example stylus device includes a first module config-
ured to receive and to store a digital certificate correspond-
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ing to a user. The example stylus device mcludes a second
module configured to wirelessly transmit the digital certifi-
cate and digital ink data from the stylus device to a touch
device for user authentication on the touch device, the touch
device configured to authenticate the user at least based on
the digital certificate and the digital ink data. Alternatively,
or 1n addition, the digital ink data can 1include an electronic
drawing or electronic signature that 1s associated with the
digital certificate during a setup process. Alternatively, or 1n
addition, the stylus device can further be used for authen-
tication of the user on a second computing device. Alterna-
tively, or in addition, the digital certificate 1s preloaded on
the stylus device. Alternatively, or 1n addition, the stylus
device can further include a button. A setup process can be
initiated 1n response to detecting a press of the button for a
predetermined amount of time. Alternatively, or 1n addition,
the digital certificate and the digital ink data can be wire-
lessly transmitted as Human Interface Device (HID) pack-
ets. Alternatively, or in addition, the stylus device can further
include a wireless radio located near a nib of the stylus
device. The digital certificate and the digital ink data can be
wirelessly transmitted via the wireless radio. Alternatively,
or in addition, the digital certificate can include an online
user 1D. Alternatively, or 1n addition, the stylus device can
turther include a Bluetooth radio. The digital certificate and
the digital 1nk data can be wirelessly transmitted via the
Bluetooth radio. Alternatively, or in addition, the stylus
device can further include a wired connection. The digital
certificate can be recerved from the touch device via the
wired connection during a setup process.

EXAMPLE 2

An example method includes receiving a digital certificate
corresponding to a user at a stylus device. The example
method includes transmitting the digital certificate and digi-
tal ink data associated with the digital certificate to a touch
device to authenticate the user based at least on the digital
certificate and the digital ink data in response to detecting
that the stylus device 1s within a threshold range of the touch
device. Alternatively, or in addition, the digital ink data
includes an electronic drawing or an electronic signature
received via the stylus device. Alternatively, or 1n addition,
the example method can include authenticating the user 1n a
second touch device based on the digital certificate using the
stylus device. Alternatively, or in addition, the example
method can include preloading the digital certificate onto the
stylus device. Alternatively, or in addition, the example
method can include 1nitiating a setup process by pressing a
button for a predetermined amount of time.

EXAMPLE 3

This example provides for an example one or more
computer-readable memory storage devices for storing coms-
puter readable instructions that, when executed by one or
more processing devices, mstruct authentication of a stylus
device user. The computer-readable instructions include
code to recerve a digital certificate associated with a user
based at least on detecting that a stylus device 1s within a
threshold distance from a touch device. The computer-
readable 1nstructions include code to receive digital ink data
associated with the digital certificate. The computer-read-
able mstructions include code to authenticate the user based
on the digital certificate and the digital ink data associated
with the digital certificate. Alternatively, or in addition, the
computer-readable 1nstructions can include code to unlock
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the touch device in response to authenticating the user.
Alternatively, or 1n addition, the computer-readable mnstruc-
tions can include code to receive a request to 1nitiate a setup
process and send the digital certificate corresponding to the
user to the stylus device during the setup process. Alterna-
tively, or 1n addition, the computer-readable instructions can
include code to initiate a setup process 1n response to
detecting a button press for a predetermined amount of time.
Alternatively, or 1n addition, the computer-readable mnstruc-
tions can include code to imitiate an authentication in
response to detecting an unlock gesture.

EXAMPLE 4

An example computing device for authenticating a user
via a stylus device includes a first module configured to
receive a digital certificate associated with the user and
associated digital ink data from the stylus device. The
computing device includes a second module configured to
authenticate the user based on the digital certificate and the
digital ink data. Alternatively, or 1n addition, the computing
device can include a third module configured to 1mitiate a
setup process and send the digital certificate corresponding,
to the user to the stylus device during the setup process in
response to detecting a button press on the stylus for a
predetermined amount of time. Alternatively, or 1n addition,
the computing device can include a third module configured
to recerve and store the digital ink data to be used for user
authentication at the touch device and associate the digital
ink data with the digital certificate during a setup process.
Alternatively, or 1n addition, the digital ink data can include
an electronic picture or an electronic signature. Alterna-
tively, or 1n addition, the second module can further con-
figured to unlock the computing device in response to
authenticating the user.

EXAMPLE 5

An example system for authenticating a user via a stylus
device includes means for receiving a digital certificate
associated with the user and associated digital ink data from
the stylus device. The system includes means for authenti-
cating the user based on the digital certificate and the digital
ink data. Alternatively, or in addition, the system can include
means for iitiating a setup process and send the digital
certificate corresponding to the user to the stylus device
during the setup process in response to detecting a button
press on the stylus for a predetermined amount of time.
Alternatively, or 1n addition, the system can include means
for recerving and storing the digital ink data to be used for
user authentication at the touch device and associate the
digital ik data with the digital certificate during a setup
process. Alternatively, or 1n addition, the digital ink data can
include an electronic picture or an electronic signature.
Alternatively, or 1n addition, the system can include means
for unlocking the computing device 1n response to authen-
ticating the user.

What has been described above includes examples of the
claimed subject matter. It 1s, of course, not possible to
describe every conceivable combination of components or
methodologies for purposes of describing the claimed sub-
ject matter, but one of ordinary skill 1n the art may recognize
that many further combinations and permutations of the
claimed subject matter are possible. Accordingly, the
claimed subject matter i1s intended to embrace all such
alterations, modifications, and variations that fall within the
spirit and scope of the appended claims.
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In particular and 1n regard to the various functions per-
formed by the above described components, devices, cir-
cuits, systems and the like, the terms (including a reference
to a “means”) used to describe such components are
intended to correspond, unless otherwise indicated, to any
component which performs the specified function of the
described component, e.g., a functional equivalent, even
though not structurally equivalent to the disclosed structure,
which performs the function in the herein illustrated exem-
plary aspects of the claimed subject matter. In this regard, it
will also be recognized that the innovation includes a system
as well as a computer-readable storage media having com-
puter-executable instructions for performing the acts and
events of the various methods of the claimed subject matter.

There are multiple ways of implementing the disclosed
subject matter, e.g., an appropriate API, tool kit, driver code,
operating system, control, standalone or downloadable soft-
ware object, etc., which enables applications and services to
use the techniques described herein. The disclosed subject
matter contemplates the use from the standpoint of an API
(or other soltware object), as well as from a solftware or
hardware object that operates according to the techniques set
torth herein. Thus, various implementations of the disclosed
subject matter described herein may have aspects that are
wholly 1n hardware, partly 1in hardware and partly 1n soft-
ware, as well as 1n software.

The aforementioned systems have been described with
respect to 1interaction between several components. It can be
appreciated that such systems and components can include
those components or specified sub-components, some of the
specified components or sub-components, and additional
components, and according to various permutations and
combinations of the foregoing. Sub-components can also be
implemented as components communicatively coupled to
other components rather than included within parent com-
ponents (hierarchical).

Additionally, 1t can be noted that one or more components
may be combined 1nto a single component providing aggre-
gate functionality or divided into several separate sub-
components, and any one or more middle layers, such as a
management layer, may be provided to communicatively
couple to such sub-components 1n order to provide inte-
grated functionality. Any components described herein may
also interact with one or more other components not spe-
cifically described herein but generally known by those of
skill 1 the art.

In addition, while a particular feature of the claimed
subject matter may have been disclosed with respect to one
of several implementations, such feature may be combined
with one or more other features of the other implementations
as may be desired and advantageous for any given or
particular application. Furthermore, to the extent that the
terms “includes,” “including,” “has,” “contains,” variants
thereof, and other similar words are used in either the
detailed description or the claims, these terms are intended
to be inclusive 1n a manner similar to the term “comprising’”
as an open transition word without precluding any additional
or other elements.

What 1s claimed 1s:

1. A stylus device, comprising a processor to:

receive and store a digital certificate corresponding to a

user, such that the digital certificate 1s preloaded on the
stylus device;

wirelessly transmit the digital certificate and digital ik

data corresponding to handwriting from the stylus
device to a digitizer screen of a touch device via a
digitizer channel through a tip of the stylus device 1n
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response to detecting the tip of the stylus device 1is
within a threshold hover range of the digitizer screen of
the touch device; and

wherein the touch device configured to authenticate the

user at least based on the digital certificate and the
digital 1nk data, and wherein the digital certificate
comprises a user identifier.

2. The stylus device of claim 1, wherein the digital ink
data comprises an electronic drawing or electronic signature
that 1s associated with the digital certificate during a setup
Process.

3. The stylus device of claim 1, wherein the stylus device
1s to further be used for authentication of the user on a
second computing device.

4. The stylus device of claim 1, further comprising a
button, wherein a setup process 1s to be 1nitiated in response
to detecting a press of the button for a predetermined amount
ol time.

5. The stylus device of claim 1, further comprising a
wireless radio located near a nmib of the stylus device,
wherein the digital certificate and the digital ink data are to
be wirelessly transmitted via the wireless radio.

6. The stylus device of claiam 1, wherein the digital
certificate comprises an online user ID.

7. The stylus device of claim 1, further comprising a
Bluetooth radio, wherein the digital certificate and the
digital ik data 1s to be wirelessly transmitted via the
Bluetooth radio.

8. The stylus device of claim 1, further comprising a wired
connection, wherein the digital certificate 1s to be received
from the touch device via the wired connection during a
setup process.

9. A method, comprising;:

recerving a digital certificate corresponding to a user at a

stylus device, such that the digital certificate 1s pre-
loaded on the stylus device;

transmitting the digital certificate and digital ink data

corresponding to handwriting associated with the digi-
tal certificate to a digitizer screen of a touch device via
a digitizer channel through a tip of the stylus device 1n
response to detecting the tip of the stylus device 1is
within a threshold hover range to authenticate the user
based at least on the digital certificate and the digital
ink data in response to detecting that the stylus device
1s within a threshold range of the digitizer screen of the
touch device, and

wherein the digital certificate comprises a user identifier.

10. The method of claim 9, wherein the digital ink data
comprises an electronic drawing or an electronic signature
received via the stylus device.

11. The method of claim 9, further comprising authenti-
cating the user 1n a second touch device based on the digital
certificate using the stylus device.

12. The method of claim 9, further comprising initiating
a setup process by pressing a button for a predetermined
amount of time.

13. One or more computer-readable memory storage
devices for storing computer-readable instructions that,
based on at least an execution by one or more processing
devices, mstruct authentication of a stylus device user, the
computer-readable instructions comprising code to:

recerve a digital certificate associated with a user based at

least on detecting that a stylus device 1s within a
threshold distance from a touch device;

recerve digital ink data corresponding to handwriting

associated with the digital certificate, wherein the digi-
tal certificate and the digital ink data are recerved
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digitizer screen ol the touch device via a digitizer
channel through a tip of the stylus device 1n response to
detecting the tip of the stylus device 1s within a thresh-
old hover range of the digitizer screen of the touch
device; and

authenticate the user based on the digital certificate and
the digital ink data associated with the digital certifi-
cate, wherein the digital certificate comprises a user

identifier.

14. The one or more computer-readable memory storage
devices of claim 13, further comprising code to unlock the
touch device 1n response to authenticating the user.

15. The one or more computer-readable memory storage
devices of claim 13, further comprising code to receive a
request to 1nitiate a setup process and send the digital
certificate corresponding to the user to the stylus device
during the setup process.

16. The one or more computer-readable memory storage
devices of claim 13, further comprising code to initiate a
setup process 1n response to detecting a button press for a
predetermined amount of time.

17. The one or more computer-readable memory storage
devices of claim 13, further comprising code to initiate an
authentication 1n response to detecting an unlock gesture.

18. A computing device for authenticating a user via a
stylus device, comprising a processor to:

receive a digital certificate associated with the user and

associated digital ink data corresponding to handwrit-
ing from the stylus device at a digitizer screen of a
touch device via a digitizer channel through a tip of the
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stylus device 1 response to detecting the tip of the
stylus device 1s within a threshold hover range of the
digitizer screen of the touch device;

authenticate the user based on the digital certificate and

the digital ink data,

wherein the digital certificate comprises a user i1dentifier

used as a second factor for user authentication corre-
sponding to one of a plurality of users of the stylus
device.

19. The computing device of claim 18, wherein the
processor 1s configured to initiate a setup process and send
the digital certificate corresponding to the user to the stylus
device during the setup process in response to detecting a
button press on the stylus for a predetermined amount of
time.

20. The computing device of claim 18, wherein the
processor 1s configured to receive and store the digital ik
data to be used for user authentication at a touch device and
associate the digital ink data with the digital certificate
during a setup process.

21. The computing device of claim 18, wherein the digital
ink data comprises an electronic picture or an electronic
signature.

22. The computing device of claim 18, wherein the
processor 1s further configured to unlock the computing
device 1n response to authenticating the user.

23. The computing device of claim 18, wherein threshold
hover range 1s within a range of approximately 1.0 to 2.0
centimeters.
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