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(57) ABSTRACT

A communication system, in which a mobile terminal uses
a data path that was generated with an ISP network by a base
station 1n a home network to access a NW wvia the ISP
network, includes an authentication means and connection
control means 1n the ISP network. The base station accepts
an access request from the mobile terminal and transmits
information relating to the base station and the mobile
terminal to the connection control means. The authentication
means determines based on the miformation whether a
linking service that connects to the home NW without
traversing the ISP network can be provided to the mobile
terminal, and if the linking service can be provided, notifies

this information to the connection control means. Based on
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this notification, the connection control means requests the
base station to generate a data path for providing the linking
service, and the base station generates the data path.
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1

COMMUNICATION SYSTEM, CONNECTION
CONTROL APPARATUS, MOBILE
TERMINAL, BASE STATION CONTROL
METHOD, SERVICE REQUEST METHOD,
AND PROGRAM

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application 1s a continuation application of
U.S. patent application Ser. No. 14/803,656 filed on Jul. 20,
2015, which 1s a continuation application of U.S. patent
application Ser. No. 13/119,049 filed on Mar. 15, 2011,
issued as U.S. Pat. No. 9,125,033, which 1s a National Stage
Entry of international application PCT/JP2009/067330, filed
Oct. 5, 2009, which claims the benefit of priority from
Japanese Patent Application 2008-2596359 filed on Oct. 6,
2008, the disclosures of all of which are incorporated 1n their
entirety by reference herein.

TECHNICAL FIELD

The present invention relates to a communication system,
a connection control apparatus, a mobile terminal, a base
station control method, a service request method, and a
program.

BACKGROUND ART

With the development of the so-called third-generation
portable telephone systems in recent years, 1t 1s becoming,
possible to install base stations for femtocells with a cov-
erage range having a radius on the order of several tens of
meters 1n offices and residences, to access nodes such as
stationary terminals of home NW (Network) or oflice NW
from portable mobile terminals, and to operate these nodes.

An example of a communication system that incorporates
this type of femtocell base station 1s described 1n 3GPP TR
25.820 V8.0.0 “3G Home Node B Study Item Technical
Report (Release 8)” (hereinbelow referred to as Document
1).

FIG. 1 1s a block diagram showing an example of the
configuration of a communication system that incorporates
the femtocell base station described 1n Document 1.

As shown 1 FIG. 1, this communication system 1s made

up from: mobile terminal ISP (Internet Service Provider)
network 301, Home GW (Gateway) ISP network 302, access

network 303, and home NW 304.

In addition, mobile terminal ISP network 301 includes
HSS (Home Subscriber Server) 311, PDN (Packet Data
Network)-GW 312, MME (Mobility Management Entity)
313, and Serving GW 314; Home GW ISP network 302
includes router 321; access network 303 includes BAS
(broadband Access Server) 331; and the home NW 1includes
mobile terminal 341, femtocell base station 342, Home GW
343, and stationary terminal 344.

The operations of a communication system having this
type of configuration are next described.

FIG. 2 1s a flow chart for describing an example of the
operations of the communication system shown in FIG. 1.

As shown 1n FIG. 2, mobile terminal 341 first transmaits to
temtocell base station 342 an attach request as an access
request for accessing a network by way of femtocell base
station 342 (Step 700).

Femtocell base station 342, having receirved the attach
request, transmits an attach trigger to MME 313 by way of

Home GW 343, BAS 331, and router 321 (Step 701).
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MME 313 receives the attach trigger and, upon detecting
the attach request of mobile terminal 341, implements the
access authentication of mobile terminal 341 (Step 702).

Upon success ol the access authentication of mobile
terminal 341, MME 313 transmits a data path generation
request to Serving GW 314 (Step 703).

Upon recerving the data path generation request, Serving
GW 314 exchanges signaling for generating a data path with
PDN-GW 312 and generates a data path between Serving
GW 314 and PDN-GW 312 (Step 704). Serving GW 314
then transmits a data path generation response to MME 313
to report the completion of data path generation (Step 703).

Upon receiving the data path generation response, MME
313 transmits a data path generation request to femtocell
base station 342 to generate a data path as far as mobile
terminal 341 (Step 706).

Upon recerving the data path generation request, femto-
cell base station 342 generates a data path with mobile
terminal 341 (Step 707) and transmits a data path generation
response to MME 313 (Step 708).

A data path 1s thus generated between mobile terminal
341 and PDN-GW 312, whereby mobile terminal 341 1s able
to access the network from PDN-GW 312 via mobile
terminal ISP network 301. Mobile terminal 341 subse-

quently 1s able to access and manipulate stationary terminal
344 in home NW 304 via the network.

SUMMARY OF THE INVENTION

Problem to be Solved by the Invention

However, the communication system described 1n Docu-
ment 1 has the drawback that the data path between mobile
terminal 341 and stationary terminal 344 follows an inefli-
cient communication path. This problem arises because, 1n
the communication system described 1n Document 1, fem-
tocell base station 342 1n home NW 304 connects to mobile
terminal ISP network 301 by way of a cellular-existing IF

(interface) and establishes a data path between mobile
terminal 341 and mobile terminal ISP network 301, and
mobile terminal 341 uses this data path to access the network
by way of mobile terminal ISP network 301. As a result,
when mobile terminal 341 communicates with stationary
terminal 344 1n home NW 304, all IP packets that are
communicated between mobile terminal 341 and stationary
terminal 344 traverse mobile terminal ISP network 301.

As a method of solving this drawback, a method can be
considered 1 which mobile terminal 341 communicates
with stationary terminal 344 by way of femtocell base
station 342 and Home GW 343 without generating a data
path with mobile terminal ISP network 301. However, 1n this
case, connection control such as the access authentication of
mobile terminal 341 cannot be carried out 1n mobile terminal
ISP network 301. As a result, the mobile terminal ISP that
provides a communication system service such as described
hereinabove may sufler disadvantages.

It 1s an object of the present mmvention to provide a
communication system, connection control apparatus,
mobile terminal, base station control method, service request
method, and program that allow mobile terminal 341 to
communicate with another node 1n home NW 304 by way of
temtocell base station 342 without traversing mobile termi-
nal ISP network 301, and further, that allow mobile terminal
ISP to control whether this communication can be provided.

Means for Solving the Problem

The communication system of the present invention for
achieving the above-described objects includes an ISP (In-
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ternet Service Provider) network that 1s connected to a
network that includes a home network and that 1s a window
for accessing the network by the mobile terminal, a base
station that 1s mstalled within the home network, that accepts
a request to access the network from the mobile terminal,
and that generates a data path with the ISP network, and a
mobile terminal that uses the data path to access the network
by way of the ISP network; wherein:

the communication system includes authentication means
and connection control means within the ISP network;

the base station, upon accepting a request from the mobile
terminal to access the home network, transmits information
relating to the base station and the mobile terminal to the
connection control means;

the authentication means, upon the reception 1n the con-
nection control means of the information that was transmit-
ted from the base station, determines based on the informa-
tion whether a Home NW-linking service that accesses the
home network can be provided by way of the base station
without traversing the ISP network, and when the Home
NW-linking service 1s possible, reports this capability to the
connection control means:

the connection control means, based on the report from
the authentication means, requests the base station to gen-
crate a data path for providing the Home NW-linking
service; and
the base station, in accordance with the request from the
connection control means, generates a data path for provid-
ing the Home NW-linking service.

The authentication apparatus of the present invention for
achieving the above-described objects 1s an authentication
apparatus that 1s connected to a network that includes a
home network and that 1s installed within an ISP network
that 1s a window by which a mobile terminal accesses the
network; wherein: the authentication apparatus, upon recep-
tion 1n the connection control means that 1s installed within
the ISP network of information that 1s transmitted from a
base station that 1s installed within the home network and
that relates to the base station and to the mobile terminal that
submitted a request to the base station for access to the home
network, determines based on the information whether a
Home N'W-linking service that accesses the home network
via the base station without traversing the ISP network can
be provided to the mobile terminal, and 1f the Home NW-
linking service can be provided, reports this capability to the
connection control means.

The connection control apparatus of the present invention
for achieving the above-described objects 1s a connection
control apparatus that 1s connected to a network that
includes a home network and that 1s installed within an ISP
network that 1s a window by which a mobile terminal
accesses the network, wherein: when information 1s received
that was transmitted from a base station that 1s installed
within the home network and that relates to the base station
and to the mobile terminal that submitted a request to the
base station for access to the home network, and a notifi-
cation 1s recerved from authentication means that 1s installed
within the ISP network indicating that a Home NW-linking
service that accesses the home network via the base station
without traversing the ISP network can be provided to the
mobile terminal, the connection control apparatus requests
the base station to generate a data path for providing the
Home NW-linking service.

The base station of the present invention for achieving the
above-described objects 1s a base station that 1s installed
within a home network, that receives a request from a
mobile terminal for access to a network that includes the

10

15

20

25

30

35

40

45

50

55

60

65

4

home network, that 1s connected to the network, and that
generates, with an ISP network that 1s a window by which
the mobile terminal accesses the network, a data path used
by the mobile terminal to access the network via the ISP
network; wherein the base station, upon receiving a request
from the mobile terminal for access to the home network,
transmits information relating to the base station and the
mobile terminal to a connection control means that i1s
installed within the ISP network, and upon being requested
from the connection control means to generate a data path
for providing a Home NW-linking service that accesses the
home network without traversing the ISP network, generates
the data path.

The mobile terminal of the present invention for achiev-
ing the above-described objects 1s a mobile terminal that
submits to a base station that 1s installed within a home
network a request for access to a network that includes the
home network, that 1s connected to the network, and that
uses a data path that was generated by the base station with
an ISP network that 1s a window for accessing the network
to access the network via the ISP network; wherein the
mobile terminal, at the time of a request for access to the
home network, transmits via the base station to a connection
control means that 1s installed within the ISP, information
indicating whether the provision of a Home NW-linking
service that accesses the home network via the base station
without traversing the ISP network 1s desired.

To achieve the above-described objects, the method of the
present invention for determining whether service can be
provided 1s a service provision capability determination
method realized by an authentication apparatus that 1s con-
nected to a network that includes a home network and that
1s 1nstalled within an ISP network that 1s a window by which
a mobile terminal accesses the network, the method 1nclud-
ing a step of, when iformation that 1s transmitted from a
base station that 1s installed in the home network and that
relates to the base station and the mobile terminal that
submitted a request to the base station for access to the home
network 1s received 1 a connection control means that 1s
installed within the ISP network, determining based on the
information whether a Home NW-linking service that
accesses the home network via the base station without
traversing the ISP network can be provided to the mobile
terminal, and when the Home NW-linking service can be
provided, reporting this capability to the connection control
means.

The base station control method of the present invention
for achieving the above-described objects 1s a base station
control method implemented by a connection control appa-
ratus that 1s connected to a network that includes a home
network and that 1s installed within an ISP network that 1s a
window by which a mobile terminal accesses the network,
the base station control method including a first request step
of, when information that 1s transmitted from a base station
installed within the home network and that relates to the base
station and to the mobile terminal that has submitted a
request to the base station for access to the home network 1s
received and notification 1s received from authentication
means 1nstalled within the ISP network indicating that a
Home NW-linking service that accesses the home network
via the base station without traversing the ISP network can
be provided to the mobile terminal, requesting the base
station to generate a data path for providing the Home
NW-linking service.

The data path generation method of the present invention
for achueving the above-described objects 1s a data path
generation method implemented by a base station that 1s
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installed within a home network that receives a request from
a mobile terminal for access to a network that includes the
home network, that 1s connected to the network, and that
generates a data path with an ISP network that 1s a window
by which the mobile terminal accesses the network and that
1s used by the mobile terminal to access the network via the
ISP network; the data path generation method including a
generation step of, when a request for access to the home
network 1s received from the mobile terminal, transmitting,
information relating to the base station and the mobile
terminal to connection control means that 1s istalled within
the ISP network, and when the generation of a data path for
providing a Home NW-linking service that accesses the
home network without traversing the ISP network 1s
requested from the connection control means, generating the
data path.

The service request method of the present invention for
achieving the above-described objects 1s a service request
method realized by a mobile terminal that submits a request
to a base station that 1s installed within a home network for
access to a network that includes the home network, that 1s
connected to the network, and that uses a data path generated
by the base station with an ISP network that 1s a window for
accessing the network to access the network by way of the
ISP network; wherein the service request method includes a
first request step of, at the time of the access request to the
home network, transmitting via the base station to connec-
tion control means that 1s installed within the ISP network
information indicating whether the provision of a Home
NW-linking service that accesses the home network via the
base station without traversing the ISP network 1s desired or
not.

The program of the present invention for achieving the
above-described objects causes an authentication apparatus,
which 1s connected to a network that includes a home
network and which 1s mstalled within an ISP network that 1s
a window by which a mobile terminal accesses the network,
to execute a procedure of, when information that 1s trans-
mitted from a base station that 1s mstalled within the home
network and that relates to the base station and to the mobile
terminal that submitted a request to the base station for
access to the home network 1s recerved 1n connection control
means that 1s installed 1n the ISP network, determining based
on the information whether a Home NW-linking service that
accesses the home network via the base station without
traversing the ISP network can be provided to the mobile
terminal, and if the Home NW-linking service can be
provided, reporting this capability to the connection control
means.

The program of the present invention for achieving the
above-described objects causes a connection control appa-
ratus, which 1s connected to a network that includes a home
network and which 1s mstalled within an ISP network that 1s
a window by which a mobile terminal accesses the network,
to execute a first request procedure of: when information
that 1s transmitted from a base station installed within the
home network and that relates to the base station and to the
mobile terminal that 1ssued a request to the base station for
access to the home network 1s recetved and notification that
a Home N'W-linking service that accesses the home network
via the base station without traversing the ISP network can
be provided to the mobile terminal 1s received from an
authentication means 1nstalled within the ISP network,
requesting the base station to generate a data path for
providing the Home NW-linking service.

The program of the present invention for achieving the
above-described objects causes a base station, which 1s
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installed within a home network, which receives a request
from a mobile terminal for access to a network that includes
the home network, which 1s connected to the network, and
which generates a data path with an ISP network that 1s a
window by which the mobile terminal accesses the network
that 1s used by the mobile terminal for accessing the network
by way of the ISP, to execute a generation procedure of,
when a request 1s received from the mobile terminal for
access to the home network, transmitting information relat-
ing to the base station and to the mobile terminal to
connection control means that 1s installed within the ISP, and
when the generation of a data path for providing a Home
NW-linking service that accesses the home network without
traversing the ISP network 1s requested from the connection
control means, generating the data path.

The program of the present mvention for achieving the
above-described objects causes a mobile terminal, which
1ssues a request to a base station that 1s installed within a
home network for access to a network that includes the home
network, which 1s connected to the network, and which uses
a data path generated by the base station with an ISP network
that 1s the window for accessing the network to access the
network by way of the ISP network, to execute a first request
procedure of, at the time of an access request to the home
network, transmitting via the base station to connection
control means that 1s installed within the ISP network
information i1ndicating whether the provision of a Home
NW-linking service that accesses the home network via the
base station without traversing the ISP network 1s desired.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram showing an example of the
configuration of a typical communication system;

FIG. 2 1s a flow chart for describing an example of the
operations of the communication system shown in FIG. 1;

FIG. 3 1s a block diagram showing the configuration of the
communication system of the first exemplary embodiment
of the present 1invention;

FIG. 4 1s a flow chart for describing an example of the
operations of the communication system shown in FIG. 3;

FIG. § 1s a flow chart for describing an example of the
operations of the second exemplary embodiment of the
present 1nvention;

FIG. 6 1s a flow chart for describing another example of
the operations of the second exemplary embodiment of the
present 1nvention;

FIG. 7 1s a flow chart for describing another example of
the operations of the second exemplary embodiment of the
present 1nvention;

FIG. 8 1s a block diagram showing the configuration of the
communication system of Working Example 1 of the present
invention;

FIG. 9 1s a flow chart for describing an example of the
operations of the communication system shown in FIG. 8;

FIG. 10 1s a block diagram showing the configuration of
the communication system of Working Example 2 of the
present 1nvention;

FIG. 11 1s a flow chart for describing an example of the
operations of the commumnication system shown in FIG. 10;

FIG. 12 1s a flow chart for describing an example of the
operations ol the communication system of Working
Example 3 of the present invention;

FIG. 13 1s a flow chart for describing another example of
the operations of the communication system of Working
Example 3 of the present invention;
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FIG. 14 1s a flow chart for describing an example of the
operations ol the communication system of Working
Example 4 of the present invention; and

FIG. 15 15 a flow chart for describing another example of
the operations of the communication system ol Working
Example 4 of the present invention.

BEST MODE FOR CARRYING OUT TH.
INVENTION

L1

Modes for carrying out the present invention are next
described with reference to the accompanying drawings.
First Exemplary Embodiment

FIG. 3 1s a block diagram showing the configuration of the
communication system of the first exemplary embodiment
ol the present invention.

As shown 1n FIG. 3, the commumnication system of the
present exemplary embodiment 1s made up from mobile
terminal ISP network 101 that 1s an ISP network; Home GW
ISP network 102, access network 103, and home NW 104.

The communication system of the present exemplary
embodiment can provide to a mobile terminal, 1n addition to
a service for accessing a network by way of mobile terminal
ISP network 101, a Home NW-linking service for accessing
home NW 104 without traversing mobile terminal ISP
network 101.

Mobile terminal ISP network 101 includes AAA (Authen-
tication, Authorization, and Accounting) server 11, mobile
anchor apparatus 12, first access GW (C-plane) 13, and
second access GW (U-plane) 14.

In addition, AAA server 11 1s one example of the authen-
tication means, and the first access gateway 1s one example
ol the connection control means.

AAA server 11 1s a server that carries out access authen-
tication of the mobile terminal and that also determines
whether a Home NW-linking service can be provided to the
mobile terminal.

Mobile anchor apparatus 12 i1s connected to a network
(not shown 1n the figure) and serves as the window with the
network when the mobile terminal accesses the network by
way ol mobile terminal ISP network 101. Mobile anchor
apparatus 12 transfers to the mobile terminal IP packets that
are disbursed to the mobile terminal from terminals or
servers on the network (not shown).

First access GW (C-plane) 13 mmplements control of
mobile terminals and femtocell access apparatuses (to be
described). At the time of access authentication of a mobile
terminal, first access GW 13 submits an inquiry to AAA
server 11 regarding whether a Home NW-linking service can
be provided to the mobile terminal. When the provision of
the Home NW-linking service to the mobile terminal 1s
permitted, first access GW 13 further transmits to the
temtocell access apparatus a data path generation request
instructing the generation of a data path with the mobile
terminal.

Second access GW (U-plane) 14 constructs a data path for
the mobile terminal between the femtocell access apparatus
that 1s to be described and mobile anchor apparatus 12.
Second access GW 14 further transfers to the mobile termi-
nal IP packets that are disbursed to the mobile terminal from
apparatuses or servers within mobile terminal ISP network
101.

Although mobile anchor apparatus 12, first access GW 13,
and second access GW 14 are here described as separate
entities as shown in FIG. 3, they can be merged 1nto a single
apparatus.

Home GW ISP network 102 includes router 21.
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Router 21 carries out IP routing of IP packets addressed
to IP addresses assigned to the Home GW (to be described
hereinbelow) or to the prefix of the Home GW or of IP
packets having as the transmission origin an IP address
assigned to the Home GW or the prefix of the Home GW.

Access network 103 includes BAS 31.

BAS 31 has router capabilities and performs access
authentication at the time of an attach request from a mobile
terminal or connection to Home GW ISP network 102.

Home NW 104 includes mobile terminal 41, femtocell
access apparatus 42, Home GW 43, and stationary terminal

44.

Mobile terminal 41 1s a terminal that uses a data path that
1s generated by femtocell access apparatus 42 to carry out
communication by way of femtocell access apparatus 42.

Femtocell access apparatus 42 connects to mobile termi-
nal ISP network 101 by way of Home GW 43, BAS 31, and

router 21. At the access start time of mobile terminal 41,
temtocell access apparatus 42 transmits to first access GW
13 an attach trigger that includes linking capability infor-
mation that are information elements indicating that femto-
cell access apparatus 42 1s itsell equipped with a HOME
NW-linking capability and that the Home NW-linking ser-
vice can be provided. Upon receiving a request from first
access GW 13 to generate a data path with mobile terminal
41, femtocell access apparatus 42 generates a data path
between mobile terminal 41 and femtocell access apparatus
42.

Home GW 43 1s the gateway apparatus when a terminal
within home NW 104 communicates with an outside NW.
Home GW 43 1s further provided with a capability for
assigning IP addresses to terminals within home NW 104
and capability as a DNS (Domain Name System) server.

Stationary terminal 44 1s a terminal that uses an IP address
disbursed from Home GW 43 to perform communication.

The overall operations of the present exemplary embodi-
ment are next described 1 detail.

FIG. 4 1s a flow chart for describing an example of the
operations of the communication system shown in FIG. 3.

Reterring to FIG. 4, when mobile terminal 41 first begins
access to femtocell access apparatus 42 to access home NW
104, femtocell access apparatus 42 detects the attach request
of mobile terminal 41 (Step 10). The attach request here
described may result from the express transmission of an
attach request from mobile terminal 41, or may be occa-
sioned by the establishment of a link between femtocell
access apparatus 42 and mobile terminal 41 or the estab-
lishment of a Capability Negotiation.

Femtocell access apparatus 42, upon detecting the attach
request of mobile terminal 41, transmits to first access GW
13 an attach trigger that includes linking capability infor-
mation (Step 11). The attach trigger 1s assumed to include
information relating to mobile terminal 41 and femtocell
access apparatus 42 such as apparatus 1dentifiers.

Upon recerwving the attach trigger, first access GW 13
starts the access authentication of mobile terminal 41 (Step
12). Upon detecting from the linking capability information
contained 1n the attach trigger that femtocell access appa-
ratus 42 1s equipped with the HOME NW-linking capability,
first access GW 13 transmits an authentication message to
AAA server 11 during access authentication to request
determination of whether the Home N'W-linking service can
be provided to mobile terminal 41. The authentication
message includes, for example, mformation relating to
mobile terminal 41 and femtocell access apparatus 42 that
were contained 1n the attach trigger.
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Upon recerving the authentication message, AAA server
11 determines whether the Home NW-linking service can be
provided to mobile terminal 41 based on information relat-
ing to mobile terminal 41 and femtocell access apparatus 42
that 1s contained in the authentication message. As the
method of carrying out this determination, methods can be
considered that use the relation between the user that uses
mobile terminal 41 to receive the communication service
and the owner of femtocell access apparatus 42, or, for
example, that permit provision when the user and the owner
are the same person or have a family relation. The determi-
nation can also be carried out based on whether the user has
entered 1nto a contract that allows the use of femtocell access
apparatus 42 to recerve the communication service.

If the Home NW-linking service can be provided to
mobile terminal 41, AAA server 11 reports this capability to
first access GW function 13 during access authentication.
Even i1 a request for the determination of whether service
can be provided 1s not included 1n the authentication mes-
sage recerved from first access GW 13, AAA server 11 may
report this information to first access GW 13 during access
authentication 1 the Home NW-linking service can be
provided to mobile terminal 41.

First access GW 13 receives the report that the Home
NW-linking service can be provided to mobile terminal 41
from AAA server 11 and transmits to femtocell access
apparatus 42 a data path generation request that includes
information instructing the generation of a data path for
providing the Home NW-linking service (Step 13).

Upon receiving the data path generation request, femto-
cell access apparatus 42 generates a data path for providing
the Home NW-linking service between mobile terminal 41
and femtocell access apparatus 42 (Step 15). If femtocell
access apparatus 42 can acquire an IP address for mobile
terminal 41 from Home GW 43, femtocell access apparatus
42 turther acquires the IP address for mobile terminal 41 1n
advance (Step 14) and reports this IP address to mobile
terminal 41 at the time of generating the data path between
mobile terminal 41 and femtocell access apparatus 42.

When generation of the data path between mobile termi-
nal 41 and femtocell access apparatus 42 1s completed,
temtocell access apparatus 42 reports a data path generation
response indicating data path generation completion to first
access GW 13 (Step 16). If mobile terminal 41 has not
acquired an IP address during the generation of the data path
between mobile terminal 41 and femtocell access apparatus
42, mobile terminal 41 acquires an IP address from Home
GW 43 after generation of the data path (Step 17).

Using the IP address that was acquired from Home GW
43, mobile terminal 41 1s then able to communicate with
stationary terminal 44 1n home NW 104 without traversing
mobile terminal ISP network 101.

The eflect of the present exemplary embodiment 1s next
described.

When an access request has been recerved in femtocell
access apparatus 42 from mobile terminal 41 1n the com-
munication system of the present exemplary embodiment as
described hereinabove, AAA server 11 determines whether
the Home NW-linking service can be provided to mobile
terminal 41 and notifies first access GW 13 that the service
can be provided when the service can be provided, and based
on this notification, first access GW 13 1ssues a request to
temtocell access apparatus 42 to generate a data path for
providing the Home NW-linking service and femtocell
access apparatus 42 generates the data path for providing the
Home NW-linking service.
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In this way, determination of whether the Home NW-
linking service can be provided to mobile terminal 41 can be
realized by an apparatus within mobile terminal ISP network
101, and 1n addition, when service can be provided, femto-
cell access apparatus 42 1s caused to generate a data path for
accessing home NW 104 without traversing mobile terminal
ISP network 101, whereby commumnication between mobile
terminal 41 and a node within home NW 104 can be carried
out by an eflicient data path.

Second Exemplary Embodiment

The communication system of the second exemplary
embodiment of the present invention 1s of the same con-
figuration as the communication system of the first exem-
plary embodiment shown 1n FIG. 3, but the operations of the
second exemplary embodiment differ from those of the first
exemplary embodiment 1n that mobile terminal 41 clearly
expresses the desire for the Home NW-linking service and
temtocell access apparatus 42 sends linking capability infor-
mation to mobile terminal 41.

The overall operations of the present exemplary embodi-
ment are next described 1n greater detail.

FIG. 5 1s a flow chart showing an example of the
operations of the second exemplary embodiment of the
present invention. The two points of difference with opera-
tions of the communication system of the first exemplary
embodiment shown 1n FIG. 4 are first that femtocell access
apparatus 42 clearly sends linking capability information to
mobile terminal 41, and secondly, that mobile terminal 41
transmits to femtocell access apparatus 42 an attach request
to which linking-desired information 1s appended 1indicating
whether the Home NW-linking service 1s desired or not.

Referring to FIG. 5, femtocell access apparatus 42 first
sends by broadcast a Home NW-linking capability-equipped
notification that contains linking capability mformation to
all terminals 1n cells that include mobile terminal 41 (Step
20).

Next, mobile terminal 41 transmits an attach request to
temtocell access apparatus 42 to start access to femtocell
access apparatus 42 (Step 21). It 1s here assumed that mobile
terminal 41 desires a Home NW-linking service, and mobile
terminal 41 appends to the attach request linking-desired
information that indicates that the Home NW-linking service
1s desired. In addition, because femtocell access apparatus
42 sends a Home NW-linking capability-equipped notifica-
tion 1n advance, mobile terminal 41 may append the linking-
desired information to the attach request only when mobile
terminal 41 has detected that femtocell access apparatus 42
1s equipped with the Home NW-linking capability. Although
the message to which mobile terminal 41 has appended
linking-desired information 1s here taken to be an attach
request, the message 1s not limited to an attach request, and
the message may be a message that 1s transmitted to fem-
tocell access apparatus 42 before an access authentication
message arrives 1n AAA server 11.

Upon recerving the attach request from mobile terminal
41, femtocell access apparatus 42 transmits an attach trigger
that contains the linking capability information and linking-
desired information contained in the attach request to first
access GW 13 (Step 22).

Upon receiving the attach trigger, first access GW 13
begins access authentication of mobile terminal 41 (Step
23). In addition, when first access GW 13 detects from the
linking capability information contained in the attach trigger
that femtocell access apparatus 42 1s equipped with a
capability that enables Home NW linking, first access GW
13 transmits an authentication message to AAA server
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during access authentication to request determination of
whether the Home NW-linking service can be provided to
mobile terminal 41.

AAA server 11 next determines whether the Home NW-
linking service can be provided based on information relat-
ing to mobile terminal 41 and femtocell access apparatus 42
that 1s contained 1n the authentication message. The method
of this determination of capability i1s similar to that of the
first exemplary embodiment and explanation 1s therefore
here omitted. If the Home NW-linking service can be
provided, AAA server 11 reports this capability to first
access GW 13 during access authentication.

Next, first access GW 13 receives notification from AAA
server function 11 that the Home NW-linking service can be
provided, takes into consideration the desire of mobile
terminal 41 for the Home NW-linking service, and transmits
to femtocell access apparatus 42 a data path generation
request that includes information instructing the generation
of a data path for providing the Home NW-linking service
(Step 24).

The subsequent processes (Steps 25-28) are similar to the
processes (Steps 14-17) of the first exemplary embodiment
shown 1n FIG. 4, and explanation 1s therefore here omitted.

Operations are next described for a case in the present
exemplary embodiment 1n which an attach request to which
linking-desired information indicating that the Home NW-
linking service 1s not desired has been appended 1s trans-
mitted to femtocell access apparatus 42 when mobile ter-
minal 41 begins access to femtocell access apparatus 42.

FIG. 6 1s a flow chart for explaining this example of the
operations of the second exemplary embodiment of the
present mvention.

Referring to FIG. 6, femtocell access apparatus 42 first
sends by broadcast a HOME NW-linking capability-
equipped notification that includes linking capabaility infor-
mation to all terminals 1n cells that include mobile terminal
41 (Step 30).

Next, mobile terminal 41 transmits an attach request to
temtocell access apparatus 42 to start access to femtocell
access apparatus 42 (Step 31). Because mobile terminal 41
does not desire the Home NW-linking service in this case,
mobile terminal 41 appends to the attach request linking-
desired information that indicates that the Home NW-linking
service 15 not desired.

Upon receiving the attach request from mobile terminal
41, femtocell access apparatus 42 transmits an attach trigger
that includes linking capability information and the linking-
desired information that was contained 1n the attach request
to first access GW 13 (Step 32).

Upon receiving the attach trigger, first access GW 13
begins access authentication of mobile terminal 41 (Step
33). Upon detecting from the linking capability information
that 1s contained 1n the attach trigger that femtocell access
apparatus 42 1s equipped with the HOME NW-linking
capability, first access GW 13 transmits an authentication
message to AAA server 11 during access authentication to
request determination of whether the Home NW-linking
service can be provided to mobile terminal 41.

AAA server 11 next determines whether the Home N'W-
linking service can be provided based on information relat-
ing to mobile terminal 41 and femtocell access apparatus 42
that 1s contained 1n the authentication message. If the Home
NW-linking service can be provided, AAA server 11 during
access authentication notifies first access GW 13 that the
service can be provided.

Next, first access GW 13 receives the notification from

AAA server function 11 that the Home NW-linking service
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can be provided, takes into consideration that mobile termi-
nal 41 does not desire the Home NW-linking service, and
transmits a data path generation request to second access
GW 14 to create a data path between second access GW 14
and mobile anchor apparatus 12 (Step 34). Upon receiving
this request, second access GW 14 generates a data path
between second access GW 14 and mobile anchor apparatus
12 (Step 35), and upon completion of generation, transmits
a data path generation response to first access GW 13 (Step
36).

In order to create a data path between second access GW
14 and mobile terminal 41, first access GW 13 transmits a
request to femtocell access apparatus 42 to generate a data
path with mobile terminal 41 (Step 37). Upon receiving this
request, femtocell access apparatus 42 generates a data path
between mobile terminal 41 and femtocell access apparatus
42 (Step 38), and following completion of the generation,
returns a data path generation response (Step 39). In this
way, a data path 1s created between second access GW 14
and mobile terminal 41, 1.e., between mobile terminal ISP
network 101 and mobile terminal 41.

Mobile terminal 41 subsequently carries out communica-
tion with servers or terminals on the network (not shown) by
way ol a data path with mobile terminal ISP network 101.

Operations are next described for a case 1 which, fol-
lowing the operations shown 1n the flow chart of FIG. 6 1n
the present exemplary embodiment, mobile terminal 41
1ssues a request to femtocell access apparatus 42 to generate
a new bearer that 1s a new data path that allows access to
home NW 104 through the Home NW-linking service.

FIG. 7 1s a flow chart for describing another example of
the operations of the commumnication system of the second
exemplary embodiment of the present invention. In FIG. 7,
it 1s assumed that as the initial state, mobile terminal 41
implements an access request without desiring a Home
NW-linking service, and a data path 1s therefore established
with mobile terminal ISP network 104. It 1s further assumed
that along with these steps, first access GW 13 1s notified at
the time of access authentication of mobile terminal 41 from
AAA server 11 that the provision of a Home NW-linking
service to mobile terminal 41 1s permitted.

Referring to FIG. 7, mobile terminal 41 first transmits to
temtocell access apparatus 42 a bearer generation request to
which 1s appended linking-desired information indicating
that a Home NW-linking service 1s desired (Step 40).

Upon receiving the bearer generation request, femtocell
access apparatus 42 transiers the bearer generation request
to first access GW 13 (Step 41). When transferring the bearer
generation request, femtocell access apparatus 42 may
append linking capability information to the bearer genera-
tion request.

By analyzing the bearer generation request, first access
GW 13 next determines whether mobile terminal 41 1s
requesting the generation of a new bearer that can provide
the Home NW-linking service, and 1f the generation of a
bearer 1s being requested, checks whether permission to
provide the Home NW-linking service to mobile terminal 41
has been supplied from AAA server 11.

Because permission to provide the service has been
supplied from AAA server function 11 1n this case, first

access GW 13 transmits to femtocell access apparatus 42 a
data path generation request that contains information
instructing the generation of a data path for providing the

Home NW-linking service (Step 43).
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The subsequent processes (Steps 43-46) are similar to the
processes (Steps 14-17) of the first exemplary embodiment
shown 1n FIG. 4, and further explanation 1s therefore here
omitted.

The eflect of the present exemplary embodiment 1s next
described.

As described heremnabove, 1n the present exemplary
embodiment, the desire or lack of desire for a Home
NW-linking service 1s clearly expressed at the time that
mobile terminal 41 begins access to femtocell access appa-
ratus 42 or at the time of requesting the generation of a new
bearer.

As a result, a data path that reflects the desire of mobile
terminal 41 can be generated 1n femtocell access apparatus
42 and mobile terminal ISP network 101.

In addition, femtocell access apparatus 42 sends linking
capability mformation to terminals i1n cells that include
mobile terminal 41, and mobile terminal 41 1s therefore able
to determine whether the Home NW-linking service 1s
desired or not based on the linking capability imnformation.

WORKING EXAMPLES

Best modes for implementing the present invention are
next described using actual working examples.

Working Example 1

Working Example 1 of the present imnvention 1s the first
exemplary embodiment 1n concrete form.

FIG. 8 15 a block diagram showing the configuration of the
communication system of Working Example 1 of the present
invention.

As shown 1n FIG. 8, the commumnication system of the
present working example 1s made up from mobile terminal
ISP network 101, Home GW ISP network 102, access
network 103, and home NW 104, similar to the first exem-
plary embodiment shown 1n FIG. 3.

In mobile terminal ISP network 101, HSS 111 corre-
sponds to AAA server 11, PDN-GW 112 corresponds to
mobile anchor apparatus 12, MME 113 corresponds to first
access GW 13, Serving GW 114 corresponds to second
access GW 14: in Home GW ISP network 102, router 121
corresponds to router 21; 1 access network 103, BAS 131
corresponds to BAS 31; and 1n home NW 104, mobile
terminal 141 corresponds to mobile terminal 41, femtocell
base station 142 corresponds to femtocell access apparatus
42, Home GW 143 corresponds to Home GW 43, and
stationary terminal 144 corresponds to stationary terminal
44.

The overall operation of the present working example 1s
next described in detail.

FIG. 9 1s a flow chart for explaining an example of the
operations of the communication system shown in FIG. 8.

Referring to FIG. 9, mobile terminal 141 transmits an
Attach Request to femtocell base station 142 as an attach
request to begin access to femtocell base station 142 (Step
100).

Upon receiving the Attach Request from mobile terminal
141, femtocell base station 142 transmits to MME 113 an
attach Request that contains linking capability information
as an attach trigger (Step 101).

Upon receiving the Attach Request, MME 113 begins
access authentication of mobile terminal 141 (Step 102). In
addition, upon detecting from the Attach Request that fem-
tocell base station 142 1s equipped with the HOME NW-

linking capability, MME 113 during access authentication
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transmits an authentication message to HSS 111 to request
determination of whether the Home NW-linking service can
be provided to mobile terminal 141.

HSS 111 next carries out a determination of whether the
Home NW-linking service can be provided based on, for
example, mformation relating to mobile terminal 141 and
temtocell base station 142 that 1s contained in the authen-
tication message. 1T the Home NW-linking service can be
provided, HSS 111 notifies this capability to MME 113
during access authentication.

MME 113 next receives the notification from HSS 111
that the Home NW-linking service can be provided and
transmits to femtocell base station 142 an Attach Accept that
contains information instructing the generation of a data
path for providing the Home NW-linking service as a data
path generation request (Step 103).

Upon recerving the Attach Accept, femtocell base station
142 acquires an IP address for mobile terminal 141 from
Home GW 143 for the purpose of providing an IP address
for providing the Home NW-linking service to mobile
terminal 141 (Step 104). When femtocell base station 142
knows an IP address for mobile terminal 141 betorehand,
this phase 1s skipped.

Femtocell base station 142 next exchanges “RRC Con-
nection Reconfiguration/RRC Connection Reconfiguration
Complete” with mobile terminal 141 (Steps 105 and 106)
and generates a data path between mobile terminal 141 and
temtocell base station 142. Femtocell base station 142
further communicates the IP address to mobile terminal 141
in the course of generating the data path between mobile
terminal 141 and femtocell base station 142.

Upon completion of the generation of a data path between
mobile terminal 141 and femtocell base station 142, femto-
cell base station 142 transmits to MME 113 an Attach
Complete as the data path generation response (Step 107).

Mobile terminal 141 subsequently uses the data path that
was generated to access home NW 104 without traversing
mobile terminal ISP network 101 and communicates with
stationary terminal 144.

Working Example 2

Working Example 2 of the present invention is also an
actualization of the first exemplary embodiment.

FIG. 10 1s a block diagram showing the configuration of
the communication system of Working Example 2 of the
present 1nvention.

As shown 1n FIG. 10, the communication system of the
present working example 1s made up from mobile terminal
ISP network 101, Home GW ISP network 102, access
network 103, and home NW 104, as 1n the first exemplary
embodiment shown i FIG. 3.

In mobile terminal ISP network 101, AAA server 211
corresponds to AAA server 11, HA (Home Agent) 212
corresponds to mobile anchor apparatus 12, and ASN (Ac-
cess Service Network)-GW 213 corresponds to first access
GW 13 and second access GW 14. The other constituent
clements are the same as Working Example 1 and further
explanation 1s therefore here omuitted.

The overall operation of the communication system of the
present working example 1s next described 1n detail.

FIG. 11 1s a flow chart for describing an example of the
operations of the communication system shown 1n FIG. 10.

Referring to FIG. 11, mobile terminal 141 first begins
access of femtocell base station 142, and following the
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establishment of a link with femtocell base station 142 (Step
200), begins SBC (Subscriber Station Capability) Negotia-
tion (Step 201).

In the course of the SBC Negotiation with mobile termi-
nal 141, femtocell base station 142 transmits to ASN-GW
213 an MS_PreAttachment_Req that contains linking capa-
bility information as an attach trigger (Step 202).

Upon receiving the MS_PreAttachment Req, ASN-GW
213 stores the information indicating that femtocell base
station 142 1s equipped with the Home NW-linking capa-
bility and returns an MS_PreAttachment_Res to femtocell
base station 142.

Upon completion of SBC Negotiation, femtocell base
station 142 transmits an MS_PreAttachment_Ack to ASN-
GW 213 (Step 203).

Upon receiving the MS_PreAttachment_Ack, ASN-GW
213 transmits to mobile terminal 141 and EAP Request/
Identity by way of femtocell base station 142 to begin the
access authentication of mobile terminal 141 (Step 204).

Upon receiving the EAP Request/Identity, mobile termi-
nal 141 returns EAP Request/Identity-NAI to ASN-GW 213
by way of femtocell base station 142 (Step 203).

Upon recerving the EAP Request/Identity-NAI, ASN-GW
213 begins the access authentication of mobile terminal 141
(Step 206). In addition, ASN-GW 213 detects from MS_Pre-
Attachment_Req that femtocell base station 142 1s equipped
with the Home NW-linking capability, and therefore, during
access authentication transmits an authentication message to
request AAA server 211 for determination of whether the
Home NW-linking service can be provided to mobile ter-
minal 141.

AAA server 211 next determines whether the Home
NW-linking service can be provided based on, for example,
information relating to mobile terminal 141 and femtocell
base station 142 that 1s contained 1n the authentication
message. If the Home NW-linking service can be provided,
AAA server 211 reports this information to ASN-GW 213
during access authentication.

Upon success of the access authentication, ASN-GW 213
executes a registration process for negotiation of the capa-
bilities of MAC (Media Access Control) layers and sharing
of security information for encrypting the data that are
exchanged between mobile terminal 141 and femtocell base
station 142 (Steps 207-209).

Because notification indicating that the Home NW-link-
ing service can be provided has been received from AAA
server 211, ASN-GW 213 next transmits, as a data path
generation request to femtocell base station 142, a Path_Re-
g Req that contains information instructing the generation
of a data path for providing the Home NW-linking service
(Step 210).

Upon recerving the Path_ Reg Req, femtocell base station
142 exchanges DSA-REQ/RSP with mobile terminal 141
(Step 211) and then generates a data path between mobile
terminal 141 and femtocell base station 142.

When the generation of the data path between mobile
terminal 141 and femtocell base station 142 has been
completed, femtocell base station 142 reports Path_Re-
g Rsp to MME 113 as the data path generation response
(Step 212).

After completion of the generation of a data path between
mobile terminal 141 and femtocell base station 142, mobile
terminal 141 executes an IP address acquisition process
(Step 213). More specifically, a message of a process such
as Stateful Address Configuration or Stateless Auto Address
Configuration by DHCP 1s transferred from femtocell base
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station 142 to Home GW 143, whereby mobile terminal 141
acquires an IP address that 1s disbursed by Home GW 143.

Mobile terminal 141 subsequently uses the data path that
was generated to access home NW 104 without traversing
mobile terminal ISP network 101 and carries out commu-
nication with stationary terminal 144.

Working Example 3

Working Example 3 of the present invention 1s the actu-
alization of the second exemplary embodiment.

The configuration of the communication system of the
present working example 1s similar to the configuration of
the communication system ol Working Example 1 shown in
FIG. 8, but the operations differ from those of Working
Example 1 1in that mobile terminal 141 clearly expresses
whether the Home NW-linking service 1s desired or not and
temtocell base station 142 sends linking capability informa-
tion to mobile terminal 141.

The overall operations of the communication system of
the present working example are next described in detail.

The operations in the present working example in which
mobile terminal 141 accesses home NW 104 by way of
temtocell base station 142 are first described.

FIG. 12 1s a flow chart for describing an example of the
operations of the communication system of Working
Example 3 of the present invention. In the operations of the
present working example shown i FIG. 12, the two points
that differ from the operations of the communication system
of Working Example 1 shown in FIG. 9 are the use of
System Information by femtocell base station 142 to
expressly send linking capability information to mobile
terminal 141 and the transmission by mobile terminal 141 to
temtocell base station 142 of an Attach Request to which 1s
appended linking-desired information that indicates whether
mobile terminal 141 desires a Home NW-linking service or
not.

Referring to FIG. 12, femtocell base station 142 first uses
a System Information message to send linking capabaility
information in a broadcast to all terminals 1n cells that
include mobile terminal 141 (Step 300).

Mobile terminal 141 next transmits an Attach Request to
temtocell base station 142 to begin access to femtocell base
station 142 (Step 301). At this time, mobile terminal 141
desires a Home NW-linking service and therefore sets the
Attach Type of the Attach Request to “femtocell Access.”

Upon recerving the Attach Request from mobile terminal
141, femtocell base station 142 includes linking capability
information 1n the Afttach Request received from mobile
terminal 141 and transiers the Attach Request to MME 113
(Step 302).

Upon recerving the Attach Request, MME 113 begins the
access authentication of mobile terminal 141 (Step 303). In
addition, upon detecting from the attach Request that fem-
tocell base station 142 1s equipped with the Home NW-
linking capability, MME 113 during access authentication
transmits an authentication message to request HSS 111 to
determine whether the Home NW-linking service can be
provided to mobile terminal 141.

HSS 111 next determines whether the Home NW-linking
service can be provided based on, for example, information
relating to mobile terminal 141 and femtocell base station
142 that 1s contained in the authentication message. It the
Home NW-linking service can be provided, HSS 111 reports
this information to MME 113 during access authentication.

MME 113 next receives from HSS 111 notification that
the Home NW-linking service can be provided, and taking
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into consideration the desire for the Home NW-linking
service by mobile terminal 141, transmits to femtocell base
station 142 an Aftach Accept that contains information
instructing the generation of a data path for providing the
Home NW-linking service (Step 304).

The subsequent processes (Steps 305-308) are the same as
the processes (Steps 104-107) of Working Example 1 shown
in FIG. 9 and further explanation 1s therefore here omitted.

Operations are next described regarding a case in the
present working example in which, after a data path has been
established with mobile terminal ISP network 101, mobile
terminal 141 requests the generation of a new bearer that
allows access to home NW 104 by the Home NW-linking
service. At the time of the access authentication of mobile
terminal 141 when generating a data path between mobile
terminal 141 and mobile terminal ISP network 101, 1t 1s
assumed that MME 113 1s notified of the permission to
provide the Home NW-linking service to mobile terminal
141 from HSS 111.

FIG. 13 1s a flow chart for explaining this example of the
operations ol the communication system of Working
Example 3 of the present invention.

Referring to FIG. 13, mobile terminal 141 first transmits,
as a bearer generation request to femtocell base station 142,
a Request Bearer Resource Allocation to which 1s appended

an LBI (Linked Bearer 1D) that indicates the desire for the
Home NW-linking service (Step 400).

Upon recerving the Request Bearer Resource Allocation,
temtocell base station 142 transfers the request to MME 113
(Step 401).

MME 113 next analyzes the Request Bearer Resource
Allocation, and upon determining that the generation of a
bearer that allows access to home NW 104 by the Home
NW-linking service 1s being requested by mobile terminal
141, checks whether permission to provide the Home NW-
linking service to mobile terminal 141 has been supplied
from HSS 111. In this case, permission for providing service
has been supplied from HSS 111, and MME 113 therefore
transmits, as a data path generation request to femtocell base
station 142, a Bearer Setup Request that includes informa-
tion istructing the generation of a data path for providing
the Home NW-linking service (Step 402).

Upon receiving the Bearer Setup Request, femtocell base
station 142, in order to provide mobile terminal 141 with an

IP address for the Home NW-linking service, acquires an IP
address for mobile terminal 141 from Home GW 143 (Step

403). If femtocell base station 142 knows an IP address for
use by mobile terminal 141 beforehand, this phase 1s
skipped.

Femtocell base station 142 next exchanges RRC Connec-
tion Reconfiguration/RRC Connection Reconfiguration
Complete with mobile terminal 141 (Steps 404 and 405) and
generates a data path between mobile terminal 141 and
temtocell base station 142. In the course of generating the
data path, femtocell base station 142 further reports to
mobile terminal 141 the IP address that was acquired from
Home GW 143.

When the generation of the data path between mobile
terminal 141 and femtocell base station 142 1s complete,
femtocell base station 142 transmits a Bearer Setup
Response to MME 113 as the data path generation response
(Step 406).

Mobile terminal 141 subsequently uses the data path that
was generated to access home NW 104 without traversing,
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mobile terminal ISP network 101 and carries out commu-
nication with stationary terminal 144.

Working Example 4

Working Example 4 of the present invention 1s an actu-
alization of the second exemplary embodiment.

The configuration of the communication system of the
present working example 1s similar to the configuration of
the communication system of Working Example 2 shown in
FIG. 10, but the operations differ from those of Working
Example 2 1n that mobile terminal 141 clearly indicates
whether there 1s a desire for Home NW-linking service and
temtocell base station 142 sends linking capability informa-
tion to mobile terminal 141.

The overall operations of the communication system of
the present working example are next described in detail.

Explanation first regards the operations in the present
working example in which mobile terminal 141 accesses
home NW 104 by way of femtocell base station 142.

FIG. 14 1s a flow chart for describing an example of the
operations ol the communication system of Working
Example 4 of the present invention. In the operations of the
present working example shown 1n FIG. 14, the points of
difference with the operations of the communication system
of Working Example 2 shown in FIG. 11 are the two points
that femtocell base station 142 uses a DL-MAP message to

expressly send linking capability information to mobile
terminal 141 and that mobile terminal 141 transmits to
ASN-GW 213 by way of femtocell base station 142 an EAP
Response/Identity that includes linking-desired information
that indicates whether the Home NW-linking service 1s
desired or not.

Referring to FIG. 14, femtocell base station 142 {irst uses
the DL-MAP message to send by broadcast linking capa-
bility information to all terminals within cells that include
mobile terminal 141 (Step 500).

Mobile terminal 141 next begins access to femtocell base
station 142, and after a link 1s established with femtocell
base station 142 (Step 501), begins SBC Negotiation (Step
502).

Femtocell base station 142 next, in the process of the SBC
Negotiation with mobile terminal 141, transmits to ASN-
GW 213 and MS_PreAttachment_Req that includes linking
capability information (Step 503).

Upon receiving the MS_PreAttachment Req, ASN-GW
213 stores the information that femtocell base station 142 1s
equipped with the capability for enabling Home NW linking
and returns an MS_PreAttachment_Rsp to femtocell base
station 142.

When the SBC Negotiation 1s complete, femtocell base
station 142 transmits an MS PreAttachment Ack to ASN-
GW 213 (Step 504).

Upon receiving the MS_PreAttachment_Ack, ASN-GW
213 transmits an EAP Request/Identity to mobile terminal
141 to begin access authentication of the mobile terminal
(Step 505).

Because it 1s here assumed that mobile terminal 141
he Home NW-linking service, upon receiving the

desires t
EAP Request/Identity, mobile terminal 141 sets information
that indicates the desire for the Home NW-linking service to
the Outer NAI of the EAP Response/Identity and transmits
this EAP Response/Identity to ASN-GW 213 (Step 506). A
format such as “{at=1} username@realm” can be consid-
ered as the format of the information that 1s set to the Outer
NAIL It 1s here assumed that the desire for the Home
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NW-linking service 1s indicated when ““at” 1s an abbreviation
of “Attach Type,” and the value of the Attach Type 1s “1.”
Because ASN-GW 213 detects from the MS PreAttach-

ment_Req that femtocell base station 142 1s equipped with
the Home NW-linking capability, upon receiving the EAP
Response/Identity, ASN-GW 213 begins the access authen-
tication ol mobile terminal 141 (Step 507) and transmits an
authentication message during access authentication to
request AAA server 211 to determine whether the Home

NW-linking service can be provided to mobile terminal 141.
AAA server 211 next determines whether the Home

NW-linking service can be provided based on, for example,

information relating to mobile terminal 141 and femtocell
base station 142 that 1s contained 1n the authentication
message. If the Home NW-linking service can be provided,
AAA server 211 reports this information to AAA server 213
during access authentication.

The subsequent processes (Steps 508-514) are the same as
the processes (Steps 207-213) of Working Example 2 shown
in FIG. 11 and further explanation is therefore here omitted.

Explanation next regards operations in the present work-
ing example 1in which, following establishment of a data path
with mobile terminal ISP network 101, mobile terminal 141
requests the generation of a new bearer that 1s able to access
home NW 104 through the Home NW-linking service. In
addition, 1t 1s assumed that at the time of access authenti-
cation of mobile terminal 141 when generating a data path
between mobile terminal 141 and mobile terminal ISP
network 101, ASN-GW 213 1s notified of permission from
AAA server 211 to provide the Home NW-linking service to
mobile terminal 141.

FIG. 15 1s a flow chart for explaining an example of the
operations ol the communication system of Working
Example 4 of the present invention.

Referring to FIG. 15, mobile terminal 141 transmits, as a
bearer generation request to femtocell base station 142, a
DSA (Dynamic Service Addition) Request to which 1s
appended an APN (Access Point Name) that indicates that
the Home NW-linking service 1s desired (Step 600).

Upon receiving the DSA Request, femtocell base station
142 transmits to ASN-GW 213 a DP_Reg Req indicating
that mobile terminal 141 1s requesting the generation of a
new bearer that can access home NW 104 through the Home
NW-linking service (Step 601).

ASN-GW 213 analyzes the DSA Request, and upon
determining that mobile terminal 141 1s requesting the
generation of a bearer that allows access to home NW 104
through the Home NW-linking service, verifies whether
permission to provide the Home NW-linking service to
mobile terminal 15 has been supplied from AAA server 211.
Because permission to provide the Home NW-linking ser-
vice has been supplied from AAA server 211 1n this case,
ASN-GW 213 transmits to femtocell base station 142 a
DP_Reg Rsp that includes information that instructs the
generation of a data path for providing the Home NW-
linking service (Step 602).

Upon receiving the DP_Reg Rsp, femtocell base station
142 determines that the Home NW-linking service can be
provided to mobile terminal 141.

Femtocell base station 142 next exchanges DSA
Response/DSA Ack with mobile terminal 141 (Steps 603
and 604) and generates a data path between mobile terminal
141 and femtocell base station 142.

When the generation of the data path between mobile
terminal 141 and femtocell base station 142 1s completed,
mobile terminal 141 acquires an IP address for the Home
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NW-linking service from Home GW 143 by way of femto-
cell base station 142 (Step 605).

Mobile terminal 141 subsequently uses the data path that
was generated to access home NW 104 without traversing
mobile terminal ISP network 101 and communicates with
stationary terminal 144.

The method that 1s carried out 1in the femtocell base
station, authentication means, connection control means,
and mobile terminal of the present invention may also be
applied to a program for causing execution by the femtocell
base station, authentication means, connection control
means, and mobile terminal. This program can also be stored
in a storage medium or provided to the outside by way of a
network.

Although the present invention has been described here-
inabove with reference to exemplary embodiments and
working examples, the present mvention 1s not limited to
these exemplary embodiments and working examples. The
construction and details of the present invention as defined
in the claims are open to various modifications within the
scope of the mvention that will be understood by one of
ordinary skill in the art.

What 1s claimed 1s:

1. A communication system comprising:

a user equipment (UE);

a base station; and

a mobility management equipment; wherein

the UE transmits, to the base station, an attach request
message;

the base station sends, to the mobile management equip-
ment, the attach request message and a {irst informa-
tion, wherein the first information indicates a local
access function which 1s provided 1n the base station

wherein the local access function enables the UE con-
nected via the base station to access other IP capable
entities 1n a same residential/enterprise IP network
without user plane traversing a mobile operator’s net-
work except a base station subsystem.

2. The communication system according to claim 1,

wherein

The mobile management equipment sends, to the base
station, an attach accept message including a second
information, wherein the second information 1s for
enabling direct user plane path between the base station
and the local access function.

3. The communication system according to claim 1,

wherein

the base station transmits, to the UE, a RRC Connection
Reconfiguration message;

the UE transmits, to the base station, a RRC Connection
Reconfiguration Complete message; and

the base station sends, to the mobile management equip-
ment, an Attach Complete message.

4. The communication system according to claim 2,
wherein the second information 1s sent, when the local
access 1s valid by using subscription data.

5. The communication system according to claim 1,
wherein

the base station broadcasts a system information contain-
ing a third information regarding local access.

6. A user equipment (UE) comprising:

a transmission interface configured to transmit, to a base
station, an attach request message, wherein the attach
request message 1s forwarded, to a mobility manage-
ment equipment by the base station, together with
transmitting a first information, wherein the first infor-
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mation indicates a local access function which 1s pro-
vided 1n the base station; and

a reception 1nterface configured to receive, from the base

station, a RRC Connection Reconfiguration message,

wherein the local access function enables the UE con-
nected via the base station to access other IP capable
entities 1n a same residential/enterprise IP network
without user plane traversing a mobile operator’s net-
work except a base station subsystem.

7. The UE according to claim 6, wherein

the RRC Connection Reconfiguration message includes a
second information, wherein the second information 1s

for enabling direct user plane path between the base
station and the local access function.

8. The UE according to claim 6, wherein the transmission
interface 1s further configured to transmit, to the base station,
a RRC Connection Reconfiguration Complete message.

9. The UE according to claim 7, wherein

the second information 1s sent when the local access 1s
valid by using subscription data.

10. The UE according to claim 6, wherein

the reception interface 1s further configured to receive,
from the base station, a system information containing
a third information regarding local access.

11. A base station comprising;:

a reception terface configured to receive, from a user
equipment (UE), an attach request message; and

a transmission interface configured to send, to a mobility
management equipment, the attach request message
and a first information, wherein the first information
indicates a local access function which 1s provided 1n
the base station,

wherein the local access function enables the UE con-
nected via the base station to access other IP capable
entities 1n a same residential/enterprise IP network
without user plane traversing a mobile operator’s net-
work except a base station subsystem.

12. The base station according to claim 11, wherein

the reception interface i1s further configured to receive,
from the mobile management equipment, an attach
accept message including a second information,
wherein the second information 1s for enabling direct
user plane path between the base station and the local
access function.

13. The base station according to claim 11, wherein

the transmission interface 1s further configured to trans-
mit, to the UE, a RRC Connection Reconfiguration
message;

the reception interface 1s further configured to receive,
from the UE, a RRC Connection Reconfiguration Com-
plete message; and

the transmission interface 1s further configured to send, to
the mobile management equipment, an Attach Com-
plete message.

14. The base station according to claim 12, wherein

the second information 1s sent, when the local access 1s
valid by using subscription data.

15. The base station according to claim 11, wherein

the transmission interface 1s further configured to broad-
cast a system information containing a third informa-
tion regarding local access.

16. A mobility management equipment comprising;:

a reception interface configured to receive, from a base
station, an attach request message and a {irst informa-
tion, wherein the attach request message 1s transmitted
from a user equipment (UE), wherein the first infor-
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mation indicates a local access function which 1s pro-
vided in the base station; and

a transmission interface configured to send, to the base

station, an attach accept message including a second
information, wherein the second information 1s for

enabling direct user plane path between the base station

and the local access function,
wherein the local access function enables the UE con-
nected via the base station to access other IP capable
entities 1n a same residential/enterprise IP network
without user plane traversing a mobile operator’s net-
work except a base station subsystem.
17. The mobile management equipment according to
claim 16, wherein
the second information 1s sent, when the local access 1s valid
by using subscription data.
18. A communication method for user equipment (UE),
the communication method comprising:
transmitting, to a base station, an attach request message,
wherein the attach request message 1s forwarded, to a
mobility management equipment by the base station,
together with transmitting a first information, wherein
the first information indicates a local access function
which 1s provided in the base station; and
recerving, irom the base station, a RRC Connection
Reconfiguration message;
wherein the local access function enables the UE con-
nected via the base station to access other IP capable
entities 1n a same residential/enterprise IP network
without user plane traversing a mobile operator’s net-
work except a base station subsystem.
19. The communication method according to claim 18,
wherein
the RRC Connection Reconfiguration message includes a
second information, wherein the second information 1s
for enabling direct user plane path between the base
station and the local access function.
20. The communication method according to claim 18,
further comprising:
transmitting, to the base station, a RRC Connection
Reconfiguration Complete message.
21. The communication method according to claim 19,
wherein
the second information 1s sent when the local access 1s
valid by using subscription data.
22. The communication method according to claim 18,
further comprising:
recerving, from the base station, a system information
containing a third information regarding local access.
23. A communication method for a base station, the
method comprising:
recerving, from a user equipment (UE), an attach request
message; and
sending, to a mobility management equipment, the attach
request message and a first information, wherein the
first information 1ndicates a local access function which
1s provided 1n the base station,
wherein the local access function enables the UE con-
nected via the base station to access other IP capable
entities 1n a same residential/enterprise IP network
without user plane traversing a mobile operator’s net-
work except a base station subsystem.
24. The communication method according to claim 23
turther comprising;:
recerving, from the mobility management equipment, an
attach accept message including a second information,
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wherein the second information 1s for enabling direct
user plane path between the base station and the local
access function.
25. The communication method according to claim 23,
turther comprising:
transmitting, to the UE, a RRC Connection Reconfigura-
tion message;
receiving, from the UE, a RRC Connection Reconfigu-
ration Complete message; and
sending, to the mobility management equipment, an
Attach Complete message.
26. The communication method according to claim 24,
wherein
the second information 1s sent when the local access 1s
valid by using subscription data.
27. The communication method according to claim 23,
turther comprising;:
broadcasting a system information containing a third
information regarding local access.
28. A communication method for a mobility management
equipment, the method comprising:

10

15

24

receiving, from a base station, an attach request message
and a first information, wherein the attach request
message 1s transmitted from a user equipment (UE),
wherein the first information indicates a local access
function which 1s provided 1n the base station; and

sending, to the base station, an attach accept message
including a second information, wherein the second
information 1s for enabling direct user plane path
between the base station and the local access function,

wherein the local access function enables the UE con-
nected via the base station to access other IP capable
entities 1n a same residential/enterprise IP network
without user plane traversing a mobile operator’s net-
work except a base station subsystem.

29. The communication method according to claim 28,
wherein

the second information 1s sent when the local access 1s
valid by using subscription data.
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APPLICATION NO. : 15/699098
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It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Specification

Column 135, Best Mode for Carrying Out the Invention, Line 18; Delete “and” and
insert --an-- therefor

Column 16, Best Mode for Carrying Out the Invention, Line 54; Delete “attach” and
insert --Attach-- theretor

Column 18, Best Mode for Carrying Out the Invention, Line 45; Delete “and” and
insert --an-- therefor

Signed and Sealed this
Twenty-eighth Day of January, 2020

Andrei Iancu
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