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Automatically discover devices
on the MoCA LAN

Interleaving a plurality of
transmitted packets sentto a
plurality of MoCA LAN
devices, the packets elicit
response from the devices

For each device, determine
number of packets for which
NO response was received.
450

Report number of lost packets
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DISCOVERY AND IDENTIFICATION OF
LAYER 2 COAX PROBLEMS IN MOCA
NETWORKS

BACKGROUND OF THE INVENTION

This application relates to testing of small networks. In

particular, the technology described 1s useful for testing a
coaxial-cabled network runming a protocol such as MoCA.

Many service providers compete to deliver video to the
home or business. As home networks become more preva-
lent and consumers/small businesses tend to have some kind
of network 1n place, providers take on responsibility for
delivery of services across customer-provided networks.
Multimedia over Coax Alliance (MoCA) 1s an industry
standard for enabling whole-home distribution of high defi-
nition video and content over existing in-home coaxial
cabling. Service providers need diagnostic tools to trouble-
shoot failures 1n video delivery to a television, video moni-
tor, or set-top box.

There are several challenges of troubleshooting video
delivery in a MoCA network. One challenge of trouble-
shooting video delivery 1s servicing multiple set-top boxes
and other devices 1n the local network. Another challenge 1s
that coaxial cable can be degraded by the addition of splitters
and devices that cause interference. Current instrumentation,
such as a digital voltage ohm meter, an RF tester, an optical
loss meter, or even a spectrum analyzer have proven 1nad-
equate for the task. These tools are not designed to analyze
traflic or bandwidth 1n a local area network. Nor can these
tools test actual IP video service, such as shared digital video
recorders.

An opportunity arises to introduce improved testing
devices and protocols. Testing technologies with easy-to-
read output may reduce the burden of training field techni-
cians and reduce the time needed to find and {ix a problem
with video delivery to the end device.

BRIEF SUMMARY OF THE INVENTION

The operation of a testing device for troubleshooting
failures 1n a MoCA LAN system 1s disclosed that discovers
IP addresses of devices on a MoCA LAN. These automati-
cally discovered devices are then sent a large number of data
packets that each elicit a response from the recipient. The
packets transmitted for which no corresponding response 1s
received are counted as lost packets, and the packet loss
results for each tested device enables 1dentifying the source
of a failure in the network.

BRIEF DESCRIPTION OF THE DRAWINGS

MoCA technology may be used 1n a home to enable the
secure and reliable delivery of data, Internet access and
standard/HD video around the home. MoCA technology
runs over the existing in-home, coaxial cabling and can be
used as a transport to extend wireless connectivity. MoCA
technology 1s 1 use by pay TV operators such as cable,
satellite, IPTV, and telephone compames. High speed IP-
based multimedia may be sent to devices such as a computer,
set-top box, or television over the cable. Data 1s passed to
devices on a MoCA LAN that exists on a home coax
network. In some cases there 1s a MoCA WAN to a customer
router which then passes data to devices onto the home
MoCA LAN.

FIG. 1 1s picture of a pixelated image seen on a television.

FIG. 2 1s a block diagram of an example MoCA network
including both a MoCA WAN and a MoCA LAN, with a test
device connecting to directly into MoCA network, according
to an implementation of the invention.
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FIG. 3 1illustrates an example user interface for configur-
ing a test device to troubleshoot a problem on a MoCA LAN,
according to an implementation of the invention.

FIG. 4 1illustrates a flow chart showing a process for
determining packet loss, according to an implementation of
the 1nvention.

FIG. 5 1s a block diagram of MoCA network with test
device connecting directly into MoCA network, replacing
BHR, according to an implementation of the invention.

FIG. 6 1s a block diagram of MoCA network with test
device connecting to BHR over Ethernet, according to an
implementation of the invention.

FIG. 7 i1llustrates an example user interface for performing
the “all devices packet loss” test on the MoCA network,
according to an implementation of the invention.

FIG. 8 shows example screen shots for viewing detailed
test results for each device being tested, according to an
implementation of the mvention.

FIG. 9 1illustrates an example user interface for configur-
ing packet loss thresholds, according to an implementation
of the mvention.

FIG. 10 1s an example screenshot of a quick test results
summary, according to an implementation of the invention.

DETAILED DESCRIPTION OF TH.
INVENTION

(Ll

The following description will typically be with reference
to specific structural embodiments and methods. It 1s to be
understood that there 1s no intention to limit the imnvention to
the specifically disclosed embodiments and methods but that
the invention may be practiced using other features, ele-
ments, methods and embodiments. Preferred embodiments
are described to 1llustrate the present mvention, not to limait
its scope, which 1s defined by the claims. Those of ordinary
skill 1n the art will recogmize a variety of equivalent varia-
tions on the description that follows. Like elements in
various embodiments are commonly referred to with like
reference numerals.

FIG. 1 1s picture of a pixelated image seen on a television.
High speed digital video delivered to a television 1s sent
using a real-time protocol, where there 1s no time to detect
missing packets and resend. The loss of even 1 packet in
50,000 can create a viewer-noticeable glitch on the screen.
When a customer experiences a failure such as this on the
network, 1t may be dificult to isolate and correct the
problem. Observable failures may be itermittent and difli-
cult to reproduce.

In a MoCA network, unlike with Ethernet, failures are
most likely due to a fault in the physical cable layout within
the home. That 1s, failures are more likely to be attributed to
a bad cable, a bad connection, a faulty splitter, excessive
cable length, or too many cable segments. The usual way of
troubleshooting a failure on a MoCA network 1s to use tools
that characterize the physical cable directly. For example, a
digital voltage ohm meter, an RF tester, or even a spectrum
analyzer may be used to determine whether a particular
cable or cable connection 1s bad. Attenuation may be caused
by excessive cable length or cascading of splitters on a
single path.

Probe testing 1s used in Ethernet LAN’s to 1solate prob-
lems such as configuration problems such as networking
configuration errors. As mentioned before, the physical
Ethernet itself 1s unlikely to be the cause of a service failure.
IP-based testing 1s used to diagnose failures at these high
levels of the networking stack. The technology disclosed
herein relies on probe testing for the purpose of diagnosing
the physical cable infrastructure. It 1s different from prior
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MoCA troubleshooting techniques in the cable layout 1s not
directly measured. In fact, 1t 1s not necessary to directly
access every cable connector 1n the home 1n order to perform
the test. The disclosed technology 1s also different from
Ethernet testing because it 1s the physical network that i1s

being diagnosed, not software configuration of the network.

FIG. 2 1s a block diagram of an example MoCA network
including both a MoCA WAN and a MoCA LAN, with a test
device connecting directly into MoCA network. The net-
work comprises an Optical Network Terminal (ONT) 211
that connects a fiber optic cable carrying broadband to the
home with the MoCA wide area network (WAN). The
illustrated network includes a Broadband Home Router
(BHR) 235 that connects the MoCA WAN with the MoCA
local area network (L AN) within the home. A high definition
(HD) set top box (STB) 217 and a HD digital video recorder
STB 237 are also on the MoCA LAN. When a device 1s
plugged 1nto the MoCA network, the device listens for a
beacon on a particular frequency to discover the location of
a network controller. The network controller allocates time
slots for the newly joined device to send and receive data
to/from each other device on the network. Each time slot 1s
reserved for tratlic from one particular device to another
particular device (1.e. one way point-to-point trathic). In
particular, when the test device 231 joins the MoCA net-
work, the network controller creates a schedule for the test
device to communicate with the BHR.

As can be seen 1n FIG. 2, there are multiple potential
tailure spots. Individual ports on Splitter 215 could fail or
connections may be loose, the connection between the coax
and the device may be loose, a cable may be defective, or a
long coaxial cable length may cause signal attenuation
resulting 1n less bandwidth.

FIG. 3 illustrates an example user interface for configur-
ing a test device to troubleshoot a problem on a MoCA LAN,
according to an implementation of the mvention. The test
device may include a display, and the user interface may be
provided directly on the test device display. Alternatively,
the test device may be communicatively coupled with a test
device controller that provides a display for the user inter-
face, and user commands may be sent to the testing device
and results may be received from the testing device for
display to the user.

In an implementation, the test device joins the MoCA
Network as seen 1mn 311 (MoCA-RF option 1s selected at the
bottom of the screen). Screen 313 illustrates selecting a
frequency band for the test device on the MoCA network. In
screen 317 menu item 10: All Devices Packet Loss 1s
selected. In this implementation, the BHR 235 continues to
participate in the MoCA network and will be a target for test
packets from test device 231. The IP addresses of the devices
on the MoCA LAN are discovered. In an implementation,
the range of IP addresses used by each vendor of network
devices 1s configured into the test device, or delivered to the
test device upon request. A ping packet (also referred to
herein as a probe or a probe packet) 1s sent to every IP
address within the configured address ranges. Returning
acknowledgement packets identify the IP address assigned
to a device. The acknowledgement packet includes the MAC
address of the responding device. The MAC address may be
used to determine which devices are on the MoCA network
and to filter out IP addresses for devices not on the MoCA
network. The MAC addresses on the MoCA network are
known to the testing device. At the end of the discovery
process, the test device has constructed a list of IP addresses
of every (minimally functional and reachable) device on the
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FIG. 4 1illustrates a flow chart showing a process for
determining packet loss, according to an implementation of
the invention. At 410, the test device automatically discovers
the other devices on the MoCA LAN, which 1n this example
includes HD STB 217, HD/DVR STB 237, and BHR 235.
At 430, test packets are sent directly to each of the discov-
ered devices on their respective channel. The transmission of
packets attempts to simulate the transmission of IP video
tratlic, so a very large number of test packets are sent in rapid
succession to each device. In an implementation, multiple
devices being tested may receive and respond to probe
packets concurrently and the probe packets transmitted
asynchronously and interleaved in time. For example, a
probe packet may be sent to one device before and after
sending a probe packet to different device. Thus, the devices
may not be tested serially. Unlike with Ethernet, using
dedicated point-to-point channels for each transmission
avoids interference between one packet and another.

The packets sent to each device implement a protocol 1n
which the recerving device responds to the test packet. An
example of such a protocol 1s ICMP echo, where a “ping” 1s
sent to a device and a response 1s expected back. A failure
1s assumed when no response 1s received back. Ping may be
used to 1identify a path that includes an unresponsive device,
broken cable, and/or loose connection.

The technmique disclosed herein 1s different from an
administrator or network operator determining the availabil-
ity of a device. An administrator may use probe packets to
verily that a particular device 1s up and reachable. Usually,
knowing that a different device 1s up and reachable 1s not
helpiul 1n performing the diagnosis. However, because of
the coax cable network topology, test results for multiple
devices may be useful for 1solating a portion of the cable or
connections that are failing. For example, 1f the cable
segment between the splitter and the home router 1s the only
failing component, the test device would observe packet loss
for the router, but no packet loss for any of the other devices.
Another distinction between a network operator/administra-
tor using ping for diagnosing a network and the technique
described herein 1s that troubleshooting IP video streaming
requires sending a large number of very fast packets sent
over the network, which 1s generally not needed when
diagnosing IP connectivity problems.

At 450, the number of packets sent for which no corre-
sponding response was received, may be totaled and com-
pared to the number of packets that were sent to the device.
A packet loss rate 1s determined. At 470 packet loss infor-
mation for each MoCA device may be reported to the user.
The absolute number of packets transmitted and received
may be reported, and/or a proportion of failed or successiul
packets may be reported.

In a different implementation, the test device having
additional functionality may replace the BHR. FIG. 5 1s a
block diagram of a MoCA network with the test device 275
connecting directly into MoCA network and replacing the
BHR, according to an implementation of the invention. 275
1s a MoCA device with combined router and testing func-
tionality. Building device 275 may be realized 1n a variety of
ways. The test device, 1n addition to discovering devices on
the network and probing the devices, may be adapted to
perform the functions of the BHR, and the test device may
replace the BHR temporarly during the test. For example,
the BHR responds to DHCP requests to assign an IP address
to a device on the network. Once the test device assembles
the list of active IP address as normal procedure 1n prepa-
ration for testing, the test device can use that list for
allocating new IP addresses 1n response to DHCP requests
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while the router 1s disconnected. The screen shown in 335
illustrates configuring the test device 275 to replace the
BHR.
In an alternative implementation, the test device probing
functionality may be added into the BHR 2335 device so that
the testing capability 1s always available. The BHR already
maintains the active IP addresses on the MoCA network, so
no additional discovery 1s needed for the purpose of testing.
Having the testing capability built into the router may
obviate the need for a repair person to come on site into the
home to gather the packet loss information.

FIG. 6 1s a block diagram of a MoCA network with the
test device connecting to BHR over Ethernet, according to
an implementation of the mnvention. In this configuration, no
changes are made to the MoCA network. The test device
does not join the MoCA network and need not have a MoCA
interface. Instead, test device 231 connects to the BHR 235
over an Ethernet LAN. (Though not shown in the figure,
screen 311 would have the 10/100/1G option selected). The
test device 231 1s able to discover the IP devices through the
BHR and send IP traflic to those devices through the BHR.
The response messages are received through the BHR by the
test device over the Ethernet connection.

FI1G. 7 illustrates an example user interface for performing
the “all devices packet loss” test on the MoCA network,
according to an implementation of the invention. In screen
711, a discovery process 1s conducted. In this example, two
devices have been discovered at IP addresses 192.168.1.100
and 192.168.1.101. Screen 733 illustrates continuing to
search for IP devices on the network. Screen 755 illustrates
that a third device 1s discovered at IP address 192.168.1.1.
Actiontec manufacturers routers, so MAC address 68:a4:ad
might correspond to the home router. Once the devices are
discovered, pressing the “start” button on screen 755 starts
the packet loss test. Probe packets are generated and sent to
cach IP address 1n the discovered list.

FIG. 8 shows example screen shots for viewing detailed
test results for each device being tested. Screen 811 shows
the status after 38 test packets have been sent each of the
devices. In this example, no packets were lost, and thus the
percentage ol packets lost 1s also zero. Screen 855 shows
that the operator stopped the test after sending 614 packets,
and the device at address 01:1¢:04 lost 60 packets amounting
to 10% of packets lost.

FIG. 9 illustrates an example user interface for configur-
ing packet loss thresholds, according to an implementation
of the invention. Screen 911 shows configuration options. In
this example, options for video testing are selected. Screen
933 shows selecting to view and edit packet loss thresholds.
The packet loss thresholds may be used to determine a status
of all devices on the MoCA LAN based on the absolute
number or proportion of packets lost. The test status may be
determined by comparing the number or proportion of lost
packets to a user-configured threshold that may be specified
through a user interface. Example screen 955 shows con-
figuring a packet loss threshold of 0.2%. If 0.2% of the
transmitted packets to a device are lost, the test status for the
device will be indicated as failed.

FIG. 10 1s an example screenshot of a quick test results
summary. Above the summary remarks, there 1s one status
line for each device being tested. The green check mark
indicates that the packet loss 1 any was 1n an acceptable
range below configured thresholds and the device passed the
test.

Some Particular Implementations

In one implementation, a method for troubleshooting a
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Coax Alliance (MoCA) LAN 1s described from the perspec-
tive of a probing device. The method includes automatically
iterating over a plurality of MoCA devices discovered on the
MoCA LAN and transmitting packets to each of the discov-
ered devices. The packets require a response from each of
the devices. Packets are transmitted to the devices concur-
rently such that first and second packets are transmitted to a
first device and a third packet 1s transmitted to a second
device 1n between transmission of the first and second
packet. The disclosed method includes detecting a number
of lost packets that did not recerve a required response from
at least one packet-dropping device among the plurality of
MoCA devices and reporting identities of one or more
packet-dropping devices that have packet loss rates exceed-
ing a preconfigured threshold.

This method and other implementations of the technology
disclosed can each optionally include one or more of the
tollowing features and/or features described in connection
with additional methods disclosed. In the interest of con-
ciseness, the combinations of features disclosed in this
application are not individually enumerated and are not
repeated with each base set of features. The reader will
understand how features 1dentified in this section can readily
be combined with sets of base features 1dentified as 1mple-
mentations.

The probing device may join the MoCA LAN by estab-
lishing point-to-point commumnication channels with other
devices on a MoCA network that includes a home router that
couples the MoCA LAN in communication with a WAN.
The probing device may discover IP devices on the MoCA
LAN by sending probe packets to IP addresses within a
configured range of addresses and receiving a response to
cach probe packet that includes an IP address and the MAC
address of each device. The list of discovered IP devices
may be filtered based on the MAC address of each device in
the list so that only IP addresses of devices having a MAC
address known to be on the MoCA LAN remain on the list.
A discovered device may be a set-top box, a digital video
recorder (DVR) set-top box, or a television.

In an alternative implementation, the probe device
replaces the home router in the network, assuming 1ts role by
receiving DHCP requests and responding to the DHCP
requests by sending an available IP address in the network.

In another implementation, a test controller device may
connect to a separate probing device and causing the probing
device to perform the automatically iterating, transmitting
packets, and detecting lost packets actions. In addition, the
test controller device may receive packet loss data from the
probing device detecting the number of lost packets. The test
controller may report identities of one or more packet-
dropping devices.

The test controller device may connect to the probing
device over an Ethernet physical port, and packets may be
transmitted over an Ethernet connection through a broad-
band home router (BHR) on the MoCA LAN. The test
controller device may receive from the probing device
addresses of MoCA devices on the MoCA network.

In an implementation, at least 10,000 packets may be
transmitted over the MoCA LAN to each of the plurality of
discovered devices. A predetermined threshold for packet
loss may be configured by a user before packets are trans-
mitted. The packet loss may be determined as a proportion
of the number of packets sent. The 1dentity of and packet
loss rate for each of the plurality of discovered devices may
be reported.




US 10,448,007 B2

7

Other implementations may include a probing device that
includes a processor, network interface, and storage device
storing 1nstructions for performing variations of the dis-
closed method.

Another implementation 1s a test controller device that
includes a processor, network interface, and storage device
storing 1nstructions for connecting to a probing device and
causing the probing device to perform automatically iterat-
ing over discovered devices, transmitting packets, and
detecting lost packets, recerving from the probing device
packet loss data from detecting the number of lost packets,
and reporting identities of one or more packet-dropping
devices.

Yet other implementations include a non-transitory com-
puter readable storage medium storing instructions execut-
able by a processor to perform any of the methods described
above.

We claim as follows:

1. A method for troubleshooting a pixelated video image
transmitted over an 1in-home coaxial RF network compliant
with a standard promulgated by Multimedia over Coax
Alliance (coax LAN), the method comprising:

from a probing device, automatically transmitting a plu-
rality of packets to each of a plurality of coax LAN
devices discovered on the coax LAN;

transmitting packets from the probing device iteratively to
cach of the plurality of coax LAN devices each packet
requiring a response from the respective receiving coax
LLAN device, wherein:

a first packet and a second packet are transmitted to a
first device;

a third packet 1s transmitted to a second device, and

the third packet 1s transmitted to the second device after
the first packet 1s transmitted to the first device and
before the second packet 1s transmitted to the first
device;

detecting a number of lost packets that did not receive a
required response from at least one packet-dropping
device among the plurality of coax LAN devices;

reporting 1dentities of the at least one packet-dropping
device that has a packet loss rate exceeding a prede-
termined threshold.

2. The method of claim 1, further comprising:

the probing device joining the coax LAN by establishing
point-to-point communication channels with other
devices on the coax LAN network, the coax LAN
network including a home router that couples the coax
LAN 1n communication with a WAN;

discovering IP devices on the coax LAN by sending probe
packets to IP addresses within a configured range of
addresses;

creating a list of devices, each device 1n the list of devices
returning a response to a received probe packet, the
response including an IP address and the MAC address
of said each device; and

filtering the list of devices based on the MAC address of
said each device 1n the list.

3. The method of claim 2, further comprising:

the probing device assuming a role of a home router by
receiving DHCP requests and responding to the DHCP
requests by sending an available IP address in the
network.

4. The method of claim 1, turther comprising;:

a test controller device connecting to the probing device
and causing the probing device to perform the auto-
matically 1terating, transmitting packets, and detecting
lost packets actions;
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the test controller receiving from the probing device
packet loss data from detecting the number of lost
packets; and

the test controller reporting 1dentities of the at least one

packet-dropping device.

5. The method of claim 4, wherein the test controller
device connects to the probing device over an Ethernet
physical port.

6. The method of claam 4, wherein the packets are
transmitted over an Fthernet connection through a broad-
band home router (BHR) on the coax LAN.

7. The method of claim 4, wherein the test controller
device receives from the probing device addresses of coax
LLAN devices on the coax LAN network.

8. The method of claim 1, further comprising reporting the

identity of the plurality of discovered devices.
9. The method of claim 1, further comprising reporting a

packet loss rate corresponding to each of the plurality of

discovered devices.
10. The method of claim 1, wherein at least 10,000

packets are transmitted over the coax LAN to each of the
plurality of discovered devices.

11. The method of claim 1, wherein the predetermined
threshold for packet loss for each device 1s a proportion of
the number of packets sent.

12. The method of claim 1, wherein the predetermined
threshold for packet loss 1s configured by a user before the
packets are transmitted.

13. The method of claim 1, wherein a discovered device
of the plurality of discovered devices 1s one of a group
comprising at least a set-top box, a digital video recorder
(DVR) set-top box, and a television.

14. A probing device comprising;

a Processor;

a network interface; and

a storage device storing instructions, which when

executed by the processor, cause the processor to
perform the method of claim 1.

15. The probing device of claim 14, wherein the network
interface 1s a coax LAN network interface.

16. A non-transitory computer-readable storage medium
storing 1instructions which when executed by a processor
cause the processor to perform the method of claim 1.

17. A test controller device comprising;:

a Processor;

a network interface; and

a storage device storing instructions, which when

executed by the processor, cause the processor to:
connect to a probing device and cause the probing
device to perform:
transmitting packets to each of a plurality of devices
connected to an 1n-home coaxial RF network
compliant with a standard promulgated by Multi-
media over Coax Alliance (coax LAN devices),
the packets requiring a response irom the coax
[LLAN devices; and
detecting a number of lost packets that did not
receive a required response from at least one
packet-dropping device among the plurality of
coax LAN devices;
receive from the probing device packet loss data from
detecting the number of lost packets; and
report identities of the at least one packet-dropping
device.

18. The test controller device of claim 17, wherein the

network interface 1s an Fthernet network interface.
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19. A method for troubleshooting a pixelated video 1image
transmitted over an in-home coaxial RF network (coax
[LAN), the method comprising:
from a probing device, automatically iterating over a
plurality of coax LAN devices discovered on the coax 5
LAN;

transmitting packets from the probing device to each of
the plurality of coax LAN devices, the packets requir-
ing a response from the discovered devices, wherein:

a first packet and a second packet are transmitted to a first 10

device;

a third packet 1s transmitted to a second device, and

the third packet 1s transmitted to the second device after

the first packet 1s transmitted to the first device and
before the second packet 1s transmitted to the first 15
device;

detecting a number of lost packets that did not receive a

required response from at least one packet-dropping
device among the plurality of coax LAN devices;

reporting 1dentities of the at least one packet-dropping 20

device that has a packet loss rate exceeding a prede-
termined threshold.
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