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LAWFUL INTERCEPT SYSTEMS AND
METHODS IN LI SYSTEMS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a National stage of International Appli-
cation No. PCT/SE2014/050906, filed Jul. 25, 2014, which
1s hereby incorporated by reference.

TECHNICAL FIELD

The present technology relates to Lawiul Intercept sys-
tems and methods 1n such systems. More specifically, the
provided techmque introduces a new mechanism to reduce
the bandwidth usage in the Interception Domain.

BACKGROUND

In the Lawiful Interception scenario, where the Commu-
nication Content, CC, 1s captured and delivered to the LEA,
Law Enforcement Agencies, for the purpose of investigating
specified “crimes”, the network operator revenues aren’t
growing nearly as fast as bandwidth usage.

Nevertheless, LEA demand performance, security and
data integrity and network operators are making substantial
investments to upgrade the capacity and performance of
theirr networks because the growth of bandwidth usage
impact the network’s ability to ensure quality for all inter-
cepted services.

Investments 1n the Interception Domain leave the operator
at a competitive disadvantage but they also need to focus on
controlling costs and so they are forced to use more-
intelligently mechanism to manage the trathic on their net-
works 1n this domain.

FIG. 1 shows the standardized interfaces for LI.

FIG. 1 1s a block diagram of an exemplary Lawiul
Interception, LI, system 110 and network 10 according to
prior art. Said system and network comprises a number of
entities. The exemplary LI system comprises a Law Enforce-
ment Management Function, LEME, 12 for requesting LI
services ol the LI system and collecting the intercepted
information of Intercepting Access Points, IAPs, 20 1n the
system. The system shall provide access to the intercepted
Content of Communications, CC, and Intercept Related
Information, IRI, of a target and services related to the target
on behalf of one or more Law Enforcement Agencies, LEASs
80. A target 1s a person of interest and/or user equipment
possessed or used by the person of interest being surveyed
by the LEA. An mtercept request, also denoted Request for
LI activation, 1s sent through a first Handover Interface, HI1,
located between the Law Enforcement Management Func-
tion 12 and an Intercept Mediation and Delivery Unait,
IMDU, 14 comprising a Mediation Function, MF, 16 and an
Administration Function, ADMF, 18. Said Mediation Func-
tion 16 and Administration Function 18 generate based on
said received request a warrant comprising said one or more
target 1dentities, and sends said warrant towards an Intercept
Control Element, ICE, 1n an Interception Access Point, IAP,
20 via an iterface denoted X1_1. The IAP 20 may be
connected to a node of a network, e.g. the Internet, a 3GMS
(third generation Mobile Communications System), an
Evolved Packet System (EPS) etc, from which 1t intercepts
said Content of Communications and Intercept Related
Information of a mobile target. Said CC and IRI are network
related data. As reference to the standard model, the content
of communication 1s mtercepted 1n the IAP network node
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and 1t 1s based upon duplication of target communication
payload without modification. The IAP sends IRI raw data
via an interface X2 to a Delivery Function for IRI reporting,
DF2, 22 and a Mediation Function of IRI, MF2, 24 that
generates and delivers to a collection functionality a stan-
dardized IRI report based on the received IRI report. Said
standardized IRI report 1s sent over a standardized interface
HI2 to the LEMF 12. The IAP 20 also sends CC raw data via
an 1terface X3 to a Delivery Function for CC reporting,
DF3, 26 and a Mediation Function of IRI, MF3, 28 which
generates and delivers to a collection functionality a stan-
dardized CC report based on the received CC report. Said
standardized CC report 1s sent over a standardized interface
HI3 to the requesting LEMF 12. The ADMF entity 16
controls and communicates with the Mediation Function and
Delivery Function for IRI reporting, MF2/DF2, via the
interface X1_2 and the Mediation Function and Delivery
Function for CC, MF3/DF3, via the interface X1 _3.

Together with the delivery functions it 1s used to hide
from the third generation (3G) Intercepting Access Point
IAP entities that there might be multiple activations by
different Lawiul Enforcement Agencies on the same target.

The HI2 and HI3-interfaces represent the interfaces
between the LEA and two delivery functions. The delivery
functions are used:

to distribute the Intercept Related Information (IRI) to the

relevant LEA(s) via HI2;

to distribute the Content of Communication (CC) to the

relevant LEA(s) via HI3.

According to known internet access services, all the IP
streams related to a given target 1s intercepted and delivered
as a whole session data flow regardless any service used
within an iterception session.

In the example 1 FIG. 1, the IAP 20 1s connected to, or
contained within a user plane gateway, PGW, 1n a node 140
in a CN 115. The IAP may be connected to any type of user
plane gateway, e.g. SGW, PGW and GGSN. The same
interfaces are also used for control plane nodes like MME
and HLR/HSS. Streams of content flow through the user
plane gateway 1n both directions to the UE and from the UE.
In one direction, content may come from any site within the
CN or any site 119 1n a connected communications network
117, e.g. LAN, WLAN, WAN, RAN, etc. The tlow passes
the (S)G1 interface connected to the user plane gateway. LI
1s therefore possible to perform. The flow passes an interface
S5 between the PGW node 140 and a SGW node 150, and
through an iterface S1-U between the SGW node 150 and
a RAN/eNB 160 comprising one or more radio base stations,
¢.g. eNB. The radio base station forwards the content tlow
via the air interface LTE-Uu to the designated UE 170.

In the other direction, flow of packets comprising content
generated by the UE passes the same interfaces, nodes and
gateways. When passing the IAP enftity, LI 1s performed.

As described above, a network shall provide access to the
intercepted CC and the IRI of the mobile target and services
related to the target, e.g. Call Forwarding, on behalf of
LEAs. The LEA provides the intercept request, ¢.g. lawiul
authorization or warrant to the Communication Service
Provider, CSP. The intercept request 1dentifies, at a mini-
mum, the target, the type of mtercept 1.¢., IRI-only, or IRI
and CC that 1s authorized, the authorized period for inter-
ception, and the LEA delivery address(-es) for the inter-
cepted information.

The CSP shall securely administer the intercept (e.g., to
activate, deactivate, show, or list targets) within the network
as quickly as possible. The CSP’s administration function
shall use appropriate authentication and audit procedures.
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As shown, the mediation function sends CC towards LEA
over HI3 interface. The HI3 interface 1s based on Transmis-
sion Control Protocol, TCP, 1n order to ensure data integrity.
The data integrity 1s guaranteed by the acknowledged
mechanism of transmitted data, 1.e. reliability of TCP pro-
tocol. According this mechanism, the receiver i1s able to
coniirm the recerving of single TCP packets or cumulative
TCP stream through an ACK message towards the sender.
Any not acknowledged packet/stream represents a lost
packet/stream and then 1s retransmitted. The same happens
for corrupted packets. The acknowledged mechanism
assures the data integrity but represents an evident overhead
for the commumnication.

Most of IAP uses an X3 interface based on User Datagram
Protocol, UDP, protocol meanwhile the HI3 interface 1is
based on TCP. In this case the TCP acknowledged mecha-
nism represents the price to pay, in term of bandwidth usage,
in order to have data integrity. Considering the increment of
multimedia flows, e.g. video streaming, VoIP, etc., between
the mediation function and LEA the HI3 interface may
become a bottleneck.

SUMMARY

One object of the following disclosure 1s to introduce
mechanmisms to save the bandwidth 1n order to avoid the HI3
link to become a bottleneck.

The provided technique introduces a new mechanism to
reduce the bandwidth usage in the Interception Domain

combining the benefits provided by both protocols, UDP and
TCP.

According to one aspect, a method and embodiments
thereol are provided for achieving at least one of the above
stated objects. The method 1s performed 1n a Lawiul Inter-
cept, LI, system comprising at least one Intercept Access
Point, IAP, for intercepting communication trailic using
User Datagram Protocol, UDP, packets and Transmission
Control Protocol, TCP, packets 1n one or more communica-
tions networks. The IAP delivers said communication trathic

as Communication Content, CC, to a Law Enforcement
Agency, LEA, via a mediation functionality controlled by an
administration functionality. The method comprises the
steps of receiving CC as UDP and TCP, storing UDP and
TCP CC 1n a bufler arrangement, and forwarding TCP CC or
UDP CC wvia a first CC handover interface or via a second
CC handover interface separated from the first CC handover
interface to the LEA.

According to further one aspect, a Lawiul Intercept, LI,
system and embodiments thereof are provided. The LI
system comprises at least one Intercept Access Point, IAP,
for intercepting communication tratlic using User Datagram
Protocol, UDP, packets and Transmission Control Protocol,
TCP, packets 1n one or more communications networks. The
IAP delivers said communication tratlic as Communication
Content, CC, to a Law Enforcement Agency, LEA, via a
mediation functionality controlled by an administration
functionality. The mediation functionality comprises a bui-
fer controller comprising a communication interface and a
processing circuitry. Said bufler controller 1s adapted to
operatively perform recerving CC as UDP and TCP by
means of the communication interface, storing UDP and
TCP CC 1n a bufler arrangement, and forwarding TCP CC or
UDP CC wvia a first CC handover intertace, HI3, or via a
second CC handover interface HI4 separated from the first
CC handover interface to the LEA.
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One advantage of the provided solution 1s that it 1s able to
deliver CC to the LEA offering a low bandwidth usage of
UDP combined with the reliability mechanism of the TCP.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing, and other, objects, features and advantages
of the present invention will be more readily understood
upon reading the following detailed description 1n conjunc-
tion with the drawings 1n which:

FIG. 1 1s a block diagram of an exemplary network in
which systems and methods described herein may be imple-
mented;

FIG. 2 1s a flowchart illustrating a method 1n a Lawiul
Intercept system,;

FIG. 3 1s a flowchart illustrating an embodiment of the
method 1 a Lawiul Intercept system:;

FIG. 4 1s a flowchart illustrating further one embodiment
of the method S100 1n a Lawiul Intercept system;

FIG. 5 1s a flowchart synchromization process S200 for
retransmission of lost UDP packets;

FIG. 6 1s a tlowchart illustrating a bufler capacity process;

FIG. 7 1s a flowchart illustrating an embodiment of the
bufler capacity process;

FIG. 8 1s a block diagram illustrating an implementation
of the method 1n a schematic LI system:;

FIG. 9 1s a block diagram 1llustrating one implementation
of the mediation function MF3 comprising a buller control-
ler;

FIG. 10 1s a block diagram 1llustrating another implemen-
tation of the bufler controller:

FIG. 11 1s a block diagram illustrating one implementa-
tion of a synchronization handler in an ADMF unit of an
IMDU;

FIG. 12 1s a block diagram 1llustrating another implemen-
tation of the synchronization handler.

DETAILED DESCRIPTION

In the following description, for purposes of explanation
and not limitation, specific details are set forth, such as
particular circuits, circuit components, techniques, etc. in
order to provide a thorough understanding of the present
invention. However, 1t will be apparent to one skilled in the
art that the present technique may be practiced in other
embodiments that depart from these specific details. In other
instances, detailed descriptions of well-known methods,
devices, and circuits are omitted so as not to obscure the
description of the present technique with unnecessary detail.

The following described technique arises from the need to
handle the incredible amount of data produced by the
convergence of all services on the IP networks.

-

T'he solution 1s based on:

The introduction of a new HI4 mterface based on UDP
delivery protocol for payload transmission;

The introduction of a Synchronization mechanism 1n

order to retransmit all IP packets lost over the new
interface HI4.

The LEA will recerve the CC over HI4 via UDP protocol
and will perform an on demand or periodic synchronization
in order to synchronize the eventual loss packets.

The payload synchronization is requested over HI1 inter-
face, or alternatively over a new interface, through the
introduction of new asynchronous request messages. LI
system could use the bullering feature in order to store the
CC packets that could be requested by the LEA.
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The proposed new CC interface HI4 will have the same
characteristics of the standard CC interface HI3, as defined
in reference [1], with the difference that will be based on
UDP. It may be an optional handover intertace HI for CC
and 1t may be used only i1f the LEA 1s requesting the
mechanism solution proposed 1n this disclosure.

According to one aspect of the mechanism solution, a
method S100 1s provided to deliver CC to the LEA offering
a low bandwidth usage of UDP combined with the reliability

mechanmism of the TCP.
FIG. 2 1s a flowchart illustrating a method S100 1n a

Lawiul Intercept system.

The LI system comprises at least one Intercept Access Point
for intercepting communication tratlic using UDP and TCP

in one or more communications networks. The LI system
delivers said communication tratlic as CC to a LEA via a
mediation functionality controlled by means of an adminis-

tration functionality. The method comprises:
S110:—recerving CC as UDP and TCP;
S120:—storing UDP and TCP CC 1n a bufler arrangement;

S130:—forwarding TCP CC or UDP CC wvia a first CC
handover interface or via a second CC handover interface
separated from the first CC handover interface to the LEA.

It 1s also proposed a Synchronization mechanism 1n order
to retransmit all IP packets lost over the new interface HI4.

FIG. 3 1s a flowchart illustrating an embodiment of the
method S100 1n a Lawtul Intercept system.

The method comprises a synchronization process S200
for retransmission of lost UDP packets.

As 1llustrated 1n the flowchart of FIG. 3, the embodiment
comprises a test step, S125:

Request for synchronization received?

This step 1s 1n the illustrated embodiment placed between
step S120 and S130. It should be understood that said test
step could be placed anywhere in the method.

If a request for synchromization has been received, yes,
the method in the LI system performs the synchromization
process, S200, which 1s described in connection to the
flowchart in FIG. 5.

When a request for synchronization 1s not received and
waiting to be executed, the steps S110, S120 and S130 of the
method S100 are performed as usual.

The synchronization process may be performed parallel
with the steps S110, S120 and S130 of the method S100.

Further, one embodiment of the method 1s illustrated 1n
the flowchart in FIG. 4.

The embodiment comprises a builer capacity process,
S300, which 1s described 1n connection to the flowchart 1n
FIG. 6. In addition, another embodiment of the method S100
1s presented 1n connection to FIG. 7.

Optionally, the embodiment may also comprise the syn-
chronization process S200 for retransmission of lost UDP
packets.

The buller capacity process may be performed parallel
with the steps S110, S120 and S130 of the method S100.

FIG. 5 1s a flowchart synchronization process S200 for
retransmission of lost UDP packets.

Said process comprises the steps of:

S210:—receiving a request for synchronization of lost CC
packets sent over HI4;

S220:—achieving the lost CC packets from the buller
arrangement;

S5230:—sending the achieved CC packets over the first CC
handover interface as TCP CC packets.

When the lost CC packets have been retransmitted in step
5230, the method S200 and LI system waits for new
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6

synchronization request to be recetved 1n a step S125. When
a new request 1s received, the synchronization process 1s
triggered to start.

The recerving step may involve receiving the request for
synchronization of lost UDP CC packets from the LEA via
the administration functionality, ADMEFE.

The request for synchronization may be designed to
comprise a flow 1dentifier of a specific CC stream generated
by an intercepted user, and LI-header sequence numbers of
the lost UDP CC packets.

FIG. 6 1s a flowchart illustrating the bufler capacity
process, S300, as mentioned above in connection to the
embodiment of the method S100 1llustrated 1n FIG. 4.

Said process comprises the step of:

S310:—comparing a measure value of the remaining storage
capacity of the bufler arrangement to a pre-set threshold
value;

S320.—generating a synchronization notification when the
measure value 1s equal to or exceeds the threshold value to
the administration functionality;

S5330:—sending the synchronization notification towards the
LEA.

FIG. 7 1s a flowchart illustrating an embodiment of the
bufler capacity process, S300, as mentioned above 1n con-
nection to the embodiment of the method S100 illustrated in
FIG. 4.

The step of sending of the synchronization notification
may further be modified:

S5332:—sending the synchronization notification towards the
LEA via the administration functionality.

FIG. 8 1s a block diagram 1illustrating an implementation
of the method 1n a schematic LI system. The block diagram
1s simplified for illustrating the blocks and units for 1mple-
menting the presented method S100 with 1ts sub-processes
S200 and S300 and embodiments thereof. Thus, the LI
system 100 comprises also blocks and units as illustrated 1n
FIG. 1 to be able to provide the necessary services, but said
blocks and units are not necessary to a person skilled 1n the
art to understand how said method 1s implemented in a LI
system.

The LI system 100 comprises an Intercept Mediation and
Delivery Unit, IMDU, 210, which 1s connected to an Inter-
cept Access Point, IAP, 20 1n a communications network,
115, e.g. a telecommunications network. The IAP provides
copies of selected subscribers’, 1.e. targets’, digital commu-
nications tratlic, Communications Content CC. Said CC 1s
sent over an 1nterface X3 the Mediation Function 3 unit 228,
MF3. The CC may comprise both UDP and TCP packets
depending on the kind of traflic content that 1s intercepted.

The MF3 228 1s controlled by an administration function-
ality block 218, ADMEF. The MF3 comprises a buller con-
troller 240 that comprises a communication interface 242
and a processing circuitry 244. The buller controller controls
a bufler arrangement 250 to which the CC 1s stored to be
retransmitted due to loss of packets when delivered to the
LEA 80. The builer arrangement 250 may comprise a great
number of bufler storages providing enough storage capacity
for storing regular communication traflic of plenty of inter-
cepted targets.

The buller arrangement 250 1s a data storage device used
to store the CC packets while 1t 1s being delivered by the
DF3 on the proposed interface HI4. This block could be a
new physical memory storage.

The mediation functionality unit MF3 228 further com-
prises an IP packets router 260, which 1s adapted to forward
TCP CC and UDP CC wia a first handover interface for CC,

HI3, or over a second CC handover interface HI4 separated
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from the first CC handover interface HI3 to the LEA 80 via
the LEMF 12 depending on an indication indicating whether

the CC comprises TCP or UDP packets, which indication 1s
provided by the builer controller 240. Actually, the LEA 80
may select whether the different CCs should be delivered
over HI3 or HI4.

The IP Packets Router block 260 1s responsible to route
CC packets over HI3 or HI4 depending on the indication
provided by the builer controller 240.

The bufler controller 240 1s adapted to operatively per-
form the steps S110, S120 and S130 of the method S100:

receiving CC as UDP and TCP by means of the commu-
nication interface 242;
storing UDP and TCP CC 1n a bufler arrangement 2350;

torwarding TCP CC or UDP CC via a first CC handover

interface HI3 or via a second CC handover interface
HI4 separated from the first CC handover interface to

the LEA.

The mediation functionality 228 1s adapted to support a
synchronization process for retransmission of lost UDP
packets by means of the bufler controller 240, wherein the
butler controller 240 1s adapted to operatively perform the
steps S210, S220 and S230 of the synchronization process
S200:

receiving a request for synchronization of lost UDP CC

packets;

achieving the lost UDP CC packets from the bufler

storage;

sending the achieved lost UDP CC packets over the {first

CC handover mterface as TCP CC packets.

The bufler controller 240 may be adapted to receive the
request for synchronization of lost UDP CC packets from the
LEA via the administration functionality ADMF 218.

The request for synchronization comprises a tlow 1denti-
fier of a specific CC stream generated by an intercepted user,
and LI-header sequence numbers of the lost UDP CC
packets.

The bufler controller 240 further 1s adapted to operatively
perform the bufler capacity process, S300, comprising the
steps S310, S320 and S330, 1.¢. the steps of:

comparing a measure value of the remaining storage

capacity of the bufler storage to a pre-set threshold
value;

generating a synchronization notification when the mea-

sure value 1s equal to or exceeds the threshold value;
sending the synchronization notification towards the
LEA.

The bufler controller may be adapted to operatively send
the synchronization notification towards the LEA via the
administration functionality ADMF 218.

The administration functionality ADMF 218 of the LI
system 1s provided with a synchronization handler 220,
which comprises a commumnication interface 222 and a
processing circuitry 224. Said synchronization handler 220
1s adapted to receive a request for synchronization of lost
UDP CC packets from the LEA 80, and to send the request
for synchronization of lost UDP CC packets from the LEA
80 to the builer controller 240.

The communication interface 222 of the synchromzation
handler 220 may be adapted to receive the request for
synchronization of lost UDP CC packets from the LEA via
an handover interface HI1B separate from the standardized
handover interface, HI1. The synchronization handler 220
may be adapted to operatively receive a synchromization
notification from the bufler controller 240, and to send the
synchronization notification towards the LEA 80.
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The synchronization handler 220 may further be adapted
to send the synchronization notification towards the LEA 80
via an handover mterface HI1B separate from the standard-
1zed handover interface, HI1.

Thus, the synchronization handler block 220 interacts
with the bufler controller 240 and with the LEA 80 via HI1

interface or the handover interface HI1B which 1s a separate
interface from the standardized handover interface, HI1. The

synchronization handler block 220 1s mainly responsible for
handling the interaction with the LEA through the following
messages:

1. SyncRequest
2. SyncNotily

1. The SyncRequest 1s sent from the LEA when a CC

synchronization 1s requested. A possible syntax could
be:

SyncRequest (Flowld; SeqNumbers)

The Flowld 1s the flow 1dentifier of a specific CC stream
generated from a specific intercepted user. The
SeqNumbers contains the sequence numbers related to
loss CC packets. Note that the sequence number 1s
referred to the “sequence number” in the LI-Header.

The synchronization handler block 220 sends the Syn-
cRequest towards the bufler controller 240 1n order to
trigger the packets retransmission.

2. The SyncNotily 1s the message created by the builer
controller 240 and forwarded to LEA through the
synchronization handler block 220 1n order to notily
that the bufler arrangement 250 1s almost full. Basing
on this message the LEA 80 shall notify an eventual CC
packets retransmission or the possibility to empty the
bufler arrangement 250 for example moving the pack-
cts on supplementary storage in order to guarantee
again the data recovery 1n a configurable time window.

To summarize the function of the bufler controller block
240, 1t receives the incoming CC packets, handles the buller
arrangement 250 and interacts with the synchronization
handler block 220 and IP packets router 260.

The bufler controller stores all incoming CC packets into
the bufler arrangement 250 and sends them towards the IP
Packets Router block 260 providing the indication about the
HI interface to use, HI3 or HI4. For example, HI4 1s the
default indication meanwhile HI3 1s used only for the
retransmission purposes.

When butler controller block 240 receives the SyncRe-
quest message from the synchronization handler 220, 1t gets
them from the bufler arrangement 250 and sends them
towards the IP Packets Router block 260 specitying HI3 as
interface. After that, the buller controller 240 may be
adapted to remove these packets from the buller arrange-
ment 250.

Moreover the butler controller 240 monitors periodically
the capacity of the bufler arrangement 250 1n order to detect
an overflow through a threshold mechamsm. If the threshold
1s reached 1t will send a SyncNotily message towards the
synchronization handler block 220.

The above described technique may be implemented 1n
digital electronically circuitry, or in computer hardware,
firmware, software, or in combinations of them. Apparatus
of the technique may be implemented 1n a computer pro-
gram product tangibly embodied in a machine readable
storage device for execution by a programmable processor
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in a processing circuitry; and method steps of the technique
may be performed by a programmable processor in a pro-
cessing circuitry executing a program of instructions to
perform functions of the technique by operating on input
data and generating output.

The bufler controller 240 comprise a processing circuitry
244, and the synchronization handler 220 comprise a pro-
cessing circuitry 224. The above described methods and
embodiments thereol may be implemented 1n a computer
program product tangibly embodied 1n a machine readable
storage device for execution by a programmable processor
in a processing circuitry; and method steps of the method
may be performed by a programmable processor in the
processing circultry executing a program of instructions to
perform functions of the technique by operating on input
data and generating output.

The processing circuitry 224, 244 comprises at least one
processor connected to one or more memory storage devices
comprising computer programs for controlling and operat-
ing said at least one processors. The processor will recerve
instructions and data from, e.g. a read-only memory and/or
a random access memory. Storage devices suitable for
tangibly embodying computer program instructions and data
include all forms of non-volatile memory, including by way
of example semiconductor memory devices, such as
EPROM (erasable programmable read only memory),
EEPROM (electrically erasable programmable read only
memory), and flash memory devices; magnetic disks such
internal hard disks and removable disks; magneto-optical
disks; and CD-ROM (Compact Disc Read-Only Memory)
disks. Any of the foregoing may be supplemented by, or
incorporated 1n, specially—designed ASICs (Application
Specific Integrated Circuits).

Alternative implementation embodiments of the media-
tion function MF3 is illustrated 1n FIGS. 9 and 10.

FIG. 9 15 a block diagram illustrating one implementation
of the mediation function MF3 comprising the bufler con-
troller 240.

The mediation functionality unit MF3 228 comprises a
bufler controller 240, a packets router 260, and a bufler

arrangement 2350. The bufler controller 240 1s capable of

communicating with an ADMF via interface 230, an IAP via
interface X3 and with the buffer arrangement 250 and
packets router 260 via internal interfaces. The interface 230
may be the mterface X1_3.

The packets router 260, which 1s adapted to forward TCP
CC and UDP CC wvia a first handover interface for CC, HI3,
or over a second CC handover interface HI4 separated from
the first CC handover interface HI3. The IP Packets Router
block 260 1s responsible to route CC packets over HI3 or
HI4 depending on the indication provided by the buller
controller 240.

The bufler controller 240 comprises a communication
interface 242 and a processing circuitry 244. The processing
circuitry 244 communicates with the different mentioned
interfaces by means of the communication interface 242.
The processing circuitry 244 may be a programmable pro-
cessor, which 1s connected to a memory storage 246 for
storing 1nstruction code and data for running the program-
mable processor. By means of the programmable processor
and memory storage 246 1s the bufler controller 240 adapted
to:

receiving CC as UDP and TCP by means of the commu-

nication interface;

storing UDP and TCP CC 1n a but

er arrangement;
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torwarding TCP CC or UDP CC wvia a first CC handover
intertace (HI3) or via a second CC handover interface
(HI4) separated from the first CC handover interface to
the LEA.

The butler controller 240 1s further adapted to support the
synchronization process by operatively performing:

recerving a request for synchronization of lost UDP CC

packets;

achieving the lost UDP CC packets from the buifler

storage;

sending the achieved lost UDP CC packets over the first

CC handover mterface as TCP CC packets.

The builer controller 240 may 1n one implementation be
adapted to operatively perform the step of:

receiving the request for synchronization of lost UDP CC

packets from the LEA via the administration function-
ality.

The bufler controller 240 1s further adapted to operatively
perform the step of:

comparing a measure value of the remaining storage

capacity of the buller storage to a pre-set threshold
value;

generating a synchronization notification when the mea-

sure value 1s equal to or exceeds the threshold value to
the admimstration functionality;

sending the synchronization noftification towards the

LEA.

The buller controller 240 1s further adapted to operatively
perform the step of:

sending the synchronization notification towards the LEA

via the administration functionality.

FIG. 10 1s a block diagram 1llustrating another implemen-
tation of the the builer controller 240.

According to this embodiment, the bufler controller 240
comprises a receiving unit 310 that 1s adapted to receive CC
as UDP and TCP by means of the communication interface,
a storing controlling unit 320 that 1s adapted to store UDP
and TCP CC 1n a bufler arrangement, and a sender unit 330
that 1s adapted to forward TCP CC or UDP CC via a first CC
handover interface (HI3) or via a second CC handover
interface (HI4) separated from the first CC handover inter-
face to the LEA.

The bufler controller 240 may further comprise a syn-
chronization unit 400 that 1s adapted to support the synchro-
nization process S200 by operatively performing the steps of
said process:

recerving a request for synchronization of lost UDP CC

packets;

achieving the lost UDP CC packets from the builler

storage;
sending the achieved lost UDP CC packets over the first
CC handover mterface as TCP CC packets;

recerving the request for synchronization of lost UDP CC
packets from the LEA via the administration function-
ality.

The bufler controller 240 may further comprise a butler
monitoring unit 500 adapted to perform the process S300 of
monitoring the bufler arrangement, which process may
comprise the steps of:

comparing a measure value of the remaining storage

capacity of the bufler storage to a pre-set threshold
value;

generating a synchronization notification when the mea-

sure value 1s equal to or exceeds the threshold value to
the admimstration functionality;

sending the synchronization notification towards the

LEA.
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Alternative implementation embodiments of a synchro-
nization handler are illustrated in FIGS. 11 and 12.

FIG. 11 1s a block diagram illustrating one implementa-
tion of the synchronization handler 220 1n an ADMEF unit
218 of an IMDU.

The ADMF unit 218 comprises a synchronization handler
220, which 1s capable of communicating with a LEA via an
LEMF and interfaces HI1 and HIIB, and a Mediation
Function unit MF3 228 via an interface 230. The interface
230 may be the mterface X1_3.

The synchronization handler 220 comprises a communi-
cation iterface 222 and a processing circuitry 224. The
processing circuitry 224 communicates with the different
mentioned interfaces by means of the communication inter-
tace 242. The processing circuitry 224 may be a program-
mable processor, which 1s connected to a memory storage
246 for storing instruction code and data for running the
programmable processor. The synchronization handler 220
1s by means of the programmable processor circuitry and
memory storage 226 adapted to:

receiving a request for synchronization of lost UDP CC

packets from the LEA;

sending the request for synchronization of lost UDP CC

packets from the LEA to the bufler controller.

The synchronization handler 220 may further be adapted
to receive the request for synchronization of lost UDP CC
packets from the LEA wvia an handover mterface HI1B
separate from the standardized handover interface, HII.

The synchronization handler 220 may by means of the
programmable processor circuitry and memory storage 226
be adapted to:

receiving a synchronization notification from the bufler

controller;

sending the synchronization notification towards the

LEA.

The synchronization handler 220 may by means of the
programmable processor circuitry and memory storage 226
be adapted to send the synchronization notification towards
the LEA via an handover mterface HI1B separate from the
standardized handover interface, HII.

FIG. 12 1s a block diagram 1llustrating another implemen-
tation of the synchronization handler 220.

According to this embodiment, the synchronization han-
dler 220 comprises a receiver unit 610 adapted to receive a
request for synchronization of lost UDP CC packets from the
LEA, and a sending unit 620 adapted to send the request for
synchronization of lost UDP CC packets from the LEA to
the bufler controller.

The recerver unit 610 may further be adapted to receive a
synchronization notification from the bufler controller, and
the sending unit 620 may be adapted to send the synchro-
nization notification towards the LEA. Said sending unit 620
may alternatively be adapted to send the synchromization
notification towards the LEA via an handover interface
HI1B separate from the standardized handover interface,
HI1.

The entities, blocks and units described above with ref-
erence to FIGS. 8,9, 10, 11, and 12 are logical units, and do
not necessarily correspond to separate physical units. Thus,
the person skilled 1n the art would appreciate that the units
disclosed 1n the FIGS. 8, 9, 10, 11, and 12 may be 1mple-
mented as physically integrated units, and/or physically
separate units, and that the units are provided with appro-
priate processing circuits.

The above described technology implies a number of
advantages to different users of lawtul interception systems,
¢.g. manufactures, operators, LEAs, etc.:
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Solution which makes a smart usage of the available
bandwidth allows operators to respond LEA needs by
saving 1nvestments 1  bandwidth and transport
CXpenses;

The presence of UDP protocol requires less elaboration
capacity to the equipment on the authonty site due to
the possibility to decode partial CC stream 1n case of
loss UDP packets, e.g. video stream with some packets
loss:

UDP reduces the jitter of the multimedia streams so the

LEA can analyze these streams as soon as received.
TCP 1s connection-oriented protocol. When a file or

message 1s sent, 1t will be delivered unless connection fails.
If connection lost, the server will request the lost part. There
1s no corruption while transferring a message. This makes
the TCP protocol a more reliable protocol than UDP. UDP
1s connectionless protocol. When data or message according
to UDP 1s sent, 1t 1s not known 1f 1t will receive its
destination, 1t could get lost on the way. There may be
corruption while transierring a message.

On the other side UDP has no ordering of messages, no
tracking connections, etc. It’s just fire and forget! This
means 1t’s a lot quicker. TCP 1s slower as when the low level
parts of a TCP “stream” arrive in the wrong order, resend
requests have to be sent, and all the out of sequence parts
have to be put back together, so requires a bit of work to
piece together. The TCP header 1s therefore much larger than
the UDP header and in addition it 1s applied to every
segment.

A number of embodiments of the present technique have
been described. It will be understood that various modifi-
cations may be made without departing from the subject-
matter of the following claims. Therefore, other implemen-
tations are within the scope of the following claims.

ABBREVIATION LIST

SGW Serving Gateway
PGW Public Data Network Gateway

PDN Public Data Network

CN Core Network

GGSN Gateway GPRS Support Node
GPRS General Packet Radio Packet Service
3GPP Third Generation Partnership Project
LTE Long Term Evolution

MME Mobility Management Entity

HI Handover Interface

HILR Home Location Register

HSS Home Subscriber Server

LI Lawiful Intercept(-ion)

RAN Radio Access Network

DF Delivery Function

MF Mediation Function

LEMF Law Enforcement Monitoring Facility
ADMF Administration Function

LEA Law Enforcement Agency

IP Internet Protocol

eNB base station 1n LTE system

LLAN Local Area Network

WLAN Wireless LAN

WAN Wide Area Network

REFERENCE LIST

ETSI ES 201 671 V3.1.1 (2006-10), Lawful Interception
(LI); Handover interface for the lawful interception of
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telecommunications  traffic

ets1_es/201600_201699/201671/03.01.0
es_201671v030101m.pdt

The 1nvention claimed 1s:
1. A method 1n a Lawiul Intercept (LLI) system comprising
at least one Intercept Access Point (IAP) for intercepting
communication tratlic using User Datagram Protocol (UDP)
and Transmission Control Protocol (TCP) packets in one or
more communications networks and delivering said com-
munication tratlic as Communication Content (CC) to a Law
Enforcement Agency (LEA) via a mediation functionality
controlled by an administration functionality, wherein the
method comprises:
receiving CC as UDP and TCP;
storing UDP and TCP CC 1n a bufler arrangement;
tforwarding UDP CC wvia one of a first CC handover
interface and a second CC handover interface, sepa-
rated from the first CC handover interface, to the LEA;

comparing a measure value of used storage capacity of the
bufler arrangement to a threshold value;

generating a synchronization notification when the mea-

sure value 1s equal to or exceeds the threshold value;
sending the synchronization notification towards the
LEA;
receiving a request for synchronization for retransmission
of lost UDP CC packets from the LEA in response to
the synchronization notification;

obtaining the lost UDP CC packets from the bufler

arrangement; and

sending the lost UDP CC packets as TCP packets via a

selected one of the first CC handover iterface and the
second CC handover interface.

2. The method according to claim 1, wherein the receiving,
the request for synchronization involves receirving the
request for synchronization of lost UDP CC packets from the
LEA via the administration functionality.

3. The method according to claim 1, wherein the request
for synchromization comprises a tlow identifier of a specific
CC stream generated by an intercepted user, and LI-header
sequence numbers of the lost UDP CC packets.

4. The method according to claim 1, wherein the sending
of the synchronization notification further comprises:

sending the synchronization notification towards the LEA

via the administration functionality.

5. A Lawiul Intercept (LI) system comprising at least one
Intercept Access Point (IAP) for intercepting communica-
tion traflic using User Datagram Protocol (UDP) and Trans-
mission Control Protocol (TCP) packets in one or more
communications networks and delivering said communica-
tion traflic as Communication Content (CC) to a Law
Enforcement Agency (LEA) via a mediation functionality
controlled by an administration functionality, wherein the
mediation functionality comprises a bufler controller com-
prising a communication interface and a processing cir-
cuitry, said bufler controller to perform operations to:

receive CC as UDP and TCP by means of the communi-

cation interface;

store UDP and TCP CC 1n a bufler storage;

http://www.ets1.org/deliver/
1_50/
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torward UDP CC via one of a first CC handover interface
and a second CC handover interface separated from the

first CC handover interface to the LEA;

compare a measure value of used capacity of the buifler

storage to a threshold value;

generate a synchronization notification when the measure

value 1s equal to or exceeds the threshold value;

send the synchronization notification towards the LEA;

receive a request for synchronization for retransmission of

lost UDP CC packets from the LEA 1n response to the
synchronization notification;

obtain the lost UDP CC packets from the buller storage;

and

send the lost UDP CC packets as TCP packets via a

selected one of the first CC handover mterface and the
second CC handover interface.

6. The LI system according to claim 5, wherein the bufler
controller further to perform operations to:

recerve the request for synchronization of lost UDP CC

packets from the LEA via the administration function-
ality.

7. The LI system according to claim 5, wherein the
request for synchromization comprises a flow identifier of a
specific CC stream generated by an intercepted user, and
LI-header sequence numbers of the lost UDP CC packets.

8. The LI system according to claim 5, wherein the builer
controller further to perform operations to:

send the synchronization notification towards the LEA via

the admimstration functionality.

9. The LI system according to claim 5, wheremn the
administration functionality of the LI system further com-
prises a synchronization handler to perform operations to:

recerve the request for synchronization of the lost UDP

CC packets from the LEA; and

send the request for synchronization of lost UDP CC

packets from the LEA to the builer controller.

10. The LI system according to claim 9, wherein a
communication interface of the synchronization handler to
receive the request for synchronization of the lost UDP CC
packets from the LEA via a handover interface separate from
a standardized handover interface.

11. The LI system according to claim 9, wherein the
synchronization handler to perform operations to:

recerve the synchronization notification from the bufler

controller; and

send the synchronization notification towards the LEA.

12. The LI system according to claim 9, wherein the
synchronization handler to send the synchronization notifi-
cation towards the LEA via a handover interface separate
from a standardized handover interface.

13. The LI system according to claim 5, wherein the
mediation functionality comprises an IP packet router,
which 1s to forward TCP CC and UDP CC on diflerent ones
of the first CC handover interface and the second CC
handover interface, depending on an indication indicating
whether the CC comprises TCP or UDP packets, which

indication 1s provided by the bufler controller.
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