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METHOD AND SYSTEM FOR ENCRYPTING
DATA

FIELD OF THE INVENTION

The present subject matter 1s related 1n general to field of
cryptography, more particularly, but not exclusively to a
method and system for encrypting data.

BACKGROUND

With a multi-fold growth of data and increasing use of
clectronic communication in today’s digital world, the enter-
prises are looking for a better approach of securing data.
With the advancement in technology, many methods of
cryptography have been generated over the years. Some of
the famous approaches {for cryptography include ifor
example, Data Encryption Standard (DES), Advanced
Encryption Standard (AES) and Blowfish and so forth.

In one of the existing encryption standards 1.e., the Data
Encryption Standard (DES), the security of the encrypted
data largely depends upon the length of the secret key
generated, as well as the security of the secret key. With the
ever 1ncreasing processing power ol the desktop systems,
the possibilities of decoding the encrypted code using key
are increasing.

In another existing encryption standard, i.e., Advanced
Encryption standard (AES), same key 1s utilized for both
encryption and decryption. Here, the problem arises while
sharing the key with the other party with whom the data 1s
to be shared.

Thus, 1n the existing scenario, the encryption standards
used are not always fool proof. Moreover, the existing
standards can be cracked and breached easily by some logics
and programs. The available encryption standards follow a
certain standard like applying same level of key for multiple
communications which may lead to 1nsecure communica-
tion. In addition, encrypting data and creating the necessary
keys 1n the existing scenario for encrypting and decrypting
the data 1s computationally expensive. Also, many of the
existing standards provide a poor encryption implementa-
tion which may result 1n a false sense of security. In addition,
many ol the existing encryption standards generate same
encrypted data on the same set of data, which can be cracked
casily. Consequently, there 1s a need for a method {for
encrypting the data without generating the keys to store and
transmit data 1n a secure way.

SUMMARY

In an embodiment, the present disclosure relates to a
method for encrypting data. The method comprises receiv-
ing one or more dataset, calculating number of binary digit
‘1’ 1n each byte of the one or more dataset, determining a slot
value for the each byte of the one or more dataset based on
location of the each byte 1n a table of the plurality of tables.
The contents of each table of the plurality of tables 1s divided
in to one or more slots with each slot of the one or more slots
having a pre-defined number of bytes and the slot value,
where each table of the plurality of tables 1s differentiated
based on the number of ‘1’ 1n a byte. The method comprises
identifying a pattern index for the each byte based on the
location of the each byte in the one or more slots and
generating an encrypted byte for the each byte of the one or
more dataset comprising the corresponding slot value, a first
segment indicative of binary representation of the number of

10

15

20

25

30

35

40

45

50

55

60

65

2

binary digit ‘1’ and a second segment 1indicative of binary
representation of the pattern index.

In an embodiment, the present disclosure relates to a data
protection system for encrypting data. The data protection
system comprises a processor and a memory comimunica-
tively coupled to the processor, wherein the memory stores
processor executable instructions, which, on execution,
causes the data protection system to receive one or more
dataset, calculate number of binary digit °1° in each byte of
the one or more dataset, determine a slot value for the each
byte of the one or more dataset based on location of the each
byte 1n a table of the plurality of tables. The contents of each
table of the plurality of tables 1s divided 1n to one or more
slots with each slot of the one or more slots having a
pre-defined number of bytes and the slot value, where each
table of the plurality of tables 1s differentiated based on the
number of ‘1’ 1n a byte. The data protection system identifies
a pattern index for the each byte based on the location of the
cach byte 1 the one or more slots and generates an
encrypted byte for the each byte of the one or more dataset
comprising the corresponding slot value, a first segment
indicative of binary representation of the number of binary
digit °1” and a second segment indicative of binary repre-
sentation of the pattern index.

In an embodiment, the present disclosure relates to a
non-transitory computer readable medium including instruc-
tions stored thereon that when processed by at least one
processor cause a data protection system to receirve one or
more dataset, calculate number of binary digit °1° in each
byte of the one or more dataset, determine a slot value for
the each byte of the one or more dataset based on location
of the each byte 1n a table of the plurality of tables, wherein
the contents of each table of the plurality of tables 1s divided
in to one or more slots with each slot of the one or more slots
having a pre-defined number of bytes and the slot value,
wherein each table of the plurality of tables 1s differentiated
based on the number of ‘1’ in a byte, 1dentily a pattern index
for the each byte based on the location of the each byte 1n
the one or more slots and generate an encrypted byte for the
cach byte of the one or more dataset comprising the corre-
sponding slot value, a first segment indicative of binary
representation of the number of binary digit °1” and a second
segment 1ndicative of binary representation of the pattern
index.

In another embodiment, the present disclosure relates to a
method for decrypting encrypting data. The method com-
prises receiving one or more encrypted byte comprising a
first segment and a second segment, along with a slot value.
The first segment and the second segment comprises of
binary representation of the number of binary digit ‘1" and
binary representation of the pattern index respectively. The
method comprises i1dentifying number of binary digit ‘1°
from the first segment of the one or more encrypted byte,
identifving a table of one or more bytes from a plurality of
tables based on occurrence of the number of binary digit ‘1°
and generating a decrypted byte for each of the one or more
encrypted byte by fetching a byte from the i1dentified table
using the slot value and the pattern index to identity location
of the byte.

In an embodiment, the present disclosure relates to a data
protection system for decrypting encrypted data. The data
protection system comprises a processor and a memory
communicatively coupled to the processor, wherein the
memory stores processor executable instructions, which, on
execution, causes the data protection system to receirve one
or more encrypted byte comprising a first segment and a
second segment, along with a slot value. The first segment
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and the second segment comprises of binary representation
of the number of binary digit °1” and binary representation

of the pattern index respectively. The data protection system
identify number of binary digit 1’ from the first segment of
the one or more encrypted byte, identily a table of one or
more bytes from a plurality of tables based on occurrence of
the number of binary digit *1” and generates a decrypted byte
for each of the one or more encrypted byte by fetching a byte
from the 1dentified table using the slot value and the pattern
index to identify location of the byte.

In an embodiment, the present disclosure relates to a
non-transitory computer readable medium including nstruc-
tions stored thereon that when processed by at least one
processor cause a data protection system to receive one or
more encrypted byte comprising a first segment and a
second segment, along with a slot value, wherein the first
segment and the second segment comprises of binary rep-
resentation of the number of binary digit ‘1’ and binary
representation of the pattern index respectively, identify
number of binary digit ‘1’ from the first segment of the one
or more encrypted byte, identify a table of one or more bytes
from a plurality of tables based on occurrence of the number
of bmary digit 1’ and generate a decrypted byte for each of
the one or more encrypted byte by fetching a byte from the
identified table using the slot value and the pattern index to
identify location of the byte.

The foregoing summary 1s 1illustrative only and 1s not
intended to be 1 any way limiting. In addition to the
illustrative aspects, embodiments, and features described
above, further aspects, embodiments, and {features will
become apparent by reference to the drawings and the
tollowing detailed description.

BRIEF DESCRIPTION OF THE
ACCOMPANYING DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of this disclosure, 1llustrate exemplary
embodiments and, together with the description, serve to
explain the disclosed principles. In the figures, the left-most
digit(s) of a reference number 1dentifies the figure 1n which
the reference number first appears. The same numbers are
used throughout the figures to reference like features and
components. Some embodiments of system and/or methods
in accordance with embodiments of the present subject
matter are now described, by way of example only, and with
reference to the accompanying figures, in which:

FIG. 1 1llustrates an exemplary environment for encrypt-
ing data 1 accordance with some embodiments of the
present disclosure;

FI1G. 2a shows a detailed block diagram 1llustrating a data
protection system in accordance with some embodiments of
the present disclosure;

FIG. 256 shows a block diagram illustrating an encryption
module 1n accordance with some embodiments of the pres-
ent disclosure;

FIG. 2¢ shows a block diagram illustrating a decryption
module 1n accordance with some embodiments of the pres-
ent disclosure;

FI1G. 2d shows an exemplary environment 1llustrating data
flow between different modules of data protection system for
encryption 1n accordance with some embodiment of the
present disclosure;

FI1G. 2e shows an exemplary environment illustrating data
flow between diflerent modules of data protection system for
decryption 1n accordance with some embodiment of the
present disclosure;
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FIG. 3a illustrates a flowchart showing a method for
identifying the pattern index of an encrypted dataset in

accordance with some embodiments of present disclosure;

FIG. 3b illustrates a flowchart showing a method for
identifying the decrypted byte of an encrypted dataset in
accordance with some embodiments of present disclosure;

FIG. 4a illustrates a flowchart showing a method for
encrypting data in accordance with some embodiments of
present disclosure;

FIG. 4b 1llustrates a flowchart showing a method for
decrypting data in accordance with some embodiments of
present disclosure; and

FIG. § 1llustrates a block diagram of an exemplary com-
puter system for implementing embodiments consistent with
the present disclosure.

It should be appreciated by those skilled 1n the art that any
block diagrams herein represent conceptual views of illus-
trative systems embodying the principles of the present
subject matter. Similarly, it will be appreciated that any tlow
charts, flow diagrams, state transition diagrams, pseudo
code, and the like represent various processes which may be
substantially represented in computer readable medium and
executed by a computer or processor, whether or not such
computer or processor 1s explicitly shown.

DETAILED DESCRIPTION

In the present document, the word “exemplary” 1s used
herein to mean “serving as an example, 1nstance, or 1llus-
tration.” Any embodiment or implementation of the present
subject matter described herein as “exemplary” 1s not nec-
essarily to be construed as preferred or advantageous over
other embodiments.

While the disclosure 1s susceptible to various modifica-
tions and alternative forms, specific embodiment thereof has
been shown by way of example 1n the drawings and will be
described 1n detail below. It should be understood, however
that 1t 1s not intended to limait the disclosure to the particular
forms disclosed, but on the contrary, the disclosure is to
cover all modifications, equivalents, and alternative falling
within the spinit and the scope of the disclosure.

The terms “comprises™, “comprising’, or any other varia-
tions thereol, are intended to cover a non-exclusive inclu-
s10n, such that a setup, device or method that comprises a list
of components or steps does not include only those com-
ponents or steps but may include other components or steps
not expressly listed or inherent to such setup or device or
method. In other words, one or more elements 1n a system
or apparatus proceeded by “comprises . . . a” does not,
without more constraints, preclude the existence of other
clements or additional elements 1n the system or method.

In the following detailed description of the embodiments
of the disclosure, reference 1s made to the accompanying
drawings that form a part hereotf, and 1n which are shown by
way of 1illustration specific embodiments i which the dis-
closure may be practiced. These embodiments are described
in suflicient detail to enable those skilled 1n the art to
practice the disclosure, and 1t 1s to be understood that other
embodiments may be utilized and that changes may be made
without departing from the scope of the present disclosure.
The following description 1s, therefore, not to be taken 1n a
limiting sense.

The present disclosure relates to a method for encrypting,
data. The method determines an encrypted dataset for one or
more dataset received. The present disclosure provides a
data protection system which generates a poweriul and

ellicient encryption of the dataset based on a plurality of
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tables and slot values. In an embodiment, each dataset
comprises one byte of data in binary format. The plurality of
tables as well as the slot values may be defined and changed
anytime, thereby providing more security to the encrypted
dataset. The plurality of tables 1s divided in to one or more
slots, where each slot has a pre-defined number of contents
and a slot value. The present disclosure generates the
encrypted dataset comprising a combination of a first seg-
ment, which comprises binary representation of the number
of binary digit ‘1’ occurring in the received dataset and a
second segment which comprises binary representation of a
pattern index identified based on the slot value. Once the one
or more dataset 1s encrypted, the decryption of the encrypted
dataset 1s carried out based on the corresponding slot values
and the plurality of tables. In another embodiment, the
present disclosure relates to a method for decrypting one or
more encrypted dataset. The decryption 1s performed by the
data protection system. The data protection system decrypts
the one or more encrypted dataset based on the correspond-
ing slot value and by referring the plurality of tables 1n order
to provide the original dataset.

FIG. 1 1llustrates an exemplary environment for encrypt-
ing data 1 accordance with some embodiments of the
present disclosure.

As shown 1n FIG. 1, the environment 100 comprises a
data protection system 101 connected to a user device 1031,
user device 103, . . . user device 103 ,; (collectively referred
as one or more user devices 103) and a database 105. In an
embodiment, the one or more user devices 103 include, but
are not limited to, desktop computers, laptops, mobile
phones, Personal Computers (PC), tablets and any other
computing device. The data protection system 101 receives
one or more dataset from the one or more user devices 103
for encryption. In an embodiment, the data protection sys-
tem 101 may reside 1n the user devices 103 and the one or
more dataset for encryption may be directly entered by users
into the data protection system 101. In such case, the data
protection system 101 present in the user devices 103
encrypts the dataset entered by the users and transiers the
encrypted data to either database 105 or other one or more
user devices 103 based on the request. In an embodiment,
the database 105 may be connected to the data protection
system 101 through a communication network 113 (not
shown 1n figure). In another embodiment, the data protection
system 101 receives the dataset for encryption from the user
device 103, and transmits the encrypted data to the other one
or more user devices 103. Once the one or more dataset to
be encrypted 1s receirved by the data protection system 101
from the one or more user devices 103 or directly entered by
users, mto the data protection system 101, the data protec-
tion system 101 calculates the number of binary digit ‘1” in
cach byte of the one or more dataset. In an embodiment, the
number of bmary digit °1° 1s less than eight. The data
protection system 101 generates a plurality of tables which
comprises one or more patterns and each table 1s divided 1n
to one or more slots. Each slot of the plurality of tables
comprises a predefined number of bytes. The plurality of
tables 1s stored in the database 105. The plurality of tables
1s generated based on the number of binary digit °1°. 1.e, the
patterns of the plurality of tables are differentiated based on
the number of binary digit °1’°. For example, the first table
comprise a pattern with zero number of binary digit “1°. In
an embodiment, the plurality of tables may not be generated
cach time the encryption 1s carried out. The number of
binary digit ‘1’ in each dataset 1s used for identifying a table
from the plurality of tables. Further, the slot value and the
number of binary digit ‘1’ are utilized for i1dentifying the
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pattern index for each dataset. The encrypted byte comprises
the corresponding slot value, first segment and second
segment. The first segment represents the number of binary
digit °1” and the second segment represents the pattern index
identified. After encryption of the one or more dataset, the
data protection system 101 may decrypt the encrypted
dataset. The method for decrypting an encrypted dataset 1s
provided in another embodiment of the present disclosure.
Once an encrypted dataset 1s received for decryption, the
data protection system 101 identifies the number of binary
digit °1” from the first segment of the encrypted dataset. The
received encrypted dataset comprises a first segment of three
bits, a second segment of five bits along with the corre-
sponding slot value. Based on the number of binary digit “1°,
the data protection system 101 i1dentifies a table of one or
more patterns from the plurality of already generated tables.
After the table 1s 1dentified, the data protection system 101
generates the decrypted dataset for each of the encrypted
dataset by fetching a byte from the 1dentified table using the
corresponding slot value and the second segment of the
encrypted dataset for identifying the location of the byte.

The data protection system 101 comprises an 1/O Inter-
face 107, a memory 109 and a processor 111. The I/O
interface 107 1s configured to recerve the one or more dataset
from the one or more user devices 103 for encryption. The
I/O mterface 107 also receives one or more encrypted
dataset for decryption from database 105.

The recerved information from the I/O interface 107 1s
stored 1in the memory 109. The memory 109 1s communi-
catively coupled to the processor 111 of the data protection
system 101. The memory 109 also stores processor instruc-
tions which cause the processor 111 to execute the nstruc-
tion 1n order to encrypt/decrypt the data.

FIG. 2a shows a detailed block diagram illustrating a data
protection system in accordance with some embodiments of
the present disclosure.

One or more data 200 and one or more modules 215 of the
data protection system 101 are described herein in detail. In
an embodiment, the one or more data 200 comprises 1mput
data 201, table generation data 203, slot value data 205,
pattern index data 207, encrypted data 209, decrypted data
211 and other data 213 for encrypting the data.

The mput data 201 comprises one or more dataset for the
encryption. The mput data 201 1s recerved from the one or
more user devices 103. In an embodiment, the input data 201
may also be recerved directly into the data protection system
101 from users. Each of the one or more dataset comprises
one byte of data. Further, the input data 201 for the decryp-
tion comprises one or more encrypted dataset, where each of
the encrypted dataset comprises one byte of encrypted data
along with the two bits of slot value.

The table generation data 203 comprise information about
the plurality of tables used for encryption and decryption. I.
The plurality of tables comprises one or more patterns of a
byte. Each table of the plurality of tables 1s differentiated
based on the number of ‘1’s.

The slot value data 205 comprises information about the
one or more slots 1n the plurality of tables. The plurality of
tables 1s divided into one or more slots, where each slot
comprises a pre-defined number of patterns and a slot value.
The slot values may be one of first slot value, second slot
value and third slot value. Table 1 below shows the values
of the first, second and third slot values. Further, the first slot
value, the second slot value and the third slot value are
assigned with a pre-defined decimal number based on the
range of the slots. For example, first slot resides in the range
of 0-31, second, slot resides 1n the range of 32-61 and third
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slot resides 1n the range of 62 and above. In an embodiment,
the pre-defined decimal number for the first, the second and
the third slot values are ‘0°, ‘31" and ‘61’ respectively.

TABLE 1
Slot value Representation
First slot 00
Second slot 01
Third slot 10

The pattern index data 207 comprises information about
the second segment of the encrypted dataset. The pattern
index of the encrypted dataset 1s determined based on the
allotted slot and a location number of the byte of the dataset
in the table. The second segment of the encrypted and
decrypted data comprises five bits of data.

The encrypted data 209 comprises an encrypted byte of
the received one or more dataset. The encrypted data 209 1s
a combination of first segment which indicates the number
of binary digit “1° of the input data 201 and a second segment
which comprises the pattern index. Further, the encrypted
byte comprises the slot value of two bits for the received one
or more dataset. The first segment and the second segment
of the encrypted data 209 comprise three bits and five bits
respectively. The decrypted data 211 comprises the
decrypted byte of the encrypted data 209. The decrypted
data 211 1s the original mput data 201.

The other data 213 may store data, including temporary
data and temporary files, generated by modules for perform-
ing the various functions of the data protection system 101.

In an embodiment, the one or more data 200 in the
memory 109 are processed by the one or more modules 215
of the data protection system 101. As used herein, the term
module refers to an application specific integrated circuit
(ASIC), an electronic circuit, a field-programmable gate
arrays (FPGA), Programmable System-on-Chip (PSoC), a
combinational logic circuit, and/or other suitable compo-
nents that provide the described functionality. The said

modules when configured with the functionality defined in
the present disclosure will result in a novel hardware.
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In one implementation, the one or more modules 215 may
include, for example, a recerving module 217, an encryption
module 219 and a decryption module 221.

The one or more modules 215 may also comprise other
modules 223 to perform various miscellaneous functional-
ities of the data protection system 101. It will be appreciated
that such aforementioned modules may be represented as a
single module or a combination of different modules.

The recerving module 217 receives one or more dataset
for encryption from the one or more user devices 103. In an
embodiment, 11 the data protection system 101 resides 1n the
user devices 103, the one or more dataset may also be
received directly into the data protection system 101 from
users. The receiving module 217 also receives one or more
encrypted data 209 from one or more user devices 103 and
database 105 for decryption.

The encryption module 219 encrypts one or more dataset
received from the user devices 103 or from the users directly
in the data protection system 101 for encryption. FIG. 25
shows a block diagram illustrating an encryption module 1n
accordance with some embodiments of the present disclo-
sure. As shown in FIG. 2b, the encryption module 219
comprises plurality of sub-modules for encrypting the data-
set as shown in FIG. 25 namely, table generation module
219 ,, binary digit calculation module 219,, slot value
determination module 219,., pattern index identification
module 219, and encryption determination module 219,.

The table generation module 219 , generates a plurality of
tables of plurality of bytes. The plurality of tables 1s gener-
ated based on the number of the binary digit 1°. In an
embodiment, Table 2 below indicates the plurality of tables.
Further, each of the table and the slots may be defined and
changed anytime by reversing the indexes in the plurality of
tables, swapping the patterns etc. For example, we can
denote any pattern and indexes 1n a table and the slot values
are changed to annotate different meaning. In an embodi-
ment, the indexes of the plurality of tables represent the
location number where the patterns reside. The indexes of
the plurality of tables may also be referred as location value.
In an embodiment, the indexes and location wvalue are
interchangeably used. For zero °1”’s 1in a dataset: maximum
number of patterns possible: 1

TABLE 2

Index Pattern

1. 00000000

For 1: “8’ patterns (slot “00’: 1-8)

1. 00000001 00000010 00000100 00001000 00010000 00100000 01000000 10000000
For 2: ‘28’ patterns (slot ‘00’: 1-28)

1. 00000011 00000101 00000110 00001001 00001010 00001100 00010001
8. 00010010 00010100 00011000 00100001 00100010 00100100 00101000
15. 00110000 01000001 01000010 01000100 01001000 01010000 01100000
22. 10000001 10000010 10000100 10001000 10010000 10100000 11000000
For 3: “56° patterns (slot ‘00°: 1-31) + slot “01” (32-56)

1 00000111 00001011 00001101 00001110 00010011 00010101 00010110
8. 00011001 00011010 00011100 00100011 00100101 00100110 00101001
15. 00101010 00101100 00110001 00110010 00110100 00111000 01000011
22. 01000101 01000110 01001001 01001010 01001100 01010001 01010010
29. 01010100 01011000 01100001 01100010 01100100 01101000 01110000
36. 10000011 10000101 100000110 10001001 10001010 10001100 10010001
43. 10010010 10010100 10011000 10100001 10100010 10100100 10101000
50. 10110000 11000001 11000010 11000100 11001000 11010000 11100000
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TABLE 2-continued

10

For 4: *70° patterns (slot ‘00°: 1-31) + slot 01 (32-61) + slot “10°(62-70)

1. 00001111 00010111 00011011 00011101 00011110 00100111 00101011
8. 00101101 00101110 00110011 00110101 00110110 00111001 00111010
15. 00111100 01000111 01001011 01001101 01001110 01010011 01010101
22. 01010110 01011001 01011010 01011100 01100011 01100101 01100110
29. 01101001 0110101 ol101100 01110001 01110010 01110100 01111000
36. 10000111 00001011 10001101 10001110 10010011 10010101 10010110
43. 10011001 10011010 10011100 10100011 10100101 10100110 10101001
50 10101010 10101100 10110001 10110010 10110100 10111000 11000011
57. 11000101 11000110 11001001 11001010 11001100 11010001 11010010
64. 11010100 11011000 11100001 11100010 11100100 11101000 11110000
For 5: *56° patterns (slot ‘00°: 1-31) + slot 01 (32-56)
1. 00011111 00101111 00110111 00111011 00111101 ©OOl111110  O©Ol1001111
8. 01010111 01011011 01011101 01011110 01100111 01101011 01101101
15. 01101110 01110011 01110101 01110110 01111001 01111010 01111100
22. 10001111 10010111 10011011 10011101 10011110 10100111 10101011
29. 10101101 10101110 10110011 10110101 10110110 10111001 10111010
36. 10111100 11000111 11001011 11001101 11001110 11010011 11010101
43. 11010110 11011001 11011010 11011100 11100011 11100101 11100110
50. 11101001 11101010 11101100 11110001 11110010 11110100 11111000
For 6: ‘28’ patterns (slot *00°: 1-28)
1. 00111111 01011111 01101111 01110111 01111011 O©OI1111101 01111110
8. 10011111 10101111 10110111 10111101 10111101 10111110 11001111
15. 11010111 11011011 11011101 11100111 11100111 11101011 11101101
22. 11101110 11110011 11110101 11110110 11111001 11111010 11111100
For 7: 8’ patterns (slot *00’: 1-8)
1. O1111111 10111111 11011111 11101111 11110111 11111011 11111101
8. 11111110
For 8: °1°
1. 11111111
35
The binary digit calculation module 219, calculates the TABIE 3
number of binary digit ‘1’ in the received one or more
dataset. The number of binary digit ‘1’ 1s used 1n 1dentifying Lable Slot
a table from the plurality of tables for encrypting the data. A0 1 1
For example, the received dataset comprises ‘00011100 2 1
byte, the number of binary digit °1° 1n the byte are calculated i g
to be three, then the table comprising patterns with three 5 5
number of binary digit ‘1°’s 1s 1dentified. 6 1
: : : 7
The slot value determination module 219 . determines a 45 2

slot value for each of the one or more dataset recerved for
encryption. The slot value determination module 219 - deter-
mines the slot value to be one of first slot value, the second
slot value and the third slot value. The slot value determi-
nation module 219 - determines the slot for corresponding
dataset by comparing the byte of each dataset with each
bytes of the identified table. As explained in binary digit
calculation module 219,, the table from the plurality of
tables 1s 1dentified based on the occurrence of binary digit
‘1°. Table 2 above shows the plurality of tables with 1ndi-
cated slots. In an embodiment, the slot value 1s used in
determining the second segment of the encrypted dataset. In
an embodiment, the second segment represents a pattern
index of maximum value ‘317 (‘11111 1n binary=31 1n
decimal). Further, since the second segment exceeds more
than ‘31° only when the number of binary digit ‘1° 1s 1n
indexes corresponding to ‘3°, ‘4’ and ‘5’ in the Table 2.

These three tables are having more than ‘31 patterns indi-
vidually and are divided into slots. In an embodiment, each
slot may represent a maximum of ‘31 patterns. The number
of slots for each table 1s shown 1n Table 3.
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Based on the Table 3, table 1, 2, 6, 7 and 8 of the plurality

of tables shown in Table 2 comprise one slot. Whereas,
table3 and table5 of the plurality of tables of table 2
comprises two slots each and table 4 of the plurality of tables
has three slots. In an embodiment, two bits are associated
with each slot value. The first, the second and the third slot
value are represented 1n below Table 4.

TABLE 4
Slot value Representation Pre-defined range
1 00 0 to 31
2 01 32 to 61
3 10 62 and above

Further, the slot value determination module 219 . deter-
mines the slots for each dataset by comparing the dataset
with all the patterns of the identified table of plurality of
tables as shown 1n Table 2. The comparison 1s performed in
order to 1dentify a location value of the dataset 1n the table
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2. Further, upon determining the location value, the slot
value determination module 219 _ follows the below pre-
defined steps to determine the slot value.

The slot value 1s “00°, 1t location value =31 and number
of ‘1”’s not equal to 8

Slot value 1s ‘01°, 1t location value =31 and number of
‘1”’s equal to 8

Slot value 1s ‘01°, 11 32<location value <61

Slot value 1s ‘10°, location value =62.

The pattern index 1dentification module 219, 1dentifies
the pattern index value of the dataset based on the slot value
determined by the slot value determination module 219 -~ and
the location value i1dentified for each dataset. The pattern
index indicates the second segment of the encrypted dataset.
The pattern 1index identification module 219, identifies the
pattern index for the dataset by subtracting the pre-defined
number of the respective slot with the location number of the
cach byte of the dataset 1in the table. The location number 1s
identified based on the location of the byte in the table. For
example, consider a dataset ‘10000101°, table 3 from the
plurality of tables of Table 2 1s identified based on three
binary digit ‘1°. Further, the location number of the dataset
1s determined to be at 37 index based on the comparison of
the dataset with each byte of the table 3. Based on the table
3 and location number, slot value 1s determined to be the
second slot value 1.e., ‘01°. Therelore, the pre-defined value
of ‘31 for the second slot 1s subtracted with the location
number 1.¢., ‘37°, and the pattern index 1s 1dentified based on
the subtraction to be six.

FIG. 3a illustrates a flowchart showing a method for
identifying the pattern index of an encrypted dataset in
accordance with some embodiments of present disclosure.

At block 301, 1t the slot value 1s 1dentified to be first slot
value, the method proceeds to block 303. Alternatively, 1f the
slot value 1s not first slot value, the method proceeds to block
305.

At block 303, the pattern index identification module
219, assigns the patterns index to be binary equivalent of
the location value. At block 305, 1f the slot value 1s 1dentified
by the pattern index identification module 219, as the
second slot value, the method proceeds to block 307. Alter-
natively, i the slot value 1s not the second slot value, the
method proceeds to block 313.

At block 307, if the number of binary digit ‘1’ in the
dataset equals eight, the method proceeds to block 309.
Alternatively, 1f the number of binary digit 1’ 1s not equal
to eight, then method proceeds to block 311.

At block 309, the pattern index identification module
219, assigns the pattern index value as the binary equivalent
of the location value.

At block 311, the pattern index identification module
219, determlnes the pattern index value as the diflerence
between the location value and the pre-defined decimal
value ‘31°.

At block 313, the pattern index identification module
219, determmes the pattern index value as the difference
between the location value and the pre-defined decimal
value ‘61°.

Returming back to FIG. 25, the encryption determination
module 219, generates the encryption dataset. The encryp-
tion determination module 219E generates the first bit of the
encrypted dataset based on the calculation of the binary digit
calculation module 219 . The first segment of the encrypted
dataset 1s represented with the number of binary digit ‘1’ 1n
the dataset. For example, consider a dataset ‘10000101°, t

he
number of binary digit *1”1s calculated as three, therefore the
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5

10

15

20

25

30

35

40

45

50

55

60

65

12

which indicates binary representation of three. Further, the
dataset ‘10000101” 1s checked and compared with each byte
present 1n the table 3 of the plurality of tables. Based on the
comparison, the dataset 1s identified at index ‘37°, which
falls under second slot. Therefore the slot value for the
dataset 1s ‘01°. Once the slot value 1s 1dentified, the pattern
index or the second segment of the encrypted dataset is
identified. Since, the slot 1s the second slot and the number
of binary digit *1” 1n the dataset *10000101” 1s not equal to
cight, the pattern index 1s determined by subtracting the
identified index value ‘37" with the pre-defined range of
second slot value 1.e. 31. The resultant value 1s six, which 1s
indicated as the pattern index. The encrypted dataset for the
dataset ‘10000101’ 1s determined as ‘01100110°, where the
first segment 1s ‘011” and the second segment 1s ‘00110°.

Further, 1n cases when the number of binary digit °1° 1s
equal to eight, the encryption determination module 219,
generates the corresponding encrypted dataset by allocating
the slot value to be the second slot value and the first
segment to be the binary representation of seven and the
second segment of five bits with representation of zeros. For
example, consider dataset ‘1111111°, the number of binary
digit “1” 1s calculated to be eight. Since the first segment of
the encrypted dataset represents a maximum value of seven.
But as the number of binary digit °1’ 1s eight, the slot value
1s taken as second slot value 1.e, “01” and first segment 1s
represented as ‘111°. Since, there are no bytes 1n the second
slot of the table 7 of the plurality of tables, the pattern index
1s filled with binary representation of zeros 1.e, ‘00000°. The
encrypted dataset for the dataset 111111117 1s *11100000°,
where ‘111’ represents the first segment and ‘00000’ repre-
sents the second segment of the encrypted dataset. FIG. 24
shows an exemplary environment illustrating data flow
between diflerent modules of data encryption system for
encryption in accordance with some embodiment of the
present disclosure.

Returning back to FIG. 2qa, the decryption module 221
decrypts the encrypted dataset received from the user
devices 103 and/or from database 105. FIG. 2¢ shows a
block diagram 1illustrating a decryption module in accor-
dance with some embodiments of the present disclosure. As
shown 1n FIG. 2¢, the decryption module 221 comprises a
plurality of sub-modules namely, binary digit calculation
module 221 ,, table 1dentification module 221 ; and decryp-
tion data generation module 221 .

The binary digit calculation module 221 , calculates the
number of binary digit ‘1° 1 the first segment of the
encrypted dataset in decimal format. For example, consider
an encrypted dataset ‘01100110 and the corresponding slot
value ‘01°. The binary digit calculation module 221 , calcu-
lates the number of binary digit °1”° from the first segment 1.¢.
‘O11° of the encrypted dataset as three.

The table identification module 221 1dentifies a table from
the plurality of tables as shown in table 2 based on the
calculation of the binary digit °1° by the binary digit calcu-
lation module 221 ,. For example, 1 the number of binary
digit 1’ 1s calculated to be three as shown 1n above example,
then the table comprising patterns with number of binary
digit ‘1’ as three 1s 1dentified. In this case, the table 3 of the
plurality of tables as shown 1n table 2 1s identified.

The decryption dataset generation module 221 . generates
a decrypted dataset for the encrypted dataset. Once the table
1s 1dentified by the table identification module 221, the
decryption dataset generation module 221 - determines the
decrypted byte based on the slot value. The decryption
dataset generation module 221 _ further determines the deci-
mal equivalent of the second segment of the received
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encrypted dataset. For example, consider an encrypted byte
‘01100110’ and the corresponding slot byte ‘01°. The first
segment of the encrypted byte 1s ‘011°, which 1s the binary
representation of three and second segment 1s ‘00110°,
which 1s the binary representation of six. This indicates that
the decrypted byte comprises three binary digit “1°. Further,
the table comprising patterns with number of binary digit ‘1°
as three 1s 1dentified and referred. Once the table 1s 1denti-
fied, the corresponding slot value of the encrypted byte 1s
checked. The slot value 1s ‘01” which 1s the second slot value
and present 1n the range of 32-61. Further, as the number of
binary digit ‘1’ 1s identified as less than seven, the pre-
defined value ‘31’ 1s added with the decimal equivalent of
second segment, which 1s six. The resulting value 1s ‘37’
which indicates the location value for the decrypted byte.
The location value comprises ‘10000101° pattern index at
the ‘37 position which 1s the decrypted byte.

FIG. 36 illustrates a flowchart showing a method for
identifying the decrypted byte of an encrypted dataset in
accordance with some embodiments of present disclosure.

At block 315, 1if the slot value 1s identified by the
decryption dataset generation module 221~ as the first slot
value, the method proceeds to block 317. Alternatively, 1f the
slot value 1s not first slot value, the method proceeds to block
319.

At block 317, the decryption dataset generation module
221C assigns the decrypted byte as the binary representation
of the decimal value of the second segment value.

At block 319, if the slot value 1s identified by the
decryption dataset generation module 221C as the second
slot value, the method proceeds to block 321. Alternatively,
it the slot value 1s not the second slot value, the method
proceeds to block 327.

At block 321, 11 the decryption dataset generation module
221C 1dentifies the first segment of the encrypted byte less
than seven, the method proceeds to block 323. Alternatively,
if the first segment of the encrypted byte 1s equal to seven,
the method proceeds to block 325.

At block 323, the decryption dataset generation module
221C determines the decrypted byte by adding pre-defined
value ‘31’ to the decimal equivalent value of the second
segment.

At block 3235, the decryption dataset generation module
221C assigns the decrypted byte as the binary representation
of one. For example, consider an encrypted byte ‘11100000
along with the slot value ‘01°. The first segment of the
encrypted byte comprises ‘111°, which 1s the binary repre-
sentation of seven and the second segment comprises
‘00000’ which 1s binary representation of zero. In an
embodiment, the first segment with ‘111° indicates that the
decrypted byte has either seven or eight number of binary
digit “1’s. Further, the corresponding slot value 1s checked,
which indicates the second slot value. Further, as the number
of bmary digit ‘1’ 1s 1dentified as equal to seven, the
decrypted byte 1s represented as the binary equivalent of
one. Therefore the decrypted dataset for the 11100000 1s
“11111111°.

At block 327, the decryption dataset generation module
221C determines the decrypted byte by adding pre-defined
value of ‘62 to the decimal equivalent of the second
segment. FIG. 2e shows an exemplary environment 1llus-
trating data flow between diflerent modules of data encryp-
tion system for decryption in accordance with some embodi-
ment of the present disclosure.

FIG. 4a illustrates a flowchart showing a method for
encrypting data in accordance with some embodiments of
present disclosure.
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As 1llustrated 1n FIG. 4a, the method 400 comprises one
or more blocks for encrypting data. The method 400 may be
described 1n the general context ol computer executable
instructions. Generally, computer executable instructions
can include routines, programs, objects, components, data
structures, procedures, modules, and functions, which per-
form particular functions or implement particular abstract
data types.

The order 1n which the method 400 1s described 1s not
intended to be construed as a limitation, and any number of
the described method blocks can be combined in any order
to 1implement the method. Additionally, individual blocks
may be deleted from the methods without departing from the
spirit and scope of the subject matter described herein.
Furthermore, the method can be implemented 1n any suitable
hardware, software, firmware, or combination thereof.

At block 401, the data protection system 101 receives one
or more dataset for encryption.

At block 403, the data protection system 101 calculates
the number of binary digit 1’ in each byte of the one or more
dataset.

At block 405, the data protection system 101 determines
a slot value for each byte of the one or more dataset based
on location of each byte in table of plurality of tables, where
contents of each table of plurality of tables 1s divided into
one or more slot of the one or more slots having a pre-
defined number of bytes and a slot value.

At block 407, the data protection system 101 identifies a
pattern index for each byte based on the location of each
byte in the one or more slots.

At block 409, the data protection system 101 generates an
encrypted byte for each of the one or more dataset compris-
ing the corresponding slot value, a first segment indicating
the number of binary digit 1’ and second segment indicating
the pattern 1index 1n binary format.

FIG. 4b 1llustrates a flowchart showing a method for
decrypting data 1in accordance with some embodiments of
present disclosure.

As 1llustrated i FIG. 4a, the method 400 comprises one
or more blocks for decrypting one or more encrypted
dataset. The method 400 may be described i1n the general
context of computer executable instructions. Generally,
computer executable nstructions can include routines, pro-
grams, objects, components, data structures, procedures,
modules, and functions, which perform particular functions
or implement particular abstract data types.

At block 411, the data protection system 101 receives one
or more encrypted byte comprising a first segment and a
second segment, along with a slot value wherein the first
segment and the second segment comprises of binary rep-
resentation of the number of binary digit ‘1° and binary
representation of the pattern index respectively.

At block 413, the data protection system 101 identifies
number of binary digit °1° from the first segment of the one
or more encrypted byte.

At block 415, the data protection system 101 identifies a
table of one or more bytes from a plurality of tables based
on occurrence of the number of binary digit “1°.

At block 417, the data protection system 101 generates a
decrypted byte for each of the one or more encrypted byte
by fetching a byte from the identified table using the slot
value and the pattern 1index to identily location of the byte.
Computing System

FIG. 5 illustrates a block diagram of an exemplary com-
puter system 500 for implementing embodiments consistent
with the present disclosure. In an embodiment, the computer
system 300 1s used to implement the data protection system.
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The computer system 500 may comprise a central process-
ing unit (“CPU” or “processor”) 502. The processor 502
may comprise at least one data processor for encrypting
data. The processor 502 may include specialized processing
units such as integrated system (bus) controllers, memory
management control units, floating point units, graphics
processing units, digital signal processing units, efc.

The processor 502 may be disposed 1n communication
with one or more mput/output (I/0) devices (not shown) via
I/O 1nterface 501. The I/O interface 501 may employ com-
munication protocols/methods such as, without limitation,

audio, analog, digital, monoaural, RCA, stereo, IEEE-1394,

serial bus, universal serial bus (USB), infrared, PS/2, BNC,
coaxial, component, composite, digital visual interface
(DVI), high-defimtion multimedia interface (HDMI), RF
antennas, S-Video, VGA, IEEE 802.n/b/g/n/x, Bluetooth,
cellular (e.g., code-division multiple access (CDMA), high-
speed packet access (HSPA+), global system for mobile
communications (GSM), long-term evolution (LTE),
WiMax, or the like), etc.

Using the I/O interface 501, the computer system 500 may
communicate with one or more I/O devices. For example,
the mput device may be an antenna, keyboard, mouse,
joystick, (infrared) remote control, camera, card reader, fax
machine, dongle, biometric reader, microphone, touch
screen, touchpad, trackball, stylus, scanner, storage device,
transceiver, video device/source, etc. The output device may
be a printer, fax machine, video display (e.g., cathode ray
tube (CRT), liqud crystal display (LCD), light-emitting
diode (LED), plasma, Plasma display panel (PDP), Organic
light-emitting diode display (OLED) or the like), audio
speaker, etc.

In some embodiments, the computer system 500 consists
of a data protection system. The processor 502 may be
disposed 1n communication with the communication net-
work 509 via a network mterface 503. The network interface
503 may communicate with the communication network
509. The network interface 503 may employ connection
protocols mcluding, without limitation, direct connect, Eth-
ernet (e.g., twisted pair 10/100/1000 Base T), transmission
control protocol/internet protocol (TCP/IP), token ring,
IEEE 802.11a/b/g/n/x, etc. The communication network 509
may include, without limitation, a direct interconnection,
local area network (LAN), wide area network (WAN),
wireless network (e.g., using Wireless Application Proto-
col), the Internet, etc. Using the network interface 503 and
the communication network 509, the computer system 500
may communicate with one or more user devices 514 and
database 515. The network interface 503 may employ con-
nection protocols include, but not limited to, direct connect,

Ethernet (e.g., twisted pair 10/100/1000 Base T), transmis-
s10n control protocol/internet protocol (TCP/IP), token ring,
IEEE 802.11a/b/g/n/x, efc.

The communication network 509 includes, but 1s not
limited to, a direct interconnection, an e-commerce network,
a peer to peer (P2P) network, local area network (LAN),
wide area network (WAN), wireless network (e.g., using
Wireless Application Protocol), the Internet, Wi-F1 and such.
The first network and the second network may either be a
dedicated network or a shared network, which represents an
association of the different types of networks that use a
variety ol protocols, for example, Hypertext Transier Pro-
tocol (HT'TP), Transmission Control Protocol/Internet Pro-
tocol (TCP/IP), Wireless Application Protocol (WAP), etc.,

to communicate with each other. Further, the first network
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and the second network may include a variety of network
devices, including routers, bridges, servers, computing
devices, storage devices, eftc.

In some embodiments, the processor 502 may be disposed
in communication with a memory 5035 (e.g., RAM, ROM,
ctc. not shown 1n FIG. 4) via a storage interface 504. The
storage mterface 304 may connect to memory 505 including,
without limitation, memory drives, removable disc drives,
etc., employing connection protocols such as serial
advanced technology attachment (SATA), Integrated Drive
Electronics (IDE), IEEE-1394, Universal Serial Bus (USB),
fiber channel, Small Computer Systems Interface (SCSI),
ctc. The memory drives may further include a drum, mag-
netic disc drive, magneto-optical drive, optical drive,
Redundant Array of Independent Discs (RAID), solid-state
memory devices, solid-state drives, etc.

The memory 505 may store a collection of program or
database components, including, without limitation, user
interface 506, an operating system 307, web browser 508
ctc. In some embodiments, computer system 500 may store
user/application data 506, such as the data, variables,
records, etc., as described 1n this disclosure. Such databases
may be implemented as fault-tolerant, relational, scalable,
secure databases such as Oracle or Sybase.

The operating system 507 may facilitate resource man-
agement and operation of the computer system 3500.
Examples of operating systems include, without limitation,
Apple Macintosh OS X, Unix, Unix-like system distribu-
tions (e.g., Berkeley Software Distribution (BSD),
FreeBSD, NetBSD, OpenBSD, etc.), Linux distributions
(e.g., Red Hat, Ubuntu, Kubuntu, etc.), IBM OS/2, Micro-
solt Windows (XP, Vista/7/8, etc.), Apple 10S, Google
Android, Blackberry OS, or the like.

In some embodiments, the computer system 500 may
implement a web browser 508 stored program component.
The web browser 508 may be a hypertext viewing applica-
tion, such as Microsoit Internet Explorer, Google Chrome,
Mozilla Firefox, Apple Safari, etc. Secure web browsing
may be provided using Secure Hypertext Transport Protocol
(HT'TPS), Secure Sockets Layer (SSL), Transport Layer
Security (TLS), etc. Web browsers 508 may utilize facilities
such as AJAX, DHTML, Adobe Flash, JavaScript, Java,
Application Programming Interfaces (APIs), etc. In some
embodiments, the computer system 500 may implement a
mail server stored program component. The mail server may
be an Internet mail server such as Microsoit Exchange, or
the like. The mail server may utilize facilities such as ASP,
ActiveX, ANSI C++/C#, Microsoit NET, CGI scripts, Java,
JavaScript, PERL, PHP, Python, WebObjects, etc. The mail
server may utilize communication protocols such as Internet
Message Access Protocol (IMAP), Messaging Application
Programmmg Interface (MAPI), Microsoit Exchange, Post
Oflice Protocol (POP), Simple Mail Transier Protocol
(SMTP), or the like. In some embodiments, the computer
system 500 may implement a mail client stored program
component. The mail client may be a mail viewing appli-
cation, such as Apple Mail, Microsoit Entourage, Microsofit
Outlook, Mozilla Thunderbird, etc.

Furthermore, one or more computer-readable storage
media may be utilized 1n implementing embodiments con-
sistent with the present disclosure. A computer-readable
storage medium refers to any type of physical memory on
which information or data readable by a processor may be
stored. Thus, a computer-readable storage medium may
store 1nstructions for execution by one or more processors,
including instructions for causing the processor(s) to per-
form steps or stages consistent with the embodiments
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described herein. The term “computer-readable medium”™
should be understood to include tangible 1tems and exclude
carrier waves and transient signals, 1.e., be non-transitory.
Examples include Random Access Memory (RAM), Read-
Only Memory (ROM), volatile memory, non-volatile
memory, hard drives, CD ROMs, DVDs, flash drives, disks,
and any other known physical storage media.

An embodiment of the present disclosure provides an
ellicient and powertul encryption and decryption technique.

The present disclosure provides countless possibilities for
encrypting the data which makes it impossible to crack the
encryption unless the actual slot and table details are known.

In an embodiment of the present disclosure, the addition
of the slot value provides an additional layer of security to
the encrypted data.

In an embodiment, the encryption can be embedded 1n file
system level, where the encryption can be applied to entire
storage space or a part of it.

The described operations may be implemented as a
method, system or article of manufacture using standard
programming and/or engineering techniques to produce
soltware, firmware, hardware, or any combination thereof.
The described operations may be mmplemented as code
maintamned 1n a “non-transitory computer readable
medium”, where a processor may read and execute the code
from the computer readable medium. The processor 1s at
least one of a microprocessor and a processor capable of
processing and executing the queries. A non-transitory com-
puter readable medium may comprise media such as mag-
netic storage medium (e.g., hard disk drives, floppy disks,
tape, etc.), optical storage (CD-ROMs, DV Ds, optical disks,
ctc.), volatile and non-volatile memory devices (e.g.,
EEPROMs, ROMs, PROMs, RAMs, DRAMs, SRAMs,
Flash Memory, firmware, programmable logic, etc.), etc.
Further, non-transitory computer-readable media comprise
all computer-readable media except for a transitory. The
code implementing the described operations may further be
implemented in hardware logic (e.g., an itegrated circuit
chip, Programmable Gate Array (PGA), Application Spe-
cific Integrated Circuit (ASIC), etc.).

Still further, the code implementing the described opera-
tions may be implemented 1n “transmission signals”, where
transmission signals may propagate through space or
through a transmission media, such as an optical fiber,
copper wire, etc. The transmission signals 1n which the code
or logic 1s encoded may further comprise a wireless signal,
satellite transmission, radio waves, inifrared signals, Blu-
ctooth, etc. The transmission signals 1n which the code or
logic 1s encoded 1s capable of being transmitted by a
transmitting station and received by a receirving station,
where the code or logic encoded in the transmission signal
may be decoded and stored in hardware or a non-transitory
computer readable medium at the receiving and transmitting
stations or devices. An “article of manufacture” comprises
non-transitory computer readable medium, hardware logic,
and/or transmission signals 1 which code may be imple-
mented. A device in which the code implementing the
described embodiments of operations 1s encoded may com-
prise a computer readable medium or hardware logic. Of
course, those skilled 1n the art will recognize that many
modifications may be made to this configuration without
departing from the scope of the invention, and that the article
of manufacture may comprise suitable information bearing
medium known 1n the art.

The terms “an embodiment”, “embodiment”, “embodi-
ments”, “the embodiment”, “the embodiments”, “one or

more embodiments”, ‘“some embodiments”, and ‘“one
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embodiment” mean “one or more (but not all) embodiments
of the mvention(s)” unless expressly specified otherwise.

The terms “including”, “comprising’”’, “having” and varia-
tions thereol mean “including but not limited to”, unless
expressly specified otherwise.

The enumerated listing of 1tems does not imply that any
or all of the 1tems are mutually exclusive, unless expressly
specified otherwise.

The terms “a”, “an” and “the” mean “‘one or more”, unless
expressly specified otherwise.

A description of an embodiment with several components
in communication with each other does not imply that all
such components are required. On the contrary a variety of
optional components are described to illustrate the wide
variety of possible embodiments of the mvention.

When a single device or article 1s described herein, 1t will
be readily apparent that more than one device/article
(whether or not they cooperate) may be used 1n place of a
single device/article. Similarly, where more than one device
or article 1s described herein (whether or not they cooperate),
it will be readily apparent that a single device/article may be
used 1n place of the more than one device or article or a
different number of devices/articles may be used 1nstead of
the shown number of devices or programs. The functionality
and/or the features of a device may be alternatively embod-
ied by one or more other devices which are not explicitly
described as having such functionality/features. Thus, other
embodiments of the invention need not include the device
itsellf.

The 1llustrated operations of FIG. 5 show certain events
occurring 1n a certain order. In alternative embodiments,
certain operations may be performed in a different order,
modified or removed. Moreover, steps may be added to the
above described logic and still conform to the described
embodiments. Further, operations described herein may
occur sequentially or certain operations may be processed 1n
parallel. Yet further, operations may be performed by a
single processing unit or by distributed processing units.

Finally, the language used in the specification has been
principally selected for readability and instructional pur-
poses, and it may not have been selected to delineate or
circumscribe the inventive subject matter. It 1s therefore
intended that the scope of the invention be limited not by this
detailed description, but rather by any claims that issue on
an application based here on. Accordingly, the disclosure of
the embodiments of the invention 1s intended to be 1llustra-
tive, but not limiting, of the scope of the invention, which 1s
set forth in the following claims.

While various aspects and embodiments have been dis-
closed herein, other aspects and embodiments will be appar-
ent to those skilled in the art. The various aspects and
embodiments disclosed herein are for purposes of illustra-
tion and are not intended to be limiting, with the true scope

and spirit being indicated by the following claims.

Referral numerals:

Reference

Number Description

100 Environment

101 Data protection system
103 User devices

105 Database

107 [/O interface

109 Memory

111 Processor
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-continued

Referral numerals:

Reference

Number Description

113 Communication network

200 Data

201 Input data

203 Table generation data

205 Slot value data

207 Pattern index data

209 Encrypted data

211 Decrypted data

213 Other data

215 Modules

217 Receiving module

219 Encryption module

219A Table generation module

219B Binary digit calculation module
219C Slot value determination module
219D Pattern 1index identification module
219E Encryption determination module
221 Decryption module

221A Binary digit calculation module
221B Table 1dentification module

221C Decryption data generation module
223 Other modules

What 1s claimed 1s:
1. A method for encrypting data, the method comprising:
receiving, by a data protection system comprising a
processor and a memory, one or more datasets;

calculating, by the data protection system, a number of
binary digits ‘1’ 1 each byte of the one or more
datasets:

determining, by the data protection system, a slot value

for the each byte of the one or more datasets based on
a location of the each byte in a table of a plurality of
tables, wherein contents of each table of the plurality of
tables 1s divided into one or more slots with each slot
of the one or more slots having a predefined number of
bytes and a slot value, wherein each table of the
plurality of tables 1s differentiated based on the number
of binary digits ‘1” in the each byte;

identifying, by the data protection system, a pattern index

for the each byte based on the location of the each byte
in the one or more slots; and

generating, by the data protection system, an encrypted

byte for the each byte of the one or more datasets, the
encrypted byte comprising the corresponding slot
value, a first segment indicative of a binary represen-
tation of the number of binary digits ‘1” and a second
segment indicative of a binary representation of the
pattern index.

2. The method as claimed 1n claim 1, wherein the number
of binary digits ‘1’ 1s less than eight.

3. The method as claimed in claim 1, wherein the slot
value for the each byte of the one or more datasets comprises
at least one of a first slot value, a second slot value and a
third slot value.

4. The method as claimed 1n claim 3, wherein the first slot
value, the second slot value and the third slot value are
respectively assigned with a predefined decimal number.

5. The method as claimed 1n claim 4, wherein the pattern
index 1s obtained by subtraction of the predefined decimal
number of the respective slot with a location number of the
cach byte of the one or more datasets 1n the table wherein the
location number 1s based the location of the each byte 1n the
table.
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6. The method as claimed 1n claim 1 further comprising
generating the encrypted byte when the each byte of the one
or more datasets has a number of binary digits ‘1’ equal to
eight by allocating the slot value to a second slot, the first
segment of three bits indicative of a binary representation of
seven and the second segment of five bits with each bait
represented by 0’.

7. A data protection system for encrypting data compris-
ng:

a processor; and

a memory communicatively coupled to the processor,

wherein the memory stores processor instructions,
which, on execution, causes the processor to:

receive one or more datasets;

calculate a number of binary digits °1° 1n each byte of the

one or more datasets;
determine a slot value for the each byte of the one or more
datasets based on a location of the each byte 1n a table
of a plurality of tables, wherein contents of each table
of the plurality of tables 1s divided into one or more
slots with each slot of the one or more slots having a
predefined number of bytes and a slot value, wherein
cach table of the plurality of tables 1s differentiated
based on the number of binary digits °1° in the each
byte;
identity a pattern index for the each byte based on the
location of the each byte in the one or more slots; and

generate an encrypted byte for the each byte of the one or
more datasets, the encrypted byte comprising the cor-
responding slot value, a first segment 1indicative of a
binary representation of the number of binary digits ‘1°
and a second segment indicative of a binary represen-
tation of the pattern index.

8. The data protection system as claimed in claim 7,
wherein the number of binary digits 1’ 1s less than eight.

9. The data protection system as claimed in claim 7,
wherein the slot value for the each byte of the one or more
datasets comprises at least one of a first slot value, a second
slot value and a third slot value.

10. The data protection system as claimed 1n claim 9,
wherein the processor respectively assigns the first slot
value, the second slot value and the third slot value with a
predefined decimal number.

11. The data protection system as claimed 1n claim 10,
wherein the processor obtains the pattern index by subtract-
ing the predefined decimal number of the respective slot
with a location number of the each byte of the one or more
datasets 1n the table wherein the location number 1s based the
location of the each byte in the table.

12. The data protection system as claimed in claim 7,
wherein the processor further generates the encrypted byte
when the each byte of the one or more datasets has a number
of binary digits 1’ equal to eight by allocating the slot value
to a second slot, the first segment of three bits indicative of
a binary representation of seven and the second segment of
five bits with each bit represented by “0’.

13. A non-transitory computer readable medium including
instruction stored thereon that when processed by at least
one processor cause a data protection system to perform
operation comprising:

recerving one or more datasets;

calculating a number of binary digits *1” 1n each byte of

the one or more datasets;

determining a slot value for the each byte of the one or

more datasets based on a location of the each byte in a
table of a plurality of tables, wherein contents of each
table of the plurality of tables 1s divided into one or
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more slots with each slot of the one or more slots
having a predefined number of bytes and a slot value,
wherein each table of the plurality of tables 1s differ-
entiated based on the number of binary digits *1° 1n the
cach byte;
identifying a pattern index for the each byte based on the
location of the each byte 1n the one or more slots; and

generating an encrypted byte for the each byte of the one
or more datasets, the encrypted byte comprising the
corresponding slot value, a first segment 1indicative of
a binary representation of the number of binary digits
‘1’ and a second segment 1indicative of a binary repre-
sentation of the pattern index.

14. The medium as claimed in claim 13, wherein the
number of binary digits ‘1’ 1s less than eight.

15. The medium as claimed i1n claim 13, wherein the
istruction further causes the processor to generate the
encrypted byte when the each byte of the one or more
datasets has a number of binary digits ‘1’ equal to eight by
allocating the slot value to a second slot, the first segment of
three bits indicative of a binary representation of seven and
the second segment of five bits with each bit represented by
‘0.

16. The medium as claimed in claim 13, wherein the slot
value for the each byte of the one or more datasets comprises
at least one of a first slot value, a second slot value and a
third slot value.

17. The medium as claimed in claim 16, wherein the
instruction causes the processor to respectively assign the
first slot value, the second slot value and the third slot value
with a predefined decimal number.

18. The medium as claimed in claim 13, wherein the
istruction causes the processor to obtain the pattern index
by subtracting the predefined decimal number of the respec-
tive slot with a location number of the each byte of the one
or more datasets 1n the table wherein the location number 1s
based the location of the each byte in the table.

19. A method for decrypting an encrypted dataset, the
method comprising:

receiving, by a data protection system comprising a

processor and a memory, one or more encrypted bytes
comprising a first segment and a second segment, along
with a slot value wherein the first segment and the
second segment comprises a binary representation of a
number of binary digits ‘1” and a binary representation
of a pattern index respectively;

identifying, by the data protection system, the number of

binary digits ‘1’ from the first segment of the one or
more encrypted bytes;
identifying, by the data protection system, a table of one
or more bytes from a plurality of tables based on an
occurrence of the number of binary digits “1’; and

generating, by the data protection system, a decrypted
byte for each of the one or more encrypted bytes by
fetching a byte from the 1dentified table using the slot
value and the pattern index to 1dentify a location of the
byte.

20. The method as claimed 1n claim 19, wherein the slot
value for the one or more encrypted bytes comprises one of
a first slot value, a second slot value and a third slot value.

21. The method as claimed in claim 19, wherein the
pattern index 1s added with the predefined decimal number
of the respective slot value to 1dentity the location of each
byte 1n the table.

22. The method as claimed in claim 19, wherein the
decrypted byte i1s considered as having all ‘1’ bit values
when the second segment of five bits are all ‘0" bit values,
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the first segment of three bits are all ‘1’ bit values and the
slot value corresponds to a second slot.
23. A data protection system for decrypting an encrypted
dataset comprising:
a processor; and
a memory communicatively coupled to the processor,
wherein the memory stores processor instructions,
which, on execution, causes the processor to:
receive one or more encrypted bytes comprising a first
segment and a second segment, along with a slot
value wherein the first segment and the second
segment comprises a binary representation of a num-
ber of binary digits ‘1’ and a binary representation of
a pattern index respectively;
identily the number of binary digits °1° from the first
segment of the one or more encrypted bytes;
identifying a table of one or more bytes from a plurality
ol tables based on an occurrence of the number of
binary digits ‘1°; and
generate a decrypted byte for each of the one or more
encrypted bytes by fetching a byte from the 1denti-
fied table using the slot value to 1dentify a slot from
the 1dentified table and the pattern index to identity
a location of the byte 1n the slot.
24. The data protection system as claimed 1n claim 23,
wherein the slot value for the one or more encrypted bytes
comprises one of a first slot value, a second slot value and
a third slot value.
25. The data protection system as claimed in claim 23,
wherein the processor adds the pattern index with the
predefined decimal number of the respective slot value to
identify the location of each byte 1n the table.
26. The data protection system as claimed in claim 23,
wherein the decrypted byte 1s considered as having all “1° bit
values when the second segment of five bits are all ‘0’ bit
values, the first segment of three bits are all “1° bit values and
the slot value corresponds to a second slot.
27. A non-transitory computer readable medium including
instruction stored thereon that when processed by at least
one processor cause a data protection system to perform
operation comprising:
receiving one or more encrypted bytes comprising a first
segment and a second segment, along with a slot value
wherein the first segment and the second segment
comprises a binary representation of a number of
binary digits ‘1’ and a binary representation of a pattern
index respectively;
identifying the number of binary digits ‘1’ from the first
segment ol the one or more encrypted bytes;

identilying a table of one or more bytes from a plurality
of tables based on an occurrence of the number of
binary digits ‘1°; and

generating a decrypted byte for each of the one or more

encrypted bytes by fetching a byte from the 1dentified
table using the slot value to identity a slot from the
identified table and the pattern index to identify a
location of the byte 1n the slot.

28. The medium as claimed 1n claim 27, wherein the slot
value for the one or more encrypted bytes comprises one of
a first slot value, a second slot value and a third slot value.

29. The medium as claimed 1n claim 27, wherein the
processor adds the pattern with a predefined decimal number
of the respective slot value to 1dentity the location of each
byte 1n the table.

30. The medium as claimed in claim 27, wherein the
decrypted byte 1s considered as having all ‘1’ bit values
when the second segment of five bits are all ‘0" bit values,
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the first segment of three bits are all “1” bit values and the
slot value corresponds to a second slot.
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