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1
DATA RETENTION RULE GENERATOR

FIELD

Embodiments generally relate to information manage-
ment in computer systems, and more particularly to methods
and systems to provide a data retention rule generator.

BACKGROUND

Information technology (I'T) system landscapes continue
to grow 1n size and complexity due to various factors such
as mergers, acquisitions and business growth. Thereby the
amount of electronic data or information that 1s handled and
managed by organizations continues to grow. Storing the
information handled within an organization may not be
teasible due to cost associated with providing and maintain-
ing data storage hardware as well as back-up storage capa-
bilities, and cost associated with data management services.

For example, information such as the amount payable for
a certain sales order has a life cycle that often begins with
creation ol a data enfity (e.g., the sales order) in the system.
During the lifecycle, the information (e.g., amount payable
for the order) 1s passed to other data entities like 1nvoice or
copies of the extracts of the original data that are copied to
information warehouses. Further, the data entities have a
lifecycle that may end with the disposition or destruction of
the data. The end of the lifecycle of the information may be
reached when the last bit of data containing the imnformation
1s destroyed.

Theretore, the lifecycle of the information may begin with
creation of the information and conclude with the disposi-
tion or destruction of the information. One of the challenges
in information lifecycle management (ILM) 1s retention
management. For example, person related data may need to
be deleted upon the completion of primary purpose of the
data, but may have to be considered for additional retention
periods (e.g. Tax Legislation, Insurance Legislation).

BRIEF DESCRIPTION OF THE DRAWINGS

The claims set forth the embodiments with particularity.
The embodiments are 1llustrated by way of examples and not
by way of limitation 1n the figures of the accompanying
drawings 1n which like references indicate similar elements.
The embodiments, together with 1ts advantages, may be best
understood from the following detailed description taken in
conjunction with the accompanying drawings.

FIG. 1 1s a block diagram of an exemplary line organi-
zation, according to an embodiment.

FIG. 2 1s a block diagram of an exemplary process
organization, according to an embodiment.

FIG. 3 1s a schematic diagram illustrating example pur-
pose of data, according to an embodiment.

FIG. 4 1s a flow diagram 1llustrating an example process
to determine retention rules for data entities, according to an
embodiment.

FIG. 5 1s a tabular diagram 1llustrating an example first
database table, according to an embodiment.

FIG. 6 1s a tabular diagram 1llustrating an example second
database table, according to an embodiment.

FIG. 7 1s a tabular diagram illustrating an example third
database table, according to an embodiment.

FIG. 8 1s a block diagram illustrating, at a high-level,
functional components of an example system for implement-
ing a retention rule generator, according to an embodiment.
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FIG. 9 1s a sequence diagram illustrating an exemplary
data flow between a data entity analyzer, a retention rule

generator and purpose maintenance in a network, according
to an embodiment.

FIG. 10 1s a sequence diagram 1llustrating an exemplary
data tlow between a legal entity analyzer, a retention rule
generator and legal entity maintenance in a network, accord-
ing to an embodiment.

FIG. 11 1s a tabular diagram illustrating an example at
abstraction level, according to an embodiment.

FIG. 12 1s a block diagram of an exemplary computer
system, according to an embodiment.

DETAILED DESCRIPTION

Embodiments of techniques to provide a data retention
rule generator are described herein. Reference throughout
this specification to “one embodiment™, “this embodiment™
and similar phrases, means that a particular feature, struc-
ture, or characteristic described i1n connection with the
embodiment 1s included 1n at least one of the one or more
embodiments. Thus, the appearances of these phrases 1n
various places throughout this specification are not neces-
sarily all referring to the same embodiment. Furthermore,
the particular features, structures, or characteristics may be
combined in any suitable manner in one or more embodi-
ments.

FIG. 1 1s a block diagram of exemplary line orgamization
100, according to an embodiment. An organization can be
described with attributes such as line organizational attri-
butes (LOA). An example for the LOA can be “company
code.” Further, the organization may include multiple sub-
sidiaries (e.g., legal entities) within organization. For
example, if “IDES SE” 1s a legal entity, company codes
“BUKRS 1000 and “WERKS 3000 are grouped under the
legal entity “IDES SE.”

The line organization 100 reflects formal organization
depicting a hierarchical structure of the legal entities (e.g., 1n
terms of nodes 110 and 130, child nodes 120A and 120B,
and sub-child nodes 130A to 130C) associated with the
organization. Further, the line organization reflects the rela-
tion of organizational units and employees based on the
contractual relation which describes a legal entity. The legal
entity can be a lawiul or legally standing association,
corporation, partnership, proprictorship or individual that
has legal capacity to enter into agreements or contracts.
Also, the legal entity 1s a key for the reason that legislation
are focusing on a single legal enftity. For example, financial
retention periods focus on a financial statement entity (1.e.,
the legal enfity).

FIG. 2 1s a block diagram of exemplary process organi-
zation 200, according to an embodiment. End-to-end busi-
ness process ol an organization can be described with
attributes such as process organizational attributes (POA).
Examples for the POA can be “document type” 1n account-
ing, “purchase order type” in sales and the like. The process
organization 200, referred as a business process or an
application process, can be defined as a self-contained
sequence of tasks or steps (e.g., 210A to 210C) that can be
executed by organizational units or organizations to distrib-
ute the work. Further, the application process can be specific
to certain markets or products. In one exemplary embodi-
ment, the application process runs across diflerent organi-
zational entities within a single legal entity or across difler-
ent legal entities.

FIG. 3 1s a schematic diagram illustrating example pur-
pose of data 300, according to an embodiment. The purpose
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of the data 300 undergoing processing i1s inherently defined
by a legal entity or a combination or group of the legal
entities (e.g., 310, 1.e., a part of legal entitiecs of FIG. 1
involved 1n the business process) and the business process
(e.g., 200 of FIG. 2) where the data i1s used. Further, the
purpose ol data defines a basic retention period 1n informa-
tion lifecycle management (ILM). The ILM includes data
retention policies, which are organization’s established pro-
tocol for retaining information for operational or regulatory
compliance needs, such as a retention period, an expiration
date and the like, of the data. The objectives of a data
retention policy based on Data Privacy principals 1s to
ensure, that data 1s deleted as soon as the corresponding late
retention period has ended. Also before deleting, blocking,
the data after a primary purpose has ended. Thereby, differ-
ent types of information are held for different lengths of
time.

For example, the information may be destroyed according
to various reasons, such as legal requirements, business
policies, and so forth. In other situations, the information
may become relevant to or evidence in a legal matter or
proceeding. Thus, notwithstanding otherwise applicable rea-
sons, the information requires extended retention for use to
resolve the legal proceeding.

In one embodiment, organizational attributes (e.g., LOA
and POA) and the purpose of the data are mapped 1n an
integrated perspective. Accordingly, a retention rule genera-
tor determines the applicable retention rules based on the
purpose of data, the legal entity information and the process
organization. Further, the determined retention rules are
implemented in the information lifecycle management
(ILM) process for identifying time Iframes of the data
entities.

FIG. 4 1s a flow diagram illustrating example process 400
to determine retention rules for data entities, according to an
embodiment. At 410, the data entities are obtained. The data
entities can be referred as application data or business
objects or data objects, which include data associated with
one or more business applications or modules. Further,
obtaining data entities further includes obtaining informa-
tion lifecycle management (ILM) objects associated with the
data enfities. The ILM refers to a wide-ranging set of
strategies for administering storage systems on computing
devices and includes one or more ILM objects. The ILM
object enhances either an archiving object or a data destruc-
tion object with the information for data destruction. The
ILM object contains settings for the definition and evalua-
tion of ILM rules. ILM rules are used for the lifecycle
management of the data entities. Further, the ILM objects
contain specifications for determining the start and end dates
ol a period 1n the lifecycle of the data entities.

At 420, usage statuses of the data entities are determined.
In one exemplary embodiment, the usage statuses are deter-
mined by an entity analyzer by evaluating the data entities
usage in a current system of an orgamization. At 430, one or
more purpose of data corresponding to the data entities 1s
received. The purpose of data i1s retrieved from a database
and/or can be assigned manually. Further, a first database
table 1s generated to store the data entities, purpose of data
associated with the data entities, and usage statuses of the
data entities.

The first database table 1includes a plurality of columns.
First column may include the obtained data entities and a
second column may include associated ILM object. Further,
a third column may include the usage statuses of the data
entities. Usage status of a data entity defines whether the
data entity 1s used for an application process of an organi-
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zation or not. The forth column may include the purpose of
data associated with the data enftity. In one exemplary
embodiment, the purpose of data can be retrieved from a
database and/or the purpose of data can be assigned manu-
ally. An exemplary first database table 1s depicted 1n FIG. 5.

At 440, legal entities corresponding to the data entities are
identified based on line organization attributes (LOA) and
the usage statuses. Identifying legal entities includes receiv-
ing linkage information of the LOA and the corresponding
legal entities. A second database table 1s generated to the
legal entities associated with the data enftities and corre-
sponding LOA. The LOA are evaluated automatically based
on the usage statuses of the data entities. Further, the LOA
corresponding to the data entities are stored automatically 1n
a column of the second database table. Further, the process
allows linking of the LOA to corresponding legal entities
and 1s stored 1n another column of the second database table.
An exemplary second database table 1s depicted 1n FIG. 6.

At 450, process object attributes (POA) associated with
the data entities are i1dentified based on the legal entities.
Further, a third database table 1s generated to store POA
associated with the data entities. The third database table
allows linking of legal entity with the POA. At 460, the
retention rules for the data entities are determined based on
the purpose of data, the legal entities and the POA. Further,
the determined retention rules are stored in the third data-
base table. Thereby the third database table provides a
retention period per purpose of data, the POA and legal
entity can get defined as final abstraction layer of a retention
rule generator to enable a simplified retention policy defi-
nition. An exemplary third database table 1s depicted in FIG.
7.

In one embodiment, the determined retention rules are
modified based on additional legal retention periods or
secondary purpose. The additional legal retention periods
can be related to the legal entities and/or secondary process
purposes. For example, the purchase order document types
may have different applicable retention periods. In the
purchase order, apart from “normal PO”, there can be “stock
transter PO” applicable internal to the organization and has
to be considered while determiming the retention rules. The
secondary purpose 1s described 1n greater detail 1n FIG. 11.

In one embodiment, based on the determined retention
rules, the data entities and corresponding ILM objects are
grouped mnto objects or rules, and stored 1n the ILM system
to generate a report depicting necessary system customizing
and ILM residence/retention rules for the referenced busi-
ness partner or customer. For example, for a customer
having two “FI documents™ 1n diflerent company codes with
different retention periods, two diflerent retention rules are
applicable. For example, for a “company code 10007, reten-
tion period can be 10 years and for a “company code 20007,
retention period can be 6 years. In the example, two attri-
butes such as “company code” and “document type” has to
be considered. Therefore, documents where the same reten-
tion rules are applicable are logically grouped in an object
group. In relation to the object group, rule groups can get
created. In the example, a rule group with retention of 10
years and a rule group with retention of 6 years can be
maintained, which may facilitate the customer 1n maintain-
ing the documents.

FIG. 5 1s a tabular diagram illustrating example first
database table 500, according to an embodiment. The first
database table 500 includes plurality of columns (e.g., 510,
520, 530 and 540). First column includes data entity 510 and
a second column may include associated ILM object 530.
For example, data entities “sales order” and *“billing docu-
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ments” and associated ILM object “SD_VBAK™” are
obtained and stored in the first database table 500. Further,
a third column may include the usage status 520 of the data
entities. The usage status of a data enfity defines whether the
data entity 1s used for an application process of an organi-
zation or not. The forth column may include the purpose of
data 540 associated with the data entity. In one exemplary
embodiment, the purpose of data can be retrieved from a
database and/or the purpose of data can be assigned manu-
ally.

FIG. 6 1s a tabular diagram 1llustrating example second
database table 600, according to an embodiment. The second
database table 600 includes plurality of columns (e.g., 610
and 620). The second database table 600 1s generated to store
legal entities 620 associated with the data entities based on
line organization attributes (LOA) 610 corresponding to the
usage statuses (e.g., 520 of FIG. 5). The LOA 610 are
evaluated automatically based on the usage statuses of the
data entities are stored automatically 1 a column of the
second database table. Further, LOA 610 1s linked to corre-
sponding legal entity 620. For example, LOA 610, company
codes “BUKRS 1000 and “WERKS 3000” are linked to the
legal entity “IDES SE”; “BUKRS 20007 and “WERKS
45457 are linked to the legal entity “IDES
DEUTSCHLAND SE”, and “DODRS 8000 1s linked to
“IDES FRANCE.”

FIG. 7 1s a tabular diagram illustrating example third
database table 700, according to an embodiment. The third
database table 700 includes plurality of columns (e.g., 710,
720, 730 and 740). The third database table 700 1s generated
to store process object attributes (POA) 730 associated with
the data entities based on the legal entities 720. The third
database table allows linking of legal entity 720 with the
POA 730. At 440, the retention rules for the data entities are
determined based on the purpose of data, the legal entities
and the POA. For example, a data entity having POA
“DOCUMENT TYPE AA” associated with a legal enfity
“IDES SE” and including a purpose of data “CONTRACT
FULFILLMENT” can have a retention period of 10 years.

FIG. 8 1s a block diagram illustrating, at a high-level,
functional components of example system 800 for imple-
menting retention rule generator 810 according to an
embodiment. The system 800 includes plurality of modules
to perform process as described i FIG. 4. The first database
table, the second database table and the third database table
depicted in FIGS. 5 to 7 are stored 1n different data reposi-
tories. For example, the first database table 1s stored 1n data
repository 895A, the second database table 1s stored 1n data
repository 8958 and the third database table is stored 1n data
repository 895C.

In one embodiment, data entity analyzer 820 retrieves
application data from data entity repository 830 and corre-
sponding ILM objects from ILM object repository 840 and
turther stored in the first database table of data repository
895A. Further, the data entity analyzer 820 determines usage
statuses of the data entities, which 1s stored i1n the first
database table. Purpose maintenance 850 provides an option
for a customer to assign data purpose corresponding to the
obtained data entities, which 1s further stored in the first
database table.

In one embodiment, legal entity analyzer 860 retrieves
line organization attributes (LOA) associated with the
obtained data entities from organizational level repository
870. Legal entity maintenance 880 provides an option for the
customer to assign the LOA to associated legal entities.
Further, the LOA and the legal entities are stored in the
second database table of the data repository 895B.
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In one embodiment, the third database table of the data
repository 895C stores process object attributes (POA) asso-
ciated with the data entities based on the legal entities. The
retention rule generator 810 determines retention rules for
the data entities based on the purpose of data from the data
repository 895A, the legal entities from the data repository
8958 and the POA and stores in the third database table.
Further, retention period maintenance 890 provides an
option for the customer to modily the determined retention
rules based on secondary purpose.

Therefore, the retention rule generator 810 1dentifies all
used data entities (e.g., using the data entity analyzer 820)
and determines specific organizational levels of each data
entity and the related legal entity (e.g., using the legal entity
analyzer 860). Further, the system 800 provides an option to
add purposes of data in terms of data privacy and other
purposes based on the legal entity or secondary processes
(e.g., using the purpose maintenance 830). Thereby the
system 800 creates required retention policies for the data
entity 1n the ILM framework and eventually creates required
residence and retention policies for referenced business
partner functionality.

FIG. 9 1s a sequence diagram illustrating exemplary data
flow 900 between the data entity analyzer 820, the retention
rule generator-configuration 905 and the purpose mainte-
nance 850 of FIG. 8 1 a network, according to an embodi-
ment. The sequence diagram represents the interactions and
the operations involved between the data entity analyzer
820, the retention rule generator-configuration 905 and the
purpose maintenance 850. The vertical lines of the data
entity analyzer 820, the retention rule generator-configura-
tion 905 and the purpose maintenance 850 represent the
processes that may exist simultancously. Activation boxes
(e.g., 910, 920, 930, 940, 950 and 960) between the hori-
zontal arrows represent the processes performed in the
respective process object (e.g., the data entity analyzer 820,
the retention rule generator-configuration 905 and the pur-
pose maintenance 850).

At 910, the data entity analyzer 820 obtains data entities
and corresponding ILM objects. Upon obtaining the data
entities, the data entities are stored in a database table
accessible by the retention rule generator-configuration 9035

at 920. The retention rule generator-configuration 905 main-
tains functionality aspect of the retention rule generator 810
of FIG. 8. At 930, the data entity analyzer 820 evaluates data
entity usage in a current system and provides usage statuses
of the data entities. At 940, the usage status information 1s
stored 1n the database table, which can be accessible by the
retention rule generator-configuration 905. At 950, the pur-
pose maintenance 8350 provides an option to assign purpose
of data corresponding to the data entities. Further at 960, the
purpose ol data 1s stored 1n the database table.

FIG. 10 1s a sequence diagram 1llustrating exemplary data
flow 1000 between the legal entity analyzer 860, the reten-
tion rule generator-configuration 905 and the legal entity
maintenance 880 of FIG. 8 in a network, according to an
embodiment. The sequence diagram represents the interac-
tions and the operations mvolved between the legal entity
analyzer 860, the retention rule generator-configuration 905
and the legal entity maintenance 880. The vertical lines of
the legal entity analyzer 860, the retention rule generator-
configuration 905 and the legal entity maintenance 880
represent the processes that may exist simultaneously. Acti-
vation boxes (e.g., 1010, 1020, 1030 and 1040) between the

horizontal arrows represent the processes performed 1n the
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respective process object (e.g., the legal entity analyzer 860,
the retention rule generator-configuration 905 and the legal
entity maintenance 880).

At 1010, the legal entity analyzer 820 retrieves line
organization attributes (LOA) associated with data entities.
Upon retrieving the LOA, the LOA are stored 1n a database
table accessible by the retention rule generator-configuration
905 at 1020. At 1030, the legal entity maintenance 880
provides an option to assign legal entities to the data entities
based on the LOA. Further at 1040, the legal entities
associated with the data entities are stored 1n the database
table.

FIG. 11 1s a tabular diagram 1illustrating example abstrac-
tion level 1100, according to an embodiment. The example
abstraction level 1100 includes both primary purposes (e.g.,
1110A) as well as secondary purposes (e.g., 1110B) of the
data entities to determine retention rules. The primary pur-
poses (e.g., 1110A) may include purpose of data 1120
undergoing processing, legal entities 1130 and process orga-
nization attributes (POA) 1140 associated with the data
entities 1150.

Further, the determined retention rules based on the
primary purposes can be modified based on additional one or
more secondary purposes (e.g., 1110B). The additional legal
retention periods can be related to the legal entities and/or
secondary process purposes. For example, the retention rule
for a data entity “customer mvoice” 1s determined based on
“contract fulfillment” purpose of data associated with “IDES
SE” legal entity and having “document type” as the POA.
Further, the retention period 1s modified based on one or
more other purposes (e.g., other purpose A and other purpose
B). In the example, the retention period of data enfity
“customer mmvoice” also depends on “accounting legislation
and tax legislation.”

Therefore, with the described process, 1t 1s possible to
identify used data entities and associated ILM objects, as
well as to assign primary purpose and secondary process
purposes. Thereby, determining retention rules based on the
purpose of data, legal entities and process object attributes
simplily retention policies for the data entities.

Some embodiments may include the above-described
methods being written as one or more software components.
These components, and the functionality associated with
cach, may be used by client, server, distributed, or peer
computer systems. These components may be written 1n a
computer language corresponding to one or more programs-
ming languages such as, functional, declarative, procedural,
object-oriented, lower level languages and the like. They
may be linked to other components via various application
programming interfaces and then compiled into one com-
plete application for a server or a client. Alternatively, the
components maybe implemented 1n server and client appli-
cations. Further, these components may be linked together
via various distributed programming protocols. Some
example embodiments may include remote procedure calls
being used to implement one or more of these components
across a distributed programming environment. For
example, a logic level may reside on a first computer system
that 1s remotely located from a second computer system
contaiming an interface level (e.g., a graphical user inter-
tace). These first and second computer systems can be
configured in a server-client, peer-to-peer, or some other
configuration. The clients can vary in complexity from
mobile and handheld devices, to thin clients and on to thick
clients or even other servers.

The above-illustrated software components are tangibly
stored on a computer readable storage medium as instruc-
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tions. The term “computer readable storage medium” should
be taken to include a single medium or multiple media that
stores one or more sets of mstructions. The term “computer
readable storage medium™ should be taken to include any
physical article that 1s capable of undergoing a set of
physical changes to physically store, encode, or otherwise
carry a set of instructions for execution by a computer
system which causes the computer system to perform any of
the methods or process steps described, represented, or
illustrated herein. A computer readable storage medium may
be a non-transitory computer readable storage medium.
Examples of a non-transitory computer readable storage
media 1include, but are not limited to: magnetic media, such
as hard disks, floppy disks, and magnetic tape; optical media
such as CD-ROMs, DVDs and holographic devices; mag-
neto-optical media; and hardware devices that are specially
configured to store and execute, such as application-specific
integrated circuits (“ASICs™), programmable logic devices
(“PLDs”) and ROM and RAM devices. Examples of com-
puter readable instructions include machine code, such as
produced by a compiler, and files containing higher-level
code that are executed by a computer using an interpreter.
For example, an embodiment may be implemented using
Java, C++, or other object-oriented programming language
and development tools. Another embodiment may be 1mple-
mented 1n hard-wired circuitry 1n place of, or in combination
with machine readable software instructions.

FIG. 12 1s a block diagram of exemplary computer system
1200, according to an embodiment. The computer system
1200 1includes a processor 1205 that executes software
instructions or code stored on a computer readable storage
medium 1255 to perform the above-illustrated methods. The
processor 1205 can include a plurality of cores. The com-
puter system 1200 includes a media reader 1240 to read the
instructions from the computer readable storage medium
1255 and store the instructions 1n storage 1210 or 1n random
access memory (RAM) 1215. The storage 1210 provides a
large space for keeping static data where at least some
istructions could be stored for later execution. According to
some embodiments, such as some in-memory computmg
system embodiments, the RAM 1215 can have suflicient
storage capacity to store much of the data required for
processing 1n the RAM 1215 instead of in the storage 1210.
In some embodiments, all of the data required for processing
may be stored 1n the RAM 1215. The stored instructions may
be further compiled to generate other representations of the
instructions and dynamically stored 1n the RAM 1215. The
processor 1205 reads instructions from the RAM 1215 and
performs actions as instructed. According to one embodi-
ment, the computer system 1200 further includes an output
device 1225 (e.g., a display) to provide at least some of the
results of the execution as output including, but not limited
to, visual information to users and an input device 1230 to
provide a user or another device with means for entering
data and/or otherwise interact with the computer system
1200. One or more of these output devices 1225 and mput
devices 1230 could be joined by one or more additional
peripherals to further expand the capabilities of the com-
puter system 1200. A network communicator 1235 may be
provided to connect the computer system 1200 to a network
1250 and 1n turn to other devices connected to the network
1250 including other clients, servers, data stores, and inter-
faces, for instance. The modules of the computer system
1200 are interconnected via a bus 1245, Computer system
1200 includes a data source interface 1220 to access data
source 1260. The data source 1260 can be accessed via one
or more abstraction layers implemented in hardware or
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software. For example, the data source 1260 may be
accessed by network 1250. In some embodiments the data
source 1260 may be accessed via an abstraction layer, such
as, a semantic layer.

A data source 1s an information resource. Data sources
include sources of data that enable data storage and retrieval.
Data sources may 1include databases, such as, relational,
transactional, hierarchical, multi-dimensional (e.g., OLAP),
object oriented databases, and the like. Further data sources
include tabular data (e.g., spreadsheets, delimited text files),
data tagged with a markup language (e.g., XML data),
transactional data, unstructured data (e.g., text files, screen
scrapings), hierarchical data (e.g., data 1n a file system, XML
data), files, a plurality of reports, and any other data source
accessible through an established protocol, such as, Open
Data Base Connectivity (ODBC), produced by an underly-
ing software system (e.g., ERP system), and the like. Data
sources may also include a data source where the data 1s not
tangibly stored or otherwise ephemeral such as data streams,
broadcast data, and the like. These data sources can include
associated data foundations, semantic layers, management
systems, security systems and so on.

In the above description, numerous specific details are set
torth to provide a thorough understanding of embodiments.
One skilled 1n the relevant art will recognize, however that
the embodiments can be practiced without one or more of
the specific details or with other methods, components,
techniques, etc. In other instances, well-known operations or
structures are not shown or described in details.

Although the processes illustrated and described herein
include series of steps, it will be appreciated that the
different embodiments are not limited by the illustrated
ordering of steps, as some steps may occur in different
orders, some concurrently with other steps apart from that
shown and described herein. In addition, not all illustrated
steps may be required to implement a methodology 1n
accordance with the one or more embodiments. Moreover, 1t
will be appreciated that the processes may be implemented
in association with the apparatus and systems 1llustrated and
described herein as well as 1n association with other systems
not 1llustrated.

The above descriptions and 1llustrations of embodiments,
including what 1s described in the Abstract, 1s not intended
to be exhaustive or to limit the one or more embodiments to
the precise forms disclosed. While specific embodiments of,
and examples for, the embodiments are described herein for
illustrative purposes, various equivalent modifications are
possible within the scope of the embodiments, as those
skilled 1n the relevant art will recognize. These modifica-
tions can be made in light of the above detailed description.
Rather, the scope 1s to be determined by the following
claims, which are to be interpreted in accordance with
established doctrines of claim construction.

What 1s claimed 1s:

1. A non-transitory computer-readable medium storing
instructions, which when executed by a computer cause the
computer 1o:

retrieve application data from a repository to obtain data

entities of an organization, wherein data entities
include data associated with one or more applications
or application modules;
determine usage statuses of the data entities, the usage
statuses defining whether or not the data entities are
used for an application process of the organization;

receive one or more purposes ol data corresponding to the
data entities, wherein the one or more purposes of data
define one or more basic retention periods;
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10

identity legal entities corresponding to the data entities
based on line orgamization attributes and the usage
statuses, wherein the legal entities comprise legally
standing subsidiaries that have legal capacity to enter
contracts;

identily process object attributes associated with the data

entities and corresponding to a sequence of tasks, based
on the legal entities;

determine retention rules for the data entities based on the

one or more purposes of the data, the legal entities and
the process object attributes;

determine time frames of the data entities based on the

determined retention rules in an information lifecycle
management of the organization; and

group the data entities 1nto at least one of objects and rules

based on the determined retention rules.

2. The non-transitory computer-readable medium of claim
1, wherein obtaining the data enftities further comprises
obtaining one or more information lifecycle management
(ILM) objects associated with the data entities.

3. The non-transitory computer-readable medium of claim
1 further stores instructions, which when executed by the
computer cause the computer to modily the determined
retention rules based on additional legal retention periods,
wherein the additional legal retention periods are based on
at least the legal entities and secondary process purposes.

4. The non-transitory computer-readable medium of claim
1, wherein the one or more purposes of the data 1s at least
retrieved from a database and assigned manually.

5. The non-transitory computer-readable medium of claim
1, wherein 1dentifying the legal entities comprises receiving
linkage information of the line organization attributes and
corresponding legal entities.

6. The non-transitory computer-readable medium of claim
1, wherein the usage statuses are determined by an entity
analyzer by evaluating usage of the data entities 1n a current
system of the organization.

7. The non-transitory computer-readable medium of claim
1, wherein the data entities, the usage statuses and the one
or more purposes are stored 1n a first database table, the legal
entities and the line organmization attributes are stored in a
second database table, and the process object attributes and
the retention rules are stored 1n a third database table.

8. A computer implemented method to determine reten-
tion rules for one or more data entities, the method com-
prising:

retrieving application data from a repository to obtaining

the data entities of an organization, wherein data enti-
ties include data associated with one or more applica-
tions or application modules;
determining usage statuses of the data entities, the usage
statuses defining whether or not the data entities are
used for an application process of the organization;

receiving one or more purposes of data corresponding to
the data entities, wherein the one or more purposes of
data define one or more basic retention periods;

identifying legal entities corresponding to the data entities
based on line orgamization attributes and the usage
statuses, wherein the legal entities comprise legally
standing subsidiaries that have legal capacity to enter
contracts;

identifying process object attributes associated with the

data entities and corresponding to a sequence of tasks,
based on the legal entities;

determining retention rules for the data entities based on

the one or more purposes of the data, the legal entities
and the process object attributes;
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determining time frames of the data entities based on the
determined retention rules in an immformation lifecycle
management of the organization; and

grouping the data entities 1nto at least one of objects and

rules based on the determined retention rules.

9. The computer implemented method of claim 8, wherein
obtaining the data entities further comprises obtaining infor-
mation lifecycle management (ILM) objects associated with
the data entities.

10. The computer implemented method of claim 8 further
comprising: modilying the determined retention rules based
on additional legal retention periods, wherein the additional
legal retention periods are based on at least the legal entities
and secondary process purposes.

11. The computer implemented method of claim 8,
wherein the one or more purposes ol the data i1s at least
retrieved from a database and assigned manually.

12. The computer implemented method of claim 8,
wherein 1dentifying the legal entities comprises receiving,
linkage information of the line organization attributes and
corresponding legal entities.

13. The computer implemented method of claim 8,
wherein the usage statuses are determined by an entity
analyzer by evaluating usage of the data entities 1n a current
system of the organization.

14. The computer implemented method of claim 8,
wherein the data entities, the usage statuses, and the one or
more purposes are stored 1n a first database table, the legal
entities and the line orgamization attributes are stored 1n a
second database table, and the process object attributes and
retention rules are stored in a third database table.

15. A computer system to provide a data retention rule
generator, the computer system comprising:

at least one processor; and

one or more memory devices communicative with the at

least one processor, wherein the one or more memory
devices store instructions to:
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retrieve application data from a repository to obtain data
entities of an organization, wherein data entities
include data associated with one or more applications
or application modules;

determine usage statuses ol the data entities, the usage
statuses defining whether or not the data entities are
used for an application process of the organization;

receive one or more purposes of data corresponding to the
data entities, wherein the one or more purposes of data
define one or more basic retention periods;

identily legal entities corresponding to the data entities
based on line organization attributes and the usage
statuses, wherein the legal entities comprise legally
standing subsidiaries that have legal capacity to enter

conftracts,

identify process object attributes associated with the data
entities and corresponding to a sequence of tasks, based
on the legal entities;

determine retention rules for the data entities based on the

one or more purposes of the data, the legal entities and
the process object attributes;

determine time frames of the data entities based on the

determined retention rules in an information lifecycle
management of the organization; and

group the data entities into at least one of objects and rules

based on the determined retention rules.

16. The computer system of claim 15 further comprising
instructions to: modily the determined retention rules based
on additional legal retention periods, wherein the additional
legal retention periods are based on at least the legal entities
and secondary process purposes.

17. The computer system of claim 15, wherein the data
entities, the usage statuses and the one or more purposes are
stored 1n a first database table, the legal entities and the line
organization attributes are stored 1n a second database table,

and the process object attributes and the retention rules are
stored 1n a third database table.
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