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SELF-TERMINATING OR SELF-SHELVING
VIRTUAL MACHINES AND WORKLOADS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of co-pending U.S.
patent application Ser. No. 14/989,173, filed Jan. 6, 2016.
The atorementioned related patent application i1s herein
incorporated by reference 1n 1ts entirety.

BACKGROUND

The present disclosure relates to cloud computing, and
more specifically, to self-terminating and/or self-shelving
virtual machines and workloads 1n a cloud computing envi-
ronment.

A virtual machine (VM) may be hosted by a hypervisor
which, 1n a cloud computing environment, 1s managed by a
cloud server. Conventionally, in order for a cloud user to
delete or shelve the VM, the user must log into the cloud
server and 1ssue a delete or shelve request that targets the
specific VM. The shelving of a virtual machine includes
capturing the virtual machine’s disk state (and optionally 1ts
memory state) and removing the virtual machine definition
to free the compute, memory, network, and similar resources
being consumed. Shelving 1s used 1n some cases 1n places of
deleting, such as when the virtual machine or 1ts workload
may not be needed for some amount of time, and unshelving,
1s faster than rebuilding the VM, reinstalling i1ts software,
reconfiguring its networking, etc.

However, the conventionally available solutions require
the user to navigate to the cloud server user interface, locate
the correct VM, and then 1ssue the delete or shelve request.
This becomes tedious and error prone 1n a large environment
with multiple cloud servers, often causing the VM or work-
load to not be promptly deleted or shelved, failing to free
valuable system resources.

Another conventional solution provides workloads and
VMs that may auto-delete or auto-shelve after a given period
of time (1.e., time-out). The drawback of this conventional
solution 1s that 1t encourages a user to not manually remove
VMs once they no longer need them, wasting resources until
the VM or workload eventually times out.

SUMMARY

Embodiments disclosed herein provide methods compris-
Ing receiving a request to perform a predefined operation on
at least one of a virtual machine and a workload executing
on a host 1n a first cloud computing environment, identifying
a set ol credentials to access the first cloud computing
environment, and initiating performance of the predefined
operation on the at least one of the virtual machine and the
workload, wherein the predefined operation comprises at
least one of: (1) deleting, and (11) shelving the at least one of
the virtual machine and the workload.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

FIGS. 1A-1D 1illustrates a system which provides seli-
terminating and/or self-shelving virtual machines and work-
loads 1 a cloud computing environment, according to
various embodiments.

10

15

20

25

30

35

40

45

50

55

60

65

2

FIG. 2 1s a flow chart illustrating a method to provide
seli-terminating and/or self-shelving virtual machines and

workloads 1n a cloud computing environment, according to
one embodiment.

FIG. 3 1s a flow chart 1llustrating a method to provide a
user 1iterface to recerve user requests to shelve and/or delete
workloads and/or wvirtual machines, according to one
embodiment.

FIG. 4 1s a flow chart 1llustrating a method to operate a
tuning service i a push mode to shelve and/or delete
workloads and/or wvirtual machines, according to one
embodiment.

FIG. 5 1s a flow chart illustrating a method to operate a
tuning service m a pull mode to shelve and/or delete
workloads and/or virtual machines, according to one
embodiment.

FIG. 6 illustrates a system configured to provide seli-
terminating and/or seli-shelving virtual machines and work-
loads 1n a cloud computing environment, according to one
embodiment.

FIG. 7 depicts a cloud computing node according to one
embodiment.

FIG. 8 depicts a cloud computing environment according,
to one embodiment.

FIG. 9 depicts abstraction model layers according to one
embodiment.

DETAILED DESCRIPTION

Embodiments disclosed herein leverage an independent
resource tuning service to automatically perform a pre-
defined operation on a workload (and/or a virtual machine)
when the workload and/or virtual machine are no longer
needed. The predefined operation may include deleting
and/or shelving the workload and/or the virtual machine. A
user, the independent resource tuning service, the workload,
and the virtual machine may all imitiate a deletion or
shelving process. For example, the workload and/or virtual
machine may be configured to report to the independent
resource tuning service that their functions have been per-
formed and that they may be shelved or deleted. Similarly,
the independent resource tuning service (also referred to as
a “tuning service” herein) may determine that the workload
and/or the virtual machine have completed their functions
and should be shelved or deleted.

FIG. 1A illustrates system 100 which provides seli-
terminating and/or self-shelving virtual machines and/or

workloads 1n a cloud computing environment, according to
one embodiment. As shown, the system 100 includes a cloud
101, a tuning service 102, and a cloud 103. The clouds 101,
103 are cloud computing environments, which, in at least
one embodiment, are provided by different cloud providers.
The tuning service 102 operates 1n a push or pull model to
provide platform-independent resource management. More
specifically, the tuning service 102 1s configured to shelf
and/or delete virtual machines and workloads 1n the cloud
computing environments 101 and 103. In the push model,
the tuning service 102 may 1ssue commands to shelve or
delete VMs and workloads, while in the pull model, the
tuning service 102 recerves mformation from other sources
(such as virtual machines and workloads) that allow the
tuning service 102 to 1ssue commands to shelve or delete
VMs and workloads. In at least one embodiment, the tuning
service 102 1s external to any given cloud computing envi-
ronment.

As shown, the clouds 101, 103 each include an example
graphical user interface 110 (also referred to as a portal) and
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a set ol application programming interfaces (APIs) 108.
Each of the clouds 101, 103 further include compute hosts
which are configured to execute virtual machines and work-
loads. As shown, cloud 101 includes example hosts 104,
105, while cloud 103 includes example hosts 106, 107. As
shown, compute host 104 executes virtual machines 120,
121, while compute host 105 executes virtual machines 122,
123. Similarly, host 106 executes example virtual machines
140, 141, and host 107 executes example virtual machines
142, 143. Workloads are not depicted in FIG. 1A for the sake
of clarity. Generally, a workload 1s a set of computing tasks,
while a virtual machine 1s a software implementation of a
machine (for example, a computer) that executes programs
like a physical machine. In at least one embodiment, work-
loads may execute within a virtual machine.

As shown, end users 150 may interact with the GUI 110
and the virtual machines of the clouds 101, 103. The end
users 150 may 1mitiate shelve and/or delete requests by being,
logged into the virtual machines 120-123, 140-143 via the
respective cloud GUIs 110. For example, as shown, the user
has 1ssued a request 130 to delete the workload 140 from
host 106. For example, the request 130 may be a command
or other action that 1s executed from within the VM 140. In
turn, the VM 140 forwards the request 130 to the tuning
service 102. The tuning service 102 1n turn knows which
cloud the VM 140 1s located 1n, and may 1ssue an API call
132 to the APIs 108 of the cloud 103. The API call 132 may
be specific to the cloud 103, and mitiates the deletion of VM
140 from host 106. The API call 132 may further include
login credentials required to delete the VM 140 from host
106. Advantageously, the user 150 does not need to know
what cloud the VM 140 1s located in and what the credentials
are.

FIG. 1B depicts the host 106 after the tuming service 102
has caused the deletion of the VM 140. As shown, the host
106 executes VM 141, but no longer executes VM 140,
which has been deleted. Although depicted with reference to
a delete operation, the techniques described with reference
to FIGS. 1A-1B apply equally to shelving virtual machines
(or workloads). However, 1n shelving a virtual machine or
workload, the disk state 1s preserved for future use, e.g., an
image of the VM or workload 1s stored 1n a storage location.
Similarly, the system memory state may also be preserved.
Doing so allows the VM or workload to be redeployed on
the host without having to deploy a fresh VM on the host,
configuring the VM and workload, and the like.

FIG. 1C depicts an embodiment where a VM may provide
seli-delete and/or self-shelve requests to the tuming service
102. As shown, VM 123 has 1ssued a self-shelve request 133
to the tuming service 102. Generally, 1n 1ssuing a seli-shelve
(or a seli-delete) request, the VM 123 has made the deter-
mination that 1t 1s not currently needed, and can be shelved
or deleted. For example, the VM 123 may include a work-
load 120 deployed to perform analytics on a data set. When
the workload completes the analytics, the workload and/or
the VM 123 may determine 1ts functions have been per-

formed, and that the workload and/or the VM 123 1s no
longer needed. Therefore, the VM 123 (or the workload)
may send the self-delete request 133 to the tuning service
102. As another example, the VM 122 may host the work-
load 120.

The tuning service 102 may receirve the request 133,
identify the cloud that the VM 123 executes on, and may
identily any credentials required to modily the VM 123. The
tuning service 102 may then transmit an API call 134 which
specifies to shelve the virtual machine 123. The API call 134
may then be processed by the APIs 108 of cloud 101,
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4

causing the shelving of VM 123. FIG. 1D depicts the host
105 after the tuning service 102 has caused VM 123 to be
shelved. As shown, the host 105 continues to execute the
virtual machine 122, while virtual machine 123 has been
shelved.

FIG. 2 1s a flow chart 1llustrating a method 200 to provide
seli-terminating and/or self-shelving virtual machines and
workloads 1n a cloud computing environment, according to
one embodiment. Generally, the method 200 allows users,
the tuning service 102, workloads, and virtual machines to
initiate a process to shelve or delete workloads and virtual
machines 1n a cloud computing environment.

As shown, the method 200 begins at block 210, where the
tuning service 102 1s configured to operate 1n a platiorm-
independent manner. As previously indicated, the tuning
service 102 may be external to any given cloud computing
platform. Therefore, block 210 may include defimng con-
figuring data for the tuning service 102, and may include any
type of settings to facilitate the platform independent nature
of the tuning service 102. For example, the configuration
may specily timing thresholds or resource use thresholds
which may cause the tuning service 102 to shelve or delete
a virtual machine and/or workload. The configuration may
also specity preferences for each of a plurality of virtual
machines and workloads, such as whether to shelve or delete
the VMSs or workloads. Further still, the configuration may
provide abstractions that translate abstract requests. The
abstractions allow users, VMs, and workloads to 1ssue
abstract requests for resource modifications as well as
abstract shelve and delete requests.

At block 220, described 1n greater detail with reference to
FIG. 3, a user interface 1s provided to receive user requests
to shelve and/or delete workloads and VMs. The user
interface may allow a user to view virtual machines and
workloads executing on each of a plurality of hosts 1n each
of a plurality of cloud environments. The user may then
issue commands from within the VMs and workloads for
shelving and/or deletion. At block 230, the tuning service
102 may be operated 1n a push mode to shelve and delete
workloads and VMs 1n the cloud environment. When 1n the
push mode, workloads and VMs can push an abstract delete
or shelve request to the tuning service 102. For example, a
workload may request “delete me” of the tuning service 102.
The tuning service 102 may translate the abstract request to
a set of platform-specific operations that cause the workload
to be deleted from a compute node. In at least one embodi-
ment, the tuming service 102 1ssues one or more API calls to
the APIs 108 of a cloud to fulfill the request. At block 204,
the tuning service 102 may be operated 1n a pull mode to
shelve and delete workloads and VMs. When in the pull
mode, the tuning service 102 may monitor workloads and
VMs to determine when processing 1s complete, and 1ssue an
appropriate shelve or delete request for the VM and/or
workload 1n the relevant cloud or virtualization management
environment. In at least one embodiment, the tuning service
102 1ssues one or more API calls to the APIs 108 of a cloud
to tulfill the request mitiated by the tuning service 102. In at
least one embodiment, the tuning service 102 may simulta-
neously operate in both the push mode and the pull mode.

FIG. 3 1s a flow chart illustrating a method 300 corre-
sponding to block 220 to provide a user interface to receive
user requests to shelve and/or delete workloads and/or
virtual machines, according to one embodiment. Generally,
the method 300 allows a user to 1ssue abstract commands to
shelve and delete virtual machines and workloads. For
example, a user may specity to “delete” a virtual machine.
The tuning service 102 may receive the request, which
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includes an indication of the targeted virtual machine. The
tuning service 102 may identily the relevant credentials to
modity the virtual machine, and 1ssue platiorm-specific API
commands to delete the virtual machine.

As shown, the method 300 begins at block 310, where a
graphical user interface (GUI) 1s provided to a user. At block
320, the tuning service 102 may receive, from the user, a
request to shelve and/or terminate one or more VMs or
workloads. At block 330, the tuning service 102 may iden-
tify the relevant API calls, settings, and credentials required
to modily the VMs and workloads specified 1n the request.
At block 340, the tuning service 102 may generate and 1ssue
the appropriate plattorm-specific commands to shelve and/
or delete the VMs and/or workloads.

FIG. 4 1s a flow chart illustrating a method 400 corre-
sponding to block 230 to operate a tuning service 1n a push
mode to shelve and/or delete workloads and/or virtual
machines, according to one embodiment. Generally, the
method 400 allows VMs and workloads to i1ssue seli-shelve
and self-delete requests to the tuning service 102, which
orchestrates the necessary operations to fulfill the requests.
As previously indicated, the self-shelve and self-delete
requests may be abstract requests, which the tuning service
102 may translate into platform-specific commands that can
be applied to the relevant computing platiorm to shelve and
delete VMs and workloads.

As shown, the method 400 begins at block 410, where a
virtual machine may be deployed to a host in a cloud
environment. At block 420, a workload may be deployed to
a host 1n the cloud environment. In at least one embodiment,
the workload 1s deployed 1n the virtual machine deployed at
block 410. At block 430, the workload may complete 1ts sets
of tasks, and 1ssue a self-shelve or seli-delete request to the
tuning service 102. The workload may issue the request
upon determining 1ts functions have been completed and the
workload 1s no longer needed. At block 440, the tuming
service 102 may orchestrate the shelving or deleting of the
workload pursuant to the request. For example, the request
may be a generic request to “shelve workload” from a
workload. The tuning service 102 may translate the request
to a set of proprietary commands that causes the workload
to be shelved.

At block 450, a virtual machine may 1ssue a self-shelve or
a self-delete request. The virtual machine may issue the
request upon determining 1ts functions have been completed
and the virtual machine 1s no longer needed. In at least one
embodiment, a virtual machine may generate and 1ssue a
request to shelve or delete a workload which has completed
processing 1n the virtual machine. At block 460, the tuning,
service 102 may orchestrate the shelving or deleting of the
VM pursuant to the request. For example, the request may
be a generic request to “delete me” from a virtual machine.
The tuning service 102 may translate the request to a set of
proprietary commands (such as an API call) that causes the
virtual machine to be deleted. The tuning service 102 may
then send the API call to the cloud, which causes the virtual
machine to be deleted.

FIG. 5 1s a flow chart illustrating a method 500 corre-
sponding to block 240 to operate a tuning service 1n a pull
mode to shelve and/or delete workloads and/or wvirtual
machines, according to one embodiment. Generally, the
method 500 allows the tuming service 102 to monitor work-
loads and wvirtual machines, and issue shelve or delete
commands when the workload or virtual machine 1s no
longer needed. As shown, the method 500 begins at block
510, where the tuning service 102 monitors a virtual
machine that was deployed 1n a cloud environment. At block
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520, the tuning service 102 may monitor a workload that 1s
deployed 1n the cloud environment. In at least one embodi-
ment, the workload 1s deployed in the virtual machine
deployed at block 510. In monitoring VMs and workloads,
the tuning service 102 may monitor resource usage rates,
such as CPU utilization, memory utilization, and the like. At
block 530, the tuning service 102 may determine that the
workload has completed. The tuning service 102 may deter-
mine that the workload has completed 1n any number of
ways, including identifying completed output files, deter-
mining that the workload 1s not using any system resources,
and the like. At block 540, the tuning service 102 may shelve
or delete the workload. To shelve or delete the workload, the
tuning service 102 may issue one or more API calls to the
cloud hosting the workload. At block 550, the tuning service
102 may optionally shelve or delete the virtual machine. To
shelve or delete the VM, the tuning service 102 may issue
one or more API calls to the cloud hosting the VM. Gener-
ally, in determiming whether to shelve or delete VMs and
workloads, the tuning service may consider whether the VM
or workload may be subsequently needed, may identity VM
or workload specific settings (that indicate whether to shelve
or delete), and the like.

FIG. 6 illustrates a system 600 configured to provide
seli-terminating and/or self-shelving virtual machines and
workloads 1n a cloud computing environment, according to
one embodiment. The networked system 600 includes a
computer 602. The computer 602 may also be connected to
other computers via a network 630. In general, the network
630 may be a telecommunications network and/or a wide
area network (WAN). In a particular embodiment, the net-
work 630 1s the Internet.

The computer 602 generally includes a processor 604
which obtains mstructions and data via a bus 620 from a
memory 606 and/or a storage 608. The computer 602 may
also include one or more network interface devices 618,
input devices 622, and output devices 624 connected to the
bus 620. The computer 602 1s generally under the control of
an operating system (not shown). Examples of operating
systems 1nclude the UNIX operating system, versions of the
Microsoit Windows operating system, and distributions of
the Linux operating system. (UNIX 1s a registered trademark
of The Open Group 1n the United States and other countries.
Microsolt and Windows are trademarks of Microsoit Cor-
poration 1n the Unmited States, other countries, or both. Linux
1s a registered trademark of Linus Torvalds in the United
States, other countries, or both.) More generally, any oper-
ating system supporting the functions disclosed herein may
be used. The processor 604 1s a programmable logic device
that performs instruction, logic, and mathematical process-
ing, and may be representative of one or more CPUs. The
network interface device 618 may be any type of network
communications device allowing the computer 602 to com-
municate with other computers via the network 630.

The storage 608 1s representative of hard-disk drives,
solid state drives, flash memory devices, optical media and
the like. Generally, the storage 608 stores application pro-
grams and data for use by the computer 602. In addition, the
memory 606 and the storage 608 may be considered to
include memory physically located elsewhere; for example,
on another computer coupled to the computer 602 via the
bus 620.

The 1nput device 622 may be any device for providing
input to the computer 602. For example, a keyboard and/or
a mouse may be used. The input device 622 represents a
wide variety of mput devices, including keyboards, mice,
controllers, and so on. Furthermore, the mput device 622
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may include a set of buttons, switches or other physical
device mechanisms for controlling the computer 602. The
output device 624 may include output devices such as
monitors, touch screen displays, and so on.

As shown, the memory 606 contains the tuming service
102 and a cloud management tool 603. As previously
described, the tuning service 102 1s a service configured to
translate abstract requests 1ssued by the workloads, virtual
machines, and users, and interface with the management tool
103 1n order to fulfill requests to shelve and delete VMs and
workloads. The tuning service 102 1s further configured to
initiate the deletion and shelving of VMs and workloads.
Generally, shelving a VM or workload causes the VM or
workload to be removed from a host, 650, however, a disk
image and/or memory state may be saved such that the VM
or workload can easily be restored without requiring a
blank-state VM. The cloud provider management tool 603 1s
an interface used to manage resources 1n the cloud comput-

ing environment. One example of such a management tool
1s XCAT (Extreme Cloud Administration Toolkit), developed
by IBM, which 1s configured to manage the compute nodes
by interfacing with a plurality of different hypervisors.

As shown, storage 608 contains the use data 609, the
translation store 610, and configuration data 611. The use
data 609 may include resource utilization levels of different
workloads under different resource allocations. The tuning,
service 102 may reference the use data 609 to determine
whether a workload or VM has completed its tasks or 1s
generally not performing any functions. The translation
store 610 may generally include information that allows the
tuning service 102 to convert abstract requests from the
workloads and VMs to specific requests understandable by
the management tool 603. The configuration data 611 may
include general configuration information for the tuning
service 102, capabilities of each of a plurality of cloud
providers, and APIs or libraries that allow the tuning service
102 to communicate with each cloud provider. The configu-
ration data 611 may further include login credentials (such
as admimistrator usernames and passwords) for hypervisors
651, virtual machines 652, and workloads 653 executing on
a plurality of compute hosts 650 in a plurality of different
clouds.

As shown, a plurality of compute hosts 650 execute
hypervisors 651, virtual machines 652, and workloads 653.
Generally, a hypervisor 651 creates, manages, runs, and
deletes virtual machines 652 on the compute nodes 650. The

virtual machines 652 may execute any type of soltware,
including the workloads 652. The workloads 653 may be

services or collections of code that can be executed.

Advantageously, embodiments disclosed herein provide
techniques to facilitate shelving and deletion of wvirtual
machines and workloads across different cloud computing,
environments. The tuning service disclosed herein may
receive requests from users, virtual machines, and work-
loads to shelve and delete workloads and/or wvirtual
machines. The tuning service may also monitor workloads
and virtual machines to 1nitiate the deletion or shelving of
virtual machines and workloads. Doing so may result in
freeing system resources more quickly than traditional dele-
tion or shelving processes, which may wait for predefined
idle timers to expire before these processes are initiated.

It 1s understood in advance that although this disclosure
includes a detailed description on cloud computing, imple-
mentation of the teachings recited herein are not limited to
a cloud computing environment. Rather, embodiments of the
present 1nvention are capable of being implemented in
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conjunction with any other type of computing environment
now known or later developed.
For convemence, the Detailed Description includes the

following definitions which have been derived from the
“Draft NIST Working Definition of Cloud Computing” by

Peter Mell and Tim Grance, dated Oct. 7, 2009, which 1s
cited 1n an IDS filed herewith, and a copy of which 1is
attached thereto.

Cloud computing 1s a model of service delivery for
enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g. networks,
network bandwidth, servers, processing, memory, storage,
applications, virtual machines, and services) that can be
rapidly provisioned and released with minimal management
ellort or interaction with a provider of the service. This cloud
model may include at least five characteristics, at least three
service models, and at least four deployment models.

Characteristics are as follows:

On-demand seli-service: a cloud consumer can unilater-
ally provision computing capabilities, such as server time
and network storage, as needed automatically without
requiring human interaction with the service’s provider.

Broad network access: capabilities are available over a
network and accessed through standard mechanisms that
promote use by heterogeneous thin or thick client platforms
(e.g., mobile phones, laptops, and PDAs).

Resource pooling: the provider’s computing resources are
pooled to serve multiple consumers using a multi-tenant
model, with different physical and virtual resources dynami-
cally assigned and reassigned according to demand. There 1s
a sense ol location independence in that the consumer
generally has no control or knowledge over the exact
location of the provided resources but may be able to specity
location at a higher level of abstraction (e.g., country, state,
or datacenter).

Rapid elasticity: capabilities can be rapidly and elastically
provisioned, in some cases automatically, to quickly scale
out and rapidly released to quickly scale 1n. To the consumer,
the capabilities available for provisioning often appear to be
unlimited and can be purchased 1n any quantity at any time.

Measured service: cloud systems automatically control
and optimize resource use by leveraging a metering capa-
bility at some level of abstraction appropriate to the type of
service (e.g., storage, processing, bandwidth, and active user
accounts ). Resource usage can be monitored, controlled, and
reported providing transparency for both the provider and
consumer of the utilized service.

Service Models are as follows:

Software as a Service (SaaS): the capability provided to
the consumer 1s to use the provider’s applications runming on
a cloud infrastructure. The applications are accessible from
various client devices through a thin client interface such as
a web browser (e.g., web-based e-mail). The consumer does
not manage or control the underlying cloud infrastructure
including network, servers, operating systems, storage, or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Platform as a Service (PaaS): the capability provided to
the consumer 1s to deploy onto the cloud infrastructure
consumer-created or acquired applications created using
programming languages and tools supported by the provider.
The consumer does not manage or control the underlying
cloud infrastructure including networks, servers, operating
systems, or storage, but has control over the deployed
applications and possibly application hosting environment
configurations.
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Infrastructure as a Service (IaaS): the capability provided
to the consumer 1s to provision processing, storage, net-
works, and other fundamental computing resources where
the consumer 1s able to deploy and run arbitrary software,
which can include operating systems and applications. The
consumer does not manage or control the underlying cloud
inirastructure but has control over operating systems, stor-
age, deployed applications, and possibly limited control of
select networking components (e.g., host firewalls).

Deployment Models are as follows:

Private cloud: the cloud inirastructure 1s operated solely
for an organization. It may be managed by the organization
or a third party and may exist on-premises or oil-premises.

Community cloud: the cloud infrastructure 1s shared by
several organizations and supports a specific community that
has shared concerns (e.g., mission, security requirements,
policy, and compliance considerations). It may be managed
by the organizations or a third party and may exist on-
premises or oll-premises.

Public cloud: the cloud infrastructure 1s made available to
the general public or a large industry group and 1s owned by
an organization selling cloud services.

Hybrid cloud: the cloud infrastructure 1s a composition of
two or more clouds (private, community, or public) that
remain unique entities but are bound together by standard-
1zed or proprietary technology that enables data and appli-
cation portability (e.g., cloud bursting for load-balancing
between clouds).

A cloud computing environment 1s service oriented with
a focus on statelessness, low coupling, modularity, and
semantic interoperability. At the heart of cloud computing 1s
an infrastructure comprising a network of interconnected
nodes.

Referring now to FIG. 7, a schematic of an example of a
cloud computing node 1s shown. Cloud computing node 10
1s only one example of a suitable cloud computing node and
1s not mtended to suggest any limitation as to the scope of
use or functionality of embodiments of the invention
described herein. Regardless, cloud computing node 10 1s
capable of being implemented and/or performing any of the
functionality set forth hereinabove.

In cloud computing node 10 there 1s a computer system/
server 12, which 1s operational with numerous other general
purpose or special purpose computing system environments
or configurations. Examples of well-known computing sys-
tems, environments, and/or configurations that may be suit-
able for use with computer system/server 12 include, but are
not limited to, personal computer systems, server computer
systems, thin clients, thick clients, hand-held or laptop
devices, multiprocessor systems, microprocessor-based sys-
tems, set top boxes, programmable consumer electronics,
network PCs, minicomputer systems, mainframe computer
systems, and distributed cloud computing environments that
include any of the above systems or devices, and the like.

Computer system/server 12 may be described in the
general context of computer system-executable 1nstructions,
such as program modules, being executed by a computer
system. Generally, program modules may include routines,
programs, objects, components, logic, data structures, and so
on that perform particular tasks or implement particular
abstract data types. Computer system/server 12 may be
practiced in distributed cloud computing environments
where tasks are performed by remote processing devices that
are linked through a communications network. In a distrib-
uted cloud computing environment, program modules may
be located 1n both local and remote computer system storage
media including memory storage devices.

10

15

20

25

30

35

40

45

50

55

60

65

10

As shown 1n FIG. 7, computer system/server 12 in cloud
computing node 10 1s shown in the form of a general-
purpose computing device. The components of computer
system/server 12 may include, but are not limited to, one or
more processors or processing units 16, a system memory
28, and a bus 18 that couples various system components
including system memory 28 to processor 16.

Bus 18 represents one or more of any of several types of
bus structures, including a memory bus or memory control-
ler, a peripheral bus, an accelerated graphics port, and a
processor or local bus using any of a variety of bus archi-
tectures. By way of example, and not limitation, such
architectures include Industry Standard Architecture (ISA)
bus, Micro Channel Architecture (MCA) bus, Enhanced ISA
(EISA) bus, Video Electronics Standards Association
(VESA) local bus, and Peripheral Component Interconnects
(PCI) bus.

Computer system/server 12 typically includes a variety of
computer system readable media. Such media may be any
available media that 1s accessible by computer system/server
12, and 1t includes both volatile and non-volatile media,
removable and non-removable media.

System memory 28 can include computer system readable
media 1n the form of volatile memory, such as random
access memory (RAM) 30 and/or cache memory 32. Com-
puter system/server 12 may further include other removable/
non-removable, volatile/non-volatile computer system stor-
age media. By way of example only, storage system 34 can
be provided for reading from and writing to a non-remov-
able, non-volatile magnetic media (not shown and typically
called a “hard drive™). Although not shown, a magnetic disk
drive for reading from and writing to a removable, non-
volatile magnetic disk (e.g., a “tloppy disk™), and an optical
disk drnive for reading from or writing to a removable,
non-volatile optical disk such as a CD-ROM, DVD-ROM or
other optical media can be provided. In such instances, each
can be connected to bus 18 by one or more data media
interfaces. As will be further depicted and described below,
memory 28 may include at least one program product having
a set (e.g., at least one) of program modules that are
configured to carry out the functions of embodiments of the
invention.

Program/utility 40, having a set (at least one) of program
modules 42, may be stored in memory 28 by way of
example, and not limitation, as well as an operating system,
one or more application programs, other program modules,
and program data. Each of the operating system, one or more
application programs, other program modules, and program
data or some combination thereof, may include an imple-
mentation of a networking environment. Program modules
42 generally carry out the functions and/or methodologies of
embodiments of the mvention as described herein.

Computer system/server 12 may also communicate with
one or more external devices 14 such as a keyboard, a
pointing device, a display 24, etc.; one or more devices that
enable a user to interact with computer system/server 12;
and/or any devices (e.g., network card, modem, etc.) that
enable computer system/server 12 to communicate with one
or more other computing devices. Such communication can
occur via I/O interfaces 22. Still yet, computer system/server
12 can communicate with one or more networks such as a
local area network (LAN), a general wide area network
(WAN), and/or a public network (e.g., the Internet) via
network adapter 20. As depicted, network adapter 20 com-
municates with the other components of computer system/
server 12 via bus 18. It should be understood that although
not shown, other hardware and/or soltware components
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could be used 1n conjunction with computer system/server
12. Examples, include, but are not limited to: microcode,
device drivers, redundant processing units, external disk
drive arrays, RAID systems, tape drives, and data archival
storage systems, etc.

Referring now to FIG. 8, illustrative cloud computing
environment 50 1s depicted. As shown, cloud computing
environment 50 comprises one or more cloud computing
nodes 10 with which local computing devices used by cloud
consumers, such as, for example, personal digital assistant
(PDA) or cellular telephone 34A, desktop computer 34B,
laptop computer 34C, and/or automobile computer system
54N may communicate. Nodes 10 may communicate with
one another. They may be grouped (not shown) physically or
virtually, in one or more networks, such as Private, Com-
munity, Public, or Hybrid clouds as described hereinabove,
or a combination thereof. This allows cloud computing
environment 50 to offer infrastructure, platforms and/or
software as services for which a cloud consumer does not
need to maintain resources on a local computing device. It
1s understood that the types of computing devices 54A-N
shown 1n FIG. 8 are intended to be illustrative only and that
computing nodes 10 and cloud computing environment 50
can communicate with any type of computerized device over
any type of network and/or network addressable connection
(e.g., using a web browser).

Referring now to FIG. 9, a set of functional abstraction
layers provided by cloud computing environment 50 (FIG.
8) 1s shown. It should be understood 1n advance that the
components, layers, and functions shown i FIG. 9 are
intended to be illustrative only and embodiments of the
invention are not limited thereto. As depicted, the following
layers and corresponding functions are provided:

Hardware and software layer 60 includes hardware and
soltware components. Examples of hardware components
include mainframes, in one example IBM® zSeries® sys-
tems; RISC (Reduced Instruction Set Computer) architec-
ture based servers, in one example IBM pSeries® systems;
IBM xSeries® systems; IBM BladeCenter® systems; stor-
age devices; networks and networking components.
Examples of software components include network appli-
cation server soitware, in one example IBM Web Sphere®
application server soiftware; and database software, 1n one
example IBM DB2® database software. (IBM, zSeries,
pSeries, xSeries, BladeCenter, Web Sphere, and DB2 are
trademarks of International Business Machines Corporation
registered 1n many jurisdictions worldwide)

Virtualization layer 62 provides an abstraction layer from
which the following examples of virtual entities may be
provided: virtual servers; virtual storage; virtual networks,
including virtual private networks; virtual applications and
operating systems; and virtual clients.

In one example, management layer 64 may provide the
functions described below. Resource provisioning provides
dynamic procurement of computing resources and other
resources that are utilized to perform tasks within the cloud
computing environment. Metering and Pricing provide cost
tracking as resources are utilized within the cloud computing
environment, and billing or mmvoicing for consumption of
these resources. In one example, these resources may com-
prise application software licenses. Security provides 1den-
tity verification for cloud consumers and tasks, as well as
protection for data and other resources. The tuning service
provides support for shelving and deleting virtual machines
and workloads based on abstract requests 1ssued from users,
virtual machines, and workloads. The tuming service also
may monitor virtual machines and workloads to initiate the
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deletion or shelving process. Service level management
provides cloud computing resource allocation and manage-
ment such that required service levels are met. Service Level
Agreement (SLA) planning and fulfillment provide pre-
arrangement for, and procurement of, cloud computing
resources for which a future requirement 1s anticipated in
accordance with an SLA.

Workloads layer 66 provides examples of functionality
for which the cloud computing environment may be utilized.
Examples of workloads and functions which may be pro-
vided from this layer include: mapping and navigation;
software development and lifecycle management; virtual
classroom education delivery; data analytics processing;
transaction processing; and user portals.

The descriptions of the various embodiments of the
present disclosure have been presented for purposes of
illustration, but are not intended to be exhaustive or limited
to the embodiments disclosed. Many modifications and
variations will be apparent to those of ordinary skill 1n the
art without departing from the scope and spirit of the
described embodiments. The terminology used herein was
chosen to best explain the principles of the embodiments, the
practical application or technical improvement over tech-
nologies found 1n the marketplace, or to enable others of
ordinary skill in the art to understand the embodiments
disclosed herein.

In the foregoing, reference i1s made to embodiments
presented 1n this disclosure. However, the scope of the
present disclosure 1s not limited to specific described
embodiments. Instead, any combination of the recited fea-
tures and elements, whether related to different embodi-
ments or not, 1s contemplated to implement and practice
contemplated embodiments. Furthermore, although embodi-
ments disclosed herein may achieve advantages over other
possible solutions or over the prior art, whether or not a
particular advantage 1s achieved by a given embodiment 1s
not limiting of the scope of the present disclosure. Thus, the
recited aspects, features, embodiments and advantages are
merely 1llustrative and are not considered elements or limi-
tations of the appended claims except where explicitly
recited 1n a claim(s). Likewise, reference to “the invention”™
shall not be construed as a generalization of any inventive
subject matter disclosed herein and shall not be considered
to be an element or limitation of the appended claims except
where explicitly recited 1 a claim(s).

Aspects of the present disclosure may take the form of an
entirely hardware embodiment, an entirely software embodi-
ment (including firmware, resident software, microcode,
etc.) or an embodiment combining software and hardware
aspects that may all generally be referred to herein as a
“circuit,” “module” or “system.”

The present disclosure may be a system, a method, and/or
a computer program product. The computer program prod-
uct may include a computer readable storage medium (or
media) having computer readable program instructions
thereon for causing a processor to carry out aspects of the
present disclosure.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but 1s not limited to, an
clectronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium 1ncludes
the following: a portable computer diskette, a hard disk, a
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random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory

(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
1s not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program instructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface 1n each computing/processing device
receives computer readable program 1instructions from the
network and forwards the computer readable program
instructions for storage i a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations ol the present disclosure may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, or
either source code or object code written 1n any combination
of one or more programming languages, including an object
oriented programming language such as Smalltalk, C++ or
the like, and conventional procedural programming lan-
guages, such as the “C” programming language or similar
programming languages. The computer readable program
instructions may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a
remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider). In some embodiments, elec-
tronic circuitry including, for example, programmable logic
circuitry, field-programmable gate arrays (FPGA), or pro-
grammable logic arrays (PLA) may execute the computer
readable program 1instructions by utilizing state information
of the computer readable program instructions to personalize
the electronic circuitry, 1n order to perform aspects of the
present disclosure.

Aspects of the present disclosure are described herein
with reference to flowchart i1llustrations and/or block dia-
grams ol methods, apparatus (systems), and computer pro-
gram products according to embodiments of the disclosure.
It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of
blocks 1n the flowchart 1llustrations and/or block diagrams,
can be implemented by computer readable program instruc-
tions.
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These computer readable program instructions may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function 1n a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified 1n the tlowchart and/or block diagram block or
blocks.

The computer readable program instructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series ol operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer 1mple-
mented process, such that the instructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified 1n the tlow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams 1n the Figures illustrate
the architecture, functionality, and operation ol possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present disclosure. In this regard, each block 1n the flowchart
or block diagrams may represent a module, segment, or
portion ol instructions, which comprises one or more
executable 1nstructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted 1n the block may occur out of the order noted
in the figures. For example, two blocks shown 1n succession
may, i fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block dia-
grams and/or flowchart illustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.

While the foregoing i1s directed to embodiments of the
present disclosure, other and further embodiments of the
disclosure may be devised without departing from the basic
scope thereof, and the scope thereof 1s determined by the
claims that follow.

What 1s claimed 1s:

1. A method, comprising:

receiving, by a cloud tuning service from a first workload,

a first abstract request to perform a shelving operation
on the first workload, wherein the first workload 1s
executing on a first virtual machine on a first host 1n a
first cloud computing environment, of a plurality of
cloud computing environments, wherein the cloud tun-
Ing service executes on a system external to each of the
plurality of cloud computing environments, wherein
the first abstract request 1dentifies the first workload but
does not i1dentily the first host or the first cloud com-
puting environment, does not include required creden-
tials, and wherein the first abstract request does not
include specific operations required to shelve the first
workload:
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determining, by the cloud tuning service, that use of a first
system resource of a plurality of system resources of
the first host by the first virtual machine does not
exceed a threshold;

upon recerving the first abstract request, generating, by

the cloud tuning service operating external to each of
the plurality of cloud computing environments, a spe-
cific request that 1s compatible with the first cloud
computing environment by:
determining, by the cloud tuning service, based on a
predefined configuration, that the first workload 1s
executing on the first host in the first cloud comput-
ing environment;
identifying a first set of commands that are specific to
the first cloud computing environment based on the
predefined configuration, wherein the first set of
commands cause the first cloud computing environ-
ment to shelve the first workload and wherein the
first set of commands 1ncludes at least one command
that was not specified 1n the first abstract request; and
identifying a set of login credentials needed to access
the first cloud computing environment; and
initiating, by the cloud tuning service, performance of the
shelving operation on the first workload using the
specific request, wherein the specific request includes
the set of login credentials and the first set of com-
mands, and wherein shelving the first workload
removes the first workload from the first wvirtual
machine and the first host and stores an image of the
first workload 1n a data store.

2. The method of claim 1, wherein translating the first
abstract request comprises:

identifying, by the cloud tuming service, the first set of

commands specific to the first cloud computing envi-
ronment required to fulfill the first abstract request to
shelve the first workload.

3. The method of claim 2, wherein the first workload 1s
configured to generate the first abstract request when the first
workload completes processing a set of tasks, the method
turther comprising:

issuing the first set of commands by the cloud tuning

service to the first cloud computing environment to
initiate shelving of the first workload.
4. The method of claim 1, wherein the set of login
credentials comprise: (1) a login and a password required to
initiate performance of the shelving operation on the first
workload 1n the first cloud computing environment, (11) an
indication of the first cloud computing environment, and (i11)
an indication of a host machine executing the at least one of
the first virtual machine and the first workload.
5. The method of claim 1, turther comprising;:
monitoring, by the cloud tuning service, use of each of the
plurality of system resources by the first workload;

determining, by the cloud tuning service, that the use of
a first system resource of the plurality of system
resources by the first workload does not exceed the
threshold; and

determining, by the cloud tuning service based on the use

of the first system resource by the first workload not
exceeding the threshold, that the first workload has
completed processing a set of tasks.

6. The method of claim 1, wherein the shelving operation
1s performed on the first workload prior to expiration of a
timeout value of the first workload, wherein expiration of the
timeout value comprises a time threshold for performing the
shelving operation on the first workload.
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7. The method of claim 1, further comprising;:

monitoring, by the cloud tuning service, use of each of a
plurality of system resources by a second workload
executing on a second virtual machine on a second host
in a second cloud computing environment, ol the
plurality of cloud computing environments;

determining, by the cloud tuning service, that use of first
system resource of the plurality of system resources by
the second workload on the second virtual machine on
the second host 1 the second cloud computing envi-
ronment does not exceed the threshold;

identitying, by the cloud tuning service, a command
specific to the second cloud computing environment for
deleting the second workload 1n the second cloud
computing environment;

identifying a set of login credentials to access the second
cloud computing environment; and

1ssuing, by the cloud tuning service to the second cloud
computing environment, the command specific to the
second cloud computing environment for deleting the
second workload 1n the second cloud computing envi-
ronment.

8. The method of claim 7, further comprising:

monitoring, by the cloud tuning service, use of each of the
plurality of system resources by the second virtual
machine on the second host 1n the second cloud com-
puting environment;

determiming, by the cloud tuning service, that the use of
the first system resource by the second virtual machine
on the second host 1n the second cloud computing
environment does not exceed the threshold;

identifying, by the cloud tuning service, a command
specific to the second cloud computing environment for
deleting the second virtual machine 1n the second cloud
computing environment; and

1ssuing, by the cloud tuning service to the second cloud
computing environment, the command specific to the
second cloud computing environment for deleting the
second virtual machine 1n the second cloud computing,
environment.

9. The method of claim 8, further comprising:

receiving, by the cloud tuning service from a third work-
load 1n a third cloud computing environment, of the
plurality of cloud computing environments, a request to
delete the third workload 1n the third cloud computing
environment:

identifying, by the cloud tuning service, a command
specific to the third cloud computing environment for
deleting the third workload 1n the third cloud comput-
ing environment; and

1ssuing, by the cloud tuning service to the third cloud
computing environment, the command specific to the
third cloud computing environment for deleting the
third workload 1n the third cloud computing environ-
ment.

10. The method of claim 9, further comprising;:

receiving, by the cloud tuning service from a third virtual
machine executing the third workload 1n the third cloud
computing environment, a request to delete the third
virtual machine 1n the third cloud computing environ-
ment,

identifying, by the cloud tuning service, a command
specific to the third cloud computing environment for
deleting the third virtual machine 1n the third cloud
computing environment; and

i1ssuing, by the cloud tuning service to the third cloud
computing environment, the command specific to the
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third cloud computing environment for deleting the
third virtual machine in the third cloud computing
environment.
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