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(57) ABSTRACT

A device for the detection of an ultra wide band signal,
including a signal reception circuit, a signal divider circuit
to divide the received signal into several frequency sub-
bands, a circuit to determine the amplitude and duration of
the received signal in each frequency sub-band, a circuit to
compare the amplitude of the signal received in each ire-
quency sub-band with an amplitude threshold, a circuit to
compare the duration of the signal received in each ire-
quency sub-band with a time threshold, and a decision
circuit that determines that the received signal 1s of the ultra
wide band type 1f the amplitude of the signal received in

cach frequency sub-band 1s higher than the amplitude
threshold and 1f the duration of the signal received in each
frequency sub-band is less than the time threshold.

11 Claims, 2 Drawing Sheets
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DETECTION OF ULTRA WIDE BAND
SIGNAL

TECHNICAL FIELD

This invention relates to the safety of civil or military
installations regarding ultra wide band UWB type electro-
magnetic constraints. It relates more particularly to the
detection of radiofrequency signals with a very wide variety
of wave shapes possibly with a very high amplitude. Such
signals form electromagnetic aggression that can disturb or
even destroy the electronics 1n these nstallations.

STATE OF PRIOR ART

The article entitled “HPM Detection System for Mobile
and Stationary Use”, by C. Adami et al., Proc. of the 10th Int.
Symposium on Electromagnetic Compatibility (EMC
Europe 2011), York, UK, Sep. 26-30, 2011, and the article
entitled “HPM detector system with frequency identifica-
tion” by C. Adami et al., Proc. of the 2014 International
Sympostum on Electromagnetic Compatibility (EMC
Europe 2014), Gothenburg, Sweden, Sep. 1-4, 2014, relate
to the detection of high power microwave (HPM) signals.

Electromagnetic disturbances detectors are described for
example 1n WO 2008/100322 and WO 2011/047377.

These devices detect radiofrequency signals and measure
their characteristics such as peak levels, durations or the
aggression repetition rate. Aggressions are discriminated
and an alarm can be generated.

However, these devices are incapable of detecting or
discriminating ultra wide band signals. Their design 1s based
on electronic components such as logarithmic amplifiers that
are too slow. The response time of this type of component 1s
not better than the order of 10 nanoseconds, while variations
of ultra wide band signals characterising their disturbance
capability are of the order of 0.1 nanoseconds, 1n other
words one hundred times faster.

PR.

L1

SENTATION OF THE INVENTION

The mvention aims to solve problems with prior art by
providing an ultra wide band signal detection device, char-
acterised in that it comprises:

A signal reception circuit,

A signal divider circuit to divide the received signal 1nto

several frequency sub-bands,

A circuit to determine the amplitude and duration of the
received signal 1n each frequency sub-band,

A circuit to compare the amplitude of the signal received
in each frequency sub-band with an amplitude thresh-
old,

A circuit to compare the duration of the signal received 1n
cach frequency sub-band with a time threshold, and

A decision circuit that determines that the recerved signal
1s of the ultra wide band type i1f the amplitude of the
signal received 1n each frequency sub-band 1s higher
than the amplitude threshold and if the duration of the
signal received in each frequency sub-band i1s less than
the time threshold.

Detection of ultra wide band signals 1s improved by the
invention because 1t overcomes difliculties related to the
response time of detection components such as a logarithmic
amplifier.

The device according to the mvention can function alone
or networked, so that the source of detected ultra wide band
signals can be located.
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According to one preferred characteristic, the ultra wide
signal detection device also comprises an alarm circuit to
signal that the recerved signal 1s of the ultra wide band type.

According to one preferred characteristic, the ultra wide
signal detection device also comprises a circuit to store the
detected ultra wide band type signal. Thus, a data base

collects data related to the detection of UWB type signals.

According to one preferred characteristic, the ultra wide
signal detection device also comprises a circuit to determine
the envelope of the signal received 1n each frequency
sub-band. This envelope 1s processed to provide information
used to discriminate a UWB signal.

According to one preferred characteristic, the ultra wide
band signal detection device 1s adapted to implement a
learning phase during which the detected ultra wide band
type signals are stored as reference signals. Thus, the detec-
tion device according to the invention can function 1n a
disturbed electromagnetic environment without generating
any false alarms.

According to one preferred characteristic, the decision
circuit 1s adapted to compare a detected ultra wide band
signal with the reference signals. When the detected signal
1s similar to a reference signal, the detected signal does not
generate an alarm.

The invention also relates to a method of detecting an
ultra wide band signal, characterised 1n that 1t comprises the
following steps:

signal reception,

division of the received signal into several frequency

sub-bands,

determination of the amplitude and duration of the signal

received 1n each frequency sub-band,
comparison of the amplitude of the signal received in each
frequency sub-band with an amplitude threshold,

comparison of the duration of the signal received in each
frequency sub-band with a time threshold, and

decision to determine that the received signal i1s of the
ultra wide band type if the amplitude of the signal
received 1n each frequency sub-band 1s higher than the
amplitude threshold and if the duration of the signal
received 1n each frequency sub-band i1s less than the
time threshold.

The method has advantages similar to those mentioned
above.

In one particular embodiment, the steps in the method
according to the invention are implemented by the struc-
tions 1 a computer program.

Consequently, the mvention also relates to a computer
program stored on a data medium, this program possibly
being 1nstalled on a computer, this program including
instructions adapted to implement the steps of a method like
that described above.

This program can use any programming language and
may be 1n the form of source code, object code or a code
intermediate between source code and object code, such as
a partially compiled form, or in any other desirable form.

The mvention also relates to a data medium that can be
read by a computer, containing computer program instruc-
tions adapted to implement the steps 1n a method like that
described above.

The data medium may be any entity or device on which
the program can be stored. For example, the medium may
include a storage means such as a ROM, for example a CD
ROM or a microelectronic circuit ROM, or a magnetic
recording device such as for example a diskette or a hard

disk.
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The data medium may also be a transmissible medium
such as an electrical or optical signal that can be routed on
an electrical or optical cable, by radio or by other means. In
particular, the program according to the invention can be
downloaded on an Internet type network.

Alternately, the data medium can be an integrated circuit
in which the program 1s included, the circuit being adapted
to run or to be used for running the method according to the
invention.

BRIEF DESCRIPTION OF THE DRAWINGS

Other characteristics and advantages will become clear
alter reading the following description of a preferred
embodiment given as a non-limitative example, described
with reference to the figures 1 which:

FIGS. 1a, 15 and 1c¢ represent examples of ultra wide
band signals to be detected,

FIG. 2 represents an ultra wide band signal detection
device according to one embodiment of the mvention,

FIG. 3 represents an ultra wide band signal detection
method according to one embodiment of the invention,

FIG. 4 represents a learning phase of the ultra wide band
signal detection method according to one embodiment of the
imnvention,

DETAILED PRESENTATION OF PARTICULAR
EMBODIMENTS

FIGS. 1a and 1) represent examples of signals to be
detected. They are radio frequency signals, for which the
amplitude 1n electric field as a function of time 1s shown. The
signals to be detected are ultra wide band signals for which
the shape in time 1s either bipolar (FIG. 1a), in other words
they have a positive alternation and a negative alternation, or
they are mono polar (FIG. 15), 1n other words they have only
a positive alternation.

In both cases, the rise time Tm 1s of the order of 0.1
nanosecond and the mean duration Td 1s of the order of 10
nanoseconds. The amplitude Emax of the ultra wide band
signal can vary from a few V/m to several tens of kV/m,
depending on the power of the signal source and the distance
between the signal source and the detector.

FIG. 1c¢ represents the spectrum of an ultra wide band
signal.

The frequency coverage of the ultra wide band signal 1s
such that the band ratio RB=Fh/Fb is greater than 10, where
Fh 1s the high frequency of the signal and Fb is the low
frequency of the signal. The band ratio RB 1s even higher
than the rise time Tm 1s low.

According to one preferred embodiment shown in FIG. 2,
the ultra wide band signal detection device according to the
invention includes the following elements.

The ultra wide band signal detection device comprises
one or several ultra wide band signal reception antennas 1.
For example, 1t may be a monopole antenna. FIG. 2 shows
a single antenna, but the device can include several antennas
to make 1t independent of the direction of the signal to be
detected and the orientation of the electric field.

The output from antenna 1 1s connected to the mput of a
limiter 2 that protects electronic components downstream.
The limiter clips the signal received by the antenna 1 above
a predetermined threshold. Thus, the limiter 2 produces a
limited signal at its output with an amplitude compatible
with protection of electronic components downstream.

The output of the limiter 2 1s connected to the input of a
power divider 3 that distributes the signal that it receives
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identically on several parallel channels. In the example
shown, the power divider 3 has four outputs, as an example.

Each output 1s connected to a respective branch. The
branches are similar.

One branch comprises a respective attenuator 4, 4,, 4,
and 4, that assures that the signal amplitude 1s compatible
with electronic components downstream.

The output of each attenuator 4,, 4,, 4, and 4, 1s con-
nected to the input of a respective passband filter §,, 5., 5,
and 5,.

Each passband filter 5,, 5,, 5, and 5, divides the spectral
content of the signal that it receives into a respective
sub-band. The sub-bands are adjacent and the combination
of all the sub-bands covers the frequency range of the ultra
wide band signal to be detected. For example, filter 5,
correspond to the 0 to 0.1 GHz sub-band, filter 5, corre-
sponds to the 0.1 to 0.5 GHz sub-band, filter 5, corresponds
to the 0.5 to 1 GHz sub-band and filter 5, corresponds to the
1 to 3 GHz sub-band. There can be a small overlap between
sub-bands.

The output of each passband filter 5,, 5,, 5; and 5, 1s
connected to the 1nput of a respective logarithmic amplifier
6,, 6,, 6,, and 6, that outputs the signal envelope 1n a
respective sub-band defined by the passband filter 5,, 5,, 5,
and 5,.

It should be noted that the response time of logarithmic
amplifiers 1n the lowest frequency bands 1s compatible with
the detection of UWB type signals.

The output of each logarithmic amplifier 6,, 6., 65 and 6,
1s connected to the mput to a respective analogue/digital
converter 7,, 7,, 75, and 7, that outputs a digital signal
representative of the envelope of the signal 1n a respective
sub-band.

The output of each analogue/digital converter 7,, 7,, 7,
and 7, 1s connected to a respective mput of a calculation
module 8.

The calculation module 8 1s a programmable microcom-
puter that has calculation and memory capabilities. For
example, 1t may be an FPGA type component.

The calculation module 8 receives signals output from
analogue/digital converters 7,, 7,, 7, and 7, and determines
whether or not the received signal 1s a UWB signal. To
achieve this, the amplitude and duration of the signal
received 1n each frequency sub-band are determined. A
signal 1s detected as being an ultra wide band signal if the
amplitudes 1 each of the frequency sub-bands are high
simultaneously and 1f the total duration of the detected
signal 1s of the order of 10 to 20 nanoseconds. This approach
overcomes difliculties related to the rise time of the detection
component. The {following description gives details of
operation of the calculation module 8.

The output from calculation module 8 1s connected to an
alarm module 9. The calculation module 8 transmits an
information signal to the alarm module 9 1f the signal
received by the detection device 1s of the UWB type. The
alarm module 9 then 1ssues an alarm that may be audible
and/or visual. The alarm can also be an electric signal
containing warning information that 1s sent to a remote
processing system.

FIG. 3 shows the operation of the ultra wide band signal
detection device, in the form of a flowchart comprising steps
El to ES.

Step E1 1s the reception of a signal S by the antenna 1.

The next step E2 1s division of the received signal S 1nto
several frequency sub-bands. The sub-bands are adjacent
and the combination of all the sub-bands covers the fre-
quency range of the ultra wide band signal to be detected.
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For example, the signal 1s divided into four frequency
sub-bands SB1, SB2, SB3 and SB4.

In the next step E3, the divided signal envelope 1s
determined for each sub-band.

The next step E4 1s a comparison of the signal amplitude
in each sub-band with a respective predetermined amplitude
threshold SA1, SA2, SA3 and SA4, and a comparison of the

total duration of the detected signal with a predetermined
time threshold ST. The time threshold 1s the same for all
sub-bands and may for example be equal to 10 nanoseconds.

If the amplitude of the signal detected 1n each sub-band 1s
greater than the amplitude threshold SA and 1f the total
duration of the detected signal is less than the time threshold
ST, then the detected signal S 1s 1dentified as being of the
ultra wide band type.

Preferably, a detected UWB signal 1s also compared with
reference UWB signals stored in the calculation module 8.
These reference UWB signals are determined during a
learning phase that will be described below. They form
signals typical of the normal electromagnetic environment
of the device. It the detected signal 1s similar to a reference
UWRB signal, 1t 1s not considered to be an alarm generator.

The comparison 1s made on a number of criteria, for
example the measured amplitude 1n each sub-band, the
duration, the repetition ratio, and the event time and date. A
user will preferably be able to configure all or at least some
of these critena.

Error margins can also be configured by the user, and are
taken 1nto account for each comparison made.

If the detected signals are repetitive events, the minimum,
maximum and average amplitudes and durations and any
other statistic that can be deduced from them (standard
deviation, etc.) can be used.

Comparison and/or discrimination criteria can be formed
from the envelope: slope of the first rising front, decay time,
decay shape. The calculation module determines these data
from the recorded envelope. Several of these criteria may be
necessary. Criteria are valid for all sub-bands.

In all cases, the characteristics of the detected UWB
signal are recorded so that a log of the electromagnetic
environment of the detection device can be created.

The next step ES 1s to send an alarm when the detected
signal S 1s 1dentified as being of the ultra wide band type,
and 1f applicable, different from the reference signals 1n the
previous step. The alarm 1s emitted by the alarm module 9.
It may be an audible and/or visible alarm. The alarm can also
be an electric signal containing warning information that 1s
sent to a remote processing system.

FIG. 4 shows a learning phase of the ultra wide band
signal detection device, 1n the form of a flowchart compris-
ing steps E10 to E11.

Learning takes place when the device 1s started for the
first time. It may also be necessary occasionally during use
of the detection device.

Step E10 records signals detected in each frequency
sub-band for a predetermined duration that may vary from
several seconds to several hours. This 1s done using steps E1
to E4 described above. If UWB signals are detected during
the learning phase, it 1s considered that they form part of the
normal electromagnetic environment of the device. They are
reference signals.

The next step E11 stores the characteristics of reference
signals 1n the calculation module 8.

The characteristics stored are characteristics that will be
used 1n the subsequent comparison step E4.

Preferably, several UWB signal detectors are used in an
installation to be monitored. Detectors are then located at
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6

suilicient intervals from each other, for example about ten
meters, and are perfectly synchronised by their calculation
modules. As a variant, synchronisation 1s also possible using
a GPS chip capable of giving a good time reference. The
GPS chip 1s a complementary component connected to or
integrated into the calculation module 8.

The mvention claimed 1s:

1. A device for the detection of an ultra wide band signal,
comprising;

a signal reception circuit,

a signal divider circuit to divide the recerved signal nto

several frequency sub-bands,

a circuit to determine the amplitude and duration of the
signal received 1n each frequency sub-band,

a circuit to compare the amplitude of the signal received
in each frequency sub-band with an amplitude thresh-
old,

a circuit to compare the duration of the signal received 1n
cach frequency sub-band with a time threshold, and

a decision circuit that determines that the receirved signal
1s of the ultra wide band type if the amplitude of the
signal received 1in each frequency sub-band is higher
than the amplitude threshold and 1f the duration of the
signal received in each frequency sub-band i1s less than
the time threshold.

2. The device for the detection of an ultra wide band
signal according to claim 1, comprising an alarm circuit to
signal that the received signal 1s of the ultra wide band type.

3. The device for the detection of an ultra wide band
signal according to claim 1, comprising a circuit to store the
detected ultra wide band type signal.

4. The device for the detection of an ultra wide band
signal according to claim 1, comprising a circuit to deter-
mine the envelope of the signal received 1n each frequency
sub-band.

5. The device for the detection of an ultra wide band
signal according to claim 1, wherein it 1s adapted to 1mple-
ment a learning phase during which detected ultra wide band
type signals are stored as reference signals.

6. The device for the detection of an ultra wide band
signal according to claim 5, wherein the decision circuit 1s
adapted to compare a detected ultra wide band type signal
with the reference signals.

7. A method of detecting an ultra wide band signal,
comprising;

reception of the signal,

division of the received signal into several frequency
sub-bands,

determination of the amplitude and duration of the signal
received 1n each frequency sub-band,

comparison of the amplitude of the signal received in each
frequency sub-band with an amplitude threshold,

comparison of the duration of the signal received in each
frequency sub-band with a time threshold, and

decision to determine that the received signal 1s of the
ultra wide band type 1f the amplitude of the signal
received 1n each frequency sub-band 1s higher than the
amplitude threshold and if the duration of the signal
received 1n each frequency sub-band is less than the
time threshold.

8. A computer program containing instructions for execu-
tion of the steps 1n the method according to claim 7 when
said program 1s executed by a computer.

9. A storage medium that can be read by a computer, 1n
which a computer program 1s stored containing instructions
for execution of the steps in the method according to claim

7.
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10. A method of detecting whether a signal 1s an ultra wide
band signal, comprising:

receiving the signal,

dividing the received signal into several frequency sub-

bands, 5
determining a duration of the signal received in each
frequency sub-band,

comparing the duration of the signal received in each

frequency sub-band with a time threshold,

determining the amplitude of the signal 1n each of the 10

frequency bands, and
determining whether the signal 1s the received signal 1s of
the ultra wide band type i1f the amplitude of the signal
received 1n each frequency sub-band 1s at a high level
and 1f the duration of the signal received in each 15
frequency sub-band 1s less than the time threshold.
11. The method of detecting an ultra wide band signal
according to claim 10, wherein determining whether the
signal 1s the received signal 1s of the ultra wide band type
COmMprises: 20
determining the amplitude of the signal over a frequency
range of the signal to be detected, the frequency range
having a low frequency and a high frequency, and

determining whether the amplitude of the signal in each
frequency band 1s higher than a threshold determined 25
using an amplitude of the signal at the low and high
frequencies.
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