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#ifndef DIMENSIONS H
#define DIMENSIONS_H

namespace DIM

{

//xaxis{ A=11 36 =2} orinterface

const char xAxis|] = {
*r0,"1','2','3,'4''5','6','7",'8",'9’,
'AVBVCLDESEGHYT YKL MY,
'N,'O'VP','Q'VRYL'S,T,'UL' VW XY
PR O

}s

// largest cube dimensions

const uint8_t depth = 2;

const uint8_t height = 50; // from/to value nvarchar size
const uint8_t width = (sizeof(xAxis)/sizeof("XAXIS));

#endif /* DIMENSIONS H_ 7/

/‘#

*/
boOo
boo

Digi
Digi

Function Checks if passed value is numerical (letter)

FIG. 9

US 10,375,120 B2

talMatchingEngine::isNumerical(const int8_t val){return (val > 0 && val < 11);}
talMatchingEngine::isLetter{const int8 t val){return (val >= 11 && val <= 36};}
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/'#

¥ Digitalization function

* refuns a "binary” cube with dimensions [RANGE DEPTH MATRIX _HEIGHT INTERFACE LENGTH]
¥ see .h file

"/

void Digitizationkngine::digitalize{string fromVal, string toVal, Cube &cube)

{

// if there is no range, change the cube dimension {0 be a matrix
if(toVal.empty() || fromVal.empty() || toVal =="" || fromVal == "" |]
fromVal.size() == 0 |} toVal.size() == 0}{ cube.isinterval = false:}

// convert the from/to values to a binary representation
for (uint8_t z = 0; z < DIM::depth; ++2)

{

if{(z == 1 && cube.isinterval == false}{ return; }
string r;

// remove any leading and tralling whitespaces
if(z == 0)
{

]

else if{z == 1)

{
]

/'y axis = posifion of string

/I change to uppercase for processing and get the position of the letter
for(uint8_t y=0; y<r.length(}; ++y)

{

]

r = trimWhitespaces(fromval),

r = trimWhitespaces(toVal);

cube.datalz][y][getPosition{DIM::xAxis, DIM::width, toupper(rlyl})l = 1;

FIG. 10
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/'i-:

* Function that converts the cube into a siring

* if second param is true, convert cube back to initial string literal else o binary string
*/

string DigitizationEngine::convertCube ToString(Cube &cube, bool converiBack)
{
string s;
for(uint8 tz = 0; z < DIM::depth; ++z}{
if{z == 1){ s.append(1, '+); }
for (Uunt8_ty =0y < DIM::height; ++y}
for (uint8_t x = 0; x < DIM::width; ++x){
if(cube.datajz]ly]ix] == 1}
if{convertBack){
s.append(1, DIM::xAxis[x]};
1 else {
s.append(1, '1');

}

} else {
if{{convertBack)
s.append(i, '0');
;

]
]

return s;

FIG.11
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/‘a‘r
¥ Checks for 1:1 matches
*/
bool DigitalMatchingEngine::singleToSingle(Cube &maltrixA, Cube &matrixB)
{
for (Lint8_ty =0; vy <« DIM:height;}
{

.

matrixA.assignPositions(}; matrixB.assignPositions();
if{matrixA.from.curX == END || matrixB.from.curX == END){ return frue; }

fimatrixA.from.curX == maltrixB.from.curX)

{

)
else if(matrixA.from.curX == STAR)

{

maltrixA.advance(); matrixB.advance()}; ++y;

if(matrixA.from.nextX == END){ return true; }
else { return matrixB.resolveWildcardin{matrixA); }

;
else if(matrixB.from.curX == STAR)

{

f(matrixB.from.nextX == END){ return true; }
else { return matrixA.resolveWildcardin{matrixBj; }

;

else { return false; }

FIG. 12
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/*

*/
bool Cube::resolveWildcardin{Cube &cube)
{

Fastforward through a cube if it contains a wildcard that is not in the end of the siring

bool maiches = false;

while(from.curX != END)

{
/fcout << ™ Cube: "; logPosAsChar(cube from.nextX, GOL::RED);
/[lcout << " Cube: "; logPosAsChar{from.curX, COL::GREEN);
ificube.from.nextX == from.curX)

{

if(!matches) matches = frue;

}

else

{
this->advance();
this->assignPositions():

)

if{{matches)

{
cube.advance(};
cube.assignPositions{();
if(cube.from.curX == STAR) return this->resolveWildcardin{cube};

}

]

return matches:

FIG.13
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/‘:k

*/
bool DigitalMatchingEngine::singleToRange(Cube &matrixA, Cube &cubeB)
{

Compares a single value with a range

for (uint8_ty =0; y < DiM:height;)
{

matrixA.assignPositions(); cubeB.assignPositions();
HimatrixA.from.curX == END || cubeB.from.curX == END}{ return true; }

fimatrixA.from.curX == STAR)
{

if{matrixA.from.nextX == END} return true; }
eige { return cubebB.resolveWildcardin{matrixA); }

)
else if(cubeB.from.curX == STAR)

{

if(cubeB.from.nextX == END){ return true; }
elge { matrixA.resolveWildcardin{cubeB); ]

;

else if(cubeB.to.curX == STAR && cubeB.to.nextX = END)

{
j

else if(isNumerical{matrixA.from.curX})

{

if(isNumericalicubeB.from.curX) && isNumerical(cubeB.from.curX))

{
if(lisNumberRange(matrixA.toNumber{0}, END, cubeB.toNumber(0),
cubeB.toNumber(1)){ return false; }

/ Advance global iterator
y = (matrixA.from.it < cubeB.from.it}) 7 matrixA.from.it : cubeB.from.it;
¥ = (y > cubeB.to.it}) 7 y : cubeB.1o.it;

]

elseo

{

;
;
else if(isketter(matrixA.from.curX))

{

return false:

if(isketter{cubeb.from.curX) && isletter(cubeb.to.curX))
{

if{lvalinbetweenlinclusive(maltrixA.from.curX, cubeB.from.curX, cubeB. from.curX)}{
return false; }

else { retumn true; }

matrixA.advance(); cubeB.advance(); ++y;

]

else

{
;
;
else if(matrixA.from.curX = cubeb.from.curX && matrixA.from.curX = cubeb.from.curX}{ return
false; } else { ++y; }

]
]

return faise;

FIG. 14
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1000

Receive an authorization value comprising at least one character string

1009

Convert at least a portion of the siring 1o a positionally-encoded representation
1010

Compare each of a plurality of characters of the string 1o an encoding schema
comprising an array of a plurality of unigue characters

1015

Provide a number of elements in a data struciure egual to the lengtn of the array of
unique characters 1020

Determine a unigque character that is the same as the character of the character string
1025

Determine the position of the determined unique character in the array of unigue
characters and its index position 1

Determine a position in the data structure that is equal to an initial position plus the
index position 1035

Set a value of the determined position in the data structure to indicate that the
character of the character string i1s the determined unigue character 1040

Compare the positionally-encoded string representation with an authorization rule
1045

Provide or deny authorization based on the comparing

FIG. 16
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1100

Create a positionally-encoded representation of
at least a portion of a string comprising a data

structure by encoding character positions using
an encoding schema 1110

Provide the positionally-encoded string
representation to a machine learning algorithm
to generate an output value
0 P 1120

Analyze the output value to determine whether
the string iIs a member of a set

1130

FIG. 17
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1200
Create a positionally-encoded representation of an
authorization token comprising at least one string by encoding }
a data structure using positional information of each character

in an encoding schema 1210

Compare the positionally-encoded representation of the
authorization token with a positionally-encoded representation
of an authorization rule 1990

Determine if the positionally-enceded represeniation of the
authorization token meets authorization criteria of the
authorization rule 1230

Permitling an action to be executed If the results of the
comparing meet the autheorization criteria

1240

FIG. 18
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POSITIONALLY-ENCODED STRING
REPRESENTATIONS, INCLUDING THEIR
USE IN MACHINE LEARNING AND IN
SECURITY APPLICATIONS

FIELD

The present disclosure generally relates to creating and
manipulating positionally-encoded representations of char-
acter strings. Particular implementations relate to using
binary matrix string representations in machine learning
applications and 1n security applications.

BACKGROUND

A significant portion of data used by computer systems 1s
in the form of character arrays or strings. While comparing
two numerical values using a processor (€.g., a mICropro-
cessor of a computer device) 1s typically very fast, compar-
ing two strings can be more time consuming, as potentially
all characters 1n the smallest string would need to be
evaluated before a mismatch could be determined. Thus, in
the worst case scenario, string comparison has a linear time
complexity based on the number of characters 1n the shortest
string. In some cases, 1t may be desirable to determine the
degree of overlap between two strings, 1n which case the
time complexity will always be linear with respect to the
number ol characters in the shortest string. For very long
strings, or when large numbers of strings are to be compared,
significant processing resources, and time, can be required.

String comparison can be even more complex, and time
and processor mtensive, when one or more characters of a
string are to be analyzed to determine whether they fall
within a set or range of values. In some cases, both a source
string a target string may have one or more characters that
can fall within a set, or range, of values. In these cases, 1t
may be necessary to sequentially test a character of the target
string against possible values specified 1n the source string.
Thus, 1n the worst case, for a particular character in the target
string, multiple possible character values may need to be
tested against every possible value of the source string.

Machine learning can be an eflicient way to compare
quantities, to categorize or classily mput values, and to
discover and utilize patterns and relationships 1 data. In
many cases, the results provided by machine learning can be
more accurate, and can be obtained i1n a shorter amount of
time and with less processing power, than using more
traditional methods. In some cases, traditional methods may
be simply be unable to replicate machine learning. However,
machine learning typically requires numerical mput, and
thus may be unsuitable for use with strings, given how
strings are typically represented mm computing languages
(e.g., as sequences ol characters).

Thus, there remains room for improvement in string
comparison technology, and 1ts application in fields such as
security and authorization.

SUMMARY

This Summary 1s provided to introduce a selection of
concepts 1 a sumplified form that are further described
below 1n the Detailed Description. This Summary 1s not
intended to 1dentily key features or essential features of the
claimed subject matter, nor 1s 1t intended to be used to limait
the scope of the claimed subject matter.

Techniques and solutions are described for facilitating
evaluation of strings, including comparing a plurality of
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strings, comparing a string with a rule, and evaluating a
string using a machine learming algorithm. In a particular
aspect, an authorization value 1s received that includes at
least one character string. At least a portion of the character
string 1s converted to a positionally-encoded representation.
The converting includes, for each of a plurality of characters
of the character string, comparing the character to an encod-
ing schema. The encoding schema includes an array of a
plurality of unique characters, such as the unique characters
from which a string may be formed. The array has a length,
and each unique character in the array has a unique position
in the array.

A number of elements 1n a data structure are provided, the
number being equal to the length of the array. The plurality
of elements has an 1nitial position, such as an 1nitial position
within an array. For a character being converted, a unique
character in the array of unique characters 1s determined that
1s the same as the character of the character string. An index
position of the unique character 1s determined. A position in
the data structure 1s determined that 1s equal to the sum of
the 1mtial position and the index value. A value at the
determined position of the data structure 1s set to indicate
that the character of the character string 1s the determined
unique character. Elements of the data structure that are not
the unmique character have a value that indicates that the
unique character at the corresponding position in the array of
umque characters 1s not the character of the character string.
For example, characters present in the character string can
have a value of one, or a first Boolean value, and characters
not present 1n the character string can have a value of zero,
or a second Boolean value. Or, the designations can be
reversed (e.g., zero representing that a value 1s present in the
character string).

The positionally-encoded string representation 1s com-
pared with an authorization rule to determine whether the
positionally-encoded string representation meets authoriza-
tion criteria. Authorization 1s provided or denied based on
results of the comparing.

According to another aspect, a positionally-encoded rep-
resentation of at least a portion of a string 1s created, such as
a positionally-encoded representation that includes binary or
Boolean values indicating a character of the string. The
string includes a plurality of characters. The positionally-
encoded representation 1s created by encoding a data struc-
ture based on the positions of a plurality of characters of the
at least a portion of the string in an encoding schema. The
positionally-encoded string representation 1s provided as an
input to a machine learming algorithm. The machine learning
algorithm provides an output value, which 1s analyzed to
determine whether the string 1s a member of a set.

In a further aspect, a method 1s provided that includes
creating a positionally-encoded representation of an autho-
rization token, where the positionally-encoded string repre-
sentation can include digits or Boolean values. The autho-
rization token includes at least one string. The positionally-
encoded representation 1s created by encoding a data
structure based on the positions of a plurality of characters
of at least a portion of the string in an encoding schema. The
positionally-encoded representation of the authorization
token 1s compared with a positionally-encoded representa-
tion of an authorization rule. The authorization rule defines
a set of authorized strings. It 1s determined if the position-
ally-encoded representation of the authorization token meets
authorization criteria of the authorization rule. If the results
of the comparing meet authorization criteria, an action, such
as a restricted action, 1s permitted to be executed.
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The present disclosure also includes computing systems
and tangible, non-transitory computer readable storage
media configured to carry out, or including instructions for
carrying out, an above-described method. As described
herein, a variety of other features and advantages can be
incorporated into the technologies as desired.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram schematically depicting how an
object, and optionally a rule or criteria, having at least one
string can be positionally-encoded, such as by a binary
matrix, using an encoding schema.

FIG. 2 1s a diagram schematically depicting binary matrix
cubes 1n which a plurality of strings, or string portions, can
be positionally-encoded by applying an encoding schema.

FI1G. 3 1s a diagram schematically depicting how an object
and an authorization rule, each having a plurality of strings
or string portions, can be represented as a matrix cube, or
three-dimensional array, by applying an encoding schema.

FI1G. 4 1s a diagram schematically depicting a process for
converting a string to a binary matrix representation by
applying an encoding schema.

FIG. 5 1s diagram schematically depicting a process for
comparing two positionally-encoded string representations
using a comparison engine.

FIG. 6 1s a diagram schematically depicting a process for
analyzing a positionally-encoded string representation with
a machine learning algorithm.

FIG. 7 1s an example system architecture for a computing
system 1n which at least certain disclosed mnnovations can be
implemented.

FIG. 8 1s a diagram schematically depicting how, in a
rules framework, a plurality of data objects and a plurality
of data functions can be processed according to a plurality
of rules of a rule set.

FIG. 9 1s example C++ source code describing an encod-
ing schema and methods for determining a character type of
encoded data.

FIG. 10 1s example C++ source code describing a method
for converting a string to a positionally-encoded represen-
tation using an encoding schema.

FIG. 11 1s example C++ source code describing a method
for converting a positionally-encoded string representation
to a one-dimensional binary representation of the string or a
character representation of the string.

FIG. 12 1s example C++ source code describing a method
for comparing two positionally-encoded string representa-
tions.

FI1G. 13 1s example C++ source code describing a method
for analyzing wildcard characters in a positionally-encoded
string representation.

FI1G. 14 1s example C++ source code describing a method
of comparing a discrete value of one positionally-encoded
string representation to a range of values.

FIG. 15 1s a table 1llustrating example comparison results
from comparing values of an authorization object or token
with an authorization rule.

FI1G. 16 1s a flowchart of an example method for analyzing
a string to determine whether the string complies with an
authorization rule.

FIG. 17 1s a flowchart of an example method for deter-
mimng whether a string 1s a member of a set.

FIG. 18 1s a flowchart of an example method for deter-
mimng 1i an authorization token meets authorization critera.

FIG. 19 1s a diagram of an example computing system in
which some described embodiments can be implemented.
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FIG. 20 1s an example cloud computing environment that
can be used 1n conjunction with the technologies described
herein.

DETAILED DESCRIPTION

Example 1—Overview

A sigmificant portion of data used by computer systems 1s
in the form of character arrays or strings. While comparing
two numerical values using a processor (€.g., a mICropro-
cessor of a computer device) 1s typically very fast, compar-
ing two strings can be more time consuming, as potentially
all characters in the smallest string would need to be
evaluated before a mismatch could be determined. Thus, 1n
the worst case scenario, string comparison has a linear time
complexity based on the number of characters in the shortest
string. In some cases, it may be desirable to determine the
degree of overlap between two strings, 1n which case the
time complexity will typically be linear with respect to the
number of characters 1n the shortest string. For very long
strings, or when large numbers of strings are to be compared,
significant processing resources, and time, can be required.

String comparison can be even more complex, and time
and processor mtensive, when one or more characters of a
string are to be analyzed to determine whether they fall
within a set or range of values. In some cases, both a source
string a target string may have one or more characters that
can fall within a set, or range, of values. In these cases, 1t
may be necessary to sequentially test a character of the target
string against possible values specified in the source string.
Thus, 1n the worst case, for a particular character in the target
string, multiple possible character values may need to be
tested against every possible value of the source string.

As an example, strings can be used for security purposes,
including evaluating access rights and action permissions. A
particular employee may be associated with an access
object, which can include many fields, each field having a
range of possible string values. Access to a resource, or
permission for an action, may be provided for a range of
possible access objects, such as authorization tokens. When
a user wants to access a resource or perform an action, one
or more fields of their access object may be compared with
a rule speciiying possible acceptable values that will allow
the access or action. It may also be of interest whether the
permissions provided to a user (e.g., 1n an authorization
object) may result 1n an undesired situation, such as the
potential for fraud or a compliance 1ssue. In this case,
multiple permissions ol the user may be analyzed using
multiple rules, where each rule 1s associated with many
possible string values. Carrying out these types of analyses
using traditional string comparison techniques can be very
time consuming. In many cases, because ol analysis com-
plexity and long processing times, the analysis 1s only
performed after a problem has been discovered.

Machine learning can be an eflicient way to compare
quantities, to categorize or classity mput values, and to
discover and utilize patterns and relationships 1n data. In
many cases, the results provided by machine learning can be
more accurate, and can be obtained in a shorter amount of
time and with less processing power, than using more
traditional methods. In some cases, traditional methods may
be simply be unable to replicate machine learning. However,
machine learning typically requires numerical input, and
thus may be unsuitable for use with strings, given how
strings are typically represented in computing languages
(e.g., as sequences ol characters).
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Thus, there remains room for improvement in string
comparison technology, and 1ts application 1n fields such as
security and authorization.

The present disclosure provides an innovative mechanism
for converting strings into a positionally-encoded represen-
tation. Specifically, an encoding schema can be used to
convert the string into a matrix (including represented as an
array), including as a matrix cube, or three-dimensional
array, for a positionally-encoded representation of multiple
strings or string portions. Various encoding schema can be
used, such as depending on the character set used for the
string. In some cases, an object to be evaluated can have
multiple components that are to be evaluated. For instance,
an authorization object can be used to describe access and
action permissions for a user. The authorization object may
be formed from many fields. A plurality of the fields may be
analyzed 1n determining whether access to a particular
resource or performance of an action 1s authorized. In such
cases, at least a portion of each field, or statement, can be
represented as a matrix. When a positionally-encoded rep-
resentation of authorization object includes multiple matri-
ces, the matrices can be stacked to form a cube.

Once a positionally-encoded representation of a string, or
multiple strings, has been created, the positionally-encoded
string representation can be subject to various types of
analysis, including comparing the representation to other
positionally-encoded string representations or a position-
ally-encoded representation of a rule. Generally, a position-
ally-encoded string representation can be analyzed to deter-
mine whether 1t 1s equivalent to, or a subset of, another
positionally-encoded string representation, or meets rule
criteria. For instance, an authorization object can be repre-
sented as a matrix or cube, and a rules object, specilying
values that will result 1n an action or access being autho-
rized, can be represented as a matrix or cube. The position-
ally-encoded representations of the authorization object and
the rules object can be compared to determine whether
access 15 authorized.

Being expressed as positionally-encoded representations,
the matrix, cube, or collapsed (e.g., one-dimensional) rep-
resentation of a string, or multiple string statements, can be
used as imput to a machine learning component. For
instance, one or both of a positionally-encoded representa-
tion of an authorization object and a positionally-encoded
representation of rules object can be provided to a machine
learning component. In some cases, machine learning can be
applied to compare the authorization object and the rules
object. For instance, a machine learning component can
determine 1I one, or multiple, string statements of each
object match, or can determine a degree of matching.

Converting strings to positionally-encoded representa-
tions so that machine learning algorithms can be used for
comparison purposes can greatly speed the comparison
process, particularly when one or both of the objects include
characters that can take multiple values. In addition to the
more rapid comparison provided by using a positionally-
encoded representation of a string, machine learning can
uncover patterns such that fewer characters of the strings are
be compared before a result can be determined. Thus, using
machine learning, positionally-encoded representations of
strings can allow characters to be compared more quickly,
and can require fewer comparisons before a decision 1is
reached.

As discussed above, the disclosed innovations can be used
in checking authorization, as well as checking to see whether
a particular authorization may give rise to risks (e.g., fraud,
compliance violations). The faster processing provided by
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the disclosed innovations can enable real time access com-
parisons, including real-time risk assessment. For instance,

while typical string comparison techniques for risk assess-
ment can require hours or days to complete, the disclosed
innovations can provide comparison results 1n seconds, or
less, allowing for real-time authorization checking. Real-
time authorization checking can prevent problems from
occurring, rather than merely being used to discover the
source ol a problem that has already occurred.

The disclosed innovations can be applied in other con-
texts, such as comparing other types of security tokens that
are Tormed from, or include, strings.

Example 2—Example Process for Creating
Positionally-Encoded String Representation

FIG. 1 illustrates how an instance 110 of an object or
datatype, having one or more strings 120 (e.g., a sequence of
characters, such as letters, numbers, symbols, and combi-
nations thereol that 1s not a numerical datatype) can be
converted into a positionally-encoded representation 140
using an interface or encoding schema 150. Stings 120 are
not limited to any particular datatype for a collection of
characters. Strings 120 can be, for example, string literals,
instances of a string class, null terminated character arrays
(C-style strings), and the like. Rather than multiple discrete
strings 120, the strings can represent a portion of a string,
including multiple portions of a longer string.

Instance 110 1s shown as including two strings 120, but
can optionally include more strings (indicated by dashed
lines 160) or fewer strings. The strings 120 can be of the
same or different string types, and can be of the same or
different lengths. In at least some cases, an mstance 110 can
include non-string elements. That 1s, for example, the
instance 110 can be an abstract data type that includes at
least one string 120 data member and one or more non-string
data members. The data members can be maintained sepa-
rately, or can be maintained as a continuous sequence of
characters, with, for example, various sequence ranges being
associated with particular data members and data types (e.g.,
characters 1-50 may be a string and characters 51-60 rep-
resent an integer value).

A positionally-encoded representation 140 of a string 120
can be a representation where each character of the string (or
a portion of the string to be included 1n the representation)
1s represented by the position of the character 1n the encod-
ing schema 150. The positionally-encoded representation
can be a binary representation (€.g., using zeros and ones, or
Boolean values), where the value at a position in the
positionally-encoded representation 140 indicates that a
corresponding character 1s, or can be, present 1n the string
120. The positionally-encoded representation can thus be a
collection of n-tuples, where n 1s equal to the number of
potential characters (or, the number of characters in the
encoding schema 150, which, 1n some cases, may be less
than all possible characters, such as 1f some characters are
removed from the string 120 1n forming the positionally-
encoded representation). The number of elements i the
collection can be equal to the number of characters in the
string 120, or at least the number of characters that are to be
included 1n the positionally-encoded representation 140. The
possible values of the tuple elements are typically binary
values, including Boolean values, which serve as status flags
to indicate whether the particular character at the position in
the tuple 1s, or can be, present 1n the string 120.

The positionally-encoded representation 140 can an inter-
mediate string representation. The positionally-encoded rep-




US 10,375,120 B2

7

resentation 140 can be stored internally in a computer
system 1n hardware, such as in memory or persistent storage.

The schema 150 can act as a blueprint of a conversion tool
for converting a string 120 to the positionally-encoded
representation 140. In particular aspects, the schema 150 1s
applied to each character of the string 120 that 1s to be
converted to the positionally-encoded representation. The
schema 150 can be used to interconvert an individual
character of a string 120 (or a rule relating to strings) to a
positionally encoded representation. The schema 150 can be
represented as an n-tuple, where n 1s the number of possible
characters 1n the string 120 (or that are recognized in the
schema 150 and can be converted to the positionally-
encoded representation 140). Each element of the n-tuple 1n
the encoding schema 1350 can be a unique character. To form
the positionally-encoded representation 140, the element of
the binary tuple corresponding to a string character having
the same position as the position of the character in the
n-tuple 1s set to have a value imdicating the presence of the
character (e.g., 1 or true). Positions of the binary n-tuple of
the positionally-encoded representation 140 that cannot take
a particular character value are set to a different value (e.g.,
0 or false).

The encoding schema 150 can be an array having a length
equal to a number of characters in a character set. For
instance, the modern English alphabet includes 26 letters,
cach having an uppercase form and a lowercase form. In
order to encode a string 120 formed from uppercase letters
in the English alphabet, the array of the encoding schema
150 would include 26 elements or positions. However, the
schema 150 1s not limited to an alphabet, and can include
letters, numbers, symbols, and combinations thereof. The
schema 150 can use a recognized character set (e.g., the
English alphabet, the alphabet of another language, a char-
acter set such as ASCII, Unicode, or the like), or can use a
custom or arbitrarily constructed character set.

In the schema, the first letter of the alphabet 1s assigned
to the first position in the array (e.g., element zero), the
second letter of the alphabet 1s assigned to the second
position, and so on. When a string 120 1s to be encoded, each
character 1n the string 1s associated with an array having the
length of the encoding schema 150. The position in the array
corresponding to the character 1s set to one, while all other
positions 1n the array are set to 0. So for, example, for the
string “DAB,” applying the encoding schema 150 would
produce the array (taking the first four positions of the array)
of [0,0,0,1,...]for “D,” [1,0,0,0,...]for “A”, and
[0, 1, 0,0, ... ]for “B.” The combination of these arrays
produces the positionally-encoded representation 140, a
matrix having a number of rows equal to the length of the
string 120 (either the actual length of the string, or the total
possible length of the string) and a number of columns equal
to the number of characters used in the encoding schema
150.

In cases where a string length 1s set (e.g., a program
defines a string as having maximum length), and a string 120
has fewer actual characters 1n the set, the rows of the matrix
140 for which there are not actual string character values can
be denoted by setting all of the row elements to zero (e.g.,
[0, 0,0,0,...]), or a particular Boolean value (e.g., true).
The matrix 140 can also be used to indicate where multiple
string values are possible. For instance, for a “wildcard”
character, all of the row elements for that character (or, 1n
some cases, multiple characters), can be designated by
setting all row elements to one (e.g., [1,1, 1, 1,...]). In the
case of a wildcard that 1s to apply to a range of string
characters, such as remaining string characters, all of the
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remaining rows in the matrix 140 can have all of their
clements set to one. Taking “A*”” as an example, the first row
of the matrix 140 can be set to [1, 0, 0, O, . . . ], with the
remaining rows set to [1, 1, 1, 1, ... ].

In addition to representing a single value, or all possible
values, a row of the matrix 140 can be constructed to
represent multiple discrete values. In a row, all possible or
acceptable values for a character can be indicated by setting
the corresponding elements to one, and setting all other
clements to zero. For instance, for a string 120 where the
first character can be ‘B,’ or ‘C.’ the second character must
be ‘A,” and the remaining characters can have any value, the
matrix can be of the form:

[0,1,1,0,...

[1,0,0,0, ...

(1,1, 1,1, ...

Thus, the positionally-encoded, matrix, representation
140 can represent strings that would be diflicult or 1impos-
sible to represent using a character representation. Accord-
ingly, rather than being formed from a particular string 120,
a matrix representation can be constructed 1n another man-
ner, such as being defined by a user or being constructed
using particular rules or criteria 170, optionally using the
encoding schema 150.

As explained above, 1n at least some cases, the disclosed
innovations can facilitate comparing strings, or analyzing a
string for compliance with a rule. The rule can be a rule 170,
and can include wildcard values or may otherwise specity
that a particular element of a string 120 can have multiple
acceptable values. The string 120 can have a matrix repre-
sentation 140 that includes a discrete value (e.g., a single
clement has a value of one) while the rule can have a matrix
representation where one or more of the elements can have
multiple values (e.g., multiple, and 1n some cases, all,
clements 1n a row have a value of one).

In yet turther cases, rather than comparing a string 120 to
a rule 170, a matrix 140 can be produced that compares a
rule with an object that can represent multiple strings. For
instance, an authorization object for a user may specily a set
ol permissions possessed by the user, which can be specified
as a range or set of string values. A rules object can specity
a range, or set of string values, that are compliant with the
rule. The authorization object and the rules object can each
be represented by a matrix 140 where, 1n at least some cases,
one or more rows ol the matrix can have multiple values.
The authorization object can be compared with the rules
object to determine whether a set of values of the author-
zation object 1s a subset of the rules object. In other cases,
the rules object can specily string values that are not
authorized or compliant with a rule, and access or permis-
s1on can be denied if the authorization object 1s a subset of
the rules object (e.g., a blacklist versus a whitelist).

In at least some cases, permitting or denying access can
be carried out 1n response to determining whether or not a
positionally-encoded authorization object (such as an autho-
rization object provided by a software application) matches
a positionally-encoded representation of a rule (such as a
rule provided by a software application); or, more generally,
comparing two or more positionally-encoded strings. The
results ol comparing the positionally-encoded authorization
object to a positionally-encoded representation of a rule (or,
more generally, comparing two or more positionally-en-
coded strings) can be used to select between providing
access (or authorization) or denying access (or authoriza-
tion). The permitting or denying access, or authorization,
can be carried out, for example, by a software application.
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The authorization object and authorization rule can be
provided by a software application, and can be digital string,

representations (that 1n turn can be converted to positionally-
encoded representations).

An mstance 110 can have multiple strings 120, or a single
string can have multiple string elements that are to be
separately analyzed (e.g., a first set of characters 1s to be
analyzed, a second set 1s not to be analyzed or encoded, and
a third set of characters 1s to be analyzed). FIG. 1 illustrates
the instance 120 has having a string 120q and a string 1205.
While only string 120q 1s shown as encoded to produce the
matrix 140, if desired, string 1205 (or one or more other
strings or string elements) can be encoded to produce a
matrix. Multiple matrices for an instance 110 can be asso-
ciated, such as in a cube (e.g., implemented 1n a three-
dimensional array), and the cube used for comparison or
analysis purposes.

A positionally-encoded representation 140 of a string 120,
or string elements, can be described 1n one or more ways.
For mstance, a matrix can be collapsed to one-dimensional
representation and, generally, a cube, or multi-dimensional
representation of dimension n can be collapsed into a
one-dimensional representation. In the example above for
‘DAB,” the two-dimensional matrix can be collapsed by
sequentially listing values according to the rows or columns
of the matrix. Collapsing the example matrix by rows yields
0,0,0,1,...1,0,0,0,...0,1,0,0, ...]. When collapsed,
the matrix can represent a single numerical value, which can
casily be compared with another numerical value of another
positionally-encoded representation to determine whether
the representations are the same and, optionally, the degree
and nature of any diflerences.

Example 3—Example Cube Encoding Multiple
Strings or String Elements

As described in Example 2, multiple matrices, each for a
string or string element, also referred to as statements, can
be combined 1nto a single positionally-encoded representa-
tion. FIG. 2 depicts cubes 200, 202, each having a y-axis 210
representing an index position in the array of characters
from which the string 1s formed, a x-axis 220 representing
the 1ndex positions 1n an encoding schema, and a z-axis 230
representing different encoded statements. That 1s, each
plane (e.g., defined by the x and y axes), at a particular value,
1s a matrix 234, analogous to the matrix 140 of FIG. 1, for
the particular statement of the z-axis value.

As when a positionally-encoded representation of a string,
or string elements, 1s a matrix, a cube 200, 202 can also have
its dimensionality reduced, including to a one-dimensional
representation that can be analyzed as a single numerical
value. A cube 200, 202 can be collapsed by rows, by
columns, or by statement (by statement matrix 234, where
the matrix 1s collapsed by row or by column), e.g.:

Collapse by rows: statementlRowl, statement2ZRowl,

statement3Rowl, statementlRow?2 . . .

Collapse by columns: statement]1 Column1,
statement2Columnl, statement3Columnl,
statement]l Column?2 . . .

Collapse by  statement/rows: statement]1 Rowl,

statement] Row?2, statementl Row3, statement2Row] ..

Collapse by statement/columns: statementl Columnl,
statement]1 Column?2, statement 1 Column3,
statement2Columnl . . .

FIG. 2 also illustrates a comparison point 240. The

comparison point 240 can be used to compare, or otherwise
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relate, elements at multiple layers of a single cube 202, 202
or one or more elements of a first cube with one or more
clements of a second cube. Although shown as relating
clements at the same position 1n each matrix 234 of each
cube 200, 202, in other cases, a comparison point 240 can
relate elements at different layers i different cubes, or can
relate elements having different positions in the x-axis 220
or the y-axis 210 between different matrnix layers. Also,
although shown with cubes 200, 202, a comparison point
240 can be used with one or more positionally-encoded
string representations that are not cubes (e.g., one or more of
the positionally-encoded string representations can be a
matrix, such as a matrix represented as a two-dimensional
array), or can be used with one-dimensional, collapsed,
representation.

The cubes 200, 202 can be used, 1n some cases two relate
words 1n different languages. For instance, statement matri-
ces 234, within the same cube 200, 202, or between diflerent
cubes, can be used to relate English and German versions of
the same word or concept. In at least some examples,
different classes of strings can be related using positionally-
encoded string representations, provided that the same
encoding schema 1s useable (e.g., the strings typically share
the same character set).

Example 4—Example Process for Creating Matrix
Cube Representing Multiple Strings

FIG. 3 schematically depicts a process 300 for creating
cube representations 306, 308 of a first object instance 312
and a second object nstance 314, respectively, where the
first and second object 1nstances each have multiple strings
or string elements 318. In the example shown, first and last
strings or string elements 318 of the first and second objects
instances 312, 314 are used to construct the cube represen-
tations 306, 308. For example, the second object instance
314 can represent a rule, where only the first and last string
clements 318 of the first object instance 312 need be
analyzed to determine whether authorization is present.

Each of the strings or string elements 318 can be repre-
sented as an array 322 of characters 324. The arrays 322 are
converted to their matrix representations 338 using an
encoding schema 342. The encoding schema 342 can be
implemented as discussed above with respect to FIG. 1. The
matrix representations 338 can be combined to form the
cube representations 306, 308.

Example 5—Example Encoding Process

FIG. 4 1illustrates how an encoding schema 410 can be
used to produce a matrix representation 415 of a string 420.
The string 420, “MARVIN,” has six characters. Thus, six
rows will be needed in the matrix representation 413.
However, in some cases a matrix representation 415 can
include a larger number of rows than required for the actual
number of characters in a string, such as when a string 1s
defined to have a fixed size/number of elements, regardless
of the number of actual (e.g., meamngiul) characters or
clements 1n a particular string.

The encoding schema 410 1s shown as an array, where
cach element in the array is associated with a particular,
unique, character. The characters 1 the array can be num-
bers, letters, or symbols. Each character in the string 420 to
be encoded can be represented by an array 423, having a
number of elements equal to the number of elements in the
encoding schema. The identity of a character at a particular
position of the string 420 can be indicated by setting the
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value of the element having a position corresponding to the
position of the character 1n the encoding schema 410 to one
(or, setting all non-present characters to one and setting
present characters to zero), setting all present characters to
true and all non-present characters to false, setting all
present characters to false and all present characters to true,
or the like.

Each array 425 can be included, sequentially, in the matrix
representation 415. If desired, the matrix representation 415
can be re-converted to the string 420, which can be a
compressed representation of the string compared with the
matrix representation 415. Re-conversion can simply
involve forming the string 420 by adding a character to an
array of characters, where the character 1s determined as the
character of the encoding schema 410 associated with the
index position of the element of the array 425 having the
value of one.

Example 6—Example Comparison of
Positionally-Encoded String Representations

FIG. 5 schematically depicts how two positionally-en-
coded string representations 510, 514 can be compared
using a comparison engine 318. The positionally-encoded
string representations 510, 514 are shown as cubes, or three
dimensional, matrices. However, the positionally-encoded
string representations 310, 514 can have other forms, such as
a two-dimensional matrix or a collapsed matrix representa-
tion (e.g., a one-dimensional representation of a multi-
dimensional matrix or array), and can represent a larger or
smaller number of string statements.

The comparison engine 518 can include comparison logic
for conducting a comparison ol the positionally-encoded
string representations 510, 514, or selected portions thereof.
For instance, particular values or ranges of the positionally-

[

encoded string representations 510, 514 can be selected for
comparison. In at least some cases, the portions selected for
comparison need not be the same between the positionally-
encoded string representations 510, 514. For instance, a
two-dimensional array at a first z-axis value of positionally-
encoded string representation 510 can be compared with the
two-dimensional array at a second z-axis value of the
positionally-encoded string representation 514. For a par-
ticular two-dimensional array, a single value, multiple dis-
crete values, a range (such as a contiguous range) of values,
or multiple ranges of values can be specified for comparison.
In at least some cases, when multiple elements of a posi-
tionally-encoded string representation 310 are selected for
comparison, the same number, and, 1n at least some cases,
arrangement, ol elements 1s selected 1n the positionally-
encoded string representation 514, even if the positions of
the elements differs between the positionally-encoded string,
representations. In other cases, the number of elements, or
arrangement, of eclements being compared can difler
between the positionally-encoded string representations
510, 514, and logic of the comparison engine 318 can
resolve any differences in the number of elements being
compared, or their arrangement.

The comparison engine 518 can include a rules engine
522. While the comparison engine 518 can determine the
value of elements of the positionally-encoded string repre-
sentations 310, 514 to be compared, the rules engine 522 can
determine a relation of the wvalues, such as whether the
values match, whether a value 1s greater or less than another
value, or whether a value 1s within, or a subset of, another

value (e.g., a set).
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The rules engine 522 can communicate with a rules store
526 that includes rule definitions 530. The rule definitions
530 can specily rules that determine 1f single elements
match, can specily rules that determine whether particular
subsections of the positionally-encoded string representa-
tions 510, 514 match, or whether the positionally-encoded
string representations, overall, match. In at least some cases,
the rules store 526 can include multiple rule definitions 530,
and one or more particular rule definitions can be selected
for a particular comparison (e.g., an application or user can
specily one or more rules to be applied). Rule definitions
530 can be, for example:

1s an element of positionally-encoded string representa-
tion 510 the same as an element of positionally-en-
coded string representation 5147
an element of positionally-encoded string representa-
tion 510 within a range of elements positionally-en-
coded string representation 3514, including the end-
points?
an element of positionally-encoded string representa-
tion 510 within a range of elements of positionally-
encoded string representation 514, excluding the end-
points?

a range ol elements of positionally-encoded string
representation 510 equal to, or a subset of, a range of
clements of positionally-encoded string representation
5147

Rule defimitions 530, or logic of the comparison engine 518,
can also include logic for handling wildcard operations or
cases where an element of a positionally-encoded string
representation 510, 514 can include multiple values.

The comparison engine 518 can be in communication
with a rendering engine 540. The rendering engine 540 can
include one or more report templates 544. Comparison
results from the comparison engine 518 can be formatted
into a report using a report template, and the report rendered
for output, such as to a display or printer.

In a specific example, the positionally-encoded string
representations 510, 514 can represent an authorization
object and an authorization rule. An authorization object, or
an authorization rule, can be defined in terms of an autho-
rization interval. An authorization interval can be used to
describe permissions possessed by a user (or another entity,
such as a software application or computer system), or an
authorization rule that defines what authorization objects are
authorized (or are not authorized). An authorization interval
can be a range, which can be a range that 1s bounded on one
end (e.g., has a starting value but not an ending value, or has
an ending value but not a starting value), or can be bounded
at both ends by a starting (or “from”) value and an ending
(or “t0”) value. Values can be open ended, such as by using
a wildcard symbol (e.g., **’).

When an authorization object 1s compared with an autho-
rization rule, a single value of an authorization object can be
compared with a single value of an authorization rule, one
of the authorization object and authorization rule may have
a range and the other a single value, or both the authorization
object and the authorization rule may be specified 1n terms
of ranges. A comparison of the authorization object and
authorization rule may determine whether two single values
match, whether a single value 1s within a range, or whether
two ranges overlap. When a range 1s used, a comparison rule
can specily whether or not the range endpoints count as a
match.

As an example of ranges, a range may be specified as A*
to Z* (which can be referred to as a pattern), which will
match any string that begins with an uppercase letter (as-

1S

1S
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suming case sensifivity). A range may be specified as A*, 1n
which the range 1s strings that begin within an uppercase A.
A range may be specified as ABO1 to AL20 (which can be
referred to as a character group), which 1s the range of
strings that have the first character of A, a second character
between B and L, and a number between 1 and 20. In other
aspects, ranges may be specified in different ways, an
authorization object or rule 1s not specified as an authoriza-
tion interval, or the mnovations are applied to areas other
than authorization objects and rule.

Example 7—Example Machine Learning Analysis
of Positionally-Encoded String Representation

A key benefit of the disclosed innovations 1s that strings
can be converted to a numeric representation that can be an
input to a machine learning algorithm. Typically, machine
learning algorithms are unable to use strings as input. FIG.
6 illustrates a process 600 for analyzing a positionally-
encoded representation of a string 610 using a machine
learning component 614 applying an algorithm 618. The
output 622 of the machine learning component 614 can be
a classification of the mput positionally-encoded string
representation 610, such as into one or more categories 626.
The output 622 can be, for example, a yes/no (true/false)
determination, or a classification into a category 626.

The output 622 can represent different aspects of the input
positionally-encoded string representation 610, such as
depending on the nature or meaning of the input position-
ally-encoded string representation 610 and the algorithm
618 (including any training provided to the algorithm). In
the case of a positionally-encoded string representation 610
ol an authorization, the categories 626 can represent access
to a resource, or authorization for an action, being autho-
rized or not authorized. Or, the categories 626 can represent
a risk level associated with providing access to a resource,
or permitting an action to be executed, such as low, medium,
or high risk. In other cases, rather than categories 626, the
machine learning component 614 can provide a different
type of output 622, such as a numeral value that can be
associated with an aspect of the input 610, such as a
numerical value that 1s associated with a risk level.

The machine learning component 614 can accept multiple
inputs, mcluding the input 610 and one or more additional
inputs 630. The additional inputs 630 may be positionally-
encoded representations of other strings or objects that are to
be compared with the input 610, or can represent rules that
are used to evaluate the mput. The machine learning com-
ponent 614 can be used, for example, to compare the input
610 with one or more of the additional mputs 630. In a
specific example, the input 610 1s an authorization object
and an additional 1input 630 1s a definition for authorization
objects that are allowed (or not allowed) to access a resource
or perform an action. In another example, the mput 610 1s an
identifier for an entity (e.g., a person or an object, such as a
product, piece ol machinery, or information) and the addi-
tional mput 630 1s a rule that specifies what entities should,
or should not be provided to another entity (for instance,
determining whether a piece of machinery should be sold to
a company located in a country that may be subject to
sanctions). In other cases, rather than determiming whether
authorization 1s present, the additional inputs 630 can be
used to determine a level of risk for enabling access to a

resource or allowing an action.

Example 8—Example Software Architecture

FI1G. 7 1s a block diagram providing an example software
architecture 700 that can be used in implementing at least
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certain embodiments of the present disclosure. The archi-
tecture 700 includes a computing platform 708 and a data-

base 710. In specific examples, the computing platform 708
can be the S/4 HANA platiorm, and the database 710 can be
the HANA database system, both of SAP SE of Walldort,

(ermany.

The computing platform 708 can include an analysis
engine 714. The analysis engine 714 can analyze one or
more strings or object mstances having at least one string
component. For istance, the analysis engine 714 can ana-
lyze a string component to determine whether access to a
particular resource, or taking a particular action, 1s autho-
rized, or to determine a level of risk associated with the
string component, such as a level of risk 1n authorizing
access to a particular resource or to take a particular action.

The analysis engine 714 can communication with a com-
parison engine 718 which can be, for example, the compari-
son engine 318 of FIG. 5. The comparison engine 718 can

access a rules framework 722, which can be the rules engine
522 of FIG. §.

The comparison engine 718 can also be in communication
with a consumption view 724 that can be generated using
data stored in a data store 726 of the database 710 and the
results of analyzing a model associated with an analysis
procedure of the analysis engine 714. The model can be
maintained and defined 1n a model layer 730 of the database
710. The consumption view 724 can represent a compilation
of data and, optionally, transformation of the data into a
format that can be read and manipulated by the analysis
engine 714 and other components of the architecture 700. In
particular implementations, the consumption view 724 pro-
vides an interface for requests, such as requests using the
ODATA protocol, from the analysis engine 714, including
requests originating at other components of the architecture
700. In a specific example, the consumption view 724 can be
a CORE DATA SERVICES CONSUMPTION VIEW pro-
vided by the HANA database system and S/4 HANA plat-
form of SAP SE of Walldort, Germany.

The consumption view 724 can be generated 1n part from
a data view 734, such as a CORE DATA SERVICES VIEW
provided by the HANA database system and S/4 HANA
platiorm of SAP SE of Walldort, Del. The data view 734 can
be a design-time object that aggregates, formats, or other-
wise manipulates or presents data from one or more data
sources. For example, the data view 734 can be constructed
from one or more query views 738 provided by the database
710. For example, a query view 738 may represent a table,
such as virtual table, generated from the response to a query
request processed by the database 710, such as using struc-
tured query language (SQL) statements to retrieve data from
the data store 726. In a specific example, the query view 738
can be a SQL VIEW provided by the SAP HANA database
system, 1n particular the SAP HANA EXTENDED APPLI-
CATION SERVICES, of SAP SE of Walldort, Germany.

The consumption view 724 can also include data provided
by predictive analytics (including machine learning algo-
rithms) associated with an analysis being executed or man-
aged by the analysis engine 714. In a particular example, the
consumption view 724 can include or be associated with
functions that define data to be included 1n the consumption
view. The functions can be maintained by a data view
functions component 742 which, 1n particular examples, can

be a CDS TABLE FUNCTION of the S/4 HANA platform
of SAP SE of Walldort, Del. The data view function com-
ponent 742 can, for example, allow structured query lan-
guage functions to be included 1n the consumption view 724.
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A particular function of the data view function component
742 can be associated with an object implementing the
function associated with, or stored 1n, a function implemen-
tation component 748. In a particular example, the functions
can be implemented 1n the ABAP programming language,
such as an ABAP managed database procedure that can be
used to manage or call stored procedures maintained in the
database 710. More particularly, the function implementa-
tion 748 can be 1n communication with, and call or manage

procedures stored 1n, a query procedures store 752 of the
database 710.

At least a portion of the query procedures of the query
procedure store 752 can interact with the model layer 730.
For example, procedures of the query procedure store 752
can retrieve, and optionally mampulate, data associated with
a model maintained by the model layer 730. In at least some
cases, other components of the computing platform 708 can
interact with the model layer 730, such to create, edit,
manage, or delete models. In other cases, another compo-
nents of the architecture 700 (including components not
specifically 1llustrated 1n FIG. 7) can interact with the model
layer 730 to carry out such actions.

In at least some cases, the model layer 730 can provide a
framework for creating and manipulating models within the
architecture 700, including models that can be used for

predictive modeling, or models that can be used for other
purposes. In a particular implementation, the model layer
730 1s, or includes, the UMML4HANA or PREDICTIVE
ANALYSIS INTEGRATION frameworks of SAP SE of
Walldort, Germany. In some cases, a single model may be
used to model one or more aspects of a particular analysis of
the analysis engine 714 (e.g., to determine whether two or
more strings match, 11 a string complies with a rule, or string,
analytics). In other cases, multiple models can be used for a
single analysis. For instance, different models may be asso-
ciated with different steps of the analysis.

The model layer 730 can communicate with a predictive
modeling engine 758 to carry out analyses associated with a
model. In some cases, the predictive modeling engine 758
can execute analysis procedures stored in an analysis library
762. In particular examples, the analysis library can be the

AUTOMATED PREDICTIVE LIBRARY, the PREDIC-
TIVE ANALYSIS LIBRARY, or the APPLICATION
FUNCTION LIBRARY of SAP SE of Walldort, Germany.
Non-limiting examples of predictive analysis techniques
that can be used by the predictive modeling engine 7358
include clustering, classification, regression, association,
time series, preprocessing, statistics, social network analy-
s1s, and combinations thereof. In particular cases, the pre-
dictive analysis can include a machine learning component.
Suitable machine learning techniques can include decision
trees, artificial neural networks, instance-based learning,
Bayesian methods, reinforcement learning, inductive logic
programming, genetic algorithms, support vector machines,
or combinations thereof.

In at least some cases, the predictive modeling engine 758
can apply multiple analysis techmiques to a particular model.
The analysis technique, or techniques to be used, can, 1n
some aspects, be directly specified, such as by a user when
constructing a model. In other aspects the predictive mod-
cling engine 758 can determine which analysis technique
should be used, or can analyze the model with multiple
techniques. In a specific example, the predictive modeling
engine 758 can apply an algorithm, such as structured risk
mimmization, to determine one or more analysis techniques
that provide usetful information.
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The analysis library 762 can include, or can be in com-
munication with, matrix functions 766. Matrix functions 766
include functions for creating positionally-encoded repre-
sentations of strings, for converting positionally-encoded
string representations back to string form, and for comparing,
positionally-encoded string representations. In at least some
implementations, the matrix functions 766, and/or the analy-
s1s library 762, can be accessed without accessing the
predictive modeling engine 758. For instance, the analysis
library 762 or matrix functions 766 can be accessed by query
procedures 7352 and or the model layer 730.

The model layer 730 can optionally be in communication
with an analysis interface 768. In some implementations, the
analysis interface 768 can allow for creation or manipulation
of models of the model layer 730. For example, the analysis
interface 768 can be in communication with a client system
770. In further implementations, the analysis interface 768
can provide access to additional analysis tools or compo-

nents. For instance, the analysis interface 768 can use

machine learning capabilities provided by AMAZON WEB
SERVICES (Seattle, Wash.), GOOGLE CLOUD PLAT-
FORM (Google Inc., Mountain View, Calif.), MICROSOFT
COGNITIVE S_,RVIC_JS (Microsoft Corp, Redmond,
Wash.), HPE HAVEN ON DEMAND (Hewlett Packard
Enterprise Development LP, Palo Alto, Calil.), and IBM
WATSON SERVICES ON BLUEMIX (IBM Corp.,
Armonk, N.Y.).

The data store 726 of the database 710 can include data,
such as data used 1n a process associated with the analysis
engine 714. For example, the data can be stored in data
tables 774. The data store 726 can also include data to be
used by the model layer 730. In some cases, the model layer
730 can directly access data in the data tables 774. In other
cases, the database 710 can maintain data associated with the
model layer 730 1n model tables 778.

Returning to the computing platform 708, the analysis
engine 714 can be in communication with an application
server 782 or similar component for providing access to the
analysis engine 714 to a user or external applications. The
application server 782 can include specific components to
execute functionality associated with the analysis engine
714. The application server 782 can be 1n communication
with a user interface component 790 that can send 1informa-
tion to, and receive information from, the client system 770,
such as through a network interface 792. The user interface
790 can process commands for execution by the application
server 782, or format information for consumption by the
client system 770.

The client system 770 can include a network interface 794
for communicating with other components of the architec-
ture 700, including the computing platform 708. Although
not shown, in some embodiments, the client system 770 can
directly communicate with the database 710. The network
interface 794 can communicate with a user interface 796.
The user interface 796 can be used to display information to
a user and to receive user commands 1n interacting with an
analysis managed by the analysis engine 714.

The architecture 700 can include more or fewer compo-
nents than shown, and may be organized in other manners.
For example, functionality of a particular component can be
carried out by another component. In addition, in at least
some cases, functionality can be carried out using multiple
components. In a specific example, the functionality of two
or more ol the client system 770, the computing platform
708, and the database 710 can be combined 1n a single
system.
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Example 9—Example Rules Framework for
Positionally-Encoded String Representations

FIG. 8 schematically depicts a system 800 1illustrating
how a collection of logical data objects 810 can interact with
a rules framework 814 (e.g., a rules framework 1 commu-
nication with the comparison engine 714 of FIG. 7, which
can be 1n communication with a rules engine, such as the
rules engine 522 of FIG. 5) to create a rule set 818 that can
be used by an analysis engine, such as the analysis engine
714, including to provide a determination of whether an
access request or action 1s authorized, or to determine a level
of r1sk, such as a risk level associated with an access request
or action (which can also be used to determine whether to
allow the access or action).

The logical data objects 810 can be maintained i a
repository 822. In some examples, the repository 822 can be
a database, such as the database 710. In other examples, the
repository 822 can be maintained in a different manner,
including being maintained by another component of the
architecture 700, such as a repository maintained in the
computing platform 708.

The logical data objects 810 can represent or contain
information related to various components, such as tasks,
decision, or data items (e.g., individual data elements, or
collections of data elements, such as information related to
a particular individual or a particular account) which can be
analyzed, such as using the analysis engine 714. In particular
examples, the logical data objects 810 can be authorization
objects, representing permissions for a particular user, for
example, or can be rule objects, useable to determine what
permissions are needed to access a particular resource or
carry out a particular action. The logical data objects 810 can
serve as 1nput to one or more function objects 826 of a
function repository 830. The function objects 826 can per-
form processing on one or more logical data objects 810, or
other information, serving as imnput for the function object. In
at least some cases, a function object 826 can return a result
object 834 that includes an outcome of rule processing (e.g.,
whether authorization exists, whether access or an action
should be permitted, a risk level, etc.). The logical data
objects 810, function objects 826, and, optionally, results
objects 834, can form a model, or model specification, for a
particular analysis.

The function objects 830 can be associated with one or
more rules 838 of the ruleset 818. The rules 838 can define
actions to be taken 1n response to a particular function object
826, such as based on values associated with, or produced
by, the function object. The rules 838 can specily actions to
be taken, as well as the conditions under which the rule
should be applied. A rule 838 can be, for example, can be a
definition of when two positionally-encoded string repre-
sentations are equivalent or meet other criteria. Although not
shown 1n FIG. 8, 1n at least some cases, the rules 838 can
access additional data for use 1n carrying out the rule. The
rules 838 can also return information to be incorporated in
the result objects 834.

The system 800 can allow for decoupling of the logical
data objects 810, function objects 826, and rules 838, which
can facilitate creating and modilying an analysis, or the
ruleset 818 used 1n executing, evaluating, or monitoring the
analysis. In addition, the system 800 illustrates how an
analysis, such as an analysis defined using the logical data
objects 810, function objects 826, and result objects 834, can
be decoupled from the basis of the ruleset 818.
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Example 10—Example Source Code Implementing,
Encoding Schema

FIG. 9 illustrates example source code (in C++) that
defines an encoding schema or interface, and sets dimen-
sions for a positionally-encoded representation of an object
that includes at least one string. In this case, the object
includes at most two strings that are to be positionally-
encoded, and so the positionally-encoded representation 1s a
matrix cube, or three-dimensional array, having a maximum
depth of two. The height of each matrix 1n the cube 1s limited
to 50 characters, and the width 1s equal to the number of
characters or elements 1n the encoding schema.

FIG. 9 also illustrates function prototypes for determining,
whether a particular element of a cube 1s a letter or a number,
as comparisons may be carried out differently depending on
the nature of the element. Although not shown, other func-
tions can be included to determine the nature of an element,
such as to determine the case of a letter or to determine
whether an element 1s a symbol, or other type of non-letter/
non-numerical element.

Example 11—Example Source Code for Creating
Positionally-Encoded String Representation and for
Reforming Character String Representation

FIG. 10 illustrates an example function, digitalize, that
converts one or more strings, provided in the “from™ and
“t0” parameters, to a matrix cube (e.g., two-dimensional
matrix, which can be represented as a three-dimensional
array) representation. If one of the “from” and *“to” param-
eters 1s not provided, the cube representation i1s changed to
a matrix representation (e.g., the cube has a depth of one).

The function 1iterates through the string, each iteration
representing a y-axis position of the cube (e.g., character or
clement or the string) corresponding to a string element, and
determines the proper encoding for the array corresponding
to the x-axis. Specifically, the element at the x-index corre-
sponding to the encoded value of the string 1s set to one, all
clements of the array having been mitialized to zero. Note
that the function converts any lowercase letters to uppercase
to determine the x-axis encoding (e.g., case information may
be lost 1n the encoding process).

FIG. 11 illustrates an example function, convertCubeTo-
String, that takes a cube (or two-dimensional matrix) rep-
resentation of a cube and returns the corresponding string
(e.g., character representation). The function includes a
parameter, convertBack, that can be used to determine
whether the function returns the character version of the
string (if true), or the collapsed (e.g., one-dimensional),
binary representation of the cube or matrnix (if false). If the
function returns the character representation of the string,
the function uses the xAxis[x]| function to retrieve the
character value at the index position of the encoding array
corresponding to the index position of the x-axis of the
matrix (or cube) where a value of ‘1’ 1s determined.

Example 12—Example Source Code for Evaluating
Values of Positionally-Encoded String
Representations

As has been described, various rules can be implemented
to determine whether a first positionally-encoded string
representation “matches” a second positionally-encoded
string representation. The rules can include matching dis-
crete values, matching a discrete value to a range, and
matching two ranges. FIG. 12 illustrates source code (C++)
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for an example function, singleToSingle, that determines
whether positionally-encoded string representations exactly

match. The function returns true (e.g. there 1s a match) if the
last position 1n one of the cubes i1s reached without a
mismatch being detected. Thus, this rule will consider two
cubes to be equivalent 1f one cube 1s a subset of the other.
If desired, the rule could be defined differently, such that
both cubes must be exactly identical for a match to be
returned, or that the cubes must have 1dentical content, but
can be of different sizes (e.g., one cube can have rows filled
with ‘0° values that are not present in the other cube).

Note that, 11 a wildcard character 1s defined and detected
(e.g., “*7), the function calls a resolveWildcardIn function of
the cube class. Representative source code for the
resolveWildcardIln function 1s presented i FIG. 13. The
resolveWildcardln function compares the remaining ele-
ments of both cubes being compared, returning false 11 any
mismatches are detected (including one cube having a
wildcard character and the other cube not having the wild-
card character), and calling the resolveWildcardIn function
again 11 any further wildcard characters are detected. In
particular, the function looks to see 1 the character in the
matrix without the wildcard 1s the same as the next non-
wildcard character in the matrix with the wildcard (e.g.,
comparing ‘1*we’ to ‘1twe’ would return true, while compar-
g ‘1*me’ with ‘1twe’ would return false).

FIG. 14 presents example source code (C++) for deter-
mimng whether a single value of one cube 1s within a range
for another cube. Brefly, the function first determines
whether the cubes are empty, and resolves any wildcard
characters as described above. For the next non-wildcard
character, 1t 1s determined whether the next characters of the
cubes are numerical or alphabetical. If the values are
numerical, the number 1n each cube 1s determined by reading,
the cube elements until a non-numerical value 1s encoun-
tered (e.g., *8320 k would be read as 8320). One of the cubes
should have a numerical range, that 1s, the matrix at layer 0
and the matnx at layer 1 should both have numbers (referred
to as the reference cube). The single numerical value of the
test cube 1s then compared with the range 1n the reference
cube. The function returns true 1f the function 1s within the
range, and false otherwise. The function implements similar
functionality to determine whether a letter of the test cube 1s
within a range of the reference cube (e.g., ‘¢’ 1s 1n the range
of ‘a’-'g").

Although not shown, a “range” to “range” comparison
can be carried out 1n a similar manner as a “single to range”
comparison. In particular, numerical or alphabetical ranges
are determined for each cube in a similar manner as
described above (e.g., using the values at layer 0 and layer
1 of a cube as the limits of the range). The ranges can then
be compared to see whether they overlap. Overlap can be
specified as including the endpoints or not including the
endpoints (e.g., the range 2-5 overlaps the range 5-8 1f
endpoints are included, but not 1f endpoints are excluded).

Example 13—Example String Comparisons and
Results

FIG. 15 presents a table 900 listing example strings for an
authorization rule and an authorization token or object. The
table 900 provides a column listing the results of comparing,
the particular strings listed 1n a particular row. In some cases,
a row 1ncludes a single “from” value for the authorization
rule and the authorization token, representing a rule where
two discrete values are compared to determine whether there
1s a match between an authorization rule and an authoriza-
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tion token. In other cases, a row 1ncludes a “from™ value for
the authorization rule or the authonization token and both
“from” and ““to” values for the other. In this case, a com-
parison can determine whether there 1s a match depending
on whether the single value “from” value falls within the
range of the “from” and “to” values. Finally, some cases
include “from™ and “to” values for both the authorization
rule and the authorization token. In these cases a comparison
can determine whether the “from” and “to” ranges overlap
(which, as described above, can be define as including
endpoints or as excluding endpoints, as desired).

In carrying out the comparison, both the authorization
rule and the authorization token are converted to position-
ally-encoded string representations, such as two-dimen-
sional array (in the case of a “from™ value only) or a
three-dimensional array (in the case where both “from” and
“to” values are provided). As described above, arrays can be
analyzed by reducing the dimensionality of the arrays, such
as by collapsing a two- or three-dimensional array into a
one-dimensional array, or using a number corresponding to
the one-dimensional array (e.g., a number represented by the
binary values of the one-dimensional array).

Example 14—Example Method for Determining
String Compliance with an Authorization Rule

FIG. 16 1s a flowchart of an example method 1000 for
determining whether authorization exists based on compar-

ing a positionally-encoded string representation with an
authorization rule. At 1005, an authorization value 1s
received. The authorization value includes at least one
character string. At least a portion of the character string 1s
converted to a positionally-encoded string representation at
1010. The converting includes, for each character to be
converted, at 1015, comparing the character with an encod-
ing schema. The encoding schema includes an array of
unique characters, such as the unique characters from which
a string may be constructed (e.g., letter, numbers, symbols,

or combinations thereof). The array has a length. Each
unique character has a unique position 1n the array.

At 1020, a number of elements 1n a data structure are
provided that 1s equal to the length of the array of unique
characters. The number of elements have an 1nitial position.
A unique character 1n the array of unique characters i1s
determined, at 1025, that 1s the same as the character of the
character string. At 1030, the position of the unique char-
acter 1n the array of unique characters 1s determined, the
position 1s an ndex value compared with an initial position
of the array of array of unique characters. The position 1n the
data structure 1s determined, at 1033, that 1s equal to the
initial position plus the index value. A value of the deter-
mined position of the data structure 1s set at 1040. The value
indicates that the character of the character string 1s the
determined unique character. Elements of the data structure
that are not the unique character have a value that indicates
that the unique character at the corresponding position in the
array of unique characters 1s not the character of the char-
acter string.

At 1045, the positionally-encoded string representation 1s
compared with an authorization rule to determine whether
the positionally-encoded string representation meets autho-
rization criterial. Authorization 1s provided or denied based
on the comparing at 1050.

Example 15—Example Method for Determining
Set Membership of String

FIG. 17 1s a flowchart of an example method 1100 for
determining whether a string 1s a member of a set. At 1110,
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a positionally-encoded representation 1s created of at least a
portion of a string. The string includes a plurality of char-
acters. The positionally-encoded representation 1s created by
encoding a data structure based on the positions of a
plurality of characters of the at least a portion of the string
in an encoding schema. The positionally-encoded represen-
tation can include numerical digits or Boolean values. The
positionally-encoded string representation i1s provided to a
machine learning algorithm at 1120. The machine learning
algorithm provides an output value. At 1130, the output
value 1s analyzed to determine whether the string i1s a
member of a set.

Example 16—FExample Method for Determining
Compliance of Authorization Token with
Authorization Criteria

FIG. 18 1s a flowchart of an example method 1200 for
determining whether an action 1s authonized. At 1210, a
positionally-encoded representation of an authorization
token 1s created. The authorization token includes at least
one string. The positionally-encoded representation 1s cre-
ated by encoding a data structure based on the positions of
a plurality of characters of at least a portion of the string 1n
an encoding schema. The positionally-encoded representa-
tion of the authorization token 1s compared at 1220 with a
positionally-encoded representation of an authorization rule.
The authorization rule defines a set of authorized strings. At
1230, 1t 1s determined if the positionally-encoded represen-
tation of the authorization token meets authorization criteria
of the authorization rule. Responsive to the comparing, such
as 1f (or when) the results of the comparing meet the
authorization criteria, at 1240, an action 1s permitted to be
executed.

Example 17—FExample Technical Solution

The technical solution of the disclosed innovations can
tacilitate the processing of character strings, including com-
paring or analyzing strings using machine learning algo-
rithms, or using non-machine learning based techniques.
However, the disclosed imnovations can be particularly
useiul 1n machine learning-based approaches, as traditional
character representations of strings can be unsuitable as
inputs for machine learning algorithms. The disclosed posi-
tionally-encoded string representations can also preserve the
ability of strings to be compared, as all character information
can be retamned (including positional mmformation), and a
character string representation can be reconstructed by
applying an encoding schema 1n a reverse manner as that
used to form a positionally-encoded string representations.
The disclosed innovations can provide increased accuracy 1n
comparing or otherwise analyzing strings, and can reduce
processing time and required processor use. The disclosed
inovations can also facilitate technical applications that
would have been diflicult or impossible to achieve with other
approaches.

Example 18—Computing Systems

FIG. 19 depicts a generalized example of a suitable
computing system 1300 1n which the described mmnovations
may be implemented. The computing system 1300 1s not
intended to suggest any limitation as to scope of use or
functionality of the present disclosure, as the imnovations
may be implemented 1n diverse general-purpose or special-
purpose computing systems.
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With reference to FIG. 19, the computing system 1300
includes one or more processing units 1310, 1315 and
memory 1320, 1325. In FIG. 13, this basic configuration
1330 1s included within a dashed line. The processing units
1310, 1315 execute computer-executable instructions. A
processing unit can be a general-purpose central processing,
umt (CPU), processor in an application-specific integrated
circuit (ASIC), or any other type of processor. In a multi-
processing system, multiple processing units execute com-
puter-executable instructions to increase processing power.
For example, FIG. 19 shows a central processing unit 1310
as well as a graphics processing unit or co-processing unit
1315. The tangible memory 1320, 1325 may be volatile
memory (e.g., registers, cache, RAM), non-volatile memory
(e.g., ROM, EEPROM, flash memory, etc.), or some com-

bination of the two, accessible by the processing unit(s)
1310, 1315. The memory 1320, 1325 stores software 1380

implementing one or more mnovations described herein, 1n
the form ol computer-executable instructions suitable for
execution by the processing unit(s) 1310, 1315. The memory
1320, 1325, may also store database data, such as data
associated with the database 710 of FIG. 7.

A computing system 1300 may have additional features.
For example, the computing system 1300 includes storage
1340, one or more mmput devices 1350, one or more output
devices 1360, and one or more communication connections
1370. An interconnection mechanism (not shown) such as a
bus, controller, or network interconnects the components of
the computing system 1300. Typically, operating system
soltware (not shown) provides an operating environment for
other soltware executing 1n the computing system 1300, and
coordinates activities of the components of the computing
system 1300.

The tangible storage 1340 may be removable or non-
removable, and includes magnetic disks, magnetic tapes or
cassettes, CD-ROMs, DVDs, or any other medium which
can be used to store information 1n a non-transitory way and
which can be accessed within the computing system 1300.
The storage 1340 stores instructions for the software 1380
implementing one or more inovations described herein.

The mput device(s) 1350 may be a touch mput device
such as a keyboard, mouse, pen, or trackball, a voice input
device, a scanning device, or another device that provides
input to the computing system 1300. The output device(s)
1360 may be a display, printer, speaker, CD-writer, or
another device that provides output from the computing
system 1300.

The communication connection(s) 1370 enable commu-
nication over a communication medium to another comput-
ing entity. The communication medium conveys information
such as computer-executable instructions, audio or video
input or output, or other data 1n a modulated data signal. A
modulated data signal 1s a signal that has one or more of its
characteristics set or changed 1n such a manner as to encode
information 1 the signal. By way of example, and not
limitation, communication media can use an electrical, opti-
cal, RF, or other carrier.

The innovations can be described 1n the general context of
computer-executable instructions, such as those included 1n
program modules, being executed in a computing system on
a target real or virtual processor. Generally, program mod-
ules or components include routines, programs, libraries,
objects, classes, components, data structures, etc. that per-
form particular tasks or implement particular abstract data
types. The functionality of the program modules may be
combined or split between program modules as desired 1n
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various embodiments. Computer-executable instructions for
program modules may be executed within a local or distrib-
uted computing system.

The terms “system” and “device” are used interchange-
ably herein. Unless the context clearly indicates otherwise,
neither term 1mplies any limitation on a type of computing,
system or computing device. In general, a computing system
or computing device can be local or distributed, and can
include any combination of special-purpose hardware and/or
general-purpose hardware with software implementing the
functionality described herein.

In various examples described herein, a module (e.g.,
component or engine) can be “coded” to perform certain
operations or provide certain functionality, indicating that
computer-executable instructions for the module can be
executed to perform such operations, cause such operations
to be performed, or to otherwise provide such functionality.
Although tunctionality described with respect to a software
component, module, or engine can be carried out as a
discrete software unit (e.g., program, function, class
method), 1t need not be implemented as a discrete unit. That
1s, the functionality can be incorporated 1nto a larger or more
general purpose program, such as one or more lines of code
in a larger or general purpose program.

For the sake of presentation, the detailed description uses
terms like “determine” and “‘use” to describe computer
operations 1n a computing system. These terms are high-
level abstractions for operations performed by a computer,
and should not be confused with acts performed by a human
being. The actual computer operations corresponding to
these terms vary depending on implementation.

Example 19—Cloud Computing Environment

FI1G. 20 depicts an example cloud computing environment
1400 1n which the described technologies can be imple-
mented. The cloud computing environment 1400 comprises
cloud computing services 1410. The cloud computing ser-
vices 1410 can comprise various types of cloud computing
resources, such as computer servers, data storage reposito-
ries, networking resources, etc. The cloud computing ser-
vices 1410 can be centrally located (e.g., provided by a data
center of a business or orgamization) or distributed (e.g.,
provided by various computing resources located at diflerent
locations, such as different data centers and/or located in
different cities or countries). The cloud computing services
1410 are utilized by various types of computing devices
(e.g., client computing devices), such as computing devices
1420, 1422, and 1424. For example, the computing devices
(c.g., 1420, 1422, and 1424) can be computers (e.g., desktop
or laptop computers), mobile devices (e.g., tablet computers
or smart phones), or other types of computing devices. For
example, the computing devices (e.g., 1420, 1422, and
1424) can utilize the cloud computing services 1410 to
perform computing operators (e.g., data processing, data
storage, and the like).

Example 20—Implementations

Although the operations of some of the disclosed methods
are described 1n a particular, sequential order for convenient
presentation, it should be understood that this manner of
description encompasses rearrangement, unless a particular
ordering 1s required by specific language set forth below. For
example, operations described sequentially may in some
cases be rearranged or performed concurrently. Moreover,
tor the sake of simplicity, the attached figures may not show
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the various ways in which the disclosed methods can be used
in conjunction with other methods.

Any of the disclosed methods can be implemented as
computer-executable instructions or a computer program
product stored on one or more computer-readable storage
media, such as tangible, non-transitory computer-readable
storage media, and executed on a computing device (e.g.,
any available computing device, including smart phones or
other mobile devices that include computing hardware).
Tangible computer-readable storage media are any available
tangible media that can be accessed within a computing
environment (e.g., one or more optical media discs such as
DVD or CD, volatile memory components (such as DRAM
or SRAM), or nonvolatile memory components (such as
flash memory or hard drives)). By way of example, and with
reference to FIG. 19, computer-readable storage media
include memory 1320 and 1325, and storage 1340. The term
computer-readable storage media does not include signals
and carrier waves. In addition, the term computer-readable
storage media does not include communication connections
(e.g., 1370).

Any of the computer-executable instructions for 1mple-
menting the disclosed techniques as well as any data created
and used during implementation of the disclosed embodi-
ments can be stored on one or more computer-readable
storage media. The computer-executable 1nstructions can be
part of, for example, a dedicated software application or a
soltware application that 1s accessed or downloaded via a
web browser or other software application (such as a remote
computing application). Such soitware can be executed, for
example, on a single local computer (e.g., any suitable
commercially available computer) or in a network environ-
ment (e.g., via the Internet, a wide-area network, a local-area
network, a client-server network (such as a cloud computing
network), or other such network) using one or more network
computers.

For clarity, only certain selected aspects of the software-
based implementations are described. Other details that are
well known 1n the art are omitted. For example, 1t should be
understood that the disclosed technology 1s not limited to
any specific computer language or program. For instance,
the disclosed technology can be implemented by software
written 1n C++, Java, Perl, JavaScript, Python, Ruby, ABAP,
SQL, Adobe Flash, or any other suitable programming
language, or, 1n some examples, markup languages such as
html or XML, or combinations of suitable programming
languages and markup languages. Likewise, the disclosed
technology 1s not limited to any particular computer or type
of hardware. Certain details of suitable computers and
hardware are well known and need not be set forth 1n detail
in this disclosure.

Furthermore, any of the software-based embodiments
(comprising, for example, computer-executable instructions
for causing a computer to perform any of the disclosed
methods) can be uploaded, downloaded, or remotely
accessed through a suitable communication means. Such
suitable communication means include, for example, the
Internet, the World Wide Web, an intranet, software appli-
cations, cable (including fiber optic cable), magnetic com-
munications, electromagnetic communications (including
RF, microwave, and infrared communications), electronic
communications, or other such communication means.

The disclosed methods, apparatus, and systems should not
be construed as limiting 1n any way. Instead, the present
disclosure 1s directed toward all novel and nonobvious
teatures and aspects of the various disclosed embodiments,
alone and in various combinations and sub combinations
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with one another. The disclosed methods, apparatus, and
systems are not limited to any specific aspect or feature or
combination thereof, nor do the disclosed embodiments
require that any one or more specific advantages be present
or problems be solved.

The technologies from any example can be combined
with the technologies described in any one or more of the
other examples. In view of the many possible embodiments
to which the principles of the disclosed technology may be
applied, 1t should be recognized that the 1llustrated embodi-
ments are examples of the disclosed technology and should
not be taken as a limitation on the scope of the disclosed
technology. Rather, the scope of the disclosed technology
includes what 1s covered by the scope and spirit of the
following claims.

What 1s claimed 1s:

1. One or more non-transitory computer-readable storage
media storing computer-executable mstructions for causing,
a computing system to perform string processing, the pro-
cessing comprising:

receiving an authorization value, the authorization value

comprising at least one character string;

converting at least a portion of the character string to a

positionally-encoded string representation, the convert-
ing comprising, for each of a plurality of characters of
the character string;
comparing the character to an encoding schema, the
encoding schema comprising an array of a plurality
of unique characters, the array having a length, and
cach unique character having a unique position 1n the
array;
providing a number of elements in a data structure
equal to the length of the array of unique characters,
the number of elements having an initial position;
determining a unique character that is the same as the
character of the character string;
determining the position of the unique character in the
array of unique characters, the position being an
index value compared with an 1nitial position of the
array ol unique characters;
determining a position in the data structure that 1s equal
to the 1nitial position plus the index value;
setting a value of the determined position of the data
structure to indicate that the character of the char-
acter string 1s the determined umique character,
wherein elements of the data structure that are not
the umique character have a value that indicates that
the unique character at the corresponding position 1n
the array of unique characters 1s not the character of
the character string;
comparing the positionally-encoded string representation
with an authorization rule to determine whether the
positionally-encoded string representation meets
authorization criteria; and

providing or denying authorization based on the compar-

ng.

2. The one or more non-transitory computer-readable
storage media of claim 1, wherein the positionally-encoded
string representation comprises a matrix, the matrix having
a height at least as large as the number of the plurality of
characters of the at least a portion of the character string and
a width equal to the length of the encoding schema array.

3. The one or more non-transitory computer-readable
storage media of claim 1, wherein the authorization value
comprises first and second string portions and at least a
portion of the first string portion and at least a portion of the
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second string portion are converted to a positionally-en-
coded string representation, the processing further compris-
ng:

forming an authorization cube from the positionally-

encoded representation of the first string portion and
the positionally-encoded representation of the second
string portion, wherein the positionally-encoded repre-
sentations of the first and second string portions form
different layers of the authorization cube.

4. The one or more non-transitory computer-readable
storage media of claim 3, wherein the positionally-encoded
representation of the first string portion and the positionally-
encoded representation of the second string portion form an
authorization interval, wherein authorization i1s indicated 1f
a value of the authorization rule 1s between a range specified
by the authorization interval.

5. The one or more non-transitory computer-readable
storage media of claim 1, wherein comparing the position-
ally-encoded string representation with an authorization rule
comprises providing the positionally-encoded string repre-
sentation and the authorization rule to a machine learning
algorithm.

6. The one or more non-transitory computer-readable
storage media of claim 1, wherein the authorization rule
comprises a positionally-encoded representation that repre-
sents one or more strings.

7. The one or more non-transitory computer-readable
storage media of claim 6, wherein comparing the position-
ally-encoded string representation with the authorization
rule comprises comparing values at equivalent positions of
the positionally-encoded string representation and the posi-
tionally-encoded representation of the authorization rule.

8. The one or more non-transitory computer-readable
storage media of claim 1, wherein the authorization rule
comprises a positionally-encoded representation having a
plurality of elements, each element representing a string
position, and the values of the string position indicate
character values can be present at the string position 1f the
positionally-encoded string representation complies with the
authorization rule.

9. The one or more non-transitory computer-readable
storage media of claim 8, wherein the positionally-encoded
representation of the authorization rule comprises a number
of data elements for each of one or more positions 1n a
character string, the number of data elements being equal to
the length of the array of umique characters.

10. The one or more non-transitory computer-readable
storage media of claim 1, wherein the positionally-encoded
representation meets authorization criteria, the processing
turther comprising;:

determining a value indicating a likelihood of an action

occurring 1i authorization 1s provided based on the
comparing.

11. The one or more non-transitory computer-readable
storage media of claim 10, wherein the action comprises a
risk.

12. The one or more non-transitory computer-readable
storage media of claim 1, the processing further comprising
retrieving a rule definition, wherein the rule definition com-
prises criteria for comparing the positionally-encoded string,
representation with the authorization rule.

13. A computing system that implements an analysis
engine, the computing system comprising:

one or more memories;

one or more processing units coupled to the one or more

memories; and
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one or more computer readable storage media storing
instructions that, when loaded into the memories, cause
the one or more processing units to perform operations
for:

creating a positionally-encoded representation of at least
a portion of a string, the string comprising a plurality of
characters, by encoding a data structure, physically
implemented 1n the one or more computer readable

storage media, based on the positions of a plurality of
characters of the at least a portion of the string 1n an
encoding schema:

providing the positionally-encoded string representation

to a machine learning algorithm, the machine learming
algorithm providing an output value; and

analyzing the output value to determine whether the string

1s a member of a set.

14. The computing system of claim 13, wherein the
positionally-encoded representation comprises a two-di-
mensional array.

15. The computing system of claim 13, further comprising
creating a positionally-encoded representation of at least a
second portion of a string based on the positions of a
plurality of characters of the at least a second portion 1n an
encoding schema.

16. The computing system of claim 135, further comprising
combining the positionally-encoded representations of the
first and second portions 1n a three-dimensional array.

17. The computing system of claim 13, wherein the
encoding schema comprises a data structure physically
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implemented in the one or more computer readable storage
media, wherein the data structure comprises a plurality of
unique positions, each possible string value being uniquely
associated with a unique position in the data structure.
18. In a computing system comprising a memory and one
or more processors, a method of determining 1f an authori-
zation token meets authorization criteria of an authorization
rule, the method comprising:
creating a positionally-encoded representation of an
authorization token, the authorization token comprising
at least one string, by encoding a data structure based
on the positions of a plurality of characters of at least
a portion of the string in an encoding schema;

comparing the positionally-encoded representation of the
authorization token with a positionally-encoded repre-
sentation of an authorization rule, the authorization rule
defining a set of authorized strings;

determining if the positionally-encoded representation of

the authorization token meets authorization criteria of
the authorization rule; and

11 the results of the comparing meet authorization criteria,

permitting an action to be executed.

19. The method of claim 18, wherein the action comprises
access to a controlled resource.

20. The method of claim 18, wherein at least one of the
positionally-encoded representation of the authorization and
the positionally-encoded representation of the authorization
rule comprises a three-dimensional array.
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