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SYSTEMS AND METHODS FOR SECURE
AUTHENTICATION FOR ACCESS

CONTROL, HOME CONTROL, AND ALARM
SYSTEMS

FIELD

The present invention relates generally to access control
systems. More particularly, the present invention relates to
systems and methods for secure authentication for access
control, home control, and alarm systems.

BACKGROUND

Some known access control, home control, and alarm
systems use card-based authentication to authenticate a user.
For example, some known systems authenticate a user based
on a manual swipe ol an access card at a card reader.
However, an access card can be stolen and used by an
unauthorized user to access secured premises.

Some known access control, home control, and alarm
systems use pin or pattern based authentication to authen-
ticate a user. For example, some known systems authenticate
a user based on a pin number entered into a keypad.
However, an unauthorized user can view a keypad while an
authorized user enters a pin number and thereafter use the
same pin number to gain access to secured premises.

Some known access control, home control, and alarm
systems use mobile device based authentication to authen-
ticate a user. For example, some known access control
systems authenticate a user based on an NFC signal received
from the user’s mobile device. However, an unauthorized
user can steal an authorized user’s mobile device and use the
stolen mobile device to gain access to secured premises.
Indeed, known systems do not verify that the authorized user
1s 11 possession of the mobile device before transmitting an
NFC signal triggering access to the access control, home
control, or alarm system.

In view of the above, there 1s a continuing, ongoing need
for improved systems and methods.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a tlow diagram of a method 1n accordance with
disclosed embodiments.

DETAILED DESCRIPTION

While this invention is susceptible of an embodiment in
many different forms, there are shown in the drawings and
will be described herein in detail specific embodiments
thereol with the understanding that the present disclosure 1s
to be considered as an exemplification of the principles of
the invention. It 1s not mntended to limit the invention to the
specific illustrated embodiments.

Embodiments disclosed herein can include systems and
methods for secure authentication for access control, home
control, and alarm systems. For example, some systems and
methods disclosed herein can receive user iput at a user’s
mobile device and, responsive thereto, transmit an access
signal from the mobile device to an access control, home
control, or alarm system for obtaining access thereto. In
some embodiments, the access signal can trigger access to
secured premises, can trigger access to or turn on connected
home devices, or can arm or disarm a panel or zone of an
alarm system.
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In some embodiments, the user mput received by the
mobile device can include the user depressing and holding
down one or mobile buttons, such as a volume button, a lock
button, or a power button, on the exterior surface of the
user’s mobile device 1n a preconfigured sequence and/or
simultaneously. In some embodiments, the user input
received by the mobile device can include the user adjusting
mobile keys or settings of the user’s mobile device, such as
volume percentage or brightness percentage, to a precon-
figured level. In some embodiments, the user mnput received
by the mobile device can include the user arranging data,
such as 1mages or video, displayed by a mobile application
executing on the user’s mobile device 1n a preconfigured
sequence or order. In some embodiments, the user 1nput
received by the user device can include one or more of the
above-identified user input 1n a preconfigured combination.

In accordance with disclosed embodiments, the user input
described above and herein can be preconfigured by a user
and associated with access to one or more of a defined access
point, access control system, home control system, or alarm
system located at or within one or more defined geographic
locations and for use within one or more defined time
periods. Accordingly, while user input can trigger access to
one system located at one location at one time, the same user
input can fail to trigger access to the same system located at
the same location, but at a diflerent time.

In some embodiments, a user can change the preconfig-
ured user input that triggers access on an as needed basis by
preconfiguring new user iput and associating the new user
iput with access to one or more of a defined access point,
access control system, home control system, or alarm system
located at or within one or more defined geographic loca-
tions and for use within one or more defined time periods.

In some embodiments, a user can provide a visitor with
access to a limited portion of a system or a limited geo-
graphic area for a limited number of times or for a limited
time period. For example, the user can preconfigure the user
input described above and herein and associate the same
with access to the limited portion of the system or the limited
geographic area or for the limited number of times or for the
limited time period. After the visitor obtains access the
limited number of times of after expiration of the limited
time period, access can revoked so that the user mput fails
to trigger access thereafter.

In accordance with disclosed embodiments, a user’s
mobile device can receive the user input disclosed and
described above and herein before or when the user arrives
at an access point ol an access control system or a region 1n
which an access control system, home control system, alarm
system 15 located, while the user 1s approaching the access
point of the access control system or the region 1n which the

access control system, home control system, or alarm system
1s located, or when the user 1s within or outside of a
predetermined distance of the access point of the access
control system or the region in which the access control
system, home control system, or alarm system 1s located.
Then, upon detecting the user input, the mobile device can
transmit an access signal to the access point or a control
panel of or a central communication station 1n communica-
tion with the access control system, the home control
system, or the alarm system to trigger access thereto. How-
ever, absent the preconfigured user input or upon receiving
user mput that does not match the preconfigured user input,
the mobile device can refrain from transmitting the access
signal to the access point, access control system, home
control system, or alarm system.
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In accordance with the above, 1t 1s to be understood that
the mobile device can execute a mobile application thereon
that can recogmize received user mput, determine whether
the received user mput matches preconfigured user nput,
and, responsive thereto, cause the mobile device to transmut
the access signal to the access point, access control system,
home control system, or alarm system.

FIG. 1 1s a flow diagram of a method 100 in accordance
with disclosed embodiments. As seen 1n FIG. 1, the method
100 can include configuring one or more access keys, such
as, for example, mobile buttons or keys, or configuring a
data sequence with a defined sequence, level, or order as 1n
110 and associating the configured access keys or data
sequence with access to one or more locations during one or
more time periods or zones, or the like for authentication as
in 120.

After preconfiguration as in 110 and 120, the method 100
can include receiving user mput into a mobile device, such
as depressing the access keys or arranging the data sequence,
as 1n 130. Then, the method 100 can include determining
whether the received user input matches preconfigured user
input as in 140. For example, the method can determine
whether the received user input matches the sequence level
or order of access keys or data sequences configured as 1n
110, whether the mobile device is 1n, proximate to, or within
a predetermined distance from the location identified as i1n
120, and whether the current time 1s within the time period
or zone 1dentified as 1 120. If yes, then the method 100 can
include granting access as 1n 150. For example, the method
100 can include transmitting an access signal to trigger
access to an associated system.

However, when the method 100 determines that the
received user input does not match the preconfigured user
input as 1 140, the method 100 can include continuing to
receive user mput as 1 130. For example, the method 100
can continue recerving user input when the received user
input does not match the sequence level or order of access
keys or data sequences configured as i 110, when the
mobile device 1s not 1n or proximate to or i1s outside of the
predetermined distance from the location identified as in
120, or when the current time 1s outside of the time period
or zone 1dentified as 1n 120. In some embodiments, when the
method 100 determines that the received user input does not
match the preconfigured user input a predetermined number
of times, the method 100 can include executing a predefined
alternate action, such as, for example, transmitting a signal
to lock doors to a secured or monitored premises for a
predetermined period of time or transmitting a signal to a
user, a third party, or the like.

It 1s to be understood that the systems and methods as
disclosed and described above can be implemented on a
mobile device with a transceiver device and a memory
device 1n communication with control circuitry, one or more
programmable processors, and executable control software
as would be understood by one of ordinary skill 1n the art,
for example, the mobile application disclosed and described
above. In some embodiments, the transceiver device can
communicate with an access point, an access control system,
a home control system, or an alarm system, and 1n some
embodiments, the transceiver device can communicate with
a cloud server. In some embodiments, the memory device
can store the preconfigured access keys or data sequence
disclosed and described above. In some embodiments, the
executable control software can be stored on a transitory or
non-transitory computer readable medium, including, but
not limited to, local computer memory, RAM, optical stor-
age media, magnetic storage media, flash memory, and the
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4

like, and some or all of the control circuitry, the program-
mable processors, and the control software can execute and
control at least some of the methods disclosed and described
above.

Although a few embodiments have been described 1n
detail above, other modifications are possible. For example,
the logic flows described above do not require the particular
order described or sequential order to achieve desirable
results. Other steps may be provided, steps may be elimi-
nated from the described tlows, and other components may
be added to or removed from the described systems. Other
embodiments may be within the scope of the invention.

From the foregoing, 1t will be observed that numerous
variations and modifications may be eflected without depart-
ing from the spirit and scope of the mmvention. It 1s to be
understood that no limitation with respect to the specific
system or method described herein 1s intended or should be
inferred. It 1s, of course, intended to cover all such modifi-
cations as fall within the spirit and scope of the invention.

What 1s claimed 1s:

1. A method comprising:

recerving instructions ifrom a user for preconfiguring or

changing preconfigured user mput to associate the
preconfigured user input with user access to an access
control system, a home control system, or an alarm
system:

recetving first user input at a mobile device;

determiming whether the first user mmput matches the

preconfigured user iput;

when the first user mput matches the preconfigured user

input, transmitting an access signal to the access con-
trol system, the home control system, or the alarm
system to trigger the user access thereto;

determining when the preconfigured user input has been

used a limited number of times to provide access to the
access control system, the home control system, or the
alarm system; and

when the preconfigured user input has been used the

limited number of times to provide the access to the
access control system, the home control system, or the
alarm system, revoking future access to the access
control system, the home control system, or the alarm
system based on the preconfigured user input.

2. The method of claim 1 wherein the access signal
includes 1nstructions to open or unlock a door monitored by
the access control system.

3. The method of claam 1 wherein the access signal
includes instructions to turn on a connected device of the
home control system.

4. The method of claam 1 wherein the access signal
includes 1nstructions to arm or disarm the alarm system.

5. The method of claim 1 wherein the first user 1nput
includes a user depressing or holding down one or more
mobile buttons of the mobile device 1n a first sequence.

6. The method of claim 5 wherein determiming whether
the first user mput matches the preconfigured user input
includes determining whether the first sequence matches a
preconfigured sequence.

7. The method of claim 1 wherein determining whether
the first user iput matches the preconfigured user input
includes determining whether the mobile device 1s within a
predetermined distance of the access control system, the
home control system, or the alarm system.

8. The method of claim 1 wherein determining whether
the first user mput matches the preconfigured user input
includes determining whether the first user input 1s received
at a current time that matches a preconfigured time.
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9. The method of claim 1 wherein transmitting the access
signal to the access control system, the home control system,
or the alarm system includes transmitting the access signal
to an access point of the access control system or to a control
panel of or a central monitoring station 1n communication
with the access control system, the home control system, or
the alarm system.

10. A system comprising:

a mobile device; and

an access control system, a home control system, or an

alarm system;

wherein the mobile device receives instructions from a

user for preconfiguring or changing preconfigured user

input to associate the preconfigured user input with user
access to the access control system, the home control
system, or the alarm system,

wherein the mobile device receives first user input,

wherein the mobile device determines whether the first

user mput matches the preconfigured user input,

wherein, when the first user input matches the preconfig-
ured user iput, the mobile device transmits an access
signal to the access control system, the home control
system, or the alarm system to trigger the user access
thereto,

wherein the mobile device determines when the precon-
figured user input has been used a limited number of
times to provide access to the access control system, the

home control system, or the alarm system, and
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wherein, when the preconfigured user input has been used
the limited number of times to provide the access to the
access control system, the home control system, or the
alarm system, the mobile device revokes future access
to the access control system, the home control system,
or the alarm system based on the preconfigured user
input.

11. The system of claim 10 wherein the access signal
includes 1nstructions to open or unlock a door monitored by
the access control system, to turn on a connected device of
the home control system, or to arm or disarm the alarm
system.

12. The system of claim 10 wherein the first user input
includes a user depressing or holding down one or more
mobile buttons of the mobile device 1n a first sequence, and
wherein the mobile device determining whether the first user
input matches the preconfigured user mput includes deter-
mining whether the first sequence matches a preconfigured
sequence.

13. The system of claim 10 wherein the mobile device
determining whether the first user mput matches the pre-
configured user mput includes determining whether the
mobile device 1s within a predetermined distance of the
access control system, the home control system, or the alarm
system or determining whether the first user input 1s
received at a current time that matches a preconfigured time.
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