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(57) ABSTRACT

A device can receive, from a network device, information
that identifies a user device. The network device might have
authenticated the user device based on the user device
accessing a radio access network. The device can receive,

from the user device, a request for a first token. The request
can include an encrypted session identifier. A server device
might have encrypted the session identifier. The device can
determine the session 1dentifier, and generate the first token
based on the session identifier and the information that
identifies the user device. The device can encrypt the first
token using an application public key, and provide, to the
user device, the encrypted first token. The user device can
provide, to the server device, the encrypted first token. The
server device can register the user device to receive content
based on the encrypted first token.

20 Claims, 22 Drawing Sheets

{10~

.

Receive, from a network device, information that identifies a user

device

’

T20’{ Receive, from the user device, a request for a token

:

7 30~

Determine a session identifier using a service private key and
based on the request for the token

'

Generate the token based on the information that identifies the
740 . S :
user device and the session identifer

’

-

7 50~ Encrypt the tocken using an applicaton public key

:

760~ Provide, to the user device, the encrypted token




US 10,341,864 B2

Page 2
(56) References Cited 2013/0191929 A1*  7/2013 Yin weovvoveeereoeernenn, GO6F 21/31
726/28
U.S. PATENT DOCUMENTS 2013/0310003 Al* 11/2013 Sadhvani ............. H04W 12/06
455/411
8,763,101 B2* 6/2014 Counterman ......... H04W 12/06 2013/0318581 Al1* 11/2013 Counterman ......... H04W 12/06
713/168 726/7
8.763.154 B2*  6/2014 Yin ocveveoeeonn, GO6F 21/31 2014/0282993 Al* 9/2014 Van Till ..ccoocvo.... H041. 63/08
713/168 726/9
8.848.610 B2* 9/2014 Miklos .................. HO04W 12/06 2015/0067328 Al* 3/2015 Ymn ..o HO041. 9/3236
370/328 713/168
8,881,252 B2* 11/2014 Van Till ..ooocvvvvvvi... HO41. 63/08 2015/0089621 Al* 3/2015 Khalid .oocovvevvereon.., H041. 63/08
726/19 726/9
0,112,861 B2* 82015 Menezes ............... HO4L, 9/3213 2015/0188907 Al* 7/2015 Khalid ....ovo.o...... HO04L 63/0815
0,258,294 B2* 2/2016 Khalid ................ HO04L 63/0815 726/8
0,736,131 B2* 82017 Khalid .........cooco...... H041. 63/08 2015/0271671 Al*  9/2015 Oba .ooovevveeeervi H04W 12/06
0,853,965 B2* 12/2017 Yin wovvevivveevrenan., HO04L 63/0823 713/168
0,942,043 B2* 4/2018 Palanisamy ........... H04L 9/3213 2015/0365403 Al1* 12/2015 Counterman ....... H04L. 63/0876
0,948,630 B2*  4/2018 Moran ........ooo...... HO041. 63/08 796/0
10,182,044 B1* 1/2019 Praus ................. HO4L 63/08 2016/0036804 Al* 2/2016 MOOre .....cccev...... HO041. 9/3263
2006/0155993 Al*  7/2006 Busboon .............. GO6F 21/31 796/12
713/169 2017/0006008 Al* 1/2017 Moran .....ccoevvvenen., HO041. 63/08
2007/0101418 AL* 52007 Wood ......ccccecoeien GOOF 21/31 2017/0126675 Al*  5/2017 YiD oo, HO041, 63/0876
726/8 2017/0208461 Al*  7/2017 Yih weovevveeoeiein., H04W 12/06
2012/0072979 AL*  3/2012 Cha ..o, GO6L 21/34 2017/0289197 Al* 10/2017 Mandyam ............ HO4L. 9/0825
726/7 2018/0218168 Al* 82018 Goel .oocvvvvvvveevvinn, H04L, 9/3239
2013/0086652 Al* 4/2013 Kavantzas ............ GO6F 21/335
726/5 * cited by examiner



Vi 'Ol

1BAIBG BUIUOISIACIY

JOAJBS uofieolusyiny Aoy atjgnd 8oiAI8g

901

US 10,341,864 B2

Jied Ag) 90IAISS B 9)BISUSY)

1sonbal A9y oHand 3IAI8G
4111

Sheet 1 of 22

Jul. 2, 2019

U.S. Patent

(g NQW) g 8o1ag sosn

(v NGW) v 8a1maQ sesn

R TR T SR MU T TA S S T A SO T TS SO SO T SO SO SO SUJ SO SO SO U SO N NS SO N T S SO TN TS SO T T SUPE RO T TR SO R SO MU SO R TN U SO S TS SO T U SO TS SUP U RO S SUG SO S S U SO N T S S T e

(Z pod ‘2 dl) 2 1enieg

(1 Hod ‘L di) | Jantes

| . ]

Aay oljand

ZOELBZYZXD | oueonddy

3

ASM 3MQNnd
9JIAIDG

_ Aay) oleAld
ANA) LARS 8OIAIB S

4868640

717286 q} uotjeolddy

(9 NOW) g 9dinaQ Jesn
(v NOW) v 201n8Q 498N

iy

(Z Wod ‘Z dlI) Z en1eg

(1 HOd '} dl) | 8BS

s A9y atignd
m ZBELRTYZXD uoiEoiiddy

7136 (1 uonesiiddy
866G | QI31unoody

¥ 00l




US 10,341,864 B2

Sheet 2 of 22

Jul. 2, 2019

U.S. Patent

o

o

1BAJB G JUatUalI0oju 4

L)
Ll
L aC kol )
e

E )
st

(Z HOod ‘Z dl) Z 1enies

i

o

o

o

o

o

(1 uod ‘L di) | +eni8g

()} uoneslddy

ojqel BUIUOISINGIH MO|H

*.
T

dal Ol

O[RULIOIUI JBAISS JUBIUON

IBAI8S DUIUCISIACY

dr b dr o dr b b M i
.-_l..-.u_......._.......1.._.._.._.._.._.._.._l
A a kh oa ko

]

P e e e e e e e e )
»
Wttty

L]
. 1-:1-:1-:1-:- Wy
b R F

LN
MR N
i N

v 4

F
]

LI N
-
h ]

H_HH

o Aoy olgnd
CBELETVIXD | jonpoddy
o A\ 81eAld
cLelobihg uoneaiddy
o AoMf oland
5868650 SOINIDG
71286 q} uoneolddy

e E h e a a

ajqe | Bujuoisiroid uopeoljddy

R R R g




US 10,341,864 B2

Sheet 3 of 22

Jul. 2, 2019

U.S. Patent

Odd / S

wgpFgFgigy FpFgfgfgfgl gFefggfgy  Feigfggfet = piefgfgfgfe  Sgigfgigigf: = gFgggey  FefgFggiel. = gFeFgFgfey  Feigfggigf pgigfefegife = Sgigfgfgigf = FegFgey  Fefggfgigl = pafpgfey  Seigfgfgigf oFeigfgfefe = fpgfgigigis  gFgFgSgeie

uonBUWLIOIU NQIN 8018

JoAeS JULUUIGIG{US]

»

A
i '

X L)
ol

W i b de de de b de dr de b ko Wi

A d ke e e o

ir
)
i
F
I

L L S )

T T R I R TR N R
M N Ll

v

YV 9UlAa(] JB5()

a|Qe | UlISSOS di

Sy ey eyl eyl il

ngaligulingallhyulin ol villigalinglgalegallgr igalingulieyalingalliyulln willagaigalingall ulingak agalihgalegulligalingully willigalingalyalegalllr Wigalingalihyulin alyull willagaigalingallyulingsl- Wigallhgulingallhgalle ally willigalingalyulin iy uk igtlingalgulingallyull, - alngaiigalingaligulingh Nagallhgulingallh e allly willigalingallh e gullgnk igalingallgalin sl ull, lingailgalegallgleguh L ] inliagalingullhyaliegulleyall wglngalgalle,

MIOMISN
SS890Y OlpeM

uonelg
aseq

Y

0;:10?1.

o
&

&

X

7

A

LJ
F

&)

¥
-+

¢

r
-
-
a

)

N "‘,'
SRR

8018
Jjasn

v di dl

vV NOW | NOW

Y 2diAa(d 8BS




US 10,341,864 B2

Sheet 4 of 22

Jul. 2, 2019

U.S. Patent

ai ‘ol

1@oed ay) Yim paleisosse
UoHe WO 8jAM~iN0)

uo paseq Jatjjuspi uoneoyade

ue Ajjuopi pue 821A8p Jash
Bu} Wod) 1ooed e sAle0e Yy

vil

ASAISS JULUWBlI0iU

gl uonestjddy

| Wod HOd uoleusa(

L di d} UCHEUHSa(]

sl
.;-,-;,.;m:*:&QI';I’?A‘

R

uonels
aseg

AL

XX

R

- HOod uoijeuised
04 99108

I S I WS WL SRS WL IR IR WL SRS N S UELs WL SN WD I SUE SRR W SR T N S IR W SN WS I SN WG SN WY TGN SN LG SN UL SN W SR SR T

ol UOLEUNRSA(]

di 8ounosg




US 10,341,864 B2

Sheet 5 of 22

Jul. 2, 2019

U.S. Patent

31 Ol

S0IA8D
J9SN 84} JO NQIN ue Ajusp
9it
UoIjeuIoul a1dni-Inoy
IBAJRG uoliedjlusyiny pue ‘N ‘Qi uoneosddy 19SS JUSHISUIOUS

|

L df dl uoneunsaQ 6/8262 |
v HOA 04 80.N0G |
| v i | dieomog | ” m
|

|

|

|

6.8C67 NOWN
1286 Q) uoneoayddy

d| 824n0g

9|qe | MO}




41 "Old

US 10,341,864 B2

Ay olgnd
DOIAIDS 8yl BUISn uonBULIOU
91dn}-inoj} 8} pue Jaiuep!
UoIssas ay) 1dAious pue
191JIJUSPI UOISSaS E 91RIauan) -
_ SOINS
cct JaAIBG JUBIUOD 9SUOUSal UOHBAIIOY ._m.w:n_

Sheet 6 of 22

jsljguspt uohesijdde aip
DUIPN{oUl 1s8nbal UoBADY
- _ . N
0l | Swif uohedx3
C628888 | () uoisses
| WOd | HOod uoneul}sa(
L di d4{ uoieunysag
Y 104 L0 4 90.N0S
Y di | 824n0g
1286 | @l uoneoiddy
3|ge | uoleAnlOY

Jul. 2, 2019

U.S. Patent



US 10,341,864 B2

1sonbai usyo} ay)
uo paseq ‘ejqe) BuluciSIACIG
a0inap o) buisn ‘A9

JEEYNETS

ognd uonesljdde ue pue  UORESRUSUINY

Ay ajeaid 90IAIBS B AjjUSp]

Sheet 7 of 22

Ol Ol

Lol LLIOjU 81dn)-inoy pue
JOHIUSPI UOISSSS PRIGAIDUS
pue Jjstjijuspt uoneoydde
ay} buipnjout ysenbas uayo |

¢6€.L8CvCX0O

Jul. 2, 2019

G868650

3
e

ADM

Oljgnd uonediddy

Aoy
91eALId 90IAIBS

4

Qi uonesddy

U.S. Patent

92INS(]
.hmw:




US 10,341,864 B2

Sheet 8 of 22

Jul. 2, 2019

U.S. Patent

HI Ol

UO11BULIO U]
a|dn}-JNo} 8yl pue
IBYuap! uoISSaS By Ajijusp!
pue ‘AsY ajeAld adinIes
8y} buisn uoijeuuoiul ojdm
-iN0} PUL IBIRUDPL LOISSESs
pa1dAious sy 1dAI09(]

18AI8SQ
UOHBORUBLINY

68388 (]} UOISSaS
, H0d HOd uoijeul}sa
L d d| uoieunssg |
V UOd HOd 82/n0S

;

uonewiojul paydAious M

d] ©24n0Sg




US 10,341,864 B2

Sheet 9 of 22

Jul. 2, 2019

U.S. Patent

il 'Ol

SETNETS
uoReIRUSLINY

:ome”‘..V.c_m_nE
-IN0J BU} U0 PBSE( adIASP
Josn 8y} o NAW oy Ajpusp

cel

| VARALLS Ql uonesiddy
| £628888 | dluoissag | w

| yog 1og uoneunseq | |
| el dl uotieulise( w




US 10,341,864 B2

Sheet 10 of 22

Jul. 2, 2019

U.S. Patent

Aay oljgnd uogeoydde
ay3 buisn jsyhuspl UOISsOS

pue uexo} ey} 1dAsous
pUE USY0] B B]RIouds)

vel

' "Old

1BAIBS
uonesRUBYINY

0¥oco8vo

6.8C6<

£628889
L 1Od

(]} uolsseg
HOd uoijeu}ss(

i
Vv MOd

dl uoijeuiissQg
1104 804N0%

Y di

d| 82inog

1Y UBP! UOISSeS
pue uso} pajdAious

9ET




US 10,341,864 B2

Sheet 11 of 22

Jul. 2, 2019

U.S. Patent

JoyUSpI UCISSSS pue UsYO)

paidAious ayj jdAuosp pue
‘fsljiiuap! uonesdde
a8yl Uo paseq Ay ayeaud
uoheatjdde sy Ajjuapi

JIDAISS JUIILIG )

Z1€126768

- =

Aovi

31BALI4 uoneoliddy

}

Q1 uonesijddy

Jotjjuap!
U0ISSas pue uayo) paydAious
Sy} pue ‘ajedijilss
JUSIO "NAIN 1syiuspl
uoneoidde ayy butpnjous
1senbai uonessibay

8tl

821naQ




US 10,341,864 B2

Sheet 12 of 22

Jul. 2, 2019

JORUBP! UOISSOS

By} pue Jsyiuspl uopeoydde
3L} UO psseq UohBULIORH
9|dni-ino} sy Ajjuspi

11 "Old

JAAIB S JUB1UDD

HOd 821N0Q

U.S. Patent

V di ” dl 89inog




US 10,341,864 B2

Sheet 13 of 22

Jul. 2, 2019

U.S. Patent

TIRGTE

JBAJBG JUBJUOD

SOINSD
JOsN 8y] WO PBAIBDSL Sem
ey} Usy0O] ]sdi] 8y} pue ua)o]
DUOORS Al aiediod pue
UaM0} pUODas B 9jeiauan

£06C8888 (Q} UOISSag

L UOd Uod uoeuliss(

L dl di uoneunss
Vv HOd HO 924n03
V df | d} ©24n0g




US 10,341,864 B2

Sheet 14 of 22

Jul. 2, 2019

U.S. Patent

NI Ol

LOJBWIOJUL 921A8D Jasn
9I0]S PUB B0IASD oSN B IO}
1811IUBPI 8DIASD B 8leIsuUsn)

%1

JOAI9Q JUSUOD

JoiUBDI @0IAD(]

:17

paielsiboy SNels
V 8jeoiied 9jesiiua) WalD

Vv 4} 90ineg a1 80iAe8 (g
vV Na NaWn
71286 Q1 uoieoliddy




US 10,341,864 B2

Sheet 15 of 22

Jul. 2, 2019

U.S. Patent

1BAIB S JUaUOD)

Hed Aoy

USHD B DUB JSIIUSPI 8JIASpP

oy} buisn uopeousyInNe
jemnu LJouad




et

JONIBG
...... P Sd3

US 10,341,864 B2

v

I S IOMIBN

01¢

- | ST 082
A_V . - OAIRS JSAIRS
JU2WR3I0JUS uoeInusyIny

0g¢
IBAIBS
BUtUOISINOId

. 1 ¢ | uones
) ~ | eseg

Sheet 16 of 22

JIOMIEN
5 (0d3) 317
/ 8I00 J930Bd

/w AN ANASA e

Jul. 2, 2019

N 24070
' SINI

U.S. Patent
[



US 10,341,864 B2

-

&

S

=

~

v

!

Qs

-

=

79

Ove

N

A

& Jauodwo)
~ abriolg
=

=

U.S. Patent

908118)U|
LONBIIUNUILLIOY

¢ Old

Justiodon

J0SS900Id

Justioduwion

OLE

— sng



US 10,341,864 B2

Sheet 18 of 22

Jul. 2, 2019

U.S. Patent

Hned Aoy
uofealdde
pue
‘Ao ongnd /% A9¥ olgnd
30IAIBS 'O\ — mu_t_ww
ddy 21015 ] pue i
SHH - Qn_q 210}Q
O 0%
iy T Sl Hoc
10d JOAIBS pue 'Sdi e T
1anies ‘q ddy 21018 IONIBS mn__mw.mm (] ddyy
SNAOW
A .Sl WO J19AIBS
Y47 Sd] 1oAIeS
ed Aoy e ded
ied Asy O0IAIOS 9}RIOUDE) | - m.om___ (_m.q oy
yogeoydde YA 1senbal Aay Jignd 22IAI8S . W | m “_ O _ v
e . ‘(1] JUNOO0Y
G4C Gte 0tc 04C
JoAISS JOAIBS IS 1AIBS
JUSjuoD JUSUWB2I0jUT uonRIUBUINY Buiuoisinold




ORI BLUIO UL

sjdni-1noy pue A, |
‘NAW ‘Ql ddy 81018 O m

US 10,341,864 B2

joxoed di O¥S

|dnj-unol ‘NG ‘Ql §88

Sheet 19 of 22

oW} uonendxy

'd] ©0IN08 O s
‘NAW eJ01s §T8 __

Jul. 2, 2019

PI0D9J UOISSS ]
0is

TG ofg uonESRUBYINY | JuawaoIoUg

U.S. Patent

1IH0Ed di

201N (]




US 10,341,864 B2

Sheet 20 of 22

Jul. 2, 2019

U.S. Patent

ajdny

o h (UDX0}
~INoj pue ‘N 4dIS _
‘(14 ddy Buish uao} o

'} ddy) ssuocdsay usyo

ojdn-INoj 1S4y B |jelsuen) Z19 _

pue aIs uoneuLogul sidm-inoy

ydAsoue e o s
oue pue IS 1dAi0eg ITF \_ |« TS T S5

Q_m pue ‘ql ddy) 1sanbay umjo}
Sttty _

v09 (e|dm-inoy pue QIS paldAious .
O pue ‘qj ddy) esuodssy

189Nnboy UDREBALOY
c09
GGZ 0¢2 GEe G0¢
RAeg FE=VINI=Tey { HOAIBS a0IAS(]
Juauon { uoneonusymy | juswisoioy 19s

A SN 009



US 10,341,864 B2

Sheet 21 of 22

Jul. 2, 2019

U.S. Patent

d9 Old

21B01jiL8d
JUBI0 pue (3} 801Aa(] Buisn

uoieonuayine [eninul Wiousd Z¢9

(al

c0Z S0IASD J9SNh a01A8(]) asuodsal uonensibay §T9

LY PBAIBIaL mmx& 1S4} 8yl pue
UaM0} puosss a8yl aledwon §Z9

UMO0} pPu0oas e ajesaual) §¢9| _

paJidxa Jou S| JoIIUSP! _
UCISSaS ay) 1Y) auiuLIBIB(Q ZZ9
FE=) 1o}
1S4 pue QIS syl 1dAIoe) pue Ay
ajenud uopesidde ayj Aguap) 029

JBIUSPI BOIASP B BjRISUSS) FTT O

- (ujoyisily pue QIS
PBJdAIOUD ‘SROHIIBD JUBHD ‘NG
‘ai ddvy) 1senbeas uonessibox 819

S1EOY B JuaIfo

ajeseUan)

562
JOAIDG
JUOIUOY)

a31Aa (]
s




US 10,341,864 B2

Sheet 22 of 22

Jul. 2, 2019

U.S. Patent

USM0) PaJdAIDUS BY] ‘BlIAaD 18SN U] O] ‘8pIACId

19§juUSPl UOISSSS 8] PUE 92IASD J8sN
SU} SoljIuUSP! 1BU] UOKRULIOUI B UO PaSE(q UBXO0] 8y} 8}eisusn

UBHNO] 34 104 1S8Nnbai ay] U0 paseq
pue A2y ajeald adiA18s e Buisn Joyuapi UOISSas B auiuisle(

USXO0] B 10} 1sonbal e ‘S0IASp Jasn 8Y] WO} ‘BAI808Y

30IA0D
I9SN B SORRUSPI 1BY] UOHBWLIOUL ‘90IASD YIOMISU B WO ‘SAI80D Y

~09.
—~06.
~0bL
~0€.
~02.

~0i4



US 10,341,364 B2

1

NETWORK-BASED DEVICE REGISTRATION
FOR CONTENT DISTRIBUTION
PLATFORMS

BACKGROUND

A digital certificate 1s an electronic credential that can be
used to certify an identity of an individual, a device, and/or
an entity that 1s using a network. A digital certificate can
include information that identifies a public cryptographic
key associated with a public key and private key pair, which
can be used for authentication and encryption.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1A-10 are diagrams of an overview of an example
implementation described herein;

FIG. 2 1s a diagram of an example environment in which
systems and/or methods, described herein, can be imple-
mented;

FIG. 3 1s a diagram of example components of one or
more devices of FIG. 2;

FIG. 4 1s a diagram of a call flow of example operations
capable of being performed by one or more devices of FIG.
2;

FIG. 5 1s a diagram of a call flow of example operations
capable of being performed by one or more devices of FIG.
2;

FIGS. 6A and 6B are diagrams of a call flow of example
operations capable of being performed by one or more
devices of FIG. 2; and

FI1G. 7 1s a flow chart of an example process for perform-
ing network-based device registration for content distribu-
tion platiforms.

DETAILED DESCRIPTION OF PR
EMBODIMENTS

L1
=y

ERRED

The following detailed description of example implemen-
tations refers to the accompanying drawings. The same
reference numbers in different drawings can identify the
same or similar elements.

A client device can communicate with a platform server
using Hypertext Transter Protocol Secure (HTTPS) to estab-
lish a secure session. To do so, the client device and platform
server might be required to perform mutual authentication
using the Transport Layer Security (TLS) handshake proto-
col for authentication and key exchange. Before mutual
authentication occurs, the client device and the platform
server can perform a registration procedure. For example,
the client device can register a certificate with the platform
server, and the platform server can assign a umque device
identifier to the client device.

In some cases, client device registration can prove
tedious, cause scalability issues, and/or prove impractical.
For example, in association with a content distribution
platform, a large number (e.g., hundreds, thousands, mil-
lions, etc.) of client devices can receive content (e.g., video
content, advertisement content, etc.) from platform servers,
and provide the content for display. In such cases, each client
device might be required to perform a registration proce-
dure.

In some cases, a user might be required to manually
configure each client device. For example, a user might,
using a peripheral device, interact with a client device to
enter an activation code and/or login credentials. In other
cases, the client device can provide an activation code for
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display, and the user, using a different device (e.g., 1n cases
where the client device does include peripheral device
connectivity), can access a webpage and enter the activation
code.

However, manually configuring each client device might
not be practical or possible, such as in situations where the
client device does include mput peripheral connectivity, 1s
located 1n an 1naccessible location, and/or 1s mobile. For
example, a client device can be associated with a display
screen 1n a public venue (e.g., a restaurant, a store, a
museum, a hotel, an airport, a club, a gas station, a motor-
way, a kiosk, etc.), a display screen associated with a vehicle
(e.g., a tax1, an airplane, a boat, etc.), or the like. Addition-
ally, such chent devices are often configured to receive
content via scheduled downloads and/or streaming over a
wireless network, rather than being manually configured
with the content.

Implementations described herein enable automatic and
network-based authentication and/or registration of client
devices by enabling a platform server (e.g., a content server)
to authenticate and/or register a client device to receive
content without requiring that a user manually interact with
the client device (e.g., to input an authentication code, to
enter some other credential, or the like).

When the client device performs an attach procedure in
association with a wireless network (e.g., a radio access
network (RAN)), core network devices can perform authen-
tication to enable RAN and/or external network access. The
platiorm server can utilize information associated with the
network-performed authentication for a third party applica-
tion (e.g., a content provisioning service).

In this way, implementations described herein reduce a
need for manual configuration, improve security during the
registration process (e.g., reduce counterfeiting), and
improve scalability of content provisionming 1n multi-device
content distribution platforms (e.g., where hundreds, thou-
sands, millions, etc. of devices are to be registered to receive
content).

FIGS. 1A-10 are diagrams of an overview of an example
implementation 100 described herein. As shown 1n FIG. 1A,
example 1mplementation 100 can include a provisioning
server and an authentication server. In some 1mplementa-
tions, the provisioning server can provide, to the authenti-
cation server, information associated with an application that
1s to be used 1n association with a content provisioning
service. For example, a set of user devices can execute client
applications (e.g., content provisioning applications) that
cnable the user devices to receive content (e.g., video
content, advertisement content, 1mage content, etc.) from a
set of content servers, and provide the content for display.
The authentication server can enable a registration service
whereby the authentication server can provide, to the set of
content servers, authentication and/or registration informa-
tion which enables the set of content servers to authenticate
and/or register a set of user devices to recerve content.

As shown 1n FIG. 1A, and by reference number 102, the
provisioning server can provide, to the authentication server,
a service public key request (e.g., a request for a service key
to be used 1n association with the registration service). The
service public key request can include information that
identifies an application 1dentifier (e.g., associated with the
content provisioning application), information that identifies
a set of user devices (e.g., mobile directory numbers
(MDNs), International Mobile Equipment Identities (IM-
Els), International Mobile Subscriber Identities (IMSIs), or
the like), information that 1dentifies a set of content servers
(e.g., Internet Protocol (IP) addresses, Media Access Control
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(MAC) addresses, port identifiers, or the like), and infor-
mation that identifies an application certificate.

As further shown i FIG. 1A, and by reference number
104, the authentication server can generate a service key pair
(e.g., a service public key and a service private key) based
on the service public key request. As shown, the authenti-
cation server can store, i a data structure (e.g., a device
provisioning table), information associated with the content
provisioning service and the registration service. That 1s, the
authentication server can store information that identifies the
content provisioning application, nformation associated
with service keys and applications keys, and information
that 1dentifies the user devices and content servers that are
associated with the content provisioning service (e.g., are
cligible to use the content provisioning service). As further
shown 1 FIG. 1A, and by reference number 106, the
authentication server can provide, to the provisionming server,
information that identifies the service public key.

As shown 1n FIG. 1B, example implementation 100 can
turther include a content server and an enforcement server.
As shown i FIG. 1B, and by reference number 108, the
provisioning server can provide, to the content server, infor-
mation that identifies the service public key. As further
shown 1n FIG. 1B, and by reference number 110, the
provisioning server can provide, to the enforcement server,

content server information. For example, the content server
information can include information that identifies the con-
tent servers that are associated with the content provisioning
service, and information that identifies the content provi-
sioning application. The enforcement server can store, 1n a
data structure (e.g., a flow provisioning table), the content
server information.

As shown 1n FIG. 1C, example implementation 100 can
turther include a user device, a radio access network (RAN)
including a base station, and an IP multimedia system (IMS)
core and an evolved packet core (EPC) that include a home
subscriber server (HSS), a packet data network gateway
(PGW), and the enforcement server. In some implementa-
tions, the user device can perform an attach procedure based
on accessing the RAN. Additionally, or alternatively, the
HSS can perform an authentication procedure based on the
user device accessing the RAN. Still further, the PGW ca
establish an IP session for the user device based on the
authentication procedure.

As further shown i FIG. 1C, and by reference number
112, the enforcement server can store MDN information. For
example, the enforcement server can receive mmformation
associated with the IP session of the user device, and store
the information that identifies the user device (e.g., an
MDN) 1n a data structure (e.g., an IP session table). That 1s,
the enforcement server can receive, from a network device
(e.g., the HSS and/or PGW), information that identifies that
the user device has been authenticated by one or more
network devices associated with the IMS and/or EPC.

As shown 1n FIG. 1D, and by reference number 114, the
enforcement server can receive a packet from the user
device, and can identily an application i1dentifier based on
four-tuple information associated with the packet. For
example, the enforcement server can parse the packet and
identily four-tuple information, such as a source IP address,
a destimmation IP address, a source port identifier, and a
destination port i1dentifier. Additionally, the enforcement
server can search a data structure (e.g., the tlow provisioning
table) using the four-tuple information, and identily an
application i1dentifier based on an entry associated with the
data structure.
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As shown in FIG. 1E, and by reference number 116, the
enforcement server can identily an MDN of the user device.
For example, the enforcement server can search a data
structure (e.g., the IP session table) using the four-tuple
information associated with the packet, and identily an
MDN of the user device. In this way, the enforcement server
can determine that an IP session, associated with the user
device, has not expired, and/or that one or more network
devices have authenticated the user device (e.g., to enable
access to the RAN and/or external packet networks).

As further shown 1n FIG. 1E, and by reference number
118, the enforcement server can provide, to the authentica-
tion server, information that identifies the application 1den-
tifier, the MDN of the user device, and the four-tuple
information. The authentication server can store, 1n a data
structure (e.g., a flow table), information that 1dentifies the
application i1dentifier, the MDN of the user device, and the
four-tuple information.

As shown 1n FIG. 1F, and by reference number 120, the
user device can provide, to the content server, an activation
request including the application identifier. As further shown
in FIG. 1F, and by reference number 122, the content server
can generate a session identifier and encrypt the session
identifier and the four-tuple information using the service
public key. Additionally, the content server can store, i a
data structure (e.g., an activation table), information that
identifies the application i1dentifier, the four-tuple 1nforma-
tion, the session 1dentifier, and an expiration time associated
with the session 1dentifier (e.g., a time frame for which the
session 1dentifier 1s valid). As further shown 1n FIG. 1F, the
content server can provide, to the user device, an activation
response that includes information that identifies the appli-
cation identifier and the encrypted session identifier and
four-tuple information.

As shown 1 FIG. 1G, and by reference number 126, the
user device can provide, to the authentication server, a token
request including information that identifies the application
identifier and the encrypted session identifier and four-tuple
information. As further shown 1n FIG. 1G, and by reference
number 128, the authentication server can search a data
structure (e.g., the device provisioning table), and identity a
service private key and an application public key based on
the token request.

As shown 1n FIG. 1H, and by reference number 130, the
authentication server can decrypt the encrypted session
identifier and four-tuple information using the service pri-
vate key, and can identify the session identifier and the
four-tuple information.

As shown 1 FIG. 11, and by reference number 132, the
authentication server can identity the MDN of the user
device based on the four-tuple information. For example, the
authentication server can search a data structure (e.g., the
flow table) using the application 1dentifier and the four-tuple
information, and i1dentify the MDN of the user device.

As shown 1n FIG. 1], and by reference number 134, the
authentication server can generate a token and can encrypt
the token and the session identifier using the application
public key. For example, the authentication server can
generate the token using a hashing algorithm, the application
identifier, the session 1dentifier, the MDN of the user device,
and the four-tuple information. As further shown in FIG. 11,
and by reference number 136, the authentication server can
provide, to the user device, the encrypted token and session
identifier.

As shown 1 FIG. 1K, and by reference number 138, the
user device can provide, to the content server, a registration
request including information that identifies the application
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identifier, the MDN of the user device, a client certificate,
and the encrypted token and session identifier. As further
shown 1n FIG. 1K, and by reference number 140, the content
server can 1dentity the application private key based on the
application identifier, and decrypt the encrypted token and
session 1dentifier.

As shown 1n FIG. 1L, and by reference number 142, the
content server can 1dentify the four-tuple information based
on the application identifier and the session identifier. For
example, the content server can search a data structure (e.g.,
the activation table) using the application 1dentifier and the
session 1dentifier, and i1dentily an entry that includes the
four-tuple information.

As shown 1 FIG. 1M, and by reference number 144, the
content server can generate a second token and compare the
second token and the first token that was received from the
user device. For example, the content server can generate the
second token using the application identifier, the session
identifier, the MDN of the user device, and the four-tuple
information. Additionally, the content server can compare
the second token and the first token that was generated by
the authentication server and provided by the user device. As
an example, the content server can determine that the second
token 1s the same as the first token that was received from
the user device. In this way, the content server can determine
that the user device was authenticated by one or more
network devices (e.g., because the first token and the second
token match).

As shown 1n FIG. 1N, and by reference number 146, the
content server can generate a device identifier for the user
device and store user device information. For example, the

content server can store, 1 a data structure (e.g., a device
table), it

ormation that identifies the user device and infor-
mation that identifies a status of the user device (e.g.,
registered). As further shown in FIG. 1N, and by reference
number 148, the content server can provide the device
identifier to the user device.

As shown 1 FIG. 10, and by reference number 150, the
user device and the content server can perform mutual
authentication using the device identifier and a client key
pair. In this way, example implementation 100 enables
automatic authentication of the user device based on net-
work-based authentication information.

In this way, implementations described herein reduce a
need for manual configuration, improve security during the
registration process, and improve scalability of content
provisioning 1n multi-device content distribution platforms
(e.g., where hundreds, thousands, millions, etc. of devices
are to be registered to receive content).

As indicated above, FIGS. 1A-10 are provided merely as
an example. Other examples are possible and can differ from
what was described with regard to FIGS. 1A-10.

FIG. 2 1s a diagram of an example environment 200 in
which systems and/or methods, described herein, can be
implemented. As shown in FIG. 2, environment 200 can
include a user device 205, a base station 210, a mobility
management entity device (MME) 215, a serving gateway
(SGW) 220, a packet data network gateway (PGW) 225, an
authentication server 230, an enforcement server 235, a
home subscriber server (HSS) 240, an authentication, autho-
rization, and accounting server (AAA) 245, a provisioning,
server 250, a content server 255, and a network 260. Devices
of environment 200 can interconnect via wired connections,
wireless connections, or a combination of wired and wire-
less connections.

Some implementations are described herein as being
performed within a long term evolution (LTE) network for
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explanatory purposes. Some implementations can be per-
formed within a network that 1s not an L'TE network, such as
a 1ifth generation (3G) network or a third generation (3G)
network.

Environment 200 includes an evolved packet system
(EPS) that includes an LTE network and/or an evolved
packet core (EPC) that operate based on a third generation
partnership project (3GPP) wireless communication stan-
dard. The LTE network includes a radio access network
(RAN) that includes one or more base stations 210 that take
the form of evolved Node Bs (eNBs) via which user device
205 communicates with the EPC. The EPC can include
MME 215, SGW 220, and/or PGW 225 that enable user
device 205 to commumnicate with network 260 and/or an
Internet protocol (IP) multimedia subsystem (IMS) core.
The IMS core can include HSS 240 and/or AAA 245, and
can manage device registration and authentication, session
initiation, etc., associated with user devices 205. HSS 240
and/or AAA 245 can reside in the EPC and/or the IMS core.

User device 205 includes one or more devices capable of
communicating with base station 210 and/or a network (e.g.,
network 260). For example, user device 205 can include a
wireless communication device, a radiotelephone, a per-
sonal communications system (PCS) terminal (e.g., that can
combine a cellular radiotelephone with data processing and
data communications capabilities), a smart phone, a laptop
computer, a tablet computer, a personal gaming system,
and/or a similar device. In some implementations, user
device 205 includes one or more machine-to-machine
(\/IZM) devices and/or one or more Internet of Things (IoT)
devices (e.g., any “thing” 1n the IoT). User device 205 can
send traflic to and/or receive tratlic from network 260 (e.g.,
via base station 210, SGW 220, and/or PGW 225).

Base station 210 includes one or more devices capable of
transierring trailic, such as audio, video, text, and/or other
trathic, destined for and/or received from user device 205. In
some 1implementations, base station 210 can include an eNB
associated with the L'TE network that receives trail

ic from
and/or sends traflic to network 260 via SGW 220 and/or
PGW 225. Additionally, or alternatively, one or more base
stations 210 can be associated with a RAN that 1s not
associated with the LTE network. Base station 210 can send
tratlic to and/or receive tratlic from user device 2035 via an
air interface. In some implementations, base station 210 can
include a small cell base station, such as a base station of a
microcell, a picocell, and/or a femtocell.

MME 215 includes one or more devices, such as one or
more server devices, capable of managing authentication,
activation, deactivation, and/or mobility functions associ-
ated with user device 205. In some implementations, MME
215 can perform operations relating to authentication of user
device 205. Additionally, or alternatively, MME 215 can
facilitate the selection of a partlcular SGW 220 and/or a
particular PGW 225 to serve traflic to and/or from user
device 205. MME 215 can perform operations associated
with handing off user device 205 from a {first base station 210
to a second base station 210 when user device 2035 1s
transitioming from a first cell associated with the first base
station 210 to a second cell associated with the second base
station 210. Additionally, or alternatively, MME 215 can
select another MME (not pictured), to which user device 205
should be handed off (e.g., when user device 205 moves out
of range of MME 215).

SGW 220 includes one or more devices capable of routing
packets. For example, SGW 220 can include one or more
data processing and/or traflic transier devices, such as a
gateway, a router, a modem, a switch, a firewall, a network
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interface card (NIC), a hub, a bridge, a server device, an
optical add/drop multiplexer (OADM), or any other type of
device that processes and/or transfers traflic. In some 1mple-
mentations, SGW 220 can aggregate traflic received from

[ 1

one or more base stations 210 associated with the LTE
network, and can send the aggregated tratlic to network 260
(e.g., via PGW 2235) and/or other network devices associated
with the EPC and/or the IMS core. SGW 220 can also
receive trathc from network 260 and/or other network
devices, and can send the received traflic to user device 205
via base station 210. Additionally, or alternatively, SGW 220
can perform operations associated with handing ofl user
device 205 to and/or from an LTE network.

PGW 225 includes one or more devices capable of
providing connectivity for user device 205 to external packet
data networks (e.g., other than the depicted EPC and/or LTE
network). For example, PGW 225 can include one or more
data processing and/or trathic transier devices, such as a
gateway, a router, a modem, a switch, a firewall, a NIC, a
hub, a bridge, a server device, an OADM, or any other type
of device that processes and/or transfers traflic. In some
implementations, PGW 2235 can aggregate traflic received
from one or more SGWs 220, and can send the aggregated
traflic to network 260. Additionally, or alternatively, PGW
225 can receirve traflic from network 260, and can send the
traflic to user device 205 via SGW 220 and base station 210.
PGW 225 can record data usage information (e.g., byte
usage), and can provide the data usage information to AAA
245,

Authentication server 230 includes one or more devices
capable of receiving, processing, storing, generating, and/or
providing information associated with a registration service.
For example, authentication server 230 can include a server
device (e.g., a host server, a web server, an application
server, etc.), a cloud computing device, or a similar device.

Enforcement server 235 includes one or more devices
capable of receiving, processing, storing, generating, and/or
providing information associated with a registration service.
For example, enforcement server 235 can include a server
device (e.g., a host server, a web server, an application
server, etc.), a cloud computing device, or a similar device.

HSS 240 includes one or more devices, such as one or
more server devices, capable of managing (e.g., receiving,
generating, storing, processing, and/or providing) informa-
tion associated with user device 205. For example, HSS 240
can manage subscription mformation associated with user
device 205, such as information that identifies a subscriber
profile of a user associated with user device 205, information
that identifies services and/or applications that are accessible
to user device 205, location information associated with user
device 205, a network identifier (e.g., a network address)
that 1dentifies user device 205, information that identifies a
treatment of user device 205 (e.g., quality of service infor-
mation, a quantity of minutes allowed per time period, a
quantity of data consumption allowed per time period, etc.),
and/or similar information. HSS 240 can provide this infor-
mation to one or more other devices of environment 200 to
support the operations performed by those devices.

AAA 245 includes one or more devices, such as one or
more server devices, that perform authentication, authoriza-
tion, and/or accounting operations for communication ses-
sions associated with user device 205. For example, AAA
245 can perform authentication operations for user device
205 and/or a user of user device 205 (e.g., using one or more
credentials), can control access, by user device 203, to a
service and/or an application (e.g., based on one or more
restrictions, such as time-of-day restrictions, location
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restrictions, single or multiple access restrictions, read/write
restrictions, etc.), can track resources consumed by user
device 205 (e.g., a quantity of voice minutes consumed, a
quantity of data consumed, etc.), and/or can perform similar
operations.

Provisioning server 230 includes one or more devices
capable of receiving, processing, storing, generating, and/or
providing information associated with a content provision-
ing service and/or a registration service. For example, pro-
visioning server 2350 can include a server device (e.g., a host
server, a web server, an application server, etc.), a cloud
computing device, or a similar device.

Content server 255 includes one or more devices capable
of receiving, generating, storing, processing, and/or provid-
ing iformation associated with a content provisioning ser-
vice. For example, content server 255 can include a server
device (e.g., a host server, a web server, an application
server, etc.), a data center device, or a similar device.

Network 260 includes one or more wired and/or wireless
networks. For example, network 260 can include a cellular
network (e.g., a 5G network, an LTE network, a 3G network,
a code division multiple access (CDMA) network, etc.), a
public land mobile network (PLMN), a wireless local area
network (e.g., a Wi-F1 network), a local area network
(LAN), a wide area network (WAN), a metropolitan area
network (MAN), a telephone network (e.g., the Public
Switched Telephone Network (PSTN)), a private network,
an ad hoc network, an intranet, the Internet, a fiber optic-
based network, a cloud computing network, and/or a com-
bination of these or other types ol networks.

The number and arrangement of devices and networks
shown 1 FIG. 2 are provided as an example. In practice,
there can be additional devices and/or networks, fewer
devices and/or networks, different devices and/or networks,
or diflerently arranged devices and/or networks than those
shown 1n FIG. 2. Furthermore, two or more devices shown
in FIG. 2 can be implemented within a single device, or a
single device shown 1 FIG. 2 can be implemented as
multiple, distributed devices. Additionally, or alternatively, a
set of devices (e.g., one or more devices) ol environment
200 can perform one or more functions described as being
performed by another set of devices of environment 200.

FIG. 3 1s a diagram of example components of a device

300. Device 300 can correspond to user device 205, base
station 210, MME 215, SGW 220, PGW 225, authentication

server 230, enforcement server 235, HSS 240, AAA 245,
provisioning server 250, and/or content server 255. In some

implementations, user device 203, base station 210, MME
215, SGW 220, PGW 225, authentication server 230,

enforcement server 235, HSS 240, AAA 245, provisioning
server 250, and/or content server 255 can include one or
more devices 300 and/or one or more components of device
300. As shown 1n FIG. 3, device 300 can include a bus 310,
a processor 320, a memory 330, a storage component 340,
an mput component 350, an output component 360, and a
communication interface 370.

Bus 310 includes a component that permits communica-
tion among the components of device 300. Processor 320 1s
implemented 1n hardware, firmware, or a combination of
hardware and software. Processor 320 1s a central processing
unmt (CPU), a graphics processing umt (GPU), an acceler-
ated processing unit (APU), a microprocessor, a microcon-
troller, a digital signal processor (DSP), a field-program-
mable gate array (FPGA), an application-specific integrated
circuit (ASIC), or another type of processing component. In
some 1mplementations, processor 320 includes one or more
processors capable of being programmed to perform a
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function. Memory 330 includes a random access memory
(RAM), a read only memory (ROM), and/or another type of
dynamic or static storage device (e.g., a flash memory, a
magnetic memory, and/or an optical memory) that stores
information and/or 1nstructions for use by processor 320.

Storage component 340 stores information and/or sofit-
ware related to the operation and use of device 300. For
example, storage component 340 can include a hard disk
(e.g., a magnetic disk, an optical disk, a magneto-optic disk,
and/or a solid state disk), a compact disc (CD), a digital
versatile disc (DVD), a tloppy disk, a cartridge, a magnetic
tape, and/or another type ol non-transitory computer-read-
able medium, along with a corresponding drive.

Input component 350 includes a component that permits
device 300 to receive information, such as via user input
(¢.g., a touch screen display, a keyboard, a keypad, a mouse,
a button, a switch, and/or a microphone). Additionally, or
alternatively, mput component 350 can include a sensor for
sensing mnformation (e.g., a global positioning system (GPS)
component, an accelerometer, a gyroscope, and/or an actua-
tor). Output component 360 includes a component that
provides output information from device 300 (e.g., a display,
a speaker, and/or one or more light-emitting diodes (LEDs)).

Communication imterface 370 includes a transceiver-like
component (e.g., a transceiver and/or a separate receiver and
transmitter) that enables device 300 to communicate with
other devices, such as via a wired connection, a wireless
connection, or a combination of wired and wireless connec-
tions. Communication interface 370 can permit device 300
to recerve mformation from another device and/or provide
information to another device. For example, communication
interface 370 can include an Ethernet interface, an optical
interface, a coaxial interface, an infrared interface, a radio
frequency (RF) interface, a universal serial bus (USB)
interface, a Wi-Fi1 interface, a cellular network interface, or
the like.

Device 300 can perform one or more processes described
herein. Device 300 can perform these processes in response
to processor 320 executing soitware instructions stored by a
non-transitory computer-readable medium, such as memory
330 and/or storage component 340. A computer-readable
medium 1s defined herein as a non-transitory memory
device. A memory device mcludes memory space within a
single physical storage device or memory space spread
across multiple physical storage devices.

Soltware mstructions can be read into memory 330 and/or
storage component 340 from another computer-readable
medium or from another device via communication interface
370. When executed, soitware instructions stored in memory
330 and/or storage component 340 can cause processor 320
to perform one or more processes described herein. Addi-
tionally, or alternatively, hardwired circuitry can be used in
place of or in combination with software instructions to
perform one or more processes described herein. Thus,
implementations described herein are not limited to any
specific combination of hardware circuitry and software.

The number and arrangement of components shown in
FIG. 3 are provided as an example. In practice, device 300
can include additional components, fewer components, dii-
terent components, or differently arranged components than
those shown in FIG. 3. Additionally, or alternatively, a set of
components (e.g., one or more components) ol device 300
can perform one or more functions described as being
performed by another set of components of device 300.

FIG. 4 1s a diagram of a call flow of example operations
capable of being performed by one or more devices of FIG.
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2. For example, FIG. 4 1s a call flow diagram of an example
call flow 400 for performing service provisioning for a third
party application.

As shown i FIG. 4, and by reference number 405,
content server 255 can generate an application key pair. As
further shown 1n FIG. 4, and by reference number 410,
provisioning server 250 can receive mformation associated
with an application. For example, provisioning server 230
can receive, from a client device (e.g., which might have
received an 1mput from a user), information associated with
an application. In some implementations, the information
can be associated with an application (e.g., a client appli-
cation) that 1s capable of being executed by user device 205.
For example, user device 205 can execute the application
which enables user device 205 to receive content from
content server 255 and provide, for display, the content.

In some mmplementations, provisioning server 250 can
generate an account for a registration service to be used 1n
association with the application. For example, as described
clsewhere herein, the registration service can enable the
automatic registration and authentication of user devices 205
that might execute the application. Additionally, or alterna-
tively, provisioming server 250 can generate an account
identifier for the account, and/or can generate an application
identifier.

In some 1implementations, the information associated with
the application can include information that identifies an
application certificate. For example, the application certifi-
cate can include information identitying the application key
pair. Additionally, or alternatively, the mformation associ-
ated with the application can include information that 1den-
tifies a set of content servers 255 to be used 1n association
with the application and/or registration service (e.g., IP
addresses, MAC addresses, port i1dentifiers, or the like).
Additionally, or alternatively, the information associated
with the application can include information that identifies a
set of user devices 205 that can use the application and/or
registration service (e.g., MDNs, IMEIs, IMSIs, or the like).

In some mmplementations, provisioning server 250 can
store, 1n a data structure (e.g., a device provisioning table),
the information associated with the application (e.g., infor-
mation that identifies the account identifier, the application
identifier, the application certificate, the set of content serv-
ers 255, and/or the set of user devices 205).

As turther shown in FIG. 4, and by reference number 415,
provisioning server 2350 can provide, to authentication server
230, a request for a service public key. In some implemen-
tations, the request for the service public key can include
information that identifies the application identifier, the
application certificate, the set of user devices 203, and/or the
set of content servers 255.

As turther shown in FIG. 4, and by reference number 420,
authentication server 230 can generate a service key pair
based on the request for the service public key. In some
implementations, authentication server 230 can validate the
application certificate. Additionally, or alternatively, authen-
tication server 230 can generate a service key pair for the
registration service based on validating the application cer-
tificate. In some implementations, authentication server 230
can store, 1n a data structure (e.g., the device provisioning
table), information that 1s associated with the service key
pair (e.g., information that identifies the application identi-
fier, the service key pair, the set of user devices 205, and/or
the set of content servers 255).

As turther shown in FIG. 4, and by reference number 425,
authentication server 230 can provide, to provisioning server
250, information that identifies the service public key. As
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turther shown 1in FIG. 4, and by reference number 430,
provisioming server 230 can provide, to enforcement server
235, information that identifies the application 1dentifier and
information that identifies the set of content servers 2535
(e.g., IP addresses and port identifiers).

As further shown 1n FIG. 4, and by reference number 435,
enforcement server 235 can store, 1n a data structure (e.g., a
flow provisioning table), information for IP session record
collection (e.g., information that identifies the application
identifier and information that identifies the set of content
servers 235).

As further shown 1n FIG. 4, and by reference number 440,
provisioming server 250 can store, in a data structure,
information that identifies the application identifier and/or
the service public key. As turther shown i FIG. 4, and by
reference number 445, content server 255 can store, 1n a data
structure (e.g., 1n an application provisioning table), infor-
mation associated with keys to be used 1n association with
the registration service (e.g., information that 1dentifies the
application 1dentifier, the service public key, the application
public key, and/or the application private key).

As imdicated above, FIG. 4 1s provided merely as an
example. Other examples are possible and can differ from
what was described with regard to FIG. 4. While a particular
series ol operations and/or data tlows have been described
above with regard to FIG. 4, the order of the operations
and/or data flows can be modified 1n other implementations.
Further, non-dependent operations can be performed 1in
parallel.

In this way, authentication server 230, enforcement server
235, and/or content server 255 can be provisioned, for a
registration service, based on information provided by pro-
visioning server 250 (e.g., which might have receirved the
information from a client device). Additionally, 1n this way,
a third party associated with the content provisioning service
can register for the registration service, which enables
content server 255 to receive, from authentication server
230, information that 1dentifies a network-based authentica-
tion of user device 205, as described elsewhere herein.

FIG. 5§ 1s a diagram of a call flow of example operations
capable of being performed by one or more devices of FIG.
2. For example, FIG. 5 1s a call flow diagram of an example
call flow 500 for performing IP session flow record collec-
tion.

As shown 1n FIG. 5, and by reference number 505, user
device 205 and PGW 225 can establish an IP session (e.g.,
based on an attach procedure). For example, HSS 240 and/or
AAA 245 can perform authentication, registration, session
initiation, and/or authorization procedures based on user
device 205 accessing a RAN (e.g., the LTE network via base
station 210). In some implementations, PGW 225 can estab-
lish an IP session for user device 205 based on HSS 240
and/or AAA 245 authenticating user device 2035. For
example, an IP session can include information i1dentifying
a connection of user device 2035 to the RAN and/or external
packet networks.

As further shown 1n FIG. §, and by reference number 510,
PGW 225 can provide, to enforcement server 235, informa-
tion that 1s associated with the IP session. For example,
PGW 225 can provide an IP session record that includes
information identifying an MDN of user device 205, an IP
address of user device 205, an expiration time of the IP
session, or the like.

As further shown 1n FIG. 3, and by reference number 515,
enforcement server 235 can store, 1n a data structure (e.g., an
IP session table), information that 1s associated with the IP
session (e.g., information that identifies the MDN of user
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device 205, the IP address of user device 205, and/or an
expiration time of the IP session).

As turther shown in FIG. §, and by reference number 520,
user device 205 can provide, to content server 235, an IP
packet. For example, the IP packet can include five-tuple
information such as a source address, a destination address,
a source port 1identifier, a destination port identifier, and/or a
protocol identifier.

As further shown in FIG. 5, and by reference number 525,
enforcement server 235 can identify an application identifier
based on the IP packet. For example, enforcement server 233
can search a data structure (e.g., the tlow provisioning table)
using the destination address and/or the destination port
identifier of the IP packet. Additionally, or alternatively,
enforcement server 235 can 1dentily an entry including
information identifying the application identifier, the IP
address of content server 255, and/or the port 1dentifier of
content server 253.

As turther shown in FIG. §, and by reference number 530,
enforcement server 235 can 1dentily an identifier of user
device 205 based on the IP packet. For example, enforce-
ment server 235 can search a data structure (e.g., the IP
session table) using the source IP address of the IP packet.
Additionally, or alternatively, enforcement server 235 can
identily an entry including information associated with an
MDN of user device 205, an IP address of user device 205,
and/or an expiration time associated with the IP session. In
some 1mplementations, enforcement server 235 can deter-
mine whether the IP session 1s active based on the expiration
time, and provide information to authentication server 230
based on the IP session being active, as described below.

As turther shown in FIG. §, and by reference number 535,
enforcement server 235 can provide, to authentication server
230, information associated with user device 205 based on
user device 2035 including an active IP session and/or based
on user device 205 being authenticated by HSS 240 and/or
AAA245. For example, enforcement server 235 can provide
information that identifies the application identifier, an
MDN of user device 205, and/or four-tuple information
associated with the IP packet (e.g., a source IP address, a
destination IP address, a source port identifier, and/or a
destination port 1dentifier).

As turther shown 1n FIG. §, and by reference number 540,
enforcement server 235 can provide, to content server 255,
the IP packet. As further shown in FIG. 5, and by reference
number 545, authentication server 230 can store, 1n a data
structure (e.g., a flow table), information associated with
user device 205 and/or content server 255 (e.g., information
that identifies the application identifier, the MDN of user
device 205, and the four-tuple information). In this way,
authentication server 230 can determine, based on the entry,
that user device 205 includes an active IP session and/or has
been authenticated by HSS 240 and/or AAA 245,

In this way, authentication server 230 can receive infor-
mation that i1dentifies that user device 205 1s (and/or has
been) authenticated by HSS 240 and/or AAA 245 (e.g.,
network-based authentication information). Additionally, in
this way, authentication server 230 can provide, to content
server 255, network-based authentication information,
thereby enabling content server 255 to automatically authen-
ticate and/or register user device 205 to receive content, as
described elsewhere herein.

As 1ndicated above, FIG. 5 1s provided merely as an
example. Other examples are possible and can differ from
what was described with regard to FIG. 5. While a particular
series ol operations and/or data flows have been described
above with regard to FIG. 5, the order of the operations
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and/or data flows can be modified 1n other implementations.
Further, non-dependent operations can be performed 1in
parallel.

FIGS. 6 A and 6B are diagrams of a call flow of example
operations capable of being performed by one or more
devices of FIG. 2. For example, FIGS. 6 A and 6B are call
flow diagrams of an example call flow 600 for performing
device registration based on network-based authentication
information.

As shown 1n FIG. 6 A, and by reference number 602, user
device 2035 can provide, to content server 233, an activation
request. For example, the activation request can be associ-
ated with a registration process that enables user device 205
to receive content from content server 255 (e.g., associated
with a content provisioning service). In some 1mplementa-
tions, the activation request can include information that
identifies the application identifier. In some 1mplementa-
tions, user device 205 can provide the activation request
using a resource 1identifier (e.g., an activation uniform
resource locator (URL), a uniform resource identifier (URI),
or the like).

As further shown in FIG. 6A, and by reference number
604, content server 255 can generate a session identifier and
encrypt the session 1dentifier and four-tuple information. For
example, content server 2535 can generate a session 1dentifier
based on the activation request. Additionally, content server
2355 can store, 1n a data structure (e.g., an activation table),
information that identifies the application identifier, the
session 1dentifier, the four-tuple information, and/or an expi-
ration time associated with the session identifier.

In some implementations, content server 255 can encrypt,
using the service public key, information that identifies the
session 1dentifier and the four-tuple information. By
encrypting the session 1dentifier and the four-tuple informa-
tion using the service public key, content server 235
improves security of the registration process (e.g., reduces
counterfeiting) because authentication server 230 includes
the service private key and/or user device 205 might not
have access to the service private key.

As further shown 1n FIG. 6A, and by reference number
606, content server 235 can provide, to user device 205, a
response to the activation request. In some implementations,
the response can include information that identifies the
application identifier, and the encrypted session identifier
and four-tuple information.

As further shown i FIG. 6A, and by reference number
608, user device 205 can provide, to authentication server
230, a request for a first token. In some implementations, the
request for the first token can include information that
identifies the application 1dentifier, and the encrypted ses-
sion 1dentifier and four-tuple information. In some 1mple-
mentations, and as described elsewhere herein, the first
token can include information that can be used by content
server 255 to determine whether user device 205 has been
authenticated by authentication server 230.

As further shown 1n FIG. 6A, and by reference number
610, authentication server 230 can decrypt the session
identifier and the four-tuple mnformation based on the request
for the first token. For example, authentication server 230
can search a data structure (e.g., the device provisioning
table) using the application identifier, and 1dentily the ser-
vice private key and the application public key. Additionally,
or alternatively, authentication server 230 can decrypt the
session 1dentifier and the four-tuple information using the
service private key.

In some 1implementations, authentication server 230 can
search a data structure (e.g., the flow table) using the
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application identifier and the four-tuple information and
identily an entry that includes information identifying the
application identifier, the MDN of user device 2035, and the
four-tuple information. In this way, authentication server
230 can determine that user device 203 includes an active IP
session and/or has been authenticated by HSS 240 and/or
AAA 245, Additionally, in this way, implementations
described herein enable automatic user device 205 authen-
tication and/or registration by using network-based authen-
tication information (e.g., recerved from AAA 245 based on
an attach procedure of user device 203).

As further shown in FIG. 6A, and by reference number
612, authentication server 230 can generate the first token.
For example, authentication server 230 can use a hashing
algorithm and generate the first token, such as a keyed-hash
message authentication code (HMAC) or the like, based on
information that identifies the application identifier, the
session 1dentifier, the MDN of user device 205, and/or the
four-tuple information. In some 1mplementations, authenti-
cation server 230 can encrypt, using the application public
key, the session identifier and the first token. In this way,
implementations described herein improve security of the
registration process because content server 255 can include
the application private key whereas user device 205 might
not have access to the application private key.

As turther shown i FIG. 6A, and by reference number
614, authentication server 230 can provide, to user device
205, a response to the request for the first token. In some
implementations, the response can include information that
identifies the application i1dentifier, and the encrypted ses-
sion 1dentifier and first token.

As shown 1n FIG. 6B, and by reference number 616, user
device 205 can generate a client certificate. In some 1mple-
mentations, the client certificate can include information that
identifies a client key pair (e.g., a pair of keys to be used 1n
association with the content provisioning service associated
with user device 205 and content server 2535).

As further shown in FIG. 6B, and by reference number
618, user device 205 can provide, to content server 255, a
registration request. For example, the registration request
can include information that identifies the application 1den-
tifier, the MDN of user device 205, the client certificate,
and/or the encrypted session 1dentifier and first token.

As further shown in FIG. 6B, and by reference number
620, content server 235 can 1dentily the application private
key and decrypt the session identifier and first token. For
example, content server 255 can search a data structure (e.g.,
the application provisioning table) using the application
identifier and identify the application private key. Addition-
ally, or alternatively, content server 255 can decrypt, using
the application private key, the encrypted session 1dentifier
and {first token.

As further shown in FIG. 6B, and by reference number
622, content server 255 can determine that the session
identifier 1s not expired. For example, content server 255 can
search a data structure (e.g., the activation table) using the
application 1dentifier and the session identifier, and deter-
mine that the session i1dentifier 1s not expired based on the
expiration time associated with the entry 1n the data struc-
ture.

As further shown in FIG. 6B, and by reference number
624, content server 235 can generate a device identifier
based on the session 1dentifier not being expired. For
example, content server 255 can search a data structure (e.g.,
the device provisioning table) using the MDN of user device
203, and determine that user device 205 was provisioned to
use the registration service (e.g., as described above in
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connection with FIG. 4). Additionally, or alternatively, con-
tent server 255 can generate a device identifier for user
device 205 to use 1n association with the registration service.

As further shown in FIG. 6B, and by reference number
626, content server 255 can generate a second token. For
example, content server 255 can generate the second token
using the application identifier, the session identifier, the
MDN of user device 205, and/or the four-tuple information.
That 1s, content server 2355 can generate the second token
using the same type of information as authentication server
230 used when generating the first token, as described above
in connection with operation 612.

As further shown i FIG. 6B, and by reference number
628, content server 255 can compare the second token (e.g.,
generated by content server 2355) and the first token (e.g.,
generated by authentication server 230 and provided by user
device 205). In some 1mplementations, content server 2535
can determine that the tokens match (1.e., are the same).
Additionally, or alternatively, content server 255 can store,
in a data structure (e.g., a device registration table), infor-
mation that indicates that user device 205 is registered to
receive content from content server 2535. For example,
content server 255 can store mformation that identifies the
account 1dentifier, the application identifier, the MDN of
user device 205, the device 1dentifier, the client certificate,
and a registration status (1.e., registered).

As further shown in FIG. 6B, and by reference number
630, content server 235 can provide, to user device 205, a
registration response. For example, the registration response
can include information that identifies the device identifier.

As further shown in FIG. 6B, and by reference number
632, user device 205 and content server 235 can perform
mutual authentication using the device identifier and the
client certificate. In this way, implementations described
herein enable user device 203 to be automatically registered
and/or authenticated to use a content provisioning service
based on network-based authentication information.

In this way, implementations described herein reduce a
need for manual configuration, improve security during the
registration process by reducing counterfeiting ol creden-
tials, and 1mprove scalability of content provisioning in
multi-device content distribution platforms (e.g., where hun-
dreds, thousands, millions, etc. of devices are to be regis-
tered to receive content).

As indicated above, FIGS. 6 A and 6B are provided merely
as an example. Other examples are possible and can differ
from what was described with regard to FIGS. 6 A and 6B.
While a particular series of operations and/or data tlows
have been described above with regard to FIGS. 6 A and 6B,
the order of the operations and/or data flows can be modified
in other implementations. Further, non-dependent opera-
tions can be performed 1n parallel.

FIG. 7 1s a flow chart of an example process 700 for
performing network-based device registration for content
distribution platforms. In some implementations, one or
more process blocks of FIG. 7 can be performed by authen-
tication server 230. In some 1mplementations, one or more
process blocks of FIG. 7 can be performed by another device
or a group of devices separate from or including authent-
cation server 230, such as user device 205, base station 210,
MME 215, SGW 220, PGW 225, HSS 240, AAA 245,
provisioning server 250, and/or content server 255.

As shown 1n FIG. 7, process 700 can include recerving,
from a network device, information that identifies a user
device (block 710). For example, authentication server 230
can receive, from enforcement server 235 (e.g., which might
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and/or AAA 245), information that identifies user device
205. In some implementations, authentication server 230 can
receive the information that identifies user device 205 1n a
similar manner as described above 1n connection with opera-
tion 535 of FIG. 5 and/or as described elsewhere herein.

As further shown in FIG. 7, process 700 can include
receiving, from a user device, a request for a token (block
720). For example, authentication server 230 can receive,
from user device 2035, a request for a token. In some
implementations, authentication server 230 can receive the
request for the token in a stmilar manner as described above
in connection with operation 608 of FIG. 6 A and/or as
described elsewhere herein.

As further shown 1 FIG. 7, process 700 can include
determining a session i1dentifier using a service private key
and based on the request for the token (block 730). For
example, authentication server 230 can determine a session
identifier using a service private key and based on the
request for the token. In some 1implementations, authentica-
tion server 230 can determine the session identifier 1n a
similar manner as described above 1n connection with opera-
tion 610 of FIG. 6A and/or as described elsewhere herein.

As further shown in FIG. 7, process 700 can include
generating the token based on the information that identifies
the user device and the session 1dentifier (block 740). For
example, authentication server 230 can generate the token
based on the information that identifies user device 205 and
the session 1dentifier. In some 1implementations, authentica-
tion server 230 can generate the token 1n a similar manner
as described above 1n connection with operation 612 of FIG.
6A and/or as described elsewhere herein.

As further shown in FIG. 7, process 700 can include
encrypting the token using an application public key (block
750). For example, authentication server 230 can encrypt the
token using an application public key. In some 1mplemen-
tations, authentication server 230 can encrypt the token in a
similar manner as described above 1n connection with opera-
tion 612 of FIG. 6A and/or as described elsewhere herein.

As further shown in FIG. 7, process 700 can include
providing, to the user device, the encrypted token (block
760). For example, authentication server 230 can provide, to
user device 205, the encrypted token. In some implementa-
tions, authentication server 230 can provide the encrypted
token 1n a similar manner as described above 1n connection
with operation 614 of FIG. 6 A and/or as described elsewhere
herein.

Although FIG. 7 shows example blocks of process 700, 1n
some 1mplementations, process 700 can include additional
blocks, fewer blocks, different blocks, or differently
arranged blocks than those depicted 1n FIG. 7. Additionally,
or alternatively, two or more of the blocks of process 700 can
be performed 1n parallel.

The iforegoing disclosure provides illustration and
description, but 1s not intended to be exhaustive or to limait
the implementations to the precise form disclosed. Modifi-
cations and variations are possible 1 light of the above
disclosure or can be acquired from practice of the imple-
mentations.

As used herein, the term component i1s intended to be
broadly construed as hardware, firmware, or a combination
ol hardware and software.

To the extent the aforementioned embodiments collect,
store, or employ personal information provided by imndividu-
als, 1t should be understood that such information shall be
used 1 accordance with all applicable laws concerming
protection of personal information. Additionally, the collec-
tion, storage, and use of such information can be subject to
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consent of the individual to such activity, for example,
through well known “opt-in” or “opt-out” processes as can
be approprniate for the situation and type of information.
Storage and use of personal information can be in an
appropriately secure manner retlective of the type of infor-
mation, for example, through various encryption and ano-
nymization techniques for particularly sensitive informa-
tion.

It will be apparent that systems and/or methods, described
herein, can be implemented in different forms of hardware,
firmware, or a combination of hardware and software. The
actual specialized control hardware or software code used to
implement these systems and/or methods 1s not limiting of
the implementations. Thus, the operation and behavior of the
systems and/or methods were described herein without
reference to specific software code—it being understood that
software and hardware can be designed to implement the
systems and/or methods based on the description herein.

Even though particular combinations of features are
recited in the claims and/or disclosed in the specification,
these combinations are not intended to limait the disclosure of
possible implementations. In fact, many of these features
can be combined 1 ways not specifically recited in the
claims and/or disclosed in the specification. Although each
dependent claim listed below can directly depend on only
one claim, the disclosure of possible implementations
includes each dependent claim in combination with every
other claim 1n the claim set.

No element, act, or instruction used herein should be
construed as critical or essential unless explicitly described
as such. Also, as used herein, the articles “a” and “‘an” are
intended to include one or more items, and can be used
interchangeably with “one or more.” Furthermore, as used
herein, the term “set” 1s itended to include one or more
items (e.g., related items, unrelated 1tems, a combination of
related and unrelated items, etc.), and can be used inter-
changeably with “one or more.” Where only one item 1is
intended, the term “one” or similar language 1s used. Also,
as used herein, the terms “has,” “have,” “having,” or the like
are intended to be open-ended terms. Further, the phrase
“based on” 1s intended to mean “based, at least 1n part, on”
unless explicitly stated otherwise.

What 1s claimed 1s:
1. A device, comprising:
one or more memories; and
one or more processors, coupled to the one or more
memories, to:
recelve, from a network device, information that iden-
tifies a user device,
the user device to access a radio access network
associated with the network device,
the network device to authenticate the user device
based on the user device accessing the radio
access network, and
the network device to provide, to the device, the
information that identifies the user device based
on authenticating the user device;
receive, from the user device, a request for a first token,
a server device to encrypt a session identifier using
a service public key to generate an encrypted
session i1dentifier,
the server device to provide, to the user device,
information that identifies the encrypted session
identifier, and
the request including the information that identifies
the encrypted session identifier;
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determine the session 1dentifier using a service private
key:
generate the first token based on the imnformation that
identifies the user device and the session identifier;
encrypt the first token using an application public key
to generate an encrypted first token; and
provide, to the user device, mformation that identifies
the encrypted first token,
the user device to provide, to the server device, a
registration request that includes information that
identifies the encrypted first token,
the server device to decrypt the encrypted first token
using an application private key,
the server device to generate a second token based on
other information associated with the user device
and the session identifier,
the server device to compare the first token and the
second token,
the server device to provide, to the user device, a
device 1dentifier based on comparing the {first
token and the second token, and
the device identifier to enable the user device to
receive content associated with the server device.
2. The device of claim 1, where the one or more proces-
sors are further to:
receive a request for the service public key,
the request including an application 1dentifier and infor-
mation that identifies the server device;
generate the service public key and the service private key
based on the application i1dentifier and the information
that 1dentifies the server device; and
provide, to the server device, information that 1dentifies
the service public key.
3. The device of claim 1, where the request for the first
token includes an application i1dentifier; and
where the one or more processors, when determining the
session 1dentifier, are to:
determine the session identifier using the service pri-
vate key and the application i1dentifier.
4. The device of claim 1, where the one or more proces-
sors are further to:
receive, from the network device, information that 1den-
tifies an application identifier and information that
identifies the server device; and
where the one or more processors, when generating the
first token, are to:
generate the first token based on the immformation that
identifies the user device, the application 1dentifier,
and the information that identifies the server device.
5. The device of claim 1, where the one or more proces-
sors are further to:
identily the application public key based on the request
for the first token; and
where the one or more processors, when encrypting the
first token using the application public key, are to:
encrypt the first token using the application public key
based on identifying the application public key.
6. The device of claim 1, where the one or more proces-
sors are further to:
identily information that identifies a first network address
of the user device and a second network address of the
server device based on the request for the first token;
and
where the one or more processors, when generating the
first token, are to:
generate the first token based on the first network
address and the second network address.




US 10,341,364 B2

19

7. The device of claim 1, where the one or more proces-
sors are further to:

identily the service private key based on an application

identifier; and

where the one or more processors, when determining the

session 1dentifier, are to:
determine the session 1dentifier based on identifying the
service private key.

8. A non-transitory computer-readable medium storing
instructions, the instructions comprising:

one or more instructions that, when executed by one or

more processors, cause the one or more processors 1o:
recelve, from a network device, information that iden-
tifies a user device,
the user device to access a network associated with
the network device,
the network device to authenticate the user device
based on the user device accessing the network,
and
the network device to provide the information that
identifies the user device based on authenticating
the user device;
receive, from the user device, a request for a first token,
the request including information that identifies an
encrypted session 1dentifier,
a server device to encrypt the session identifier
using a service public key, and
the server device to provide, to the user device, the
encrypted session 1dentifier;
determine the session identifier using a service private
key;
generate the first token based on the immformation that
1dentifies the user device and the session i1dentifier;
encrypt the first token using an application public key;
and
provide, to the user device, the encrypted first token,
the user device to provide, to the server device, a
registration request that includes the encrypted
first token,
the server device to decrypt the encrypted first token
using an application private key,
the server device to generate a second token based on
other mformation that identifies the user device
and the session identifier,
the server device to compare the first token and the
second token,
the server device to selectively authenticate the user
device based on comparing the first token and the
second token.

9. The non-transitory computer-readable medium of claim
8, where the one or more instructions, when executed by the
one or more processors, further cause the one or more
processors to:

receive a request for the service public key; and

provide, to the server device, information that identifies

the service public key based on the request.

10. The non-transitory computer-readable medium of
claiam 8, where the request for the first token includes an
application identifier; and

where the one or more 1nstructions, that cause the one or

more processors to generate the first token, cause the

one or more processors to:
generate the first token based on the application 1den-
tifier.
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11. The non-transitory computer-readable medium of
claim 8, where the one or more instructions, when executed
by the one or more processors, further cause the one or more

Processors to:
receive, from the network device, information that 1den-
tifies an application identifier and information that
identifies the server device; and

where the one or more 1nstructions, that cause the one or

more processors to generate the first token, cause the

One Oor more processors to:

generate the first token based on the mformation that
1dentifies the application identifier and the informa-
tion that 1dentifies the server device.

12. The non-transitory computer-readable medium of
claim 8, where the one or more instructions, when executed
by the one or more processors, further cause the one or more
Processors to:

identily the application public key based on the request

for the first token; and

where the one or more 1nstructions, that cause the one or

more processors to encrypt the first token using the

application public key, cause the one or more proces-

sors to:

encrypt the first token based on 1dentifying the appli-
cation public key.

13. The non-transitory computer-readable medium of
claim 8, where the one or more instructions, when executed
by the one or more processors, further cause the one or more
Processors to:

recerve, from the network device, four-tuple information

assoclated with the user device and the server device;
and

where the one or more 1nstructions, that cause the one or

more processors to generate the first token, cause the

one or more processors to:

generate the first token based on the four-tuple infor-
mation.

14. The non-transitory computer-readable medium of
claim 8, where the one or more instructions, when executed
by the one or more processors, further cause the one or more
Processors to:

identity the service private key based on an application

identifier; and

where the one or more 1nstructions, that cause the one or

more processors to determine the session identifier,

cause the one or more processors to:

determine the session 1dentifier based on identifying the
service private key.

15. A method, comprising:

recerving, by a device and from a network device, infor-

mation that identifies a user device,

the user device to access a radio access network asso-
ciated with the network device,

the network device to authenticate the user device
based on the user device accessing the radio access
network, and

the network device to provide the information that
1dentifies the user device based on authenticating the
user device;

recerving, by the device and from the user device, a

request for a first token,

the request including an encrypted session 1dentifier,

a server device to encrypt the session identifier using a
service public key, and

the server device to provide, to the user device, the
encrypted session i1dentifier;
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determining, by the device, the session 1dentifier using a
service private key;
generating, by the device, the first token based on the
information that identifies the user device and the
session 1dentifier;
encrypting, by the device, the first token using an appli-
cation public key to generate an encrypted first token;
and
providing, by the device and to the user device, the
encrypted first token,
the user device to provide, to the server device, a
registration request that includes the encrypted first
token,
the server device to decrypt the encrypted first token
using an application private key,
the server device to generate a second token based on
other information that identifies the user device and
the session identifier,
the server device to compare the first token and the
second token,
the server device to provide, to the user device, a device
identifier based on comparing the first token and the
second token, and
the device 1dentifier to enable the user device to receive
content associated with the server device.
16. The method of claim 15, further comprising;
receiving a request for the service public key;
generating the service public key and the service private
key based on the request; and
providing, to the server device, the service public key.
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17. The method of claim 15, further comprising:

receiving, from the user device, information that identifies
an application 1dentifier and the server device based on
the request for the first token; and

where generating the first token comprises:

generating the first token based on the information that
identifies the application identifier and the server
device.

18. The method of claim 15, further comprising:

recerving, from the network device, information that
identifies an application i1dentifier, the user device, and
the server device; and

where generating the first token comprises:

generating the first token based on the information that
identifies the application i1dentifier, the user device,

and the server device.

19. The method of claim 15, further comprising:

identifying the application public key based on the request
for the first token; and

where encrypting the first token comprises:

encrypting the first token based on identifying the
application public key.

20. The method of claim 15, where the information that

identifies the user device includes a mobile directory num-
ber.
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