12 United States Patent
Yu

US010334505B2

US 10,334,505 B2
Jun. 25, 2019

(10) Patent No.:
45) Date of Patent:

(54)

(71)

(72)

(73)

(%)

(21)
(22)

(65)

(63)

(1)

(52)

(58)

CONGESTION CONTROL METHOD AND
APPARATUS

Applicant: HUAWEI TECHNOLOGIES CO.,
LTD., Shenzhen (CN)

Inventor: Yijun Yu, Shanghai (CN)

Assignee: HUAWEI TECHNOLOGIES CO.,
LTD., Shenzhen (CN)

Notice: Subject to any disclaimer, the term of this
patent 1s extended or adjusted under 35
U.S.C. 154(b) by 438 days.

Appl. No.: 14/879,300

Filed: Oct. 9, 2015

Prior Publication Data

US 2016/0037435 Al Feb. 4, 2016

Related U.S. Application Data

Continuation of application No. PCT/CN2013/

074071, filed on Apr. 11, 2013.

Int. CI.

HO4W 48/06 (2009.01)

HO4L 12/26 (2006.01)

HO4W 76/18 (2018.01)

U.S. CL

CPC ........... HO4W 48/06 (2013.01); HO4L 43/062

(2013.01); HO4W 76/18 (2018.02)

Field of Classification Search
None
See application file for complete search history.

(56) References Cited

U.S. PATENT DOCUMENTS

9,046,370 B2* 6/2015 Annapureddy ........ GO1C 21/00
2008/0026760 Al* 1/2008 Park .................. HO4W 36/0055
455/437

7/2011 Faccin et al.
(Continued)

2011/0171926 Al

FOREIGN PATENT DOCUMENTS

CN 102421141 A 4/2012
CN 102625412 A 8/2012
WO 2012/110002 Al 8/2012

OTHER PUBLICATIONS

International Search Report dated Jan. 23, 2014 in corresponding
international application PCT/CN2013/074071.

(Continued)

Primary Examiner — Anh Ngoc M Nguyen
(74) Attorney, Agent, or Firm — Staas & Halsey LLP

(57) ABSTRACT

The present invention provides a congestion control method
and apparatus. The method includes: sending, by a user
equipment, a first network connection request to a network
device of a first mobile network; receiving, by the user
equipment, a first network connection rejection message
from the network device, where the first network connection
rejection message includes network switching indication
information, where the network switching indication infor-
mation 1s used for instructing the user equipment to switch
to a second mobile network, and the network switching
indication mformation 1s from a subscription manager SM;
and accessing, by the user equipment, the second mobile
network according to the network switching indication
information. The present mvention ensures normal execu-
tion of a service on an eUICC user equipment when network
congestion occurs.
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CONGESTION CONTROL METHOD AND
APPARATUS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of International Appli-
cation No. PCT/CN2013/074071, filed on Apr. 11, 2013,
which 1s hereby incorporated by reference in 1ts entirety.

TECHNICAL FIELD

The present invention relates to communications tech-
nologies, and 1n particular, to a congestion control method
and apparatus.

BACKGROUND

A mobile communications technology 1s used for sup-
porting a user equipment (User Equipment, UE for short) in
accessing the Internet through a wireless network. In order
to access the wireless network, a UE first needs to be
registered with an operator to obtain a legitimate subscriber
identity module (Subscriber Identity Module, SIM for short)
card, and then the SIM card is placed into the UE. The SIM
card 1s a typical universal integrated circuit card (Universal
Integrated Circuit Card, UICC for short) and includes sub-
scription information of the operator. The UE uses the
subscription information provided by the SIM card for
network registration. SIM cards are gradually applied 1n the
field of machine communications (for example, field data
acquisition) and used for wireless network access and inter-
action with a service server in machine communications.
However, because a device for machine communications 1s
stationary aiter installation, for example, 1n a remote area, 1t
1s also difhicult to change a SIM card after the SIM card 1s
placed into a user equipment, and when a service provider
needs to change an operator, 1t needs a large cost to change
the SIM card 1n the user equipment, which brings about
many difliculties 1 deploying a machine communications
service. In order to solve the foregoing problem, the prior art
provides a new-type UICC technology, that 1s, an embedded
UICC (Embedded UICC, eUICC for short). The eUICC
technology allows dynamic update of operator information
in a UICC, that 1s, an operator can be changed without a need
of removing a UICC from a user equipment.

When the UE 1nto which an eUICC 1s placed accesses a
wireless network, congestion may occur in the wireless

network, for example, a device 1n the network 1s overloaded,
or a UE consumes excessive network resources. To handle
this situation, the prior art supports a congestion control
method, 1n which when network congestion occurs, the
network rejects access of a new user equipment and sets a
limitation that a rejected user equipment cannot 1nitiate an
attach request or other service requests including a request
to the network or another network within a time period (for
example, 30 minutes). However, this method does not
consider a feature and a requirement of a service running on
a user equipment. If a service that 1s being executed or 1s to
be executed by a current user equipment has a requirement
for real time, for example, a medical device reports a
condition of a patient, or a vehicle-mounted electronic
device obtains surroundings information for navigation, and
if the foregoing congestion control technology 1s used to
prevent the user equipment from accessing a network in a
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time period, and the service cannot be executed properly and
even a serious consequence 1s caused.

SUMMARY

The present invention provides a congestion control
method and apparatus, to ensure normal execution of a
service on a user equipment with an eUICC when network
congestion occurs.

According to a first aspect, a congestion control method
1s provided, including:

sending, by a user equipment, a first network connection
request to a network device of a first mobile network;

recerving, by the user equipment, a first network connec-
tion rejection message from the network device, where the
first network connection rejection message includes network
switching indication information, where the network switch-
ing indication mformation 1s used for instructing the user
equipment to switch to a second mobile network, and the
network switching indication information 1s from a subscrip-
tion manager SM; and

accessing, by the user equipment, the second mobile
network according to the network switching indication
information.

With reference to the first aspect, 1n a first possible
implementation manner, the first network connection
request 1s an attach request, and the first network connection
rejection message 1s an attach reject; or the first network
connection request 1s a PDN connectivity request, and the
first network connection rejection message 1s a PDN con-
nectivity reject message.

With reference to the first aspect or the first possible
implementation manner of the first aspect, in a second
possible 1mplementation manner, the network switching
indication information 1s sent after the subscription manager
SM receives congestion state information from the first
mobile network and determines that the UE needs to per-
form network switching.

With reference to the second possible implementation
manner of the first aspect, 1n a third possible implementation
manner, the congestion state information includes informa-
tion indicating that the first mobile network 1s congested,
and an identifier of the user equipment, or an APN used by
the user equipment, or an 1dentifier of a service requested by
the user equipment.

With reference to any one of the first aspect to the third
possible 1mplementation manner of the first aspect, 1n a
fourth possible implementation manner, the first network
connection rejection message Iurther includes second
mobile network information corresponding to the second
mobile network; the accessing the second mobile network
includes: accessing the second mobile network according to
the second mobile network information; and the second
mobile network information includes at least one of a mobile
network type, a mobile network identifier, and a mobile
network index, where the mobile network index 1s used for
indicating the mobile network type and/or the mobile net-
work 1dentifier stored in the user equipment.

According to a second aspect, a congestion control
method 1s provided, including:

recerving, by a subscription manager SM, congestion state
information sent by a network device of a first mobile
network, where the congestion state information is used for
indicating that the first mobile network 1s congested, and the
congestion state information includes information of a user
equipment;
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determining, by the SM according to the congestion state
information, that the user equipment meets a network
switching condition; and

sending, by the SM, network switching indication infor-
mation to the network device, where the network switching,
indication information 1s used for istructing the user equip-
ment to access a second mobile network.

With reference to the second aspect, in a first possible
implementation manner, the information of the user equip-
ment includes at least one of an identifier of the user
equipment, an APN used by the user equipment, and an
identifier of a service requested by the user equipment.

With reference to the second aspect or the first possible
implementation manner of the second aspect, 1n a second
possible 1mplementation manner, the network switching
condition 1ncludes at least one of a list of 1dentifiers of user
equipments which need to perform network switching, a list
of APNs used by user equipments which need to perform
network switching, and a list of identifiers of services
requested by user equipments which need to perform net-
work switching.

With reference to any one of the second aspect to the
second possible immplementation manner of the second
aspect, 1n a third possible implementation manner, the SM
sends a congestion reporting indication to the network
device, where the congestion reporting indication 1s used for
instructing the first mobile network to send, when the first

mobile network 1s congested, the congestion state informa-
tion.

With reference to the third possible implementation man-
ner of the second aspect, 1n a fourth possible implementation
manner, the congestion reporting indication includes a con-
gestion reporting condition.

With reference to the fourth possible 1mplementation
manner of the second aspect, 1n a {ifth possible implemen-
tation manner, the congestion reporting condition includes at
least one of a list of user equipment 1dentifiers which needs
to be reported when congestion occurs, a list of APNs used
by user equipments which needs to be reported when
congestion occurs, and a list of identifiers of services
requested by user equipments which needs to be reported
when congestion occurs.

With reference to any one of the second aspect to the fifth
possible implementation manner of the second aspect, 1n a
sixth possible implementation manner, the SM communi-
cates with a home subscription server of the second mobile
network, to activate subscription data, in the second mobile
network, of the user equipment.

With reference to any one of the second aspect to the sixth
possible implementation manner of the second aspect, 1n a
seventh possible i1mplementation manner, the network
switching indication information includes information of the
second mobile network.

With reference to the seventh possible implementation
manner of the second aspect, 1n an eighth possible 1mple-
mentation manner, the information of the second mobile
network includes at least one of a mobile network type, a
mobile network identifier, and a mobile network index,
where the mobile network index 1s used for indicating the
mobile network type and/or the mobile network i1dentifier
stored 1n the user equipment.

According to a third aspect, a congestion control method
1s provided, including:

sending, by a network device of a first mobile network,
congestion state information to a subscription manager SM,
where the congestion state information 1s used for indicating,
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that the first mobile network 1s congested, and the conges-
tion state information includes information of a user equip-
ment UE; and

receiving, by the network device, network switching
indication information from the SM, where the network
switching indication information is used for instructing the
user equipment to access a second mobile network.

With reference to the third aspect, 1n a first possible
implementation manner, the information of the UE includes
at least one of an identifier of the UE, an APN used by the
UE, and an identifier of a service requested by the UE.

With reference to the third aspect or the first possible
implementation manner of the third aspect, in a second
possible 1mplementation manner, the method further
includes: receiving, by the network device, a congestion
reporting indication from the SM, where the congestion
reporting indication 1s used for instructing the first mobile
network to send, when the first mobile network 1s congested,
the congestion state information.

With reference to the second possible implementation
manner of the third aspect, in a third possible implementa-
tion manner, the congestion reporting indication includes a
congestion reporting condition, and the user equipment
meets the congestion reporting condition.

With reference to the third possible implementation man-
ner of the third aspect, in a fourth possible implementation
manner, that the user equipment meets the congestion
reporting condition includes that the i1dentifier of the user
equipment 1s 1n a user equipment identifier list which 1s
included 1n the congestion reporting condition and needs to
be reported; or the APN used by the user equipment 1s in an
APN list which 1s included in the congestion reporting
condition and needs to be reported; or the identifier of the
service requested by the user equipment 1s 1n a service
identifier list which 1s included 1n the congestion reporting
condition and needs to be reported.

With reference to any one of the third aspect to the fourth
possible implementation manner of the third aspect, 1n a fifth
possible 1mplementation manner, the network device
includes an HSS or an HLR.

With reference to the fifth possible implementation man-
ner of the third aspect, 1n a sixth possible implementation
manner, the method further includes: receiving, by the HSS
or the HLR, congestion indication information sent by a
mobility management entity MME of the first mobile net-
work, where the congestion state information 1s sent aiter the
congestion indication information sent by the MME 1is
received, and the congestion state information 1s used for
indicating that the MME 1n the first mobile network 1is
congested; and sending, by the HSS or the HLR, the network
switching indication information to the MME.

With reference to the sixth possible implementation man-
ner of the third aspect, 1n a seventh possible implementation
manner, the method further includes: sending, by the HSS or
the HLR, a congestion reporting indication to the mobility
management entity MME of the first mobile network, where
the reporting indication 1s used for instructing the MME to
send, when the first mobile network 1s congested, congestion
state information; and receiving, by the HSS or the HLR, the
congestion state mformation sent by the MME, where the
congestion state information indicates that the MME 1s
congested or an SGW 1s congested or a PGW 15 congested.

With reference to any one of the third aspect to the fourth
possible implementation manner of the third aspect, 1n an
eighth possible implementation manner, the network device

includes a PGW or an SGW.
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With reference to the eighth possible implementation
manner of the third aspect, in a ninth possible implementa-
tion manner, the PGW/SGW receives, through an HSS/HLR
and an MME, the congestion reporting indication sent by the
SM, or the congestion reporting indication 1s received by the
PGW or the SGW directly from the SM; and the method
turther includes: sending, by the PGW/SGW, the network
switching indication information to the MME.

With reference to the ninth possible implementation man-
ner of the third aspect, 1n a tenth possible implementation
manner, the congestion state information indicates that the
PGW or the SGW 1s congested.

With reference to any one of the third aspect to the fourth
possible implementation manner of the third aspect, 1n an
cleventh possible implementation manner, the network
device 1s a mobility management entity MME.

With reference to the eleventh possible implementation
manner of the third aspect, 1n a twelith possible implemen-
tation manner, the method further includes: receiving, by the
MME, a first network connection request from the UE; and
sending, by the MME, a first network connection rejection
message including the network switching indication infor-
mation to the UE.

With reference to the eleventh possible implementation
manner of the third aspect, 1n a thirteenth possible 1mple-
mentation manner, the first network connection request 1s an
attach request, and the first network connection rejection
message 1s an attach reject; or the first network connection
request 1s a PDN connectivity request, and the first network
connection rejection message 1s a PDN connectivity reject
message.

With reference to any one of the eleventh possible imple-
mentation manner to the thirteenth possible implementation
manner of the third aspect, 1n a fourteenth possible 1mple-
mentation manner, the MME receives, through an HSS/
HLR, the congestion reporting indication sent by the SM;
and the congestion state information i1s sent to the SM
through the HLR/HSS.

With reference to any one of the eleventh possible imple-
mentation manner to the thirteenth possible implementation
manner of the third aspect, in a fifteenth possible implemen-
tation manner, the congestion state information indicates
that the MME 1s congested.

With reference to the thirteenth possible implementation
manner of the third aspect, in a sixteenth possible 1mple-
mentation manner, the method further includes: receiving,
by the MME, a congestion notification from an SGW, where
the congestion state information indicates that the SGW or
a PGW 1s congested.

With reference to any one of the third aspect to the
sixteenth possible implementation manner of the third
aspect, 1n a seventeenth possible implementation manner,
the network switching indication information includes infor-
mation of the second mobile network.

With reference to the seventeenth possible implementa-
tion manner of the third aspect, in an eighteenth possible
implementation manner, the information of the second
mobile network includes at least one of a mobile network
type, a mobile network identifier, and a mobile network
index, where the mobile network index 1s used for indicating
the mobile network type and/or the mobile network 1denti-
fier stored 1n the user equipment.

According to a fourth aspect, a user equipment 1s pro-
vided, imncluding:

a request sending unit, configured to send a first network
connection request to a network device of a first mobile
network;
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an information receiving unit, configured to receive a first
network connection rejection message from the network
device, where the first network connection rejection mes-
sage 1ncludes network switching indication information,
where the network switching indication information 1s used
for instructing the user equipment to switch to a second
mobile network, and the network switching indication infor-
mation 1s from a subscription manager SM; and

a network access unit, configured to access the second
mobile network according to the network switching indica-
tion information.

With reference to the fourth aspect, i a first possible
implementation manner, the first network connection
request sent by the request sending unit 1s an attach request,
and the first network connection rejection message received
by the information receiving unit 1s an attach reject; or the
first network connection request sent by the request sending
unmit 1s a PDN connectivity request, and the first network
connection rejection message recerved by the information
receiving unit 1s a PDN connectivity reject message.

With reference to the fourth aspect or the first possible
implementation manner of the fourth aspect, in a second
possible 1mplementation manner, the network switching
indication information received by the information receiving
unmit 1s sent after the subscription manager SM receives
congestion state imnformation from the first mobile network
and determines that the UE needs to perform network
switching.

With reference to the second possible implementation
manner of the fourth aspect, in a third possible implemen-
tation manner, the congestion state information includes
information 1ndicating that the first mobile network 1s con-
gested, and an 1dentifier of the user equipment, or an APN
used by the user equipment, or an identifier of a service
requested by the user equipment.

With reference to any one of the fourth aspect to the third
possible implementation manner of the fourth aspect, 1n a
fourth possible implementation manner, the first network
connection rejection message recerved by the information
receiving unit further includes second mobile network 1nfor-
mation corresponding to the second mobile network; the
accessing the second mobile network includes: accessing the
second mobile network according to the second mobile
network information; and the second mobile network infor-
mation includes at least one of a mobile network type, a
mobile network identifier, and a mobile network index,
where the mobile network index 1s used for indicating the
mobile network type and/or the mobile network i1dentifier
stored 1n the user equipment.

According to a fifth aspect, a subscription manager SM 1s
provided, including:

an mnformation receiving unit, configured to receive con-
gestion state information sent by a network device of a first
mobile network, where the congestion state information 1s
used for indicating that the first mobile network 1s con-
gested, and the congestion state information includes infor-
mation ol a user equipment;

a condition determining unit, configured to determine,
according to the congestion state information, that the user
equipment meets a network switching condition; and

an indication sending unit, configured to send network
switching indication information to the network device,
where the network switching indication information 1s used
for instructing the user equipment to access a second mobile
network.

With reference to the fifth aspect, mn a first possible
implementation manner, the information of the user equip-




US 10,334,505 B2

7

ment received by the information receiving unit includes at
least one of an 1dentifier of the user equipment, an APN used
by the user equipment, and an identifier of a service
requested by the user equipment.

With reference to the fifth aspect or the first possible
implementation manner of the fifth aspect, mn a second
possible 1mplementation manner, the network switching
condition used by the condition determining unit for deter-
mimng includes at least one of a list of 1dentifiers of user
equipments which need to perform network switching, a list
of APNs used by user equipments which need to perform
network switching, and a list of identifiers of services
requested by user equipments which need to perform net-
work switching.

With reference to any one of the fifth aspect to the second
possible implementation manner of the fifth aspect, 1n a third
possible implementation manner, the indication sending unit
1s Turther configured to send a congestion reporting 1ndica-
tion to the network device, where the congestion reporting
indication 1s used for instructing the first mobile network to
send, when the first mobile network 1s congested, the
congestion state mnformation.

With reference to the third possible implementation man-
ner of the fifth aspect, in a fourth possible implementation
manner, the congestion reporting indication includes a con-
gestion reporting condition.

With reference to the fourth possible implementation
manner of the fifth aspect, 1n a fifth possible implementation
manner, the congestion reporting condition includes at least
one of a list of user equipment 1dentifiers which needs to be
reported when congestion occurs, a list of APNs used by
user equipments which needs to be reported when conges-
tion occurs, and a list of 1dentifiers of services requested by
user equipments which needs to be reported when conges-
tion occurs.

With reference to any one of the fifth aspect to the fifth
possible implementation manner of the fifth aspect, 1n a sixth
possible implementation manner, the subscription manager
SM further includes a communication management unit,
configured to communicate with a home subscription server
of the second mobile network, to activate subscription data,
in the second mobile network, of the user equipment.

With reference to any one of the fifth aspect to the sixth
possible implementation manner of the fifth aspect, 1n a
seventh possible i1mplementation manner, the network
switching indication information sent by the indication
sending unit includes information of the second mobile
network.

With reference to the seventh possible implementation
manner of the fifth aspect, 1n an eighth possible implemen-
tation manner, the information of the second mobile network
includes at least one of a mobile network type, a mobile
network identifier, and a mobile network index, where the
mobile network index 1s used for indicating the mobile
network type and/or the mobile network 1dentifier stored in
the user equipment.

According to a sixth aspect, a network device 1s provided,
including;

an information sending umt, configured to send conges-
tion state information to a subscription manager SM, where
the congestion state information 1s used for indicating that
the first mobile network in which the network device 1s
located 1s congested, and the congestion state information
includes mformation of a user equipment UE; and

an indication receiving unit, configured to receive net-
work switching indication information from the SM, where
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the network switching indication information 1s used for
instructing the user equipment to access a second mobile
network.

With reference to the sixth aspect, in a first possible
implementation manner, the information of the UE sent by
the information sending unit includes at least one of an
identifier of the UE, an APN used by the UE, and an
identifier of a service requested by the UE.

With reference to the sixth aspect or the first possible
implementation manner of the sixth aspect, in a second
possible implementation manner, the indication receiving
unit 1s further configured to receive a congestion reporting
indication from the SM, where the congestion reporting
indication 1s used for instructing the first mobile network to
send, when the first mobile network i1s congested, the
congestion state information.

With reference to the first possible implementation man-
ner of the sixth aspect, 1n a third possible implementation
manner, the congestion reporting indication includes a con-
gestion reporting condition, and the user equipment meets
the congestion reporting condition.

With reference to the second possible implementation
manner of the sixth aspect, 1n a fourth possible implemen-
tation manner, that the user equipment meets the congestion
reporting condition includes that the identifier of the user
equipment 1s 1 a user equipment identifier list which 1s
included 1n the congestion reporting condition and needs to
be reported; or the APN used by the user equipment 1s 1n an
APN list which 1s included in the congestion reporting
condition and needs to be reported; or the identifier of the
service requested by the user equipment 1s 1n a service
identifier list which 1s included 1n the congestion reporting
condition and needs to be reported.

With reference to any one of the sixth aspect to the fourth
possible implementation manner of the sixth aspect, 1n a fifth
possible 1mplementation manner, the network device
includes an HSS or an HLR.

With reference to the fifth possible implementation man-
ner of the sixth aspect, in a sixth possible implementation
manner, the network device further includes: an information
receiving unit, configured to receive congestion indication
information sent by a mobility management entity MME of
the first mobile network, where the congestion state infor-
mation 1s sent after the congestion indication information
sent by the MME 1s received, and the congestion state
information 1s used for indicating that the MME 1n the first
mobile network 1s congested; and an indication sending unit,
configured to send the network switching indication infor-
mation to the MME.

With reference to the sixth possible implementation man-
ner of the sixth aspect, 1n a seventh possible implementation
manner, the indication sending unit 1s further configured to
send a congestion reporting indication to the mobility man-
agement entity MME of the first mobile network, where the
reporting indication 1s used for mstructing the MME to send,
when the first mobile network 1s congested, congestion state
information; and the information receiving unit 1s further
configured to receive the congestion state information sent
by the MME, where the congestion state information indi-
cates that the MME 1s congested or an SGW 1s congested or
a PGW 1s congested.

With reference to any one of the sixth aspect to the fourth
possible implementation manner of the sixth aspect, 1n an
eighth possible implementation manner, the network device
includes a PGW or an SGW.

With reference to the eighth possible implementation
manner of the sixth aspect, 1n a ninth possible implementa-
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tion manner, the indication receiving umt 1s further config-
ured to receive, through an HSS/HLR and an MME, the

congestion reporting indication sent by the SM, or receive
the congestion reporting indication directly from the SM;
and the network device further includes an indication send-
ing unit, configured to send the network switching indication
information to the MME.

With reference to the ninth possible implementation man-
ner of the sixth aspect, 1n a tenth possible implementation

manner, the congestion state information indicates that the
PGW or the SGW 1s congested.

With reference to any one of the sixth aspect to the fourth
possible implementation manner of the sixth aspect, 1n an
cleventh possible implementation manner, the network
device 1s a mobility management entity MME.

With reference to the eleventh possible implementation
manner of the sixth aspect, in a twelith possible implemen-
tation manner, the network device turther includes: a request
receiving unit, configured to receive a first network connec-
tion request from the UE; and a rejection sending unit,
configured to send a first network connection rejection
message including the network switching indication infor-
mation to the UE.

With reference to the twelith possible 1implementation
manner of the sixth aspect, in a thirteenth possible 1mple-
mentation manner, the first network connection request
received by the request recerving unit 1s an attach request,
and the first network connection rejection message sent by
the rejection sending unit 1s an attach reject; or the first
network connection request received by the request receiv-
ing unit 1s a PDN connectivity request, and the first network
connection rejection message sent by the rejection sending
unit 1s a PDN connectivity reject message.

With reference to any one of the eleventh possible imple-
mentation manner to the thirteenth possible implementation
manner of the sixth aspect, in a fourteenth possible imple-
mentation manner, the indication receiving unit 1s further
configured to receive, through an HSS/HLR, the congestion
reporting indication sent by the SM; and the congestion state
information sent by the information sending unit 1s sent to
the SM through the HLR/HSS.

With reference to any one of the eleventh possible imple-
mentation manner to the thirteenth possible implementation
manner of the sixth aspect, i a fifteenth possible 1mple-
mentation manner, the congestion state mmformation indi-
cates that the MME 1s congested.

With reference to the thirteenth possible implementation
manner of the sixth aspect, 1n a sixteenth possible 1mple-
mentation manner, the network device further includes a
notification recerving unit, configured to receive a conges-
tion notification from an SGW, and the congestion state
information sent by the information sending unit indicates
that the SGW or a PGW 1s congested.

With reference to any one of the sixth aspect to the
sixteenth possible implementation manner of the sixth
aspect, 1 a seventeenth possible implementation manner,
the network switching indication information includes infor-
mation of the second mobile network.

With reference to the seventeenth possible implementa-
tion manner of the sixth aspect, 1n an eighteenth possible
implementation manner, the information of the second
mobile network includes at least one of a mobile network
type, a mobile network identifier, and a mobile network
index, where the mobile network index 1s used for indicating
the mobile network type and/or the mobile network 1denti-
fier stored 1n the user equipment.
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A technical effect of the congestion control method and
apparatus provided by the present mnvention 1s as follows: a
network device reports congestion state information to a
subscription manager (Subscription Manager, SM for short)
when a mobile network 1s congested, and the SM deter-
mines, according to the congestion state information,
whether a switch needs to be performed. For example, when
the SM determines, according to the congestion state infor-
mation, that a preset service policy 1s met (that 1s, determines
that normal execution of a current service needs to be
ensured), the SM 1instructs, through the network device, the
user equipment to perform mobile network switching. This
method considers a service requirement of a user equipment,
and therefore can ensure normal execution of a service on a
user equipment with an eUICC 1n the case of network

congestion.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s an architectural diagram of a system to which an
embodiment of a congestion control method according to the
present invention 1s applicable;

FIG. 2 1s a schematic flowchart of an embodiment of the
congestion control method according to the present inven-
tion;

FIG. 3 1s a schematic flowchart of another embodiment of
the congestion control method according to the present
invention;

FIG. 4 1s a schematic flowchart of still another embodi-
ment of the congestion control method according to the
present 1nvention;

FIG. 5 1s a schematic flowchart of still another embodi-
ment of the congestion control method according to the
present 1nvention;

FIG. 6 1s a schematic flowchart of still another embodi-
ment of the congestion control method according to the
present 1nvention;

FIG. 7 1s a schematic flowchart of still another embodi-
ment of the congestion control method according to the
present 1nvention;

FIG. 8 1s a schematic signaling diagram of still another
embodiment of the congestion control method according to
the present invention;

FIG. 9 1s a schematic signaling diagram of still another
embodiment of the congestion control method according to
the present invention;

FIG. 10 1s a schematic signaling diagram of still another
embodiment of the congestion control method according to
the present invention;

FIG. 11 1s a schematic signaling diagram of still another
embodiment of the congestion control method according to
the present mvention;

FIG. 12 1s a schematic signaling diagram of still another
embodiment of the congestion control method according to
the present mnvention;

FIG. 13 1s a schematic structural diagram of an embodi-
ment of a user equipment according to the present invention;

FIG. 14 1s a schematic structural diagram of an embodi-
ment of a subscription manager according to the present
imnvention;

FIG. 15 1s a schematic structural diagram of an embodi-
ment of a network device according to the present invention;

FIG. 16 1s a schematic structural diagram of another
embodiment of the network device according to the present
invention;
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FIG. 17 1s a schematic structural diagram of still another
embodiment of the network device according to the present
imnvention; and

FIG. 18 1s a schematic structural diagram of still another

embodiment of the network device according to the present
invention.

DESCRIPTION OF EMBODIMENTS

A congestion control method provided 1n embodiments of
the present invention 1s targeted at a user equipment into
which an eUICC 1s placed. A mobile network serving the
eUICC user equipment can be changed without a need of
removing the UICC card from the user equipment. FIG. 1 1s
an architectural diagram of a system to which an embodi-
ment of a congestion control method according to the
present mvention 1s applicable. As shown 1 FIG. 1, an
cUICC user equipment needs to access a mobile network
and use a network service by using a network device 1n the
mobile network, and an SM can communicate with multiple
operators and multiple mobile networks. Specifically, the
SM can communicate with a network device 1n the mobile
network, or the SM may be co-located with a network device
in the mobile network, for example, co-located with a home
location register’/home subscriber server (Home Location
Register/Home Subscriber Server, HLR/HSS), and can com-
municate with the eUICC user equipment by using the
network device. For example, the eUICC user equipment
accesses a mobile network A, and the SM can instruct, by
using network devices al and a2 1n the mobile network A,
the eUICC user equipment to switch to a mobile network B
(actually an eUICC 1n the eUICC user equipment 1s
instructed to change operator information). The mobile
network A and the mobile network B may be two mobile
networks belonging to two different operators, and may also
be two mobile networks belonging to one operator, for
example, mobile networks using two diflerent access tech-
nologies. For example, the mobile network A 1s a cellular
network and the mobile network B 1s a wireless local area
network.

The embodiments of the present invention mainly
describe a method used by an SM to mnstruct an eUICC user
equipment to switch to another mobile network when the
cUICC user equipment requests access to a mobile network
but the mobile network 1s congested, and network devices
related to the switching method.

Embodiment 1

FIG. 2 1s a schematic flowchart of an embodiment of the
congestion control method according to the present inven-
tion. This embodiment 1s a method executed by an eUICC
user equipment, where the eUICC user equipment may be a
mobile phone, a tablet computer, or a terminal device (such
as a sensor or a machine communications gateway) 1in
machine communications. As shown in FIG. 2, the method
may include the following steps:

201: Send a first network connection request to a network
device of a first mobile network.

A network type of the first mobile network 1n this embodi-
ment may be a Long Term Evolution (Long Term Evolution,
LTE for short) network, a 2G/3G network, or the like. The
network connection request sent to the network device may
be, for example, an attach request (Attach Request) or a
PDN connectivity request (PDN Connectivity Request) sent
to a mobility management entity (Mobility Management

Entity, MME for short) in the LTE network, an activate PDP
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context request (Activate PDP Context Request) message
sent by a user equipment (UE) to a serving GRPS support
node (Serving GRPS Support Node, SGSN for short) in the
2G/3G access network, or the like.

In the embodiment of the present invention, both the
MME and the SGSN are mobility management network
clements.

202: Recerve a first network connection rejection message
returned by the network device, where the first network
connection rejection message includes network switching
indication information.

The first network connection rejection message 1s, for
example, an attach reject (Attach Reject) message or a PDN
connectivity reject (PDN Connectivity Reject) message sent
by the MME 1n the LTE network, an activate PDP context
reject (Activate PDP Context Reject) message returned by
the SGSN to the UE 1n the 2G/3G access network, or the
like.

The network switching indication information 1s used for
instructing the user equipment to switch to a second mobile
network, and the network switching indication information
may be sent after the SM receives congestion state infor-
mation from the first mobile network and determines that the
UE needs to perform network switching.

For example, the congestion state information may
include information indicating that the first mobile network
1s congested, and an 1dentifier of the user equipment, or an
APN used by the user equipment, or an identifier of a service
requested by the user equipment.

In a specific implementation, the network switching indi-
cation information may be indicated by whether the network
switching indication information 1s included, for example, 11
the network connection rejection includes the network
switching indication information, 1t indicates that the user
equipment needs to switch to the second mobile network; or
the network switching indication information may be indi-
cated by a value of the network switching indication, for
example, 11 the value of the network switching indication 1s
1 or set to “switch”, 1t indicates that the user equipment
needs to switch to the second mobile network:; and 1 the
value of the network switching indication 1s 0 or set to “not
switch”, 1t indicates that the user equipment does not need
to switch to the second mobile network.

The first network connection rejection message may fur-
ther include second mobile network information corre-
sponding to the second mobile network. The second mobile
network mformation includes a mobile network type. For
example, the mobile network type may be indicated as a
cellular network, and an access technology for the cellular
network such as 2G, 3G, or 4G may be further indicated; or
the mobile network type may be indicated as a wireless local
area network (Wireless Local Area Network, WLAN {for
short), which may also be referred to as WiF1, and a wireless
technology for the WLAN such as 802.11b and the 802.11n
may be further indicated. The second mobile network infor-
mation may also include a mobile network identifier. For
example, the mobile network identifier may be a public land
mobile network (Public Land Mobile Network, PLMN ifor
short) 1dentifier of a cellular network, or may be a wireless
local area network 1dentifier such as an access point (Access
Point, AP for short) identifier or a service set identifier
(Service Set Identifier, SSID for short). The second mobile
network information may also be a mobile network index.
The mobile network 1ndex may be an imndex value used for
identifying information such as the mobile network type
and/or the mobile network identifier. For example, the UE
may obtain, according to the index value, the information
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such as the mobile network type and/or the mobile network
identifier of the second mobile network stored 1n the UE.

In this embodiment, when the UE sends the first network
connection request to the network device of the first mobile
network, the first mobile network may be congested, for
example, the network device 1s congested due to overload,
or a UE already occupies enough network resources so that
congestion occurs due to limited resources. Therefore, the
first mobile network reports congestion state information to
the SM. The reporting may be performed by the network
device which recerves the first network connection request
of the user equipment, or may be performed by another
network device. The congestion state information may
include, for example, one or more pieces of information of
a congested device 1n the first mobile network and service-
related information of a current network connection service.
When the SM determines, according to the congestion state
information, that a service corresponding to a network
connection request message meets a preset service policy,
the SM sends the network switching indication information,
where the service policy 1s used for identilying a service of
which normal execution needs to be ensured.

The determining process of the SM 1s described using an
example: It 1s assumed that a UE 1s one of user equipments
used by a service provider to implement a service Y of the
service operator, where the UE has a built-in eUICC; and the
service Y 1s a service for reporting patient condition 1n real
time, which 1s very important and cannot be delayed. In
order to prevent normal execution of the service Y from
being delayed due to congestion when the UE accesses the
first mobile network, the service provider may preset a
service policy at an SM side by means of manual configu-
ration. For example, the service policy 1s that “normal
operation of devices providing the service Y must be
ensured, and these devices may include the following device
identifiers s1, s2, and s3”, which indicates that i1if UFEs
corresponding to the three device identifiers access the first
mobile network, normal execution of services running on
the devices must be ensured when network congestion
occurs. In order to ensure the normal running of the services,
a manner used by the SM 1s that “if congestion occurs when
any one ol the three devices accesses the first mobile
network, the SM 1nstructs the device to switch to another
mobile network™, that 1s, the SM sends network switching
indication information.

Correspondingly, the SM sends 1in advance the first mobile
network a congestion reporting indication, which may indi-
cate information on at least one of the following aspects: a
first one 1s 1nstructing the first mobile network to report,
when the first mobile network 1s congested, congestion state
information, and a second one may indicate what informa-
tion the reported congestion state information specifically
includes. For example, the SM may instruct the network
device to 1include a device i1dentifier of the UE sending the
connection request 1n the reported congestion state informa-
tion; after the SM receives the device identifier, for example,
s3, the SM may determine that the UE corresponding to s3
1s a device already set 1n the service policy, which indicates
that the service corresponding to the network connection
request message meets the preset service policy (because the
UE 1nitiates the network connection in order to implement,
by using the network, a service, for example, the service Y,
the service 1s referred to as a service corresponding to the
network connection request message; and because the
device s3 1s set in the service policy 1 order to ensure
normal runmng of the service on s3, 1t may be regarded that
the service meets the service policy, that is, the service 1s a
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service of which normal running needs to be ensured).
Therefore, when the first mobile network 1s congested, the

SM mstructs the UE to switch to the second mobile network.

The SM may also include a congestion reporting condi-
tion 1n the congestion reporting indication sent to the first
mobile network, where the congestion reporting condition
may include at least one of a list of user equipment 1denti-
fiers which needs to be reported when congestion occurs, a
list of APNs used by user equipments which needs to be
reported when congestion occurs, and a list of identifiers of
services requested by user equipments which needs to be
reported when congestion occurs. In this case, when the first
mobile network 1s congested, the network device of the first
mobile network checks whether the i1dentifier of the UE or
the access point name (Access Point Name, APN) used by
the UE or the i1dentifier of the service requested by the UE
meets the congestion reporting condition; and 11 the identi-
fier of the UE or the APN used by the UE or the identifier
of the service requested by the UE 1s included in at least one
of the lists, the network device of the first mobile network
reports the congestion state information to the SM.

203: Access the second mobile network according to the
network switching indication information.

Optionally, the first network connection rejection message
further includes second mobile network information corre-
sponding to the second mobile network, and the UE accesses
the second mobile network according to the second mobile
network information; or if the UE already stores the second
mobile network information, the SM may not include the
second mobile network information in the first network
connection rejection message.

In the congestion control method in this embodiment,
when failing to access a first mobile network, a user equip-
ment may switch to a second mobile network according to
network switching indication information returned by the
first mobile network; therefore, normal running of a service
of the user equipment can be ensured when the first mobile
network 1s congested.

Embodiment 2

FIG. 3 15 a schematic flowchart of another embodiment of
the congestion control method according to the present
invention. This embodiment 1s a method executed by an SM.
As shown 1 FIG. 3, the method may include the following
steps:

301: Receive congestion state information sent by a
network device of a first mobile network, where the con-
gestion state information 1s used for indicating that the first
mobile network 1s congested.

Optionally, the SM may also send a congestion reporting,
indication to the network device, where the congestion
reporting indication 1s used for instructing the first mobile
network to send, when the first mobile network 1s congested,
the congestion state information. Congestion of the first
mobile network actually refers to that congestions occurs on
a network device 1n the first mobile network, for example, an
MME 1s congested, or a serving gateway (Serving Gateway,
SGW for short), or a packet data network gateway (Packet
Data Network Gateway, PGW {for short).

In addition, the network device which notifies, by a report,
the SM of congestion 1n the first mobile network may be a
congested network device or another network device. An
example 1s as follows: It 1s assumed that an MME 1n the {first
mobile network 1s congested, the MME may report conges-
tion state information to the SM according to the congestion
reporting indication of the SM; or the MME may notily an
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HLR/HSS of a congestion state of the MME, and the
HLR/HSS reports the congestion state information of the
MME to the SM according to the congestion reporting
indication of the SM.

The congestion reporting indication in this embodiment
may also be used for notifying the network device of the first
mobile network of what specific information 1s to be
reported. For example, as described in Embodiment 1, the
SM may 1instruct the network device to report a device
identifier of a UE corresponding to a network connection
request received by the congested device, so that the SM
compares the device i1dentifier with a stored service policy,
thereby determining whether mobile network switching
needs to be performed.

For example, if the SM sends the congestion reporting
indication to the HLLR/HSS 1n the first mobile network, when
receiving a congestion notification sent by the MME (the
notification may be sent when the MME receives the net-
work connection request of the UE and 1s congested) the
HILR/HSS reports congestion state information to the SM,
where the congestion state information may include infor-
mation of the user equipment. The information of the user
equipment may include, for example, at least one of an
identifier of the user equipment, an APN used by the user
equipment, and an identifier of a service requested by the
user equipment. The 1dentifier of the user equipment may be
an MME identifier (to indicate that the MME 1s congested)
and a UE identifier s1, where the UE identifier s1 may be any
one of an international mobile subscriber identity (Interna-
tional Mobile Subscriber Identity, IMSI for short), a mobile
station international ISDN number (Mobile Station Interna-
tional ISDN Number, MSISDN for short), and an 1dentifier
(for example, a character string formed by a number, a letter,
and the like) assigned by the SM to the UE, and the like.

302: Determine, according to the congestion state infor-
mation, that the user equipment meets a network switching,
condition.

After receiving the congestion state information, the SM
determines, according to information included 1n the con-
gestion state information, whether the user equipment meets
a network switching condition. For example, the network
switching condition may include at least one of a list of
identifiers of user equipments which need to perform net-
work switching, a list of APNs used by user equipments
which need to perform network switching, and a list of
identifiers of services requested by user equipments which
need to perform network switching.

Specifically, 1f the SM determines, according to the con-
gestion state information, that the user equipment meets the
network switching condition, the case may be that the
identifier of the user equipment 1s 1n the user equipment
identifier list which 1s included 1n the congestion reporting
condition and needs to be reported, or the APN used by the
user equipment 1s 1n the APN list which 1s included 1n the
congestion reporting condition and needs to be reported, or
the identifier of the service requested by the user equipment
1s 1n the service identifier list which 1s included in the
congestion reporting condition and needs to be reported.

For example, 1t 1s assumed that the preset service policy
stored 1n the SM 1includes the following user equipment
identifiers s1, s2, and s3, which indicates that if congestion
occurs when any one of the three user equipments accesses
a network, normal execution of a service on the device needs
to be ensured; therefore, the SM compares the device
identifier s1 received 1n step 302 with the three device
identifiers, and determines that a service on the UE corre-
sponding to s1 meets the preset service policy, that is, the
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service belongs to the services of which normal execution
needs to be ensured, and the SM returns network switching
indication information to the network device of the first
mobile network. Otherwise, 1t 1s assumed that the identifier
of the UE 1n the message received by the SM 1s s4, which
indicates that the service policy 1s not met, and a service on
the UE corresponding to s4 may possibly be of low impor-
tance and have a low requirement on time; in this case, the
network switching indication information does not need to
be delivered, the UE does not need to be instructed to
perform mobile network switching, but the UE may be
istructed, as 1 an existing process, not to request a con-
nection again within a time period, so that the UE waits for
a time before attempting to access the network again.

303: Send network switching indication information to
the network device, where the network switching indication
information 1s used for instructing the user equipment to
access a second mobile network.

When the SM sends the network switching indication
information, for example, the SM may send the network
switching indication information to the HLR/HSS, then the
HILR/HSS sends the indication information to the MME, and
finally the MME 1nstructs, according to the network switch-
ing indication information, the UE to perform switching.
Specifically, the MME may instruct the UE to switch to the
second mobile network.

Optionally, as described 1n the foregoing 1n this embodi-
ment, according to the network switching condition, the SM
may include a congestion reporting condition in the con-
gestion reporting indication sent to the network device. For
example, the congestion reporting condition includes at least
one of a list of user equipment identifiers which needs to be
reported when congestion occurs, a list of APNs used by
user equipments which needs to be reported when conges-
tion occurs, and a list of 1dentifiers of services requested by
user equipments which needs to be reported when conges-
tion occurs. An example 1s used for description: For
example, 11 the service policy stored on an SM side includes
that identifiers of user equipments of which normal service
running needs to be ensured are s1, s2, and s3, the SM may
include the user equipment identifiers s1, s2, and s3 i the
congestion reporting indication and send the congestion
reporting indication to the HLR/HSS; therefore, the user
equipment 1dentifiers s1, s2, and s3 may be referred to as the
congestion reporting condltlon and the SM 1nstructs the
HILR/HSS that the HLR/HSS does not need to report con-
gestion state information in all congestion states but reports
network congestion state information to the SM only when
the mobile network 1s congested and a connection request
sent by a UE corresponding to one of the user equipment
identifiers 1s received. In addition, the SM may also include
information such as an APN and a service identifier in the
congestion reporting condition.

For example, 1t the HLR/HSS learns that a current net-
work connection 1s 1mtiated by a UE of which a user
equipment 1dentifier 1s sl, the congestion reporting condi-
tion 1s met, and the HLR/HSS reports congestion state
information to the SM, where the congestion state informa-
tion 1n this case may carry the identifier s1 of the UE or may
not carry the 1dentifier s1 (because in this case the SM may
regard by default, that as long as the congestion state
information 1s reported, the service policy 1s already met);
otherwise, 1f the HLR/HSS learns that the current network
connection 1s initiated by a UE of which a user equipment
identifier 1s s4, the congestion reporting condition 1s not met,
and the HLR/HSS does not report congestion state informa-
tion to the SM. That 1s, the first mobile network reports the
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congestion state information to the SM only when the first
mobile network 1s congested and the congestion reporting,

condition 1s met.

Optionally, the HLR/HSS may not need to distinguish a
UE identifier, but reports the congestion state information to
the SM as long as congestion occurs. In this case, the
congestion state information together with a UE i1dentifier,
however, may be sent to the SM, so that the SM determines,
according to the UE identifier and the service policy,
whether to send the network switching indication informa-
tion.

Optionally, the congestion reporting condition of the
congestion state information may include, for example, at
least one of a user equipment identifier, an access point
identifier APN, a service identifier, and other information
which may be used for identifying a service.

In addition, the network switching indication information
may further mnclude imnformation of the second mobile net-
work. The information of the second mobile network
includes at least one of a mobile network type, a mobile
network identifier, and a mobile network index, where the
mobile network index 1s used for indicating the mobile
network type and/or the mobile network 1dentifier stored in
the user equipment.

In the congestion control method 1n this embodiment, an
SM sends a congestion reporting indication to a network
device of a first mobile network, so that the network device
can report a congestion state to the SM according to the
indication when the first mobile network 1s congested, and
the SM can determine whether a UE needs to be instructed
to perform mobile network switching during current con-
gestion, so as to instruct, in a timely manner, the UE to
perform mobile network switching when the UE needs to

perform switching and ensure normal running of a service of
the UE.

Embodiment 3

FIG. 4 1s a schematic tlowchart of still another embodi-
ment of the congestion control method according to the
present invention. This embodiment 1s executed by a net-
work device 1n a first mobile network. As shown 1n FIG. 4,
the method may include the following steps:

401: A network device 1n a first mobile network sends
congestion state information to a subscription manager SM.

The congestion state information 1s used for indicating
that the first mobile network i1s congested, and the conges-
tion state information includes information of a user equip-
ment UE.

For example, the mformation of the UE may include at
least one of an 1dentifier of the UE, an APN used by the UE,
and an i1dentifier of a service requested by the UE.

Optionally, the congestion state information may be sent
alfter the network device receives a congestion reporting
indication from the SM, where the congestion reporting
indication 1s used for instructing the first mobile network to
send, when the {first mobile network i1s congested, the
congestion state information. For example, the congestion
reporting 1ndication may include a congestion reporting
condition, and the user equipment meets the congestion
reporting condition.

For example, that the user equipment meets the conges-
tion reporting condition includes that the identifier of the
user equipment 1s in a user equipment 1dentifier list which 1s
included 1n the congestion reporting condition and needs to
be reported; or the APN used by the user equipment 1s 1n an
APN list which 1s included in the congestion reporting
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condition and needs to be reported; or the identifier of the
service requested by the user equipment 1s 1n a service

identifier list which 1s included 1n the congestion reporting
condition and needs to be reported.

402: The network device receives network switching
indication information from the SM, where the network
switching indication information is used for instructing the
user equipment to access a second mobile network.

For example, the network switching indication informa-
tion may include information of the second mobile network.
The information of the second mobile network includes at
least one of a mobile network type, a mobile network
identifier, and a mobile network index, where the mobile
network 1ndex 1s used for indicating the mobile network type
and/or the mobile network identifier stored in the user
equipment.

The following Embodiment 4 to Embodiment 6 are meth-
ods executed by network devices in a mobile network, and
differences between the network devices in the three
embodiments lie 1n that the network devices play different
roles 1n the mobile network in a switching procedure and
have different relationships with an SM.

Embodiment 4

FIG. 5 1s a schematic flowchart of still another embodi-
ment of the congestion control method according to the
present invention. As described 1n the foregoing embodi-
ment, an SM sends a congestion reporting indication to a
network device 1n a mobile network. The network device in
this embodiment 1s a device which directly receives the
congestion reporting indication sent by the SM, that 1s, the
SM directly communicates with the network device 1n this
embodiment. The SM directly instructs the network device
to perform congestion control, that 1s, mstructs the network
device to control the mobile network to report a congestion
state.

As shown 1 FIG. 5, the method may include the follow-
ing steps:

501: Receive a congestion reporting indication sent by a
subscription manager SM.

For example, an HLR/HSS 1n a mobile network receives
the congestion reporting indication sent by the SM; or a
gateway device (SGW or PGW) 1n the mobile network
receives the congestion reporting indication sent by the SM.

502: Report congestion state information of the first
mobile network to the SM according to the congestion
reporting idication.

There may be a plurality of control manners for reporting
the congestion state information of the first mobile network
to the SM.

An optional manner 1s that the network device which
receives the congestion reporting indication sent by the SM
reports a congestion state of the network device.

Specifically, when the network device which directly
receives the congestion reporting indication 1s congested,
the network device may report, to the SM, congestion state
information used for notifying that the network device is
congested. For example, a PGW 1n the mobile network may
receive the congestion reporting indication directly sent by
the SM and report congestion state information to the SM
when the PGW 1s congested, where the congestion state
information may include a device identifier of the PGW.

In addition, the PGW may send the congestion state
information when receiving a connection establishment
request of an MME, where the connection establishment
request of the MME 1s sent when the MME receives a
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network connection request message of a UE, and the
network connection request message of the UE i1s used by
the UE to access a network to implement a service. There-
fore, when reporting the congestion state information, the
PGW may also report an identifier of the UE to the SM, and
the SM can learn, according to the identifier of the UE,
which UE i1s accessing the network when congestion occurs
and which service the UE 1s configured to implement.
Theretfore, the identifier of the UE may be referred to as a
determination reference identifier and 1s a determination
reference identifier of a service corresponding to the net-
work connection request message.

In this manner, the network device may also receive a
network switching indication returned by the SM, where the
network switching indication 1s sent when the SM deter-
mines, accordlng to the determination reference identifier,
that the service meets a preset service policy. According to
the network switching indication, the user equipment 1s
instructed to switch to a second mobile network. For
example, the PGW may send the network switching 1ndica-
tion to the MME, and the MME 1nstructs the user equipment
to perform switching.

Another optional manner 1s that the network device which
receives the congestion reporting indication of the SM
reports a congestion state of another network device 1n the
same mobile network. The network device which receives
the congestion reporting indication of the SM can commu-
nicate with the another network device, and therefore can
learn that the another network device 1s congested.

Specifically, the network device which directly receives
the congestion reporting indication may receive a congestion
notification sent by a network device in the first mobile
network, where the congestion notification 1s sent when the
network device recerves a network connection request mes-
sage sent by a user equipment and 1s congested. At this time,
the network device which directly receives the congestion
reporting indication may report the congestion state infor-
mation to the SM.

An example 1s as follows: The network device which
directly receives the congestion reporting indication of the
SM may be an HLR/HSS 1n the mobile network, where the
HLR/HSS can receive a congestion notification sent by an
MME; for example, when the MME receives a network
connection request message sent by a UE, and if the MME
1s congested, the MME may send a congestion notification
to the HLR/HSS, so as to notity the HLR/HSS that the MME
1s congested and cannot process the connection request of
the UE. At this time, the HLR/HSS reports to the SM the
congestion state information carrying a device identifier of
the MME and a determination reference identifier of a
service corresponding to the network connection request
message. For example, the determination reference 1dentifier
1s a device 1dentifier of the UE. The determination reference
identifier 1s used by the SM to determine, according to the
determination reference identifier, whether to instruct the
UE to perform mobile network switching.

In this manner, the network device, namely the HLR/HSS,
may also receive a network switching indication returned by
the SM, where the network switching indication 1s sent when
the SM determines, accordmg to the determination reference
identifier, that the service meets a preset service policy. And
the SM forwards the network switching indication to the
MME, and the MME instructs, according to the network
switching indication, the user equipment to switch to a
second mobile network.

Still another optional manner 1s that the network device
which receives the congestion reporting indication of the

10

15

20

25

30

35

40

45

50

55

60

65

20

SM sends the congestion reporting indication and address
information of the SM to another network device in the same

mobile network, and the another network device continues
with congestion reporting control.

For example, still using that the HLR/HSS in the mobile
network 1s the network device which directly receives the
congestion reporting indication of the SM as an example, the
HLR/HSS may send the received congestion reporting indi-
cation and the address mnformation of the SM to the MME.
At this time, the MME may have two options: one 1s that the
MME reports congestion state information to the SM
according to the foregoing information (the congestion state
information may be that the MME 1s congested, or may be
that another device, for example, a gateway device, 1s
congested); and the other 1s that the MME continues to
forward the congestion reporting indication and the address
information of the SM to another network device, for
example, a gateway device, and the gateway device reports
congestion state mnformation.

As can be seen from the foregoing example, in this
manner, the network device, for example, the HLR/HSS,
which directly receives the congestion reporting 1ndication
sent by the SM does not take part 1n a subsequent process
related to congestion state reporting. The HLR/HSS only
receives the congestion reporting indication from the SM
and forwards the congestion reporting indication to another
device, and the another device reports the congestion state
information to the SM. Although the HLR/HSS does not
take part 1n the subsequent process, the HLR/HSS 1s still
equivalent to a congestion control device because the HLR/
HSS triggers the congestion state reporting of the another
device. In addition, 1n this manner, the HLR/HSS does not
receive a network switching indication delivered by the SM
either, and the SM may directly deliver the network switch-
ing indication to the device which directly reports the
congestion state information.

Optionally, 1n the congestion control method in this
embodiment, the congestion reporting indication may also
include the congestion reporting condition; and when the
first mobile network 1s congested and the congestion report-
ing condition 1s met, the first mobile network reports the
congestion state mnformation to the SM.

Embodiment 5

FIG. 6 1s a schematic flowchart of still another embodi-
ment of the congestion control method according to the
present invention. A network device i this embodiment 1s a
device which does not directly receive a congestion report-
ing indication sent by an SM, that 1s, the SM does not
directly communicate with the network device in this
embodiment. However, the network device 1n this embodi-
ment still receives the congestion reporting indication and
controls reporting of congestion state information of a first
mobile network, but the congestion reporting indication
received by the network device 1s received from another
device in the same network rather than received directly
from the SM.

As shown 1 FIG. 6, the method may include the follow-
ing steps:

601: Receive a congestion reporting indication and
address information of a subscription manager SM which
are sent by a network device of a first mobile network, where
the congestion reporting indication 1s recerved from the SM
by the network device.

For example, an MME 1n a mobile network receives a
congestion reporting indication and address information of
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an SM which are sent by an HLR/HSS, where the congestion
reporting 1ndication 1s received from the SM by the HLR/
HSS.

602: Report congestion state information to the SM
according to the congestion reporting indication and the
address information of the SM when a network connection
request message sent by a user equipment 1s received and the
first mobile network 1s congested.

There may be a plurality of control manners for reporting,
the congestion state information to the SM.

One optional manner 1s that the network device in this
embodiment reports a congestion state of the network
device.

For example, when the MME receives a network connec-
tion request message sent by a UE, 1f the MME 1s congested,
the MME may send congestion state information to the SM,
where the congestion state information may include a device
identifier of the MME and a determination reference 1den-
tifier of a service corresponding to the network connection
request message. For example, the determination reference
identifier 1s a device 1dentifier of the UE.

Another optional manner 1s that the network device 1n this
embodiment reports a congestion state of another network
device 1n the same network. The network device and the
another network device can communicate with each other;
therefore, the network device can learn that the another
network device 1s congested.

For example, after receiving a network connection request
message sent by a UE, the MME sends a connection
establishment request to a gateway device (for example, a
PGW); and 11 the gateway device 1s congested, the gateway
device sends a congestion notification to the MME. It should
be noted that although the gateway device does not directly
receive the network connection request message of the UE,
the connection establishment request sent by the MME and
received by the gateway device 1s caused by the network
connection request message of the UE; therefore, 1t may also
be described 1n this embodiment that the gateway device
sends the congestion notification when the gateway device
receives the network connection request message of the user
equipment and 1s congested. A similar case related to
embodiments of the present invention 1s not described
repeatedly.

After recerving the congestion notification, the MME
reports congestion state information to the SM, where the
congestion state information includes a device identifier of
the gateway device and a determination reference 1dentifier
ol a service corresponding to the network connection request
message, for example, a UE 1dentifier.

Still another optional manner 1s that the network device 1n
this embodiment may also send the congestion reporting
indication and the address information of the SM to another
network device in the same mobile network, and the another
network device continues with congestion reporting control.

For example, after receiving the congestion reporting
indication and the address information of the SM which are
sent by the HLR/HSS, the MME may send the foregoing
information to a gateway device, and the gateway device
may report congestion state information to the SM according
to the information when the gateway device 1s congested.

603: Recerve a network switching indication returned by
the SM and used for mstructing the user equipment to switch
to a second mobile network.

The network switching indication 1s sent when the SM
determines, according to the congestion state information,
that the service corresponding to the network connection
request message meets a preset service policy.
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It should be noted that in this step, the network switching,
indication returned by the SM may be received directly or

indirectly. For example, after the MME reports the conges-
tion state information to the SM, the MME may receive the
network switching indication returned by the SM; or after
the MME sends the congestion reporting indication and the
address information of the SM to the gateway device, the
gateway device reports the congestion state information to
the SM, and 1n this case, the gateway device receives the
network switching indication returned by the SM, and the
gateway device forwards the network switching indication
to the MME.

604: Instruct, according to the network switching indica-
tion, the user equipment to switch to the second mobile
network.

For example, the MME sends the network switching
indication to the UE, and the UE switches to the second
mobile network according to the indication.

Embodiment 6

FIG. 7 1s a schematic flowchart of still another embodi-
ment of the congestion control method according to the
present mvention. A network device in this embodiment
neither receives a congestion reporting imndication sent by an
SM nor reports a congestion state to the SM. However, the
network device reports a congestion state of the network
device to another device, so that the another device reports
congestion information of the network device to the SM, and
1s responsible for sending a UE a network switching 1ndi-
cation returned by the another device.

As shown 1 FIG. 7, the method may include the follow-
ing steps:

701: Send a network connection request message to a
network device of a first mobile network.

For example, after receiving a network connection request
message sent by a UE, an MME sends a connection estab-
lishment request to a gateway device.

702: Recerve a network connection rejection message sent
by the network device, where the network connection rejec-
tion message includes a network switching indication used
for instructing a user equipment to switch to a second mobile
network.

For example, the MME receives a connection establish-
ment rejection returned by the gateway device, where the
connection establishment rejection further includes a net-
work switching indication used for instructing the user
equipment to switch to a second mobile network.

The network switching indication 1s received by the
gateway device from an SM, and i1s sent when the SM
determines, according to congestion state nformation
reported by the gateway device when congested, that a
service corresponding to the network connection request
message meets a preset service policy.

703: Instruct, according to the network switching indica-
tion, the user equipment to switch to the second mobile
network.

For example, the MME 1nstructs the UE to switch to the
second mobile network.

Optionally, after the MME receives the network connec-
tion request message sent by the UE, if the MME 1s
congested, the MME may 1nclude a congestion notification
in the connection establishment request sent to the gateway
device 1n step 601, so as to inform the gateway device that
the MME 1s congested; therefore, the gateway device reports
to the SM that the MME 1s congested, and after receiving a
network switching indication returned by the SM, the gate-
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way device sends the switching indication to the MME, and
the MME 1nstructs, according to the indication, the UE to

perform mobile network switching.

The following uses five embodiments (Embodiment 7 to
Embodiment 11) to describe how a UE, under the control of
an SM, switches to another mobile network when a mobile
network 1s congested, so as to ensure normal running of a
service on the UE. It should be noted that the five embodi-
ments all use an LTE network and a network device 1n the
LTE network as an example to describe the congestion
control method according to the embodiments of the present
invention. However, 1n a specific implementation, the pres-
ent invention 1s not limited to the LTE network and the
network device 1n the LTE network, and 1s also applicable to
other networks.

Embodiment 7

FIG. 8 1s a schematic signaling diagram of still another
embodiment of the congestion control method according to
the present invention. As shown 1n FIG. 8, an eUICC user
equipment in this embodiment 1s a device arranged by a
service provider to implement a service, and a service
contract 1s signed between a server for the service and a first
mobile network operator (Mobile Network Operator, MNO
for short), so that a mobile network MN1 of the first mobile
operator provides a network service for the server to imple-
ment the service. Therefore, the eUICC user equipment
needs to access the service of the service provider through
the MN1. An SM can communicate with the first mobile
network MN1 and a second mobile network MN2, and can
control switching of the eUICC user equipment through the
network.

In this embodiment, 1t 1s assumed that an MME 1n the
MN1 1s congested; and for ease of description, an eUICC
user equipment 1s briefly referred to as a UE 1n the follow-
ing. As shown in FIG. 8, the congestion control method 1n
this embodiment includes the following steps:

801: An SM sends subscription data including a conges-
tion reporting indication (Congestion Action) to a first home
location register/home subscriber server HLR/HSS-1 of an
MNI.

The congestion reporting indication 1s used for indicating,
that congestion state information needs to be reported to the
SM when the network MN1 i1s congested.

Optionally, the sent congestion reporting indication may
include a congestion reporting condition, where the conges-
tion reporting condition 1s used for indicating a condition in
which the congestion state mnformation 1s reported to the
SM, and the first mobile network needs to report the
congestion state information to the SM when the first mobile
network 1s congested and the congestion reporting condition
1s met.

For example, the congestion reporting condition may
include at least one of a user equipment identifier (UE
identifier), an access point name (Access Point Name, APN)
identifier, a service i1dentifier, and the like. Specifically, for
example, the SM requires a congestion state to be reported
only for a UE running a high-priority service or an important
service; therefore, the SM may indicate an i1dentifier of the
UE of this type, and the MNI1 notifies the SM only if
congestion occurs when the UE of this type accesses the
network. This manner may be referred to as congestion
reporting of UE granularnity. For another example, conges-
tion reporting ol service granularity may be also set. The
service granularity may be distinguished according to an

APN, for example, 1f the SM delivers an APN identifier to
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the MNI1, the MNI1 notifies the SM only when the UE
requests establishment of a bearer (Bearer) or a PDP related
to the APN and the network 1s congested. For still another
example, setting may also be performed for a specific
service or application identifier (Service 1d or Application/
App 1d). In this case, 1f the SM sends the service or

application identifier to the MN1, the MN1 notifies the SM
only when the UE requests establishment of a bearer
(Bearer) or a PDP related to the service or application
identifier and the network 1s congested.

802: A device with an eUICC 1nstalled therein (that 1s, an
cUICC user equipment, which 1s brietly referred to as an UE
in the description of this embodiment) sends an attach
request message (Attach Request) to an MME, where the

attach request 1s a network connection request message sent
to the MNI.

The MME may be a device in the original subscription
mobile network MN1 of the UE; and 1n the case of roaming,
the MME may also be a device 1 a visited network having
a roaming agreement with the MNI.

803: The MME sends an authentication request message
(Authentication Request) to the first home location register/
home subscriber server HLR/HSS-1.

When the MME 1s congested, or resources for a service
belonging to the UE are limited, the authentication request
message may include congestion indication information, for
example, an “MME congestion indication (MME Conges-
tion Indication)”.

It should be noted that the authentication request message
may also be referred to as a network connection request (in
this embodiment, a message for communication between
two devices 1s referred to as a connection request), and the
congestion indication sent by the MME to the HLR/HSS-1
may be referred to as a “congestion notification”. That 1s,
this step 1s that the MME sends a congestion notification
indicating that the MME 1s congested to the HLR/HSS-1,
where the congestion notification 1s sent when the MME
receives the network connection request message (Attach
Request) sent by the UE and the MME 1s congested.

Optionally, the congestion notification may also be sent
by the MME to the HLR/HSS-1 in a location update
procedure following completion of an authentication proce-
dure. That 1s, the MME sends an update location request
(Update Location Request) message to the HLR/HSS-1,
where the message includes a congestion indication, for
example, an “MME congestion indication (MME Conges-
tion Indication)”.

804: The HLR/HSS-1 reports congestion state informa-
tion to the SM according to the congestion reporting indi-
cation received 1n step 801.

For example, the HLR/HSS-1 sends a Notification
Request message to the SM, where the message carries
congestion state information. For example, the congestion
state mnformation may include information indicating that
the first mobile network 1s congested, and an 1dentifier of the
user equipment, or an APN used by the user equipment, or
an 1dentifier of a service requested by the user equipment.

In this embodiment, when the MME 1s congested, the
MME sends a congestion report to the HLR/HSS-1. For
example, the congestion state information sent by the HLR/
HSS-1 to the SM may mclude an MME i1dentifier (or an
indication for identifying MME congestion) and a UE
identifier.

805: The SM determines, according to the congestion
state 1nformation, whether the user equipment meets a
network switching condition.
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A specific determining method 1s already described 1n the
foregoing embodiments, and 1s not described 1n detail herein
again. If a determination result of the SM 1s that a new
mobile network needs to be selected for the UE, for
example, 1t 1s determined according to the UE identifier that
the 1dentifier 1s 1n a list of 1dentifiers of UEs which need to
perform network switching, proceed with step 806; or 1f a
determination result 1s that no new mobile network needs to

be selected for the UE, the SM 1instructs the HLR/HSS-1 to

perform a process according to the prior art.
806: The SM activates subscription data, in an MN2, of

the UE.

The SM may send an activate profile request message
(Activate Profile Request) to a second home location regis-
ter/home subscriber server HLR/HSS-2 of the new mobile
network MN2 selected for the UE, where the message may
include a UE i1dentifier, for example, an IMSI of the UE, an
identifier assigned by the SM to the UE, or the like. The

HLR/HSS-2 sends an activate profile response message
(Activate Profile Response) message to the SM, thereby
completing activation of the subscription data, 1n the MN2,
of the UE.

Optlonallyj if the subscription data of the UE 1s already
activated 1n the MN2, this step does not need to be per-
formed.

807: The SM returns network switching indication infor-
mation to the HLR/HSS-1.

For example, the SM sends a Notification Response
message to the HLR/HSS-1. When the determination result
of the SM 1n 805 i1s that a new mobile network needs to be
selected, 1n this step, the SM further includes mobile net-
work information Subscription profile, in the MN2, of the
UE 1n the Notification Response message; 11 the SM deter-
mines that the mobile network information 1 the MN2 1s
already preconfigured 1n the UE, the mobile network infor-
mation in the MN2 does not need to be included, and 1t 1s
only required to inform the UE that the UE needs to perform
switching or needs to switch to the MIN2, so as to 1nstruct the
UE to activate the mobile network mformatlon in the MN2
and switch to the mobile network MN2.

In addition, an objective of the SM sending the network
switching indication information 1s to instruct the UE to
perform mobile network switching, and there 1s a plurality
of manners for setting the network switching indication
information. For example, when switching needs to be
performed, “MN Switch” may be sent; and when switching,
does not need to be performed, “NOT Switch” may be sent.
Alternatively, when switching needs to be performed, “MN
Switch” 1s sent; and when switching does not need to be
performed, the “MN Switch” 1s not included.

808: The HLR/HSS-1 returns an authentication response
(Authentication Response) carrying the network switching
indication information to the MME.

Optionally, the network switching indication information
may also be sent to the MME by being included in an update
location acknowledgement (Update Location Ack) message
returned by the HLR/HSS-1 to the MME.

809: The MME sends an attach reject message (Attach
Reject), which carries the network switching indication
information used for indicating switching to the MIN2, to the
UE.

For example the Attach Reject message received by the
UE carries the mobile network information Subscription
profile, in the MN2, of the UE and an MN Switch indication.

810: The UE sends an attach complete message (Attach
Complete) to the MME.
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811: The UE completes switching to the MN2 according
to received related information of the MIN2.

For example, the UE detaches from the MNI1, activates
the mobile network information of the MN2, and attaches to
the MN2; when the UE 1s 1n a roaming state, the UE selects
a visited network (VPLMN) having a roaming agreement
with the MN2 1n a roaming area and completes an attach.

Optionally, the MME 1n this embodiment 1s a mobility
management entity device in an LTE network, but this
embodiment 1s also applicable to other mobile networks,
including an SGSN and an MSC/VLR 1n a 2G/3G network;
correspondingly, an eNodeB 1n the tlowchart may be a BSC
or an RNC.

In this embodiment, the MME 1s congested, the MME
reports to the HLR/HSS, and the HLR/HSS reports the
congestion state information to the SM; and the SM directly
delivers the congestion reporting indication to the HLR/

HSS.

Embodiment 8

FIG. 9 1s a schematic signaling diagram of still another
embodiment of the congestion control method according to
the present mvention. This embodiment still uses that an
MME 1mn an MN1 i1s congested as an example, but a
difference between this embodiment and the foregoing
embodiment lies 1n that an HLR/HSS sends an address of an
SM to the MME, and the MME reports congestion state
information.

As shown 1n FIG. 9, the congestion control method 1n this
embodiment includes:

901: An SM sends subscription data including a conges-
tion reporting 1ndication to an HLR/HSS-1 of an MNI1.

902: A UE sends an attach request message to an MME.

903: The MME sends a congestion notification to the
HILLR/HSS-1.

For example, the MME sends an authentication request
message Authentication Request to the HLR/HSS-1; and
when the MME 1s congested or resources for a service
belonging to the UE are limited, the authentication request
message may include a congestion indication, for example,
an “MME congestion indication (MME Congestion Indica-
tion)”, that 1s, the MME sends a congestion notification
indicting that the MME 1s congested to the HLR/HSS-1.

Optionally, the congestion notification may also be sent
by the MME to the HLR/HSS-1 1 a location update
procedure following completion of an authentication proce-
dure. That 1s, the MME sends an update location request
(Update Location Request) message to the HLR/HSS-1,
where the message includes a congestion indication, for
example, an “MME congestion indication (MME Conges-
tion Indication)”.

904: The HLR/HSS-1 sends the congestion reporting
indication and address information of the SM which are
received from the SM to the MME.

For example, the HLR/HSS-1 sends an authentication
response message Authentication Response to the MME,
where the message includes the congestion reporting 1ndi-
cation and address information of the SM.

Alternatively, the congestion reporting indication and the
address mformation (SM Address) of the SM may also be
sent to the MME by being included 1n an update location
acknowledgement (Update Location Ack) message sent by
the HLR/HSS-1 to the UE.

905: The MME reports congestion state information to the
SM.
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For example, when the MME 1s congested or resources

for the UE requesting a connection are limited, the MME

sends a Notification Request message to the SM according
to the congestion reporting indication and the address infor-
mation of the SM, where the message carries congestion
state information. For example, the congestion state infor-
mation may include a device identifier of a congested device
and a determination reference identifier for a current net-
work connection service.

In this embodiment, when the MME 1s congested, the
congestion state information sent by the MME to the SM
may include an MME identifier (or an indication for iden-
tifying MME congestion). The determination reference
identifier may be an 1dentifier of the current UE, {for
example, an IMSI, or an 1dentifier of a service of the UE, and
may also be an 1dentifier of an APN subscribed to by the UE
or the like.

906: The SM determines, according to the congestion
state information, whether the user equipment meets a
network switching condition.

For example, the network switching condition may
include at least one of a list of identifiers of user equipments
which need to perform network switching, a list of APNs
used by user equipments which need to perform network
switching, and a list of 1dentifiers of services requested by
user equipments which need to perform network switching.
In this step, for example, the SM may determine, according
to a UE 1dentifier carried 1n the congestion state information,
whether the UE 1dentifier 1s 1n the user equipment 1dentifier
list; and 1f the UE identifier 1s 1 the user equipment
identifier list, it indicates that the UE meets the network
switching condition; otherwise, 1t indicates that the UE does
not meet the network switching condition.

907: The SM activates subscription data, in an MN2, of
the UE.

For a specific activation process, reference may be made
to step 806, which 1s not described 1n detail 1n this embodi-
ment again.

908: The SM returns a network switching indication,
which 1s used for mstructing the user equipment to switch to
the MN2, to the MME.

For example, the SM sends a Notification Response
message to the HLR/HSS-1. The Notification Response
message mcludes mobile network mformation Subscription
profile, in the MN2, of the UE and “MN Switch” used for
indicating switching.

909 to 911 are identical with those in the foregoing
embodiment, and are not described repeatedly.

The MME in this embodiment 1s a mobility management
entity device 1n an LTE network, but this embodiment 1s also
applicable to other mobile networks, including an SGSN and
an MSC/VLR 1 a 2G/3G network; correspondingly, an
e¢NodeB 1n the flowchart may be a BSC or an RNC.

Embodiment 9

FIG. 10 1s a schematic signaling diagram of still another
embodiment of the congestion control method according to
the present invention. This embodiment uses that an SGW or
a PGW 1n an MN1 1s congested as an example, which may
specifically be that the SGW or PGW device 1s congested or
resources for a service belonging to a UE are limited, for
example, for “congestion control based on an APN”, the
number of bearers assigned to the APN on the SGW or the
PGW reaches an upper limait.

As shown 1n FIG. 10, the congestion control method 1n
this embodiment includes:
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1001: An SM sends subscription data including a con-
gestion reporting indication to an HLR/HSS-1 of an MNI.

1002: The HLR/HSS-1 sends the congestion reporting
indication and address information of the SM to an MME

For example, the HLR/HSS-1 may send the foregomg
information to the MME by including the information 1n an
authentication response (Authentication Response) message
or an update location acknowledge (Update Locate Ack)
message sent to the MME.

1003: An UE sends a PDN connectivity request (PDN
Connectivity Request) message to the MME, where the
PDN connectivity request message 1s a network connection
request message sent to the MNI1.

1004: The MME sends a create session request (Create
Session Request) message to an SGW, and the SGW sends
a create session request (Create Session Request) message to

a PGW.

When the SGW 1s congested, the SGW sends a create
session reject (Create Session Reject) message to the MME.
The reject message includes a congestion indication (Con-
gestion Ind) and back-ofl time, 1indicating that the SGW 1s
congested or resources for the UE are limited; and it may be

described that the SGW sends a congestion notification to

the MME. Perform step 1006.

1005: The PGW 1s congested, the PGW sends a create
session reject (Create Session Reject) message to the SGW,
and the SGW sends a create session reject (Create Session
Reject) message to the MME, where the reject message
includes a congestion indication (Congestion Ind) and back-
ofl time, 1ndicating that the PGW 1s congested or resources
for the UE are limited; and 1t may be described that the PGW
sends a congestion notification to the MME.

1006: The MME receives the create session reject (Create
Session Reject) message m step 1004 or step 1005, and
sends an update location request (Update Location Request)
or a notification request (Notification Request) to the HLR/
HSS-1 according to the congestion reporting indication
received 1 1002, which may be equivalent to reporting
congestion state information or construed as a congestion
notification, where the congestion state information or the
congestion notification 1s that a gateway device 1s congested.

For example, the update location request or the notifica-
tion request includes a UE 1dentifier, for example, an IMSI;
a GW congestion 1ndication (GW Congestion Indication),
for example, SGW congestion or PGW congestion; and/or
APN information, and so on.

1007: The HLR/HSS-1 reports congestion state informa-
tion to the SM.

For example, the congestion state information includes: a
GW congestion 1indication (GW Congestion Indication), for
example SGW congestion or PGW congestion, and may
further include a UE 1dentifier, an APN 1identifier, and the
like.

Optionally, when the MME and the SM are directly
connected, the foregoing 1006 and 1007 may be combined
into one step, and the MME directly reports the congestion
state information of the gateway device to the SM according
to the SM address obtained 1n 1002 or an SM address
configured 1n the MME.

1008: The SM determines, according to the congestion
state 1nformation, whether the user equipment meets a
network switching condition.

For example, the network switching condition may
include at least one of a list of identifiers of user equipments
which need to perform network switching, a list of APNs
used by user equipments which need to perform network
switching, and a list of 1dentifiers of services requested by
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user equipments which need to perform network switching.
In this step, for example, the SM may determine, according
to a UE 1dentifier carried 1in the congestion state information,
whether the UE 1dentifier 1s 1n the user equipment 1dentifier
list; and 1f the UE identifier 1s 1 the user equipment
identifier list, 1t indicates that the UE meets the network
switching condition; otherwise, 1t indicates that the UE does
not meet the network switching condition.

1009: The SM activates subscription data, in an MN2, of
the UE.

For a specific activation process, reference may be made
to step 806, which 1s not described 1n detail 1n this embodi-
ment again.

1010: The SM returns a network switching indication,
which 1s used for instructing the UE to switch to the MIN2,
to the HLR/HSS-1.

1011: The HLR/HSS-1 sends the network switching indi-
cation to the MME.

For example, the HLR/HSS-1 sends an update location
acknowledge (Update Location Ack) or a notification
response (Notification Response) to the MME, where the
message includes the network switching indication.

Optionally, when the MME and the SM are directly
connected, the foregoing 1010 and 1011 may be combined
into one step, that 1s, the SM directly sends a notification
response (Notlﬁcatlon Response) to the MME, to send the

network switching indication to the MME.
1012: The MME sends a PDN connectlwty reject (PDN

Connectivity Reject) message carrying the network switch-
ing indication to the UE.

1013: The UE completes switching to the MN2 according
to recerved related information of the MN2.

In this embodiment, the gateway device 1s congested, and
the HLR/HSS receives the congestion reporting indication
of the SM but sends the indication to the MME; and after the
MME receives the congestion notification of the gateway
device, the MME 1s responsible for reporting a congestion
state of the gateway device to the SM.

The MME, the SGW, and the PGW 1n this embodiment
are core network devices 1n an LTE network, and this

embodiment 1s also applicable to other mobile networks. In
a 2G/3G network, the MME 1s replaced by an SGSN, and the

PGW 1s replaced by a GGSN, where the SGSN may be
connected to the PGW through the SGW or the SGSN may
be directly connected to the GGSN; correspondingly, an

e¢NodeB in the flowchart 1s replaced by a BSC or an RNC 1n
the 2G/3G network.

In addition, optionally, in this embodiment, the PDN
connectivity establishment process 1s initiated for the UE,
and the 1dea of this embodiment 1s also applicable to another
process of establishing a default bearer (default bearer),
which includes:

For example, 1n the case of LTE access, a default bearer
1s established 1n an Attach process. For example, a UE sends
an Attach Request message to an MME, and the MME sends
an Attach Reject message to the UE. For another example,
in the case of 2G/3G access, an UE 1nitiates a PDP context
activation procedure (PDP Context Activation Procedure);
and 1n this case, the UE sends an Activate PDP Context
Request message to the SGSN, and the SGSN sends an
Activate PDP Context Reject message to the UE.

The foregoing optional manners are also applicable to the
following two embodiments (Embodiment 9 and Embodi-
ment 10), and are not described repeatedly.

Embodiment 10

FIG. 11 1s a schematic signaling diagram of still another
embodiment of the congestion control method according to
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the present mvention. This embodiment still uses that an
SGW or a PGW 1n an MNI1 1s congested as an example, but
a difference between this embodiment and the foregoing
embodiment lies 1n that 1in this embodiment, an MME sends
an SM address to a gateway device, and the gateway device
reports congestion state mformation to an SM.

As shown 1n FIG. 11, the method 1n this embodiment
includes:

1101 to 1103 are identical with 1001 to 1003 respectively.

1104: The MME sends a create session request (Create
Session Request) message to the SGW/PGW, and sends the

congestion reporting indication and the address information
of the SM to the SGW/PGW.

1105: The SGW/PGW reports congestion state informa-
tion to the SM.

For example, when the PGW 1s congested, the PGW sends
a notification request (Notification Request) carrying con-
gestion state mformation to the SM according to the con-
gestion reporting indication and the address information of
the SM. The congestion state information may include: an
UE 1identifier, for example, an IMSI, or an identifier of a
service of the UE; a GW congestion indication (GW Con-
gestion Indication), for example, PGW congestion; and/or
APN information, and so on.

When the SGW 1s congested, the SGW may send a
notification request (Notification Request) carrying conges-
tion state information to the SM according to the congestion
reporting 1indication and the address information of the SM;
or the SGW may send the congestion reporting indication to
the PGW, so as to instruct the PGW to send a notification
request (Noftification Request) carrying congestion state
information to the SM. The congestion state mnformation
may include: an UE 1dentifier, for example, an IMSI, or an
identifier of a service of the UE; a GW congestion indication
(GW Congestion Indication), for example, PGW congestion;
and/or APN information, and so on.

It should be noted that 1n the embodiment of the present
invention, the MME and the HLR/HSS store the UE i1den-
tifier, the APN, and the like, and can directly perform
reporting; and the SGW/PGW may receive the foregoing
information from the MME.

1106: The SM determines whether the user equipment
meets a network switching condition.

It 1s assumed 1n this embodiment that the SM determines
that the user equipment meets the network switching con-
dition and a new mobile network MN2 needs to be selected
for the UE; and subscription data, in the MN2, of the UE 1s
already activated, and the SM does not need to activate the
data 1n the MN2; therefore, the SM continues to perform
1107.

1107: The SM returns a network switching indication,
which 1s used for instructing the UE to switch to the MIN2,
to the SGW/PGW.

For example, the SM sends, to the SGW/PGW, a Notifi-
cation Response carrying mobile network information Sub-
scription profile, 1n the MN2, of the UE and a network
switching indication (MN Switch). Optionally, when the
mobile network information 1 the MN2 is already precon-
figured 1n the UE, the mobile network information in the
MN?2 does not need to be included; in this case, the SM
includes a MIN Switch indication 1n the message, so as to
instruct the UE to activate the mobile network information

of the MN2 and switch to the mobile network MIN2.

1108: The SGW/PGW (SGW or PGW) sends a create
session reject (Create Session Reject) carrying the network
switching indication information to the MME.
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For example, if network switching does not need to be
performed, an existing process may be performed 1n this
step; or 1f network switching needs to be performed, the
network switching indication information included i the
create session reject may include the foregoing mobile
network information Subscription profile and the network
switching indication (MN Switch).

1109: The MME sends a PDN connectivity reject (PDN
Connectivity Reject) message carrying the network switch-
ing indication to the UE.

1110: The UE completes switching to the MN2 according
to received related information of the MIN2.

Embodiment 11

FIG. 12 1s a schematic signaling diagram of still another
embodiment of the congestion control method according to
the present invention. This embodiment still uses that an
SGW or a PGW 1n an MNI1 1s congested as an example, but
a difference between this embodiment and the foregoing
embodiment lies 1n that 1n this embodiment, an SM directly
sends a congestion reporting indication to a gateway device,
and the gateway device directly reports congestion state
information of the gateway device to the SM.

As shown 1n FIG. 12, the method may include:

1201: An SM sends subscription data including a con-
gestion reporting indication (Congestion Action) to an SGW
and/or a PGW of an MNI.

Optionally, the processing of the SM sending the sub-
scription data to the SGW and/or the PGW of the MN1 may
be that the SM directly sends the subscription data to the
SGW and/or the PGW, or may be that the SM sends the
subscription data to an PCRF, and the PCRF sends the
subscription data to the SGW and/or the PGW, or the PCRF
sends the subscription data to the PGW, and the PGW further
sends the subscription data to the SGW.

1202: A UE sends a PDN connectivity request (PDN
Connectivity Request) message to an MME, to establish a
default bearer (default bearer) for a new PDN connection.

1203: The MME sends a create session request to the
SGW/PGW.

1204: The SGW/PGW reports congestion state informa-
tion to the SM.

For example, when the SGW/PGW 1s congested, the
SGCW/PGW sends a noftification request (Notification
Request) carrying congestion state iformation to the SM
according to the congestion reporting indication and address
information of the SM. The congestion state information
may include: an UE i1dentifier, for example, an IMSI, or an
identifier of a service of the UE; a GW congestion indication
(GW Congestion Indication), for example, SGW congestion
or PGW congestion; and/or APN information, and so on.

1205: The SM determines whether the UE meets a net-
work switching condition.

It 1s assumed 1n this embodiment that the SM determines
that the UE meets the network switching condition and a
new mobile network MIN2 needs to be selected for the UE;
and subscription data, 1n the MN2, of the UE 1s already
activated, and the SM does not need to activate the data in
the MIN2; therefore, the SM continues to perform 1206.

1206: The SM returns a network switching indication to
the SGW/PGW.

1207: The SGW/PGW (SGW or PGW) sends a create
session reject (Create Session Reject) carrying the network
switching indication information to the MME.

1208: The MME sends a PDN Connectlwty reject (PDN
Connectivity Reject) message carrying the network switch-
ing indication to the UE.

1209: The UE completes switching to the MN2 according
to received related information of the MIN2.
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According to the embodiment of the present invention, 1f
a serving network of a UE (for example, a machine user
equipment) with an eUICC 1nstalled therein 1s congested, an
SM 1nstructs, according to a congestion state of the network
and a service which the UE needs to perform, the UE to
select a new serving network, so that when the current
service 1s of a high priority and great importance, the UE can

access a new mobile network, thereby ensuring smooth
implementation of an important service.

Embodiment 12

FIG. 13 1s a schematic structural diagram of an embodi-
ment of a user equipment according to the present invention.
The user equipment can execute the method according to
any one of the embodiments of the present invention. As
shown 1n FIG. 13, the user equipment may include: a request
sending umt 1301, an information receiving unit 1302, and
a network access unit 1303, where

the request sending unit 1301 1s configured to send a first
network connection request to a network device of a first
mobile network;

the information receiving unit 1302 1s configured to
receive a first network connection rejection message from
the network device, where the first network connection
rejection message includes network switching indication
information, where the network switching indication infor-
mation 1s used for instructing the user equipment to switch
to a second mobile network, and the network switching
indication mformation 1s from a subscription manager SM;
and

the network access unit 1303 1s configured to access the
second mobile network according to the network switching
indication information.

Further, the first network connection request sent by the
request sending unit 1301 1s an attach request, and the first
network connection rejection message received by the infor-
mation recerving unit 1302 1s an attach reject; or the first
network connection request sent by the request sending unit
1301 1s a PDN connectivity request, and the first network
connection rejection message received by the information
receiving unit 1302 1s a PDN connectivity reject message.

Further, the network switching indication information
received by the information recerving unit 1302 1s sent after
the subscription manager SM receives congestion state
information from the first mobile network and determines
that the UE needs to perform network switching.

Further, the congestion state information includes infor-
mation indicating that the first mobile network 1s congested,
and an 1dentifier of the user equipment, or an APN used by
the user equipment, or an 1dentifier of a service requested by
the user equipment.

Further, the first network connection rejection message
received by the information receiving umt 1302 further
includes second mobile network information corresponding
to the second mobile network; the accessing the second
mobile network includes: accessing the second mobile net-
work according to the second mobile network information;
and the second mobile network information includes at least
one of a mobile network type, a mobile network 1dentifier,
and a mobile network index, where the mobile network
index 1s used for indicating the mobile network type and/or
the mobile network identifier stored in the user equipment.

Embodiment 13

FIG. 14 1s a schematic structural diagram of an embodi-
ment of a subscription manager according to the present
invention. The subscription manager SM can execute the
method according to any one of the embodiments of the
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present invention. As shown in FIG. 14, the SM may
include: an information receiving umt 1401, a condition
determining unit 1402, and an indication sending unit 1403,
where

the information receirving unit 1401 1s configured to
receive congestion state information sent by a network
device of a first mobile network, where the congestion state
information 1s used for indicating that the first mobile
network 1s congested, and the congestion state information
includes mformation of a user equipment;

the condition determiming unit 1402 1s configured to
determine, according to the congestion state information,
that the user equipment meets a network switching condi-
tion; and

the indication sending unit 1403 1s configured to send
network switching indication information to the network
device, where the network switching indication information
1s used for 1structing the user equipment to access a second
mobile network.

Further, the mformation of the user equipment received
by the information receiving unit 1401 includes at least one
of an 1dentifier of the user equipment, an APN used by the
user equipment, and an 1dentifier of a service requested by
the user equipment.

Further, the network switching condition used by the
condition determining unit 1402 for determining includes at
least one of a list of identifiers of user equipments which
need to perform network switching, a list of APNs used by
user equipments which need to perform network switching,
and a list of 1dentifiers of services requested by user equip-
ments which need to perform network switching.

Further, the indication sending unit 1403 1s further con-
figured to send a congestion reporting indication to the
network device, where the congestion reporting indication 1s
used for mnstructing the first mobile network to send, when
the first mobile network 1s congested, the congestion state
information.

Further, the congestion reporting indication includes a
congestion reporting condition. For example, the congestion
reporting condition 1ncludes at least one of a list of user
equipment identifiers which needs to be reported when
congestion occurs, a list of APNs used by user equipments
which needs to be reported when congestion occurs, and a
list of 1dentifiers of services requested by user equipments
which needs to be reported when congestion occurs.

Further, the SM may further include a communication
management unit 1404, configured to communicate with a
home subscription server of the second mobile network, to
activate subscription data, in the second mobile network, of
the user equipment.

Further, the network switching indication information
sent by the indication sending unit includes information of
the second mobile network. For example, the information of
the second mobile network 1ncludes at least one of a mobile
network type, a mobile network identifier, and a mobile
network index, where the mobile network index 1s used for
indicating the mobile network type and/or the mobile net-
work 1dentifier stored in the user equipment.

Embodiment 14

A network device 1n this embodiment can execute the
method according to any one of the methods of the present
invention. FIG. 15 1s a schematic structural diagram of an
embodiment of the network device according to the present
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invention. As shown 1n FIG. 15, the network device may
include an information sending unit 1501 and an indication
receiving unit 1502, where

the information sending unit 1501 1s configured to send
congestion state information to a subscription manager SM,
where the congestion state information 1s used for indicating
that a first mobile network in which the network device 1s
located 1s congested, and the congestion state information
includes mformation of a user equipment UE; and

the indication recerving unit 1502 1s configured to receive
network switching indication information from the SM,
where the network switching indication information 1s used
for instructing the user equipment to access a second mobile
network.

Further, the information of the UE sent by the information
sending unit 1501 includes at least one of an identifier of the
UE, an APN used by the UE, and an 1dentifier of a service
requested by the UE.

Further, the indication receiving unit 1502 1s further
configured to recerve a congestion reporting imndication from
the SM, where the congestion reporting indication 1s used
for mstructing the first mobile network to send, when the
first mobile network 1s congested, the congestion state
information.

Further, the congestion reporting indication includes a
congestion reporting condition, and the user equipment
meets the congestion reporting condition.

Further, that the user equipment meets the congestion
reporting condition includes that the i1dentifier of the user
equipment 1s 1n a user equipment identifier list which 1s
included 1n the congestion reporting condition and needs to
be reported; or the APN used by the user equipment 1s in an
APN list which 1s included in the congestion reporting
condition and needs to be reported; or the identifier of the
service requested by the user equipment 1s 1n a service
identifier list which 1s included 1n the congestion reporting
condition and needs to be reported.

FIG. 16 1s a schematic structural diagram of another
embodiment of the network device according to the present
invention. For example, the network device may be an HSS
or an HLR. As shown in FIG. 16, based on the structure
shown 1n FIG. 15, the network device further includes an
information receiving unit 1601 and an indication sending
unit 1602, where

the information receiving unit 1601 1s configured to
receive congestion indication information sent by a mobility
management entity MME of the first mobile network, where
the congestion state information 1s sent after the congestion
indication information sent by the MME 1s received, and the
congestion state information 1s used for indicating that the
MME 1n the first mobile network 1s congested; and

the indication sending unit 1602 1s configured to send the
network switching indication information to the MME.

Further, the indication sending unit 1602 1s further con-
figured to send a congestion reporting indication to the
mobility management entity MME of the first mobile net-
work, where the reporting indication 1s used for instructing
the MME to send, when the first mobile network 1s con-
gested, congestion state information; and

the information receiving umt 1601 1s further configured
to receive the congestion state information sent by the
MME, where the congestion state information indicates that
the MME 1s congested or an SGW 1s congested or a PGW
1s congested.

FIG. 17 1s a schematic structural diagram of still another
embodiment of the network device according to the present
invention. For example, the network device may be a PGW
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or an SGW. As shown 1in FIG. 17, based on the structure
shown 1n FIG. 15, the network device further includes an
indication sending unit 1701, where

the indication recerving unit 1502 1s further configured to
receive, through an HSS/HLR and an MME, the congestion
reporting indication sent by the SM, or receive the conges-
tion reporting indication directly from the SM; and

the indication sending unit 1701 1s configured to send the
network switching indication information to the MME.

Further, the congestion state information indicates that the
PGW or the SGW 1s congested.

FIG. 18 1s a schematic structural diagram of still another
embodiment of the network device according to the present
invention. For example, the network device 1s an MME. As
shown 1n FIG. 18, based on the structure shown 1in FIG. 15,
the network device may further include a request receiving
unit 1801 and a rejection sending unit 1802, where

the request recerving unit 1801 is configured to receive a
first network connection request from the UE; and

the rejection sending unit 1802 1s configured to send the
UE a first network connection rejection message including,
the network switching indication information.

For example, the first network connection request
received by the request recerving unit 1801 1s an attach
request, and the first network connection rejection message
sent by the rejection sending unit 1802 is an attach reject; or
the first network connection request received by the request
receiving unit 1801 1s a PDN connectivity request, and the
first network connection rejection message sent by the
rejection sending unit 1802 1s a PDN connectivity reject
message.

Further, the indication recerving umit 1502 1s further
configured to receive, through an HSS/HLR, the congestion
reporting indication sent by the SM; and the congestion state
information sent by the information sending unit 1501 1is
sent to the SM through the HLR/HSS.

Further, the congestion state information indicates that the
MME 1s congested.

Further, the network device may further include a notifi-
cation recerving unit 1803, configured to receive a conges-
tion notification from an SGW; and the congestion state
information sent by the information sending unit 1501
indicates that the SGW or a PGW 1s congested.

In the network device provided in the embodiment of the
present invention, the network switching indication infor-
mation includes mformation of the second mobile network.
For example, the information of the second mobile network
includes at least one of a mobile network type, a mobile
network identifier, and a mobile network index, where the
mobile network index 1s used for indicating the mobile
network type and/or the mobile network 1dentifier stored in
the user equipment.

Persons of ordinary skill in the art may understand that all
or a part of the steps of the method embodiments may be
implemented by a program instructing relevant hardware.
The program may be stored 1n a computer readable storage
medium. When the program runs, the steps of the method
embodiments are performed. The foregoing storage medium
includes: any medium that can store program code, such as
a ROM, a RAM, a magnetic disk, or an optical disc.

Finally, it should be noted that the foregoing embodiments
are merely mtended for describing the technical solutions of
the present invention other than limiting the present inven-
tion. Although the present invention 1s described 1n detail
with reference to the foregoing embodiments, persons of
ordinary skill 1n the art should understand that they may still
make modifications to the technical solutions described in
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the foregoing embodiments or make equivalent replace-
ments to some or all technical features thereof, without
departing from the scope of the technical solutions of the
embodiments of the present invention.

What 1s claimed 1s:
1. A congestion control method, comprising:
sending, by a user equipment, a first network connection
request to a network device of a first mobile network;

recerving, by the user equipment, a first network connec-
tion rejection message from the network device,
wherein the first network connection rejection message
comprises network switching indication information,
wherein the network switching indication information
1s used to instruct the user equipment to switch to a
second mobile network, and the network switching
indication mformation 1s from a subscription manager;
and

accessing, by the user equipment, the second mobile

network according to the network switching indication
information,

wherein the network switching indication information 1s

sent after the subscription manager receives congestion
state information from the first mobile network and
determines that the user equipment needs to perform
network switching,

wherein the congestion state information comprises infor-

mation indicating that the first mobile network 1s con-
gested, and an 1dentifier of the user equipment or an
Access Point Name (APN) used by the user equipment.

2. The method according to claim 1, wherein the first
network connection request 1s an attach request, and the first
network connection rejection message 1s an attach reject; or
the first network connection request 1s a Packet Data Net-
work (PDN) connectivity request, and the {first network
connection rejection message 1s a PDN connectivity reject
message.

3. The method according to claim 1, wherein the conges-
tion state information further includes an identifier of a
service requested by the user equipment.

4. The method according to claim 1, wherein the first
network connection rejection message further comprises
second mobile network information corresponding to the
second mobile network;

the accessing the second mobile network comprises:

accessing the second mobile network according to the
second mobile network information; and

the second mobile network information comprises at least

one ol a mobile network type, a mobile network
identifier, and a mobile network index, wherein the
mobile network index 1s used for indicating the mobile
network type and/or the mobile network identifier
stored 1n the user equipment.

5. A user equipment, comprising;:

a memory; and

at least one processor, coupled to the memory, configured

to:

send a first network connection request to a network

device of a first mobile network;

recerve a first network connection rejection message from

the network device, wherein the first network connec-
tion rejection message comprises network switching
indication information, wherein the network switching
indication information 1s used to instruct the user
equipment to switch to a second mobile network, and
the network switching indication information 1s from a
subscription manager; and




US 10,334,505 B2

37

access the second mobile network according to the net-
work switching indication information,

wherein the network switching indication information 1s
sent after the subscription manager receives congestion
state information from the first mobile network and
determines that the user equipment needs to perform
network switching,

wherein the congestion state information comprises infor-
mation 1ndicating that the first mobile network 1s con-
gested, and an 1dentifier of the user equipment or an
Access Point Name (APN) used by the user equipment.

6. The user equipment according to claim 5, wherein

the first network connection request 1s an attach request,
and the first network connection rejection message 1s an
attach reject; or

the first network connection request 1s a Packet Data
Network (PDN) connectivity request, and the first
network connection rejection message 1s a PDN con-
nectivity reject message.
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7. The user equipment according to claim 5, wherein the

congestion state information further comprises an identifier
of a service requested by the user equipment.

8. The user equipment according to claim 5, wherein

the first network connection rejection message further
comprises second mobile network imformation corre-
sponding to the second mobile network;

the accessing the second mobile network comprises:
accessing the second mobile network according to the
second mobile network information; and

the second mobile network information comprises at least
one of a mobile network type, a mobile network
identifier, and a mobile network index, wherein the
mobile network index 1s used for indicating the mobile
network type and/or the mobile network identifier
stored 1n the user equipment.
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