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DB5P Firmware Flow

ﬁ-pﬂate Tﬁi:ﬁer;
Send WaichDog. Alive. TobDSP;

it { NOT WatchDogAlive . FromDSP }
4

| LOOD:

SRMMS Bttt

SetRelay. PwrFF:

it Timekor.Sampling)
Read ADCs:

it TimeFor.Updatle)
SetControl.OUTs:

if{ Pending.Radio)
SendSiates. RadioAmis

it{ RadioMsgRovd )
ObeyHublomnd;

|

it DEFMsgRovd )

SetMowValues;

i Pending DSP )
SendCmnd.DEP:

if{ Buiton.Reset }
SetRelay PwrON;

if{ Bution.Test )
SeiRelay.PwirOFF;

it DSP.Detect.Gndiault
SetRelay. PwrOFE:

it DEP.Delecl ArcFault)
SetRelay. PwrOFF:

it GFCIchipTrip )

| SetRelay PwrOFF:

if{ Hub. Cmnd . PwrON )

SetRelay. PwriiN;

it Hub.Cmnd PwrQFF )
SetRelay PwrFF;

it Hub.OUmd.NiteLite. ON}
SetiNital e PwirON:

i Hub. Cmnd.NiteLileOFF)
SetMitel ife PuwrlOFF;

it LinegVollagelost }
SetMitel e PuwrON:

it Sensor.MHandSwON )
SetRelay. PwrON:

i Sensor.HandeowQFF }
SetHelay PwrlFF;

if{ Sensor.HandSwUP )
SetTriacbhim. U

it Sensor.MandSwiDM )
Setlriachim. DU

it Sensor.PiR AND Armed PIR }
Seilelay.PwrON;

it ROT Sensor.PIR ARD Armed PIR )
SetRelay Pwrlbr:

i Sensor.LIR AND Armed. LIK )
netRelay. PwirlFF;

if{ NOT Sensor.LIR AND Armed.LIR )

Repeat Loop Forever

¥ ‘ e

Note:

SetRelay. PwrON; ;

 Update Timer;

i { NOT WatchDogAlive FromMCP )
SeiRelay PwrlFF; |
 Send.WatchDog.Alive ToMCP;

i TimeFor.Sampling)

E Read ADOS;
 UpdateSpectralAnalysis;
MpdateDiffCurrentAnaiysis:
i Detect.GroundFaulf)

| BetFiag. . GFLL

i Detect. ArcSignature)
SetFiag.AFCE
 SendFlagsToMOP:

E{ MCP . MsgRovd )
| SetewContigs;

i Flag. AFCI OR Fiag.GFCI )
* SetRelay.PowerOFF;

Hepeat Loop Forsver

Fither MCP or DSP can “trip” Relay 1o
OFF; Oniy MOCP can reset Belay to ON;

tither processor fault (hang-up) resuits

in missed watchdog messages to other
orocessor which “trips” Relay to OFF

Fig. 6
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HiE Firmware Flow

o bl il i i i bl i wie i bl i bl i i bl il i i i el i i e el i vl i bl o bl 2l i i el e i el i i i el el ol

Loop: Update Timer;

i TimeFor.Bampling }
Read ADU . AvglineVoltage;

i AvglineVoltage.Lost } 7 Hub may be the only fixiure with g batlery */

SsetPwrlostFlag. Fixture.B; /* able o report main power lost, radio silent ™/

Loop{i =1 io Fixdure.last ) : /* poll all radio fixtures to collect monitor data ™/
{ /* and assert conirol changes as net girects */
H{ Netl.Cmnd. Fixtured }
Sendimnd. RadiclChni{l;
i MsgRovd.RadioChnl{i) }
SeiStates Fixture.i;

3

i NetReguestRovd. Fixlure ) /* serve monitor data to network client v/
NetSendStates. Fixture.d;

i NetUmndMsgRovd. Fixture.i }
SethewValues. Fixture.i;

Repeal Loop Forevery

Fig. 8
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i Ficture Type: Ragio Type; Controls:
1 NEMAS Plug-in Adapter & -Wave B Triac Dimmer
B NEMAS Duplex Outlet Wi-Fi . One Pole Relay
{1 NEMAS Quad Qutiet RBiuetooth g Two Pole Relay
(1 NEMAS Wall Swaleh L Zighee [ Three Pole Relay
L1 NEMAS Buned Swileh X10  Night-Light
1 NEMA14 Single Outlet ather
1 NEMA14 Buried Monitor SENSOTS.
L1 Panel Clamp-On Monitor & Linel Voltage Sensor
i i Pangl Circuit Breaker i LineZ Voltage Sensor
B Linel Hall Curent Sensor
satety apecial Features: 7 Line? Hall Current Sensor
Fixture Size: B DSP Present 8 Neut Hall Current Sensor
1 10A 1 GFCIcode i Toroid Diff Cur Sensor
g2 15A B AFCicode 1 Toroid Sum Cur Sensor
L 20A (3FCi chip L Hand Switch {Z sensors)
i JUA Exiended Range Antenna L Swipe Sw (3-10 sensors)
1 50A 1 Backup Batfery 1 Ambient Light Sensor
1 Person-in-Room Sensor

T T Ll ol T T O R T R T o O O O

Configuration Control Attri %m’ws Fi mé and Settable Exampiles

Table 1

Fig. 11
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SYSTEM OF ELECTRICAL FIXTURES WITH
INTEGRAL CURRENT MONITORING,

TELEMETRY, REMOTE CONTROL, SAFETY
AND SENSORY FEATURES

FIELD OF THE INVENTION

The i1nvention relates to AC electrical power delivery
devices endowed with current monitoring and control capa-
bilities and 1n particular to consumer, commercial, and
industrial Outlets and adapters suitable for measuring energy
usage and transmitting that data to a remote reporting and or
recording station by wired or wireless means, and receiving
in return commands to turn connected loads on or ofl, or to
dim/brighten by degree for lighting loads.

The invention holds that each such device embeds its own
microcontroller(s), wired or wireless communication elec-
tronics, AC current interruption and modulation circuits, and
AC current and voltage sensing circuits which variously
present AC wavelorms or theiwr DC filtered representations
as signals to the microcontroller(s) and/or dedicated signal
processing circuits which then calculate power and track
energy use as instantaneous and/or time-accumulated val-
ues, and control the flow of current to connected loads.

The 1invention includes a scheme of general and specific
circuit design variations and microcontroller firmware varia-
tions which may together eflect this electricity usage moni-
toring and control, employing any one of several wired or
wireless communication protocols and PHY (hardware)
methods.

The mvention holds further that each such device may
additionally eflect ground fault detection and/or arc fault
detection and subsequent circuit interruption, using these
same and additional sensing circuits, microcontrollers and
firmware, defining the invention as electrical satety products
also, specifically as ground-fault-interrupter (GFI)-protected
and/or arc-fault-interrupter (AFI)-protected wall outlets,
adapters, and circuit breakers.

The mvention further includes a scheme of general and
specific circuit design varnations and microcontroller firm-
ware variations which may together effect this electrical
safety function and the momtoring, testing, and reset
thereol, employing the same wired or wireless communica-
tion protocols and PHY (hardware) methods as atoremen-
tioned for electricity usage monitoring and control.

The invention therefore 1s a new class of integrated
clectrical safety and energy usage monitoring and control
product which embeds any telemetry means by which a
building supervisory network gains itegration of, and spe-
cifically monitoring of the actions of, GFI and AFI electrical
safety tunctionality as well as load control and energy use
monitoring, 1n home, office, factory, and other buildings.

BACKGROUND OF THE INVENTION

Embodiments found within the prior art generally divide
into two separate product categories that do not as yet
overlap:

Non-Safety: Permanent wall-box switches and outlets and
removable plug-in adapter outlet devices endowed with
monitoring/control function(s) and/or one or another
wireless protocol faculty, but which have no GFI nor
AFI (a.k.a. GFCI/AFCI) safety function.

Safety: Permanent wall-box outlets and breaker-panel
circuit breakers endowed with GFI or AFI safety func-
tion(s) but which have no wireless faculty and no
energy monitoring function.
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2

As a result, installing a wireless monitoring/control outlet
in an existing wall outlet box may mean removing an
existing GFCI or AFCI outlet without the option of also
retaining the safety functionality along with the added
telemetry features.

When the GFI or AFI safety function 1s provided by a
circuit breaker in a panel, adding the telemetry feature at an
outlet cannot provide telemetry of the GFI/AFI interrupter
status, nor the ability to remotely test or reset it. Instead, loss
of AC branch circuit voltage due to a GFI/AFI breaker trip
results 1 only radio silence (lack of any telemetry) from a
telemetry-endowed outlet or other device on the circuit.

From the telemetry network’s perspective, a breaker trip
1s thus indistinguishable from a utility power outage, and
from other failures 1n the telemetry-endowed device, pro-
vides no diagnostic information, and allows no remote
corrective action. A telemetry-endowed circuit breaker
would be able to distinguish among these situations to
actively report.

As a family of submetering devices, the goal of this new
art 1s to 1ncrease the resolution of measurement of electrical
energy use within a building, to the branch circuit and even
outlet/fixture level (plug-load control and monitoring). The
new art disclosed here integrates safety and submetering in
a building sub-network.

BRIEF SUMMARY OF THE INVENTION

A highly configurable electrical wall fixture with energy
use monitoring and wireless telemetry for remote trending,
and on/ofl and dimming control, combined GFI and/or AFI
protection, nightlight and ambient light and motion sensors,
1s presented as new art, as may be embodied variously 1n a
permanently wall-box-installed outlet or manual switch
device, or as a plug-1n adapter requiring no tools to add these
features at an existing wall outlet.

Various NEMAS and NEMA14 fixtures are the preferred
embodiments of this invention, some presented for user
access, exposed on a wall, floor, or ceiling, and others
“buried” within a wall, floor, or ceiling and accessed by
communication network command only.

Furthermore, the fixture’s core integration of energy use
monitoring, wireless telemetry, and AFCI/GFCI protection
may 1nstead be embodied 1n a breaker-panel modular circuit
breaker, also given here as new art.

Finally, for connection to existing networks common
among Building Management Automation and Control Sys-
tems (BMACS), the invention includes a data Gateway Hub
to serve as connectivity means and protocol adapter between
the wired or wireless network among fixtures of the mven-
tion, and a BMACS network.

Other novel features which are characteristics of the
invention, as to organization and method of operation,
together with further and advantages thereof will be better
understood from the following description considered in
connection with the accompanying Figs., in which preferred
embodiments of the mvention are illustrated by way of
example. It 1s to be expressly understood, however, that the
Figs. are for illustration and description only and are not
intended as a definition of the limits of the mvention. The
various features of novelty which characterize the invention
are pointed out with particularity in the following descrip-
tion. The mvention resides not in any one of these features
taken alone, but rather in the particular combination of all of

its structures for the functions specified.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 depicts the electrical circuit functional block
diagram for the generalized NEMAS two-pole (single phase)
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fixture embodiments of the mvention, illustrating all neces-
sary and optional components and functionalities claimed.

FIG. 2 depicts various electrical fixture embodiments of
the invention, endowed with the functions and components
of the NEMAS outlets, adapters, wall switches and buried
monitoring control fixtures of FIG. 1 and FIG. 5 and of the
NEMA14 outlets and buried monitoring control fixtures of
FIG. 3 and FIG. 7.

FIG. 3 depicts the electrical circuit function block dia-
gram for the generalized NEMA14 three-pole (two-phase)
fixture embodiments of the imvention, 1llustrating all neces-
sary and optional components and functionalities claimed.

FIG. 4 exemplifies various NEMAS5 and NEMAI4
embodiments of the invention depicted 1n their respective
branch wiring applications, as a subsystem central to a
building data network gateway hub.

FIG. 5 depicts the adaptation to this invention of the most
common current sensing and GFCI detection devices, read-
1ly available specialized circuit components hereby put to
additionally novel use by this invention’s integration as new
art.

FIG. 6 summarily depicts the firmware program flow in
the two microprocessors of FIGS. 1, 3, and 5 as pseudo-code
steps for the data acquisition and communication operations
within the mvention.

FI1G. 7 depicts the block diagram of a generalized Gate-
way Hub central to the invention’s wireless network of
fixtures, serving to collate fixture telemetry data onto
BMACS wired networks such as BACnet, or to a local user
interface when the invention 1s used for example 1n a home.

FIG. 8 summarily depicts the firmware (or soitware)
program flow for the remote gateway hub central to the
invention, as pseudo-code steps for polling a plurality of
submetering fixtures to collect data 1t then provides as a
server to building wired network clients external to the
invention.

FIG. 9 depicts a block diagram for panel-mounted circuit
breaker embodiments of the invention, which proposes a
non-metallic door compromise to the standard metallic
breaker panel to permit radio telemetry by such breakers, as
an alternative to a single radio transceiver and antenna
shared among a plurality of such monitoring breakers.

FIG. 10 depicts various arrangements for data-intercon-
nection among a plurality of panel-mounted circuit breaker
embodiments of the invention, proposing a breaker box
wired data subnetwork as new art, realized for example by
USB and/or Ethernet.

FIG. 11 depicts the Fixure Configuration Table in the
firmware of a fixture’s onboard microprocessors, to retlect a
grven fixture’s type, size, features and functions as 1nstalled/
enabled options, 1llustrating the versatility of the invention.
The attributes comprising a certain NEMAS {ixture are
marked as an example.

A further understanding of the present invention can be
obtained by reference to a preferred embodiment set forth 1n
the accompanying description. Although the illustrated
embodiments are merely exemplary of methods for carrying
out the present invention, both the organization and method
of operation of the invention, 1 general, together with
turther objectives and advantages thereof, may be more
casily understood by reference to the illustrations and the
tollowing description. The Figs. are not intended to limait the
scope of this invention, but merely to clarnify and exemplily
the 1nvention.

DETAILED DESCRIPTION OF TH.
INVENTION

(Ll

In the following detailed description, reference 1s made to
specific embodiments 1n which the invention may be prac-
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ticed. These embodiments are described 1n suflicient detail
to enable those skilled 1n the art to practice the invention. It
1s to be understood that the various embodiments of the
invention, although different, are not necessarily mutually
exclusive. Furthermore, a particular feature, structure, or
characteristic described herein in connection with one
embodiment may be implemented within other embodi-
ments without departing from the scope of the invention. In
addition, 1t 1s to be understood that the location or arrange-
ment of individual elements within each disclosed embodi-
ment may be modified without departing from the scope of
the mvention. The following detailed description 1s, there-
fore, not to be taken 1n a limiting sense.

The word “exemplary” 1s used herein to mean “serving as
an example, instance, or illustration.” Any embodiment
described herein as “exemplary” 1s not necessarily to be
construed as preferred or advantageous over other embodi-
ments. Likewise, the terms “embodiment(s) of the inven-
tion”, “‘alternative embodiment(s)’, and “exemplary
embodiment(s)” do not require that all embodiments of the
method(s) or apparatus include the discussed feature, advan-
tage or mode of operation. The following description of the
preferred embodiment 1s merely exemplary 1n nature and 1s
in no way intended to limit the mnvention, its application, or
use.

There has thus been broadly outlined the more important
features of the mmvention in order that the detailed descrip-
tion thereof that follows may be better understood, and in
order that the present contribution to the art may be better
appreciated. There are, of course, additional features of the
invention that will be described hereinaiter and which will
form additional subject matter. Those skilled 1in the art will
appreciate that the conception upon which this disclosure 1s
based may be readily utilized as a basis for the designing of
other structures, methods and systems for carrying out the
purposes of the present invention. It 1s important, therefore,
that any embodiments of the present invention be regarded
as including such equivalent constructions isofar as they do
not depart from the spirit and scope of the present invention.

Further, the purpose of the Abstract herein 1s to enable the
U.S. Patent and Trademark Oflice and the public generally,
and especially the scientists, engineers and practitioners in
the art who are not familiar with patent or legal terms or
phraseology, to determine quickly from a cursory inspection
the nature and essence of the technical disclosure of the
application. The Abstract 1s neither intended to define the
invention of this application nor is 1t intended to be limiting
as to the scope of the mvention 1n any way.

Regarding the attached Figs. and Table, the following 1s
a key listing the component numbers and the components to

which they refer:
01 Micro-Controller Processor (MCP)

02 Telemetry Data Link Radio Port of MCP
03 Antenna (any buried or protruding)

04 AC-to-DC Converter

05 3-5VDC Regulator

06 Filter Capacitor

07 Bridge Rectifier

08 AC Inlet Screws, Plug, or Wires

09 AC Outlet Socket (Undimmed)

10 AC Outlet Socket (Dimmed)

11 Relay (Set/Reset Pulse-Latching)

12 Current Sensors

13 Filters (Average, RMS or Peak Detect)
14 Triac Dimmer

15 Optocoupler Triac Driver

16 Relay Drivers (Set & Reset Pulse Coil Transistors)
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17 Dagital Signal Processor (DSP)

18 Serial Communication MCP-DSP link (12C, SPI,
UART)

19 Voltage AC Wavelorm Signal from Divider

20 Neutral Current AC Signal

21 Line Current AC Signal

22 Average Voltage from Filter

23 Average Current from Filter
24 'Iriac Drive Signal from MCP

25 Relay trip Signal from MCP

26 Relay trip Signal from DSP

27 Trip Pushbutton and Signal

28 Reset Pushbutton and Signal

29 GFCI Test Pushbutton

30 GFCI Test Resistor

31 Power “on” Indicator LED

32 Relay “Iripped” Indicator LED

33 Dimmer Indicator LED

34 Backup Battery

35 Person-In-Room (PIR) Sensor

36 Sun (LIR) Sensor

37 AC Sensing Voltage Divider

38 Earth Ground Frame

39 Isolated Circuit Common

40 Finger Swipe Sensors

41 Zerox zero-crossing Voltage Triac Sync

42 Nightlight Control Signal

43 Flash Memory Program in MCP

44 Flash Memory Program in DSP

45 Transistors for Seli-Test and Nightlight

46 GFCI Seli-Test Control Signal

47 Nightlight LED(s)

48 AC Load-Current Busbars or Wires

49 AC Load or Line Terminal Screws

50 Product Encasement (generic)

51 NEMA 3-15 Plug-In Adapter embodiment

52 NEMA 3-15 Outlet In-Wall embodiment

53 NEMA 35 Finger Swipe or other wall switch

54 NEMA 14-50 A Outlet

55 NEMA 14-30 A Outlet

56 NEMA 5 Buried Monitor/control

57 NEMA 5 Buried Monitor/control

58 NEMA 35 Passive Outlet

59 NEMA 14 Passive Outlet

60 Gateway HUB in NEMA14 package

61 Passive 1P Circuit Breaker

62 Passive 2P Circuit Breaker

63 Monitoring Breaker (1P)

64 Monitoring Breaker (2P)

65 Fixed Lighting Load

66 Network Interface Controller (NIC) Port

67 Isolation Transformer and Connector (e.g. RJ435)

68 Ground Fault Detect Chip

69 GFD IC Trip Output Signal

70 Circuit Breaker Panel

71 Ethernet/BACnet Cable

72 Building BMACS Network Equipment

73 Door of Breaker Panel

74 Thermal Magnetic Circuit Breaker Core

75 Breaker Panel Subnet Network (USB)

76 Circuit Breaker Body Adaptation (as needed)

77 Multi-drop Subnet Port (USB or equivalent)

Referring now to the attached Figs. and Table, augment-
ing the primary function of an AC duplex wall receptacle,
central to the circuitry comprising the present invention,
Fixture (50), 1s a main Micro Controller Processor (MCP)
(1), with mtegral or connected Radio (2) and Antenna (3),
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for bidirectional telemetry of data and commands to and
from a Remote Hub (60), located a distance away.
Processor MCP (1) auto-loads from Flash Memory its
Program (43) which auto-runs 1n an infinite loop until an AC
Inlet (8) power cycle (loss and return) reloads and restarts 1t.

The MCP (1) 1s powered through 3-5VDC Regulator (5)

by low Voltage AC-to-DC Converter (4) which maintains on
Filter Capacitor (6) an unregulated DC charge adequate to
drive the coils of 20 A rated pulse Relay (11), extracted by
Diode Bridge (7) from the terminals of AC power Inlet (8),
with respect to Isolated Circuit Common (39) which 1s
notably NOT at the earth ground potential “E” of the Frame
(38).

Notably, the Diode Bridge (7) connection to the input
(line-side) of Relay (11), shown in FIG. 1, allows the

AC-to-DC Converter (4) to continue providing DC power to
keep MCP (1) processing and radio telemetry activity when
Relay (11) has been opened, so long as mlet AC power 1s
available.

A vanation of the circuit 1n which Diode Bridge (7)
connected to the output (load side) of Relay (11) instead of
to the mput (line side) of Relay (11), as depicted in FIG. 3,
1s required 1in some jurisdictions in order that the air break
function of Relay (11) disconnects all loads, including the
fixture’s own nternal AC-to-DC Converter (4), from the
inlet AC power.

Either the un-switched-DC (Bridge-Betore-Relay) or the
switched-DC (Relay-Before-Bridge) variants may be used
in either NEMAS or NEMAI14 fixture versions, as may suit
regulatory needs.

In a switched-DC fixture variant (Relay-Before-Bridge),
without optional Backup Battery (34) to keep MCP (1)
processing and telemetry alive when Relay (11) 1s open, that
fixture’s processing and radio telemetry 1s lost until Reset
Pushbutton (28) mechanically closes Relay (11) contacts or
shunts them to restore DC power.

Referring hereafter to the un-switched DC (Bridge-Be-
fore-Relay) variant exemplified in FIG. 1, whenever AC
power 1s present at the Inlet (8), unregulated DC power 1s
thereby present within Fixture (50), thus the “Power On”
indicator LED (31) will be i1lluminated and various other
functions empowered.

As the primary function of the present invention, AC
voltage and current from Inlet (8) are mainly delivered to the
terminals of AC Outlets (9) & (10) through the contacts of
Relay (11) and Current Sensors (12) monitoring Line and

Neutral Currents, either separately as “L” & “N” sensors
depicted in FIG. 1, and “LL1” & “L2” & “N” sensors depicted

in FI1G. 3, or diflerentially and additively as “L-N” & “L+N”
sensors depicted i FIG. 5.

The AC Current Waveform (21) from one Sensor (12) 1s
time averaged (or alternately peak detected or rms-ex-
tracted) by Filter (13) and presented to an analog-to-digital
converter (ADC) mput (23) of MCP (1) as a slow-changing
(sub-Hertz) signal “I”” as the actual average current value.

In a stmilar manner, the AC Voltage Wavetorm (19) from
the AC Diode Bridge (4) 1s dropped to a small signal level
by Divider (37), and time averaged (or alternately peak-
detected or rms-extracted) by a second Filter (13) and
presented to a second ADC mput (22) of MCP (1) as a
slow-changing (sub-Hertz) signal V™ as the actual average
voltage.

In the preferred circuit realization, Voltage Signal (19) 1s
a Tull-wave rectified wavetorm, but a half-wave Bridge (7)
1s an alternative to a full-wave Bridge Rectifier (7). An
inductor-less off-line AC-to-DC Converter (4) 1s also the
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preferred circuit realization based on a common ntegrated
silicon device and IGBT pass transistor, fed by the same
Bridge Rectifier (7).

In the case of toroidal or Rogowski Current Sensors (12)
used with any of the specialized GFCI Detection Integrated
Circuits (68) as exemplified 1n FIG. 5, the Line and Neutral
load conductors are passed together through one Sensor coil
(12) additively to get a sum signal wavelorm, and differen-
tially (one conductor 1n reversed direction) through a second
Sensor coil (12) to get a difference signal wavetform, with
the former used for energy monitoring, and the latter used
tor GFCI protection, and both used for AFCI protection.

In the case of Hall type current sensors as depicted in
FIGS. 1 and 3, the AC load current 1s passed under or
through an integrated circuit sensor device which generates
an output small signal waveform in phase with and propor-
tional to the AC load current.

Triac (14) 1s driven through Opto-Coupler (15), by a
special Triac Control Line (24) of the DIO port of MCP (1),
which synchronizes triac control pulses with zero crossings
of the AC Voltage Wavelorm (19) received at its “zerox”
DIO mput (41), to eflect dimming of lamp loads plugged
into Outlet (9), or on/ofl control of non-dimmable loads.

Triac (14) can serve the function of load ON/OMI control
when Relay (11) 1s not installed (and jumper wires are
installed 1n 1ts place). When Trniac (14) passes AC power
tully to AC Outlet (10), “Dim” indicator LED (33) 1s fully
illuminated; and otherwise, to the degree that AC power to
Outlet (10) 1s throttled by Triac (14), “Dim” indicator LED
(33) 1s reduced 1n brightness.

Note that without air-break Relay (11) installed, GFCI and
AFCI functionality 1s absent, for a non-safety variation of
monitoring outlet only.

Relay (11), being of pulse type, has Trip and Reset inputs
which cause its contacts to open and close, respectively,
which are fed from Trip and Reset Relay Drvers (16),
through which the Reset Signal from Reset Pushbutton (28)
may originate to turn the relay “ON” and through which the
Trip Signal to turn the relay “OFF” may originate from a
discrete mput/output (DIO) line (25) of MCP (1) or from a
DIO line (26) of an optional Digital Signal co-Processor
(DSP) (17), or optional Trip/Off Pushbutton (27).

When 1nstalled, Co-Processor DSP (17) auto-loads from
Flash Memory its Program (44) which auto-runs in an
infinite loop until an AC Inlet power cycle event reloads and
restarts it.

When installed, the continual program of DSP (17) per-

forms fast real time analyses of AC Voltage Wavetorm (19)
and AC Current Wavetorms (20) & (21) from Sensors (12),

as Signals “L” & “N” as depicted in FIG. 1, or as “L1”7 &
“L2” & “N” as depicted 1 FIG. 3, or as difference and sum
Signals “L-N” & “L+N"" as depicted 1n FIG. 5.

When 1nstalled, DSP (17) reports to main controller MCP
(1) the results of 1ts analysis of current and voltage wave-
forms when polled by MCP (1) via a Serial Communication
data channel (18) connecting the two processors’ serial
input/output (SERI( ) Ports.

Any such DSP (17) report to MCP (1) may variously
include average, peak, or RMS current and voltage values,
line & neutral current difterence and sum values, current and
voltage phase shift or power factor values derived from
those wavelorms, for comparison to, or use instead of,
analog filter derived values obtained at the ADC of MCP (1).

Instantaneous power may be repetitively calculated by
MCP (1) and by DSP (17), as the product of average voltage
and current and the cosine of their wavetorm phase shift, and
energy use accumulated as the repetitive summing of the
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product of power value and the time passage since the
previous power value, namely Watt-seconds adding up to
kilowatt-hours.

Values for voltage, currents, phase shiit, power factor,
power, energy use since last report are variously reported by
Radio (2) from MCP (1) to some Remote Hub (60) for
recording and display.

Each time a Fixture (50) reports accumulated energy use
to a Remote Hub (60), the Fixture resets its mternal accu-
mulator, and 1t becomes the duty of the Remote Hub to track
the time between energy use accumulator reports, to avoid
the risk of accumulator overtlow in the fixture’s more

limited microcontroller.
Additionally, a DSP (17) report to MCP (1) may include

indications from waveform spectral analysis of arc fault or
ground fault anomalies, for radio reporting 1n turn by MCP
(1) to Remote Hub (60) for recording and display.

When Relay (11) and DSP (17) are installed, the GFCI

and/or AFCI protection feature commonly required 1n cer-
tain installations may therefore be provided by this energy
monitoring device, 1f this feature 1s so enabled.

A GFCI test feature may be provided in support of this
teature, consisting of a GFI Test Resistor (30), sized to allow
a leakage current flow of 5 milliamps, which 1s momentarily
connected between Line and FEarth terminals of Outlet (9) by
a manual push of GFI Test Button (29), which should result
in the opeming of Relay (11) contacts.

A Ground Fault Detection Integrated Circuit (GFD IC or
GFD chip) (68) such as 1s a standard component of many
known GFCI outlets and circuit breakers, fed by a differ-
ential Current Sensor (12) as 1s common practice in such
present art GFCI products, can provide a “trip” Signal (69)
via Driver (16) to turn “ofl” Relay (11) or Thermal Magnetic
Circuit Breaker Core (74), upon a ground fault, as a pre-
ferred alternative to ground fault detection by processor
firmware or other dedicated signal analysis methods.

Once the Relay (11) contacts are opened, until com-
manded again to close, the “ITrip” mdicator LED (32) will
stay 1lluminated. An auxiliary contact of Relay (11) can be
added to provide true state indication to an mnput of MCP (1).

An automatic seli-test routine can be run periodically by
DSP (17) by driving Seli-Test output line (46) from 1ts DIO
Port to gate a Selt-Test MOSFET transistor (45) across the
GFI Test Pushbutton (29) to conduct leakage current through
GFI Test Resistor (30).

During a seli-test procedure, DSP (17) will verity but
intercept 1ts own internal trip signal, preventing that signal
from actually being output from DSP (17) thru Driver (16)
to cause Relay (11) contacts to open, thereby confirming the

GFI functionality without actually interrupting power to any
AC load.

When stalled, Person-in-Room (PIR) Sensor (35)
detects an empty room versus movement (ultrasound sen-
sory embodiment) or body warmth (IR-sensory embodi-
ment) which can be used by MCP (1) to turn Outlet (10) (or
both Outlets (9) & (10)) “off” or “on” respectively using
Tnac (14) (or Relay (11)).

When installed, the Light-In-Room (LIR) or Sun Sensor
(36) detects loss of room light to cue MCP (1) (or DSP (17))
via a DIO mput line to turn Outlet (10) (or both Outlets (9)
& (10)) “ofl” or “on” respectively using Triac (14) (or Relay
(11)).

When nstalled, the Nightlight (47) can be turned “on” or
“off” mstead or 1n addition to Outlet(s) as alorementioned,
for satety and convenience, via a control line (42) from DIO

port of either MCP (1) or DSP (17), based on time of day,
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and/or the state of PIR sensor (35), and/or the state of Sun
Sensor (36), as user-configured via a setup command from
a Remote Hub (60).

When Backup Battery (34) 1s also installed, Nightlight
(47) can also be configured to function as a safety feature
during utility power loss events, based on loss of Inlet (8)
voltage detected by MCP (1) or DSP (17). In this case, the
power “on” LED (31) 1s I1t until Battery (34) 1s drained and
no voltage 1s present at AC Inlet (8).

Configuration of features 1n a given Fixture (30) 1s a mix
of fixed parameters set during manufacturing, and variable
parameters set by Setup Commands from a Remote Hub
(60). These setup parameters are defined in Table One,
which 1s marked to also show the particular settings of an
example NEMAS fixture.

The many 1dentical fixtures 1n a given building may be
configured differently, and it 1s the duty of the Remote Hub
(60) to maintain a record of which features are enabled on
cach fixture 1t commands.

Hub (60) may comprise any computer, even a laptop or
tablet, but preferred embodiments fit 1n a dual-gang wall box
as depicted in FIG. 4, and may be an adaptation of a
micro-1TX single-board PC, or any ARM or similar embed-
ded microcontroller conforming to the block diagram of
FIG. 7 with these provisions:

The same Radio facility (2) with similar or superior
Antenna (3) as the fixtures with which 1t 1s expected to
communicate;

An AC-to-DC power conversion circuit (4), (5), (6), or (7)
similar to that of the fixtures, to power the computer or
microcontroller:

Optionally a Voltage Divider (37) and Filter (13) produc-
ing average Voltage Signal (22) to an analog input
(ADC port) of MCP (1), and Backup Battery (34),
together allowing “keep-alive” during a power loss;

A network interface controller (NIC) Port (66) and net-
work Jack with i1solation transformer (67) to connect a
building network cable; and

Software or firmware to perform the necessary protocol
bridge between the submetering network of this inven-
tion and the building network suited to NIC (66) and
Jack (67).

Gateway HUB (60) 1s connected to a building manage-
ment automation and control system (BMACS) network
equipment (72) via a CAT5/BACnet cable (71).

FIG. 9 shows an integration of the components and
functions of this invention mto standard panel-mounted
circuit breakers (63) (single-pole) and (64) (multiple-pole)
to provide monitoring, control and fault protection of a
branch of, say, one or more ordinary Outlets (58) (NEMAS)
or (59) (NEMAI14) or lighting loads (65).

Any of the above variations may employ two separate
microprocessors MCP (1) and DSP (17) or a single device
combining the functionality shown as separated into two
devices. In the preferred embodiments, the two co-proces-
sors each serve as a watchdog timer for the other to detect
processor fault as a safety provision.

FIG. 10 shows a wired Subnet Serial Bus (75) (USB or
equivalent) and associated Port (77) included 1n the mnven-
tion 1n FIG. 9 as an alternative to separate wireless Radio (2)
and Antenna (3) per Circuit Breaker (63) or (64) in a Panel
(70), intending sharing of the wireless faculty of a single
Circuit Breaker (63) or (64), or sharing of the Ethernet Port
(66) of a single Circuit Breaker (63) or (64) so endowed.

If erther processor ceases to execute 1ts program loop for
whatever reason, the other processor will detect this as a
cessation of heartbeat messages; either processor can trip the
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AC Relay (11) OFF 1n response by Signals (25) and (26).
Only the radio-endowed MCP (1) or the manual Pushbutton
(27) can restore Relay (11) power to ON.
Messages between co-processors MCP (1) and DSP (11)
may be carried by 12C, SPI, UART or other conventional
bidirectional serial commumnication bus scheme, likely with

radio-enabled MCP being the master which polls the DSP
which 1s the slave.

DESCRIPTION OF EMBODIMENTS

FIG. 2 depicts the following representative embodiments
of the electric circuit components and functionality com-
prising the fixtures of the invention variously depicted in
FIGS. 1, 3, and 5; NEMA 5-15 Plug-In Adapter (51); NEMA
5-15 (or 20) Duplex Outlet (52); NEMA 5 Touch (or Buried)
Wall Switch (53); NEMA 14-30 Stove (or Car) Outlet (354);
and NEMA 14-30 Dryer Outlet (55).

FIG. 4 depicts various single-pole and two-pole breaker
panel branch circuit applications of the above fixtures in
combination with the following monitoring and non-moni-
toring (Passive) fixtures and loads. The intended usage 1s

shown for NEMAS5 Bunied Monitor (36); NEMA14 Buried
Monitor (57); NEMAS Passive Outlet (58); NEMA14 Pas-
stve QOutlet (30 A or 50 A) (589); NEMA14 Gateway HUB
(60); Passive 1P Breaker (61); Passive 2P Breaker (62);
monitoring 1P Breaker (63); monmtoring 2P Breaker (64);
and any lighting fixture (65).

The relocate-able plug-in Adapter (51) allows temporary
installation without tools. One NEMAS Outlet (52) or Wall
Switch (53) or Buried Monitor (56) fit 1n a 2x4" standard
“single gang” US wall box or two-abreast 1n a 4x4" standard
“double-gang™ US wall box. One NEMA14 Outlet (54), (55)
or Buried Monitor (57) {its in a 4x4" standard “double-gang™
US wall box.

Various standard wall-bezel cover plates fit the outlets and

wall switches as shown 1in FIG. 2, or a blank wall-cover plate
or hidden box cover conceals a “buried” control/monitor
embodiment of the invention.
The outlets, wall switches, and buried switch/monitor
embodiments of the invention at the same NEMA size and
ampacity may all utilize the same circuitry and components.
Certain components of the NEMA14 embodiments of the
invention are of greater ampacity than those of the NEMAS
embodiments but all the embodiments comprise the same
core and optional components and functionality.

The Wall-Switch embodiment (53) may optionally pres-
ent a paddle or toggle type operator, or a touch operator that
responds to a finger swipe gesture. In any case, a pulse-
coded thru-beam optical sensor device pair (36) 1s suggested
to adapt widely varied styles of operator mechanism with the
same circuit components.

As depicted 1in FIG. 2, the novel use of a plurality of such
a common broken-beam optical sensor to eflect a finger-
swipe gesture sensing device 1s itself new art, particularly

cnabled by the present mvention and applicable to 1ts
NEMAS embodiment (53).

The NEMAS and NEMA14 embodiments of behind-the
wall buried monitor/control fixture serve to switch a one-
pole or two-pole load, respectively, by remote action only,
requiring no 1nline wall switch hand operator.

FIG. 10 depicts a plurality of panel-mounted circuit
breaker embodiments of the invention, variously equipped
with wireless (e.g. Z-Wave, Bluetooth, Wi-F1, or other radio)
or wired networking (e.g. Ethernet/BACnet) or serial bus
(e.g. USB), facilities, or any combination thereof.
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One or more monitoring Breakers (63) and (64) may be
endowed with a Radio transceiver (2) and Antenna (3) to be
shared among a plurality of such monitoring breakers inter-
connected by a Subnetwork (75) such as USB or other
multi-drop serial bus. Alternately, one or more monitoring,
breakers may be endowed with an Ethernet NIC (66) for
connection by Network Cable (71) to other wired Building
Data Equipment (72), to thereby serve in the manner of the
Gateway Hub (60) for all the momtoring breakers within
that Panel (70).

The addition of multi-drop serial bus (USB) and Ethernet
or other network facilities within circuit breaker panels
represents a new art, with a preferred embodiment embed-
ding a data wiring “backplane™ 1n a breaker panel adjacent
to the load current busses already commonplace.

New standards for panel-mount circuit breaker width and
spacing may arise to accommodate the added components,
functionality and connectivity of this invention, depicted 1n
FIG. 10 as an added package thickness (76) for monitoring
Breakers (63) (1P) and (64) (2P) compared with non-
monitoring Breakers (61) and (62).

Those skilled 1n the art will appreciate that the conception,
upon which this disclosure 1s based, may readily be utilized
as a basis for designing other structures, methods, and
systems for carrying out the several purposes of the present
invention. It 1s important, therefore, that this description be
regarded as including such equivalent constructions insofar
as they do not depart from the spirit and scope of the present
invention.

Although certain example methods, apparatus, apparatus
and articles of manufacture have been described herein, the
scope of coverage of this application 1s not limited thereto.
On the contrary, this application covers all methods, appa-
ratus and articles of manufacture fairly falling within the
scope of the invention eitther literally or under the doctrine
ol equivalents.

Theretfore, the foregoing 1s considered as illustrative only
of the principles of a method for creating assignments 1n an
incident command system. Further, since numerous modi-
fications and changes will readily occur to those skilled 1n
the art, 1t 1s not desired to limit the method for creating
assignments 1 an icident command system to the exact
construction and operation described, and accordingly, all
suitable modifications and equivalents may be resorted to,
falling within the scope of the present mnvention. While the
above description describes various embodiments of the
present invention, 1t will be clear that the present invention
may be otherwise easily adapted to {it other configurations.

As various changes could be made 1n the above construc-
tions without departing from the scope of the invention, 1t 1s
intended that all matter contained 1n the above description
shall be interpreted as 1llustrative and not 1n a limiting sense.

What 1s claimed 1s:

1. An energy monitoring device enclosed 1n an electrical
wall outlet incorporating load current telemetry measure-
ment circuits comprising;

one or more microcontrollers with analog filtering and

digitizing put circuitry and firmware, connected to
load current and voltage sensing devices which
together eflect sampled measurement of load current
and voltage wavetorms or their peak, average or rms
values:

microcontroller commumnication circuitry and firmware to

facilitate wired or wireless telemetry to remote equip-
ment of said current and voltage sampled measure-
ments; and
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AC load current conductors, terminals and connectors,
and a diode bridge, ac-to-dc converter, filter capacitor,
and regulator needed to extract power for said micro-
controllers), sensors and telemetry circuits;
a load current interrupting circuit device including:
relay contacts to make and break the conductive path
between one or more line and load side conductors,
which are integral to a thermal-magnetic circuit
breaker, and which are either before or after the
bridge feeding internal DC supply power;

microcontroller(s) with output circuitry and firmware,
or other specialized device, connected by driver
circuitry to the coils of said relay or circuit breaker,
to effect make and break control of 1ts contacts; and

microcontroller communication circuitry and firmware
to facilitate wired or wireless telemetry from remote
equipment to command said make and break actions
of said relay or circuit breaker;
a telemetric ground fault current interrupting (GFCI)
protection mcluding:
microcontroller(s) with input circuitry and firmware, or
other specialized fault detection device, connected to
current sensing devices which together detect a
ground fault load conditions, of a non-zero sum of all
terminal currents defined as exceeding five (5) mil-
liamps; and

microcontroller communication circuitry and firmware
to facilitate telemetry to remote equipment of notice
in event of interruption action by said GFCI protec-
tion feature; and
telemetric arc fault Current interrupting (AFCI) protec-
tion 1ncluding:
microcontroller(s) with iput circuitry and firmware, or
other specialized fault detection or waveform filter-
ing device, connected to voltage and current sensing,
devices which together detect series and parallel
arcing fault load conditions, by spectral analysis to
identify high frequency signature of said arc phe-
nomena; and

microcontroller communication circuitry and firmware
to facilitate telemetry to remote equipment of notice
in event of interruption action by said AFCI protec-
tion feature;

in which the energy monitoring device encloses the one or
more microcontrollers, the microcontroller communi-
cation circuitry and firmware, and the AC load current
conductors, terminals and connectors, and the diode
bridge, ac-to-dc converter, filter capacitor, regulator,
load current interrupting circuit device, telemetric
ground fault current interrupting (GFCI) protection,
telemetric arc fault Current interrupting (AFCI) pro-
tection which are disposed in an electrical wall box
covered with a standard wall-bezel cover plate.

2. The energy monitoring device enclosed 1n an electrical
wall outlet incorporating load current telemetry measure-
ment circuits of claim 1 further comprising an automatic and
telemetric self-test circuit including:

seli-test circuitry to test the fault circuit interrupter by
switching a test resistor from either load conductor to
carth to cause a detectable fault current tlow temporar-
1ly:

microcontroller output circuitry and firmware connected

[

by driver circuitry to said seli-test circuit to eflect
control of said self-test circuitry;




US 10,330,704 B2

13

microcontroller input circuitry and firmware connected to
a pushbutton, or a Pushbutton connected directly to the
test resistor, to manually 1nitiate said self-test actions
at-will;

microcontroller firmware recognition of said seli-test pass
or fail, causing said relay contacts to break when said
self-test fails but not when 1t passes; and

microcontroller communication circuitry and firmware to
facilitate telemetry to remote equipment of said seli-
test result, and telemetry from remote equipment to
command said self-test actions.

3. The energy monitoring device enclosed 1n an electrical
wall outlet incorporating load current telemetry measure-
ment circuits of claim 1 further comprising a telemetric
dimming circuit including;:

one or more triac or equivalent semiconductor devices to
modulate load current, in synchrony with line voltage
wavelorm zero-crossings, to vary conduction from 0O to
100 percent;

microcontroller(s) with output circuitry and firmware, or
other specialized device, connected by optocoupler
driver circuitry to the gate of said triac to effect control
of 1ts conduction; and

microcontroller communication circuitry and firmware to
facilitate wired or wireless telemetry from remote
equipment to command said triac conduction from zero
to full.

4. The energy monitoring device enclosed in an electrical
wall outlet incorporating load current telemetry measure-
ment circuits of claim 1 further comprising one or more
sockets to receive load plugs of any type, including
NEMA-5 or NEMA-14.

5. The energy monitoring device enclosed 1n an electrical
wall outlet incorporating load current telemetry measure-
ment circuits of claim 1 further comprising a manual opera-
tor mechanism including:

microcontroller input circuitry and firmware connected to
one or more optical thin-beam sensing devices, or other
finger sensing or other contact switching mechanisms,
which together detect and eflect manual control to
make or break load current at-will;

a plurality of said sensing devices to translate finger
“swipe” gestures into commands to make, break,
brighten, or dim a lighting load, effecting coordinated
control of a triac; and

microcontroller commumication circuitry and firmware to
facilitate telemetry to remote equipment of notice of
cach make, break or dimming or brightening action
invoked by said manual operator feature.

6. The energy monitoring device enclosed 1n an electrical
wall outlet incorporating load current telemetry measure-
ment circuits of claim 1 further comprising a NEMAS-15
male plug, or wire pigtails, or screw terminals, or cage-
clamp terminals, for AC line infeed connection.

7. The energy monitoring device enclosed 1n an electrical
wall outlet incorporating load current telemetry measure-
ment circuits of claim 1 further comprising wire pigtails or
screw or cage-clamp terminals for AC load current connec-
tion.

8. The energy monitoring device enclosed 1n an electrical
wall outlet incorporating load current telemetry measure-
ment circuits of claim 1 further comprising a built-in tele-
metric night-light or safety-light including:

one or more bulbs or light emitting diodes (LEDs) or other
light sources arrayed 1n any color to 1lluminate an area;
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microcontroller output circuitry and firmware connected
by driver circuitry to said bulb(s) or LED(s) to turn
them ofl or illuminate them fully or partially by any
modulation; and

microcontroller communication circuitry and firmware to

facilitate wired or wireless telemetry from remote
equipment to command said ofl or full or partial
illumination of said light source.

9. The energy monitoring device enclosed 1n an electrical
wall outlet incorporating load current telemetry measure-
ment circuits of claim 1 further comprising a telemetric
backup battery including:

rechargeable chemical cell and charge control circuitry to

permit some period of continued telemetry after loss of
AC line power, 1n Bridge-After-Relay fixture designs;
and

microcontroller communication circuitry and firmware to

facilitate wired or wireless telemetry to remote equip-
ment of notice of changes in state-oi-charge or “on
backup” status.

10. The energy monitoring device enclosed 1n an electri-
cal wall outlet incorporating load current telemetry mea-
surement circuits of claim 1 further comprising a person-
in-room sensor mcluding:

microcontroller input circuitry and firmware connected to

one or more intra-red, acoustic, motion, or other type of
sensor to detect presence or absence of a person 1n its
vicinity; and

microcontroller communication circuitry and firmware to

facilitate wired or wireless telemetry to remote equip-
ment ol notice of changes 1n detection of empty/
occupied room state.

11. The energy monitoring device enclosed 1n an electrical
wall outlet incorporating load current telemetry measure-
ment circuits of claim 1 further comprising an in-built
telemetric room ambient light sensor imncluding:

microcontroller input circuitry and firmware connected to

one or more photovoltaic or photo-resistive device or
other ambient light level or presence/absence sensing
device; and

microcontroller communication circuitry and firmware to

facilitate wired or wireless telemetry to remote equip-
ment of notice of changes 1n said light level or pres-
ence/absence state.

12. The energy monitoring device enclosed 1n an electri-
cal wall outlet incorporating load current telemetry mea-
surement circuits of claim 1 further comprising a one-pole or
multi-pole panel circuit breaker.

13. The energy monitoring device enclosed 1n an electri-
cal wall outlet incorporating load current telemetry mea-
surement circuits of claim 1 further comprising a Umversal
Serial Bus (USB) or other multi-drop serial subset adapter
and associated driver firmware and cable or backplane
connector.

14. The energy monitoring device enclosed 1n an electri-
cal wall outlet incorporating load current telemetry mea-
surement circuits of claim 1 further comprising an Ethernet
or other network interface controller (NIC) device, associ-
ated cable jack/transformer, and client-server software
arranged to pipe to remote equipment, the measurement data
and control of a plurality of the energy monitoring devices
enclosed 1n an electrical wall outlet.

15. The energy monitoring device enclosed 1n an electri-
cal wall outlet incorporating load current telemetry mea-
surement circuits of claim 1 further comprising a network
gateway hub including a microcomputer system equipped
with the voltage monitoring and wired or wireless telemetry
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devices, and a USB or other serial subset port, and an
Ethernet or other NIC port, with client-server software
arranged to pipe to remote equipment, the measurement data
and control of a plurality of the energy monitoring devices
enclosed 1n an electrical wall outlet. 5

16. The energy monitoring device enclosed in an electri-
cal wall outlet incorporating load current telemetry mea-
surement circuits of claim 1 1n which the wall box 1s a single
gang wall box.

17. The energy monitoring device enclosed in an electri- 10
cal wall outlet incorporating load current telemetry mea-
surement circuits of claam 1 1 which the electrical wall
outlet includes a front cover substantially parallel to a back
cover and substantially orthogonal to four sides, enclosing
an interior to house both low voltage sensing/control cir- 15
cuitry and AC power socket/switching circuitry, and provid-
ing a plurality of line terminals for connecting the device to
the wires of an AC power source, and a plurality of load
terminals for connecting the device to the wires or plugs of

AC loads. 20
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