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(57) ABSTRACT

An example method includes establishing a communication
session between a first participant and a second participant,
programming, via a control plane, a stream classifier which
1s to process packets associated with the communication
session with classification logic. The method includes
receiving a first packet at the stream classifier and, when the
communication session requires recording, applying the
classification logic at the stream classifier to route the first
packet into a chosen service function path that includes a
recording service function which reports media quality data
to the control plane. Based on the media quality data, the
classification logic 1s updated to cause a migration of the
communication session to a new chosen service function
path.
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SYSTEM AND METHOD FOR
QUALITY-AWARE RECORDING IN LARGE
SCALE COLLABORATE CLOUDS

TECHNICAL FIELD

The present disclosure relates to recording media and
more particularly to enabling quality-aware media recording,
in a large-scale, multi-tenant, elastic collaboration cloud
service operation using a service function chain architecture.

BACKGROUND

Call recording 1s a key capability in contact center envi-
ronments. Call recording helps businesses to identify service
delivery quality improvement opportunmities, comply with
legal regulations and promote knowledge reuse for learning/
training purposes. Currently, a significant portion of the
install base uses on-premise contact center deployments
with call recording provided by a dedicated set of Session
Initiation Protocol (SIP) based recording servers. As enter-
prises and small to midsized businesses move towards
subscription-based consumption models, service providers
are now oflering contact center as a service (CCaaS) by
hosting multi-tenant, elastic, large-scale Unified Communi-
cations (UC) and contact center inirastructure in the cloud.
These cloud deployments typically replicate the on-premise
architecture and provision several virtual instances of ses-
sion border controllers (SBCs), and recording servers to
support the high call volume 1n the operator’s network. This
approach comes with processing inefliciencies such as indi-
vidual SIP signaling session between Session Recording

Client (SRC) and Session Recording Server (SRS) for each
recorded session.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to describe the manner 1n which the above-recited
and other advantages and features of the disclosure can be
obtained, a more particular description of the principles
briefly described above will be rendered by reference to
specific embodiments thereof which are illustrated in the
appended drawings. Understanding that these drawings
depict only exemplary embodiments of the disclosure and
are not therefore to be considered to be limiting of 1ts scope,
the principles herein are described and explained with
additional specificity and detail through the use of the
accompanying drawings 1n which:

FIG. 1 illustrates an example system configuration;

FIG. 2 illustrates architecture which includes a control
plane, a media plane, and a storage provider for enabling a
quality aware recording functionality;

FIG. 3 illustrates a social networking aspect to this
disclosure:

FI1G. 4 1llustrates an approach to retrieving a recording via
social media;

FIG. 5 illustrates a method aspect of this disclosure; and

FIG. 6 1llustrates a method aspect of this disclosure.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Various embodiments of the disclosure are discussed in

detail below. While specific implementations are discussed,
it should be understood that this 1s done for illustration

purposes only. A person skilled in the relevant art waill
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2

recognize that other components and configurations may be
used without parting from the spirit and scope of the

disclosure.

There are several 1ssues with the above described contact
center as a service (CCaaS) which 1s hosted by a multi-
tenant, elastic, large-scale Unified Communications (UC)
and contact center infrastructure in the cloud. The first 1ssue
relates to scaling. The current architecture does not enable a
plausible approach to scaling the call recording feature in a
highly multitenant environment. The second i1ssue relates to
quality. Again, the current architecture does not provide a
suflicient approach for maintaining good quality. The ques-
tion 1s can the system dynamically switch to another service
if there 1s a media quality 1ssue. The architecture needs to be
media quality aware. Further, there 1s an inability to take
real-time action to prevent recording media quality degrade.

For example, in today’s architecture a network can
include a recording server and a separate control server. The
SIP protocol can be used to set up the communication paths.
In one example, assume a call comes into a company for
customer support. The company received a call at a call
controlling system. If the company desires to record the call,
then a separate call would be established between the call
controlling system of the company and the recording server.
The SIP protocol would also likely be used to establish the
communication (a separate call) between the call controlling
system and the recording server. Thus, 1n the current sce-
nario, the recording function 1s enabled through this set up
of two separate calls between the various entities, the caller,
the call controlling system of the company, and a separate
recording server.

Overview

Additional features and advantages of the disclosure will
be set forth 1n the description which follows, and 1n part wall
be obvious from the description, or can be learned by
practice of the herein disclosed principles. The features and
advantages of the disclosure can be realized and obtained by
means ol the mstruments and combinations particularly
pointed out 1n the appended claims. These and other features
of the disclosure will become more fully apparent from the
following description and appended claims, or can be
learned by the practice of the principles set forth herein. The
scheme proposed addresses the i1ssues raised above by
leveraging the Service Function Chaining (SFC) Architec-
ture.

Application Ser. No. 14/989,132 (CPOL-998347), filed
Jan. 6, 2016, and incorporated herein by reference, 1is
entitled Network Service Header (NSH) Metadata-Based
End-to-End Multimedia Session Identification and Multime-
dia Service Optimization. The “132 application describes the
propagation ol session-ID value as NSH metadata in the
Service Function Chain (SFC) architecture. That disclosure
suggests that session-ID metadata can be used to determine
inclusion of Session Recording Server (SRS) Service Func-
tion (SF) in the Service Function Chain (SFC). The *132
application also proposes reporting of media flow statistics
agoregated at the session-ID level. The concepts proposed
here build on the foundation of the 132 application by also
including a stream ID 1n the NSH metadata and also goes on
to describe the end-to-end procedure used to realize real-
time session recording service as a Network Service Func-
tion (NSF). The contents of application Ser. No. 14/989,132
are icorporated herein by reference.

In one aspect, an application can provide call recording
capabilities. In one approach, the application does not lever-
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age SIP signaling nor SFC to establish recording session.
Instead 1t uses proprietary application APIs to invoke record-
ing to a call, which 1s not at all an optimal approach to solve
this problem for the industry (large clouds, multi-vendor
deployments, etc.). The concept disclosed herein leverages
and builds on the standards-based SIP Recording (SIPR 5 C)
architecture that was defined in the IETF and whose various
architectural components are described here: https://data-
tracker.ietiorg/wg/siprec/documents/, incorporated herein
by reterence. The solution described in this submission

makes use of the Service function Chaining (SFC) architec-
ture (defined 1n RFC 7665) and the metadata field provided

by the Network Service Header (NSH) (defined in draft-
ieti-sic-nsh). This disclosure make use of these technologies
to deliver a unique and novel solution to deliver real-time
and quality-aware session recording for large scale cloud
deployments.

This disclosure provides a novel method to enable qual-
ity-aware media recording 1n large scale, multi-tenant, elas-
tic collaboration cloud service operation networks using
service function chain architecture. The recording function-
ality 1s provided as a service by recording network service
function (NSF) using the stream I1) of the media stream
passed as metadata in the network service header (NSH).
Recording NSF also reports media statistics to a control
plane and a real-time transport protocol (RTP) stream clas-
sifier, which 1s part of a media plane, enabling them to take
real-time actions to mitigate or minimize quality i1mpair-
ments 1n the recorded media. The control plane takes care of
connecting callers (ifrom wherever they are calling from) and
the call set up. The media plane includes the RTP stream
classifier and the network service functions that perform
various processing on the media streams in real time, such
as recording. The media plane can manage audio, video,
media sharing, and so forth. The architecture disclosed
herein enables the control plane and the media plane to
communicate 1 such ways as using an API as well as
enabling the media plane to be broken up into mdividual
components, logical functions or service functions.

An example method includes establishing a communica-
tion session between a first participant and a second partici-
pant, programming, via a control plane, an RTP stream
classifier which 1s to process RTP packets associated with
the communication session with classification logic. The
method includes receiving a first packet at the stream
classifier and, when the communication session requires
recording, applying the classification logic at the stream
classifier to route the first packet mto a chosen service
function path of a plurality of service function paths,
wherein the chosen service function path includes a record-
ing service function. The recording service function can
report media quality data to the control plane. Based on the
media quality data, the control plane can update the classi-
fication logic programmed in the RTP stream classifier to
migrate the communication session to a new chosen service
function path to vield updated classification logic. The RTP
stream classifier then receives subsequent RTP packets of
the same session and routes them, according to the updated
classification logic, to the new chosen service function path.

Several advantages of the concepts disclosed herein
include the ability to eliminate the need to have SIP signal-
ing between the Session Recording Client (SRC) and the
Session Recording Server (SRS) and to detect low quality
recording conditions and take actions to prevent continued
quality degradation. This 1s useful for environments that
require zero or very minimal loss recording for regulatory
compliance. While one aspect of the 1dea applies to appli-
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4

cations using that SIP protocol, the concepts disclosed
therein are broader and any particular discussion of the

concepts disclosed herein should not be presumed to be 1n
the context of SIP unless explicitly stated. Thus, any sig-
naling protocol and/or any recording architecture could
apply to the principles disclosed herein.

Further advantages can include enabling storage location
flexibility in a multi-tenant environment. The storage loca-
tion can be different for diflerent tenants and can be dynami-
cally changed by the control plane and increasing scalability
by moving recording as a data plane functionality.

DESCRIPTION

The present disclosure addresses the 1ssues raised above.
The disclosure provides a system, method and computer-
readable storage device embodiments. First a general
example system shall be disclosed in FIG. 1 which can
provide some basic hardware components making up a
server, node or other computer system.

FIG. 1 illustrates a computing system architecture 100
wherein the components of the system are in electrical
communication with each other using a bus 105. Exemplary
system 100 includes a processing unit (CPU or processor)
110 and a system bus 1035 that couples various system
components including the system memory 115, such as read
only memory (ROM) 120 and random access memory
(RAM) 125, to the processor 110. The system 100 can
include a cache of high-speed memory connected directly
with, 1 close proximity to, or integrated as part of the
processor 110. The system 100 can copy data from the
memory 115 and/or the storage device 130 to the cache 112
for quick access by the processor 110. In this way, the cache
can provide a performance boost that avoids processor 110
delays while waiting for data. These and other modules can
control or be configured to control the processor 110 to
perform various actions. Other system memory 1135 may be
available for use as well. The memory 115 can include
multiple different types of memory with different perfor-
mance characteristics. The processor 110 can include any
general purpose processor and a hardware module or sofit-
ware module, such as module 1 132, module 2 134, and
module 3 136 stored in storage device 130, configured to
control the processor 110 as well as a special-purpose
processor where software mstructions are icorporated nto
the actual processor design. The processor 110 may essen-
tially be a completely self-contained computing system,
containing multiple cores or processors, a bus, memory
controller, cache, etc. A multi-core processor may be sym-
metric or asymmetric.

To enable user interaction with the computing device 100,
an mput device 145 can represent any number of 1nput
mechanisms, such as a microphone for speech, a touch-
sensitive screen for gesture or graphical mput, keyboard,
mouse, motion 1nput, speech and so forth. An output device
135 can also be one or more of a number of output
mechanisms known to those of skill in the art. In some
instances, multimodal systems can enable a user to provide
multiple types of input to communicate with the computing
device 100. The communications interface 140 can gener-
ally govern and manage the user mput and system output.
There 1s no restriction on operating on any particular hard-
ware arrangement and therefore the basic features here may
casily be substituted for improved hardware or firmware
arrangements as they are developed.

Storage device 130 1s a non-volatile memory and can be
a hard disk or other types of computer readable media which
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can store data that are accessible by a computer, such as
magnetic cassettes, tlash memory cards, solid state memory
devices, digital versatile disks, cartridges, random access
memories (RAMs) 125, read only memory (ROM) 120, and
hybrids thereof.

The storage device 130 can include software modules
132, 134, 136 for controlling the processor 110. Other
hardware or software modules are contemplated. The stor-
age device 130 can be connected to the system bus 105. In
one aspect, a hardware module that performs a particular
function can include the software component stored 1n a
computer-readable medium in connection with the necessary
hardware components, such as the processor 110, bus 105,
display 135, and so forth, to carry out the function.

FIG. 2 illustrates the system components 200 which
describe an example embodiment. A control plane 204 1is
established which handles setup and teardown of signaling
sessions between the calling and called participants or
among the conierence participants (not shown). A device
can also be a participant to a communication. A media plane
can include the RTP stream classifier 208 and Network
Service Functions 223, 224, 226, 228 that perform various
processing on the media streams 1n real-time such as record-
ing 222. The network service functions can be organized into
separate service function paths 214, 218. FEach separate
service function path can process the various media streams
that require the particular series of functionality provided by
cach individual service function. Storage providers 220 are
provided 1n the collaboration cloud that can store the
recorded media files within the same cloud or interface with
3rd party storage providers such as Box, Google, Amazon,
ctc. The scalability of recording from the storage provider
perspective 220 1s handled by the individual providers. The
control plane 204 maintains high level metadata 202 about
cach of the media streams 1t 1s processing and/or managing.

Example functionality for the individual service functions
223, 224, 226, 228 could include converting from RTP to
SRTP, a transcoding component such as changing the pay-
load from one codec to another, social media functions, and
so forth. In one aspect, individual service functions 223,
224, 226, 228 can also provide unmidirectional or bidirec-
tional communication with the control plane 204. For
example, information about the respective processing per-
formed by these individual service functions can affect the
quality of recording the session. Accordingly, the control
plane may not only receive quality related data from the
recording function 222, but can recerve other data which can
directly indicate packet loss or other degradation of quality
directly or could include tangential information from which
it could be inferred that a loss of quality or a reduction 1n
quality may or 1s being experienced with respect to the
recording. Such information can be utilized independently
or 1n combination with quality information for the recording
function 222 to arrive at decisions on whether to update the
classification logic for the RTP stream classifier 208 and 1f
s0, how to revise the logic so as to cause a migration of a
stream from one service function path to another.

In another example, the SF1 223 1n SFP1 (214) can add
metadata to a packet or packet header. The added metadata
can be passed on by SF2 (224) to the recording module 222
which can be processed or passed on to the control plane 204
to increase the understanding of potential packet loss or
other 1ssues which can aflect the quality of a recording. In
one aspect, SF2 (224) can add to the metadata, and perform
a function based on the metadata, remove the metadata, or
modily the metadata. The broader point 1s that with respect
to providing quality aware recording, other service functions
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in the service function path 214 can perform specific analy-
ses or processing with respect to their functionality which
can 1mpact the quality of recording. This information can be
generated, processed and passed on such that 1t can ulti-
mately be utilized 1n potentially updating classification logic
transierred to the RTP stream classifier 208 for making
classification decisions. Ultimately, any one or more of the
following pieces of mformation can be utilized to provide
quality-aware recording: the source port and/or address, the
destination port and/or address, what information 1s in the
RTP packet, how the classification rule i1s applied, external
information about performance or triggering events, user
proflle information, service level agreement data, social
media data associated with participants or the communica-
tion, and so forth.

The RTP stream classifier 208 processes incoming RTP
packets 206 and determines, based on analysis of the pack-
ets, a chosen service function path for processing or man-
aging the packets. The optional paths are logical chains of
service functions as a shown in FIG. 2. The stream classifier
208 can also process any other type of packets as well. The
RTP stream classifier 208 only looks, in one aspect, at RTP
packets, and determines to which path to send the packet.
The RTP stream classifier 208 implements classification
rules that defines, when the classifier receives a packet, that
it belongs to flow 1, the classifier 208 needs to take and send
it to service function path 214 (SFP 1) or service function
path 218 (SFP 2). The tables and functionality get controlled
and programmed by the control plane 204. The classification
logic 1s pushed by the control plane 204.

The system could also use alternate nodes or entities
beyond the structure shown in FIG. 2. Accordingly, an
aspect of this disclosure includes application of the basic
functionality described herein but not necessarily performs-
ing that functionality using the exact structure disclosed 1n
FIG. 2.

Examples of sessions established by the control plane 204
can 1nclude internal calls between endpoints registered to the
same cloud provider, inbound calls from external SIP service
provider to an endpoint registered to the cloud and outbound
calls from an endpoint registered within the cloud to an
external public switched telephone network (PSTN) caller.
A user or participant can also be a device such as a speech
processing system.

For sessions that need to be recorded, the control plane
204 sets up the signaling session such that RTP streams tlow
through 1ts media plane. For sessions that do not require
additional media processing, a direct media connection 1s
established between the source and destination endpoints/
devices or a Service function path that doesn’t have the
Recording service function 1s utilized.

The following describe the method to deliver recording as
a service. First, the control plane 204 maintains information
202 for all active media streams and exposes this informa-
tion to the Network Service Function via an API interface.
This information can include: 1. Flow details, such as one or
more of the following parameters: {Src IP, Src port, Dest IP,
Dest port, Protocol}; 2. Stream ID, which is a unique
identifier for the media flow:; 3. Session ID, which 1s the
session ID of the communication session to which the media
flow belongs to; 4. A boolean parameter indicating whether
the media flow needs to be recorded or not; 5. Parent Tenant
IDs, which can be a list of tenants to which the media stream
1s associated with (origination and destination tenants of a
media stream may be different); 6. A recording tenant 1D,
which 1s a subset of parent tenant IDs that require this stream
to be recorded; 7. A recording profile parameters (recording,
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format); and/or 8. A secure real-time transport protocol
(SRTP) key parameters required to decrypt the media flow.

The session ID 1s something specific to signaling that
allows the system to track a call end-to-end even 11 there are
different call legs that are set up. Assume that a user calls
into a contact center, the call may be processed by several
different products. From an end-user perspective, all of the
call legs which are established to connect to the various
products appear to be one single call. Previously, one would
have to manually collate all of these call legs. Now, there 1s
a session 1D, there are some unique IDs that are used, that
allow the call to be tracked end-to-end, even il there are
multiple call legs. The system can track each product that the
call 1s connected to. This 1s a unique 1dentifier for a call. The
session 1D 1s a particular 1identifier configured for a particu-
lar protocol, such as a SIP signaling protocol, and 1dentifies
the session from an end-user perspective. However, other
similar functionality could be built into a different version of
a session ID or whatever protocol may be used. Thus, an
identifier could be used to 1dentily a session, independent of
a specific protocol that 1s used to establish, maintain and
manage that session.

The stream ID relates to an individual media stream. The
stream ID can be structured 1n a tuple with a source address
ol the destination address as well as other information. It can
maintain who was sending what, whether the communica-
tion 1s bidirectional, and so forth. It maintains a high level
metadata table.

The control plane 204 uses one or more pieces of the
above mformation to determine the chain of Network Ser-
vice Functions, or the Service Function Path (SFP), for each
media flow. For example, the control plane 204 can include
the Recording 222 Network Service Function 1n one service
function path SFP1 (214) if the media tlow needs to be
recorded. Once the path 214, 218 1s determined, the system
configures the RTP stream classifier 208 at the media plane
with {Src IP, Src port, Dest IP, Dest port, Protocol} Service
Function Path (SFP) mapping logic. There may be more than
one SFP for a given media tlow 1n which case each SFP 1s
associated with a priority or an i1dentification of which path
should be used for which portion of a flow. Note 1n FIG. 2
that the chain of network service functions (SFP1) 214
includes the recording function 222 while the chain of
network service function path (SFP2) 218 does not.

Next 1s described the life of a RTP packet 206. After the
communication session 1s established by the control plane
204, the control plane 204 programs the RTP Stream clas-
sifier 208 with {Src IP, Src port, Dest IP, Dest port, Protocol }
or a Service Function Path (SFP) mapping. In the example
of FIG. 2, assume that SFP1 (214) has a higher priority than
SFP2 (218). The SFP with the highest priority 1s the most
preferred path. In one aspect, the organization of the paths
when there are multiple paths can be based on other factors
besides a simple priortization. For example, system perior-
mance, timing elements, other triggering events, could be
applied and reported to the control plane 204 such that the
classification logic 208 can direct streams to the appropriate
path. The controller generates a universally unique 1dentifier
(UUID) to uniquely 1dentily each stream and passes 1t as the
stream ID to the RTP stream classifier 208. The controller
can also use ice-ufrag 1f available as a unique stream ID. The
“1ce-ulrag” 1s the interactive connectivity establishment
(ice) user name fragment. The “ice-ulrag” attributes convey
the user name fragment and password used by 1ce for
message mtegrity. For more information, see https://tools.1-

etf.org/html/ric5245#section-15 4.

10

15

20

25

30

35

40

45

50

55

60

65

8

The RTP stream classifier 208 1s the entry point for all
RTP packets 206 handled by the media plane 200. The

classifier 208 looks up {Src IP, Src port, Dest 1P, Dest port,
Protocol }—SFP mapping table 210 and selects the mapped
SEFP with the highest priority or other parameter for selecting
a mapped path. The RIP stream classifier 208 forms a

Network Service Header 212 with the selected SFP ID along

with stream ID as metadata. The NSH header 212 and RTP
packet 206 1s encapsulated in an outer header (GRE for
example) and sent to the Service Function chain SFP1 (214)
as a NSH packet. Other formats could be used as well 1n
terms of the protocol or structure of the packet besides the
NSH structure. If the media needs to be recorded, then the
classifier 208 will choose a service function path that
includes the service function recording feature or module.
The logic to perform this functionality 1s provided by the
control plane 204 to the RTP stream classifier 208. Thus, to
cnable the functionality of the classifier 208 being able to
route a particular stream to the appropriate service function
path 214, 218, the system needs two pieces of information.
The first piece of information 1s the stream ID and the next
piece of information 1s the recorder profile. As the packet 1s
received, the classifier 208 adds an NSH header which
includes the stream ID and the recorder profile.

Assume that the NSH packet 1s provided to the service
function path 214, which includes the recording feature 222.
The NSH packet traverses the SFs 223, 224 1n the Service
Function chain 214. The packet reaches the recording ser-
vice function 222 which uses stream 1D value from the NSH
metadata as a key to look up a list of active recording
buflers. IT a bufler 1s found, the RTP packet 1s copied to the
bufler. IT lookup 1s not successtul, it creates a new recording
bufler in the list with stream ID as the key and adds the RTP
packet to the bufler. Note the bullers can be stored 1n a cloud
storage 220 where the recorded data is stored encrypted
After a period of time of buflering packets in the bufler, the
recording service function 222 begins to transmit the files to
cloud storage 220. For example, aiter one minute of buil-
ering a media stream, the recording service function 222
could begin to transmit the recording content to the cloud
storage 220. The approach disclosed 1n application Ser. No.
14/643,802, incorporated herein by reference, can be used to
store the data 1in cloud 1n an encrypted manner.

The recording service function 222 uses an application
programming interface (API) with the control plane 204 to
retrieve a tenant ID and/or a recording profile imnformation
for the given media stream. Thus, there can be bidirectional
communication between the recording service function 222
and the control plane 204. The recording profile can also be
included as part of the NSH 212. The recording profile can
include such mformation as storage logic, a chosen codec, a
preferred codec, and/or a list of prioritized codecs. The
recording service function 222 converts the RTP packets in
the media stream’s local recording bufler into a recording
file as per the format specified in the recording profile. The
recording service function 222 then uploads the contents of
the recording file to the storage location (Box, Google etc.)
220 of each Tenant that has requested recording. The con-
version and upload task can happen as the service function
receives RTP packets or the service function 222 can store
it 1n a temporary builer and do 1t periodically (e.g. 1 min).
If the recording file for this stream already exists in the
cloud, the new media section may be appended to the
existing file. Alternatively the recording SF 222 can create
multiple files but index them using the stream ID as a key.
All the related files of a given stream stored in cloud would
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have same stream ID key and be therefore connected or
chained together. A search based on stream ID would return
the list of files.

In another aspect, the NSH can include a tenant ID. The
tenant 1D could i1dentify which cloud storage provider the
system should be utilized for recording that stream. The
tenant ID can be i1dentified in the NSH, or communicated
from the control plane 204 to the recording service function
222. For example, 11 the tenant ID identifies Google, Box, or
Amazon, and so forth, as a particular cloud storage provider,
the recording service function 222 can establish the com-
munication with the chosen provider for storing the data
associated with the stream ID. This approach allows the
system to scale. In the existing architecture, the call con-
troller and the recording element must have a SIP call
communication established which can be limiting 1n terms
of scale. The improvement disclosed herein is that there 1s a
logical component (which may need some API interfaces)
that 1s processing on the media and thus, from a scaling
perspective, the new approach can make scaling much
casier.

Further, how does one make the system intelligent enough
such that 1t knows when something 1s happening with
respect to the quality of the media. There are some scenarios
where there 1s a requirement to have zero loss i1n the
recording. I the network 1s experiencing some loss, then the
system should be dynamic enough to pull 1n other resources
to provide for zero loss. In the existing architecture, the
control plane 1s not aware of such loss. Each of these service
functions can provide feedback back to the control plane
204. The feedback represented from the recording function
222 and the control plane 204 can also represent feedback
from the other functions 223, 224 or the service function
path 214. It 1s noted as well that the communication can be
bidirectional between the control plane and/or the service
function path 214 or other imndividual service functions. In
other words, data, feedback, or any other communication
can be exchanged between the control plane 204 and the
other components. The recording service function 222 can
also maintain statistics of the success of receiving packets,
or details about jitter, and so forth. The recording service
function 222 can report that back to the control plane 204
and dynamically report that a particular SFP 214 1s experi-
encing problems. In this case, the system can dynamically
change the classification logic i the RTP stream classifier
208 as directed from the control plane 204 so that the stream
1s no longer going to go to SFP 1 (214), but 1s rerouted to go
to anew SFP 11 (not shown). The SFP 11 (now shown) could
be 1n a particular cluster of processing clements that 1s
geographically separate or in improved position. Perhaps the
processing 1s being moved closer to the user’s location. The
new cluster of service functions could be performing at a
higher performance level than the initial path. The position
of the new service functions could also provide improved
bandwidth, improved hardware processing, and so forth.
Any improvement parameter could be the basis upon which
the control plane 204 provides updated classification logic to
the RTP stream classifier 208 in order to migrate a particular
stream from an underperforming service function path 214
to a new service function path, which can include the same
or equivalent service functions as required by the stream, but
which can provide the necessary quality for recording the
media associated with the stream.

Included herein would be all of the necessary control
clements to pause a recording from a first recording service
function 222 and reengage or reestablish the recording from
a new SFP 11. Utilizing the various data about the stream,
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such as the stream ID, the recorder profile, the tenant 1D, and
so forth, and enable the system to migrate from one service
function path to another. The storage provider 220, for
example, may be 1n the middle of recording a certain media
stream when the control plane 204 migrates the recording
from one service path to another. The storage provider 220
can 1dentify a location at which the stream 1s paused or
stopped and subsequently received from the new recording
service function in SFP 11, 1in order to either start a new file
for the recording or to expand and continue recording using
the existing file from the first SFP.

There 1s no percerved change from the user standpoint,
but there 1s a change in service function path to which a
stream 1s assigned. In one example, assume a call 1s being set
up at 10 MB per second, and the recording of the call 1s very
important. If the system experiences packet loss which can
allect the quality of the recording, then the system can take
some action to lower the bandwidth, or increase the band-
width, or some other action.

In addition to forking RTP and storing in the cloud, the
recording service function 222 can use the control plane’s
API interface to retrieve metadata required and store them
along with the recorded data 1n the cloud. The metadata may
be indexed using SIP session 1D as key information. Alter-
natively, some other identifier (like conference ID, partici-
pant ID etc. which can be shared with playback application)
can be used as an index key to store the metadata. The
metadata can follow the format defined in draft-1etf-siprec-
metadata. If the SIPREC metadata 1s used, the associated
stream ID 1s stored as metadata’s<stream>XML element’s
UUID.

After processing the NSH packet, the recording SF 222
passes 1t to next SF 1n the chain 214. The last SF in the chain
removes the actual RTP packet from the encapsulated packet
(GRE) and sends it to next Layer 3 network hop.

Next 1s discussed the concept of quality aware recording.
The recording SF 222 also computes and maintains media
quality statistics for each active recording session. It peri-
odically reports media quality statistics information to the
control plane 204. The recording service function 222 could
also report media quality data directly to the stream classifier
208 and/or any other node. The reporting of the data enables
the control plane 204 to be recording-quality aware and
invoke specific actions such as triggering a signaling update
to negotiate a low bandwidth codec for the recording stream.

The recording SF 222 could also send the recording
quality information to the RTP stream classifier 208 which
can 1mvoke specific actions such as choosing the next
preferred SFP if the current recording SF 222 1s experienc-
ing poor media quality

There are several ways to stop a recording session: (1) The
recording SF 222 can detect end of stream by means of
having a configurable media mactivity timer. If no RIP
packets are received within the expiration time, the stream
1s considered 1nactive and the recording session 1s stopped;
and (1) Alternatively, the control plane 204, on receiving a
disconnect for a communication session, can request the
recording service function 222 to stop the recording session
by passing the corresponding stream IDs.

When the recording 1s stopped, the remaining RTP pack-
cts of the recording bufler are appended to the existing
recording file 1 the storage location.

Another aspect of this disclosure 1s how to retrieve
recordings from the storage provider 220. The stream ID can
be used as a key for identiiying the stream for playback. A
playback application 230 can use the session ID and stream
ID to fetch the list of recording files from the cloud 220 for
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a given communication session. If the streams are stored
encrypted 1n the cloud, the mechanism mentioned 1n appli-
cation Ser. No. 14/643,802 (CPOL-995420), filed Mar. 10,
2013, entitled Recording Encrypted Media Session, can be
used by playback application to decrypt the files and play the
recordings. The contents of application Ser. No. 14/643,802
are 1ncorporated herein by reference

A participant in the communication session can utilize a
site or an application on a device such as a desktop computer
or a mobile device, and later retrieve the recorded file
associated with the communication session from storage
220. The device 230 can store the session ID and stream 1D
Or can access over a network, a database (not shown) of such
information. The database could communicate with the
control plane 204 and/or the cloud storage entity to 220 to
obtain such information. Furthermore, the database can
organize and index the session ID and stream ID such that
a user via device 230 could provide information such as the
other participant i the communication, the date of the
communication, or other identifying information which can
be used to retrieve a session ID and/or stream ID which were
provided to the storage entity for retrieving the recording.

As recordings between individuals may be desired to be
kept private, more secure access can be provided. For
example, a password can be provided, or information about
the other participants in the conversation can be requested.
The system can request 1dentification of the date or time of
the recording of the communication or when the communi-
cation session occurred, and so forth.

In one aspect, assume that the bufler associated with
recording module 222 1s one minute long. Accordingly, one
minute groupings ol packets are transmitted to the storage
tacility 220. The groupings can be organized into a single
f1le 1n the storage facility 220 which has an associated stream
ID that 1s a key for later access. The system could also record
individual one minute long files 1n the storage facility 220
for later retrieval. These files could be identified by the
stream ID plus a chronological ID that the user could
identify the 14” minute of recording within a particular
stream ID. Automatic speech recognition or other speech
processing could also be applied to the audio such that
content-based searching could also be performed. The
stream ID 1s used to retrieve all associated files. The session
ID could also be used as well. For example, 11 a user called
a call center and talked with several different individuals,
there may be multiple stream IDs associated with the overall
experience. The session ID can encompass multiple stream
IDs and be associated with the overall session.

It 1s also noted that, as a shown 1n FIG. 2, any data can be
communicated in bidirectional way between the storage
facilities 220 and the recording function 222. While the
content will typically flow from the recording function 222
to the storage facility 220, other control signals, feedback,
reporting data, and so forth can flow bidirectionally between
these two enfities. The storage facility 220 could also
indicate generally with the service function path 214 or the
other service function paths or any other service function as
well.

One aspect of this disclosure relates to social media. FIG.
3 1llustrates a general coordination between social media and
the recording platiform 200 disclosed 1n FI1G. 2. For example,
in the architecture 300 shown 1n FIG. 3, a first user device
302 communicates with a social network 304 which 1s also
communicating with a second user 306. The social network
can be any social network such as Facebook, Twitter,
Instagram, Tumblr, LinkedIn, Pinterest, Snapchat, email,
texting applications, and so forth. Any communication
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medium which can be utilized to connect individuals 1n one
way or another can be applicable. This can include dating
sites, Skype, text messaging, or any other communication
means. In any such communication, an identification of the
participants 1s available. From any such social media or
communication interface, additional functionality can be
included which can transition the communication nto a
recordable event. For example, users of Facebook may be
involved in the Facebook chat through the messenger appli-
cation. The users may decide they would like to have an
audible discussion and click on a button or interface with the
system 1n some manner to mnitiate a call and/or a video
conference. The system can then transition the users to have
that communication managed by the control plane 204 and
the features described above relative to FIG. 2. The flow
information 202 maintained by the control plane 204 can be
populated with information about the participants, their
avallable communication means, and so forth. An API can
be utilized to query how each individual user would transi-
tion to a call or a video session. For example, one user may
be at a desktop computer with a headset and a video camera.
Through the social media applications or through a browser,
the system can communicate to the control plane 204 or
some other entity, the capabilities of the first user 302.
Assume the second user 306 1s using a mobile device for the
social media communication. The second user device 306
can report 1ts ability to handle a telephone call. The control
plane 204 or some other entity can harmonize the available
communication means of each device and determine how to
establish a communication session between the users. In the
above example, the system can determine that a telephone
call 1s the easiest mechanism for establishing the commu-
nication. In this case, assuming that the system has recerved
an 1interaction via the social networking communication
mechanism that the users desire to shiit to a telephone call,
the system can automatically transition the users to such a
call. Any mechanism of accomplishing this establishment
can be utilized. For example, the system could call the
telephone number of the device 306 as well as mitiate a
session via Skype with device 302 and connect the users via
the network 1n any manner required. When the users tran-
sition to the telephone call 1n this example, the ability of the
control plane 204 to manage the communication through a
selected service function path 214, 218 can be implemented.
The social networking interface through which the users
indicate a desire to transition to an audible communication,
can also include options, such as a recording option button,
which can guide the control plane 204 to determining which
service Tunction path will be selected or which should take
priority for the communication.

FIG. 3 illustrates a communication between the social
network 304 and the control plane 204. This 1s meant to be
a general representation of the fact that communication can
occur between the social networking site and an entity, such
as the control plane or other entity, which would manage and
establish the telephone call or other type of communication.

At this stage, the communication would be handled and
managed as set forth above with respect to providing quality
aware recording in a storage entity 220.

Following the end of the audible communication, either of
user 302 or user 306, or only one of the users 302 and 306
under certain circumstances, may retrieve the recording in
the storage entity 220. For example, the retrieval method can
be implemented via the social media communication inter-
face. An object could be presented via the social network
304 which a user can interact with to retrieve the recording.
FIG. 4 1llustrates an example interface 400. Assume this
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interface 1s a simple messenger or texting interface. This
could be a Facebook messenger, a comment thread on a
social network posting, a common thread as part of a news
article, a chat between a support site and a user of a product,
a video related interface, or any other mechanism 1n which
users might be communicating. Options can be presented
such as chat 404, call 406, or video 408. These options
generally represent the ability to transitions from a texting
(or other social media interface) interface to a new form of
communication which can be recorded. In a general texting
application, there are simply two users which can be of
course 1dentified and a communication path be established.

In other scenarios, say when multiple users are comment-
ing on a news article, individual users can engage 1 a
conversation amidst other users. In such a scenario, the
interface can provide the ability of one user to request a call
or a new mode of communication with another user. For
example, if Mary, John and Jane each provide a comment
about a news article or posting, and Joe responds to Jane’s
comment, and Jane 1n turn response to Joe, a mechanism 1s
presented which would enable Jane and/or Joe to request a
telephone call with the other person. Once the participants
are 1dentified, the available means of vindication established
and confirmed, and a communication session then initiated,
the flow can continue as described above with respect to
which service function path(s) 1s/are utilized to achieve the
particular functionality desired by the users, including
recording the call.

Other service functions 1n a path 214, 218 could also be
implemented based on the particular functionality of a social
media network. For example, i two users engage in a
conversation iitiated from Facebook or Instagram, a path
could be chosen which includes additional functionality
which 1s presented to the users. For example, relevant
pictures to the conversation could be coordinated and pre-
sented to the user for posting on the social media network.

Also shown 1n FIG. 4, 1s a button 402 which can be
presented as part of the social networking communication
sessions when a recording exists 1n the storage entity 220.
The reason for placing the button 402 in this location 1s that
Mary or John, the people communicating in FIG. 4, can
return back to theirr communication which mitiated the
audible communication session. This provides an easy
mechanism for either of them to interact with button 402,
which would imitiate a communication between the social
network 304 and storage 220, as 1s shown i FIG. 3, to
retrieve that communication between the individual users.
The social networking site 304 can maintain the session 1D
and/or stream ID which would be necessary to batch the
recorded file or list of recorded files from the cloud storage
entity 220. The social networking site 304 could also include
a separate interface in which recorded communication
between the mdividual user and friends or acquaintances in
their social network are recorded. Both kinds of notifications
could also be provided as well. In other words, the system
could provide a button 402 that 1s intractable which can be
used to retrieve a recording between 1ndividuals communi-
cating via the social network. Separately, the system could
provide a drop-down menu or some other interface which
could provide a list of recordings for an individual user.
Thus, 1 Mary in FIG. 4 has a telephone conversation with
John that 1s recorded and a videoconierence with her grand-
mother that 1s also recorded, Mary could access a drop-down
menu which would list those two recordings and any other
associated data or metadata around those recordings.

In another aspect, the button 402 could be used to imitiate
the recording of a call that 1s going to take place. For
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example, the button 402 could appear based on an analysis
of the language of the text session (shown 1n FIG. 4) which
indicates that the participants want to switch to a call. The
button could perform one of more of the following func-
tions: (1) imitiate a call between the parties at designed
numbers or locations; (2) record the call between the parties;
and/or (3) other network functions, such as initiate a difler-
ent kind of communication session, video session, different
language services, and so forth. The labeling of the button
could reflect the functionality. For example, feature 402
shows “recording/play” which represents either the record-
ing function or the play function. Alternate labeling could
include “establish call” or “call and record”. Button 402 can
also represent several options such that the individual tunc-
tionality could be broken out into separate buttons. Thus, the
participants could choose to either simply set up a call
without recording or to set up the call and record. Further,
the system can analyze the dialogue when determining what
buttons to present. For example, i1 John said “vyes, let’s
switch to a call and record 1t,” then the system could analyze
that language and present a single button 402 which would
implement the call as well as the recording functionality.
These selections could also have bearing on which service
function path the call gets routed to by the system shown 1n
FIG. 2.

Of course while the example set forth above primarily
discuss recording and audible medication such as a call,
other forms of communication can also be recorded 1n a
similar manner. Facetime video calls, Skype video calls,
screen 1nteractions, virtual reality experiences, display
images, could all be recorded depending on the appropriate
context of a communication between two people. Further-
more, interactions between humans and machines such as
through speech recognition systems or interactions with
avatars could also be recorded 1n a similar manner.

Of the various embodiments disclosed herein, the func-
tionality that can be claimed by way of example can be
addressed from different viewpoints. For example, the func-
tionality performed by the control plane tool for can provide
one claim set. Another claim could be focused on the
functionality from the media plane, which includes the RTP
stream classifier 208 and the various network service func-
tions 214, 218 that perform the various processing on the
media streams 1n real time. One embodiment could be from
the standpoint of the storage provider 220. The various
signals that are transmitted and recerved in the functionality
performed by each of the separate entities can be separately
claimed. All of the functionality that would be necessary to
perform any such steps from the respective standpoint can
be mcluded within this disclosure even 1f not expressly
described. For example, FIG. 2 illustrates the recording
service function 220 transmitting a recording file to the
storage provider 220. Thus, 1f the claim 1s from the stand-
point of the media plane, the claim can include a step of
transmitting a recording to a storage entity. Stmilarly, the
disclosure then would be presumed to 1nclude the concept,
from the standpoint of the storage provider 220, the step of
receiving a recording from the media plane. Metadata,
control data, content, and so forth are generally presumed to
be communicated between the various entities, which com-
munications can also include communications via specifi-
cally defined APIs. Similarly, communications between the
social network 304 and any of the entities shown 1n FIG. 3
are also considered to be separate embodiments. For
example, the signals received, functions performed, and
communication from a social network 304 can also be
separately addressed in the claims. All such functionality as
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would be needed to perform the steps disclosed herein, are
applicable and presumed as part of any specific example or
embodiment, even 11 not expressly described.

FIG. 5 illustrates an example method embodiment. A
method includes establishing a communication session
between a first participant and a second participant (502),
programming, via a control plane, a stream classifier which
1s to process packets associated with the communication
session with classification logic (504), and receiving a first
packet at the stream classifier (506).

When the communication session requires recording, the
method 1ncludes applying the classification logic at the
stream classifier to route the first packet into a chosen
service function path of a plurality of service function paths,
wherein the chosen service function path comprises a
recording service function (508), and reporting media qual-
ity data from the recording service function in the chosen
service Tunction path to the control plane (510). Based on the
media quality data, the method can include updating the
classification logic programmed in the stream classifier by
the control plane to migrate the communication session to a
new chosen service function path to yield updated classifi-
cation logic (512) recerving subsequent packets at the stream
classifier and routing them, according to the updated clas-
sification logic, to the new chosen service function path
(514).

The method can further include forming a network service
header 1dentifying the chosen service function path and a
stream ID associated with the commumnication session. This
step can be performed at the RTP stream classifier 208 or 1n
another module. In one aspect, the first packet and the
second packet are real-time transport protocol packets. The
structure of the packets can also be other than RTP packets.
The recording service function can retrieve a tenant ID that
identifies a recording service provider 220 to record the
communication session. The tenant ID can be retrieved from
the control plane via an application programming interface
or included 1n a network service header. It 1s noted that any
two components communicating herein can communicate
via an API. For example, the control plane, the media plane,
a social media entity, an application on a mobile device that
1s utilized to access the recording, a call center accessing a
recording, or any other entity that recerves or transmits data
in order to implement qualities aware recording using ser-
vice function changes disclosed herein can communicate via
a customized API with any other entity.

Routing the first packet to the chosen service function
path can include routing the first packet with a recording
profile that identifies at least one parameter associated with
recording the communication session. The recording service
function can retrieve data required to store a recording of the
communication session. Such data can include at least one
of a conference 1D, a participant ID, a session 1D, a stream
ID, a date, a time, social media data, external data, content
associated with the communication session, security infor-
mation, policy information associated with retrieving the
recording ol the communication session, and a document 1D
for a document associated with the communication session.

In another aspect, the media quality data further can
include data received from a service function 1n the chosen
service function path, wherein the service function differs
from the recording service function.

FI1G. 6 illustrates a method aspect of this disclosure which
relates to retrieving a recorded session initiated from the
context of a social networking session. Again, while audio 1s
reference, the recording session to be any type of recording,
session ncluding images, video, interactions between users
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or between humans and devices, and so forth. FIG. 6
illustrates a method for retrieving a stored recording via a
social network. The method includes receiving a request for
a recorded audio session from a participating party such as
user 302 or user 306 described above with reference to FIG.
3 (600). The request may be recerved at a social network
server 304 of the social network through which users 302
and 306 interact. In one example embodiment, the request
may be received via an object presented to users 302 and/or
306 on a social media communication interface through
which the users 302 and/or 306 communicate. As described
above with reference to FIG. 4, users 302 and 306 may be
exchanging messages via the social media communication
interface (e.g., a Facebook chat room). At some point during
the conversation, users 302 and 306 may have switched to
an audio/video communication session (which 1s recorded
and stored according to example embodiments described 1n
this application such as that described with reference to FIG.
2. Upon a termination thereot, the object 402 may appear on
the screen of the social networking interface that enable
users 302 and 306 to transmit a request to the social network
server for retrieval of the previously recorded audio com-
munication (hereimnafter referred to as the recorded audio
sess101).

The method further includes transmitting a request to the
requesting party to provide verification imnformation (602).
The verification information may include, but 1s not limited
to, information corresponding to the date and time of the
audio session, a user’s password for logging into the social
network, one or more personalized security questions, a
fingerprint, etc. In one example, the request for verification
information may be provided as a pop up screen to the
requesting party on a screen of the requesting party’s device.
In another aspect, the system may be able to identily a
suflicient level of certainty, a particular recording session
and not need specific verification information. For example,
the two parties commumicating 1n a social media network
may only have a single recording session and simply making
the request by one party 1s suflicient to 1dentify the session.

Upon recerving the requesting party’s response to the
verification information, the social network server processes
the received verification information to determine 1f the
requesting party 1s authorized to retrieve the audio session
(604). The social network server determines whether the
processed mnformation at 604 indicates that the requesting
party 1s authorized to access the recorded audio session or
not (606). IT the social network server determines that the
requesting party 1s authorized, the social network server
retrieves the recorded audio session from the storage 220, as
described above with reference to FIG. 3 (608). Thereatter,
the social network server transmits the retrieved audio
session to the requesting party (610).

In one example, there may be more than one recorded
audio session between users 302 and 306. Accordingly, after
receiving the request at 600 and/or concurrently with
requesting the verification information at 602, the social
network server provides the requesting party with the option
of choosing one of the available audio sessions (e.g., by
presenting a drop down menu on the requesting party’s
device).

Referring back to 606, 11 the social network server deter-
mines that the requesting party 1s not authorized, the social
network server determines whether a number of times the
requesting party has provided invalid/insuflicient verifica-
tion information 1s equal to or greater than a threshold or not
(612). The threshold may be an adjustable parameter (e.g.,
set to 3) that limits a number of attempts by the requesting
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party (possibly an unauthorized requesting party) to access
the recorded audio session, for security purposes.

If the social network server determines that the number of
attempts equals or exceeds the threshold, the social network
server denies the requesting party access to the recorded
audio session by displaying a pertinent message on a screen/
display of the requesting party’s device (614). In one
example, the requesting party may then have to wait for a
pertod of time (e.g., a few hours, 24 hours, etc.) before
attempting to retrieve the recorded audio session. Alterna-
tively, the requesting party may be asked to log out of the
social network service and log back 1n, 1n order to attempt
retrieving the recorded audio session.

If the social network server determines, at 612, that the
number of attempts 1s less than the threshold, the social
network server reverts back to 602 and re-transmits the
request for verification information to the requesting party.
In one example, the social network server may alter the type
of verification mformation requested from the requesting
party. For example, if on the first attempt, the requesting
party 1s asked to provide his or her password for the social
network and the provided password is incorrect, then on the
second attempt, the social network server may request a
different kind of verification information to be furnished by
the requesting party (e.g., one or more security questions
such as date of birth, name of your first pet, etc.). Thereatter,
the social network server repeats the processes 604 to 614,
as appropriate.

In one aspect, any of the functionality described above
with respect to approaches to mitiating a recording between
two users of the social network 304 or retrieving a stored
recording between two individuals can be performed by one
or more of the social network 304, the control plane tool for,
and stores 220. The overall concept relates to how to connect
users of the social network into the system of FIG. 2 which
provides particular details on how to manage quality aware
recordings using service function chains. As noted above,

particularly programmed service functions can be included
within service function chains in order to enable the medi-
cations between a service function path and a social network
304. This concept can greatly enhance the usability of such
a quality aware recording system as well as the accessibility
by individual users to recordings.

In some embodiments the computer-readable storage
devices, mediums, and memories can include a cable or
wireless signal contaiming a bit stream and the like. How-
ever, when mentioned, non-transitory computer-readable
storage media expressly exclude media such as energy,
carrier signals, electromagnetic waves, and signals per se.

Methods according to the above-described examples can
be implemented using computer-executable instructions that
are stored or otherwise available from computer readable
media. Such instructions can comprise, for example, 1nstruc-
tions and data which cause or otherwise configure a general
purpose computer, special purpose computer, or special
purpose processing device to perform a certain function or
group of functions. Portions of computer resources used can
be accessible over a network. The computer executable
istructions may be, for example, binaries, intermediate
format 1nstructions such as assembly language, firmware, or
source code. Examples of computer-readable media that
may be used to store instructions, mnformation used, and/or
information created during methods according to described
examples include magnetic or optical disks, flash memory,
USB devices provided with non-volatile memory, net-
worked storage devices, and so on.
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Devices implementing methods according to these dis-
closures can comprise hardware, firmware and/or software,
and can take any of a variety of form factors. Typical
examples of such form {factors include laptops, smart
phones, small form factor personal computers, personal
digital assistants, rack mount devices, standalone devices,
and so on. Functionality described herein also can be
embodied 1n peripherals or add-in cards. Such functionality
can also be implemented on a circuit board among different
chips or diflerent processes executing 1n a single device, by
way ol further example.

The nstructions, media for conveying such instructions,
computing resources for executing them, and other struc-
tures for supporting such computing resources are means for
providing the functions described in these disclosures.

Although a variety of examples and other information was
used to explain aspects within the scope of the appended
claims, no limitation of the claims should be implied based
on particular features or arrangements 1n such examples, as
one of ordinary skill would be able to use these examples to
derive a wide variety of implementations. Further and
although some subject matter may have been described 1n
language specific to examples of structural features and/or
method steps, it 1s to be understood that the subject matter
defined 1n the appended claims 1s not necessarily limited to
these described features or acts. For example, such func-
tionality can be distributed differently or performed in
components other than those i1dentified herein. Rather, the
described features and steps are disclosed as examples of
components of systems and methods within the scope of the
appended claims. Moreover, claim language reciting “at
least one of” a set indicates that one member of the set or
multiple members of the set satisty the claim.

It should be understood that features or configurations
herein with reference to one embodiment or example can be
implemented in, or combined with, other embodiments or
examples heremn. That 1s, terms such as “embodiment”,

“variation”, “aspect”, “example”, “configuration”, “imple-

mentation”, “case”, and any other terms which may connote
an embodiment, as used herein to describe specific features
or configurations, are not intended to limit any of the
associated features or configurations to a specific or separate
embodiment or embodiments, and should not be interpreted
to suggest that such features or configurations cannot be
combined with features or configurations described with
reference to other embodiments, varations, aspects,
examples, configurations, implementations, cases, and so
forth. In other words, features described herein with refer-
ence to a specilic example (e.g., embodiment, variation,
aspect, configuration, implementation, case, etc.) can be
combined with features described with reference to another
example. Precisely, one of ordinary skill in the art will
readily recognize that the various embodiments or examples
described herein, and their associated features, can be com-
bined with each other.

A phrase such as an “aspect” does not imply that such
aspect 1s essential to the subject technology or that such
aspect applies to all configurations of the subject technology.
A disclosure relating to an aspect may apply to all configu-
rations, or one or more configurations. A phrase such as an
aspect may refer to one or more aspects and vice versa. A
phrase such as a “configuration” does not imply that such
configuration 1s essential to the subject technology or that
such configuration applies to all configurations of the subject
technology. A disclosure relating to a configuration may
apply to all configurations, or one or more configurations. A

phrase such as a configuration may refer to one or more
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configurations and vice versa. The word “exemplary” 1s used
herein to mean “serving as an example or illustration.” Any
aspect or design described herein as “exemplary” 1s not
necessarily to be construed as preferred or advantageous
over other aspects or designs.

Moreover, claim language reciting “at least one of” a set
indicates that one member of the set or multiple members of
the set satisly the claim. For example, claim language
reciting “at least one of A, B, and C” or “at least one of A,
B, or C” means A alone, B alone, C alone, A and B together,
A and C together, B and C together, or A, B and C together.

What 1s claimed 1s:

1. A method comprising;

establishing a communication session between a first

participant and a second participant;

programming, via a control plane, a stream classifier

which 1s to process packets associated with the com-
munication session with classification logic;
receiving a lirst packet at the stream classifier, the first
packet including a stream ID;

when the communication session requires recording,
applying the classification logic at the stream classifier
to route the first packet into a chosen service function
path of a plurality of service function paths, wherein the
chosen service function path comprises a recording
service function;

identifying a bufler for the recording service function to

record the first packet 1n, comprising;:

locating, using the stream 1D as a key, a buller from a
list of active buflers:

creating, in response to the locating failing to locate a
buffer from the list, a new bufler in the list with
stream ID as a key of the new buller;

recording, the recording service function, the first packet

to the identified bufler:

reporting media quality data from the recording service

function 1 the chosen service function path to the
control plane;

based on the media quality data, updating the classifica-

tion logic programmed 1n the stream classifier by the
control plane to migrate the communication session to
a new chosen service function path to yield updated
classification logic;

receiving subsequent packets at the stream classifier; and

routing them, according to the updated classification

logic, to the new chosen service function path.

2. The method of claim 1, further comprising forming a
network service header identifying the chosen service func-
tion path and the stream ID associated with the communi-
cation session.

3. The method of claim 1, wherein the first packet and the
subsequent packets are real-time transport protocol packets.

4. The method of claim 1, when the recording service
function retrieves a tenant ID that i1dentifies a recording
service provider to record the communication session.

5. The method of claim 4, where the tenant ID 1s retrieved
from the control plane via an application programming
interface or included 1n a network service header.

6. The method of claim 1, wherein routing the first packet
to the chosen service function path comprises routing the
first packet with a recording profile that identifies at least one
parameter associated with recording the commumnication
SESS1011.

7. The method of claim 1, wherein the recording service
function retrieves data required to store a recording of the
communication session, and wherein the data comprises at
least one of a conference ID, a participant 1D, a session 1D,

10

15

20

25

30

35

40

45

50

55

60

65

20

the stream ID), a date, a time, social media data, external
data, content associated with the communication session,
security information, policy information associated with
retrieving the recording of the communication session, and
a document ID for a document associated with the commu-
nication session.

8. The method of claim 1, where the media quality data
turther comprises data recerved from a service function 1n
the chosen service function path, wherein the service func-
tion differs from the recording service function.

9. The method of claim 1, wherein the media quality data
comprises media quality statistics for an active recording
session associated with recording the communication ses-
$101.

10. A system comprising:

a processor; and

a computer-readable storage device storing instructions

which, when executed by the processor, cause the
processor to perform operations comprising, i each
switch of a plurality of switches 1n a network fabric:
establishing a communication session between a {first
participant and a second participant;
programming, via a control plane, a stream classifier
which 1s to process packets associated with the
communication session with classification logic;
receiving a first packet at the stream classifier, the first
packet including a stream 1D;
when the communication session requires recording,
applying the classification logic at the stream clas-
sifier to route the first packet into a chosen service
function path of a plurality of service function paths,
wherein the chosen service function path comprises
a recording service function;
identifying a buller for the recording service function to
record the first packet in, comprising;
locating, using the stream ID as a key, a buller {from
a list of active buflers;
creating, in response to the locating failing to locate
a buffer from the list, a new bufler in the list with
stream ID as a key of the new buller;
recording, the recording service function, the first
packet to the i1dentified butler;
reporting media quality data from the recording service
function 1n the chosen service function path to the
control plane;
based on the media quality data, updating the classifi-
cation logic programmed in the stream classifier by
the control plane to migrate the communication
session to a new chosen service function path to
yield updated classification logic;
receiving subsequent packets at the stream classifier;
and
routing, according to the updated classification logic, to
the new chosen service function path.

11. The system of claim 10, wherein the execution of the
instructions further cause the processor to perform forming
a network service header identifying the chosen service
function path and the stream ID associated with the com-
munication session.

12. The system of claim 10, wherein the first packet and
subsequent packets are real-time transport protocol packets.

13. The system of claim 10, when the recording service
function retrieves a tenant ID that identifies a recording
service provider to record the communication session.

14. The system of claim 13, where the tenant ID 1s
retrieved from the control plane via an application program-
ming interface or included 1n a network service header.
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15. The system of claim 10, wherein the processor per-
forms the routing of the first packet to the chosen service
function path by routing the first packet with a recording
profile that identifies at least one parameter associated with
recording the communication session.

16. The system of claim 10, wherein the recording service
function retrieves data required to store a recording of the
communication session, and wherein the data comprises at
least one of a conference ID, a participant 1D, a session 1D,
the stream ID, a date, a time, social media data, external
data, content associated with the communication session,
security information, policy information associated with
retrieving the recording of the communication session, and
a document ID for a document associated with the commu-
nication session.

17. The system of claim 10, where the media quality data
turther comprises data received from a service function 1n
the chosen service function path, wherein the service func-
tion differs from the recording service function.

18. The system of claim 10, wherein the media quality
data comprises media quality statistics for an active record-
ing session associated with recording the communication
SESS101.

19. A non-transitory computer-readable storage device
storing instructions which, when executed by a processor,
cause the processor to perform operations comprising,

in each switch of a plurality of switches 1n a network

fabric:

establishing a communication session between a first
participant and a second participant;

programming, via a control plane, a stream classifier
which 1s to process packets associated with the
communication session with classification logic;

receiving a first packet at the stream classifier, the first
packet including a stream ID;
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when the communication session requires recording,
applying the classification logic at the stream clas-
sifier to route the first packet into a chosen service
function path of a plurality of service function paths,
wherein the chosen service tunction path comprises

a recording service function;
identifying a buller for the recording service function to

record the first packet 1n, comprising:

locating, using the stream ID as a key, a buller from

a list of active buflers;
creating, in response to the locating failing to locate
a bufler from the list, a new bufler in the list with
stream ID as a key of the new bufler;
recording, the recording service function, the first
packet to the i1dentified butler;
reporting media quality data from the recording service
function 1n the chosen service function path to the
control plane;
based on the media quality data, updating the classifi-
cation logic programmed 1n the stream classifier by
the control plane to migrate the communication
session to a new chosen service function path to
yield updated classification logic;
receiving subsequent packets at the stream classifier;
and
routing them, according to the updated classification
logic, to the new chosen service function path.

20. The non-transitory computer-readable storage device
of claim 19, wherein execution of the instructions further
cause the processor to perform forming a network service
header 1dentifying the chosen service function path and the

stream ID associated with the communication session.
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