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METHODS AND APPARATUS FOR
SECURITY OVER FIBRE CHANNEL

PRIORITY CLAIM

This application 1s a continuation of U.S. application Ser.
No. 13/107,521, entitled “METHODS AND APPARATUS
FOR SECURITY OVER FIBRE CHANNEL,” filed on May
13, 2011, which 1s a divisional of U.S. application Ser. No.
10/034,367, entitled “METHODS AND APPARATUS FOR
SECURITY OVER FIBRE CHANNEL,” filed on Dec. 27,
2001, both of which are hereby incorporated by reference
and for all purposes in their entirety.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present mvention relates to fibre channel security.
More specifically, the present invention relates to methods
and apparatus for providing security for both fibre channel
network entities and fibre channel messages. Security
includes services such as authentication, confidentiality,
integrity protection, and anti-replay protection.

2. Description of Related Art

Very limited security exists in fibre channel networks.
One form of securnity for fibre channel networks 1s physical
security. All fibre channel network entities, such as switches,
disks, tape libraries, disk arrays, and servers can be located
in a secure and trusted environment. Access can be limited
and strict controls can be maintained over the fibre channel
tabric. However, 1t 1s not always feasible to locate every
fibre channel network entity 1n a secured environment.

Some security schemes have focused more on secure
links. When a new fibre channel network entity 1s introduced
into a fibre channel fabric, directly neighboring nodes check
the newly introduced entity to determine whether or not the
newly introduced node 1s authorized to connect to the fabric.
However, the checks are made only once by some directly
neighboring nodes. Other more distant nodes are unable to
perform any checking. Furthermore, once the link 1s estab-
lished, no further security 1s provided. The fabric 1s deemed
trusted even though the fibre channel fabric 1s still vulner-
able to certain attacks such as spoofing, hijacking, or imper-
sonation.

It 1s therefore desirable to provide methods and apparatus

for improving security in a fibre channel network and 1n
particular for improving authentication, confidentiality, mes-
sage integrity protection, and anti-replay protection 1n a fibre
channel fabric with respect to some or all of the limitations
noted above.

SUMMARY OF THE INVENTION

Methods and apparatus are provided for improving both
node-based and message-based security in a fibre channel
network. Entity to entity authentication and key exchange
services can be included 1n existing initialization messages
used for mtroducing fibre channel network entities into a
fibre channel fabric, or 1n specific messages exchanged over
an already initialized communication channel. Both per-
message authentication and encryption mechanisms can be
activated using the authentication and key exchange ser-
vices. Messages passed between fibre channel network enti-
ties can be encrypted and authenticated using information
provided during the authentication sequence. Security ser-
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2

vices such as per-message authentication, confidentiality,
integrity protection, and anti-replay protection can be imple-

mented.

According to various embodiments, a method for authen-
ticating network entities 1 a fibre channel network 1s
provided. A fibre channel authentication message 1s recerved
from a first network entity at a second network entity 1n a
fibre channel network. The authentication message provides
information for authenticating or re-authenticating the first
network entity in the fibre channel network. It 1s determined
that both the first network entity and the second network
entity support security. It 1s verified that the first network
entity corresponds to an entry in an authentication table
associated with the second network entity. First network
entity verification information that confirms the i1dentity of
the first network entity 1s received.

According to other embodiments, a method for processing
frames 1n a fibre channel network having a first network
entity and a second network entity 1s provided. A frame 1s
received at a first network entity from the second network
entity 1n a fibre channel network. A security control indicator
in the frame from the second network entity 1s identified. A
security association identifier associated with the frame
corresponds to an entry in a security database 1s determined.
A portion of the frame 1s decrypted by using algorithm
information contained in the entry in the security database.

In still other embodiments, a method for transmitting
encrypted frames in a fibre channel network having a first
network entity and a second network entity 1s provided. A
fibre channel frame having a source corresponding to the
first network entity and a destination corresponding to the
second network entity 1s 1dentified. It 1s determined 1t the
fibre channel frame corresponds to the selectors of an entry
in a security database. A portion of the fibre channel frame
1s encrypted using key and algorithm information associated
with the entry in the security database. The fibre channel
frame 1s transmitted to the second network entity.

These and other features and advantages of the present
invention will be presented 1n more detail in the following
specification of the invention and the accompanying figures,
which illustrate by way of example the principles of the
invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention may best be understood by reference to the
following description taken in conjunction with the accom-
panying drawings, which are illustrative of specific embodi-
ments of the present mvention.

FIG. 1 1s a diagrammatic representation of a network that
can use the techniques of the present mnvention.

FIG. 2 1s a process flow diagram of a node-to-switch
authentication sequence.

FIG. 3 1s a process flow diagram of a switch-to-switch
authentication sequence.

FIG. 4 1s an mteraction diagram showing an authentica-
tion sequence.

FIG. § 1s a diagrammatic representation of one example of
an authentication table.

FIG. 6 1s a process flow diagram showing node-based
authentication.

FIG. 7 1s a diagrammatic representation ol a security
database.

FIG. 8 1s a diagrammatic representation of a secure frame
transmitted over fibre channel.

FIG. 9 1s a process tflow diagram showing the generation
of a secure frame.
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FIG. 10 1s a process tlow diagram showing the receipt and
processing of a secure {frame.

DETAILED DESCRIPTION OF SPECIFIC
EMBODIMENTS

The present invention relates to security 1n a fibre channel
tabric. More specifically, the present mvention relates to
methods and apparatus for providing both node-based and
message-based security.

Reference will now be made in detail to some specific
embodiments of the invention including the best modes
contemplated by the inventors for carrying out the invention.
Examples of these specific embodiments are illustrated 1n
the accompanying drawings. While the 1nvention 1s
described in conjunction with these specific embodiments, 1t
will be understood that 1t 1s not intended to limit the
invention to the described embodiments. On the contrary, 1t
1s mntended to cover alternatives, modifications, and equiva-
lents as may be included within the spirit and scope of the
invention as defined by the appended claims.

For example, the techniques of the present invention will
be described 1n the context of fibre channel used 1n a storage
area network. However, 1t should be noted that the tech-
niques of the present mvention can be applied to a variety of
different protocols and networks. In the following descrip-
tion, numerous specific details are set forth in order to
provide a thorough understanding of the present invention.
The present invention may be practiced without some or all
of these specific details. In other instances, well known
process operations have not been described 1n detail in order
not to unnecessarily obscure the present invention.

Methods and apparatus of the present mvention provide
for security in fibre channel networks. The techniques of the
present invention cover both node-based as well as message-
based security. For node-based security, mechanisms are
provided to authenticate newly mitialized or reinitialized
network entities 1n a fibre channel network. The techniques
of the present invention can also be used to authenticate
already initialized network entities, or to re-authenticate
already authenticated and initialized entities. For message-
based security, mechanisms are provided for both encryption
and authentication of frames passed between fibre channel
network entities.

FIG. 1 1s a diagrammatic representation of a network that
can use the techniques of the present mmvention. A fibre
channel fabric 131 can include a number of network entities
such as switches 111 and 113 as well as a generic service
provider 115, which may be yet another switch. The
switches can be used to interconnect nodes 101, 103, 105,
and 107. Nodes 101, 103, 105, and 107 can be entities such
as servers, tape libraries, disk arrays, and/or just a bunch of
disks (JBOD). The fibre channel architecture shown 1n FIG.
1 1s a switch-based architecture. However, 1t should be noted
that fibre channel networks can be implemented using a
variety of different topologies such as arbitrated loop and
point-to-point.

The fibre channel network 131 can be connected to a
conventional IP network 141 through a device such as a fibre
channel to IP gateway 121. Various authentication and
encryption schemes exist in conventional TCP/IP networks.
However, security in fibre channel networks has been lim-
ited primarily because physical security could be typically
provided for fibre channel networks. In conventional fibre
channel networks, all of the different network entities such
as the arrays of disks, tape libraries, servers, switches, and
generic service providers, etc., could be located 1mn a con-
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trolled and trusted environment such as a secure oflice space
or server room. However, techniques of the present inven-
tion recognize that physical security cannot always be
provided.

Conventional fibre channel security mechanisms are lim-
ited 1n both capabilities and scope. One fibre channel authen-
tication mechanism provides limited link based security.
When a new network enftity 1s introduced into the fibre
channel network, immediate neighbors authenticate the new
network entity and secure the link. After the link 1s secured,
the network 1s considered trusted and no other security
mechanisms are necessary. However, link based security
does not prevent certain types of attacks. In one example, a
network intruder can operate a switch impersonating an
already authenticated switch. Another attack 1s the “man 1n
the muddle attack.” Without per-message security, an
attacker between two FC entities can simply forward the
authentication messages exchanged by the two entities, and
can 1mpersonate each entity by generating or modifying the
traflic directed toward the attacked entity. When per-mes-
sage authentication 1s 1n place, the messages generated by
the “man 1n the middle” will be detected as non authenti-
cated (or hiyjacked) by the recerver.

Furthermore, indirect neighboring network entities have
no mechamsm for authenticating a newly introduced net-
work node. Existing security mechanisms for fibre channel
networks also do not provide a way to authenticate non-
adjacent entities. Another fibre channel security mechanism
provides for authentication of certain types of messages such
as directory fabric management, time, alias, and key distri-
bution messages. These messages are a limited set of service
messages. Authentication of certain types of messages has
not been broadened to data messages or messages 1n general
nor has encryption been applied to any messages because of
the overhead and inefliciency associated with conventional
security mechanisms 1n fibre channel. Consequently, meth-
ods and apparatus are provided for the implementation of
cllicient node-based as well as eflicient message-based
authentication and encryption schemes.

FIG. 2 1s a diagrammatic representation of an initializa-
tion sequence 1n a fibre channel network. While the tech-
niques of the present invention will be described in the
context of an initialization sequence, i1t should be noted that
the techniques can also be applied after network entities
have been 1nitialized or even authenticated. In one example,
authentication 1s provided immediately after an mnitialization
sequence. When a network entity 105 such as a redundant
array of independent disks (RAID) 1s introduced 1nto a fibre
channel fabric 131, a network node 105 transmits an 1nitial-
ization message 201 to a switch 113. It should be noted that
any physical or virtual device in a fibre channel fabric i1s
referred to herein as a network entity. Network entities that
are capable of connecting other network entities are referred
to herein as switches. Some switches can be used as spe-
cialized devices such as generic service providers or domain
controllers. Network entities that are not used primarly for
a switching or interconnection function are referred to as
network nodes. Network nodes are often end points of a fibre
channel network and can be devices such as servers, tape
libraries, RAID, or JBOD. When a fibre channel network
node 105 1s to be introduced 1n a fibre channel network 131
through interconnection with a switch 113, fibre channel
network node 105 transmits an initialization message 201 to
the switch 113.

According to various embodiments, the initialization mes-
sage transmitted at 201 can be a fabric login message
(FLOGTI). The fabric login 1s typically done to determine 11
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a switch 1s present. More specifically, a port of the network
node can attempt to communicate with a port of the switch
in the fibre channel fabric. When a fabric-capable device 1s
connected to a switch port, 1t attempts to log in (FLOGI) to
a well-known address, “FFFFFE”. The network node can
identify itself with the address “000000”, indicating that 1t
needs to acquire a fabric address.

The switch 113 can respond to the mitialization message
with an acknowledgement 203 that contains a unique
address, typically a unique three-byte address. This unique
three-byte address 1s the address that the newly initialized or
reimitialized network node can use for communications with
the fabric. In addition to acquiring a unique address, the
iitialization message can also be used for negotiating
various communication parameters between the network
node and the switch. In one example, the login process may
also be used to negotiate some operational parameters such
as the maximum frame size.

Addresses are i1dentified and managed, for node 105, by
the switch 113. The switch 113 can then acknowledge the
tabric login message by transmitting a reply at 203 to node
105. At this point, login 1s typically complete. In conven-
tional 1implementations, no security i1s provided in the 1ni-
tialization messages. The techniques of the present invention
provide mechamsms for embedding security in the mnitial-
1zation messages to create an initialization sequence with
security. As noted above, the techniques of the present
invention provide for authentication between two adjacent
entities. However, techniques are also provided for authen-
tication between non-adjacent entities.

Fibre Channel can provide data transfer speeds many
times greater than that of conventional TCP/IP networks.
Consequently, encryption schemes 1n fibre channel accord-
ing to the techniques of the present mvention are imple-
mented 1n an eflicient manner to handle higher data transier
rates.

FIG. 3 1s a diagrammatic representation of an initializa-
tion sequence between two non-adjacent network nodes
communicating through a fibre channel network. A network
node 103 can transmit an initialization message associated
with an mitialization message through switches 111 and 113
to node 105. That 1s, a network node 103 can transmit an
iitialization message 301 to node 105 either directly
because 1t knows the address of node 105, or 1t can transmait
the message indirectly by acquiring the address through a
generic service provider 115. In typical implementations, the
initialization message transmitted between network nodes 1s
an n_port login (PLOGI) message. Using an n_port login
message, two network nodes are able to exchange service
parameters across a fibre channel fabric. Service parameters
include class of service, max frame size, bufler size, etc. A
network node 105 can send an acknowledge or accept
message at 303 to network node 103 through the fibre
channel fabric 131. At this point, the login 1s complete.
Again, 1n conventional implementations, no security 1s pro-
vided 1n the mitialization messages between network nodes.
In one embodiment, the techniques of the present invention
provide authentication and key exchange after the two
entities have performed an 1nitialization of the communica-
tion channel.

Although only 1nitialization messages between two net-
work nodes and 1nitialization messages between a network
node and a switch have been shown, it will be appreciated
by one of skill in the art that a wide variety of iitialization
and login messages can be used to itroduce a network entity
into a fibre channel fabric. It should be noted that the
authentication and key exchange mechanism can be used
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between a wide variety of FC entities, diflerent messages
formats can be used to perform the authentication and key
exchange between two FC entities, and the techmiques of the
present mnvention can be used 1n an already iitialized and
authenticated link to re-authenticate the two entities or to
refresh the key information exchanged.

For example, a new switch introduced into a network can
transmit an authentication and key exchange message such
as a SW_ILS to another switch 1n the fibre channel fabric.
Similarly, authentication and key exchange messages can be
used between two domain controllers, a switch and a generic
service provider, or two other special-purpose switches. It
should be noted that a variety of diflerent authentication and
key exchange messages for use between a variety of network
entities falls within the scope of the techniques of the present
invention. Although the authentication and key exchange
messages can be used extensively during the imntroduction of
a network node 1nto a fibre channel fabric, 1t should be noted
that authentication and key exchange messages can also be
used during other circumstances, such as a switch reset or
re-authentication. All messages used to authenticate or re-
authenticate a network entity in a fibre channel networks or
to exchange or refresh a key are referred to herein as
authentication messages.

FIG. 4 15 an interaction diagram showing one example of
an authentication sequence. The techniques of the present

invention mclude security 1n initialization messages such as
PLOGI, FLOGI, and other classes of messages such as

SW_ILS, FC-CT, ELS and ELP. According to various
embodiments, the techniques of the present invention embed
a security enable parameter in an authentication message.
When a new network entity 1s introduced into a fibre channel
fabric, the new network entity transmits an initialization
message with the security enable parameter. The receiving
network entity may or may not support security. If the
receiving network entity supports authentication, the receiv-
ing network entity can extract the security enable parameter
and transmit a response acknowledging authentication capa-
bilities. Other information can be exchanged during an
authentication sequence to provide for future security 1n
transmissions between the two network entities. In one
example, the two entities can exchange cryptographic mate-
rial 1n the authentication sequence to allow common key
generation.

FIG. 4 shows the process of authentication and key
exchange between a network entity 401 and a receiving
network entity 403. At 411, the network entity 401 transmits
a message such as a PLOGI or FLOGI, or other ad hoc
messages with a security enable parameter to a network
entity 403. The authentication message can contain an
identifier such as a user name or an authentication identifier
that allows the receiver to select an authentication mecha-
nism out of a possible set of mechanisms. According to
various embodiments, to allow authentication, network
entity 403 already has a user name, a salt, and a verifier
derived from the salt and the password associated with the
user name. If the network entity 403 supports security, the
network entity 403 1dentifies the security enable parameter
and transmits an acknowledgement at 4135 to network entity
401 indicating support for security. According to various
embodiments, the transmission at 415 includes a salt param-
eter.

A salt parameter 1s generally used to make passwords
more secure. As will be appreciated by one of skill in the art,
passwords associated with user names are generally not
stored 1n their plain text form on a server. Passwords on a
server are typically operated on with a particular function
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such as a hash function or an encryption algorithm. Even
though the passwords may be stored on a server in their
hashed form, for example, a hacker could still determine the
hash function used and perform a dictionary attack on the
password {ile by performing a hash on all of the words 1n a
particular dictionary. The hash of all the words 1n the
dictionary can then be compared to a password file to
determine whether any passwords correspond to words 1n
the dictionary. A salt value 1s typically used to make a
dictionary attack more difficult. Instead of storing a hashed
password 1 a password file, a password 1s typically
appended to a salt value and a hash 1s performed on the
combined salt and password value to create a combined
hash.

The salt value and the combined hash are stored in the
password file. By using salt values, a dictionary attack
becomes much more diflicult as words 1n a dictionary must
be combined with various salt values to implement a dic-
tionary attack. A brute force attempt 1s made much more
dificult as cracking passwords 1s now much more resource
intensive. As noted above, a network entity 401 can transmut
a user name to a network entity 403 and a network entity 403
at 415 can transmit the salt associated with the user name
back to the network entity 401.

At 417, network entity 401 can compute the combined
hash using the salt and the actual password associated with
the user name. The network entity 401 can then provide
public information such as a generated ephemeral public key
A and transmit the public information at 421 to network
entity 403. Similarly, network entity 403 at 4235 can provide
public information such as a generated ephemeral public key
B and transmit the public information to network entity 401.
At 427, both network entity 401 and network entity 403 can
generate a common value such as a common exponential
value or a common symmetric key using values available to
cach of them.

For example, network entity 401 can generate a common
exponential value using public information from network
entity 403, its own private information used to generate
public information provided to network entity 403, and the
combined hash calculated by operating on the password
appended to a salt. Similarly, network entity 403 can gen-
crate the common exponential value using public 1nforma-
tion from network entity 401, a venifier derived from the
hash of the combined salt and password, and private infor-
mation used to generate public information provided to
network entity 401. If the password used to denive the
verifier at network entity 403 1s the same as the password
used to generate the combined hash value at network entity
401, the exponential value will be the same.

More information on deriving common exponential val-
ues using salt values and verifiers 1s provided in “The Secure
Remote Password Authentication And Key Exchange Sys-
tem”, RFC 29435, the entirety of which 1s incorporated by
reference for all purposes. According to various embodi-
ments, the common value can then be used as a session key
for communications between network entity 401 and net-
work entity 403. According to other embodiments, a hash 1s
performed on the common exponential value to derive a
cryptographically strong session key.

At 431, network entity 401 can send a hash of the session
key combined with other public information to network
entity 403. The network entity 403 can then perform a hash
of the derived session key combined with the other infor-
mation known to network entity 403 to verily the identity of
the network entity 401. Similarly, at 435, network entity 403
can send a hash of the session key along with other infor-
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mation known to network entity 401 to allow network entity
401 to venily the identity of network entity 403. It should be
noted that any information such as public keys that can be
discerned by a third party over a network 1s referred to
herein as public information.

It should be noted that 1n the above implementation, a
password 1s never transmitted over the network. Instead,
both network entities use derivatives of the password to
generate the session key and other cryptographic informa-
tion used for secure transmission. Both the password and the
session key need not ever be transmitted over the network.

As noted above, when a network entity 401 transmits an
authentication message with an idenftifier and a security
enable parameter to a network entity 403, network entity 403
determines 1n a cryptographically secure way the 1dentity of
network entity 401. Network entity 403 can verily whether
the 1dentity of a network entity 401 1s the one 1t claims by
reference 1n an authentication table that can contain a user
name, a salt, and a verifier which 1s a derivative of the
password combined with salt. The authentication table can
be manually or automatically configured.

FIG. 5 1s a diagrammatic representation of an authenti-
cation table. Column 501 contains i1dentifiers such as user
names of network entities that need to be authenticated,
according to various embodiments. Column 503 can contain
a hash value of the combined salt and password. Column
505 contains salt values for increasing the integrity of a
password file. Column 507 contains verifiers which are
derivatives of the password and the salt values. According to
various embodiments, values 1n column 503 are not main-
tamned 1 order to increase security of the authentication
table. Instead, only verifiers are maintained.

It should be noted that although the authentication table 1s
shown and described as a table having a set number of
columns and rows, 1t will be appreciated by one of skill 1n
the art that a variety of different data structures, files,
databases, and formats can be used to maintain information
authenticating the network entities 1n a fibre channel fabric.

FIG. 6 1s a process tlow diagram showing node to node
authentication in a fibre channel fabric. At 601, a network
node 1s added to an authentication table such as the table
shown 1n FIG. 5. Adding the network node to an authenti-
cation table can entail placing the user name, password, salt,
and verifier into a database. The values can be placed into an
authentication table either manually or automatically at 601.
At 603, a network node receives the message that mitiates
the authentication session associated with a particular 1den-
tifier such as a user name. At 603, the receiving node
determines whether authentication mechanisms are sup-
ported.

An authentication exchange can happen after initializa-
tion. If the receiving entity does not support the authenti-
cation and key exchange mechanism proposed 1n the mes-
sage recetved at 603, 1t will send a negative
acknowledgement at 607 that the authentication mecha-
nisms 1s not supported and the authentication sequence 1s not
exchanged. The originating node can then be non-authenti-
cated, and subsequent messages arriving from that node may
be discarded, or the received node may perform a logout. IT
it 1s determined at 609 that the authentication mechanism 1s
supported, the receiving node will send an acknowledge-
ment that the authentication sequence can start along with a
salt value and other information. It should be noted that a salt
value does not always necessarily has to be sent.

At 611, a subsequent authentication message 1s transmit-
ted to the recerving node and the network nodes in the fibre
channel fabric can exchange messages with key information
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to complete the authentication and key exchange sequence.
It should be noted that the messages used for authenticating
and re-authenticating a network node in a fibre channel
network are referred to herein as authentication messages
while a sequence ol messages completing exchange of
security parameters 1s referred to herein as an authentication
sequence. During the authentication sequence, public infor-
mation for key generation can be exchanged at 611 and
information veritying the generation of the correct keys can
be exchanged at 613. In one embodiment, the public infor-
mation exchanged 1s an ephemeral public key for generating,
a symmetric session key for communications between two
network entities. The verification information can be a hash
of the private key combined with other information known
to the network entities.

It should be noted that the techniques of the present
invention allow security to be fully integrated into an
existing fibre channel 1mitialization sequence with eflective
and eflicient implementations of fibre channel mechanisms.
The techmiques of the present invention can also provide
authentication and key exchange services between two fibre
channel network entities as soon as a new network entity 1s
introduced into a fibre channel fabric, or whenever requested
by an upper layer protocol.

The authentication and key exchange sequence described
above provides the two fibre channel entities with a common
key that may be leveraged to provide per-message security.
Using that common key, each fibre channel message
exchanged between two authenticated entities can be cryp-
tographically transformed 1n a such a way that the receiver
can verily several characteristics of the message such as the
following: the message originated from the sender, the
message has not been tampered with after transmission,
and/or the message 1s not decipherable by one without the
common key.

Each class of traflic exchanged between the two authen-
ticated nodes can be provided with different security ser-
vices. Some security services for control and traflic mes-
sages mclude authentication, protection against tampering,
and encryption. The relationship between two fibre channel
ports that aflords security services to trailic transmitted
between the two ports 1s referred to herein as a security
association. Examples of security association parameters are
a security parameters index, the destination address, a
sequence number, key information, and algorithm informa-
tion. Outgoing trathic 1s transformed according to the param-
cters of the outgoing security association if the traflic
matches the selectors of that security association. Examples
ol security association selectors are source i1dentifiers, des-
tination i1dentifiers, and class of traflic. A security database
can be used to determine whether frames should be
encrypted and authenticated based on parameters of the
frame such as source and destination addresses and class.
The security can be continuous and uninterrupted and can
apply to any type of data transmitted between the two
network entities.

FIG. 7 1s a diagrammatic representation of a security
database such as a security association database. In one
embodiment, the first three columns of the database contain
the security association selectors that determine which
frames will be encapsulated according to the parameters
specified 1 the security association. Selectors can be the
source address 711, destination address 713, and the class of
traflic 715. A security association database can contain an
index such as a security parameters index SPI 701 that can
be used to identily an entry in a security database. The
security database can also contain a class of tratlic column
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(715). The SPI column 701 gives information for determin-
ing whether the frame should be decrypted and the authen-
tication verified during receipt of the frame. The security
database can also contain key information 705. Key infor-
mation 705 can include session keys as well as information
for encrypting, decrypting, or authenticating a message. A
security database can also contain information relating to the
algorithm used for encryption or authentication 707. Algo-
rithms commonly used for encryption include 3DES/DES
and AES while algorithms commonly used for authentica-
tion mclude MD5 and SHAL.

FIG. 8 1s a diagrammatic representation of a secured
frame that can be transmitted between network entities 1n a
fibre channel fabric. The fibre channel frame can include a
FC-2 header 801. The header 801 can contain source and
destination information for transmitting a packet through a
fibre channel network. The header can also include a secu-
rity control indicator such as a DF_CTL bit showing that the
frame should be decrypted and authenticated. The fibre
channel frame can also include optional header information
807 as well as payload data 809 variable 1n length. Accord-
ing to various embodiments, if the fibre channel frame has
a particular destination and belongs to a particular class, as
indicated in the fibre channel frame header 801, the fibre
channel frame 1s secured by combining the frame with a
security header 823 and a security trailer 825 as well as
encrypting a portion 819 of the frame and generating authen-
tication data 821.

The headers and trailers in one example can be Encap-
sulation Security Payload (ESP) headers and ESP trailers.
The security header 823 can include a security parameters
index 803 for identifying an entry in a security database. The
security header 823 can also 1include a sequence number 805
for prevention of replay attacks. For secured frames,
optional header 807, payload data 809, and payload padding
811 can be encrypted with the algorithms and key as
indicated in the security database. As will be appreciated by
one of skill 1n the art, padding provides for block alignment
in encryption and authentication. Padding 811 can include a
padding length 815 to indicate the amount to adjust after
decryption. It should be noted, that a source and destination
identifier 1n the header 1s often not computed between the
authentication data to allow for address translation in a fibre
channel network. In other typical implementations, a source
identifier and a destination 1dentifier are included. This
inclusion prevents network address translation. Similarly,
the security parameters index 803 and the sequence number
805 are not encrypted 1n order to allow the receiving node
to acquire information to properly decrypt the frame.

The secured frame can also include authentication data
817. According to various embodiments, authentication data
817 1s a hash of the frame header 801, SPI 803, sequence
number 8035, optional header 807, payload data 809, and
padding 811, with a common key shared by the two com-
municating entities. Authentication data 817 allows the
receiving node to verify that the frame 1s indeed from the
network node indicated 1n the frame header. It should be
noted that vanations to the frame format are contemplated.
In one example, a sequence number 1s not included in an
optional header and 1s 1nstead contained 1n the frame header.
The portion encrypted can also vary. In one example, only
payload data 1s encrypted.

FIG. 9 1s a process flow diagram showing the generation
of a secure frame such as the one shown 1n FIG. 8. At 901,
a frame 1s 1dentified. Identifying a frame may entail locating
a frame queued for transmission. At 903, a security database
1s checked for a frame that matches on of the selectors 1n the
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security association database. An entry may correspond to
the 1identified frame if the destination 1dentifier of the frame
1s contained 1n an entry in the security database. In another
example, destination 1dentifiers, and class of frames can be
compared with entries 1n a security database. If the frame
does not correspond with an entry in the security database,
the frame 1s transmitted at 917 without securing the frame.
That 1s, a portion of the frame 1s not encrypted and a portion
of the frame may not be hashed to allow for authentication.
If the frame does correspond to an entry 1n the database, a
security header and trailer such as these shown in FIG. 8
with values derived from the selected security association
are added to the frame at 907. The security header can
include the security parameters index and a sequence num-
ber, while the trailer can include authentication data.

To computes authentication data, a source 1dentifier and
destination identifier are normalized and security control
indicator such as a DF_CTL bit can be set (to allow
identification of secured frames). In one example the secu-
rity control indicator i1s set by changing a vendor specific
value. To allow for encryption and authentication at 911, the
payload can be padded. At 913, a portion of the frame 1s
encrypted using key information and algorithm information.
The frame may be encrypted using a session key agreed
upon during an authentication and key exchange sequence
between the node and the destination. The algorithm may
also been agreed upon during the authentication and key
exchange sequence. Algorithms typically used for encryp-
tion include DES/3DES and AES. At 915, authentication
data for inclusion in the frame 1s calculated using key
information, algorithm information, and a portion of the
frame resulting after modification 1n 913.

It should be noted that conventional implementations only
support authentication for a limited subset of frames termed
fibre channel services and not general data frames. The
techniques of the present mnvention support both encryption
and authentication for a wide variety of frames and services.
The standard FC-GS-3, however, does not provide encryp-
tion or privacy protection, and authentication/integrity pro-
tection does not cover the fields of the FC-2 frame header.

FIG. 10 1s a process flow diagram showing a network
node 1n a fibre channel fabric receiving a frame. At 1001, the
frame 1s received. At 1003, 1t 1s determined 1f the frame 1s
secured. Any indicator showing that the frame 1s secure 1s
referred to herein as a security control indicator. It should
also be noted that this 1s distinct from the above mentioned
security enable indicator, which 1s used during an 1nitializa-
tion sequence to show whether a newly ntroduced node
supports security. A frame that supports encryption and
authentication 1s herein referred to as a secured frame. A
frame that supports only authentication 1s herein referred to
as an authentication secured frame. A frame that supports
only encryption 1s heremn referred to as an encryption
secured frame.

If the frame 1s not secured, processing proceeds using a
conventional fibre channel protocol. If the frame 1s secured,
an 1denfifier such as a security parameters identifier SPI 1s
referenced against a security database such as a security
association database at 1005. Key information and algorithm
information are extracted from the entry containing the
identifier or security parameters mdex associated with the
received frame. The source 1dentifiers and the destination
identifiers are normalized and authentication data 1s com-
puted at 1007 using key information, algorithm information,
and encrypted data as noted in the security database. The
authentication data computed 1s then compared with the
authentication data contained in the frame. If the authenti-
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cation data matches, the identity of the sender 1s verified.
Otherwise the frame 1s not authenticated and discarded. At
1011, the encrypted portion of the frame can then be
decrypted using key information and algorithm information
contained 1n the security database entry.

While the mvention has been particularly shown and
described with reference to specific embodiments thereof, 1t
will be understood by those skilled 1n the art that changes in
the form and details of the disclosed embodiments may be
made without departing from the spirit or scope of the
invention. For example, embodiments of the present inven-
tion may be employed with a variety of architectures. In one
example, although the techniques of the present invention
have been described with reference to a transport mode of
communication, security can also be implemented 1n tunnel
mode as well. Using tunnel mode, some security can be
provided in a fibre channel fabric for communications
between two nodes that do not support security. It 1s there-
fore intended that the invention be iterpreted to include all
variations and equivalents that fall within the true spirit and
scope of the present mvention.

What 1s claimed 1s:

1. A method for processing frames in a fibre channel
network, the fibre channel network having a first network
entity and a second network entity, the method comprising:

receiving, at the first network entity, a fibre channel frame

from the second network entity;

determiming whether a security control indicator 1s present

in the fibre channel frame received from the second
network entity;

processing, in response to a negative result of the deter-

mining, the fibre channel frame using a conventional
protocol;

in response to a positive result of the determining:

referencing a security association identifier associated
with the recerved fibre channel frame against an
entry in a security database;

extracting, in response to the referencing, key informa-
tion and algorithm imnformation from a security data-
base;

computing authentication data using at least the
extracted key information and the extracted algo-
rithm information;

veritying an identity of the second network entity 1n
response to the computed authentication data match-
ing authentication data contained in the fibre channel
frame; and

decrypting, 1n response to a positive outcome of the
verilying, at least a portion of the fibre channel frame
by using the algorithm information contained 1n the
entry 1n the security database for an algorithm used
to encrypt the portion of the fibre channel frame.

2. The method of claim 1, wherein the security control
indicator 1s used to determine 1f the fibre channel frame 1s
authenticated.

3. The method of claim 1, further comprising determining,
whether the fibre channel frame 1s secure.

4. The method of claim 1, further comprising discarding,
the fibre channel frame 11 the computed authentication data
does not match the authentication data contained in the fibre
channel frame.

5. An apparatus, comprising:

at least one processor; and

a memory, the at least one processor being adapted for:

determining whether a security control indicator 1is
present 1n a fibre channel frame received from a
second network entity;
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processing, in response to a negative result of the deter-
mining, the fibre channel frame using a conventional

protocol;
in response to a positive result of the determiming:

referencing a security association identifier associated
with the received fibre channel frame against an
entry in a security database; and

extracting, in response to the referencing, key informa-
tion and algorithm information from a security data-
base;

computing authentication data using at least the
extracted key information and the extracted algo-
rithm information;

veritying an identity of the second network entity in
response to the computed authentication data match-
ing authentication data contained in the fibre channel
frame:; and

decrypting, 1n response to a positive outcome of the
veritying, at least a portion of the fibre channel frame
by using the algorithm information contained 1n the
entry 1n the security database for an algorithm used
to encrypt the portion of the fibre channel frame.

6. The apparatus of claim 3, wherein the security control
indicator 1s used to determine 1 the fibre channel frame is
authenticated.

7. The apparatus of claim 3, the at least one processor
turther adapted to determine whether the fibre channel frame
1S secure.

8. The apparatus of claim 3, the at least one processor
turther adapted to discard the fibre channel frame 1f the
computed authentication data does not match the authent-
cation data contained 1n the fibre channel frame.

9. A non-transitory computer readable storage medium
including instructions for processing frames 1n a fibre chan-
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nel network, the instructions when executed by at least one
processor causing the at least one processor to:

determine whether a security control indicator 1s present

in a fibre channel frame receirved from a second net-
work entity;

processing, in response to a negative result of the deter-

mine, the fibre channel frame using a conventional
protocol;

in response to a positive result of the determine:

reference a security association identifier associated
with the recerved fibre channel frame against an
entry in a security database;
extract, in response to the reference, key information
and algorithm information from a security database;
compute authentication data using at least the extracted
key information and the extracted algorithm infor-
mation;
verily an 1dentity of the second network entity in
response to the computed authentication data match-
ing authentication data contained in the fibre channel
frame; and
decrypt, 1n response to a positive outcome of the verily,
at least a portion of the fibre channel frame by using
the algorithm information contained in the entry in
the security database for an algorithm used to
encrypt the portion of the fibre channel frame.

10. The non-transitory computer readable storage medium
of claim 9, wherein the security control indicator 1s used to
determine if the fibre channel frame 1s authenticated.

11. The non-transitory computer readable storage medium
of claim 9, the mstructions further causing the processor to
determine whether the fibre channel frame 1s secure.
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