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METHODS AND SYSTEMS FOR ENABLING
COMMUNICATIONS BETWEEN DEVICES

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Patent Application Ser. No. 62/235,112, filed Sep. 30, 2015,

U.S. Provisional Patent Application Ser. No. 62/2435,146,
filed Oct. 22, 2015, and U.S. Provisional Patent Application
Ser. No. 62/308,442, filed Mar. 15, 2016, the entire disclo-
sures of each of which are hereby incorporated herein by
reference in their entirety.

FIELD

Systems and methods for selective connecting a user
device to a peripheral device are provided.

BACKGROUND

Increasingly, digital networks are used for communication
and entertainment purposes. As the use of digital networks
has become more common, the need to conveniently and
securely connect devices to such networks has increased.
For example, in a hospitality setting, such as a hotel or
conference, 1t 1s desirable to allow guests and conference
participants to make use of digital networks at the hotel or
other host facility. For example, it 1s desirable to allow user
devices, such as smart phones, tablet computers, or laptop
computers, to make use of facility networks 1n order to
access the Internet. In addition, 1t 1s desirable to allow user
devices to utilize facility peripheral devices, such as printers,
scanners, projectors, or other peripherals. However, 1t 1s
important to control access by user devices to ensure secu-
rity of information, and to ensure that only authorized
devices are granted access to the facility resources. In
particular, 1n many hospitality settings, device 1solation,
which prevents user devices from discovering other devices,
1s a requirement. For example, where device 1solation 1s 1n
cllect, Wi-Fi clients are restricted from seeing other Wi-Fi
devices. The requirement of device 1solation thus contlicts
with the desire to allow a user device to discover and make
use of other Wi-F1 devices 1n the vicinity of the user device.
In addition, previous systems have lacked a way to connect
devices on different sub-networks or nodes.

In many hotels and conference centers, business or guest
services facilities are available for use by guests. These often
require the user to provide a portable storage device, such as
a umversal serial bus (USB) memory device, in order to
transier files between the user’s device and the peripheral
device. As an alternative, a direct wireline (e.g. USB con-
nector) or wireless (e.g. Bluetooth) connection can be estab-
lished between the user device and the peripheral. These
mechanisms have the disadvantage of requiring direct physi-
cal access or proximity to the peripheral device by the user.
As yet another alternative, peripheral devices may be made
available through a local area network (LAN), or intranet,
directly or through indirect means, such as email. However,
the use of a network connection can be relatively insecure.
In addition, all of these techniques are relatively iconve-
nient.

In order to address security concerns, while removing the
need for direct physical access to or proximity with the
peripheral device, such devices can be accessed over a
virtual local area network (VLAN). However, establishing a
VLAN for individual users or groups of users can require a
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2

large amount of system overhead. In addition, making use of
a VLAN can require that relatively complex steps be taken
by each user and the facility.

SUMMARY

Embodiments of the present disclosure are directed to
systems and methods that enable users to flexibly, conve-
niently, and securely connect personal devices to peripheral
devices. Examples of personal devices, also referred to
herein as user devices, include but are not limited to smart
phones, tablet computers, and laptop computers. Examples
of peripheral devices, also referred to herein as facility
devices, include but are not limited to printers, scanners,
projectors, televisions, audio systems, and Internet access
points. More particularly, a communication server or net-
work controller 1s provided to manage lists of user devices
and peripheral devices, and to control the visibility and
operative access of the various devices to one another.

In accordance with at least some embodiments of the
present disclosure, a user device can be connected to a
peripheral device selected from a constrained or controlled
set of peripheral devices. In accordance with embodiments
of the current disclosure, the communication server can
provide functions that enable a user device to operably
connect to a communication system, such as a local area
network. In addition, the communication server can control
which of the peripheral devices that are visible to the user
device. Moreover, the communication server can present a
constrained set of peripheral devices to the user device that
the user can make a selection from to operably connect a
user device to the selected peripheral device.

After a connection 1s established, the user can operate the
user device to control a connected peripheral device. In
accordance with at least some embodiments of the present
disclosure, user devices communicate with the communica-
tion server over a first network, while peripheral devices
communicate with the communication server over a second
network. In such embodiments, the communication server
acts as a bridge between the networks with respect to a user
device and a peripheral device that are authorized to pass
information, such as data or control information, between
one another. In a typical implementation, different user
devices with different authorizations or credentials are pre-
sented with different lists of available peripheral devices.
Moreover, the lists of available peripheral devices may be
generated or adminmistered by the communication server
dynamically, based on various criteria, such as but not
limited to relative location of the user device and a periph-
eral device, access credentials held by a user of the user
device, conierence participation status, subscription level,
registered room, or the like.

Accordingly, embodiments of the present disclosure con-
trol the peripheral devices that are visible to a user device.
In addition, embodiments of the present disclosure provide
a dynamically enabled bridge between user devices on a first
network and peripheral devices on a second network. In
general, different user devices can be presented with difler-
ent lists of available peripheral devices. In at least some
embodiments or implementations, the list of peripheral
devices available to a first user device can at least partially
overlap with the list of peripheral devices available to a
second user device. In addition, a user device can have
access to multiple peripheral devices, including simultane-
ous access to multiple peripheral devices.

In accordance with further embodiments of the present
disclosure, the communication server can provide additional




US 10,291,956 B2

3

features or constraints that are applied 1s association with the
use ol a peripheral device by a user device. Such features
and constraints can include providing a user iterface to the
user device, implementing a pay wall and/or applying per
use charges for access to peripheral devices.

Methods 1n accordance with embodiments of the present
disclosure 1nclude providing a communication or network
controller server operable to selectively enable a user device
to operatively connect to one or more peripheral devices
selected from a plurality of peripheral devices. The devices
can be assigned to a user device on an ad hoc basis. In
addition, the network controller server can operate as a
bridge between a first network to which the user device 1s
connected, and a second network to which the peripheral
device or devices 1s connected. In accordance with at least
some embodiments of the present disclosure, after associa-
tion of a user device with a peripheral device, the user device
can provide data to, receive data from, or exchange data with
the peripheral device. In accordance with further embodi-
ments of the present disclosure, the user device can also
perform command and control operations with respect to a
connected peripheral device.

Additional advantages and features of embodiments of the
present disclosure will become more readily apparent from
the following description, particularly when considered
together with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts components of a system for selecting and
delivering content 1n accordance with embodiments of the

present disclosure;

FIG. 2 1s a block diagram depicting components of a
system for selecting and delivering content; using a system
as depicted i FIG. 1; and

FIG. 3 depicts a process for selecting and delivering
content using a system as depicted in FIGS. 1-2.

DETAILED DESCRIPTION

FIG. 1 illustrates a system 100 1n accordance with
embodiments of the present disclosure that enables a user
device 104 to be selectively connected to a peripheral device
120. More particularly, the system 100 enables ad hoc virtual
networks or connections to be created between user devices
104 and peripheral devices 120, and further allows those
virtual networks or connections to be torn down or discon-
tinued, conveniently, and while maintaiming desired levels of
security and limitations on unauthorized access.

In general, the system 100 includes one or more user
devices 104, a first or user facing network 108, a commu-
nication server or network controller server 112, a second or
tacility infrastructure network 116, and one or more periph-
eral devices 120. In addition, the system can include one or
more switches, routers or firewalls, hereinafter referred to
simply as a switch 124, and one or more access points 128.

In accordance with at least some embodiments of the
present disclosure, a user device 104 may comprise a
portable or mobile device. Examples of user devices 104
include, but are not limited to, smart phones, tablet com-
puters, laptop computers, or any other devices that are
capable of supporting the presentation of credentials to and
communications with the communication server 112 and/or
one or more peripheral devices 120 over a network 108. A
user device 104 1s typically connected to the first network
108, which i1s 1n turn connected to the switch 124 and the
communication server 112.
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A peripheral device 120 can be any device to which a user
device 104 can be operatively connected, either directly or
through an intermediate device or node. Examples of periph-
eral devices 120 include but are not limited to printers,
projectors, CD/DVD dnives, hard disk drnives, network
attached storage devices, and scanners. In accordance with
still other embodiments of the present disclosure, a periph-
eral device 120 can include a shared location 1n a memory
or data storage. A peripheral device 120 1s typically con-
nected to the second network 116, which 1s connected to the
switch 124 and the communication server 112 directly or
through an intermediate connection or network.

The visibility of a peripheral device 120 to a user device
104 1s controlled by the communication server 112. In
particular, as discussed 1n greater detail elsewhere herein,
the peripheral devices 120 may be implemented on a net-
work 116 that 1s not directly accessible to a user device 104.
Accordingly, where a user device 104 1s operably connected
to a peripheral device 120, that connection 1s enabled by the
communication server 112.

The first network 108 may comprise a local area network
or a wide area network. An example of a first network 108
1s a network associated with a hotel or other hospitality
facility that includes a Wi-F1 network, a wired Ethernet
network, or any other network technology. Alternatively or
in addition, the first network 108 can include the Internet, a
cellular data network, or the like. In general, the first
network 108 1s operable to place a user device 104 in
communication with the communication server 112. Fur-
thermore, the first network 108 can support a connection
between a user device 104 and a peripheral device 120 that
1s enabled by the communication server 112. In accordance
with at least some embodiments of the present invention, the
first network 108 includes one or more access points 128 and
other network devices, including, but not limited to, network
media, switches, routers, and/or firewalls. The first network
108 can be a publicly available network, or 1t can be made
available to user devices 104 on a limited basis.

The second or facility network 116 can include, for
example, but without limitation, an on-premises network. In
general, the second network 116 1s not directly accessible to
a user device 104. Instead, the communication server 112
selectively enables the user device 104 to make use of at
least portions of the second network 116 by selectively
enabling connections between the user device 104 and a
peripheral device 120.

With reference now to FIG. 2, additional aspects and
components ol a system 100 1n accordance with embodi-
ments of the present invention are depicted. Each user
device 104, commumication server 112, and peripheral
device 120 can include a processor 204 and memory 208.
The processor 204 may comprise a general purpose pro-
grammable processor or controller for executing application
programming or instructions. As a further example, the
processor 204 may comprise a specially configured appli-
cation specific integrated circuit (ASIC). The processor 204
generally functions to run programming code or instruc-
tions, such as applications or programs, implementing vari-
ous functions of the associated device or node 104, 112 or
120. As can be appreciated by one of skill in the art after
consideration of the present disclosure, different devices
104, 112 or 120 will typically have different processors 204,
depending on the functions and capabilities of the associated
device 104, 112 or 120. The memory 208 1s generally used
in connection with the execution of application program-
ming by the processor 204, and for the temporary or long
term storage of program instructions and/or data. As
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examples, the memory 208 may comprise removable secure
digital storage, RAM, SDRAM, or other solid state memory.
Moreover, some or all of the memory 208 may be integral
to the processor 204.

A device 104, 112 or 120 can also include data storage
212. In accordance with embodiments of the present inven-
tion, data storage 212 can contain program code or mstruc-
tions 1mplementing various applications or functions
executed by the associated device 104, 112 or 120. Like the
memory 208, the data storage 212 can comprise a solid state
memory device. In addition, 1 certain applications, the data
storage 212 can be integrated with and/or indistinguishable
from the memory 208, for instance on certain mobile devices
112. Alternatively or 1n addition, the data storage 212 may
comprise a hard disk drive or other random access memory,
and can be 1ntegral to the associated device 104, 112 or 120,
or can be interconnected to the device, for example as
network attached storage.

A device or node 104, 112 or 120 can also be associated
with one or more user iput devices 216. Examples of user
iput devices 216 can include keyboards, touch screen
displays, position encoders such as a touchpad, mouse, or
track ball, associated with a display, switches, or any other
device capable of recerving iput from a user 116. In
addition, a device 104, 112 or 120 can be associated with one
or more user output devices 220. Examples of user output
devices 220 include displays, speakers, and indicator lamps.

In addition, each node 104, 112 or 120 can include one or
more communication interfaces 224. As examples, a com-
munication interface 224 can include an interface to a
wircline or wireless carrier network, including but not
limited to a cellular network, the public switched telephony
network (PSTN), a satellite telephony network, or a wireline
or wireless Internet protocol network, such as Ethernet,
Wi-F1, or Bluetooth interfaces. Moreover, diflerent devices
104, 112, or 120 can have different communication inter-
faces 224 or sets of communication interfaces 224.

Devices 104, 112 or 120 of a system 100 can be associated
with different applications or application programming.
These different applications can be stored 1n the data storage
212 of the associated node 104, 112 or 120.

For instance, in the case of a user device 104, application
programming can include an operating system 232, a
browser 236, a browser plug-in 240, a mobile connectivity
application 244, a productivity application 248, such as a
word processor, spreadsheet, presentation program, docu-
ment viewer, or other application, data files 252, and utilities
256. Through operation of one or more of the applications,
the user device can present a user interface, such as a
graphical user interface (GUI), that enables the user to
perform different actions, such as joining the user device 104
to the network 108 and/or to a peripheral device 120. For
example, the user device 104 may present a GUI to a user
through an installed program. In accordance with embodi-
ments of the present disclosure, the user device 104 may
establish a connection with a limited access first network
108, and/or obtain or demonstrate rights to utilize one or
more peripheral devices 120, by interacting with the com-
munication server 112 through an installed application.

The communication server 112 may comprise a commu-
nications server located at or in the vicinity of the site at
which a user device 104 and a peripheral device 120 are
located. Moreover, the communication server 112 can be
directly connected to the first network 108 and/or the second
network 116. Alternatively, the commumnication server 112
may be placed at a location that 1s remote from the user
device 104 and the peripheral device 120. In accordance
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with at least some embodiments of the present disclosure,
the communication server 112 can include a user device
server application 262. The user device server application
262 can respond to requests for pairing codes and/or other-
wise authorize a user device 104 to connect to the first
network 108, and to access resources, such as peripheral
devices 120, on the second network 116. In accordance with
other embodiments, the user device server application 262
functions may be mmplemented by another network node
(e.g., another system server) or its function can be 1mple-
mented across a number of different network nodes. In at
least some embodiments, the user device server application
262 may establish pairing relationships between a user
device 104 and a peripheral device 120.

In accordance with at least some embodiments of the
present disclosure, the communication server 112 provides
session and network manager services 266. The session and
network manager services 266 operates to control the set of
peripheral devices 120 that are visible to a user device 104
secking access to or use of a peripheral device 120. The
functions of the session and network manager services 266
can also include responding to requests from a user device
104 to pair with a peripheral device 120 1n connection with
the delivery of content. In other embodiments, the session
and network manager services 266 can register the user
device 104 with the communication server 112, the local
content distribution network 118, and/or a specific periph-
cral device 120. Alternatively, registration may be per-
formed by an administrative server that 1s separate from the
communication server 112. The session and network man-
ager services 266 can also control the advertisement and
discovery of peripheral devices 120 with respect to user
devices 104, can route and control multicast domain name
system (mDNS) messages passed from or between periph-
eral devices 120 and user devices 104, can implement a
virtual discovery and launch (DIAL) server, can route net-
work traflic on behalf of a user device 104 from a content
provider 124 to a peripheral device 120, can route control
inputs entered at a user device 104 to a virtual player 132,
and/or can route selection and control inputs entered at a
user device 104 to a content provider 124, as described in
further detail elsewhere herein. In accordance with embodi-
ments of the present disclosure, the communication server
112 operates to enable and control the establishment of
connections between a user device 104 and a peripheral
device 120. Moreover, such connections are enabled and
controlled even where the user device 104 and the peripheral
device 120 are on separate networks or subnetworks.

The communication server 112 can store or maintain
various applications and/or data in associated data storage
212. For example, stored data 272, can include information
regarding registered or paired user devices 104. In addition,
device identifiers, configuration, and status information
related to peripheral devices 120 can be stored as peripheral
data 276. In accordance with at least some embodiments of
the present disclosure, peripheral data 276 can include
drivers that can be provided to a user device 104, or that can
be executed on behalf of a user device 104, 1n connection
with enabling a user device 104 to make use of a peripheral
device 120. In accordance with still other embodiments of
the present disclosure, the communication server 112 can
store web pages 280 that are served to the browser of a user
device 104 as a landing page for a user device 104, and/or
to implement a pay wall with respect to access to peripheral
devices 120 or other resources. Still other data that can be
stored on the communication server 1s accounting data 248,
which can include tallies of activities performed by user
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devices 104 with respect to peripheral devices 120 that are
associated with charges, and lodging information 286, which
can associate user devices 104 with certain permissions or
peripheral devices 120.

Examples of application programming and content that
can be stored 1n the data storage 212 associated with a
peripheral device 120 includes operating software and firm-
ware 290, and a discovery service routine or software 294.
In accordance with embodiments of the present disclosure,
the discovery service routine or soltware can implement
networking protocols that permit devices to discover and
connect to the associated peripheral device, such as mDNS,
DIAL, Universal Plug and Play (UPnP), or Digital Living
Network Alliance (DLNA) protocols. The data storage 212
of the peripheral device 120 also provide temporary storage
for data 298, such as files provided from a user device 104
for handling.

With reference now to FIG. 3, aspects of the operation of
a system for selecting and delivering content 100aq are
depicted. Initially, at step 304, a user device 104 joins the
first network 108. In accordance with an exemplary embodi-
ment of the present disclosure, the first network 108 may
comprise a hotel Wi-F1 network, 1n which case joining the
first network 108 can include establishing a connection to a
network access pomt 109 and providing credentials or
authorization, such as a user name and password. Next, at
step 308, the user can pair the user device 104 to a the system
100 using a pairing process. Pairing can involve establishing
a relationship between a particular user device 104 and a
particular peripheral device or set of peripheral devices 120.
Alternatively or 1n addition, pairing can include registering
the user device 104 with the communication server 112, with
or without associating the user device 104 with a particular
peripheral device 120. In accordance with further embodi-
ments of the present disclosure, the user device 104 can
include a request for access to an identified peripheral device
120 or type of peripheral device 120 as part of or following
the pairing process. Pairing can be accomplished using any
of various techniques. For instance, the user of a user device
104 can operate a browser 236 or a mobile connectivity
application 244 on the user device 104 that places the user
device 104 and communication with the communication
server 112. The user can then provide identifying informa-
tion, a pairing code, credentials, authentication information,
or other information to the communication server 112 to
validate or support the requested pairing relationship.
Examples of techniques that can be used to accomplish
pairing are disclosed 1n U.S. patent application publication
number 2012/0324076 and U.S. patent application publica-
tion number 2012/0322384, the entire disclosures of which
are incorporated herein by reference in their entirety. In
accordance with further embodiments, pairing or registering
the user device 104 with the communication server 112 can
be performed when a user checks 1 as a guest of a
hospitality facility. At step 312, the IP address, MAC
address, and/or other information identifying the user device
104 1s passed to the session and network manager 266 as part
of the pairing process. When necessary, standard protocols,
such as the address resolution protocol (ARP), are used to
determine any required information not related to the unique
identifier, but not explicitly passed. Thus, 1n accordance with
the least some embodiments of the present disclosure, a user
device 104 1s effectively registered with the communication
server 112 as part of the pairing process.

In response to registering the user device 104 to the
communication server 112 and to receiving a request for
access 1o a peripheral device 120, the session and network
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manager 266 running on the communication server 112 and
implementing a discovery service function starts broadcast-
ing a device advertisement to the user device 104 IP address
(step 316). Therefore, 1n accordance with at least some
embodiments of the present disclosure, the communication
server 112, and 1n particular the session and network man-
ager 128, directs one or more discovery service advertise-
ments to the paired user device 104 IP address, rather than
allowing the advertisement to be broadcast to any device on
the first network 108. Alternatively, the commumnication
server 112 can direct one or more peripheral devices 120 to
send a discovery service advertisement to the user device
104 address. The advertisement can be related to a periph-
eral device 120 requested by the user device 104, a user
device selected by the communication server 112, or a set of
peripheral devices 120 selected by the communication
server 112. Accordingly, the communication server exer-
cises control over the peripheral devices 120 that are made
visible to the user device 104, and enables peripheral devices
120 on a different network or subnetwork from the user
device 104 to be discovered by the user device 104. In
addition, because the communication server 112 controls
which peripheral devices 120 are visible to the user device
104, use restrictions with respect to peripheral devices 120
can be enforced.

The user of the user device 104 can then direct an action
towards an advertised peripheral device 120 (step 320). For
example, a document can be sent from a productivity
application 248 on the user device to a peripheral device 120
for printing. As another example, a document can be sent
from a productivity application 248 to a peripheral device
120 for storage. As yet another example, a browser 236 or
productivity application 248 can retrieve a file stored on a
peripheral device 120. Once action 1s taken by a user device
104 with respect to a peripheral device 120, or once a
peripheral device 120 i1s selected through an mput passed
from the user device 104 to the peripheral device 120 and/or
the session and network manager 282, the communication
server 112 can reserve that peripheral device 120 to the
associated user device.

At step 324, a determination can be made as to whether
the relationship between the user device 104 and the periph-
eral device should be discontinued. For example, a user
device 104 might disconnect from the system 100, or the
communication server 112 might terminate use, for instance
by blocking communications between the user device 104
and the peripheral device 120, where use might have expired
or where another user device 104 has been granted access to
the peripheral device 120. I use 1s to continue, the process
can return to step 320. Otherwise, the process may end.

In accordance with embodiments of the present disclo-
sure, the peripheral device 120 advertisement that 1s sent 1n
response to a request or search for services by a user device
104 1s specifically directed to the user device 104 that sent
the query, rather than being broadcast to, for example, all of
the user devices 104 connected to the first network 108. For
example, communication server 112 may direct to the
response to a specific user device 104 using the MAC
address, IP address, or other 1dentifier of the user device 104.
Moreover, embodiments of the present disclosure do not
require that the user device 104 and the peripheral device
120 be on the same sub-network or network. Indeed, 1n
various exemplary embodiments disclosed herein, the user
device 104 and the peripheral device 120 operated 1n con-
nection with the user device 104 are on different networks.
The peripheral devices 120 offered by the communication
server 112 through operation of the session and network
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manager 282 may be limited to the peripheral device or
devices 120 1n the immediate vicinity of the user device 104.
Moreover, mformation regarding appropriate peripheral
devices 120 to be offered to the user device 104 may be
obtained as part of the pairing process. For example, 1n a
conference or convention environment, a user device 104
associated with a conference presenter may be provided with
a list of peripheral devices 120 comprising projectors
located 1n a meeting room assigned to a particular confer-
ence event. Moreover, multiple peripheral devices 120 can
be selected simultaneously, for example where the room has
multiple projectors. As another example, a single user device
104 can be granted simultaneous access to different types of
peripheral devices 120. As yet another example, multiple
user devices 104 may be granted simultaneous access to a
peripheral device 120 that 1s to be shared among plurality of
users, such as a printer or a storage device being used as a
shared repository for presentation documents. In still other
embodiments, use of a selected peripheral device 120 by a
single user device 104 can be enforced by the communica-
tion server 112 to ensure confidentiality.

Moreover, access by a user device 104 to a peripheral
device 120 can be controlled by the communication server
112 based on various rules and conditions, such as autho-
rization, payment, location, or the like. In addition, per use
charges can be accumulated and accounted for by account-
ing software 248 running on the communication server 112.

Accordingly, embodiments of the present disclosure allow
peripheral devices 120 on one network to be discovered by
user devices 104 on another network by providing a com-
munication server 112 that operates to bridge the two
networks. In addition, the communication server 112 can
enforce use restrictions by constraining the set of peripheral
devices that are visible to the user devices 104. The com-
munication server can also enforce payment of charges
associated with use of peripheral devices 120 by client
devices.

The contents of this disclosure may have the following
configurations:

(1)

A system for selectively enabling connections between
devices, comprising:

a communication server;

a user device;

a first network, wherein the communication server and the
user device are connected to the first network;

a plurality of peripheral devices;

a second network, wherein the peripheral devices are con-
nected to the communication server through the second
network, and wherein the communication server 1s operable
to make at least one and less than all of the peripheral
devices visible to the user device.

(2)

The system of (1), wherein the user device i1s operably
connected to the at least one of the peripheral devices by the
communication server.

(3)

The system of (1) to (2), further comprising: a switch,
wherein the first and second networks are connected through
the switch.

(4)

The system of any of (1) to (3), further comprising: an access
point, wherein the user device 1s connected to the first
network by the access point.

()

The system of (4), wherein the access point 1s a WiF1 access
point.
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(6)

The system of any of (1) to (6), wherein the at least one of
the peripheral devices 1s connected to the second network by
a wireline connection.

(7)
The system of any of (1) to (6), wherein the user device 1s
one of a smart phone, a tablet computer, and a laptop
computer.

(8)
The system of any of (1) to (7), wherein the at least one of
the peripheral devices 1s a printer.

©)
The system of any of (1) to (7), wherein the at least one of
the peripheral devices 1s a disk dnive.

(10)
The system of any of (1) to (7), wherein the at least one of
the peripheral devices 1s a data storage device.

(11)
The system of any of (1) to (7), wherein the at least one of
the peripheral devices 1s a projector.

(12)
The system of any of (1) to (11), further comprising:
a plurality of user devices, wherein the communication
server makes a first set of peripheral devices visible to a first
user device in the plurality of user devices, and
wherein the communication server makes a second set of
peripheral devices visible to a second user device i the
plurality of user devices.

(13)
The system of (12), wherein none of the peripheral devices
in the first set of peripheral devices 1s included 1n the second
set of peripheral devices.

(14)
The system of any of (1) to (13), wherein the user device 1s
operably connected to a peripheral device that i1s visible to
the user device, wherein content 1s provided to the peripheral
device that 1s operably connected to the user device, and
wherein the content provided to the peripheral device 1s
output by a peripheral device operably connected to the
peripheral device.

(15)
The system of any of (1) to (14), wherein the user device
includes a productivity application, wheremn a document

open 1n the productivity application 1s provided to the
peripheral device that 1s visible to the user device.

(16)
A method, comprising:
providing a communication server;
providing a first access point, wherein the first access point
1s connected to the communication server by a first network;
providing a plurality of peripheral devices, wheremn the
plurality of peripheral devices include a first peripheral
device, wherein the first peripheral device 1s operatively
connected to the first access point through a second network;
providing a plurality of peripheral devices;
receiving a request to pair a user device to a peripheral
device included 1n the plurality of peripheral devices;
in response to the request, the communication server causing
a discovery response to be sent to the user device indicating
the availability of at least a first peripheral device included
in the plurality of peripheral devices;
receiving a request from the user device to operatively
connect to the first peripheral device;
sending an acknowledgment to the request from the first
peripheral device to the user device.
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(17)

The method of (16), wherein the response sent to the user
device indicating the availability of at least a first peripheral
device 1s received by a productivity application running on
the user device.

(18)

The method of (17), wherein a document 1s delivered from
the productivity application to be output by the first periph-
eral device.

(19)

The method of any of (16) to (18), wherein the {irst
peripheral device 1s a printer, and wherein the device 1s
presented by the communication server.

(20)

A system for selectively connecting user devices to periph-
eral devices, comprising:

a communication server;

a plurality of user devices;

a plurality of access points, wherein each of the user devices
1s connected to one of the access points;

a first network, wherein the access points and the commu-
nication server are connected to the first network, and
wherein the user devices are connected to the first network
through the access point;

a second network;

a plurality of peripheral devices, wherein the communica-
tion server 1s operable to make a first peripheral device
included 1n the plurality of peripheral devices selectively
visible to the user devices, wherein a first peripheral device
1s visible to a first user device, wherein a second peripheral
device 1s visible to a second user device, wherein the second
peripheral device 1s not visible to the first user device, and
wherein the first peripheral device 1s not visible to the first
user device.

The foregoing discussion of the mvention has been pre-
sented for purposes of illustration and description. Further,
the description 1s not intended to limit the invention to the
form disclosed herein. Consequently, variations and modi-
fications commensurate with the above teachings, within the
skill or knowledge of the relevant art, are within the scope
of the present mnvention. The embodiments described here-
inabove are further intended to explain the best mode
presently known of practicing the invention and to enable
others skilled 1n the art to utilize the invention 1n such or 1n
other embodiments and with various modifications required
by the particular application or use of the invention. It 1s
intended that the appended claims be construed to include

alternative embodiments to the extent permaitted by the prior
art.

What 1s claimed 1s:

1. A system for selectively enabling connections between

devices, comprising:

a communication server:

a plurality of user devices, the plurality of user devices
including at least a first user device and a second user
device;

a first network, wherein the communication server and the
first and second user devices are connected to the first
network:

a plurality of peripheral devices;

a second network, wherein the peripheral devices are
connected to the communication server through the
second network,

wherein the second network 1s not directly accessible to
the user devices,

wherein the communication server 1s operable to make a
first set of the peripheral devices visible to the first user
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device by directing discovery service advertisements
for the first set of peripheral device to an address of the
first user device based on a pairing between the {first
user device and at least one of the communication
server or a first peripheral device included 1n the first
set of peripheral devices,

wherein the communication server i1s operable to make a
second set of the peripheral devices visible to the
second user device by directing discovery service

advertisements for the second set of the peripheral
devices to an address of the second user device based
on a pairing between the second user device and at least
one of the communication server or a second peripheral
device included 1n the second set of peripheral devices,
and

wherein the first set of peripheral devices 1s diflerent than

the second set of peripheral devices.

2. The system of claim 1, wherein the user device 1s
operably connected to the at least one of the peripheral
devices by the communication server.

3. The system of claim 1, further comprising:

a switch, wherein the first and second networks are

connected through the switch.

4. The system of claim 3, further comprising:

an access point, wherein the user device 1s connected to

the first network by the access point.

5. The system of claim 4, wherein the access point 1s a
WiF1 access point.

6. The system of claim 3, wherein at least one of the
peripheral devices included in the first set of peripheral
devices 1s connected to the second network by a wireline
connection.

7. The system of claim 1, wherein the user device 1s one
ol a smart phone, a tablet computer, and a laptop computer.

8. The system of claim 1, wherein at least one of the
peripheral devices included in the first set of peripheral
devices 1s a printer.

9. The system of claim 1, wherein at least one of the
peripheral devices included 1n the first set of peripheral
devices 1s a disk drive.

10. The system of claim 1, wherein at least one of the
peripheral devices included 1n the first set of peripheral
devices 1s a data storage device.

11. The system of claim 1, wherein at least one of the
peripheral devices included in the first set of peripheral
devices 1s a projector.

12. The system of claim 1, wherein none of the peripheral
devices in the first set of peripheral devices 1s included 1n the
second set of peripheral devices.

13. The system of claim 1, wherein the first user device 1s
operably connected to a peripheral device that 1s made
visible to the first user device, wherein content 1s provided
to the peripheral device that 1s operably connected to the first
user device, and wherein the content provided to the periph-
eral device 1s output by the peripheral device.

14. The system of claim 13, wherein the first user device
includes a productivity application, wherein a document
open 1n the productivity application 1s provided to the
peripheral device that 1s visible to the user device.

15. A method, comprising:

providing a communication server;

providing a {first access point, wherein the first access

point 1s connected to the communication server by a
first network;

providing a plurality of peripheral devices, wherein the

peripheral devices are operatively connected to the first
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access point through a second network, and wherein the
peripheral devices are not directly accessible by user
devices:

receiving at the communication server a request from a

first user device to join the first network;
in response to the request from the first user device,
registering the first user device with the communication
Server;

receiving at the communication server a request from the
first user device to access a peripheral device included
in the plurality of peripheral devices;

in response to the request from the first user device to

access a peripheral device, the communication server
causing a discovery service advertisement to be sent to
an address of the first user device indicating the avail-
ability of at least a first peripheral device included 1n
the plurality of peripheral devices;

receiving at the communication server a request from a

second user device to join the first network;

in response to the request from the second user device,

registering the second user device with the communi-
cation server:;

receiving at the communication server a request from the

second user device to access another peripheral device
included in the plurality of peripheral devices; and

in response to the request from the second user device to

access a peripheral device, the communication server
causing a discovery service advertisement to be sent to
an address of the second user device indicating the
availability of at least a second peripheral device
included 1n the plurality of peripheral devices.

16. The method of claim 15, wherein the response sent to
the user device indicating the availability of at least a first
peripheral device 1s received by a productivity application
running on the user device.

17. The method of claim 16, wherein a document 1s
delivered from the productivity application to be output by
the first peripheral device.

14
18. The method of claim 17, wherein the first peripheral

device 1s a printer, and wherein the device 1s presented by
the communication server.

19. A system for selectively connecting user devices to

5 peripheral devices, comprising:
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a communication server;

a plurality of user devices, the plurality of user devices
including at least a first user device and a second user
device;

a plurality of access points, wherein each of the user
devices 1s connected to one of the access points;

a first network, wherein the access points and the com-
munication server are connected to the first network,
and wherein the user devices are connected to the first
network through the access point;

a second network;

a plurality of peripheral devices, wherein the communi-
cation server 1s operable to make a first peripheral
device included in the plurality of peripheral devices
selectively visible to the user devices through discovery
service advertisements, wherein a first user device 1s
registered with the communication server and 1s asso-
ciated with a first user credential, wherein a second user
device 1s registered with the communication server and
1s assoclated with a second user credential, wherein a
first peripheral device 1s visible to a first user device
through a first discovery service advertisement directed
to an address of the first user device, wherein the first
peripheral device 1s selected based on the first user
credential, wherein a second peripheral device 1s vis-
ible to a second user device through a second discovery
service advertisement directed to an address of the
second user device, wherein the second peripheral
device 1s selected based on the second user credential,
wherein the second peripheral device 1s not visible to
the first user device, and wherein the first peripheral
device 1s not visible to the second user device.
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