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DATA USAGE PROFILING BY LOCAL
STORAGE DEVICE

CROSS REFERENCE TO RELATED
APPLICATIONS

This patent application claims the benefit of priority under
35 U.S.C. 119(e) to U.S. Provisional Patent Application No.

61/018,644 filed on Jan. 2, 2008 entitled “DISTRIBUTED
STORAGE SERVICE SYSTEMS AND ARCHITEC-
TURE” by Nochimowski et al.; U.S. Provisional Patent
Application No. 61/018,979 filed on Jan. 4, 2008 entitled
“DISTRIBUTED STORAGE SERVICE SYSTEMS AND
ARCHITECTURE” by Nochimowski et al., both of which
are 1mcorporated by reference herein in their entirety. This

patent application 1s related to co-pending U.S. patent appli-
cation Ser. Nos. 1) 12/029,356 entitled “STORAGE

DEVICE HAVING DIRECT USER ACCESS” by Nochi-
mowski et al., filed Feb. 11, 2008; 11) 12/019,573 entitled
“DISTRIBUT_JD STORAGE SERVICE SYSTEMS AND
ARCHITECTURE,” by Nochimowski et al., filed Jan. 24,
2008; 111) 12/036 440 entitled “CACHE MANAG_ MENT”
by Nochimowski et al., filed Feb. 25, 2008; 1v) 12/045,4772
entitled “DIGITAL CONTENT DISTRIBUTION AND
CONSUMPTION,” by Rave et al., filed Mar. 10, 2008; v)
12/101,065 entitled “STORAGE DEVICE HAVING
REMOTE STORAGE ACCESS”, by Nochimowski et al.,
filed Apr. 10, 2008; v1) 12/123,252 entitled “DATA INDEX-
ING BY LOCAL STORAGE DEVICE,” by Nochimowski
et al., filed May 19, 2008; vi1) 12/123,304 entitled “DATA
INDEXING BY LOCAL STORAGE DEVICE,” by Nochi-
mowski et al., filed May 19, 2008; and vin) 11/967,938
entitled LOCAL PROXY SYSTEM AND METHOD by
Mosek et al., filed Dec. 31, 2007, all of which are incorpo-

rated by reference for all purposes

TECHNICAL FIELD

The present invention relates to a local storage device
having a memory array and no local storage device file
management system to manage the array. More particularly,
the present invention relates to a local storage device that
includes capability to profile logical usage of the local

storage device by monitoring access to the memory array of

the local storage device by a host device file system.

BACKGROUND

Mass storage devices (such as FLASH memory devices
that includes SD and MMC type mass storage devices) have
increased greatly in both storage capacity and in the capa-
bilities (1.e., processing resources) of associated mass stor-
age device controllers. This increase in available storage
capacity has had a synergistic effect on the general avail-
ability of devices (“host devices”) whose capabilities can
depend greatly on available memory. Such devices include
portable digital devices such as portable media players,
interactive personal communication devices (cell phones,
PDAs, etc.) and the like. In this way, a digital consumer’s
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mass storage devices such as FLASH memory has greatly
increased.

This exposure typically spans across multiple host
devices—connected or unconnected—or access modes—
wired vs. wireless, fixed vs. mobile etc.—each having
specific storage requirements. A proposed configuration to
monitor data usage (such as for targeting advertisements,
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suggesting content for purchase, assisting in searches, etc)
includes, generally, having a different host-specific program
being used for each host device. That program 1s typically
installed on the host device and/or on a remote server to
which the host device 1s always or occasionally connected.

The proposed data usage monitoring configuration, then,
generally includes a program that 1s tightly coupled to
particular features of the data usage program in the host
device. Therefore, 1t can be diflicult to correlate the usage
information for a particular consumer that 1s obtained from
multiple host devices used by that particular consumer.
Furthermore, such a usage monitoring program that is
tightly coupled to a host device generally must be custom-
1zed to operate with that host device. Yet further, having the
host device highly involved in data usage monitoring can
take processing power from the host device that may be
desired or required for other functions.

Therelfore, a data usage monitoring method, system, and
apparatus that addresses these shortcomings 1s desirable.

SUMMARY

In accordance with one aspect, a computing device having,
a host device (HD) 1s 1n communication with a local storage
device (LSD), wherein the LSD includes a memory array. A
method characterizes data access usage of the LSD by at
least one program executing on the HD. The method
includes, by the LSD, monitoring access to the LSD as a
result of data access operations by the HD relative to the
memory array of the LSD. By the LSD, characteristics of the
monitored access are determined. By the LSD, based on
characteristics of the monitored access, data 1s determined
and stored on the LSD indicative of the characterized
monitored access.

In accordance with an additional aspect, an LSD 1s
provided configured to have an HD 1n communication with
the local storage device. The LSD includes a memory array.
The LSD 1s configured to characterize data access usage of
the LSD by at least one program executing on the HD. The
L.SD 1s configured to monitor access to the LSD as a result
of data access operations by the HD relative to the memory
array of the LSD. The LSD 1s additionally configured to
determine characteristics of the monitored access. The LSD
1s additionally configured to, based on characteristics of the
monitored access, determine and store data on the LSD
indicative of the characterized monitored access.

In accordance with an additional aspect, a computing
system includes an HD and an LSD. The HD executes at
least one program. The LSD includes a memory array. The
LSD 1s configured to characterize data access usage of the
LSD by at least one program executing on the HD. The LSD
1s configured to monitor access to the LSD as a result of data
access operations by the HD relative to the memory array of
the LSD. The LSD 1s additionally configured to determine
characteristics of the monitored access. The LSD 1s addi-
tionally configured to, based on characteristics of the moni-
tored access, determine and store data on the LLSD indicative
of the characterized monitored access.

BRIEF DESCRIPTION OF THE

DRAWINGS

FIG. 1 illustrates a computing system including a host
device (HD) and a local storage device, wherein the LSD 1s
configured to monitor access to a memory array of the LSD
by the HD.

FIG. 2 1llustrates examples of the data access monitoring
and characterization.
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FIG. 3 shows an example configuration of a system in
which the usage data may be used by the LSD itsell.

FIG. 4 shows an example configuration of a system in
which the usage data may be obtained and/or used by the
HD.

FIG. § 1illustrates an example configuration in which the
usage data may be transferred to an external device outside
ol a master/slave paradigm.

FIG. 6 1s a flowchart illustrating, in a broad aspect, a
method by which an LSD may determine data indicative of
usage of a memory array of the LSD.

DETAILED DESCRIPTION

The inventors have realized the desirability of providing
functionality i a local storage device (LSD) to monitor
access to a memory array of the LSD by a host device (HD).
More particularly, the inventors have realized the desirabil-
ity of providing such functionality to determine character-
1stics of the monitored access and to store data on the LSD
indicative of the characterized data access.

Thus, for example, the logical usage of the LSD may be
monitored and characterized, even when such usage of the
LSD 1s the result of the LSD being used by multiple HD’s.
Furthermore, the monitoring and characterizing functional-
ity need not be ported to various HD platiforms, since the
functionality 1s independent of HD platiorm.

Reference will now be made in detail to particular
embodiments of the invention an example of which 1s
illustrated 1n the accompanying drawings. While the inven-
tion will be described 1n conjunction with the particular
embodiments, 1t will be understood that 1t 1s not intended to
limit the invention to the described embodiment. To the
contrary, it 1s mntended to cover alternatives, modifications,
and equivalents as may be included within the spirit and
scope of the mvention as defined by the appended claims.

With the increase of the capabilities of storage device
controllers, the execution of software applications from
within the storage device using processing resources made
available by the storage device controllers becomes pos-
sible. This enhanced operability of the storage device con-
trollers leads to a paradigm of new monitoring and charac-
terization modes which are, for example, useful to monitor
and characterize usage of user-oriented storage services.
Usage monitoring and characterization of such user oriented
storage services can be used for improving a user’s digital
content consumption experience that typically spans across
multiple devices—connected or unconnected—or access
modes—wired vs. wireless, fixed vs. mobile etc.—each
having specific storage requirements.

The usage characterization may be, for example, provided
to a service provider that 1n return provides the user with
better services or lower cost services, or may provide the
user with an application that accesses the usage character-
ization data and provides the user with different kind of
services. For example, a retailer may provide a user with a
subsidized removable storage device (card/USB storage).
For example, the storage device may contain pre-loaded
content and the user may also be encouraged to download
content (such as from a web site associated with the retailer).
In return the user may provide consent for a content usage
profile to be provided from the storage device and, for
example, possibly even receive focused proposals from the
retailer and/or associated entities. As another example, capa-
bilities of the storage device may be adjusted relative to
perceived needs of the end user. Such capabilities may
include, for example, flash/cache management, partition
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s1izes, and searching preferences. Storage device vendors
may be enabled to provide targeted services to their cus-
tomer base.

In order to provide support to “user-centric” (as opposed
to traditional “device-centric”) storage usage characteriza-
tion approach, the mvention goes beyond the strict limita-
tions of the host managed, LBA-based mass storage para-
digm and provides a storage services characterization
paradigm that may be fully backward compatible with
legacy mass storage devices but also enhances the charac-
terization of mass storage usage. In addition, the reporting of
such characterization need not depend on storage usage
characterization functionality 1n a host device.

The 1invention can further pertain to an electronic system
that includes a memory device discussed above. Memory
devices (e.g., memory cards) are commonly used to store
digital data for use with various electronics products. The
memory device 1s often removable from the electronic
system so the stored digital data i1s portable. The memory
devices according to the invention can have a relatively
small form factor and be used to store digital data for
clectronics products that acquire data, such as cameras,
hand-held or notebook computers, network cards, network
appliances, set-top boxes, hand-held or other small media
(e.g., audio) players/recorders (e.g., MP3 devices), and
medical monitors.

Embodiments of the mvention are discussed below with
reference to FIGS. 1 to 6. However, those skilled 1n the art
will readily appreciate that the detailed description given
herein with respect to these figures 1s for explanatory
purposes as the imvention extends beyond these limited
embodiments. It should be noted that 1t 1s contemplated that
the invention can be used for any type of local data storage
devices that can include non-volatile memory such as Multi
Media Card (MMC) and Secure Digital Card (SD).

FIG. 1 1llustrates a computing system 100 including a host
device (HD) 102 and a local storage device (LSD) 104. HD
102 includes a host device file system (HDFS) 106. LSD 104
can take the form of removable memory devices such as a
memory card having a relatively small form factor and can
be used to store digital data for electronics products such as
cameras, hand-held or notebook computers, network cards,
network appliances, set-top boxes, hand-held or other small
audio players/recorders (e.g., MP3 devices), and medical
monitors. Examples of a memory card include PC Card
(formerly PCMCIA device), Flash card (e.g., Compact Flash
Type 1 and II), Secure Digital (SD) card, Multimedia card
(MMC), ATA card (e.g., Compact Flash card), memory
stick, SmartMedia card. In addition, LSD 204 can take the
form of non-removable memory devices such as SD com-
patible INAND™ embedded Flash drive manufactured by
SanDisk Corporation of Milpitas Calif.

LSD 104 can communicate with HD 102 by way of
HD/LSD interface 112. It should be noted that HD/LSD 112
can be configured as a mechanical enftity (such as a socket
or interconnecting bus) into which HD 102 and LSD 104 can
mechanically connect. In some embodiments, HD/LSD
interface 108 can take the form of a wireless interface.
Generally, HD 102 includes a processor. However, for the
sake of clanty, the processor included 1n HD 102 1s neither
shown nor mentioned further in this discussion but 1s,
nonetheless, presumed to be present. LSD 104 can be
physically connected exclusively to HD 102 and therefore
does not access or otherwise communicate with circuits
and/or applications external to computing system 100 with-
out intervention by HD 102. Typically, LSD 104 does not
utilize any interface to a device external to HD 102 other
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than that interface provided by the HD 102 though, in some
cases, LSD 104 may directly interface to a device external
to HD 102.

HD 102 includes host device file system (HDFS) 106 1n
communication with LSD driver 108. In the described
embodiment, HDFS 106 can 1ssue LSD management com-
mand 110 to LSD driver 108. LLSD driver 108 can, 1n turn,

pass LSD management command 110 (appropriately for-
matted) to LSD 104 by way of HD/LSD terface 112. For
example, LSD management command 110 can take the form
of a block command in those cases where LSD 104 is
configured to include a data storage array having logical
block address (LBA) architecture. LSD management com-
mands 110 result in the flow of data 111 between LSD 104
and HD 102.

HD 102 can also include (internal) software application
114. By internal application it 1s meant that software appli-
cation 114 can utilize HDFS 106 (which 1s typically part of
the host device operating system 116) and LSD driver 108
to communicate with LSD 104. Such software applications
can include an application 118 each of which typically
resides 1n host device main memory (that can take the form
of a hard disk drive, or HDD, as well as non-volatile
memory such as FLASH memory).

For example, computing system 100 can be a portable
media player, and application 118 may be a media player
application. In this case, for example, LSD 204 may store
various digital media files such as audio files in the form of
MP3, video/audio files 1in the form of MP4 or still photo-
graph files in the form of JPEG. The LSD management
commands 110 may be, for example, data access commands
to retrieve the data of the files from LSD 104.

In the FIG. 1 example, the data access commands may be
HDFS commands to read a portion of a file allocation table
(FAT) stored in a mass storage area 120 of the LSD 104 and
to then read one or more data blocks from the mass storage
area 120. For example, the mass storage area 120 may be a
memory array and the mass storage area may be managed by
the HDFS 106 and not by a file system local to the LSD 104.
For example, LSD 104 can include controller 122 and mass
storage array 120 having a first storage area 124 and second
storage area 126. It should be noted that storage array 120
can be formed of an array of memory cells (such as FLASH).
In this particular case, even though mass storage array 120
can be presumed to be an array of FLASH memory cells, the
invention 1s not limited to only FLASH type memory cells
since 1t 1s contemplated that the invention can be used with
any appropriate type of memory cell.

Controller 122 includes flash manager 128 that can man-
age first storage area 124, acting at the behest of HDFS 208.
In a particularly useful arrangement, first storage areca 124
can be an LBA based mass storage array. Accordingly, the
location of blocks of data stored 1n first storage area 124 can
be specified using logical block addressing (LBA) where
cach block can be, for example, on the order of 512 or 1024
bytes each. In this way, first storage area 124 can be fully
backward compatible with any contemplated legacy mass
storage architectures (1.e. able to work 1n conjunction with
legacy hosts) and more specifically LBA type systems. In
particular, LSD 104 (in particular, first storage area 124) can
operate under standard LBA architecture using legacy inter-
taces, busses, and all associated protocols providing for full
compatibility with an installed base of legacy products.

Controller 122 further includes usage data collector func-
tionality 130 that 1s configured to monitor and characterize
data access to the first storage area 124 by the HD 102. In
one example, the monitoring includes discerning the data
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6

content being transierred between the first storage area 124
and the HD 102 and, based thereon, characterizing the data
access to the first storage arca 124. In another example, the
monitoring includes discerning one or more patterns of data
accesses to the first storage area 124 by the HD 102 and,
based thereon, characterizing the data access to the first
storage area 124. In yet another example, the monitoring
includes a combination of discerning the data content being
transierred between the first storage area 124 and the HD
102 and discerning one or more patterns of data accesses to
the first storage area 124 by the HD 102 and, based thereon,
characterizing the data access to the first storage area. In any
case, the monitoring and characterizing 1s done by the LSD
104 and the characterization 1s stored as “usage data™ in the
second storage area 126 of the mass storage array 120.

FIG. 2 illustrates examples of the data access monitoring
and characterization. Referring to FIG. 2, commands 110 are
provided from the HD 102 to the LSD 104 via the HD/LSD
interface 112. As discussed above, the commands 110 are
provided to the flash manager 128 of the controller 122 to
manage first storage area 124 acting at the behest of HDFS
106 (FIG. 1). The usage data collector 130 observes the
commands 110 and, based thereon, determines data access
characterizations such as, for example, usage counters 206
(such as individual usage counters 206a, 2065 and 206c¢) to
be stored 1n the second storage area 126 of the storage array
120.

While the commands 110 are provided to the flash man-
ager 128 of the controller acting at the behest of HDES 208,
in other examples, commands or other signals are provided
from the HD 102 to the LSD 104 that are not as a result of
HDFS operations. For example, such command or other
signals may be provided based on other operations, such as
driver level operations that are not as a result of HDFS
operations.

The data access characterizations 206 (or, more generally,
the usage data 126 in FIG. 1) may be inferred by the usage
data collector 130 based on the frequency of read and/or
write operations to characterize the data access. Typically,
for the patterns discussed here, the characterization may be
achieved with a fair probability level, but typically not at one
hundred percent probability. For example, such character-
1zation may distinguish between the data being video, music
or photo. The characterization may distinguish between a
data consumer versus a data creator. For example, 11 1t
discerned by the usage data collector 130 that the HD 102
provides as a command 110 a single data read command that
1s a read data block command, and there are no further
corresponding data read commands, then 1t may characterize
that a photo read, by the HD 102, has occurred from the first
storage arca 124. As another example, i1 1t discerned by the
usage data collector 130 that the HD 102 provides a com-
mand 110 to read the File Allocation Table (FAT) of the first
storage area 124 (presumably to map the data location), and
then the usage data collector 130 discerns that the HD 102
provides commands 110 to read data blocks from the first
storage area 124 at a fixed rate/throughput, then the monitor
can characterize this group of commands as a read of a
music {ile from the first storage arca 124. As yet another
example, 11 1t discerned by the usage data collector 130 that
the HD 102 provides a command 110 to read the File
Allocation Table (FAT) of the first storage area 124 (pre-
sumably to map the data location), and then the usage data
collector 130 discerns that the HD 102 provides commands
110 to read data blocks from the first storage area 124 at a
variable rate/throughput, then the monitor can characterize
this group of commands as a read of a video file from the
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first storage arca 124. (In some cases, though, the FAT data
may be cached 1n the HD, so 1t may be diflicult or impossible
to correlate subsequent data access commands to the FAT
read.) These are examples of what the usage data collector
130 can discern from the commands 110 from the HD 102
to the LSD 104 and other examples are possible. While
many of the examples herein are relative to read data access,
the data access being characterized may also (or instead)
include write data access, such as write data access to load
media files into the first storage area 124.

While these are examples of data access patterns, i1t should
be understood that the patterns can be pre-loaded 1n the LSD
104 (possibly even dynamically updated, examples of which
are discussed later 1n this patent application) and used as a
reference to 1dentily specific types ol data access by the
usage data collector 130. In use, the patterns may be quite
simple, as 1n the examples, or may be much more complex.

Still referring to FIG. 2, the usage data collector 130 may
discern the content of data blocks 202 being transferred
between the HD 102 and the first storage areca 124 of the
LSD 104 (e.g., in either or both of a read and write
direction). For example, the usage data collector 130 may
discern the content of a data block includes the string “JFIE,”
and the monitor may characterize the data block as corre-
sponding to a photo (JPEG). As another example, an MP3
file typically has “tags™ starting with the string “ID3”, PDF
files starts with “%PDF”, and mp4 video files include the
string “ttyp3gp.” Thus, for example, each “tag” may be
considered as one specific pattern type, which can be
manipulated like any other pattern, such as being pre-loaded,
updated, or otherwise.

The second storage area 126 may include collective
indications of the characterizations determined by the usage
data collector 130. For example, in FIG. 2, the second
storage area 126 includes usage counters in which the usage
data collector 130 accumulates a count of each type of
characterization, such as a count for photo characterizations,
a count for music characterizations and a count for video
characterizations. In addition to characterizing the type of
content being accessed (e.g., whether by discerning the
content 1tself or by discerning patterns of access, or some
combination of both), the usage data collector 130 may also
record frequency or rate of access to particular types of data
blocks and/or files (which may be, for example, an 1ndica-
tion of the frequency or rate of access for each of a plurality
of diflerent time periods).

The information used to make the characterizations (e.g.,
usage patterns, content rules, etc.) may be stored in the
storage array 120, possibly even invisible to the HDFS 106.
Such information may be updated by an external applica-
tion/server (an example of which 1s described later relative
to FIG. 3.)

Having described some examples of how usage data may
be generated by the LSD 104, we now discuss some
examples of how the usage data may be used. In general, the
usage data may be used by the LSD 104 1tselt, by the HD
102 and/or by an external process. We discuss various
examples with reference to FIGS. 3, 4 and 5.

Referring now to FIG. 3, this shows an example configu-
ration ol a system 1n which the usage data may be used by
the LSD 104 1tself. In the example, the flash manager 128
operates at least 1n part according to a flash management
configuration 304. For example, the tlash management con-
figuration 304 may define or aflect how the flash manager
128 operates with respect to wear-leveling of memory cells
of the mass storage area 124, how the flash manager 128
operates with respect to pre-fetching or smart data ordering,
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etc. As shown 1n FIG. 3, the flash manager 128 may include
an adapt configuration process 302 that processes the usage
data 126 to modily the flash management configuration 304.
Thus, the operation of the flash manager 128 may be adapted
to usage of the LSD as characterized by the LSD itself.

FIG. 4 shows an example configuration of a system 1in
which the usage data may be obtained and/or used by the HD
102. In the FIG. 4 example configuration, the usage data 126
1s stored within the mass storage area 124 of the storage
array 120. See, for example, U.S. patent application Ser. No.
12/029,356, referenced above in the “Related Applications™
section, which describes an example of a method to write
into the mass storage area of an LSD even though this area
1s managed by an external file system (HDFS). In this case,
the usage data 126 1s accessible to the HD 102 using
operations that may otherwise be used to generally access
data 1n the mass storage area 124. Thus, for example, an
application 118 executing on the HD 102 may operate such
that the HDFS 106 causes commands 110 to be provided to
LSD 104 via LSD drniver 108 and HD/LSD interface 112.
Such commands 110 may be provided to tlash manager 128
to cause usage data 126 to be provided to HD 102 as data 111
via HD/LSD interface 112.

The usage data thus obtained by HD 102 may be used, for
example, by an application 118 being executed by the HD
102. The usage data thus obtained may be provided from the
HD to an external device or system, such as to a media
management system on a computer or other server to which
HD 102 may be connected. Such usage data may be used by
that external device or system, for example, 1n at least partial
determination of how that external device or system inter-
acts with HD 102 or otherwise operates.

FIG. 5 1illustrates an example configuration 1in which the
usage data may be transierred to an external device (such as
device 506 coupled to HD 102 via a network 508) outside of
a master/slave paradigm such as implemented, for example,
by the host application 114, HDFS 106 and LSD driver 108
in cooperation with processing of LSD 104. An example of
data transfer outside a conventional master/slave (or host/
slave) paradigm 1s described, for example, in U.S. patent
application Ser. No. 12/029,356, reterenced above in the
“Related Applications” paragraph.

Referring still to FIG. S, an agent 502 on LSD 104 1s 1n
communication with an agent 504 on HD 102. Thus, for
example, communication between agent 302 on LSD 104
and agent 504 on HD 102 may be via a secure path that does
not require intervention by HDFS 106 and/or such that the
transierred usage data 1s not otherwise accessible to pro-
cessing (such as host application 114) on HD 102.

Furthermore, device 506 may also perform storage opera-
tions (as mentioned above) regarding the usage data collec-
tor, such as to clear a profiling record (e.g., resetting counters
206a to 206¢ in FIG. 2), modifying information used to
make the data access characterizations, or other such infor-
mation.

We now turn to FIG. 6, which 1s a tlowchart 1llustrating,
in a broad aspect, a method by which an LSD may determine
data indicative of usage of a memory array of the LSD.
Referring to FIG. 6, at 602, the LSD monitors access to the
LSD as a result of operations by the HD relative to the
memory array ol the LSD. As discussed above, this may be
via signals (such as data access commands) provided from
an HD to the LSD, relative to the memory array of the LSD.
For example, as discussed above, such data access signals
may be, but need not necessarily be, a result of HDFS
operations.




US 10,289,349 B2

9

At 604, the LSD determines characteristics of the moni-
tored access. For example, as discussed above, such deter-
mimng may be based on data access commands from the HD
to the LSD (such, as, for example, characteristics of the
command collectively, such as an access pattern), may be
based on content of accessed data, or some combination of
both of these. At 606, based on determined characteristics of
the monitored access, the LSD determines and stores data
indicative of characteristics of the momtored access. For
example, the data indicative of characteristics of the moni-
tored access may include counters or other metadata regard-
ing the monitored access, such as access profiles (frequency,
access patterns, etc.)

At 608, the data indicative of characteristics of the moni-
tored access 1s processed. For example, in one scenario,
retailers provide the LSD’s with preloaded media content
and/or encourage downloading of media content, such as via
a web site or other mechanism associated with the retailer or
a retailer’s partner. The data i1s indicative of characteristics
of the monitored access may be provided back to a server
associated with the retailer or retailer’s partner and then
processed 1n a manner that is valuable, such as to provide
targeted proposals from the retailer, to associate usage data
with various demographics, or other marketing reasons.

We have thus described a system and method by which an
LSD momnitors access to the LSD as a result of data access
operations by an HD relative to a memory array of the LSD,
the LSD determines characteristics of the monitored access,
and, based on the characteristics of the monitored access, the
L.SD determines and stores data on the LSD indicative of the
characterized monitored access.

Advantages of the invention are numerous. Diflerent
embodiments or implementations may yield one or more of
the following advantages. One advantage of the invention 1s
L.SD-usage can be monitored without consideration of modi-
tying tunctionality of the HD. Furthermore, usage statistics
can be associated with a particular LSD, even 11 the LSD 1s
used with multiple HD’s.

The many features and advantages of the mvention are
apparent from the written description and, thus, 1t 1s intended
by the appended claims to cover all such features and
advantages of the invention. Further, since numerous modi-
fications and changes will readily occur to those skilled 1n
the art, 1t 1s not desired to limit the invention to the exact
construction and operation as illustrated and described.
Hence, all suitable modifications and equivalents may be
resorted to as falling within the scope of the invention.

What 1s claimed 1s:

1. A method for a local storage device (LLSD) to charac-
terize data access usage ol the LSD, wherein the LSD
comprises a mass storage memory array and 1s 1n comimu-
nication with a host device (HD), the method comprising the
LSD:

monitoring a pattern of commands recetved at the LSD
from the HD as a result of data access operations by the
HD relative to the mass storage memory array of the
LSD and monitoring data accessed during the moni-

tored data access operations, wherein such data access

operations result 1 data blocks being provided to or
from the mass storage memory array;

detecting metadata 1n content of the data accessed during
the monitored data access operations that 1s indicative
of a file type associated with the data accessed during
the monitored data access operations;

determining characteristics of the monitored pattern of
commands and characteristics of the file type;
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determiming, based on the characteristics of the monitored
pattern of commands and the characteristics of the file
type, data that characterizes the data access operations;

storing, 1n a usage area of the LSD, the data that charac-
terizes the data access operations;

processing the data stored in the usage area that charac-

terizes the data access operations; and

moditying operation of the LSD based on the processed

data.

2. The method of claim 1, wherein the metadata that is
indicative of a file type associated with the data accessed
during the monitored data access operations comprises a
data tag that 1s indicative of the file type.

3. The method of claim 1, wherein the data that charac-
terizes the data access operations comprises data indicative
ol time-dependent characteristics of the data access opera-
tions on the mass storage memory array.

4. The method of claim 1, further comprising:

providing, from the LSD to the host device, the data

stored on the LSD that characterizes the data access
operations.

5. The method of claim 1, further comprising:

providing, from the LSD to a device other than the LSD

and the host device, the data stored on the LLSD that
characterizes the data access operations.

6. The method of claim 1,

wherein modifying operation of the LSD comprises modi-

fying a memory management configuration of the LSD.

7. The method of claim 1, wherein:

the HD includes a host device file system (HDFS); and

the operations by the HD relative to the mass storage

memory array of the LSD include HDFS operations.

8. The method of claim 1, wherein the metadata indicates
that the data accessed during the monitored data access
operations comprises a photograph.

9. The method of claim 1, wherein the metadata indicates
that the data accessed during the monitored data access
operations comprises a video.

10. A local storage device (LSD) configured for use 1n a
computing system having a host device (HD) 1n communi-
cation with the local storage device (LSD), the LSD com-
prising;:

a mass storage memory array having:

a host data storage area for storing data receirved from
the HD; and

a usage area for storing data generated by the LSD
characterizing data access operations by the HD; and

a controller configured to manage data access by the HD

to the mass storage memory array through a provision
of data blocks to or from the host data storage area of
the mass storage memory array, the controller further
configured to:
monitor a pattern of commands recerved at the LSD
from the HD as a result of data access operations by
the HD relative to the mass storage memory array of
the LSD and monitor the data accessed during the
monitored data access operations;
detect metadata 1n content of the data accessed during
the monitored data access operations that 1s 1ndica-
tive of a file type associated with the data accessed
during the monitored data access operations;
determine characteristics of the monitored pattern of
commands and characteristics of the {file type;
determine, based on the characteristics of the moni-
tored pattern of commands and the characteristics of
the file type, data that characterizes the data access
operations; and
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store, 1n the usage area of the LSD, the data that
characterizes the data access operations.

11. The LSD of claim 10, wherein the metadata that 1s
indicative of a file type associated with the data accessed
during the monitored data access operations comprises a
data tag that 1s indicative of the file type.

12. The LSD of claim 10, wherein the data that charac-
terizes the data access operations comprises data indicative
of time-dependent characteristics of the data access opera-
tions.

13. The LLSD of claim 10, wherein the controller 1s further
configured to:

provide, from the LSD to the host device, the data stored

on the LSD that characterizes the data access opera-
tions.

14. The LLSD of claim 10, wherein the controller 1s further
configured to:

provide, from the LSD to a device other than the LSD and

the host device, the data stored on the LSD that
characterizes the data access operations.

15. The LLSD of claim 10, wherein the controller 1s further
configured to:

process the data stored on the LSD that characterizes the

data access operations; and

modily behavior of the LSD based thereon.

16. The LLSD of claim 10, wherein:

the operations by the HD relative to the memory array of

the LSD include host device file system (HDFS) opera-
tions.

17. The LSD of claim 10, wherein the controller 1s further
configured to:

reconfigure a memory management configuration of the

LSD, regarding wear-leveling operations on memory
cells 1n the mass storage memory array of the LSD,
based on the data stored in the usage area that charac-
terizes the data access operations.

18. The LLSD of claim 10, wherein the controller 1s further
configured to:
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reconfigure a memory management configuration of the
LSD, regarding pre-fetching operations in the mass
storage memory array of the LSD, based on the data
stored 1n the usage area that characterizes the data
access operations.

19. The LSD of claim 10, wherein the controller 1s further
configured to communicate, via a communication path out-
side of a host device file system of the HD, the data stored
in the usage area to a device external to the HD.

20. A local storage device (LSD) configured for use in a
computing system having a host device (HD) 1n communi-
cation with the local storage device (LSD), the LSD com-
prising:

a mass storage memory array having:

a first storage region for data received from the HD; and

a second storage region defimng an area for storing
LSD usage data generated by the LSD; and

a controller configured to manage data access by the HD

to the mass storage memory array through a provision

of data blocks to or from the mass storage memory

array, the controller comprising:

means for monitoring a pattern of commands recerved
at the LSD from the HD as a result of data access
operations by the HD;

means for determining a file type associated with the
data accessed;

means for determining, based on the monitored pattern
of commands and the file type, data that character-
1zes the data access operations;

means for storing, in the second storage region of the
LSD, the data that characterizes the data access
operations; and

means for reconfiguring a memory management con-
figuration of the LSD based on the data that charac-
terizes the data access operations.
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