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MAPPING SCHEME EMPLOYED IN AN
INFORMATION CENTRIC NETWORK TO
MANAGE DOMAIN-BASED SECURITY AND
MOBILITY

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application 1s a continuation of U.S. patent
application Ser. No. 14/490,868, filed Sep. 19, 2014 by
Guoqiang Wang et al., and entitled “Control Plane to Man-
age Domain-Based Security and Mobility 1n an Information
Centric Network,” now U.S. Pat. No. 9,253,215, which 1s a
divisional of U.S. patent application Ser. No. 13/352,835,
filed Jan. 18, 2012 by Guoqiang Wang et al., and entitled
“Method and Apparatus for a Control Plane to Manage
Domain-Based Security and Mobility in an Information
Centric Network,” now U.S. Pat. No. 8,881,236, which
claims priority to U.S. Provisional Patent Application No.
61/439,769 filed Feb. 4, 2011 by Guo-Qiang Wang et al. and
entitled “Method and Apparatus for a Control Plane to
Manage Domain-Based Security, Mobility and Social
Groups 1 a Content Oriented Network,” all of which are
incorporated herein by reference as 1t reproduced 1n their
entirety.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

Not applicable.

REFERENCE TO A MICROFICHE APPENDIX

Not applicable.

BACKGROUND

An Information Centric Network (ICN) 1s a type of
network architecture 1n which the focus 1s on locating and
providing information to users rather than on connecting end
hosts that exchange data. One type of ICN 1s a Content
Oriented Network (CON). In a CON, also referred to as a
Content Centric Network (CCN), a content router 1s respon-
sible for routing user requests and content to proper recipi-
ents. In the CON, a domain-wide unique name 1s assigned to
cach entity that 1s part of a content delivery framework. The
entities may comprise data content, such as video clips or
web pages, and/or infrastructure elements, such as routers,
switches, or servers. The content router uses name prefixes,
which can be full content names or proper prefixes of
content names 1nstead of network addresses, to route content
packets within the content network.

SUMMARY

In one embodiment, the disclosure includes a networking,
system comprising a virtual group controller 1n an informa-
tion centric network configured to enable mobility and
security for a plurality of users groups of the imnformation
centric network, a plurality of user groups coupled to the
virtual group controller and associated with the users, a
plurality of agents that are each associated with one of the
user groups, and a database for trusted service profile
coupled to the virtual group controller, wherein the virtual
group controller 1s configured to interact with the agents to
ecnable mobility for the user groups using a server-less
domain-based naming scheme.
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These and other features will be more clearly understood
from the following detailed description taken 1n conjunction
with the accompanying drawings and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of this disclosure,
reference 1s now made to the following brief description,
taken 1n connection with the accompanying drawings and
detailed description, wherein like reference numerals repre-
sent like parts.

FIG. 1 1s a schematic diagram of one embodiment of a
CON including a domain-based secured mobile virtual
group (SMVG) control system.

FIG. 2 1s a schematic diagram of an embodiment of a
name mapping scheme.

FIG. 3 1s a schematic diagram of an embodiment of an
inter-gateway mobility operation.

FIG. 4 1s a schematic diagram of an embodiment of a
name to security key mapping scheme.

FIG. 5 1s a schematic diagram of an embodiment of a push
model for mobile social grouping.

FIG. 6 1s a schematic diagram of an embodiment of a
multi-domain controller and agent interaction.

FIG. 7 1s a schematic diagram of an embodiment of a
multi-domain service assurance framework.

FIG. 8 1s a flow chart of another embodiment of a device
registration method.

FIG. 9 1s a flow chart of another embodiment of an
inter-domain interest forwarding method.

FIG. 10 1s a schematic diagram of an embodiment of a
network unit.

FIG. 11 1s a schematic diagram of an embodiment of a
general-purpose computer system.

DETAILED DESCRIPTION

It should be understood at the outset that although an
illustrative implementation of one or more embodiments are
provided below, the disclosed systems and/or methods may
be 1implemented using any number of techniques, whether
currently known or 1n existence. The disclosure should 1 no
way be limited to the 1llustrative implementations, drawings,
and techniques 1illustrated below, including the exemplary
designs and implementations 1llustrated and described
herein, but may be modified within the scope of the
appended claims along with their full scope of equivalents.

In a CON, content delivery or dissemination including
publishing, requesting, and managing (modification, dele-
tion), and other functions may be based on content name and
not location. The CON may also provide a caching feature
for real time data, e.g., as data 1s fetched by users, and/
persistent data by users or third party content providers 140,
such as enterprises or social networks. One of the aspects of
the CON that 1s different from traditional Internet Protocol
(IP) networking 1s that content reachability may be deter-
mined by the content name, e.g., instead of the address of the
device that hosts the content. Unlike the case of a traditional
IP network that may be address-based, 1n a CON system, the
service-enabled functional building blocks may be imple-
mented over a name-based foundation. These functional
building blocks or network service control functions (enti-
ties) may include functions for security, mobility, social
grouping, multicasting, real time processing, and other func-
tions. In IP networks, the content may be stored and fetched
at a hosting system (e.g., Google server), while 1n the CON,
the content may be replicated and retrieved at many content
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routers. Replicating content at multiple content routers may
cause fundamental 1mpacts when network service control
functions shift from a centralized portal to distributed and
local portals.

Disclosed herein 1s a system and methods for implement-
ing a SMVG control system. The SMVG system may
support multiple service-supporting wares, including secu-
rity, mobility, and social grouping, to manage trusted service
profiles for CON users and user groups. Since the domain-
based CON may be configured or built 1n a distributed
manner, the SMVG implementation may be name-based and
server-less 1 nature. A domain-based naming structure may
be used 1n the SMVG system to identily each named object.
The domain-based naming structure may serve as a control
plane platform that allows the CON to pick and mix the
named objects for users/user-groups to provide trusted ser-
vice flows with privacy, security, mobility and social net-
working capability. A SMVG controller may serve as a
control plane entity that uses and manages the trusted
service profiles in a dynamic and distributed manner. The
controller may implement intra-domain and inter-domain
operations, as described further below.

FIG. 1 illustrates an embodiment of a CON 100 that may
implement a SMVG control system where content may be
routed based on name prefixes and delivered to users or
customers based on request. CON 100 1s an example of an
ICN. However, the methods, systems, and apparatuses dis-
closed herein may be implemented with other types of ICNSs
other than a CON. The CON 100 may comprise a plurality
of user groups 120, which may be SMVGs or secured virtual
groups (SVGs). The SMVG control system may comprise a
SMVG controller 110 coupled to a trusted service profile
(TSP) database 112, e.g., 1n a home domain, and to the user
groups 120. The user groups 120 may be located 1n the CON
100, e.g., 1n the home domain or 1n a plurality of domains,
or may be located 1n a plurality of visiting access domains
in one or a plurality of wvisiting access networks. For
instance, the domains may comprise IP domains, a Multi-
protocol Label Switching (MPLS) domains, FEthernet
domains, or combinations thereof. Each user group 120 may
be associated with a SMVG agent 122 coupled to the SMVG
controller 110, and a local access profile database 124 and a
CON proxy nodes 126 coupled to the SMVG agent 122. The
CON proxy 126 may also be coupled to one more access
devices or access points (APs) 128 configured to commu-
nicate with a plurality of user devices 130 at each user group
120. In an embodiment, the APs 128 may comprise base
stations configured to communicate wirelessly (via wireless
links) with the user devices 130, such as mobile smartphones
or other mobile devices. The components of the CON 100
may be arranged as shown in FIG. 1. The SMVG controller
110 and SMVG agent 122 may be functions implemented
using hardware, software, or both. The CON proxy 126 may
correspond to an edge content router in the CON 100.

The CON 100 may comprise a plurality of content routers
114, including the CON proxy nodes 126 at the user groups
120. The CON 100 may also comprise a plurality of internal
nodes, such as routers, bridges, and/or switches (not shown).
The content routers 114 and internal nodes may be coupled
to each other via network links, e.g., fixed connections.
Some of the content routers 114, e.g., the CON proxy nodes
126, may also be coupled to a plurality of customer nodes,
including the user devices 130, and/or customer sites
directly or via the APs 128 and optionally a plurality of
access networks (not shown). The content routers 114 and
internal nodes may be any nodes, devices, or components
that support transportation of trathc in the CON 100 and
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between the CON 100 and external components, such as the
user devices 130. The content routers 114 may be edge
nodes, such as the CON proxy nodes 126, that forward
content trathc from the internal nodes and/or other content
routers 114 to the customer nodes, including the user devices
130, and/or the customer sites, e.g., based on a customer
request or demand. The content routers may also receive
content requests from the customer nodes. For example, the
content routers 114 may be routers or bridges, such as
backbone edge bridges (BEBs), provider edge bridges
(PEBs), or label edge routers (LERs) that forward content
based on content name prefixes. The content routers 114 and
internal nodes may comprise or may be coupled to a
plurality of content servers that store or cache content, which
may be provided to customers or subscribers, e.g., upon
demand. Additionally, the content routers 114 may comprise
content stores that may be configured to cache at least some
of the content forwarded i1n the CON 100.

The customer nodes may be nodes, devices, or compo-
nents configured to deliver content to a user or customer and
receive content requests from the user or customer. For
instance, the customer nodes including the user devices 130
may be fixed or mobile user-oriented devices, such as
desktop computers, notebook computers, personal digital
assistants (PDAs), or cellular telephones. Alternatively, the
customer nodes may be connectivity devices at customer
premises, such as modems or set-top boxes. The customer
nodes may also comprise customer equipment (not shown)
that may be configured to receive content from the content
routers, via the access networks, and distribute the content to
a plurality of customers. For instance, the customer nodes
may comprise an application server and associated Virtual
Machines; data center storage devices; optical network
terminals (ONUs) and/or very high bit rate Digital Sub-
scriber Line (VDSL) transceiver units at residential loca-
tions (VIU-Rs). The access networks may be any networks
that provide access to the content in the CON 100, such as
Virtual Private Networks (VPNs). The customer sites may
be any sites or oflice environments configured to receive
content from the content routers and may send the content to
corresponding customer nodes, via the access networks. The
customer sites may also receive content requests from the
customer nodes and send the content requests to the content
routers.

The SMVG control system may be a domain-based con-
trol plane platform that 1s configured to allow the CON 100
to select and combine the named objects for specific users/
user-groups to provide trusted service flows with privacy,
security, mobility and social networking capability. Specifi-
cally, the SMVG controller 110 may be a control plane entity
located at a home domain and configured to use and manage
trusted service profiles 1n a dynamic and distributed manner
in the CON 100, as described further below. The SMVG
controller 110 may be located at or correspond to a node or
a network component, such as a router (e.g., a content router
114), an internal node, or a server.

In terms of a relationship between a service subscriber
and supplier, trust may include service security, service
quality, and service accountability associated, e.g., based on
a set of rules to be enforced as expected. In the CON 100,
the service subscriber and supplier may correspond to a
content subscriber and publisher, respectively, such as users
of the user devices 130. The SMVG controller 110 may be
configured to create, maintain, validate, enforce, and trace/
measure the trust service relationship among users/user-
groups, applications, mobility, security, and user/network
devices, for instance, within a determined time (e.g., time of
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day (TOD), Duration, or time to live (I'TL)). This trust
relationship may be described and enforced by a Profile.

The SMVG control system may support multiple users/
user-groups, for instance i a mobile environment of the
CON 100. In a single domain case, the SMVG controller 110
may reside 1n a home domain and collaborate with multiple
user groups 120. Alternatively, the user groups 120 may be
distributed at one or more visiting access domains within the
CON 100 or at a plurality of external access networks
coupled to the CON 100. The SMVG agent 122 may be
located at or correspond to a node or a network component,
such as a router (e.g., a content router 114), an 1internal node,
or a server. The SMVG controller 110 may collaborate with
the SMVG agent 122 within the context of a virtual group
ensuring security and mobility functions.

The TSP database 112 may be configured to manage the
user groups 120. Each user group 120 may be 1dentified by
an 1dentifier (ID), which may be unique 11 global mobility 1s
desired, a list of members, and metadata related to security
functions (e.g., key distribution, integrity, confidentiality)
and social interaction. Additionally, the TSP database 112
may link up with external third party entities, such as social
networks or VPNs, to allow application/context user group
interaction, which may be enabled over a service provider
(SP) network for customized treatment with respect to
network resources. The information 1n the TSP database 112
may comprise a plurality of associations or entries (e.g., 1n
a TSP table) that associate user 1Ds, device 1Ds, group IDs,
network anchor points, security privileges, or combinations
thereol.

A domain, e.g., the home domain in the CON 100, may be
a set of objects which are constructed and constrained by
some relationships, such as administrative relations, owner-
ship relations, social relations, geographical relations, topo-
logical relations, other defined relations, or combinations
thereol. Each domain may have a name that represents the
“realm”™ of the objects 1n the scope of the domain. Fach
object 1n a domain may also have a name that may use the
domain’s name as a prefix. A domain may be bult recur-
sively (1.e., a domain may contain sub-domains), and thus
cach object 1n the domain may be assigned a hierarchical
name. For example, the name www.hollywood.com/movie/
new_release/The Company_Men may be used, where the
movie “The Company_Men™ 1s owned by Hollywood, and
“Hollywood” 1s the home domain of the named movie.

The SMVG agents 122 may collaborate with CON proxy
nodes 126, e.g., which may be located at visiting access
networks, to manage mobility, security key distribution, and
social ownership. The operations may be based on the name
of objects mvolved in content dissemination. The named
objects may include users, user devices, access points, social
groups, SMVG controller and agent, other objects, or com-
binations thereof. In this context, the user devices’ names
may not be necessarily “globally reachable”, 1.e., may be the
local names. However, the home domain SMVG controller’s
name and the visiting AP’s name (for example, 4” genera-
tion (4G) wireless base stations (BS) or Gateways) may be
“olobally reachable”. The globally reachable name may also
be referred to as a “well-known™ name, from content routing,
perspective. The local access profile database 124 may be
configured to store registration information of the user
devices 130.

The SMVG control system may also provide service
assurance within a domain. The interaction between a third
party whose groups are being handled and the CON SP may
be within the boundaries of not violating user rights and
privileges. In one scenario, the SP may interact with the third
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parties to map the SP’s subscribers to known social net-
works, and hence use the subscribers’ behavioral statistics,
which may be obtained from the social networks, to promote
the SP’s services, such as an advertising service. In another
scenar1o, the SP may map the subscribers or users to one or
more virtual private group (VPG) instances on the network’s
content routers, e.g., to provide guaranteed performance
with respect to content dissemination over the SP’s domain.

In an embodiment, the CON 100 may also comprise a
plurality of content routers 114 that may be positioned
between the SMVG controller 110 and the SMVG agents
122. Each of such content routers 114 may be configured to
forward or enable communications between the SMVG
controller 110 and the corresponding SMVG agent 122 1n a
corresponding user group 120. Each content router 114 and
a corresponding CON proxy node 126 may be associated
with a corresponding VPG 1nstance. Accordingly, the user
devices 130 1n communications with the CON proxy node
126 may be mapped to the same VPG 1instance by the SP.

In the CON 100, the SMVG controller 110 and the SMVG
agents 122 may communicate with the CON proxy nodes
126 to support security, mobility, and social networking,
under a plurality of scenarios. The scenarios below describe
how service profiles may be created, maintained, and used
for these supported services. In this context, the SMVG
controller 110 and the SMVG agents 122 may be control
plane entities, and the CON proxy nodes 126 may be content
data transport plane entities. This SMVP control system may
provide an integrated and collaborated service control plane
that 1s based on a server-less architecture and 1s separated
from the content data transport plane.

The SMVG control system 1n the CON 100 may imple-
ment a domain-based naming scheme, where each estab-
lished domain may represent a set of objects. The set of
objects may be constrained by some relationships, as
described above. Each established domain may represent a
realm which has a domain name. Within this realm, all
objects may be named starting from the domain name, which
may be used as the prefix of the names of the objects. The
domain name may be known, 1.e., may be globally routable
in the CON 100. In the CON infrastructure, every element
or object may be a named object and every object may
belong to a domain. Specifically, each mobile device 130,
user, user group 120, AP 128, SMVG controller 110, and
SMVG agent 122 may be named with a selected domain
name as a prefix and may each belong to a selected domain.
A plurality or all domain names may be globally routable in
the CON 100. Each AP 128 may be also assumed globally
routable. For example, a long term evolution (LTE) base
station at Santa Clara, Calif., which may be owned and
operated by AT&T®, may be named as top/att.us/CA/
SantaClara/BS-1, where “top” represents a virtual name,
which may represent an abstract organization or a technol-
ogy such as “www’” name.

The SMVG control system may also implement a regis-
tration and ID management procedure, for instance after a
user device 130 attaches to an AP 128 of the CON 100.
While the AP 128 conducts device/user authentication, the
AP 128 may learn (or derive) the home domain from the
prefix of the mobile device name. This may be applicable to
the case where the mobile device 130 belongs to the AP’s
128 domain and also to the case where the mobile device
130 and the AP 128 belong to different domains. In the latter
case, the mobile device operator (e.g., telco) may have to
verily 1I the operator’s service license agreement (SLA)
policies allow accepting or authorizing the mobile device
130 at a visiting access domain.
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After finishing the registration of the mobile device 130 1n
a local access profile 124, the local SMVG agent 122 may
send profile registration messages to the home SMVG
controller 110. The destination name for the registration
message may be determined by a domain name abstracted
from the user device 130 name (or 1n conjunction with user
name). The registration message may comprise the mobile
device name (e.g., user-domain/user-name/My.IPhone) and
the AP’s name (e.g., top/att.us/CA/SantaClara/BS-1). These
two names may be stored in the TSP database 112 at the
home domain, and may be used to establish a binding
relation between user device 130 and the AP 128. This
binding relation may be updated 1n a dynamic manner, e.g.,
when the mobile device changes 1its attachment (e.g., roam-
ing, handover, nomadic move, off-hook, etc.)

The registration may be achieved multiple times, for
istance, 1f a user owns multiple devices, which may include
mobile and/or fixed devices, and/or due to policy updates
between the AP 128 and the mobile device 130. The user
may also switch between the devices in real time. The
registration may create corresponding entries in the TSP
database 112 or table at the home domain. The TSP database
112 or table may have additional fields for service-enabling
and management purposes. For example, the TSP table may
comprise a caller name field to indicate what kind of calls
should go to which devices (e.g., personal mobility). The
TSP table may also comprise a social group ID that indicates
the user’s group. The TSP table may also comprise a key
locator that indicates what cryptographic maternials have
been assigned to the mobile device 130. The TSP table may
also include various policies for ID management, access
control, service security, quality of service (QoS), and/or
location management (mgmt). The TSP database 112 or file
may contain both statically registered fields (e.g., when user
account was created at the home domain or a third party
domain, such as a social group and a personal profile) and
dynamically registered fields (e.g., when the mobile device
130 attaches to a visiting access network).

The SMVG control system may also support user mobil-
ity in the CON 100. In an embodiment, the SMVG control
system may implement three types ol mobility control:
handover, nomadic, and global roaming. Typically, handover
between two base stations or APs 128 (e.g., under the control
of the same gateway, such as a Worldwide Interoperability
for Microwave Access (W1IMAX) or LTE gateway) may be
handled by layer two (LL2) wireless access. The CON 100 at
the named object level may require support for nomadic
movement ol mobile device 130 and global roaming. Using,
the domain-based naming scheme described above, every
object name may have a domain name prefix, and the
domain name may be globally reachable in the CON 100.
Thus, deriving the home domain name from a user device
130 name may not be difficult. The SMVG controller 110
and SMVG agent 122 1n the CON 100 may also support
name-based mobility.

When a mobile device 130 attaches to a visiting access
network, the local SMVG agent 122 may be triggered to
send a registration message to the home domaimn SMVG
controller 110. The mobile devices” home domain name may
be derived from the mobile device name (or may be acquired
from the data pre-configured on the user device 130). The
registration message may comprise both names from the
user device 130 and the AP 128. The SMVG controller 110
may record the binding data between the user device 130 and
the AP 128 1n a TSP profile. When a corresponding peer
wants to send requests or interests to the mobile device 130
(e.g., 1ssuing a phone call), the local SMVG agent 122
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coupled to that AP 128 may first derive the home domain
name from the called party’s name, and send messages to the
home SMVG controller 110 to resolve the current location
of the called party. Next, the CON proxy 126 at the caller site
may send interests to the far-end called party’s site by
concatenating the location-name (e.g., the caller party’s AP
name) as a prefix combined with the called party’s name.
Since the names from both APs 128 at the two parties may
be globally routable, the communications between the caller
and the called party may be efliciently established via the
globally routable resolved name. In this case, the names of
the caller and the called party may not be globally routable.
In some cases, 1t may be diflicult to populate caller/called
party reachability to global network (even i1f the names are
globally routable) due to the caller/called party dynamic
mobility and routing protocol updating scalability.

FIG. 2 illustrates an embodiment of a name mapping
scheme 200 that may be used in a CON, e.g., similar to the
CON 100, for mnstance as part of the SMVG control system
described above. The name mapping scheme 200 may be
used to map between home names 210 (in a home name
hierarchy) and foreign names 220 (in a foreign name hier-
archy). The home names 210 may be assigned from a home
domain in the CON, and the foreign names 220 may be
assigned from a visiting access domain. The home names
210 and the foreign names 220 may be globally routable 1n
the CON but in different domains. For instance, the home
names 210 may be used or routed in the home domain and
may be mapped to the foreign names 220 1n the correspond-
ing visiting access domain. The foreign names 220 may be
used and routed in the corresponding visiting access
domains.

For instance, the home names 210 may be used for two
user devices (mobile devices) registered for a user: top/
Huawei/ Abel/ Abel. IPhone and top/Huawei/Abel/Abel.1Pad.
A user device may also have multiple foreign names (e.g.,
per Radio Access Network (RAN)). The foreign names 220
may be used for the two user devices 1n two corresponding
visiting access domains or networks that may have diflerent
access technologies. A user device may obtain a foreign
name when wvisiting an access domain or network. For
instance, the foreign names 220 may be used for two

different RANSs: top/ATT.US/LTE/SF-GW/Huaweil/Abel/
Abel.IPhone for LTE access, and top/ATT.US/WiF1/LA-
GW/Huawei/Abel/ Abel.1Pad.

The user device may register its foreign name at the home
domain. The home name may be mapped to the foreign
name at the home domain, e.g., when receiving or sending
requests (1nterests) or replies comprising object names. The
home SMVG controller may manage the mapping between
the home domain and the foreign domain. The mapping
scheme 200 may be used with an ID based Public Key
Infrastructure (PKI) and implement per-domain policy con-
trol when mapping between the home name and the foreign
name.

FIG. 3 illustrates an embodiment of an inter-gateway
mobility operation 300 that may be used m a CON, e.g.,
similar to the CON 100, for instance as part of the SMVG
control system described above. The inter-gateway mobaility
operation 300 may be implemented to handle proper for-
warding of data to a mobile device when the mobile device
moves between different APs at the CON, e.g., to maintain
service continuation. The CON may comprise or may be
coupled to a serving AP 310 coupled to a first CON proxy
or serving proxy 312, a target AP 320 coupled to a second
CON proxy or target proxy 322, and a correspondent peer
access point (AP) 330 coupled a third CON proxy or peer
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proxy 332. The serving AP 310 may be linked to a first
mobile device 314 that may move (during a handover) from
the serving AP 310 to the target AP 320. The correspondent
peer 330 may be linked to a second mobile device 316 that
may be 1 communications (e.g., establishes a call) with the
first mobile device 314. The serving proxy 312, the target
proxy 322, and the peer proxy 332 may be CON-enabled
gateways (or base stations) configured to couple or link user
or mobile devices with the APs in the CON and allow
communications between the CON and the devices.

The inter-gateway mobility operation 300 may corre-
spond to a make-belfore-break scenario for inter-gateway
mobility management. Before the first mobile device 314
moves from the serving proxy 312 at the serving AP 310 to
the target proxy 322 at the target AP 320, the first mobile
device 314 may start the attachment process with the target
proxy 322/target AP 320. The first mobile device 314 may
then inform the serving proxy 312 that the target proxy 322
1s the targeting proxy for the move (handover). The serving
proxy 312 may then notify the peer proxy 332 in the
correspondent peer 330 of the name of the target proxy 322.
Thus, the peer proxy 332 may use the name of target proxy
322 as prefix and concatenate this prefix with the name of
the first mobile device 314 for data anchoring.

The serving proxy 312 may also use the name of the target
proxy 322 to replace the name prefix in the received data.
The received data, e.g., from the second mobile device 316,
may target the first mobile device 314 using an old prefix
(c.g., the name of the serving proxy 312). The name of the
target proxy 322 may be used as a new prefix. The data may
be sent from the peer proxy 332 to the serving proxy 312 via
a lirst path (labeled *“‘path before handover”). As such, the
serving proxy 312 may route the recerved data to the target
proxy 322. During the handover, the peer proxy 332 may
bi-cast the data to both the serving proxy 312 and the target
proxy 322. I the peer proxy 332 only anchors unicast traflic
to the serving proxy 312, after the handover, the peer proxy
332 may switch the data to the target AP 320 using the new
prefix, and the serving proxy 312 may shuflle or move the
remaining data (received at the serving proxy 312) to the
target AP 320 via a transient path. When all the data 1s
switched or shutliled after the handover, the peer proxy 332
may send the data to the target proxy 322 via a second path
(labeled “path after handover”).

In an embodiment, when a mobile device or other object
shifts 1ts location within the same wireless access domain, an
intra-domain handover may be handled by the wireless
access network. When the gateway i1s Content-Oriented
Network Architecture (CONA)-enabled, a CONA proxy
may perform data anchoring functions for all or multiple
base stations or APs within that domain. In both intra-
gateway and inter-gateway handover scenarios, the CONA
proxy may be able to perform data anchoring functions by
using the entity’s name. When the handover 1s successiully
done, the local SMVG agent at a target AP may register to
the home domain SMVG controller the new binding infor-
mation, as described above.

The SMVG control system may also support user security
in the CON (e.g., the CON 100) by enabling multiple
security services for mobile devices with CON-enabled
SMVG controller and proxy nodes. For data authenticity and
integrity, each data in the CON may be signed by a private
key from the publisher, e.g., with user, device, or application
specific keys, and may be verified by the receiver by using
the publisher’s public key. Distributing these keys may lead
to complexity of implementation. To simplify implementa-
tion, the SMVG control system may enable flexible data
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authenticity verification by leveraging domain-based named
data. Specifically, as the AP may handle data publishing and
subscribing operations for mobile devices, e.g., as an
authenticator. The AP may offer certificate verification and
data signature verfication functions on behall of the
devices.

For example, based on a trust relationship established
between the home SMVG controller at a home domain and
the SMVG agent at a visiting AP 1n a visiting access domain,
the SMVG agent may verily all certificates from mobile
publishers belonging to that home domain. In this case,
when a correspondent peer AP inquires the location of a
mobile device, the home SMVG controller may send the
mobile device certificates to the SMVG agent coupled to the
correspondent peer. The SMVG agent may operate as a
delegate of the correspondent peer to vernly the certificates
and then forwards the public key of the mobile publisher to
the correspondent peer. This may save the cost of retrieving
and verifying public key certificates of content publishers
from the CON. Further, for publishing data, the AP may
generate digital signatures on behalf of the mobile devices to
insure data transport integrity. For example, when delivering
the mobile publisher certificates from the home SMVG
controller to the visiting SMVG agent, the named object
may be insured by using credentials established between the
SMVG controller and the SMVG agent. The secured name
may also be applicable to inter-AP communications, e.g.,
based on a pre-established trust relationship between two
APs (for both intra-domain and inter-domain). This may be
useiul since signing large data 1s typically an expensive
operation for power constrained devices.

For privacy and confidentiality, the home SMV G control-
ler may be leveraged as a key server and distributor. Spe-
cifically, when a mobile device 1s registered with 1ts social
group 1D at a CON proxy via an AP, a new session key may
be generated by the SMVG controller based on the domain
name or group ID. To allow secured group communications
between mobile devices, the key may be shared between all
the devices within the same group, such that each device
may use the group key to build logical secure communica-
tion channels to other peers (devices) 1n the group. The data
published by a device may only be reachable to the devices
in the same group. As such, the SMVG controller may
become the key issuer, distributor, and group membership
manager, based on device registration process and social
value or context.

Further, the device’s home SMVG controller may be the
proxy for secured communications between other peers
(devices) spanning multiple domains. This may enable a
delegate model for trust relationship management for inter-
domain communications. When devices in different domains
are set up to form a secured group, the devices’ correspond-
ing home SMVG controllers may negotiate a unique session
key for all the peers and distribute the key to the individual
devices, e.g., with the public/private key pairs of devices
registered on their home SMVG controllers. This may save
computation and thus power for each mobile device for key
agreement.

FIG. 4 illustrates an embodiment of a name to security
key mapping scheme 400 that may be used 1n a CON, e.g.,
similar to the CON 100, for mnstance as part of the SMVG
control system described above. The name to security key
mapping scheme 400 may be used to map between home
names 410 (1n a home name hierarchy) and corresponding
keys 420 (1n a key hierarchy). The home names 410 may be
assigned from a home domain 1n the CON, and the keys 420
may be generated by the home SMVG controller using the
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home names 410. The home names 410 may be mapped to
the corresponding keys 420 that may then be distributed to
the corresponding devices, e.g., via the APs at the visiting
access domains.

In the name to security key mapping scheme 400, the
home names 410 may be used as device IDs to generate the
corresponding keys 420. The device IDs or names 410 may
be used to obtain public keys, e.g., using identity-based
cryptography (IBC). The keys 420 may be used to secure the
publication/registration of data/content between the devices.
A hierarchical IBC (HIBC) may be used to derive the keys
420 based on the names 410, where the upper domain may
be an intermediate key issuer (or authority). The mapped
keys 420 may be a combination of a domain key user
(authonty), a user key issuer (authority), and a generated
device key. The domain key user and the user key 1ssuer may
be obtained from the names 410. For instance, the home
names 410 may be used for two user devices (mobile
devices) registered for a user: top/Huawei/Abel/Abel.l-
Phone and top/Huawei/Abel/Abel.iPad. As such, two keys
420 may be used for the two user devices: Huawel/Abel/
key1-for-IPhone and Huawe1l/Abel/key1-for-1Pad.

The SMVG control system may also support social work-
ing groups that use the CON, e.g., the CON 100. The SMVP
control system may be configured to support social grouping
functions for fix-line/mobile users. A user may register his
social group information (or social group locator) in the TSP
profile. For example, the TSP profile may comprise entries
to store user social group 1D, VPN ID, social activity status,
presences, and/or other related group mformation. The TSP
may also store what “social event type” the user 1s interested
1.

FIG. 5 illustrates an embodiment of a push model for
mobile social grouping 500 that may be implemented in a
CON, e.g., similar to the CON 100. The push model for
mobile social grouping 500 may be controlled by the SMVP
control system in the CON to push events to a plurality of
members 1n a social group. In this scenario, when an event
publisher, such as a mobile device 514, puts an event 1nto the
CON (via a proxy 512), a local SMVG agent 513 (1n a
visiting access domain 510) may send a “push” interest to a
home domain SMVG controller 511 (in a home domain
502). The SMVG controller 511 may be part of a VPN
domain manager at the home domain 502. By matching the
social group name (and/or the interested event type), the
SMVG controller 511 may relay “push” interests to a
plurality of registered mobile devices 514, e.g., at one or
more visiting access domains 510. The SMVG controller
511 may communicate with the SMVG agents 513 at the
visiting access domains 510 to relay the push interests. The
push 1nterests may be similar to “paging” messages, which
may be received by the corresponding APs 1n the domains.
In turn, the mobile devices 514 at the domains may be
paged. The paged mobile devices 514 may then send inter-
ests to the publisher (a mobile device 514) to retrieve the
event.

In this scenario, the SMVG controller 511 and the SMVG
agents 513 may transmit control messages but not event
data. The event data may be actually transmitted between the
CON proxy nodes 3512 at the different visiting access
domains 510 (e.g., at data plane). While the event data 1s
replicated at some content routers, the event data may be
shared by the social members 1 a group 1f their interests
travel the same path. Another advantage of this approach 1s
energy saving. For all mobile members or devices 514 1n the
same social group, the members may not have to be “always
on” and may periodically “pull” the event (or social status
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updates) to the other members. The members may be paged
if some events occur. The group “paging” may benefit the
mobile devices 514 due to its reduced or limited power
requirement. The “paging” at content name level may also
be collaborated with wireless .2 paging functions to achieve
further energy saving when the mobile device 514 1s 1n
sleeping status.

In a TSP table, a social group entry may serve as a locator
to a third party social domain, which may enable inter-
domain service profile exchange. For example, an AT&T®
domain may acquire “what user like/dislike” information

from a Facebook domain. When an AT&T® AP pushes

events to the mobile device, the AP may utilize users profile
information acquired from the third party to insert some
advertisement to the user’s mobile devices. For instance,
when a user 1s stepping into a Wal-Mart® store, a CON
proxy may push a Wal-Mart® coupon 1nto the user’s IPhone.
The CON proxy may also push a near-by Chinese restaurant
menu to the IPhone 1f the CON proxy knows that the user
likes Chinese food. This example shows how the SMVG

control system may integrate the location and social group
information to support new services.

The SMVG control system may also implement inter-
domain policy management 1n the CON. This inter-domain
policy management may be associated with inter-domain
policy profile exchange and enforcement when mobile users
move between domains. FIG. 6 illustrates an embodiment of
a multi-domain controller and agent interaction 600 in a
CON, e.g., stmilar to the CON 100, that may be part of the
SMVG control system. Specifically, multiple domains
coupled to the CON may collaborate to enable virtual
groups’ members that may be distributed globally to interact
with one another. Typically, social networking may be
considered as an over the top (O1T) phenomenon, 1.e.,
where the social interactions may be oblivious or 1nvisible to
the SP. Making the provider part of this interaction may
enable the provider to create new services that may be
customized for each virtual group needs, which may lead to
improved quality of experience (QoE) support 1n a global
context.

The domains may comprise a home domain 602 of the
CON and a plurality of visiting access domains 610, which
may be located at a plurality of foreign access networks
coupled to the CON. The virtual groups’ members may
comprise mobile objects or devices 614 coupled to the
foreign access networks and/or the CON. The home domain
602 may comprise a home SMVG controller 611 and a TSP
database 609. Each foreign access network or visiting access
domains 610 may comprise a visiting SMVG controller 615,
a local SMVG agent 613, a local access profile database 616
and a local CON proxy 612. The CON proxy 612 may be
coupled to the mobile device 614 via an AP (not shown).

The CON may also comprise one or more user groups (not
shown) coupled to the home domain 602 and each compris-
ing a SMVG agent, an access profile database, and a CON
proxy that may be coupled to a user mobile device. The
SMVG agents and the home SMVG controller 611 in the
home domain 602 may interact within the home domain
(1intra-domain interactions) as described above. The local
SMVG agents 613 may also interact similarly with the
visiting SMVG controllers 615 1n their corresponding vis-
iting access domains 610 as described above. Additionally,
the home SMVG controller 611 in the home domain 602
may interact with the visiting SMVG controllers 6135 1n their
corresponding visiting access domains 610 to allow inter-
domain interactions, such as to implement and/or support
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inter-domain policy management, inter-domain reachability,
mobile registration, and service assurance, as described
below.

The SMVG control system in the CON may support
inter-domain reachability. Specifically, to enable interaction
between the multiple domains, e.g., in a manner similar to
handling IP networks, the CON’s SP may examine or peer
at the border points (e.g. APs) 1n the diflerent domains. A
control plane interaction over inter-domain routing protocols
or a mutually agreed upon exchange point may be used at an
AP 1n one domain to exchange named prefixes (for content
objects, network elements, other entities) of other domains.
This may allow each domain to build the reachability
required to appropriately resolve IDs (e.g. names) of SMVG
controllers, and allow CON proxy nodes to appropriately
resolve border gateway points (e.g. APs).

The SMVG control system 1in the CON may also support
mobile registration. Each mobile user device may be 1ni-
tially registered to its home SMVG controller through its
home CON proxy and home SMVG agent. Once the mobile
device crosses into another domain, and the associated
visiting CON proxy in the new domain discovers this mobile
device, the CON proxy may first check with a local inter-
domain peering database to determine 11 the mobile device
may be admitted. The CON proxy may check this using a
user ID (name) that the mobile device uses to announce itself
once the mobile device 1s within the attachment range of the
CON proxy.

For example, a user from AT &T® network with ~/att in
its name may be verified 11 the user 1s allowed to roam 1n
Verizon’s® network by checking with the network’s local
peering database, which may indicate the policy and agree-
ment 1 place for users arriving from AT&T® network. If the
mobile device 1s allowed to roam 1n Verizon’s® network, the
visiting CON proxy may first update 1ts SMVG agent, which
may interact with the local home SMVG controller (in
Verizon’s® network) to register the roaming user. Next, the
visiting SMVG agent may trigger a control plane update to
the home SMVG agent of the roaming mobile device.
Hence, any mobile device may set up a session with the
roaming mobile device by first contacting the mobile
device’s own SMVG controller to determine 11 the roaming
mobile device 1s 1n 1ts current domain. If the request for
roaming device cannot be resolved, then the SMVG con-
troller may forward the request to the roaming mobile
device’s home SMVG controller, which may be able to
resolve the user to the current domain. In the case where a
mobile device 1s 1n a live session, and the mobile device
moves 1mto a visiting access domain (assuming the mobile
user 1s allowed to roam 1n the visiting access domain), the
make-belore-break scheme described above may be applied
to allow session continuity even after the inter-domain
handover. Such interaction may also be used even 1n sce-
narios where the corresponding device does not belong to
the home domain or the visiting access domain.

The SMVG system may also enable social group inter-
action across multiple domains, to enable group 1nteraction
among members distributed 1n multiple domains. In order to
enable interaction among users in different domains, the
TSPs 1 different domains may collaborate to instantiate
group proiiles supported within their own domains. Such
instantiation may typically require the operator’s interven-
tion to populate the appropriate policies that would enable
TSPs from different domains to interact with each other. The
control plane exchange of information may enable each TSP
to build group profile information. From a practical perspec-
tive, it may not be necessary for a TSP to support all the
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groups. The group profile information may also be modified
dynamically either through an operator’s mtervention or an
application/third party level trigger mechanism.

With the group profile information instantiated, the group
profile information may be applied against the mobile users
(mobile devices) either at their home domains or at a foreign
domain. For the roaming users, the group policy rules may
be applied as follows: whenever a mobile user device with
corresponding group athliations enters a visiting domain,
¢.g., during the process of registration with the visiting
SMVG controller, the user may submit the users group
credentials (in addition to its name ID). The SMVG con-
troller may compare the groups 1n the submitted user group
information with the groups that are supported 1n its own
domain. From the groups that are submitted, the SMVG
controller may honor a subset of groups. Once the set of
groups supported within the visiting domain are identified,
the visiting SMVG controller may notify the home SMVG
controller (of the roaming device) about the new visiting
CON proxy that the mobile device 1s attached to, and of the
group interaction the visiting SMVG controller may support.
This may allow the home SMVG controller to forward a
group’s members request to set up new sessions or enable
“push’ actions to be tlooded to members of the same group
even they are at different domain.

The SMVG control system may also provide service
assurance to honor any agreement in place to provide a
service guarantee, such as when users of a group roam
between domains. The SMVG control system may enable
the CON to deliver content with guarantees with respect to
QoS, rehability, availability, and security of the content
exchanged between the domains. The model of ensuring fine
granular QoS and eflicient content distribution may also be
extended across the peering points (e.g. APs).

FIG. 7 illustrates an embodiment of a multi-domain
service assurance framework 700 in a CON, e.g., similar to
the CON 100, which may use VPGs. The VPG 1nstances in
the CON may be instantiated across peering points. This
may allow any inter-domain content dissemination to occur
within the context of the group profiles defined 1n the content
routers. The CON may be coupled to a plurality of domains,
including a first domain 702 (Domain-1) and a second
domain 704 (Domain-2). The first domain 702 may com-
prise a home domain SMVG controller 710, a TSP database
712, and a plurality of user groups 720. Each user group 720
may comprise a SMVG agent 722, a CON proxy 726, a local
access prolile database 724, and a plurality of APs 728 that
may attach to mobile devices 730. At least one content router
714 1n the first domain 702 may be coupled to another
content router 714 1n the second domain 704.

The second domain 704 may comprise a foreign (or
visiting) domain SMVG controller 711, another correspond-
ing TSP database 712, and a plurality of corresponding user
groups 720. Each corresponding user group 720 may com-
prise a foreign (or visiting) SMVG agent 723, a CON proxy
726, a local access profile database 724, and a plurality of
APs 728 that may attach to mobile devices 730. The
components of the first domain and the second domain may
be configured substantially similar to the corresponding
components of the CON 100, and may be arranged as shown
in FIG. 7. The foreign SMVG agents 723 may also be
coupled to a peering database (DB) 713, which may be a
local inter-domain peering database used to determine if a
mobile device may be admitted into the second domain 704.
The peering DB 713 may comprise information about the
mobile device 730, e.g., stmilar to the information available
at the first domain 702. The home domain SMVG controller




US 10,271,253 B2

15

710, foreign domain SMVG controller 711, SMVG agents
722, foreign SMVG agents 723, and corresponding CON
proxy nodes 726 in both domains may communicate with
cach other to enable 1nter-domain interactions as described
above.

FIG. 8 1llustrates an embodiment of a device registration
method 800, which may be implemented by the SMVG
control system, e.g., in the CON 100. The method may begin
at block 810, where a mobile device may be registered 1n a
local access profile. The mobile device may attach via an AP
to a home domain of the CON or a visiting access domain
(e.g., 1n a visiting or foreign access network coupled to the
CON). The AP may authenticate the mobile device/device
user and derive the home domain from the prefix of the
mobile device’s name. The local SMVG agent may then
register the mobile device 1n a local access profile. At step
820, a profile registration message for the mobile device
may be sent to a home domain SMVG controller. The home
domain SMVG controller may be identified based on the
home domain derived for the mobile device. The home
domain SMVG controller may be located in the same
domain that the mobile device 1s attached to, e.g., 1n the case
of an intra-domain registration scenario, or in a separate
domain, e.g., 1 the case of an inter-domain registration
scenario.

At block 830, a TSP entry corresponding to the registra-
tion message may be created for the mobile device. The TSP
entry may comprise registration information for the mobile
device indicated 1n the registration message and/or obtained
from the forwarded name in the message. The TSP entry
may be entered 1 a TSP database or table at the home
domain that 1s coupled to the SMVG controller. The TSP
entry may comprise binding information between the mobile
device and the AP attached to the mobile device. The TSP
entry may comprise the name of the AP attached to the
mobile device that indicates the location of the mobile
device and that may be globally routable 1n the CON. The
method 800 may then end.

FIG. 9 illustrates an embodiment of an inter-domain
interest forwarding method 900, which may be implemented
by the SMVG control system, e.g., in the CON 100. The
method may begin at block 910, where an interest to a
mobile device may be received from a peer device. The
interest may be a voice call request sent to the mobile device
(called party) by the peer device (caller). A SMVG agent at
the local domain of the peer device may receive the interest.
At block 920, the domain of the mobile device may be
derived. The SMVG agent may derive the home domain
name of the mobile device from the name of the mobile
device in the recerved interest. At block 930, the interest may
be sent to the home domain SMVG controller of the mobile
device. The SMVG agent may send the interest to the
determined home domain SMVG controller of the mobile
device, which may be located 1n a separate domain than the
peer device. The interest may be sent first to a local home
domain SMVG controller corresponding to the local SMVG
agent and the peer device belore being forwarded to the
home domain SMVG controller of the mobile device. For
instance, when the peer device 1s in a separate network than
the mobile device, each network may have its own home
domain SMVG controller.

At block 940, the name for forwarding the interest prop-
erly to the mobile device may be mapped. The home domain
SMVG controller of the mobile device (or the local home
domain SMVG controller of the peer device) may map the
name 1n the interest before sending the interest to the mobile
device, e.g., using the TSP database. The name may be
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mapped to indicate the proper AP attached to the called
mobile device 1in the proper destination or target domain. At
block 950, the interest may be sent with the mapped name
to the mobile device. The interest may be forwarded by the
home domain SMVG controller, the SMVG agent, and then
the CON proxy of the domain where the mobile device 1s
attached based on the mapped name information. The
method 900 may then end.

FI1G. 10 illustrates an embodiment of a network unit 1000,
which may be any device that transports and processes data
through a network. For mstance, the network unit 1000 may
be located 1n the content router or any node 1 the CON 100,
or any node in the schemes described above. The content
router may also be configured to implement or support the
CON systems and methods described above. The network
umt 1000 may comprise one or more 1ngress ports or units
1010 coupled to a receiver (Rx) 1012 for receiving signals
and frames/data from other network components. The net-
work unit 1000 may comprise a content aware unit 1020 to
determine which network components to send content to.
The content aware umt 1020 may be implemented using
hardware, software, or both. The network umt 1000 may
also comprise one or more egress ports or units 1030
coupled to a transmitter (Tx) 1032 for transmitting signals
and frames/data to the other network components. The
recetver 1012, content aware unit 1020, and transmitter 1032
may also be configured to implement at least some of the
disclosed schemes and methods, which may be based on
hardware, software, or both. The components of the network
unmit 1000 may be arranged as shown 1n FIG. 10.

The content aware unit 1020 may also comprise a pro-
grammable content forwarding plane block 1028 and one or
more storage blocks 1022 that may be coupled to the
programmable content forwarding plane block 1028. The
programmable content forwarding plane block 1028 may be
configured to implement content forwarding and processing
functions, such as at an application layer or layer three (LL3),
where the content may be forwarded based on content name
or prefix and possibly other content related information that
maps the content to network tratlic. Such mapping informa-
tion may be maintained in a content table at the content
aware unit 1020 or the network unit 1000. The program-
mable content forwarding plane block 1028 may interpret
user requests for content and accordingly fetch content, e.g.,
based on meta data and/or content name, from the network
or other content routers and may store the content, e.g.,
temporarily, 1n the storage blocks 1022. The programmable
content forwarding plane block 1028 may then forward the
cached content to the user. The programmable content
forwarding plane block 1028 may be implemented using
soltware, hardware, or both and may operate above the IP
layer or L2. The storage blocks 1022 may comprise a cache
1024 for temporarily storing content, such as content that 1s
requested by a subscriber. Additionally, the storage blocks
1022 may comprise a long-term storage 1026 for storing
content relatively longer, such as content submitted by a
publisher. For instance, the cache 1024 and the long-term
storage 1026 may include Dynamic random-access memo-
rics (DRAMs), solid-state drives (SSDs), hard disks, or
combinations thereof.

The network components described above may be imple-
mented on any general-purpose network component, such as
a computer or network component with sutlicient processing
power, memory resources, and network throughput capabil-
ity to handle the necessary workload placed upon 1t. FIG. 11
illustrates a typical, general-purpose network component
1100 suitable for implementing one or more embodiments of
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the components disclosed herein. The network component
1100 1ncludes a processor 1102 (which may be referred to as
a central processor unit or CPU) that 1s 1n communication
with memory devices including secondary storage 1104,
read only memory (ROM) 1106, random access memory
(RAM) 1108, mput/output (I/O) devices 1110, and network
connectivity devices 1112. The processor 1102 may be
implemented as one or more CPU chips, or may be part of
one or more application specific mtegrated circuits (ASICs).

The secondary storage 1104 1s typically comprised of one
or more disk drives or tape drives and 1s used for non-
volatile storage of data and as an over-flow data storage
device i1 RAM 1108 1s not large enough to hold all working
data. Secondary storage 1104 may be used to store programs
that are loaded mmto RAM 1108 when such programs are
selected for execution. The ROM 1106 1s used to store
istructions and perhaps data that are read during program
execution. ROM 1106 is a non-volatile memory device that
typically has a small memory capacity relative to the larger
memory capacity of secondary storage 1104. The RAM 1108
1s used to store volatile data and perhaps to store instruc-
tions. Access to both ROM 1106 and RAM 1108 1s typically
faster than to secondary storage 1104.

At least one embodiment 1s disclosed and variations,
combinations, and/or modifications of the embodiment(s)
and/or features of the embodiment(s) made by a person
having ordinary skill in the art are within the scope of the
disclosure. Alternative embodiments that result from com-
bining, integrating, and/or omitting features of the embodi-
ment(s) are also within the scope of the disclosure. Where
numerical ranges or limitations are expressly stated, such
express ranges or limitations should be understood to
include iterative ranges or limitations of like magnitude
talling within the expressly stated ranges or limitations (e.g.,
from about 1 to about 9 includes, 2, 3, 4, etc.; greater than
0.10 includes 0.11, 0.12, 0.13, etc.). For example, whenever
a numerical range with a lower limit, R, and an upper limiut,
R ., 1s disclosed, any number falling within the range 1is
specifically disclosed. In particular, the following numbers
within the range are specifically disclosed: R=R,+k*(R -
R,), wherein k 1s a variable ranging from 1 percent to 90
percent with a 1 percent increment, 1.¢., k 1s 1 percent, 2
percent, 3 percent, 4 percent, 7 percent, . . ., 70 percent, 71
percent, 72 percent, . . ., 97 percent, 96 percent, 97 percent,
98 percent, 99 percent, or 90 percent. Moreover, any numeri-
cal range defined by two R numbers as defined in the above
1s also specifically disclosed. Use of the term “optionally™
with respect to any element of a claim means that the
clement 1s required, or alternatively, the element 1s not
required, both alternatives being within the scope of the
claim. Use of broader terms such as comprises, includes, and
having should be understood to provide support for narrower
terms such as consisting of, consisting essentially of, and
comprised substantially of. Accordingly, the scope of pro-
tection 1s not limited by the description set out above but 1s
defined by the claims that follow, that scope including all
equivalents of the subject matter of the claims. Each and
every claim 1s incorporated as further disclosure into the
specification and the claims are embodiment(s) of the pres-
ent disclosure. The discussion of a reference in the disclo-
sure 1s not an admission that it 1s prior art, especially any
reference that has a publication date after the priornity date of
this application. The disclosure of all patents, patent appli-
cations, and publications cited in the disclosure are hereby
incorporated by reference, to the extent that they provide
exemplary, procedural, or other details supplementary to the
disclosure.
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While several embodiments have been provided in the
present disclosure, 1t should be understood that the disclosed
systems and methods might be embodied 1n many other
specific forms without departing from the spirit or scope of
the present disclosure. The present examples are to be
considered as 1llustrative and not restrictive, and the inten-
tion 1s not to be limited to the details given herein. For
example, the various elements or components may be com-
bined or integrated 1n another system or certain features may
be omitted, or not implemented.

In addition, techniques, systems, subsystems, and meth-
ods described and illustrated 1n the various embodiments as
discrete or separate may be combined or integrated with
other systems, modules, techniques, or methods without
departing from the scope of the present disclosure. Other
items shown or discussed as coupled or directly coupled or
communicating with each other may be indirectly coupled or
communicating through some interface, device, or interme-
diate component whether electrically, mechanically, or oth-
erwise. Other examples of changes, substitutions, and altera-
tions are ascertainable by one skilled in the art and could be
made without departing from the spirit and scope disclosed
herein.

What 1s claimed 1s:

1. A network component configured to operate 1 an
information centric network (ICN), the network component
comprising:

a receiver configured to receive a request comprising a
domain name of a domain, wherein the request 1s
associated with a user device 1 a user group; and

a processor coupled to the receiver and configured to:
map a home name of the user device 1 the domain to

a foreign name of the user device 1n a foreign domain
by employing trusted service profile information
obtained from a trusted service profile database, the
home name formatted according to a home domain
hierarchy and including a home domain name, a
name of a user of the user device, and a user device
name, the foreign name routable in the foreign
domain and including a foreign domain name, a
radio access network (RAN) access technology
name for an access point attached to the user device
in the foreign domain, the home domain name, the
name ol the user of the user device, and the user
device name; and
send the request with the foreign name mapped from
the home name to the user device.

2. The network component of claim 1 further comprising
a memory coupled to the processor, wherein the memory
comprises a database comprising the trusted service profile
information.

3. The network component of claim 1, wherein the
processor 1s further configured to manage mobility for a
plurality of mobile devices assigned to the user group by
employing prefix mapping for an incoming message for one
of the mobile devices at a serving access point (AP) to
indicate a target AP when the one of the mobile devices
initiates a move from the serving AP to the target AP.

4. The network component of claim 3, wherein the
processor 1s further configured to forward the imcoming
message with the prefix mapping to the target AP until the
move to the target AP 1s completed, wherein the serving AP
and the target AP are selected from a plurality of APs
associated with the user group, and wherein the APs are
configured to provide an attachment point to the mobile
devices and to facilitate communication between the mobile
devices.
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5. The network component of claim 1 further comprising
a transmitter configured to forward the request to the domain
for the user device.

6. The network component of claim 1, wherein the
processor 1s further configured to provide user device name
registration and management and name mapping to enable
user mobility and ensure network global routing.

7. The network component of claim 1, wherein the
processor 1s further configured to provide mapping and
distributing keys based on user names to guaranty user
content security, and wherein the user names are for a
plurality of users associated with the user group.

8. The network component of claim 7, wherein mapping
keys are employed to map a user device home name to a key
for securing publication/subscription of content data for the
user device, wherein the user device home name 1s formatted
according to the home domain hierarchy and includes the
home domain name, the name of the user of the user device,
and the user device name, and wherein the key 1s generated
based on the user device name by employing identity-based
cryptography (IBC).

9. The network component of claim 1, wherein the
processor 1s further configured to provide social grouping
using the trusted service profile information that indicates a
plurality of user groups, a plurality of user devices associ-
ated with the user groups, and access points (APs) attached
to the user devices.

10. The network component of claim 1, wherein the
processor 1s further configured to provide inter-domain
policy management, inter-domain reachability, and inter-
domain social interaction by interacting with a plurality of
trusted service profiles positioned 1n a plurality of domains.

11. The network component of claim 1, wherein the
processor 1s further configured to enable security, mobaility,
and social grouping services lfor the user group using
domain-based naming.

12. A method implemented 1n a network component
configured to operate as a secured mobile virtual group
(SMVG) agent 1n an mformation centric network (ICN),
comprising:

receiving a notification that a mobile device has attached

to the ICN at an access point (AP) within a wireless
access domain within the ICN;

sending a profile registration message to a home SMVG

controller configured to operate in the ICN, wherein the
profile registration message comprises a mobile device
name associated with the mobile device and an AP
name assoclated with the AP;

receiving an interest for the mobile device from a peer

device, wherein the interest comprises the mobile
device name;
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determiming a mobile device domain of the mobile device
based on the mobile device name; and

forwarding the interest to the home SMVG controller,
based on the determination of the mobile device
domain.

13. The method of claim 12, wherein the interest 1s a voice
call request.

14. The method of claim 12, wherein the home SMVG
controller 1s located 1n a separate domain within the ICN
than the peer device.

15. The method of claim 12 further comprising:

receiving a second notification that the mobile device has
moved to a second AP within the wireless access

domain; and

sending a second profile registration message to the home
SMVG controller, wherein the second profile registra-
tion message comprises the mobile device name asso-
ciated with the mobile device and a second AP name
associated with the second AP.

16. A method implemented in a network component
configured to operate 1 an information centric network
(ICN), comprising:

recerving a request associated with a user device assigned

to a user group, wherein the request comprises a
domain name;

determiming a domain for the user device based on the
domain name;

securing publication/subscription of content data from the
user device using a key mapped to a user device home
name of the user device; and

determiming a route for the request by mapping the user
device home name of the user device to a user device
foreign name of the user device by employing trusted
service profile information obtammed from a trusted
service proiile database, the user device home name
formatted according to a home domain hierarchy and
including a home domain name, a name of a user of the
user device, and a user device name, the user device
foreign name hierarchy routable 1 a foreign domain
and 1ncluding a foreign domain name, a radio access
network (RAN) access technology name for an access
point (AP) attached to the user device in the foreign
domain, the home domain name, the name of the user
of the user device, and the user device name.

17. The method of claim 16, wherein the key 1s generated
based on the user device name by employing identity-based

cryptography (IBC).
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