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POINT TO NODE IN A MULITI-TIERED
MIDDLEWARE ENVIRONMENT

CROSS REFERENCE TO RELATED
APPLICATION

This application 1s a continuation of and claims priority to
U.S. patent application Ser. No. 13/801,670, filed on Mar.

13, 2013, enfitled “POINT TO NODE IN A MULTI-
TIERED  MIDDLEWARE  ENVIRONMENT,” now

Allowed, which 1s hereby incorporated by reference 1n its
entirety for all purposes.

TECHNICAL FIELD

Various embodiments of the present invention generally
relate to web servers. More specifically, some embodiments
of the present invention relate to directing requests to a
particular node 1n a multi-tiered middleware environment.

BACKGROUND

Web servers deliver web pages to clients upon request.
Typically, a user enters a domain name 1nto a browser which
1s then communicated to a domain name server. The domain
name server uses the domain name to look up an IP address
that can be used to connect to the web server. The web server
then delivers the content back to the browser for viewing by
the user. In many cases, hypertext transier protocol (HTTP),
or a variant thereot, 1s used 1n the communication between
the browser and the web server.

Web servers can include hardware and software for deliv-
ering the web pages or other content to the client. Unfortu-
nately, web servers have limited resources and can only
handle a limited number of concurrent connections. In order
to expand the availability of the content, web servers are
often grouped into farms of multiple servers having identical
content. Since there are multiple servers having the same
content, requests from clients can be load balanced among
the servers. However, as the number of servers grows, a
number of challenges and inefliciencies found 1n traditional
maintenance techniques have been observed.

SUMMARY

Systems and methods are described for directing traflic
requests to a particular node 1n a multi-tiered middleware
environment. For example, traflic can be specifically routed
to a desired server, and not load balanced, based on an
identification of the client. In some embodiments, a request
generated by a client can be received (e.g., at a proxy or load
balancer) to access content from a farm of application
servers within a multi-tiered environment. The client may be
a specific client, which is referred to as a point to node client,
that will have trathic requests directed to a designated
application server or virtual container within the designated
application server. Upon determining that the tratlic ongi-
nated from the specific client (e.g., by using an IP address),
that trathic will be routed to the designated application server
or virtual container. Additionally, the virtual container will
be removed from normal production routing (e.g., trathic will
not be routed to the virtual container by the load balancer).

Some embodiments, for example, provide for a host file
manager to update and identily the virtual container as
removed from normal production routing. The traflic from
the point to node client can be used to validate the applica-
tion server and/or virtual container without having to take
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2

the application server off-line. After validation 1s completed,
the application server and/or virtual container may be

returned to normal load balancing production routing.

Embodiments of the present invention also include com-
puter-readable storage media containing sets of instructions
to cause one or more processors to perform the methods,
variations of the methods, and other operations described
herein.

In some embodiments, incoming tratlic can be received at
a proxy. The mmcoming traflic may be directed to a farm
having a plurality of nodes within a multi-tiered environ-
ment. As the traflic 1s received, a determination can be made
as to whether any of the traflic has onginated from a point
to node client. I a determination has been made that the
traflic has originated from a point to node client, a destina-
tion node can be identified and any of the associated traflic
routed to the destination node. Any trailic not associated
with the point to node client, may be routed to a load
balancer for distribution to other nodes.

While multiple embodiments are disclosed, still other
embodiments of the present invention will become apparent
to those skilled in the art from the following detailed
description, which shows and describes 1llustrative embodi-
ments of the invention. As will be realized, the invention 1s
capable of modifications i1n various aspects, all without
departing from the scope of the present imnvention. Accord-
ingly, the drawings and detailed description are to be
regarded as 1illustrative in nature and not restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the present invention will be described
and explained through the use of the accompanying draw-
ings in which:

FIG. 1 illustrates an example of an environment 1n which
some embodiments of the present invention may be utilized;

FIG. 2 1s a flowchart having an exemplary set of instruc-
tions for processing a client request in accordance with one
or more embodiments of the present invention;

FIG. 3 1s a flowchart having an exemplary set of instruc-
tions for dynamically routing client requests 1n accordance
with various embodiments of the present invention;

FIG. 4 1s a flowchart having an exemplary set of instruc-
tions for validating application servers in accordance with
some embodiments of the present invention;

FIG. 5 illustrates a graphical user interface that can be
used to set traflic destinations from point to node clients in
accordance with one or more embodiments of the present
invention;

FIG. 6 illustrates a multi-tiered middleware environment
in accordance with various embodiments of the present
invention;

FIG. 7 1s a sequence diagram 1llustrating communications
between various components of a multi-tiered middleware
environment 1n accordance with some embodiments of the
present invention; and

FIG. 8 1llustrates an example of a computer system with
which one or more embodiments of the present invention
may be utilized.

The drawings have not necessarily been drawn to scale.
For example, the dimensions of some of the elements in the
figures may be expanded or reduced to help improve the
understanding of the embodiments of the present invention.
Similarly, some components and/or operations may be sepa-
rated into different blocks or combined into a single block
for the purposes of discussion of some of the embodiments
of the present invention. Moreover, while the mvention 1s
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amenable to various modifications and alternative forms,
specific embodiments have been shown by way of example

in the drawings and are described in detail below. The
intention, however, 1s not to limit the imvention to the
particular embodiments described. On the contrary, the
invention 1s mtended to cover all modifications, equivalents,
and alternatives falling within the scope of the mvention as
defined by the appended claims.

DETAILED DESCRIPTION

Various embodiments of the present invention generally
relate to web servers. More specifically, some embodiments
of the present invention relate to directing requests to a
particular node 1n a multi-tiered middleware environment. A
multi-tiered environment (see, €.g., operating environment
100 1n FIG. 1) generally refers to a client-server architecture
that logically separates various functions into tiers within the
environment (e.g., application processing, presentation, and
data management). In the case of a web environment, a
three-tier architecture 1s often used which commonly
includes a front end server, a middle application server, and
a back-end data store. Front-end web servers may be used to
serve static or dynamic content. Application servers can be
used for dynamic content processing. The data store can be
used to manage storage and access to data.

As websites grow, larger-tiered environments are becom-
ing more common 1n order to split workload. In order to
expand the availability of content, web servers are often
grouped mnto farms of multiple servers having identical
content. Generally, when a user sends traflic such as a
request to view a website or access an application, the tratlic
1s sent to the group of appropriate servers. In some cases, for
example, the trathic may be sent to the appropriate server that
has the most capacity at the time of the request. A load
balancer may determine which of the servers will receive the
traflic.

Servers, or instances of servers, need to be serviced,
validated, or tested periodically or when a problem 1s
discovered. It may be diflicult to 1solate and send tratlic to
a specific server instance in order to perform validation
and/or testing. One workaround includes taking an entire
cell of servers out of service and performing manual
manipulation of the environment to send the testing client’s
traflic to only one server. In this workaround, any servers
that are ofl line may be manually taken out of a configuration
file at an HTTP server such that the server will not be
validated and no requests will be sent to the server. However,
pulling an entire cell out of service may result 1 slow
service for other users. Further, manually manipulating the
environment increases the risk of human error and may be
inefhicient.

In various embodiments, the infrastructure on the load
balancer 1s partnered with a proxy infrastructure, allowing
an override for a single user’s (1.e. testing client’s) tratlic for
a specific tier of the middleware to a single server instance.
This allows the server cell to stay online and take tull
production trailic with only the specific istance of the cell
1s being tested, validated, upgraded, etc. while being taken
oflline to all users except specific users (e.g., testing clients).
Moreover, this avoids the manual manipulation of the server
cell.

In an example, a client may send a request (e.g., a
universal resource locator) to access content from a farm of
application servers. The request may be received at the load
balancer, where a determination can be made as to whether
the client 1s a point to node client (e.g., users who are testing,
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upgrading, etc.) mstead of a production client, which
includes clients other than the point to node clients. If the
client 1s determined to be a point to node client, then the
point to node client request 1s routed to a virtual container/
particular node that 1s not accepting trailic from production
clients. The client may be 1dentified by internet protocol (IP)
address and documented 1n a user cache. In some embodi-
ments, a host file manager may use a host file manager to
identify the virtual container as removed from normal pro-
duction routing.

In the following description, for the purposes of expla-
nation, numerous specific details are set forth 1n order to
provide a thorough understanding of embodiments of the
present invention. It will be apparent, however, to one
skilled 1n the art that embodiments of the present invention
may be practiced without some of these specific details.

Moreover, the techniques introduced here can be embod-
1ied as special-purpose hardware (e.g., circuitry), as program-
mable circuitry appropnately programmed with software
and/or firmware, or as a combination of special-purpose and
programmable circuitry. Hence, embodiments may include a
machine-readable medium having stored thereon instruc-
tions that may be used to program a computer (or other
clectronic devices) to perform a process. The machine-
readable medium may include, but i1s not limited to, floppy
diskettes, optical disks, compact disc read-only memories
(CD-ROMs), magneto-optical disks, ROMSs, random access
memories (RAMs), erasable programmable read-only
memories (EPROMSs), electrically erasable programmable
read-only memories (EEPROMs), magnetic or optical cards,
flash memory, or other type of media/machine-readable
medium suitable for storing electronic instructions.

Terminology

Brief definitions of terms, abbreviations, and phrases used
throughout this application are given below.

The terms “connected” or “coupled” and related terms are
used 1n an operational sense and are not necessarily limited
to a direct physical connection or coupling. Thus, for
example, two devices may be coupled directly, or via one or
more mtermediary media or devices. As another example,
devices may be coupled 1n such a way that information can
be passed therebetween, while not sharing any physical
connection with one another. Based on the disclosure pro-
vided herein, one of ordinary skill in the art will appreciate
a variety ol ways 1n which connection or coupling exists 1n
accordance with the aforementioned definition.

The phrases “in some embodiments,” “according to some
2B 4 i

embodiments,” “in the embodiments shown,” “in other
embodiments,” and the like generally mean the particular
feature, structure, or characteristic following the phrase is
included 1n at least one implementation of the present
invention, and may be included in more than one 1mple-
mentation. In addition, such phrases do not necessarily refer
to the same embodiments or different embodiments.

If the specification states a component or feature “may’,
“can”, “could”, or “might” be included or have a character-
istic, that particular component or feature 1s not required to
be mcluded or have the characteristic.

The term “module” refers broadly to a software, hard-
ware, or firmware (or any combination thereof) component.
Modules are typically functional components that can gen-
erate useful data or other output using specified mput(s). A

module may or may not be self-contained. An application

- 1
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program (also called an “application”) may include one or
more modules, or a module can include one or more
application programs.

Computer System Overview

FIG. 1 illustrates an example of an operating environment
100 1n which some embodiments of the present invention
may be utilized. As illustrated 1n FIG. 1, operating environ-
ment 100 may include user interfaces 105A-105N running
on one or more points of interaction or client-machines
110A-110N (such as a mobile device, a mobile phone, a
tablet computer, a mobile media device, a mobile gaming
device, a vehicle-based computer, a dedicated terminal, a
public terminal, a kiosk, etc.). These points of interaction
can 1nclude mechanisms for recerving and sending traflic by
connecting through network 113 to front end server 120,
server farm 125, application servers 130, data store 135, and
data store 140. For example, points of interaction 110A-
110N may run one or more applications or clients that allow
a user to interact with server farm 125. Such applications
may provide access to information such as information
stored 1n data store 135.

In addition, points of interaction 110A-110N can include
network communication components that enable the points
of interaction to commumnicate with network 115 or other
clectronic devices by transmitting and receiving wireless
signals using licensed, semi-licensed or unlicensed spectrum
over network 115. In some cases, network 115 may be
comprised of multiple networks, even multiple heteroge-
neous networks, such as one or more border networks, voice
networks, broadband networks, service provider networks,
Internet Service Provider (ISP) networks, and/or Public
Switched Telephone Networks (PSTNs), interconnected via
gateways operable to facilitate communications between
and among the various networks. Network 115 can also
include third-party communications networks such as a
Global System for Mobile (GSM) mobile communications
network, a code/time division multiple access (CDMA/
TDMA) mobile communications network, a 3rd or 4th
generation (3G/4G) mobile communications network (e.g.,
General Packet Radio Service (GPRS/EGPRS)), Enhanced
Data rates for GSM Evolution (EDGE), Universal Mobile
Telecommunications System (UMTS), or Long Term Evo-
lution (LTE) network, or other communications network.

Client-machines may be devices that connect to an appli-
cation server such as application server 130 over HI'TP or
other protocol. The client may be an end user with a browser
on a client-machine, or clients may be another application
making a service call. Clients may interact over network 115
with front end 120, data store 135 and 140, server farm 125
and associated application servers 130, in accordance with a
client/server model of information delivery. That 1s, the
client(s) may request the services of front end server 120,
data store 135, data store 140, server farm 125 and associ-
ated application servers 130, and the system may return the
results of the services requested by the client, such as by
exchanging packets over the network 115.

A multi-tiered environment, such as the example of oper-
ating environment 100 shown in FIG. 1, generally refers to
a client-server architecture that logically separates various
functions into tiers within the environment (e.g., application
processing, presentation, and data management). In the case
of a web environment, a three-tier architecture 1s often used
which commonly includes front end server 120, middle
application servers 130, and back-end data stores 135 and
140. Front-end server 120 may be a web server that 1s used
to serve static or dynamic content such as websites. Appli-
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6

cation servers 130 can be used for dynamic content process-
ing. The data stores 135 and 140 can be used to manage
storage and access to data.

Front end server 120 may be a web server (e.g., HTTP
server) that receives client requests for a URL. Front end
server 120 may include one or more load balancers (such as
an F35 load balancer) that allow mbound traflic to be dis-
tributed across multiple back-end destinations such as server
farm 125 and associated application servers 130. Organiza-
tions may have multiple front end servers and load balanc-
ers.

Load balancers may receive inbound traflic {from one or
more clients and ensure reliability and availability of ser-
vices by monitoring the “health” of applications and only
sending requests to servers and applications that can respond
in a timely manner. L.oad balancers may be used to increase
capacity (concurrent users) and may improve the overall
performance of applications by decreasing the burden on
servers associated with managing and maintaining applica-
tion and network sessions, as well as by performing appli-
cation-specific tasks. Load balancers may act as a reverse
proxy and distribute network or application tratlic across a
number of servers such as the servers 1n server farm 125. In
an example, a load balancer may be a web sphere plugin
module which routes dynamic content requests received by
one or more front end servers 120 to the application servers
130. The websphere plugin module or equivalent module
may contain code that allows the functionality to specifically
route a request to the desired server and not load balance the
request based on an i1dentification of the client.

Load balancers are generally grouped into two categories:
Layer 4 and Layer 7. Layer 4 load balancers act upon data
found 1n network and transport layer protocols (IP, TCP,
FTP, UDP). Layer 7 load balancers distribute requests based
upon data found in application layer protocols such as
HTTP. Requests may be received by both types of load
balancers and distributed to a particular server based on a
configured algorithm. Some industry standard algorithms
are: round robin, weighted round robin, least connections,
and least response time. Layer 7 load balancers can further
distribute requests based on application specific data such as
HTTP headers, cookies, or data within the application mes-
sage 1tself, such as the value of a specific parameter.

Application servers 130 may be a java virtual machine
(JVM) that runs an Enterprise Applications (EARSs) or other
applications. Back-end destinations such as the application
servers 130 may be 1 a collection referred to heremn as
farms, pools, or clusters, such as server farm 1235. These
farms are collections of similar services available on any
number of hosts. For instance, all services that offer the
company web page may be collected into a farm called
“company web page” and all services that offer e-commerce
services may be collected into a farm called “e-commerce.”

Application servers 130 may include numerous virtual
containers of different applications. One virtual container or
node may be taken out of service for upgrades, testing and/or
maintenance. The virtual container may be validated before
putting 1t back in service. Validating a virtual container may
be done by routing procedures defined by the organization.

Data stores 135 and 140 may be a data repository of a set
of mtegrated objects that are modeled using classes defined
in database schemas. Data store may further include flat files
that can store data. Application servers 130 may collect
and/or access data from the data stores.

Domain name system (DNS) server 145 may be a data-
base system that translates a computer’s fully qualified
domain name 1nto an IP address. Organizations that maintain
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a computer network typically include at least one server
handling DNS queries. DNS server 145 may hold a list of all
the IP addresses within 1ts network, plus a cache of IP
addresses for recently accessed computers outside the net-
work. When a user sends a request to view a web page, the
requested IP address 1s analyzed. If the requested IP address
1s registered locally (1.e., within the organization’s network),
the user will recerve a response directly from one of the local
DNS servers in the user’s device configuration. If the
requested IP address 1s not registered locally (1.e., outside the
organization’s network) but someone within the organiza-
tion has recently request the same IP address, then the DNS
will retrieve the IP address from 1ts cache. If the requested
IP address 1s not registered locally and the user 1s the first
person to request information about the IP address in a
certain period of time (e.g., 12 hours to one week), the DNS
server will perform a search on behalf of the device. The
search may include querying other DNS servers at remote
locations.

FIG. 2 1s a flowchart having an exemplary set of mnstruc-

tions 200 for processing a client request 1n accordance with
one or more embodiments of the present invention. The
operations can be performed by various components such as
processors, points of interaction 110A-110N, front end
server 120, DNS server 143, and/or other components.
In mitiation operation 210, a client 1nitiates a request for
a URL. This may be done by clicking on a link, a bookmark,
or submitting information on a webpage. In some embodi-
ments 1nitiation operation 210 can include an application
making a web service call to a URL. The request may be
initiated on the web browser of a client-machine such as
mobile device 110A, computer 1106, tablet computer 110N,
and may be received by front end server 120.

In resolution operation 220, the client machine (e.g.,
devices 110A-110N) resolves the hostname to an IP address.
If an entry exists 1n the client machine’s host file, then the
IP address 1n the host file 1s used. If no entry exists, then the
client machine queries the DNS server (local or remote) for
the IP address. Once the IP address 1s obtained, request
operation 230 sends the request for the URL (HTTP request)
to the resolved IP address.

The request may be received by front end server 120 or
other web server. Front end server 120 may identily a
particular cluster or farm (e.g., server farm 125) associated
with the URL pattern and may forward the request to the
appropriate application server (e.g., server 130) 1n 1dentify-
ing and forwarding operation 240. Each cluster may contain
multiple applications servers with 1dentical content, such as
application servers 130. Application servers 130 may further
contain virtual containers of applications. The virtual con-
tainers may be 1dentified by nodes. One or more load
balancers (or plugin modules) may associate the URL pat-
tern to a particular cluster and forward the request to the
hostname and port of an application server associated with
the cluster.

Once the request 1s received by an application server, the
application server associates the URL to an application and
a resource (e.g., servlet or java service page (ISP)) in
associating operation 250. In some embodiments, the appli-
cation server makes calls to backend systems (e.g., data
stores, IMS or other host systems, or middleware). In
response operation 260, a HT'TP response 1s formed and
passed back to the client. This response may include the
requested webpage the client requested.

FIG. 3 1s a flowchart having an exemplary set of 1nstruc-
tions 300 for dynamically routing client requests 1n accor-
dance with various embodiments of the present imnvention.
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The operations can be performed by various components
such as processors, points of interaction 110A-110N, front
end server 120, DNS server 145, and/or other components
(c.g., a host file manager).

Removal operation 310 removes a virtual container from
normal production routing. When the virtual container 1s
removed from normal production, URL requests recerved
from production clients will not be routed to the virtual
container as part of the normal load balancing operations.
Removing the virtual container may include removing 1t as
an option for a web server to direct the request to such as by
including specific routing instructions in memory cache
which are used by the load balancer in determining where to
route a request. A virtual container may be removed from
normal production 1n order to do testing or maintenance on
one or more applications within the virtual container, allow-
ing the server to continue servicing production clients 1n
areas besides the virtual container.

Identifying operation 320 i1dentifies a point to node client
at a web server. The point to node client may be 1dentified
by configuring a load balancer which caches client override
information. For example, the client may be 1dentified from
an [P address, cookie information, header information, etc.
Once the point to node client has been identified, routing
operation 330 routes the traflic from the point to node client
to the removed virtual container if the removed virtual
container 1s the target environment of the point to node
client. In operation 340, requests received from production
clients are routed to other virtual containers.

FIG. 4 1s a flowchart having an exemplary set of instruc-
tions 400 for validating application servers in accordance
with some embodiments of the present invention. The opera-
tions can be performed by various components such as
processors, points of interaction 110A-110N, front end
server 120, DNS server 143, and/or other components.

In listening operation 410, a load balancer, proxy, or other
web server plugin module listens for incoming client trathic
such as a web page request. In 1dentifying operation 420, a
target application server 1s identified for the request. This
may be done by various load balancing algorithms and may
depend on various factors such as an identification of the
client, current capacity of the application server, and so on.
Access operation 430 can access a memory cache to deter-
mine 1f special routing nstructions are present for the tratlic
(e.g., a packet) or 1if the trafhic should be routed to the
destination using a load balancer. For example, 1n some
embodiments, a memory cache may have a configuration file
with a set of rules which can be used to i1dentity and route
the packets based on information about the traflic (e.g.,
origination IP address, content, etc.).

In routing instruction determination operation 440, the
load balancer determines whether special routing instruc-
tions apply to the client making the request. The client may
be 1dentified by IP address. If no routing instructions apply
to the client, then the request 1s routed normally to the
production pool in production routing operation 450. IT
special routing instructions apply to the client (e.g., the
client’s IP address 1s identified as a point to node client), the
request 1s routed to a specific application server based on
user cache lookup 1n point to node routing operation 460.
For example, the user cache may identily specific applica-
tion servers that a particular client will be directed to. In
validation operation 470, the point to node client validates
the application server.

FIG. 5 1llustrates a graphical user interface 500 that can be
used to set traflic destinations from point to node clients in
accordance with one or more embodiments of the present




US 10,270,848 Bl

9

invention. A user may i1dentily whether the user 1s a pro-
duction client or a quality assurance (point to node) client
state. The user may 1dentity specific farm cells or nodes and
asked whether the cells are 1n production or quality assur-
ance. In the example user interface depicted 1in FIG. 5, the
user may identily an environment (e.g., Farm A, Farm B,
Farm C, Farm D), a cell, and a load balancer. Of course other
configurations may be possible depending on the operating
environment, access level of the user, and other factors.

FIG. 6 1llustrates a multi-tiered middleware environment
in accordance with various embodiments of the present
invention. Generally, 1n FIG. 6, a point to node client and a
production client make an HT'TP request. The requests are
received 1nto a load manager where the requests are evalu-
ated by rules to determine a routing of the request. The
requests are routed to load traflic manager pools and then to
HTTP servers. From the HT'TP servers, the request 1s routed
to an application server.

More specifically, 1n FIG. 6, a point to node client makes
point to node requests 1-4 (p2n req #1-4). Using the point to
node client’s IP address, a host file manager tool updates the
client’s hosts file with override. Point to node request #1
requests a URL (e.g., hrm.usaa.com) that 1s used to configure
a user cache. The user cache includes a list of IP addresses
with corresponding nodes or target environments. In some
embodiments, the point to node IP address 1s used with a
query string of HT'TP requests to create an entry in the user
cache. A rule may be applied to the URL configuration to
perform this action. For each request, a destination mapping
set may be determined and used 1n determining the routing.

Point to node requests #2-4 are evaluated by a production
routing validation rule. The validation routing rule may first
look at information in the destination mapping associated
with the request such as the context root (e.g., environment)
of the HT'TP request. A pool of load tratlic managers are built
for the request. This generated list can be the same list that
would be generated 11 the request originated from a produc-
tion client. Because the client has been i1dentified as a point
to node client, the rule then compares the entries for the
point to node client’s IP address in the user cache to
determine whether any of the requests are for the target
environment. If 1t 1s determined that the request 1s for a
target environment, then the context root can be prepended
with the appropriate server name as specified in the user
cache entry. An example of the modified server name may
be “prodwebl.” The request i1s then sent to the production
point to node pool (prod-p2n pool) with the configured
routing proxy to send the request to a single node. This 1s
split ofl by overriding a user’s hosts file to a different IP
address so normal production users do not see a performance
impact of the additional user cache lookups.

Normal production clients do not have an entry in the
client’s host file. Typical DNS entries are used 1n routing
production requests. In FIG. 6, the production client makes
production requests #1, 2, and 3 (prod req #1, 2, 3), which
are received 1nto the load balancer. Production routing rules
look up the requested target environment 1n the destination
mapping. Using the target environment, the load balancer
dynamically builds a pool name (e.g., prod-70lg, prod-
70sm) to send the request to. The load balancer balances the
request amongst HT'TP servers, the cells within the HT'TP
servers (application servers), and the nodes within the cells
(e.g., virtual containers of applications, applications).

As shown 1n FIG. 6, the requests are then routed to a load
traflic manager pool appropriate for the request, and there-
after sent an HTTP server, and finally to an application
server as determined by the load balancer. For example, the
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point to node requests #2 and 3 are routed to the prod-p2n
pool. From the HTTP server, point to node request #2 1s
routed to large farm application server 101, and point to

node request #3 1s routed to small farm application server
101.

FIG. 7 1s a sequence diagram 1llustrating communications

between various components ol a multi-tiered middleware
environment 1n accordance with some embodiments of the
present mvention. A client sends a URL request or other
HTTP request, which 1s recerved by the load balancer. The
load balancer determines or 1s provided an IP address of the
client. Based on the IP address (or other factors), the load
balancer determines whether there are any special routing
instructions for the client by accessing a user cache. The user
cache may report routing instructions to the load balancer.

If the load balancer determines that there are special
routing instructions for the client, the load balancer sends the
HTTP request to the out-of-production virtual container of
an application server (if the virtual container 1s the target
environment of the client). The out-of-production virtual
container (or the application server hosting the virtual con-
taimner) delivers content to the point to node client. An
“out-of production” virtual container generally refers to a
virtual container that does not receive production traflic. I
the load balancer determines that there are no special routing
instructions for the client (1.e. the client 1s not a point to node
client), the HT'TP request 1s sent to the production routing
server (or to any virtual container of any server except the
out-of-production virtual container).

Exemplary Computer System Overview

Embodiments of the present mvention include various
steps and operations, which have been described above. A
variety of these steps and operations may be performed by
hardware components or may be embodied 1n machine-
executable instructions, which may be used to cause a
general-purpose or special-purpose processor programmed
with the 1nstructions to perform the steps. Alternatively, the
steps may be performed by a combination of hardware,
soltware, and/or firmware. As such, FIG. 8 1s an example of
a computer system 800 with which embodiments of the
present invention may be utilized. According to the present
example, the computer system includes a bus 810, at least
one processor 820, at least one communication port 830, a
main memory 840, a removable storage media 850, a read
only memory 860, and a mass storage 870.

Processor(s) 820 can be any known processor, such as, but
not limited to, an Intel® Itanium® or Itanium 2® proce-
ssor(s); AMD® Opteron® or Athlon MP® processor(s); or
Motorola® lines of processors. Communication port(s) 830
can be any of an RS-232 port for use with a modem-based
dialup connection, a 10/100 Ethernet port, or a Gigabit port
using copper or fiber. Communication port(s) 830 may be
chosen depending on a network such as a Local Area
Network (LAN), Wide Area Network (WAN), or any net-
work to which the computer system 800 connects.

Main memory 840 can be Random Access Memory
(RAM) or any other dynamic storage device(s) commonly
known 1n the art. Read only memory 860 can be any static
storage device(s) such as Programmable Read Only Memory
(PROM) chips for storing static information such as instruc-
tions for processor 820.

Mass storage 870 can be used to store mformation and
instructions. For example, hard disks such as the Adaptec®
tamily of SCSI drives, an optical disc, an array of disks such

as RAID, such as the Adaptec family of RAID drives, or any
other mass storage devices may be used.
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Bus 810 communicatively couples processor(s) 820 with
the other memory, storage and communication blocks. Bus

810 can be a PCI/PCI-X or SCSI based system bus depend-

ing on the storage devices used.

Removable storage media 850 can be any kind of external
hard-dnives, tfloppy drives, IOMEGA® Zip Drives, Compact
Disc-Read Only Memory (CD-ROM), Compact Disc-Re-
Writable (CD-RW), and/or Digital Video Disk-Read Only
Memory (DVD-ROM).

The components described above are meant to exemplily
some types of possibilities. In no way should the aforemen-
tioned examples limit the scope of the invention, as they are

only exemplary embodiments.

In conclusion, embodiments of the present invention
provide novel systems, methods and arrangements for
directing requests to a particular node in a multi-tiered
middleware environment. While detailed descriptions of one
or more embodiments of the invention have been given
above, various alternatives, modifications, and equivalents
will be apparent to those skilled 1n the art without varying
from the spirit of the invention. For example, while the
embodiments described above refer to particular features,
the scope of this invention also includes embodiments
having different combinations of features and embodiments
that do not include all of the described features. Accordingly,
the scope of the present invention 1s intended to embrace all
such alternatives, modifications, and wvariations that fall
within the scope of the claims, together with all equivalents
thereol. Therelfore, the above description should not be taken
as limiting the scope of the invention, which 1s defined by
the appended claims.

What 1s claimed 1s:

1. A non-transitory, computer-readable storage medium
comprising a set of instructions, that, when executed by one
Or more processors, causes a machine to:

generate a list of IP addresses 1dentified as point to node

clients and a corresponding list of target environments
in a multi-tiered environment, wherein the target envi-
ronments are virtual containers within a first applica-
tion server of a farm of application servers, wherein the
list of point to node clients and the corresponding list
of target environments provide override to normal load
balancing production routing;

receive, at a load balancer, a request from a client to

access content from the farm of application servers
within the multi-tiered environment;

determine whether the request originated from a point to

node client;

determine whether the request 1s a request to access

content from the virtual container 1n the list of target
environments;

route the request to a virtual container within the first

application server other than the virtual container that

1s not accepting the traflic 1 response to:

the request being a request to access content from the
virtual container, and

the client being determined not to be the point to node
client; and

route the request to the virtual container within the first

application server in response to:

the client being determined to be the point to node
client, and

the request being directed to the virtual container.

2. The non-transitory, computer-readable storage medium
of claim 1, wherein the set of instructions, when executed by
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the one or processors, further causes the machine to remove
the virtual container from normal load balancing production
routing.

3. The non-transitory, computer-readable storage medium
of claim 2, wherein the set of instructions that, when
executed by the one or more processors, causes the machine
to remove the virtual container from the normal load bal-
ancing production routing include instructions that when
executed by the one or more processors, causes the machine
to use a host file manager to 1dentity the virtual container as
removed from the normal load balancing production routing.

4. The non-transitory, computer-readable storage medium
of claim 1, wherein the set of instructions, when executed by
the one or processors, further causes the machine to:

identity an IP address associated with the client;

wherein the set of instructions that, when executed by the
one or more processors, causes the machine to deter-
mine whether the request originated from the point to
node client include instructions that, when executed by
the one or more processors, causes the machine to
access a user cache within the load balancer.

5. The non-transitory, computer-readable storage medium
of claam 1, wherein the request 1s a hypertext transier
protocol (HTTP) request.

6. The non-transitory, computer-readable storage medium
of claim 1, wherein routing the request to the first applica-
tion server 1s based on a context root associated with the
request.

7. The non-transitory, computer-readable storage medium
of claim 1, wherein the set of instructions, when executed by
the one or processors, further causes the machine to validate
the virtual container and return the virtual container to
accept future requests from the normal load balancing
production routing.

8. A system comprising:
a load balancer communicably coupled to a plurality of
clients and a plurality of application servers,
wherein the plurality of application servers includes a first
application server having a virtual container that is
out-of-production,
wherein the load balancer 1s configured to:
generate a list of IP addresses 1dentified as point to node
clients and a corresponding list of target environ-
ments 1n a multi-tiered environment, wherein the
target environments are virtual containers within the
first application server of the plurality of application
servers, wherein the list of point to node clients and
the corresponding list of target environments provide
override to normal load balancing production rout-
Ing,

receive trailic requests from the plurality of clients,

determine whether any overrides exist to send the

traflic requests to the out-of-production virtual con-

tainer within the first application server,

wherein determining whether any override exists
includes 1dentitying the client as a point to node
client,

route the traflic request to the out-of-production virtual

container within the first application server in
response to:

the client being determined to be the point to node

client, and
the traflic request being directed to the out-of-pro-
duction virtual container, and
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route the traflic request to an operational virtual con-

tainer within the first application server or to one of

the remaining plurality of application servers in

response to:

the traflic request being directed to the out-of-pro-
duction virtual container, and

the client not being determined to be to the point to
node client.

9. The system of claim 8, wherein the load balancer
includes a host file manager configured to update a user
cache within the load balancer to map the point to node
client to the out-of-production virtual container within the
first application server.

10. The system of claim 8, wherein determining whether
any overrides exist to send the traflic requests to the out-
of-production virtual container 1s based on a context root
associated with the traflic request.

11. The system of claim 8, wherein the traflic requests are
hypertext transier protocol (HT'TP) requests.

12. The system of claim 8, wherein the out-of-production
virtual container within the first application server is part of
a server farm.

13. The system of claim 12, wheremn the server farm
includes a proxy to identily the traflic requests from the
point to node client and allow access to the out-of-produc-
tion virtual container within the first application server.

14. The system of claim 8, further comprising a graphical
user interface module to allow a user to 1dentity the point to
node client and associate the point to node client with the
out-of-production virtual container within the first applica-
tion server.

15. A non-transitory, computer-readable storage medium
comprising a set of instructions, that, when executed by one
Or mMOore processors, causes a machine to:

generate a list of IP addresses 1dentified as point to node

clients and a corresponding list of target environments
within a multi-tiered environment, wherein the target
environments are virtual containers within a first appli-
cation server ol a server farm within the multi-tiered
environment, wherein the list of point to node clients
and the corresponding list of target environments pro-
vide override to normal load balancing production
routing;

receive, at a proxy, mncoming tratlic from a plurality of

clients to access content from the server farm:;:
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determine whether the incoming traflic has originated

from a point to node client;

in response to the incoming trathic being determined to be

from the point to node client, determine whether the
target environment 1s included on the list of corre-
sponding target environments;

route the mcoming trathic associated with the point to

node client to the virtual container in response to the
incoming trathic being directed to a virtual container
identified as a target environment; and

route the mcoming tratlic that 1s not determined to be the

point to node client to a virtual container within the first
application server other than a virtual container on the
list of target environment in response to the imcoming,
traflic being directed to the virtual container identified
as the target environment.

16. The non-transitory, computer-readable storage
medium of claim 15, wherein routing the request to the
target environment 1s based on a context root associated with
the request.

17. The non-transitory, computer-readable storage
medium of claim 15, wherein the set of instructions, when
executed by the one or processors, further cause the machine
to indicate to the load balancer that the virtual container 1s
out-of-production.

18. The non-transitory, computer-readable storage
medium of claim 15, wherein the set of instructions that,
when executed by the one or more processors, causes the
machine to determine whether the imcoming traflic has
originated from the point to node client further includes
instructions that when executed by the one or more proces-
sors causes the machine to identily an origination of the
incoming traflic using cookie information and headers.

19. The non-transitory, computer-readable storage
medium of claim 15, wherein the set of instructions, when
executed by the one or processors, further causes the
machine to associate the point to node client with the virtual
container using a mapping.

20. The non-transitory, computer-readable storage
medium of claim 15, wherein the set of instructions, when
executed by the one or processors, further causes the
machine to receive return trathic from the virtual container
and routing the return traflic to the point to node client.
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