United States Patent

US010235765B1

(12) 10) Patent No.: US 10,235,765 B1
Charlton et al. 45) Date of Patent: Mar. 19, 2019
(54) METHOD OF COMPARING A CAMERA 8,228,405 B2* 7/2012 Liberman ............ HO4N 5/2176
FINGERPRINT AND A QUERY ) 348/241
FINGERPRINT 8,374,386 B2 2/2013 Bayram ............ GO6F 1;;3;{?33
(71) Applicant: The United States of America as (Continued)
represented by the Director, National
Security Agency, Washington, DC (US) OIHER PUBLICAIIONS
_ Goljan, M. et al., “Camera Identification from Cropped and Scaled
(72) Inventors: Sarah T. Charlton, F.I‘ederlck,, MD _ Images™, Proc. SPIE Electronic Imaging, Security, Steganography,
(US); Katelyn J. Meixner, Columbia, and Watermarking of Multimedia Contents X, San Jose, CA, pp.
MD (US) OE-1-OE-13, Jan. 2008.
_ (Continued)
(73) Assignee: The United States of America, as
represented by Director National Primary Examiner — Iman K Kholdebarin
Security Agency, Washington, DC (US)
(37) ABSTRACT
(*) Notice: Subjectﬁ lo any disclaimer,,. the term of this The present invention discloses a method for comparing a
patent 1s extended or adjusted under 35 camera fingerprint to a query fingerprint. An estimate of a
U.S.C. 154(b) by 303 days. camera fingerprint 1s obtained from a set of one or more
images, and the query fingerprint 1s obtained from one or
21) Appl. No.: 15/279,928 more 1mages. Using these values, normalized cross-corre-
PP _ g g thes : _
lations values are determined for each possible alignment of
(22) Filed: Sep. 29, 2016 the two fingerprints. Prior to calculating the noise floor, a set
including the highest normalized cross-correlation values 1s
(51) Int. CI. identified. A universal noise tloor 1s then calculated exclud-
GO6T 7/32 (2017.01) ing this set from the noise floor calculation. The universal
GO6T 7/37 (2017.01) noise tloor 1s utilized 1n calculating a correlation energy for
57 US. Cl cach possible shift. The correlation energy values are then
(52) A examined to determine whether the camera fingerprint and
CPC . GO6T 7/32 (2017.01); Go6T 7/37 (2017.01) . . N
_ _ _ the query fingerprint match. A visualization tool may also be
(58) Field of Classification Search used to compare the camera fingerprint and the query
None L _ fingerprint and determine whether the camera fingerprint
See application file for complete search history. and the query fingerprint match. The visualization tool may
(56) References Cited provide a plot utilizing surfaces or heat maps. The plots
allow for a quick and easy analysis and determination as to
U S PATENT DOCUMENTS whether the camera fingerprint and the query fingerprint
match.
7,616,237 B2* 11/2009 Fridrich ................... G0O6K 9/40

348/207.99

14 Claims, 12 Drawing Sheets

Tar—— —ar

r
by e -
b Ldentily a comera foigerprini K.

l

. e A R N R e e B e e e e B B J——I—-I—r_ —— e e e e

w

[ IR I A S S S R S S SR S SR S e

Jdenidty cach possible shii, s, for o
camers tngerprint and the gquosy fingerprint.

iprovers of the |

_— e e

e e T e ok ab S

[P or =avl posoble windt, < deternirie a N valos,
| providing a croza-coireiation vaiue sel. S

d . " + P 1 - '
] Determune 2 s1ze, 1, tor tne mygh-volue zubser o the |

| ) b T

I MO zei t-‘\"-. 119
b

;—- 1
 faemily a bigh-value suoset of vhe NCU sevana the
 associated shifts. | N2
F"7"'.""','""'.""","L-, """""" LT g
b ldentidy a itve vatue sunsek trogt the WO sol -
e | a1
1""""'."'"".‘"""".}""“““"““"“"""!
p Dotenrone 2 unrvecsy) noise Poor Dazed voon die l
: i :-"\‘__
Volonw-valoe subeol E - i1
1—----—-—---—-—----d—ﬂ---—-—----d-d----d—---l-—d-d----—-—-1ﬂ------.-d----—d-d-d—dl—dl———dl----d——---d—ﬂ--ll--i------—d\.---- i

For shitts asscetated with de high-valie sobaet, E

QEIGrnDie o 4aNsT0r 080 Correlallon etermny Vit

utibizing the undversal noise floorn, providing s setof S
tranzformed enrraigbon enargy valiies

A —
-}Lt r].ﬂ:iﬁ {"} TN | ™=
TESH
e i S

‘Id--l-q-—l-———l——-—-—-——l--i--- —r—r-r-r-rr-----h--u-.-m-—tm-\.-.“— -
I L "l.'i'l'ld'n.l.-:" L o "-. 1|- T - - -'-r1-'r-\-| I
! Comoare 500 dansforict cotnaalion COCTEY Valgs |
i 5 : : AR TR T | i e,
C e, A etevnne whedor e guan N
. HIRHEH pLt ) ! — T

Hneerprint maiches the cainera Hinperprin

- e T oW wr - - ———— - - e am o m

R T I S S S S




US 10,235,765 B1

Page 2
(56) References Cited
U.S. PATENT DOCUMENTS
8,577,091 B2* 11/2013 Ivanov .............. GO6K 9/00013
382/115
8,842,827 B2* 9/2014 Hammourl .............. HO041. 9/083
380/44
8,942,430 B2* 1/2015 Ivanov ............. GO6K 9/00006
382/115
8,953,848 B2* 2/2015 Ivanov ............. GO6K 9/00013
382/115
9,111,120 B2* 8/2015 Feller .................... GOGF 21/645
2015/0169936 Al1* 6/2015 Ivanov ............... GO6K 9/00013
382/124

OTHER PUBLICATIONS

Goljan, M. et al., “Large Scale Test of Sensor Fingerprint Camera
Identification”, Proc. SPIE Electronic Imaging, Media Forensics

and Security XI, San Jose, CA, vol. 7245, pp. 0I-0]J, Jan. 2009.
Lukas, J. et al., “Determining Digital Image Origin Using Sensor

Impertections”, Proc. SPIE Electronic Imaging, San Jose, CA, pp.
249-260, Jan. 2005.

* cited by examiner



U.S. Patent Mar. 19, 2019 Sheet 1 of 12 US 10,235,765 B1

u
--,'-1'
r
-
r
£
-}.'r
N
i
L] r
"
bl
* £
o =
‘-'I- v,
_._'i'
]
R
L] .
-"a_'- .
B
E
i
L)
I
‘\-}

gt ey pn Rt a ki ek s s i e e e e e e . C ) . ) _ _ _ . e e
i R "?"' - EE:‘“ W i W -ﬁ-: i o qh:-:ﬁ:i:i"u*ﬁ*a*fx*qiaﬁ i *a*ﬁﬂ*irﬁvﬁqw-w W :-:-; "_? s . ?*;F%h:ﬁ;i':?;f b "'ﬁ-:;t- ok -‘ "‘h-:-h‘? "-I-;l AN po "‘i- “':ll"‘-l:lt;-a-‘_ 0 ___pﬁ'l-;:-':_-::c-i_a-jx:-:q_a;r .
N e AR AR S R A MR Aoty Wit ‘:u-“'ha ot e ey Ly vl ey D S B e ) o e e S N
; N Rt "a. oy SO S R A Lo e a o #":":** A o R A O ot Fh e I w o e T
o T A e e o £y e T e g Y R > g3 3 ht o ak e e e R P g « o T A S Wl N R P
; : S o Y ¥, 3 e e o e o *-'l-;a-?pg( e e o e e R o L e R N NI o N
? o ATt L T [ - TR R : r:?-z‘ ik e u:'*"'&_:-n W e e sl e 5 T R ! *t.'-. N A M okt
; ! ' 3 ) & Fonts L £ - : T T N e d Y R e
. y : ¥ s 1}4“;‘;’; ' P % .ﬁl‘ 3 S ¥ Y W S e R e et T e e
oA e S ey T e
L BN MY ; DA By e Py Tt ":" : R, R e, o ot *‘i:}r*e*a'{:-'x{*?}”xﬂ W)
i Ty AT LT b e, ‘p qi) : : : " g SR TN e L
A e oG OO ; : : - A L N
», il Ty qt : e -l e s .’. - :p.*':q. o LN, g g q:_-lli":lr t-e*ﬁbl-_.‘-c{ﬂ_a-;hq: *ir,h -
| R ' 2 R Ao
e DS X s
A e ot R iy e N i
S T, N e I
N N TS ss e e S e
Ly i S g e T ol 3 X e T T A ] . s . b
ol A A, b AN N R " '@" P W e R e
. k o LR i}-‘-}t}é} W ) T N ¥ 1-231-. L e AN
i G el e e Nl T e P i ‘lﬂ' 3 X ] '\-##hi'_i'{r.'l s
L e o R e e e
£ ‘FE*%HF ‘-"-'.I-"gh':“' o -:hn. AT 1-:5?'# “a‘ x%;:"'-:"}aﬂvtﬂ:ﬂ- AR
T A L, S G ‘? e G A K e
S N .r_?l::_.."#i.‘,_,l. "%‘k ‘»"\@{ -t'%y s F g I ..;.ﬂ:"‘:."'-..,‘*‘.,f."":"' 1:-:’
i T i T W "l":;"iﬂ- . i e g e e L e N e
N 0 o W A B e i JE B N 3 "."ﬁ'-r'-\'i'ﬁ'-'l--\.'\vl"-'lh
o g o i R A oy ! e T
] ""f",;‘.'.r{"ﬁ"‘k"?. #l.‘gﬁ:hﬂ e . N L RN S N
.___j‘._-_‘-;ﬁ‘a.-:-.a::;5;.:1:;1:.:f_a.-_::-.ah\;-;:-,:-.-“h1@;;}-‘;::;{:%.;&;;&&}1;:; . " . :%:-1_:m:,'ﬂ-:&:a;\-:_'v}:a-_:-r:'v}
- e W " M " h ] e i [ ¥ LY L L, N R L, 'l o
AR R S ST
S e R R S am
e A A o R 0T RO
I N L, Ly g o o A Bkt A o R _ e ET
i e, "‘-ti*-k"‘q‘-t.ll%&;:"mh- S T S e N,k DR S TN T S T
A e S G D e e I e i R s ] ] p i N s N Sl \-i-:_--'-.;.t
R, Samee
r l.'_?.?_.!_" IR N U ‘!. - .-'!-H.i'r*:l:- -h“ﬂ-l-h \h{'-"'.i
A T R VT I A2 SN N
A e s SRR e
R e B T R g n : A aal M
A R L e ) A A M R R A ; _ g e e B R
T R N ﬁ" s e 5?.: ¥ . o o T A P T B ¥ Vi bt gty . ] o M Ol e W R ; . K S M b MM N AN AN
ST A ; i Al ; R . h ; T e o i o . e T N eI AL N i S S
&3 - o T S A T
3 2 ol S A SO
e o Py \ ; *}iz_}ffffﬂfﬁﬂtﬁi RO N
e e R e s O NI R R TN
e N : f.?.ﬂ‘.v%i Antdata Sttt
T O i L " ! SN R R W W W e e e
b e R A, o y 3 | 'ﬁ.'lﬁ"llli '?':Fh;“'r R T N
S d M W M e ] b, X e I WAL A A Pl e AL L
_1‘.\ , ':1'1::":9."?( #-‘_.“.::5} }..':_ > T N *:-};-r i A ng:;; "I_IH:I-: e o H o) f’" a-’a-c'ti-:_q::-:'-c':ﬂ :E;!.:l':'-:"_t:!-':x"-t:_ﬁ:klxh
g T T M M T ¥ .:.;H- 4] x H“El:..;ﬂ‘t't:l-;ﬂ'\: % .. ;t"'{' T q,-i":’:-_;'i-:‘.ﬁ' 1&;#-_:1._._.-':*&-&;_‘3 J-‘.E*.-."-.ﬁ":.,’"_.
R, e, s a0 W 4::-}::-:{-:—;*:;: Ty S
: N e _".i:'-t Ay LA oA A 4;1‘.-4%4._-.?.
B BT M T NS i 8 e SO - T S LN
; o & oa N S X -:-
4 ::.'i't 'u*'l?:{"'-.'t' '*'!?’::1#1:;# b . ey Wt ] Pty “:-,r [
A M ) B N o N T A N B N A
e i S i e ! " LS SR S L N i TN
T T h '.‘--I{-.ll'll:}:ﬂ b . da T W l"'i'rll g L T TN
) A N S e M e e T N T R,
N e Ay o e e ; \ : ; : _ B S R X e Ty T e T e
y _}".ﬂ‘t'.";? P l::i- P, qE:-i:.‘.-' .-t"q: e Lt g B s e e s . ; LRI e xti{-"'a-}f {*?Fxhtig:—_}:-? -
_ﬁ#}-ﬂ({dlﬁ‘f} o hﬁ'{‘ fﬁ'-r:ﬂ ?.-“Eu"::,.:: o e % H X . e ] : e T U ‘!‘.'}th" W e T a;:- e e T T
] e T e St e R S - iy W L B A -'-. B R B i SN P A
e A B, e M S o g i e g T A e T T N
W L .%ﬂt-&u*u_ *%.ﬂ-.n.- e A T e it e Ty
e ! T A
- BN = I o A e Gl oy oy ""..‘".'H'x ) ﬂﬁll""'..'ti'. O M, W ; “i:.r A G W 'il‘\’l'l'_\-&‘_ L L R
L e o T #..4-.1--:«{.14{:#4.-.1'1_:._,1-‘:.'_ ] - g ok l!< y LR T R T e T R T
XS o e PO A A B -y L O B ALt N R T L L o e
.-,:-f:; K -}r";t‘é'-&-a. e ‘é&"f' 5 ST R A b e e Ty
p' 0 T i T - i - i..-l!"':-lhL .“.ﬂ"."-b..-",_-q- o, T ok .-'-:-'r!:--lrr.r_-h-i.-q'*h'rh-_-
] : w sﬁ;‘s;};y.ﬁ‘i?m:#ﬁ-# A -'.n'! t{e .,t:' i }H" .. .i“'.z-'- i N o _:a'v:-::l:"l'ﬂ:&wt*:t&{-?ﬁ""t -a-:a-\:l- llfitlb:r*\: '
ey 5 ""::";.:“; ot -.ﬁ;ﬂ.-_r nf:";?:; 2, ‘-_gg_’gﬂﬁ '?:-:..; ""-i""';l. -F'.-."-ﬁ&“ ‘.;:’5}:42 *i:h."ii""i p i b, :"u":{".c-‘-":’*i":i-:’-':':‘--":";1'-":}&"}
LA R T e g P e e R I A N A N A s
A ._-ra:-j{,-,n.-:-:- e :-n-.(ﬂ(".-r. ey et i T T e
i o T L S N S il B Ll W M o A g e T
) L . R A 2y . . ; . N
e *';k';ﬁ':ﬁﬂ'?&‘-’w.‘-s r‘-'a:-%‘i-';f-i" e o e e
S S e o s
"h* B b o e, ., e MR 1 [T T NG F L e T i
':;::- TR !*If';b(f-l- -.ﬁ“-)lul ; ’H:-q-'.-hl.-vi-.r P ST
L B I ) [k X 'q'-"h'.-'-'-l'_\--'-‘\'rl_" 'i““fl'_":‘vn."
R s R
3 . et e A, ST L 3 4 . !
e ) TN
L o ol e B e e e *i-‘ﬁ?‘* N T e M A
B e O ) e e Y e e T
N R B R RO el
oy ] It"t ‘{“?&‘H ,H_?.'f.“."' W, .!.."'1.1'-1-?1. l,."-.- r I..:l:‘\-‘...tirl iv-\-h.i- 'y
. F. " B . Yy .Y -3 m - e m LY .
ol ‘E{‘-l- . ""'ﬁ;f"“-t-"q-"‘ ¥ ¥ | e e e e et T e
L ] i ﬁ‘{':&-&"'i‘?ﬁr - 'ﬂ.%ﬂ:ﬂ":‘h ﬂ'i’r e r, ' f?ﬁ‘.}'\..r\.‘.f} A'q'.p"'\l*il*q-h\.vb*}"n"!h?k}.}'
g M g T B N Rl L e N . . [l N T s SRR iy Sl Wl Tl U
L g, G T e O R, AL L ; R I S o L
Y p.ich.,__ %" \.#..1“."'-&-. 3 fﬂﬂ, B R T A S R e N
-l o, O, - e g i N . 3 3 oy A vor [t T
5&"' '-I:}I e o H‘A} 4 _itg.'l;}gﬁ-' R‘!‘:} ."t?.‘.ﬁ‘ oty ' ':*t":\"-"r*{-h;ﬁ:-'-ﬂnhbw-c atats
o g qq.-'.l“_ e -n:‘_'l_';}f#. ot %, L I S N e S N R

w l#r gt Rt X e % g o 4__ ' F L, P R M
.. %“l‘ ﬁ‘ .. " }*J’:ﬁ 3 el Ik "ﬂn Ty s e R
e g L e S B e A ; AT el AR )

: _ L AL g
WO h WA oW
v T : g i ’ ) L) B I U o T N N T
ok Y, P dt Iy A T TSN - R o
. *:4';!;%1-" ¥ y "t‘.q. P ﬂ:{{r- .‘,:?. "'.:E:.zt-." . ALY i."ﬁ:.v..:-uQfazu}i};n:\f\-:iia_:ﬁ:-\-t.'ﬁ:.
#J-#.l.- » A I T e -, T A e o ! IR T I S A N
e 7 i 1 e W e P I T R T N T
it A Je-"-a-"vﬁ*-:ﬁ"-"- -..*3‘-‘,,*_‘-’,."... . i'* IO ol "om 5 1 h'*'l:"ﬂa"ffv?;"a}\-w-e*:ﬁfﬁ '-i'*-e“-:"\
L B e e e : Fy e Lo LA I S I O T B T S
-\,\-i-ﬁ"i'f o l..;‘d.-#-t e I L N N T o [ P e T Ty T Ny, .‘\-*-'Crl'-\:"\'# !"\':I"A‘u.;‘_‘i'-i'-h'r.{'l o s m ol m
ey e T T ™ ™, it L3 A, + T T e e T A Y T
[ oty B O LA N A T R o i e i S i Tl E AL N S w L] - o S A R PN TR A U B AT S N N AE N
# "-“'{'.:I‘*v:"'-ﬂl T :?}"':"1:1";?:" :‘2*:}:":q*:'-*:’.Tﬂ.:f?:*:-"':":?‘:"-::' :“iﬁ:"ﬁ.‘c&*r"'v"r‘ﬂp"’-}* 'q-dl-hh dho e _,_"‘;‘:-"'.1:"_,_":":"'*":":"': :’"t" ¥ : :;": . "': ) -r*:-' :":’::*':'::*:":-"-*:";‘ :'1-;}‘ '--:*J:'h: ":'{A:":*-:‘A;‘: :"":h:"':'a:*;":": J’:hf Er}:":{'}:ﬂ{*} :""':'f
: e e T TN e DU et N B S Nl T NS B A WL b Gk w B W R B kW a kA FE ) ELI AN R A e L O N T O SRR A N7 N A e Rt e
L -}:t”;ritii-:i:x:trgzh:xzéiﬁzﬁlt::iizt:t:f' % " f:f:-ﬁ-':‘!:r*ﬁ;'r:v:&;&:\:i-:l-:-\:i:*Ei_-"-:lih'\'*_#‘_.l:l.:lh:_i'i}-r'aﬁ-.‘:l-*:r* AN {_-:-i_:-*_v*_-s-‘_-.:-_-._'_u;_:n:r:-a-:a-r-::e:-m:a :f':'n':-.:w:q-;::;:£¢':'+"'\-"4:a:a:v: » Tif-;-;:w:i:e;-m;wti;:-: A 'r:J.:-.:_'w:q-:.n:-w:i-:r:_a:y:i:!:
o w-} b Ly A T N N N N N N N I A W e R N N A I Tl S S Tl e el L T L ey P L AR NN i et e c - SN T o
- L - LUl I T S el Bl el W R O R L R R S T R DR TR T N ST N N Tt N N e i e N ol By @-&?ﬁ- & L S R O )
LS O i N Dl et I et i S R O S Il TR e O RN N T Rt R Tl R e e L A N *.i-i,.'*.l.i.--:-.r.tﬂ-i-rt-ﬂ-.
B ) "'-'-l-*--ﬂ-'rf#h\'i'ﬂ-.ﬂ'i'u'-i":‘-ﬁ-*r-i"h‘f?'}#\}i"rﬂ. Lo e N el ) o, L, ¥ ##ﬂﬁn. Mo e e T o i e L B ] i S N e Bl e
L L A N DT R Rt S St Rl N b S e Ll ) LSl ol o i il ] 'I'F'q- F \'i}-n .l:.-'u_j_"r. q#ik.l:. i-*""-r."' Sk WA "l'.'l'\- 1.-1-1-.-5.;‘1- L, oL o N P R e I T T
i I T A e A A I L N AL A b T o e K e R BB S s #"Hiqa Bk A F o A T L G Nl S SV S T ¥
E T T I T o RN R R T et T el M e q-:n-i-;q-fa_na,'_tﬁ i vﬁ_ﬁ_?a- L 1‘_-3-}-1.;‘_ ok U Lt A R I
Lo Aol - i Bl Tk BTN e N R M B N N I T e N e = Lk oo Eif s E W e S ) L] L Conr et L e T
LOE o i 5.'“'-'-.-!:--&--.& Lo N o Tl o R e A ] Nk N e Tl e ) -“:"'i' o ti'*ll:"";.ii." "Z;‘_'-r L P o g ] -
-r"-'+-=-'"|i'- n—-!-wira"fl.-fnhﬂf".-i'-* i"l'-i'l--\"r#"h'-ﬁ*###{\.c_i - ! . Nl R R NN ot F ) i fﬂ.-}j'-i-h"""r 2ty
R N N R S N U Ul N R I e T i T ) . ! : b - ol B W LS A T i e '.---r-u-\-h-a-a-r":i-'aal--
| I O SR O N T RN T 4@-&-'-!-4:'5’-‘1 . . A 0w N R ) e e D TN o M O
A A -I-#hf#--:--:ﬂt#-ta-:x-w-ar-:_ e ; ; : : : e N T w TrTn Y R T M T T
_{_{' "‘: n Hﬁ' 44'-_,-."- i *ﬂ- N r ‘ﬁh'::"."ilf'*ﬁl\?ﬁ? ‘_ﬁ-*{- al #'1-‘:‘;# § _,.-:i_i- .p"' +h _\:?lr J_Il'_i"-_ e _rq-‘ar:_ T‘a A t'q": 91:-5':{ - vw.q 'ﬁﬂ !{:ﬁh-,::.*‘{:;:#i - _#‘- 4"%':'#4.“ }.«.‘_1.- *1"-* e -?I" -!F
y P 3 [ = T ke Tl e el S et g ) A i B LG A o e F e e e e e W E
B A A e R et sy o 'i'_‘J:-‘-p:!i- oty -:-*.n‘ "i'-*:a-*f'pd-'q* & i i #';.-E !_qv-b,:-lh'-.*. +¥+l&|.‘_1-+ilpﬁ.‘~.{{_ﬁ._ iy
s N : A N 2y i ) J.-:_q-* ,_H;‘!.‘*.}l'% x:. £ e e F ey e e ~u,
N s o L, . I R R PN \
e gl o 3 ¥ ""‘--.ﬂ'-'l‘."- Q_‘. TR T N o N B Y
E'q-!;-,‘l' P K : A ! R LN Tl e R e S
_ I i el T : | R A, 2 el S 0 Al X )
- g L L e G T ey i -.1-.1,'*1. i L s ) By " T +5__ - 4 i'i:."lri.'l:-{'.'." e h
N K '\.-iz-.ﬂﬁ o G e . ) L - ¥ - -&\'.4-}'?*!-'“\:3#-"-#?-'
2 A o N ...th.-rl-hx-.;.. .'H....-trnh N T ) : P T, Mo e e v R
s ni"{:&f‘. % h nﬁﬁ;ﬁ;ﬂ,‘ -'.-;a{ncg.l,,\"'e- e .,.-:-,{Ei-'r i Lk -1:_'.‘,&;_, o g e - o R e o T
. o e N e T R T T T e e R e » e e A ) L A A e N E T R
e, e L T ‘}-E-:.‘;:-.- R r : e Ty Py L S L o e M
e N Y U N R e e e g g e g Ry e ) % . W : Ji-tq-"a- AR e T e E
"’:f-‘#_ A R Lo IR N e e ; W e o W N A T e
Bt o Tl e T ! e A . ket gl . ::‘h. by A . - x- ] -ﬁ'ﬁ- -3 . X _.H": +.'r"h i-li}l -e.r"n{l‘_i.r.cﬂ-#-
T, e T o T ) ! A T ry e AT ; o - e ; ! ol oy e, A P el gl
SRR X e 13'1; SNl A X o o T {i:r B i - :"-e LA o T g -:c--a-:-g:f-h:-«ei.w--:-#¢n- ey ey
' ) L E i e e i G 8 =5 =i o+ - 3 : * E. L : . i'-#-* ol =k oo N o e T i R i R
L L, e e R e R B Rl N X e WX ) , ] 3 o B KN e W [ty qiplrh &, q;i.rxﬂ-.ﬁ-r.n:
e " ir,.;-'e- %{!ﬂq Tty My *q?ﬁ -r"z*-'tﬁﬂb " -1-_“-:""..1 B g thJa--a- o *i. ks’ rir:} e ,'-""'il"a-"‘-'-f‘nl '.h:-.' ) q-*'-i"‘-q:-e*:hh- i-r"'{-:g-' #++""-- i 'h'fl."\-'l"'h'r-:l' '\|'+-¢"'-'¢-"
Ly " Ja::: . *ﬁﬁﬁ*ﬂ’#‘, 5%*#‘5@*@ e Tl L "-I.-J;ﬁ‘r” #{_p&_-.- 'ﬂ-* {;-*_iﬂ!*ﬂ;‘_ ;‘? :‘31-'1- .F;ﬁ,i-#ﬂ'_;i.i-l- LA I { a_:::.' AL IE AL AR y
A i A & R R T T LT N, e Y 13 ) e 3 W R I R T A L NSl i FTg)
LN o ) (3 a-}:l-:l--t-l—’ : o #++:r#a~ . g T o Iy I Tt B R ST T St
\ E R N A i e t-i;_.'e.l._‘-ir-i-_ Ll ‘ri'_-lg- - e K -Ir of 3 ¥, F L -',-t-t--hl:‘-_'u-- b il - o SR N T
b e ol v;"l-;t x oy N [ i 2 T A e A e B e
il #ﬂ*ﬁ*ﬁ*&%‘i’hxaom Fa N ) -l'*q"-‘rq-q- i o -~ [t g ) -J:.n:qar-ee"'h-'-tﬁ-a- hURE I N T .} -d-;'-l_.':-.-i-ﬁ-.e.-l:-l-w:ra
B o i - O S et R i B S e o T e . 5 L gl ) N S A "-'P‘ L 45‘iw¢.u.u1¢¢a.-.--r.+.-,
ot R M e e, i ;*.r_-"'in-i- 4¢-wﬁ-++ A K X e i, - M M M ] b e e N T ) - e e e A - T T T R A L
L A - 3 é'\f#--!-l"fl_l--!r\" " T e gl X R Wl v+4"51i-+4\- Al N e NI o M )
b L "{4‘ of f e .1-1.:-...".'“-14 o ,.ﬁ 'lt' L - o+ - ﬁ-q.;l:'-\} LI o b B R ot e e A R Y o - #‘;'-?‘F-'F‘l'?‘ﬁ'i""ﬁi‘i',l
- & L. 5 . b : . . i 3 y . .
'ﬁ'l-'ﬂﬂ:."?. ;"."4'3?1*11' -.‘l-""q'.*' I}:r .'cﬂ__-l- -}?:r".t_q__#:‘l- x‘.-bi_t?-a- 's:n: {#"‘f‘g‘ﬁ" 4}' " ; “!'F‘.. “:.##"-' Ja-f_l-’ g J'C: i_ﬁ;"":.;:t .'ﬂ.- .A{{_ﬂf.tﬁ?}:ﬂ' i l-_}'r-:)u: ‘2_:.;#_ ._ ; J-""i..x: 1-'."-‘4!_-.-{ _!45.{:??-}*&#1-’?1&4
A -ﬂﬂ :\ ﬂq’&'ﬁ' *4*;"3 T e Ty " i, R, '<‘§( ‘t“i; oy ‘j’i:,! &*#"1"':'3' Gty ! T "'t"r':*is- L Pl L {#’%’h e S P T
Lo e ._-'.ln'.._' L [ W ) o T e o B W W Y - ti-:-q:_r_q- i i e I e N R e
e Lty N LS : R o A B e D T A e e e FN K B e 0 e F"}
Y - -lﬁ - ﬂ--..r;r"_- 3N N I 3 x 11._.. S b?-} ﬁ--}:-:"-..crﬂ- -t-ﬁqni-x-: o q-:ui_ﬁ- a2 L L o l'h'#h-r#h
s ¥ :&*I"h L S ; Ern L *444;.-_*%_. S ,.,-}*a LN "y 41-’!»"'#*4:34'!!:-“'-.-*&-} VT H
-55-- B’ LU e T Tl L3 i #ir‘ft{‘-:-’il:-‘!##:l-t L Tl O oI AL i b T ¢
W x o fa-u-\--tq--n'-r-l- T {F n ‘I"i;J-Alﬁ'i'?} W e A N aa:"i'a-:n!.-i'h ] 1-:-3.3\‘_1-:-3-.-& L e,
N % o b e A A 3 e ey : M AL W W o [t LA e g
i.-f’h“‘vn o el ey Wl i Mk I - Qfaﬂvf’-&wn‘q—#tfn-r R A -ﬁ-h'i"{-h"-'f {-"r\'l-n*"l- .
L I i -'--J_-"h'fi--} N e ol = - o b e B N e e N Y, T e - I T Nl ]
bt I o T O S T e N o A i 4 % 'h_;':j"*h K] L) o Ao, Lt o I et LR N o N
tq—b:;--x{taxd—-ﬂ-:ﬁttﬂ- L Lo B c ot e b e L ol N e MowE e {-a-tth_il-\ﬂ-h-ﬁ-aﬂ.-}h
ﬂ_!i'-_._. +"-!-+\{'i".‘+"'4"'.-"i-'-4 ""1-"'{’;"":&"1;':3-’5 J.;‘_i__‘_ ! 3 eqs-‘_ l._‘J. "-c 1i':-‘.-'.--' "'-..;""'a".;. xic'q'ﬂ-"!-h e b B i A *.-; ¢\":.}‘h¢+¢+ ___e_r.r-_,'p’_ '-:'*4-4-5-'" 13#.!-*-1-"#‘_1_**
F I O TS T e g e -l-‘-b 3L¥ . L N I-"aq-#_?:lr o -+""r1'15- . LN - i N e
LI AT IR OC N L T N e ! el A . '-'4-1-1'-44}"% oa A."E-\-.‘-A. e R .\ L) A"ﬂ-'}ﬁiﬁ'ﬂ'#ﬂ.h’f
b il g DG i g 1._'1-:-:.-%_-:-4- / S NS e I g BN Mgl i R I ) - L N - i g R
St -t"'a"'v*'-e" -i.'-*'-!-""l'“'ibﬂ"-r i-t-‘r*e-"’a > _f_a_l_ ,‘i-‘,.'r [ ¥, o J_J-.!I_-: T E B O R A S S "';.-"',."";_,."' L M 4*&-":."‘:.:*#;";-‘
L o LR O e Nl e e e N “my +-"'¢-~i'*?n- O AL ) i T o R N e e o)
N - e W ol S i ] N oy 4 i L T T 'I"ﬁ'{n--'n-'l"-\'*ﬁ . ra-‘-'--e*:_."':\--a-:_-nn.--'.-{..q.q;-';_.
':-e"v*-:-"’-:i*'-e +“'—ui & "i-# +J":';1r+ -'L""-ai-ﬂ"n:Ir M N -:-aa-':'a-"' S :‘qah*tt-t""#“-:-"'x"' 4 _‘h S :I-:t-r*a**‘x'rérq-';a-:x"tii::-:x*:e-iai}i-:w*-:’
. . . A R e
B R

H, o II# )
gy s

"ty
"-."‘5;3-"‘3"
A L
(LRt T

o o :

]
N

Xy

o
T
%

o
X
R,
4-‘:!::‘.;; A
1,;{‘__ ]
X
-ﬂ'.;l

ok

-
-

: 'J SR .
T O ety Pty
R Bl

R - e e SO

e
i
2

%

e
il ] J.‘
.,
Bt
Mgk

4:4
-
|
o

¥
.

.
.

]
o

el

e 2 o7 . . :
AR S T e
S R T M
- -, - . " . . . '.u.-. ; ; ..

. !
?,:-"'r;',f' B

el il e, B e g

B
. L] .
b gy g’ g T R e o

] .:_.ﬂ r: T,
. _H::“ ':%ﬁql.' o et i 1 oo - ’ ) ' )
A AR A A B S . L. - L
SN e oy . S o R . o .

O B 0 A A 0l Mt M R Mo it o AT

4o

e, ey Al e, i A e sl s il

R

ok
'

A O R
B A o Sl
e g N e
g A AT
o Al

N,

&

3

e e e e e

s e e
O s R i e "’:;2.?1. % '.a%“‘-'i”““ﬂ? > _
e s e e N o)
R iﬁ*‘f.ﬁ*tei%'?ﬁ’éﬁﬁ%'
S e ians
; If?-.?. o I "'!;"'*t -1-:1_"-3' I '"'.'-!-1:?#.-"‘;.:.' | .

e e
AR

!

B e

"
¥
'I‘l"

R S o S SR i e g i R,

F i i I ) L e A A S el A il ol Aty e Bl ey e, W
o Mo F L T Al L Nl -
Tl -I""a.,-&"l-:- L BN B R e s

Pt e SRR N N Sk e,
.
e

Ly

7 S R b o Sl e e ke e ek S AR W W A e Pwt ol kA

¥

X

TSN ED N W Smm e E e R W R ke ol kol ol i wk R

i

dr'il':'
o

103, 1B .

" . . —




US 10,235,765 B1

A

L I
:.1.__..-..... e
-
- -........_..n..rv.h.q.....
LW N -
L T
L A -
RIEE
A u...p.._..}”t e
A
.ﬂ.“.._..“.-. T + ”. .1.“._ “.......-...- l..u.“.__. "
. . a
41“.¢H+#~Wh“.r“-+..“h._+...r“_.....11. '
- - L= LU
- ..............-..-_...._.1.....-....1__..____...u.-...........1....__l Ja
RN e L R
R A e R e O I T
RN _..".a.P..u_..."..,.._...__.u_....1.._.a_.a.._.r .
PRI |...1”,.|J....v..'..—.h ..B..—..v.k.-.l...“......-..?ur.
P I N N A PR Il e
~ BRI  N
I N A R B AT
S R W T A X e
T L T, i Tl
rar - A e e Koy oa S
I N AT Tt gt P
A e e Ak
e P A, FX ....a._..'.kx.r-“.... v.“...
N N N N A
P .1.?1__..-,.....3.1?3_1“._.5....?..__”-._..-“.... N
P e L T L
e e s R m w i | r
P I Pl bl B Lo
et e e T e e e ot
SREE L .
P a - vt
S P o

11.__."...11.1 ril.._.a..u..r.uu-.
s P T )
Somra LA
2T o o A

4 .
A\ e ok A
St e ....1._"..5..-_.._ F] .-....._._...-...L_... 3
oA b A e ke e =
- o ke w kg d o mm oa oy K
R A N R o L T a - e
e e o T g e R oot om g - ~ 4. .
Ll e L ey e n e AL S e e a o a
T - L I M e A N -
R R I TR R I M T e
L Lt T N B O - LI
T B P I L S I N e e A |
P oy m o fpgoa s I W A s - PR -
_._..,_.‘..L_.__....v__...n._.....v...Wb.. el
L i T S i Pt A S oot
3w oA R pow AL R - . PR,
T o T R -
R I e A T e T I T | ' .
' T I R N i e N r o
BT A N N Y T P
L R T i T N T I
v 2 A M Ao B o - -
B N T I N D -
B T IR .qw.m.
LA e EL e P oA AT -
Fowor 1 BTR w4 A e Al E o A .v
e e G E .
L e -
N .

.
"k e A . LR kL
I R T R N O i)
T HC A AL I R
L I R I e e L A

Mar. 19, 2019

U.S. Patent

Ly

i
*ﬁ; :

< -:-4_:
L3

I

LA

Mowk For

u

L
k-]

LS
e

-
o
A
s
F oA
e
WL

Lo |
e
r b
]

"

&
h'-?-;h-‘h--f-
o

B

PN
}-\'1"-\.# "

roa
P i

.
L)

7
¢
R

e

&

ey
i
o=k

: .,...nw._m.ﬁ.-n. ;
. .-__.

.
i

roat

t
.-.._.lr y by WK
Yomed ; %

oy Skl
- o
R b

-
0
J”w_v.ﬁw.:ﬁa.af .____m.u P
et My
A A
o

st

gt

4

Tt

[ = e e

A T ¥ e L I & e
mm*..a,ﬂfﬂvﬁ.% A LS %,ﬁa% Hﬁ*ﬁuﬁﬂm@mﬂwﬁ. y
Ry AR

X ..v.la....w.u_w..f

X e At o F i
SR .-_.._.H.u.-..q” l.h_.p.“._f._..._h. x..uﬁ.___a. o ..mﬂf.#&.-.”t.-._..am# vﬂ..rn.,_..
Potat et ”..p..u..,._ﬁ_.“._...a_ A T o.%"_v iy
‘...qy.ﬂuwv..n_qerna...w.x”.q__r ey .p.Hv .—.1#%. o

P, 5 P
oa_“m&a.un.m.._ #n& ._p.ﬁmum 0
i * hd " S g e L Aty %
SR m%%%ﬁﬂ%wﬁ%ﬁﬁ%ww T
X s

TS o ) : 4 i . L L
SEme R
Lt e O e Muu. L TN i Ly
e
XS u....___m..f.....».uﬁ. Rk o R TR

R R,

o +.¢. ¥

r 3
s s O

o ¥ .n_..._.i.n.vmn.ﬁ.-ﬂ...__. A T
X mvu””_...nwﬁ.:ﬂnw e et

s
i
e
A

o

i
X
A
1=,
x'i'

'h'“_i
L
.r
o
el
e
e
.:,.
P
- ': :1.
e
{"’-ﬁ
F
o
s
palk t:.v.
o,
E )
L
:-j_-i-
o

i I ] » ; = . [ p .!....
R R i B
A e
e e B AR it

LY A A -
RN SO0

! . e N e I A
2 B
Wﬂf g ._m..rﬂ.-_.ﬂ a.-...__.......x.__. “?ﬁ?ﬁvﬁw .-_.vﬂ.v‘.n.._...-_._rﬂﬂrxaﬁ_%
. AN . X X
. Rl

G
& Ly
. Y e o M ¥ W
uw M ity H.W.m”wﬂ“??%_f et s
R @Hﬁ..m@wﬁwﬂﬁ.w
AL s J.m.nm...“...v. N T N ) o el
e

e o
N .;nwm#wmﬁﬁm,

*M:q.ﬁ.ﬂa.ﬂvﬂ._h” _._,_.__“.__ .___..u.“.. .q.-. ._-_W *

o uﬂ__n.a.___Hi xrmw.”.qﬁa.ab LA »

; ....H#.w.vi#a#wﬁhr.r.q Rt
S L o,
P
e e e b
AN AR e L

r .._._"..H.___.. .._.m..__..__..u. * n.”ﬂ“ﬁi.-_
) _n__“.-.“ Nl e

W ‘3_1.
25t 5;‘: o
% ¥
\;;-!4- a ":
*'in:ng:e."ﬁ-:n-'f
N
o M
2 u::; e
s
e ﬂ."j}{:
*.

.
#“sﬁ__wxm

@.RM.
' e

o
g
N

-_+._u.w. .ﬂ.#a.a.# 4 At
SR

ﬂ.h_nf -__. v.. .n_ .__n.b.-?.f..n_ a. b. .-.....q ”M“
. .“.n_.. ....U.m_u.. ,‘”u-_,r n.n...n...r.lu. .u.v.u..u-ﬂh_. .r_p. Mn.-n.....r.
L RO LA SR

4
A any : X e Ms P, : :
e s e o]
A g e L = [ 4 [ M L] 5 W L L A
N ny a . NN g ...__.”__..*.___J.w..uv e A o o A A
“.o.“#”._._ﬂ._r ._".....-..““n .._..,._._u.__.b.i.ﬂ.- ...__..n.. ] x_x H.-F H.u..rr...“..“n i Hsﬂhﬂmlubﬂh@wwiwwmm. #ﬂff%ﬂﬁbﬂ:&n &fﬂﬂf#ﬁftﬂﬂbﬂ#&ﬁ#
x

i e e b e S ey x o A Jﬂn. T a e
s e
L et iyt .n.......f”&ﬂ@ﬂf .__.Hﬁ.-.#n_.”xl“#w .v_w__.ﬁux ariuﬂ.a!rbum.hwﬁfcﬂnrﬁf.ﬁ _.x..____..__..a_.v? Rkttt

L) X

& b, L] L
Kt avwww B ﬁm. T e

urtace

5

Erergy {08

a5

rplglion

s

n"{"..‘ .

..i‘.lli.

50

FIG. 3 {Prior Art)



US 10,235,765 B1

i a4 N F = s om m mod == momop o= o p e m o mLa o nm 1R s . omLmoa L. . . . . .
S o AL D e s S R oa e A Ry s - L T A L I A e I I R T T R T T T I T A o I N L O P I I |
el T T T I A T T R S e I I I T A o I I P e N P A it i R S T Tl Sy
L e I T o I I T e O L T B e e T Pl R I I I e e ool ST - L I B e S e W P PRI I el i
B T I T i I T R T A T T I R A T M A T e I o e T T I P e Rl e
N o A I e U I N N
N T B o i e LT BN T N U At S X B i i i I it T T I N
e T N NN S R L T R L T il i A -
I T o P T e e e L I I W i R T B e R e e A T i e i R T R I e e R P ot Sl Pl M e Pl P
P P e T o L T Rl i o N T o e e e e P O I N A I - T Fl l Nyay N
- e A P e o o T R o R Pl e A B P e N A i N At B e
I I i T e P e e A I e o Tl L I I e T i e e Pl
I e A T L T N B o e W W N - O L N BN M e T
B T e A A T R e P T e e e B R e o T N T Dt e e N T i S el
e e T D I e I e T e e e A i I T e A L
- N T T P g e B N e A e N T A T N o N T R S Ut W i b P el IR L T A il s S I T e Tt
e I T R e B e A T e A I I T A e N A e R el A A el A R W )

N g e e T e L A N T I e B B N e e N
N T N I e e e I e N N N T P I B I i - L A i T T AR o T R S e Nl LI aie By, T
LT I o A T T T e T e I I P I I A e A A T . NI AL
I I i i e i e A e Pl T T e o i I R e I e . e N I Ny I
..._.-_..-_n........v.-....-.._...w-.v-.__a..__.......-_._"._r.,..-..v..__.r...n..__..1.—......n.......__..........v..-_...__..n........v.-“_.._u.rk......nlu.........u......f....u.._.._..:.....u_-_...q..,.........i»__,...........;..-__..q
N i R R i A T o T e I T N A i Tl N I T i N i P pE
e e e e e N I ot R N o I U RN Bt e e R g e
e N N N T e T T T e e TN A A A7l S R A B Nl W TRl S i i A A CE L m a h b A )
PR e W W e WM R s B A A Ay s . LI I e N B LY A AR W . - B Tl i S i - LA Iy TR
i I R e A A W Tl A L N ) : A A e A A A
L LT N e A ol ] a LI o P R T e R T - A i Al RN IR I T Bl L i e Nt
LI L PR Mt Ve R O | . e A R I N N A A s I M e Lk g roa a K damm a A a g A
PR T NE S N Rl PR e Lt N N S SN T o S SR TR e N T N )
Fa a Ao w4 e L le Pl N R I T A A Pl N o TR R N N o I N N Pl A ]
o s oam xom P m oA w A N T L A LT P ol T T ol - L LT T N R L P
A T S T R I o B TR I B e At Rl i N A i PRI I L TN N Byl L AT
CE e I O g L T L N I A O B T R O O I o S S Tl AR R N . R e
ERE e N A T T T g T A I e T A e e A e e St DI Ty S T
P I e R I A A B, I B o T N I e T i 3 i N LT e et Pl S It ua i e T
Ak kR e LT o e B e A A N T T AP R S e A Ry s P A e S e e
[P R et Tk P T . e A AR e e A bk e e b e o Fop e L fpd omoa o AL ATy - -

IR I i L Pl e ) i R A A R W A EE L e A R S A Ty . ' m g b o e Ak A B w
R S i T R Ao R R K AT A E L Y w A E ke R e N N A N -
P T e ) O R A A e e e T e o I - - kAl Y
Pl A T I i N e e i Ml ol S It R I e o A e |
S S A LAy e g 9 EI N N et A N e A I ek I ey
e T e e T T T T T T e T T L gy
I L TP R ] .:._,.........-.-._...v..........u__.......-T.l.__.l_-...w..-..-_.-...p.. L N L T I T
g N A Ly R I N e I P e ol e T Lo R el I
[ i v o AR A O N - e N N L 1) i SN S ) e e W A R F roron e U -
L I L T T e N S T e P T S u Pl AT o R nr Tt T I LA O I T Tl T e R
N A By R R R T N A T e ST L N Al Pl L T I A T R A S S
SR g M P LRyl ) P L R e I A I T I R N IR PR N I I T e )
L R N R R S L M) = . rLh rr by R oA oD D d A M W or mor 4 & o A fa
LA T GO R I R o T 2 L R e N L " o S - T R I Tl A R TR - e A R T N
[ i R e e i A T TN I Y o T T e Tl A e o e s T [ R Pl A N Tl L
N T R i I I P g ; : LA R R S N e W I NN LTI o P T A LRt PP o i | R R TN P g e
R A T i S T T L) ST I e I I e I o N L g el N R T
N I NN R A N e e R R A N I S P Al b e S a kAL
o e T R I N N e e e I R T L T T T ol TR S i i hi Rl g il Tl et Il AN
L - I R I I I I P e T o A . e i T L A N R i N PO P N T )
L T A e A I - - A I S L P I e i P e By et I il P Sl W AR A E Ay
R e R L P A I A T e O e A R R L S o i T o AP
R e - T T P e A I T e A B S T A N e R e A N A I A A ]
O T i T A R I I I i LT I R e Bl P L N Sl P _.._..vi._....,.__.........b......__....r..._.”......_m. A W B A PR A L N B i i N
I R I I N A T - R o A Rl e o o e e e T e Ty PO ) LA N AT NN R L R
o P e e B I R I I N I Pl R i W PR el P S P M e B b WL S I N A N
T I B M T L N O e Tl A T Tl A e e aa e L e i e e s e T I Ll i P P
L N oo B I o T I e T N AL i I e I T A S o e ool S R N S TR WP R N PRl Pl I . T T A R I Pl ST I et
R A P o e T e T T N A S N A LR L
N e L i N L I N N .r..w.xﬂ................;...;.............v..._____........i..,.._.__..._.f__.n__..r...m e e T A e
....__...-_...._...n...a.ivl'..a.........v.v..._ﬂd.vwr...n."arvm..n.."...,.._.a...q.......:f._.\.,..r—.f.....¢+¢+x..r¢+h1.1....v.......,......"._...vrv-."...n.fv..__...n._...r.-.q.__..-...........
I e e A e A Tt Ol e L T i L i e P T e N A i e N I I R A S W
A T I e R A e N oy o e N TNl e T S T e o I i P R Y I i)

T Fe R e m A w o S L R R R N T i N N I T N R e i N I A O I ]
R T e e L I i T P N A i o o e e A e L I T i A I . T R P o e T Tt T
e A e A I I T R T I O e i L e T i e T o e B T e e Pl I W I O A U T L g R N Tl S e ol ol e
e P e T N I T R o I I i o e e e o I o N Y e W W L B e
T N T I S P M L B it A Y S I I T B A T R o e T o I i o e e e A A T S R P A ST S L P g

L A I L I N N A P e T o R e I N M T e o T i T S Al o
L gl N I I T T e N B T T E T T
eyt L N DU R NE D TN R N q...._na.___.......u.f...__....a.. Wt g e e b b e b e i e s S Kl e S W A bk S B et
.v“.._ﬁ.ﬂ..-..._”..,u_... ._......4.._._".......a._...,......w.a.1..,.-.._...,,_.»..“.1..__'..,..1......_"...........k...~”............4...#.......#...»7_......",“.q.u_.......-_..._...,......p.."._".._—._......._..__.._n.u.,...f..,.#.....___...u......".....w.-..u................r_......v._..._..v.__..r...r.....,.._..__.w..__..r...”n.,......#r»..r.:.p.v....._u#.._...w.,.._ FA
- F . . . B S ey T A e e A e R p AL e A e e T S AR
s Pt . R . T LT L . " L Pl R i S AL
. . . - . - . ' . ' .o . a
a - HE HEI ' T o - . . . .
- LI | ' . o - r Vo - P . " -
- - ) - . L}
. . ' - . a . r '
- - - - . - -
L} - - . - HE— L} - L]
- - Fl - - L n, - ' - '
- o - - - - - -
' e o ' . . . .
- - . - .o . N S a r
. . - ' - V.
- " - L} r L] - -
- . - o .
. rora . ' . L= L

FiG. 4A
-1(3. 48

Mar. 19, 2019

U.S. Patent



U.S. Patent Mar. 19, 2019 Sheet 4 of 12 US 10,235,765 B1

142

- 384

f camera fmgﬁrprmt d?‘ed the qaen ﬁngphrg‘mm

A e g g g o g g e T R R N R O S O R R RO RO R, O I R B A, B B B,

T 06

For e:ﬁz:h pa:)whie bhm . determine a \( 'é‘L value ~
 providing a cross-correlation value set. T 108

; i}@teﬂnmea size, 1, fm* thc: htghnvaiue stihset ﬂf the
N(ﬁ 3¢ e 110

;deﬂuﬁ; a hwh value %ub%t Qf‘iha E\{L set and thﬁ »
- associated shifts. \\\112

identity a low-value subset from the NOC set. ——

A R TR R R B R A A

Determine a universal noise ﬂam based upon the
_ k}wnmiue %ub%‘i

| For shifts associated with the high-value subset,
determine a transiormed correlation energy value
5 utiﬁ?ing the miv@rgai 0SS "ﬂmr pﬁ'widing asetof | S 143

Dat&m&zrm a { E HRES

| Compare said transformed correlation energy wh@e&;
10 CEongesn and determine whether the quen =

_ 3 mwrprmi ma&he% the camera tm%i p'é‘“m‘i

mmm“ A

Fi{s. 53



U.S. Patent Mar. 19, 2019 Sheet 5 of 12 US 10,235,765 B1

- Determine an emphasis region size .
e ~ 0

- Utihizing said emphasis region size, calculate a |
Visualization Correlation Energy, for each shift
' associated with the high-value NCCs 144

e e 7 L T T e T T T T T Ty W a aCpLr hur =w n R e a e R a e L h a w4 e m T om T e T S T T

| Analyze the plot and determined with the

- camera fingerprint and the query fingerprin T~
| match. a

FIG. 5b



US 10,235,765 B1

Mar. 19, 2019 Sheet 6 of 12

=

L S T
L. n.-.

U.S. Patent

150

- - a4 r = a s
a

-

]
seoror a1

a

- e e m Tt geh
NI o
-!;.' ]
LA

b
o
- TP R i
e
b
[

L
_____..__..,_.ﬁ-r-+" -

Wi

«}

- ey R

a4 mFr Frm o1 o= oror -

1

bt

3

L)

ML
R
,__..,_..,_...\,._J--Fq‘_-l--# -
L]
I

»

)
ol
his
el
lr:r

x
it

*
-

‘-

LA

’

L]
]
P
i
..-
Fa
"4
. ) ¥
¥
. o g
Yol .
' - 1
A, . _ 1
1 . ' L,
| . 1
i ' ' '
- 1 . .
. . _ﬁ. - - - - - R nsroror !
- . i 1
| . B G . "
. 3 . W i
. . M -y o 1
. : S B4 . Rt }
} - H ! . S #M.. ¥ R
L] ~n []
r ' ] i - ] o Y ..'.r FPHF”! .
. [ A A ]
: : : o G e v ; KO
i B et S ol e - u..,, ) R ) @
L o e e el N ] : .
N e e P e e -
i e 4 . A
a -..“..,..“nHn.ﬂ.w.wf“bﬂ..w#ﬂ..ﬂ..”#ﬂ#ﬂ#& .._H..-._.-._...___...”.”_-_.t-_ -y . “, ._._. \ - ]
.........;._.__.u......__. ...n..\._.._._...-.....-.........._.___..._._.,...__. o t.w.a » ] ; LN : . ! . t : __.
- SO .-....u.__...._.r....f_._._...v.tx_..n.._ ; . " oL . Y " T . * "_-
R e e e A X gt . ; ] S F d R R ! ’
P S A ._._..-.... = Y, y * - - ' T !
..._.._...H..............-....-.##.-...-....-...___.-..&r e g, g 1Y f] .
.v..._t#..n.-h\..ai_ri-.t....ﬁ.__. i .
S s i e W R AT L -} :
%l#lh;iﬂ##i&ht ] - B
N B R 3 3 1 r
\ W o FORCR R A S B u__“ .
. ANt AL N uﬁ_ 1
. v A,
A b
oL e e P
s R, P T _
L, _..___._..4 ) _—
- [y | LN r
. - ¥, - L] - N r
" 1 .. .l. s -
- . A : * .
' ) ..--! ) . '
’ . i, .
! K ) . ....__.._.
L] -
. |' F
¥ : ;
¥ - ' .
L . .
% . : -
. . : -
' L |
- I.-. 1 L] }..
. ) ) ) v.___._. .i
. - - . e m e e a4 - i e e e o ) L )
. - "y x.
1 ' -.. . _ N -
: : “ o - T4 -
. ) : .
- e B ol E e ot oy - .”J..I..I.I I, I..”.l.l.._-r.l..l. el B W W l.I.”L‘.lulul.lnlri.lalfi...._ﬁ.lli}tra}“”u.l e e g ey B g e g B li“.r I .—..1-_-.
sy o o W i z2m sy
. . - 1 . _um” ™ ™l S~ g
- £ g .
. [y
. i . e A
il
iy i s i s s A RSP EE NN R R I.-..-..h.q,.uu.u.ur.-..r,-...u.l}q.|ru....u..._...".-...rw|..|l--..--l.r.._III"..-. l...._.ll.r..._..ll.-_._...-.:..-..._..l.ml.l..._.llllll.lllll..rl.l._._......J!.-...-..-. .-_...l-_ "_._.-T
. . . " , .
F T ] - o
) - ¥ : o
.-1 u . L] l‘ —.. h.'-
- " " -
___._..._ra. Lt . ALY ek
v . =1

152

4

-

™



US 10,235,765 B1

Sheet 7 of 12

Mar. 19, 2019

U.S. Patent

- oy =
n

-
- :
’

.1‘.-.'\-"-
¥,

r
L

¥

#m;.*-h.
-
ok

_—

" t*i*%
v ¥
- \q‘vrl'.'-\.ll

*
gk T

:._-I‘ -I“.'ll L

o

..

L

A .
)

o
[

-

P

s

.- T -IH ....u.-.u._v..____

ERE A o e
PR X AN

LN

]

S w a
RN AL

L]
- P >
AL
u.u_..,..a....._...q o
l-o..-..-.._-l._.“.._...r._____i
._..._.........-.1._“.....-_ .Li.-_...
LN NUIE )
.r...-.q.n\.._......h ._nk.r !
TR
a .._.._...,. _...1“._.__“..,..—_. -_._._..a_
-
..;..-...,..n.l._..a.:v-___.. H........a.i.ll‘
- at ._4._.._.,___..."5_.@-....%“”..._1#1 Ly
el ...._.._.“.r._...___“..____.._...._.. o
. CERNLNE L e ) -
. LN LY S
L N e Y ]
] L H PN v
S L wu v v I
- » L R
1 W . o e N
4 ._1.-_ » . ) e
.
..1:......._" %, ]
. X
. :..a.-_ g
|...»..1.__.-. e I ]
. L o N ]
o i » P s
. - -.M ", .___Hf s !
- » e Y - F
- T . Mu"n“._n .x“ 4
l 1~.-.la.. _._”.._.R. + .4.-_ .u.I._. L ot
. ¥ ol o L e ;
et g A ’
' ..xH o ™ ”.....__.q:tu. K ;
- P A -
. - "
I x w & ._.ﬂl# o
' ] A - *
' © o "1
- ; F
f ...1.1” £ Y ¥
- L} - . k., -
......_.hv. TS "
ot i .-..... !
T - a
. -
. - L...‘..H
-7 s
. -
PR,
P
. .
- 8
. .
! C
-
. P
et
' e m
L =
i -
]
s
S
-
I N
r
e
L

o

ﬁ

L

202

2
Laar'
™

o e M
Pt alet
A
A e A o ey .

AT e TS
e e o T e e
i LA A L 2 Hl.-.
S %
¥, ...4.-.....?...4....__...._?_._.”.__..-_.-_#____ R
e N L
_n.___.u.t”.__._-_..___._..__._._-_...vt._..__._-_t i.w..-_...n. Wy
A kA A »
ENE SN gl
e
- ) .__"_-_u.u.au...u_rv%r
Pl g
e e e
e L T N e e
SR
) L T )
A 4 kA
L] L o A
I R N Al B L) '1?
S, ..“?”,,.,.”..”...,*".“,.m.Fﬁ”u”w”...“_n,w.m,w.? 2
L ] L% ] i‘l“.‘.ﬂ"ﬁﬂﬂ.‘.ﬁ.’ L &+ ¥ A
& i X & L + L L L i * + L L L dr
x"..v 2t ._f._”ﬂ_.r s »._._._.._.___a.....n.q.._.___h..u_-..mk. B Aol o S
- >
)

L
L]
s
5
%
3
o
<
e
»:.
o
=
o
o
%
"i

L)
A,
",
[
-
'y
::
[ ] _‘,?i\!
x M.
[ ]
+
y
L ]
*,
E
2,
"
*y
L ]
e
L
et
n
P-b

» IR RN
o
-r:::r:\- ¥

L L]

I Hﬂna“i”i”ﬁri ot ___.u.u. lmmu“w”l”r“-.“:“a“tmhmulna L J _m“.r

L
.a.-#-l
Ju

M o, g ok e L o£L & g oy e N W o
T e T ,,*“.,ﬁmmﬂm.x.xémﬁ.&
LWL K ) L] i LA M N & b M L L K] L L
GERLLI +H,+HHH.?;.””., R e R A

o
ot

i

ey

R
]

= & g .I..l. L ]

L ] > l-ni. Hun.&..
A ,n..u.,__?%ﬁ

L ]
.{’t

£

t:a.:r"t"

L
oA
I"_"
-I'J_.-"i'
'y
E
[ ]

"y
o
al¥,
L ]

.rqﬂwnput”ﬁwrﬁi“.-n..“i“h_. ”ﬂ. e e e R
L) "._.1.—4....-_..%.._,."....-_.—.._. n....q.-.-..vxu o X
e ) ___..___..._..__. o ] [
R B e

A I N ) A
- o

L

-

*

"
2
-
iy
atar ity
¥
Il
=¥
*
L
*
X
»
-

LT |
o
S
o

Dol »
o [

u_.#”w o .r.q”.wuv o ”...H..ﬁ: M;H*uﬁﬂtm#.-_ “.....___...F

L B e N e

W a . T TN N g

ot o W n.“.___“.an....”.._.a.___n}r—_

....o#....n.#..ﬁ...t....¢..q#....qk......

L)
L E

T DAL NN NN AL M L

-

L

"
s
LI
._I'
L)
h":fnr*
=
r

l'_‘_!l-'l'l!-ll

~
L
L]
o

LY
-

)
v
%

A )

)

o

AN

L -
w
Ll

L I |
-
A

T
i “u_-...__.
r.-..ﬂ.a..__...w._._._..q.u.....w. e o

L
e
R ML X MO

.

-
-

DS e

*

&
"o

L]
L

L
)
L,

1".

* L Y

tﬁv Lol N T e T
.k......“..""._. r”..._“.r.n.r“.._“._.“.__.mr ._...“i ..._Ha. L T S N Y ...Htuﬁwhueuﬁnauc
.__....f....___.-_t:._-_.._.x.___....”..._.._._....._.a_....qfx.q...v.nx...ﬂtw.rnﬂ.._ﬁw._.;-.

L e el i S B i O
IS i L3 o o
A .-Wnu...i...tq;#.-&#*.q...*....r*t.rtah L - &

XA
& dp
L ML X
L N
LI
& T
L Y
i
A T,
o A
LI §
M

]

Y

e N L e B
T et i T T R N e e S e
ettt tn....t....u......_. i ._ﬁ_-_......-..._..._._..._...__.___.._..._...._-_#H._.n.a”ru.....__.._”*-_tu....._......_.rvd._.#i |
L I I g T e I NI et Sl i e e
P R R R e T e e e

EL il Nt RN e P B A g o N B R AL )
EESE ot Sl o e e ol S N g Rl
A e e e Aol W R e Y
e
Hoa e e W e W e e R B e ke o F

LI N I i N ot e I e T i ) r!##hﬁfhﬁ

t._f_. Pttt

EOE O i ) R A A LI
__“.rv__.. T ..a.n._m..-_.w'.x.nH_-..-_.-. m”u.-_.. _._.”.m._..,._.u......__H_-.Hr.....r Hﬂ#ﬂ”&.ﬂﬂf
wow s bk a4 ._..a._.___.._........_n_..-. L) ..._.._.r_....q.......r.___.x.q._.
E TR S N N e e L]
L I ORI T e S W e iy B
EIENE O R S N S NI e e S it B I S DN R
F L - -
........___# - .__._f.._...un..n....a... - .u..__.x .__..-_.r._..vx._...___.-iu.r.._..q.n....#u.....qa.-._o_.u..,. .-...na..-_f-. A.“
I B S ) .___.......mu__‘.._...-...._._.4.4.‘...._...1...._._“.._3_...{...1_.4.....
..._1.._....._..n...._p.._.v..__..._.._.......u.'._...a....#.._.....,“..t“.._.x....n....__..__.v......_..q.__.r.v..._.._.._.uv.._.._.r.._.._.....r._o_.-.......__.....__.._.. A
e e L R
M .r...ﬁ.-.#_-_:...__._....._._..a.c.__....q.‘ Rl L ...r...a._..._..m...ﬁ .._..._.._-.It.qn...._...-_.
SR A M SC R S O R A E N I I R E L N AL NE B A

= =1 bl A RS I R | . [P R |

"'.-
gy -

ansformed

$1

‘aitie

r\.
£ b
L

ot €

0

¢

13

-
L

g

3

iy

1

(94

k
L
I

2

BV

add €

ristorm

14 6440

L



US 10,235,765 B1

Sheet 8 of 12

Mar. 19, 2019

¢
=

Covreist

r I R T T R T e T P S T P S R B

" ....w. ..“ -M.._.H .TH ww..m.." ._.._nr L ..n......n a..,... u_.u._ ......n ._m.._._“.ﬂv.w.H.._ .n..-w_f“,.. .._"._n “.v.“..".._m..
w A o -

e e e e R e .q._..._....,_.._..n._..._—.........w_p.f?v.__..

-
AL ] L . LN NN

R B T R T BT i g iy Pl

IR W I T R R S e S gl el

- ' - - ' - = - .
-
- -
'
'
' - - - ' -
.
r
'
1 .
[
.
a
a
r = a - - 4 - a -1 -
]
. -
- - -

' - -

r

'

' '
[ -
]
. . . . Y s
- a
- [
'
'

- - - - - - FE ] [

FiG. SA

argy {CF) Surface

n

08

3

Correlat

. A
Placad
Yy
-
-
4
....l...
=
)
.
o+,
i
.
't
e
Sk
& h
.
L
7wy
4 ...._u...“.H.._..__.__n.“.\ - 1__...W....“._._._m...u_.i.__. 2ol .m.._. .. k
r - . "
1.,......_n..._ i ....a. o v.-....“._.M.a_. _..H A..__..Hu...u.x_.ma.i.u_.r. - .
. it o .. .
T e e ?.:.tf\\kl.ra.{f#ﬁk\u.h-__a_ﬁ. > ..?n..-_ y ..q
= . w om P o
et
L PR
" aimt
e

*

B A i I N A P A e P g By e, -

U.S. Patent

SR e a .. . . . . o . .
1 ...- 2 i - : 3 ' owthr .......1.”.-._.-...1..-.__11_...- .1._1...-..__..,._..,._-...-..,.____ LT 1 e .-..:..h__.___..q...u_.._. R A e e g i e e e e TR 8 e A A 2 i ol e e e e i e e o #
. . . ¥ * : Fl . - . .. - - .
L a F . b B " F ... I I .l > iy ; . ; P
- . M
..._._-.w -..H:.n LY Rl | -y - - - . g - e o e o o -
....n”- W .w,.... N gt ‘et ot T A e ”.._. " - - ot Wt a 5 . uﬂ,..,... 1
u n - - L) a—n L I - - o +_ 4 i Y
l....1.~ = Ll - ! .- Sy B ) .lﬂ- r .rnuP__.r. J-..+ vy f....-.—_. n.....-“I.l.J i.F.”.s_ Iu..n“
T £ = o T A 2" et -r.,___r.“ - i
'y Mg ﬂ"
-.m i -um_ TiW
373
e oy



US 10,235,765 B1

Sheet 9 of 12

Mar. 19, 2019

U.S. Patent

2
-
w

-

J A
oL
e

-

T
-
S

»

Ly

¥ oA
P

"
MR
e

T

-
e
'IH 4
w'y

o

T

E.]
[
w
LY
>
L 3
T
LI
e
'l-'l_.'l

e
-

o oww
.r.........rui -_.}.._... "
Tk .-_“ ..u.........u.qq
.1..|._m._......_..._. u_..m_...1
B ok
A h o e e AT
..._..._.._..1_1 ._..+
4 s Y
T~ A r Y
- -
-
iy
. " P
BEIE R g
-

I..- .-.
ra el .-........;....1.__
....1-_.1.."..__.._......,.._"

R L T i T ?
D e R I B R N TR L
R P AL T S Rl A Al Nl Fi

.

Lt

e

¢

fO

5

4

3

{

1




US 10,235,765 B1

Sheet 10 of 12

Mar. 19, 2019

U.S. Patent

Carrelation Energy (CF) Swrface

314

e e it R Lt “a.-k..k.rr..nq....,.........p....- ER L L e e .Iﬂ_........ [P F AR R

1
1

-

o
-.. o
h

....
w4

e g P o W e e L R A N R

‘

1

;

o
- #
:

Pty

R

. .l--

ll. -..._-.

tw ol

.-......,.1

R
. " h- v “p
. 2 . -

- .__.__wﬂ%. ) S
] o o - L] Mot
L 2 ", oty

ik :
ity a
LA AL ) .a..m. &.M._n.a..ﬁ.lw ..

. e o
o T e
)

P "1. P W —"._
e B s
R i ol O on ol ol e i A T T ) . .
Mok e M i e e i S e, e e ] 0 e
LI A A N el ol - L) o
NN, X B T e - )
ST o e o h

L -
e L)
b

: .f.f _._.f .-\.w..
. hﬁw«.ﬁ# o

o aa %5
WAt e
e

R

i R L L L R et e b Al b e Ty e e e B i e e A b R
4 x ¥
- £ d
. ; ]
. ; ; 2
u - T
L ey % R ] r
; . -
.-..-.M. At w.“ s .1“_. L
My “ug PRy )

-u:..‘-
*

L
o

-

N
Py

-

. -
P el T

o

- -

el ok ke mdmn

Ly
A
v
“l'{:ir"
YAY.

Telmm
L

oy e

-
-
-
-
i,
o

L Ll R LR T

Ju o

-

-
.
.

.

&
e
i

L LA

A

e e e A R s b -
Y
o

¥
Il
¥
)
.
%
L
m L e
M
r N
T Ly
- -
F
:
3
E
PRV
P
a Al
“ -
R
“l
]
-
“l
by
b
.*.
s ..
T ._...._- ......_........,.
f -y
R
1 ]
' 3
X
f
!
£
{
§
4
;
4 -
- ..._........U_..
a4 .-
1
h..
i
P
d

-t

o)

ﬂ.ﬂ“-.......

dm

310

1G. 12



US 10,235,765 B1

Sheet 11 of 12

Mar. 19, 2019

U.S. Patent

&

g o A AL A N A K,
L 3
-

-

.____\n....-..u_.i
" " .
'

..

. LS R AL W ..a.u....__.

e o R NN

e P N T R e o

EEE S T R Nl o MR T e
T e A e A

‘r

I e e N I R B )

. AT LS L e Y
R P DL e

-

L] ra

uﬁﬂ»ﬂtﬁiﬁﬁ.ﬂﬁiﬁéﬁ%
5

-

e
A

o,

L

e

i
.
..n._.r_-_..a_..__...___.m_

oA e

AN,

LN i A L
4 ¥
s R
Ay W
-




US 10,235,765 B1

Sheet 12 of 12

Mar. 19, 2019

U.S. Patent

411a

111

411

HiYs axid

G, 13D



US 10,235,765 Bl

1

METHOD OF COMPARING A CAMERA
FINGERPRINT AND A QUERY
FINGERPRINT

FIELD OF THE INVENTION

This invention 1s generally directed to camera fingerprint-
ng.

BACKGROUND OF THE INVENTION

Researchers have used normalized cross-correlation val-
ues to determine, for example, how two 1mages align with
one another. For example, 1I two 1mages are taken of the
same object, 1t may be helpful to align the images to find
points of commonality between the images. To determine
the alignment which provides the best match between the
images, the first image 1s shifted relative to the second
image, pixel by pixel. For each possible shift, a normalized

cross-correlation (NCC), p, 1s calculated. Once an NCC
value 1s calculated for each possible shift, the maximum
NCC value 1s 1dentified and provides a determination of the
best alignment between the 1mages. This maximum NCC
value 1s 1dentified as p(s,...); 1.e. the normalized cross
correlation associated with the shift resulting 1n the maxi-
mum NCC value. The distribution of NCC values will
depend on the composition of the images, or more specifi-
cally, their pixel values. It 1s beneficial to evaluate the NCC
values independent of the image composition to allow for
the selection of a universal match threshold across images.
An evaluation independent of the image composition 1s
estimated by calculating a correlation energy (CE). The CE
1s provided by a ratio of the NCC value associated with a
particular shift to a noise floor, where the noise floor
represents an average of all NCC wvalues associated to
non-matching alignments of the images. Once a CE value
for each possible shift has been determined, the maximum
CE value i1dentifies the shift associated with the best align-
ment of the images. Preferably, the CE for a particular shift
will be far greater than the CE associated with all other
shifts. In this way, 1t 1s easy to 1dentily which shift provides
the best alignment between the 1mages.

In calculating the noise floor, later researchers observed
that the NCC value for a particular shift was often similar to
the NCC values for neighboring shifts. Similar NCC values
for nelghbormg shifts were observed because the character-
1stics ol an 1mage at neighboring pixels i1s often similar. An
image 20 1llustrating this observation 1s provided 1in FIG. 1
where characteristics of the image pixels at a first location 22
are compared to characteristics of the image pixels at a
second location 24. FIG. 1A illustrates enlargement of the
image 20 at the first location 22 to illustrate characteristics
of the image pixels 22a at this location. FIG. 1B illustrates
enlargement of the image 20 at the second location 24 to
illustrate characteristics of the 1mage pixels at this location.
It 1s to be understood that the enlargements 22a, 24q of the
locations 22, 24 are not drawn to scale and are only used for
illustrative purposes. FIG. 1A illustrates central pixel A
along with neighboring pixels B,-B,. FIG. 1B illustrates
central pixel C; along with neighboring pixels C,-C, and
C4-C,. As 1llustrated 1n FIG. 1A, the characteristics of image
pixel A are similar to the characteristics of the neighboring
image pixels B,-B,, and the characteristics of image pixel
C. are similar to the characteristics of the neighboring image
pixels C,-C, and C.-C,. In contrast, the characteristics of
image pixel A are not similar to the characteristics of the
distant 1image pixels C,-C, and the characteristics of image
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pixel C; are not similar to the characteristics of the distant
image pixels A and B,-B,. The similarity of the image
characteristics at neighboring image pixels results in similar
NCC values for neighboring pixels. For example, 1f the NCC
value at pixel A 1s high, the NCC values associated with
pixels B,-B,, will likely also be high, artificially inflating the
noise floor calculation. Consequently, all of the CE values
calculated from the NCC values will be similar (1.e. will fall
within a relatively small range), making 1t diflicult to 1den-

tify the best alignment of the images, particularly when a
visualization tool 1s utilized to make this identification.

To compensate for the similarity of the neighboring 1mage
pixels, researchers provided for a calculation of the noise
floor which eliminates NCC values for shifts neighboring a
chosen shift value. Specifically, rather than using all of the
NCC values to calculate the noise floor, the noise tloor 1s
calculated using the NCC values corresponding to shiits
outside of a chosen neighborhood of a shift. The NCC values
are calculated for each possible shift, however, 1n calculating
the noise floor for a selected shift, the NCC value for shifts
associated with an 11 pixel by 11 pixel neighborhood
surrounding the selected pixel shift are not included. The
11x11 pixel neighborhood 1s provided by an 11x11 portion
of the shifted image, where the 11x11 neighborhood 1s a
square centered at the selected pixel. See FIG. 1A for an
example of a 3x3 neighborhood centered at pixel A. Thus,
a shaft-specific noise tloor 1s provided for each possible shiit.

Utilizing the shift-specific noise floor, the CE for each
possible shift 1s calculated. Although the calculation of each
CE requires the calculation of a shift-specific noise floor, the
resulting CE values provide a clearer distinction between the
higher and lower NCC values and therefore provides an
casier indication of the best alignment of the images.

The CE calculation utilized to align images was later used
in camera lingerprinting. When a digital camera takes an
image, the shutter opens, and light from the scene photo-
graphed travels through the camera lens and 1s registered on
the imaging sensor, such as a charge coupled device. Ideally,,
the amount of charge output at each pixel on the imaging
sensor should represent the true light intensity entering the
camera. However, natural physical variations 1n the imaging
sensor imprint a distinctive sensor pattern noise, or “finger-
print” on the image.

Just as a fingerprint uniquely identifies an individual,
sensor pattern noise on an 1mage uniquely links the 1mage to
a specific physical camera. Researchers established that it 1s
possible to extract a sensor pattern from 1mage noise that 1s
unique to a particular camera, acting as the camera’s “fin-
gerprint.” Theiwr method for linking a digital image to a
particular camera 1s stable and robust.

I, ; 1s utilized to denote the image signal at a pixel (1, j) in
one color channel, where 1=1 .. .n,7=1 ... m, and m, n are
the image dimensions. I° is utilized to denote the ideal sensor
output 1n the absence of noise or imperiections, 1.e., the “true
scene’” or noiseless 1mage. Dropping 1ndices for readability,
a sensor output 1s represented as:

I=°+I°K+96

where K 1s responsible for the camera’s sensor fingerprint
and 0 1s a statistical noise term. It 1s noted that all operations
are clement-wise, as opposed to a matrix operation. K
represents the camera’s photo response non-uniformity
(PRNU) factor and can be estimated from a set of images.
An estimate of K, which can be denoted as K serves as the
camera’s fingerprint. As 1llustrated 1n FIG. 2, a plurality of
images 30 are utilized to produce an estimated fingerprint
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32. A portion of the estimated fingerprint 32 1s enlarged at 34
to 1llustrate the vanation in the values of the fingerprint
pixels.

Once a camera fingerprint has been determined, the
likelihood that a given 1mage (1.e., a query 1mage) was taken
with that camera, 1s tested using a two-channel hypothesis.
The notation, K, represents the fingerprint of the camera 1n
question. The notation, K,, represents the fingerprint of a
hypothetical second camera used to take the query image
(1.e. the query fingerprint). A first hypothesis H, provides
that if K,=K,, then the query image was not taken from the
camera in question. The second hypothesis H,, provides that
if K,=K,, then the query image was taken from the camera
in question. For simplicity, 1t 1s assumed that the query
image has not undergone any geometrical processing, except
perhaps cropping. To determine whether the query finger-
print 1s a good match with the estimated camera fingerprint,
K,, it 1s first determined how the possibly cropped query
image overlays or aligns with the camera fingerprint, Kl.
That 1s, the shift of the query fingerprint relative to the
camera fingerprint or vice versa (s,, s,) that will best align
the two fingerprints. s, represents a shift in the horizontal
direction and s, represents a shift in the vertical direction.

Utilizing the NCC calculations which provided earlier
researchers with a tool for aligning two 1mages, the NCC
calculations are utilized to align the camera fingerprint, K.,
with the query fingerprint K. It 1s noted that the notation, K,
has been replaced with K for simplification. The NCC, p,
between the two fingerprints 1s calculated for all possible
shifts utilizing:

o]

>

i=1 j

(K1li, 1= KKz i+ 52, J+5,] = K2)
1

P0Sy, Sys Ki, Ka) = — —
1K1 — Ki][|| K2 — K2

The highest NCC value should 1dentify the best alignment
between a query fingerprint and a camera fingerprint. As
noted above 1n connection with the process for aligning two
images, a correlation energy ratio (CE) provides for nor-
malization of the NCC value relative to a noise floor and
therefore depends less on the 1mage composition than would
a simple comparison of the NCC values. Similarly when
comparing fingerprints, 1t 1s preferable to utilize a CE value
rather than a NCC value in order to diminish the impact of
the 1mage composition. In addition, use of the CE values
allows for selection of a universal threshold to be used for
all fingerprint comparisons.

Following the earlier method for matching images, which
provided for the elimination of neighboring NCC values
from the noise floor calculation, researchers working with
fingerprints again eliminated the neighboring NCC values
from the noise tloor calculation. The correlation energy for
cach shift was calculated utilizing:

o055, 5,5 K1, Kp)

CE =
- K. K 2
mn—lNh,s%Nsp(ij AR
where
1 - K K 2

5.5ENs
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provides a calculation of the noise floor and N_ i1dentifies
shifts 1n a neighborhood of shift s. Thus, similar to the

method for comparing images, the method for comparing
fingerprints provides for the calculation of a shift-specific
noise floor for each possible shift. More specifically, NCC
values were calculated for all possible shifts; a neighbor-
hood surrounding the shift was i1dentified; for each shiit, a
shift-specific noise floor was calculated (eliminating the
NCC values for neighboring shifts); and the CE value was
calculated at each shift using the shift-specific noise floor.

Once the CE values at each shift are calculated, the CE
values are then compared to determine the maximum, or
peak CE value, PCE. This PCE value identifies the shiit
providing the best alignment of the camera fingerprint and
the query fingerprint. A CE threshold 1s set, and the PCE 1s
compared to the CE threshold. In the event the PCE exceeds
the CE threshold, the hypothesis, H,, 1s rejected and 1t 1s
determined that the query image originated from the camera
in question; 1.e., the hypothesis H,, 1s supported. Research-
ers at Binghamton University empirically found a CE
threshold of 60 to be a reasonable value for matching an
image to a camera fingerprint.

In some cases, visualization tools are utilized to analyze
the CE values. FIG. 3 illustrates the use of a visualization
tool to analyze CE values. The visualization tool provides a
plot 50 wherein the CE value associated with each shiit 1s
represented by plotting a vertical line 52 at a location
associated with the shift. The height of the plotted vertical
line 52 represents the CE value. It 1s preferable to plot the
CE values associated with all shifts on a single plot 50 1n
order to make comparisons between the CE values. In order
to plot all CE values, the vertical line 52 associated with
cach CE value must have limited width. The resulting CE
graph provides a large number of dense vertical lines 52 of
limited width. This density and limited width makes 1t
difficult to identity the PCE. For example, in FIG. 3 the PCE
1s provided at the location associated with shift (0, 0). Given
the nature of the PCE plot, however, 1t 1s diflicult to 1dentify
the PCE.

It 1s noted that this method for comparing a camera
fingerprint and a query fingerprint requires a significant
number of calculations. In particular, 1n order to calculate
the CE value for a particular shift, a shift-specific noise floor
must first be calculated. Further, the shift-specific noise floor
requires 1dentification of shift-specific neighboring NCC
values. It 1s further noted that the visualization tool utilized
for evaluating the CE values does not allow for the deter-
mination of a PCE with ease. An improved method for
comparing camera and query {fingerprints 1s therefore
required.

SUMMARY OF THE INVENTION

Briefly, the present mvention discloses a method for
comparing a given camera fingerprint to a query fingerprint.
This encompasses the comparison of a camera fingerprint
with a query fingerprint associated to a single 1image. Nor-
malized cross-correlations values between the camera and
query fingerprint estimates are determined for each possible
alignment or shift. Prior to calculating the noise floor, a
subset 1ncluding the highest normalized cross-correlation
values 1s 1dentified. A universal noise floor 1s then calculated
excluding this set from the noise floor calculation. The
umversal noise floor 1s utilized in calculating a correlation
energy for each possible shift. The correlation energy values
are then examined to determine whether the camera finger-
print and query fingerprint match. A visualization tool may
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also be used to determine whether the camera fingerprint
matches the query fingerprint. The visualization tool may
include elliptic paraboloids relating to the correlation energy
associated with particular shiits. These elliptic paraboloids
allow for a quick and easy analysis and determination as to
whether the camera fingerprint and the query fingerprint
match. Further, the visualization tool improves efliciency by
only calculating the correlation energy at prospective match-
ing alignments or the largest NCC values.

BRIEF DESCRIPTION OF THE DRAWINGS

The organization and manner of the structure and opera-
tion of the invention, together with objects and advantages
thereol, may best be understood by reference to the follow-
ing description, taken in connection with the accompanying
drawings, wherein like reference numerals i1dentify like
clements 1n which:

FIG. 1 1illustrates an image produced by a camera;

FIG. 1A illustrates image pixels associated with a portion
of the image of FIG. 1;

FIG. 1B illustrates image pixels associated with a portion
of the image of FIG. 1;

FIG. 2 1llustrates a set of 1images along with a fingerprint
derived from the 1mages and an enlargement of a portion of
the fingerprint;

FI1G. 3 1llustrates a plot of CE values derived from a prior
art method;

FI1G. 4A 1llustrates pixels of a fingerprint derived from the
image of FIG. 1;

FI1G. 4B illustrates pixels of a fingerprint derived from the
image of FIG. 1;

FIG. 5A 1s a flow chart illustrating steps of an embodi-
ment of the method of the present invention;

FIG. 5B 1s a flow chart illustrating steps of an embodi-
ment of the visualization tool of the present invention;

FIGS. 6A and 6B 1illustrate a sample of a CE,.. plot
provided by the mvention and utilizing emphasis regions of
different sizes;

FIG. 7A 1llustrates 1mages used to create a camera fin-
gerprint described 1n Examples 1 and 2;

FIG. 7B illustrates an image used to create a query
fingerprint described 1n Example 1;

FI1G. 8 illustrates a table of transformed CE values derived
from Example 1;

FIG. 9A 1s a surface CE,.,, plot of the invention, derived
from Example 1;

FIG. 9B 1s an alternative view of the CE,.. plot of FIG.
SA:

FIG. 10 illustrates an image used to create a query
fingerprint described 1n Example 2

FIG. 11 1illustrates a table of transtformed CE values
derived from Example 2;

FIG. 12 1s a surface CE,,, plot derived from Example 2;

FIGS. 13A and 13B illustrate surface CE .. plots pro-
vided for comparison of a matching fingerprint plot and a
non-matching fingerprint plot; and

FIGS. 13C and 13D illustrate heat map CE;,, plots
provided for comparison of a matching fingerprint plot and
a non-matching fingerprint plot.

DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENT

L1

While the invention may be susceptible to embodiment in
different forms, there 1s shown 1n the drawings, and herein
will be described 1n detail, a specific embodiment with the
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understanding that the present disclosure 1s to be considered
an exemplification of the principles of the invention, and 1s
not mtended to limit the invention to that as illustrated and
described herein.

The mvention provides a method for comparing a query
fingerprint and a camera fingerprint. If a determination can
be made that the prints match, it 1s determined that the query
image originated from the camera which produced the
camera fingerprint.

This 1nvention recognizes the mventors’ discovery that in
the context of comparing fingerprints, as opposed to 1images,
the assumption that nearby pixels are similar 1s incorrect.
Thus, in calculating correlation energy values, the elimina-
tion of NCC values relating to neighboring shifts does not
provide an improvement to the CE calculation. FIGS. 4A
and 4B illustrate enlargement of portions of a fingerprint
derived from the image of FIG. 1. FIG. 4A 1llustrates a
portion 60 of the fingerprint associated with pixels from the
first location 22 of FIG. 1 and FIG. 4B 1llustrates the portion
70 of the fingerprint associated with the pixels from the
second location 24 of FIG. 1. As 1llustrated, the character-
istics of the fingerprint pixels of FIGS. 4A and 4B are unlike
the characteristics of the image pixels of FIGS. 1A and 1B.
Furthermore, the center fingerprint pixel A 1s not similar to
the neighboring fingerprint pixels B,-B,. Likewise, the
characteristics of the center fingerprint pixel C. 1s not
necessarily similar to 1ts neighboring fingerprint pixels
C,-C, and C.-C,. As a result, elimination of the neighboring
pixels (B,-Bg) from the noise floor calculation relating to
pixel A and the elimination of neighboring pixels C,-C, and
C-C,s from the noise tloor calculation relating to pixel C.,
does not provide improved accuracy of the CE values.

Although there 1s no reason to eliminate neighboring
NCC values when comparing a camera fingerprint to the
query fingerprint, a desire remains to provide differentiation
of the NCC values 1n order to more readily compare high
NCC values with the noise floor. When alignment 1s pro-
vided between the camera fingerprint and the query finger-
print, high NCC values occur at various and perhaps scat-
tered locations within the 1mage. The decentralized
alignment of NCC values results from the fact that the
fingerprints relate to the natural physical vanations in the
camera sensor at particular pixels. Unlike images wherein
similarities are often found in nearby pixel, the physical
variations in the sensor are not provided in a centralized or
concentrated location but rather are typically scattered about
the camera sensor. Thus, to improve the noise tloor calcu-
lation 1n the context of fingerprint comparison, it 1s neces-
sary to 1dentily the high NCC values scattered throughout
the 1mage. By doing so, diflerentiation between the NCC
values and the noise floor may be exaggerated. As a result,
an 1mproved tool 1s provided for comparing a query finger-
print to a camera fingerprint as discussed in detail below.

Turmning to FIG. 5a, the method of the present invention
begins at step 102 by i1dentifying a camera fingerprint, K.
The camera fingerprint 1s represented by a matrix of real
numbers which reflects the unique characteristics of the
camera sensor used to capture the image(s). Although the
camera fingerprint 1s typically dernived from a set of images
captured by the camera, 11 multiple images are not available,
the camera fingerprint may be derived from a single image.
Although one method for identifying a fingerprint has been
described above, any one of a variety of methods are
available for identifying the camera fingerprint and may be
utilized with the present invention.

At step 104, a query fingerprint, K,, 1s i1dentified. The
query fingerprint 1s represented by a matrix of real numbers
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which reflects the unique characteristics of the camera
sensor used to capture the query image(s). A single query
image may be used to provide the query fingerprint or a set
of 1mages captured by a single camera may be used to
provide the query fingerprint. Although one method for
identifying a fingerprint has been described above, any one
of a variety of methods are available for i1dentifying the
query fingerprint and may be utilized with the present
invention.

To determine whether the query fingerprint, K, 1s a match
with the camera fingerprint, K, 1t 1s first determined how the
camera fingerprint and the query fingerprint align. A shift, s,
1s utilized 1n an attempt to best align the camera fingerprint
and the query fingerprint. The shift s includes a shift 1in the
horizontal direction, s_, and a shift in the vertical direction,
s,. At step 106, each possible shift between camera finger-
print, K,, and query fingerprint, K, 1s 1dentified.

At step 108, for each possible shift, s, a normalized
cross-correlation (NCC) value 1s calculated, utilizing:

- K (K [i+ 55, j+5,] - K3)

1K1 — Ki||||K> = K>

The normalized cross-correlation (NCC), p, represents the
relationship between the camera’s fingerprint, K,, and the
query fingerprint, K, at each possible shift. Calculating the
NCC for each possible shift provides a set of NCC values
(NCC Set).

At step 110, a high-value subset size, T, 1s determined. A
high-value subset of the NCC Set of values will be 1denti-
fied. This subset of the NCC Set will include the highest
values of the NCC Set. The size of this subset may vary and
1s 1dentified as T. If desired, the high-value subset size, T,
may be user defined. In an example described below, for
instance, the NCC Set provides 750,000 values and the
high-value subset size, T, 1s selected to be 50. As will be
discussed below, several factors are utilized to determine the
s1ize, 1, of the mgh-value subset. At step 112, using the
high-value subset size, T, the highest values of the NCC Set
are 1dentified as members of the high-value NCC subset.
Thus, 1t the set size, T, 1s selected to be 30, the high-value
subset will include the 50 highest values of the NCC Set.

At step 114, the values of the NCC Set that were not
identified 1n the high-value NCC subset are i1dentified 1n a
low-value NCC subset.

As discussed above, a noise floor calculation which 1s
meaningtul for comparing fingerprints 1s needed. This
meaningtul noise tloor calculation 1s provided by a universal
noise floor calculation. At step 116, a universal noise floor 1s
calculated as follows:

Ki, K»)

|
min—1T Z

3",3"#51 seee ST

p(s';

where mn 1s the size of the NCC matrix; s, . . ., s-1dentifies
the shifts associated with the high-value subset; and s' 1s an
clement of the low-value subset; 1.e., the set of all possible
shifts excluding the T shifts associated with the high-value
NCCs. As evidenced by the formula provided, the noise
tfloor calculation yields a value that does not depend upon the
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alignment of the camera and query fingerprints. The univer-
sal noise floor 1s provided by a single value which 1s
independent of a given shift.

Normalization of the NCC values 1s provide by calculat-
ing a correlation energy associated with a shift. At step 118
a transformed correlation energy 1s calculated utilizing the
umversal noise floor calculation:

s: Ky, K 2
CE(s) = pis; Ky, K»)

|
2 p(s'; K1, K2)*
il — Ts",s":ﬁsl,... ST

Because 1t 1s only necessary to evaluate the highest trans-
formed CEFE values, 1t 1s noted, that a transformed correlation
energy need not be calculated for each shift. Rather, the

Bl

transformed CE need only be calculated for the shifts
associated with the high-value subset.

At step 120, a correlation energy threshold, CE /5 2z, 18
selected. For example, CE +,»~<; may be selected to be
approximately 60. It 1s noted that a variety of values may be
selected for CE »zczr 50 long as the correlation energy
threshold provides an indication that the transformed CE
values exceeding the threshold indicate a low probability of
obtaining a false indication that the fingerprints match.

At step 122 an analysis of the transformed correlation
energy values may be made. The transformed CE values are
compared to the selected CE 5~ <, to determine the number
of transtformed CE values, 1f any, exceeding CE /52«7 With
this determination, an analysis may be performed to deter-
mine whether the camera fingerprint and the query finger-
print match. This analysis may be made 1n a variety of
manners as determined by the user. For example, 1t may be
determined that 1t a single transformed CE value exceeds
CE rzcr, @ determination may be made that the query
fingerprint matches the camera fingerprint; and 1f no trans-
tformed CE value exceeds CE 5 z<7, a determination may
be made that the query fingerprint does not match the camera
fingerprint. In another scenario, multiple transformed CE
values may be found to exceed CE ,,,, .., In this scenario,
the user may determine that further analysis 1s required
before making a determination as to whether the query
fingerprint and the camera fingerprint match.

The present invention further provides a visualization tool
to assist the analyzer in making the determination as to
whether the camera fingerprint, K,, and the query finger-
print, K,, match. At step 140, the size, A, of an emphasis
region to be utilized for paraboloid interpretation 1s selected.
For example, A may be selected to be 10x10 pixels or 25x25
pixels. At step 142, a correlation energy providing improved
visualization capabilities (1.e., a visualization correlation
energy CE,.,.), 1s calculated. CE ., 1s a collection of T
paraboloids where each paraboloid corresponds to a shift
associated with a member of the high-value NCC subset and
cach paraboloid has an emphasis region of size A. It 1s noted
that CE ;.. need not include a calculation of the transformed
correlation energy for all possible shifts. Rather, CE .., only
requires calculation of the transformed correlation energy
for those shifts associated with the high-value NCC subset

utilizing:

r d(s, s;)° .
] — 5 CE(s;), SEASE,I,:l,... T
CE,;,(s) = < MaXgea, d(s’, i)
0, otherwise
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where CE(s,) 1s the transformed correlation energy; d(s,sz.)
1s the Euclidean distance between shift s and shift s ; s' 1s an
clement of the set A_; and A_ 1s an emphasis region around
cach of shifts as socmted with the hlgh-value NCC subset. As
noted above, the size of this region may be, for example,
10x10 or 25x25. At step 144, CE ., 1s plotted. The parabo-
loids may be plotted, using a surface plot or its associated
heat map, for example. Mathematical plotting software, such
as MATLAB, for example, may be utilized to create the plot.
FIGS. 6 A and 6B each illustrate a surface plot 150, 152 of
a CE, . value. Specifically, a downward-facing elliptic
paraboloid 154, 156 1s provided 1n the respective plots 150,
152. Each paraboloid 154, 156 provides a respective empha-
s1s region, 158, 160 of size A.

The plots of FIGS. 6 A and 6B 1llustrate emphasis regions
of different sizes. A variety of factors may determine the size
of the emphasis region selected. These factors include for
example, the number of pixels provided by the fingerprints,
the size of the display available to view the plot, the scale at
which the plot 1s to be view, and the subset size, T. For
example, 1f the value of T 1s increased, the size of the
emphasis region may be decreased 1n order to provide a plot
which accommodates each of paraboloids at a wvisually
acceptable scale. Although the surface plots 150, 152 are
illustrated without color 1n FIGS. 6A and 6B, the surface
plots are typically illustrated using a spectrum of color for
improved visualization. For example, the color of each
paraboloid may vary along the height of the paraboloid to
turther emphasize diflerentiation 1n paraboloid heights.

At step 146, the CE ., .-, 1s plotted along with the CE .,
plot. This step 1s illustrated in the examples below.

At step 148, the plot 1s analyzed to determine whether any
of the CE,,,, paraboloids exceed CE ., ~«,,» With this deter-
mination an analysis may be performed to determine
whether the camera fingerprint and the query fingerprint
match. This analysis may be made 1n a variety of manners
as determined by the user. For example, 1t may be deter-
mined that 11 a single CE -, paraboloid exceeds CE /5 <z,
a determination may be made that the query fingerprint
matches the camera fingerprint; and 1f no transtormed CE .,
paraboloid exceeds CE. rnzczm a determination may be
made that the query fingerprint does not match the camera
fingerprint. In another scenario multiple CE ., paraboloids
may be found to exceed CE 5 <7 In this scenario, the user
may determine that further analysis 1s required before mak-
ing a determination as to whether the query fingerprint and
the camera fingerprint match. The plot therefore allows
evaluation of a set of transformed CE values rather than
evaluating each transformed CE value independently. By
cvaluating the set of CE values, a simple and efhicient
determination may be made.

Although the method of the invention has been described
with the steps presented 1n a particular order, 1t 1s to be
understood that the order presented 1s for 1llustrative purpose
only. Thus, the steps described may be ordered 1n a variety
of manners 1n accordance with the mvention. For example,
determination of a set size T, may occur at any time prior to
calculation of the universal noise tloor. Similarly, the deter-
mination of the size of an emphasis region may be made any
time prior to creation of the CE ., plot. Furthermore, not all
steps described are required for the practice of the claimed
methods. Further still, in certain embodiments, steps may be
performed concurrently rather than sequentially.

The wvarious steps described 1in connection with the
embodiments disclosed herein can be implemented as elec-
tronic hardware, computer software, or combinations of

both. To clearly 1llustrate this interchangeability of hardware
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and software, various illustrative steps have been described
above generally 1n terms of their functionality. Whether such
functionality 1s i1mplemented as hardware or soltware
depends on the particular application and design constraints
imposed on the overall system. The described functionality
can be implemented 1n varying ways for each particular
application, but such implementation decisions should not
be mterpreted as causing a departure ifrom the scope of the
disclosure.

The wvarious steps described in connection with the
embodiments disclosed herein can be implemented or per-
formed by a machine, such as a general purpose processor,
a digital signal processor (DSP), an application specific
integrated circuit (ASIC), a field programmable gate array
(FPGA) or other programmable logic device, discrete gate or
transistor logic, discrete hardware components, or any com-
bination thereot designed to perform the functions described
herein. A general purpose processor can be a miCroproces-
sor, but 1n the alternative, the processor can be a controller,
microcontroller, or state machine, combinations of the same,
or the like. A processor can also be implemented as a
combination of computing devices, e.g., a combination of a
DSP and a microprocessor, a plurality of microprocessors,
one or more microprocessors in conjunction with a DSP
core, or any other such configuration.

The steps of a method or process described 1n connection
with the embodiments disclosed herein can be embodied
directly 1n hardware, 1n a software module executed by a
processor, or in a combination of the two. A software module
can reside in RAM memory, flash memory, ROM memory,
EPROM memory, E

EEPROM memory, registers, hard disk, a
removable disk, a CD-ROM, a DVD-ROM, or any other
form ol computer-readable storage medium known 1in the
art. An exemplary storage medium can be coupled to the
processor such that the processor can read information from,
and write information to, the storage medium. In the alter-
native, the storage medium can be integral to the processor.
The processor and the storage medium can reside in an
ASIC. The ASIC can reside 1 a user terminal. In the
alternative, the processor and the storage medium can reside
as discrete components 1n a user terminal.

The following examples are provided in an efifort to
provide further understanding of the invention and the
advantages provided by the invention.

In a first example the images 200, 202, 204 of FIG. 7TA
were used to provide a camera fingerprint K. As discussed
above, any number of methods may be utilized for deter-
mining the camera fingerprint. The query image 210 illus-
trated 1n FIG. 7B was used to provide a query fingerprint,
K.

All possible shifts which could provide alignment
between the camera fingerprint and the query fingerprint
were 1dentified. In this example, the query fingerprint and
the camera fingerprint each provide 1000x750 pixels. Thus,
750,000 different possible shifts were 1dentified. For each
possible shift, a normalized cross-correlation value was
calculated providing a set of 750,000 NCC values. Next, a
high-value subset size was set to 50 (1.e. T=50) and the
high-value subset of the NCC set was 1dentified. That 1s to
say, the 50 highest NCC values were 1dentified. As will be
illustrated below, selection of the size T of the high-value
subset will be based upon a number of factors, including, for
example, the size of the image (1.e. the number of pixels
provided by the 1image), the size of the emphasis region A;
and the calculation speed desired. One goal 1n selecting the
s1ze T of the high-value subset 1s to provide suflicient data
to make a determination as to whether the camera fingerprint
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and query fingerprint match. If the value of T 1s set too low,
suilicient data may not be provided to differentiate between
a match and a non-match. On the other hand 11 T 1s set too
high, a visual inspection of the data and/or plots 1s difficult.
Furthermore, the noise tloor calculation may become 1nac-
curately skewed to the remaining low value NCC set for
large T. In addition, selection of T may also be determined
based upon a requirement provided for the speed of the
calculations. The higher the value of T, the more time that 1s
required to calculate the transformed correlation energy
values.

Next, the low-value subset of the NCC set was 1dentified.
The low-value subset includes the remaining 749,950 NCC
values.

Next, the universal noise floor was calculated based upon
the low-value NCC subset. The universal noise floor was
calculated as 4.73x10°.

For all shifts associated with the 50 highest NCC values,
a transformed correlation energy value was determined
utilizing the universal noise floor. This step resulted 1n a set
of transformed correlation energy values having 50 values 1n
the set as illustrated 1n table 220 of FIG. 8.

A CE oz Value was set to 60.

Next, the 50 transformed correlation energy values were
compared to the CE 5~ value. In making this compari-
son, 1t was determined that a single transformed correlation
energy value exceeded CE -« See value 1 associated
with shift (0,0) i table 220 of FIG. 8. Specifically, the
transformed CE values associated with the shift (0,0) was
determined to have a value of 196.527 The remaining
transformed CE values (i.e. the remaining 49 values) were
well below the CE /- value of 60 (e.g. ranging 1n value
from approximately 14 to approximately 24). Thus, a deter-
mination was made that the query fingerprint derived from
the image of FIG. 7B matches the camera fingerprint derived
from the images of FIG. 7A. As a result, the determination
was made that the image of FIG. 7B orniginated from the
same camera as the images of FIG. 7A.

Further, the visualization tool of the invention was uti-
lized to evaluate the fingerprints. Specifically, the size of an
emphasis region, A, was selected to be a 25x25 square
region. Next, utilizing the emphasis region size of 10, a
visualization CE (CE,.,) was calculated for each of the
shifts associated with the 50 highest NCC values and these
CE ., paraboloids 254 were plotted as shown 1n FIG. 9A to
provide a surface CE . plot 252. Shiits 1n the horizontal and
vertical directions are represented by the x and y axis. As
illustrated 1n FIG. 9A, each downward facing elliptic
paraboloid 254 includes an emphasis region of size 25x25.
FIG. 9B illustrates an alternative view 238 of the plot of
FIG. 9A including the downward facing elliptic paraboloids
254.

Next, the correlation energy threshold, CE /nzcr 256
was plotted as 1illustrated in FIGS. 9A and 9B.

Finally, a visual analysis of the plots in FIG. 9A and FIG.
9B 1s performed. Imitially, it 1s noted that selection of the
value 50 for the high-value subset size T provides suilicient
data for a meaningiul analysis of the correlation energy and
selection 25x25 as the size of the emphasis region provides
paraboloids of suflicient size to easily visualize the correla-
tion energy. A quick study of the plots 252, 258 allows the
analyzer to easily determine that a single paraboloid 250q at
(0,0) exceeds CE ,;;»-c; 256. Specifically the paraboloid
250a at shaft (0,0) extends well beyond CE /5~ 256 and
the remaining paraboloids 250 reside well below CE /5 2o
256. The plots 252, 258 support the determination that the
camera fingerprint matches the query fingerprint. Thus,

10

15

20

25

30

35

40

45

50

55

60

65

12

conclusion that the query image 1n FIG. 7B originated from
the camera utilized to take the images of FIG. 7TA 1s
supported by the plots 252, 254,

A comparison of the method of the invention 1s made to
the method of the prior art. The same camera and query
fingerprints derived from the images of FIGS. 7A and 7B
respectively were utilized. All possible shifts which could
provide alignment between the camera fingerprint and the
query fingerprint were 1dentified. Again, 1n this example, the
query fingerprint and camera fingerprint each provide 1000x
750 pixels. Thus 750,000 different possible shifts were
identified. For each possible shift, a normalized cross-
correlation value was calculated providing a set of 750,000
NCC wvalues. Next, a set of CE wvalues were calculated

utilizing;:

0055, 55 K1, Ka)

1
—|N| %N p(Sany; Kla KZ)Z

CE =

The set of CE values included 750,000 values. Specifically,

the calculation of each CE value required 1dentification of a
shift-specific nelghborhood followed by a calculation of a
shift-specific noise floor. FIG. 3 provides a plot 50 of the CE
values. Specifically, each of the 750,000 CE values 1s plotted
using a vertical line 52 having a height representative of the
CE value. A peak CE value of 159 1s plotted at (0, 0),
however this peak CE value 1s not noticeable 1n FIG. 3. This
CE wvalue 1s above the threshold CE wvalue of 60, which 1f
visible could provide strong evidence that the image 1n FIG.

7B originated from the same camera as the images 1n FIG.
TA.

Despite the strong evidence provided by the calculated
CE values, strong evidence 1s not provided by the plot. As
illustrated 1n FIG. 3, none of the plotted vertical lines 1s
clearly identifiable as having a height greater than the
remaining vertical lines and therefore it 1s diflicult to assess
whether any of the shifts support the hypothesis that the
query 1mage originated from the camera 1n question. Given
the vast quantity of pixels and the relative size of a typical
viewing window, individual lines are diflicult to 1dentify. In
particular, for unusually large CE values at a pixel, the
1solation of this value, paired with the thinness of the line,
makes 1t nearly impossible to detect. It then becomes nec-
essary to search the viewing area for peaks, by zooming or
rotating, or by simply using the software to search to the
values. This defeats the purpose of the visualization; 1.e., to
offer instantaneous, visual, and qualitative information
about the function.

The plot 50 of FIG. 3 can be contrasted with the plots 252,
2358 of FIGS. 9A and 9B where the existence of single peak

extending over the threshold 1s clear. As a result, 1t 1s
abundantly clear from FIGS. 9A and 9B that the image of

FIG. 7B originated from the camera producing the images of
FIG. 7A.

Finally, a comparison was made of the time required to
calculate the CE values plotted 1n FIG. 3 and the trans-
tformed CE values plotted in FIGS. 9A and 9B.

Transformed CE with
universal noise floor
(secs/megapixel)

CE with shift-specific
noise floor

Example (secs/megapixel) Speed-up factor

1 10,278.9 0.06 171,315
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As 1llustrated by the table, calculation of the transformed CE
values utilizing the universal noise floor 1s performed

remarkably faster than the calculation of the CE values
utilizing a shift-specific noise floor.

Example 2

A second example 1s illustrated in FIGS. 10-12. Thas

second example, demonstrates transformed correlation
energy values and a CE ,_ plot relating to query image 300
(See FIG. 10) that did not originate from the camera in
question. For convemence, we use the camera fingerprint
generated from the images of FIG. 7A. The query image 300
was used to provide a query fingerprint, K.

All possible shifts which could provide alignment
between the camera fingerprint and the query fingerprint
were 1dentified. In this example, the query image 300 and
fingerprint each provide 1000x730 pixels. Thus, 750,000
different possible shifts were 1dentified. For each possible
shift, a normalized cross-correlation value was calculated
providing a set ol 750,000 NCC values. Next, a high-value
subset size was selected to be 50 (1.e. T=50) and the
high-value subset of the NCC set was 1dentified. That 1s to
say the 50 highest NCC values were 1dentified.

Next, the low-value subset of the NCC set was 1dentified.
The low-value subset includes the remaining 749,950 NCC
values.

Next, the universal noise floor was calculated based upon
the low-value NCC subset. The universal noise floor was

calculated as 2.02x107>.

For all shifts associated with the 50 highest NCC values,
a transformed correlation energy value was determined
utilizing the universal noise floor. This step resulted 1n a set
of transformed correlation energy values having 50 values 1n
the set as 1llustrated 1n table 302 of FIG. 11.

A correlation energy threshold, CE /5 -z, Was set to 60.

Next, the 50 transformed correlation energy values were
compared to the CE 5~ value. In making this compari-
son, it was determined that none of the transformed corre-
lation energy values exceeded CE 4pnrzor. It was further
determined that each of the transformed correlation energy
values fell within the range of approximately 14-30. Thus, a
determination was made that the query fingerprint derived
from the image of FIG. 10 does not match the camera
fingerprint derived from the 1mages of FIG. 7A. As a resullt,
the determination was made that the image of FIG. 10 did

not originate from the same camera as the images of FIG.
TA.

Further, a visualization tool of the invention was utilized
to evaluate the fingerprints. Specifically, the size of an
emphasis region, A, was selected to be 10. Next, utilizing the
emphasis region size of 10, a visualization CE (CE,.,) was
calculated for each of the shifts associated with the 50
highest NCC values and a surface plot 310 was created as
illustrated 1n FIG. 12. The surface plot 310 provides a
collection of paraboloids 312, CE ... As 1llustrated 1n FIG.
12, each downward facing elliptic paraboloid 312 includes
an emphasis region of size 10.

Next, CE 5 z<zy 314 was plotted as illustrated 1n FIG. 12.

Finally, a visual analysis of the plot in FIG. 12 was
performed. A quick study of the plot allows the analyzer to
casily determine that none of the paraboloids 312 exceed
CE »z<zr 314, and several of the paraboloids fall within 1n
the range of approximately 14 to 30. These findings support
the determination that the camera fingerprint does not match
the query fingerprint. Thus, the conclusion that the query
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image i FIG. 10 did not orniginate from the camera utilized
to take the images of FIG. 7A 1s supported by the plot 310.
Finally, a comparison was made of the time required to

calculate the CE values utilizing a shiit specific noise floor
and the transtformed CE values plotted 1n FIG. 12.

Transformed CE with
universal noise floor
(secs/megapixel)

CE with shift-specific
noise floor

Example (secs/megapixel) Speed-up factor

2 9,994.9 0.06 166,582

As 1llustrated by the table, calculation of the transtormed CE
values 1s performed remarkably faster than the calculation of
the CE values utilizing a shift-specific noise floor.

Example 3

The visualization tool further offers an easy means of
comparing sets of CE values; 1.e. for comparing one query
fingerprint analysis to another query fingerprint analysis.
FIG. 13A provides a CE .., surface plot. The pronounced

paraboloid 406 at (0, O) indicates that the fingerprint derived
from the query image(s) matches the camera fingerprint.
This clearly pronounced paraboloid in combination with the
fact that the remaining paraboloids (a few of which have
been i1dentified with reference 408) do not exceed 60,
suggests that the query fingerprint matches the camera
fingerprint. FIG. 13B provides a CE,,,, surface plot 404.
Each of the paraboloids 410 of the plot 404 have a low
height. This lack of a pronounced paraboloid 1ndicates that
the fingerprint derived from the query image(s) does not
match the camera fingerprint. In this manner an easy side-
by-side comparison 1s provided. For example, if the plots
402 and 404 were derived using the same camera fingerprint
but different query fingerprints, a side-by-side comparison
of the plots 402 and 404 allows the evaluator to determine
that the query fingerprint of plot 402 was derived from the
camera evaluated but the query fingerprint of plot 404 was
not derived from the camera evaluated. In this manner, many
query fingerprints may be quickly evaluated and identified
as a match or a non-match with the camera 1n question.
Similar comparison can be made of multiple camera finger-
prints. For example, 11 plots 402 and 404 were dertved using
the same query fingerprints but different camera fingerprints,
the side-by-side comparison of the plots 402 and 404 allows
the evaluator to determine that the camera of the plot 402
was used to create the query fingerprint and the camera of
plot 404 was not used to create the query fingerprint.
FIGS. 13C and 13D provide plots utilizing heat maps
rather than surfaces. Although illustrated in FIGS. 13C and
13D in black and white, heat maps may utilize color to
further emphasize differences in the varying intensity. In
FIGS. 13C and 13D, areas of the greatest intensity are
identified as white, areas of lesser intensity are displayed as
gray and areas of the least/no intensity are displayed as
black. FIG. 13C provides a heat map CE,,, plot 410,
including a plurality of intensity areas 411. The size of these
areas of intensity 411 1s determined by the selected size of
the emphasis region, A, as discussed above. Plot 410
includes a single area 411a of high intensity; 1.e. the white
area at location (0, 0) indicating that the query fingerprint
and the camera fingerprint match. FIG. 13D provides a heat
map CE,., plot 412 with areas of intensity 413. The plot 412
does not include any white areas but rather only a plurality
of gray areas 413 indicating that the query fingerprint and
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the camera fingerprint do not match. As with the plots 402
and 404, side-by-side comparison of the plots 410 and 412,
demonstrates the ability provided by the invention to clearly
distinguish between matching and non-matching finger-
prints.

The mvention provides significant advantages over prior
art methods of fingerprint comparison. It 1s noted that the
invention provides a umversal noise floor calculation for
fingerprints which 1s used to calculate a transformed corre-
lation energy. In addition, to providing a more accurate
representation of the noise floor (i.e. one appropriately
suited for fingerprints rather than 1images), calculation of the
transformed correlation energy utilizing this universal noise
floor eliminates the need for performing shift-specific noise
tfloor calculations.

In addition to the simplified calculations provided by the
transformed correlation energy, the invention provides for
comparison of the fingerprints with only a fraction of the
correlation energy calculations required by prior art meth-
ods. The CE .. plots of the present invention, only require
paraboloids for the top T NCC values. Thus, a significant
reduction in the time required to perform the correlation
energy calculations 1s achieved. The downward-facing ellip-
tic paraboloids provided at each shift associated with the top
T NCC values, allows for clear visualization of CE,.,, values
and a quick assessment as to whether a match 1s provided
between the camera fingerprint and the query fingerprint.

While the above description has shown, described, and
pointed out novel features as applied to various embodi-
ments, 1t will be understood that various omissions, substi-
tutions, and changes in the form and details of the devices
or algorithms 1llustrated can be made without departing from
the spirit of the disclosure. As will be recognized, certain
embodiments described herein can be embodied within a
form that may not provide all of the features and benefits set
forth herein, as some features can be used or practiced
separately from others. The scope of the invention 1s 1ndi-
cated by the appended claims rather than the foregoing
description. All changes which come within the meaning
and range of equivalency of the claims are to be embraced
within their scope.

The 1nvention claimed 1s:

1. A method for comparing a camera fingerprint and a
query fingerprint comprising the steps of:

identifying a camera fingerprint, represented by a matrix

of real numbers:

identifying a query fingerprint, represented by a matrix of

real numbers;

identifying a plurality of possible shifts for alignment of

said camera fingerprint and said query fingerprint,

for each possible shift identified, calculating a normalized

cross-correlation value, between said camera finger-
print and said query fingerprint, to provide a normal-
1zed cross-correlation set;

determining a high-value subset size, for a high-value

subset of said normalized cross-correlation set;

from said possible shiits, identifying shifts associated

with said high-value subset;

identifying a low-value Subset,

determining a universal noise floor based upon the low-

value subset;
for each said identified shift associated with said high-
value subset, determining a transformed correlation
energy value utilizing said universal noise floor; and

determining whether said camera fingerprint and said
query fingerprint match based upon an evaluation of
said transformed correlation energy values.
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2. The method of claim 1 further including the steps of:

determining a correlation energy threshold; and

comparing said transformed correlation energy values and
said correlation energy threshold.

3. A method for comparing a camera fingerprint and a
query fingerprint comprising the steps of:

identilying a camera fingerprint, represented by a matrix

of real numbers;

identifying a query fingerprint, represented by a matrix of

real numbers;
identifying a plurality of possible shifts for alignment of
said camera fingerprint and said query fingerprint,

for each possible shift identified, calculating a normalized
cross-correlation value, between said camera finger-
print and said query fingerprint, to provide a normal-
1zed cross-correlation set;

determining a high-value subset size, for a high-value

subset of said normalized cross-correlation set;

from said possible shifts, identitying shifts associated

with said high-value subset;

identifying a low-value subset;

determining a universal noise floor based upon the low-

value subset:

for each said identified shift associated with said high-

value subset, determiming a transformed correlation
energy value utilizing said universal noise floor; and
determining an emphasis region size;

determinming a visualization correlation energy utilizing

said emphasis region size and said transformed corre-
lation energy; and

plotting said visualization correlation energy to provide a

plot.

4. The method of claim 3, further including the steps of:

determining whether said camera fingerprint and said

query fingerprint match based upon an evaluation of
said plot to determine whether said camera fingerprint
and said query fingerprint match.

5. The method of claim 3, wherein said plot 1s a surface.

6. The method of claim 3, Wherem said plot 1s a heat map.

7. The method of claim 3, further including the step of:

selecting a correlation energy threshold.

8. The method of claim 3, wherein said correlation energy
threshold 1s defined as approximately 60.

9. The mvention of claim 3, wherein the high-value subset
s1ze 15 approximately 50.

10. The method of claim 3, wherein a first plot 1s dertved
from a {first query fingerprint and a second plot 1s derived
from a second query fingerprint; and further comprising the
step of comparing said first plot and said second plot.

11. A non-transitory computer-readable medium having
instructions stored thereon, wherein execution of the instruc-
tions by a computer processor causes the computer proces-
sor to perform a method of comparing a camera fingerprint
and a query fingerprint, the method comprising:

identifying a camera fingerprint, represented by a matrix

of real numbers;

identifying a query fingerprint, represented by a matrix of

real numbers;

identifying a plurality of possible shifts for alignment of

said camera fingerprint and said query fingerprint,

for each possible shift identified, calculating a normalized

cross-correlation value, between said camera finger-
print and said query fingerprint, to provide a normal-
1zed cross-correlation set;

determining a high-value subset size, for a high-value

subset of said normalized cross-correlation set;
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from said possible shiits, identifying shifts associated
with said high-value subset;

identifying a low-value subset;

determining a universal noise floor based upon the low-
value subset;

for each said identified shift associated with said high-
value subset, determining a transformed correlation
energy value utilizing said universal noise floor; and

utilizing said transformed correlation energy values to
determine whether said camera fingerprint and said
query fingerprint match.

12. The computer-readable medium 1n accordance with

claim 11, wherein the method further comprises the steps of:

determining an emphasis region size;

for each said i1dentified shift associated with said high-
value subset, determining a visualization correlation
energy utilizing said emphasis region size and said
transformed correlation energy; and

plotting a visualization correlation energy and displaying
said plot.

13. The computer-readable medium of claim 12, further

including the step of:

utilizing said plot to determine whether said camera

fingerprint and said query fingerprint match.
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14. The computer-readable medium of claim 11, further 25

including the step of:
plotting said correlation energy threshold.
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