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ACQUIRING, STORING, AND
TRANSMITTING RFID CREDENTIAL DATA

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims the benefit of prionty to U.S.
Provisional Patent Application No. 62/403,166, filed on Oct.

2, 2016, entitled “RFID Key-copying Device,” the entire
disclosure of which is incorporated by reference herein.

FIELD OF THE DISCLOSURE

This application relates to RFID technology and, more
specifically, to storage and use of RFID credential data.

BACKGROUND

Radio frequency identification (RFID) has been around
since World War II. In the last 30 years, RFID technology
has been widely adopted for many applications, including
controlling access to secure buildings, systems, or informa-
tion. Although RFID technology has been long researched
and 1s a mature, robust technology capable of providing very
strong forms of security, the majority (approximately
70-80%) of systems used for building access control do not
use any form of encryption nor any bidirectional challenge/
response mechanism. This 1s likely due to market price
sensitivity and the relatively low value of the assets the
systems protect.

As a result, the majority of RFID systems operate, 1n
essence, as keepers of electronic serial numbers. When an
RFID tag (embedded, for example, in an employee-identi-
fication badge, a key fob, or a key-chaimn “dongle™) 1is
powered by a nearby RFID interrogator, or reader, the tag
transmits its unique credentials, which, 1f found 1n a data-
base of recognized credentials, grants the holder of the tag
access to the secured facility. These low cost and convenient
RFID tags have resulted in widespread adoption, with mil-
lions of systems 1n use around the world today.

The end users of such RFID systems, who are typically
unfamiliar with the underlying technology, tend to consider
an RFID tag as an “clectronic key” having similar security
features as a traditional mechanical key. With mechanical
keys, many people make copies for a variety of reasons, €.g.,
to use for backup in the event the original keys are lost, or
to grant shared access to secure locations (e.g., a home or an
oflice building) with other individuals. The holders of elec-
tronic keys may well want copies of their RFID tags for the
same reason, but to date there 1s no device that will allow
consumers to make such copies.

Furthermore, because of the widespread adoption of
RFID systems, many people must carry multiple RFID tags
for access to multiple secure sites. For example, one indi-
vidual might have separate RFID tags to gain access to a
residence, to a fitness facility, and to an oflice building.
People often grow frustrated at having to carry numerous

RFID tags.

SUMMARY

Described here are a method and an electronic device for
use 1n acquiring, storing, and transmitting radio frequency
identification (RFID) credential data previously stored in
another device. The electronic device includes a mechanical
housing, electronic circuitry mounted within the mechanical
housing, a power source coupled to the electronic circuitry
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to provide electrical power to the electronic circuitry, and an
interface mechanism coupled to the electronic circuitry 1n a
manner to allow a human user to eflect operation of the
clectronic circuitry. The electronic circuitry 1s configured to
(a) recerve an 1mitial response RF signal emitted by the other
device 1n response to an initial interrogation RF signal,
where the mmitial response RF signal carries the RFID
credential data, (b) acquire the RFID credential data from
the 1nitial response RF signal, (¢) store the RFID credential
data, and (d) transmit to an 1nterrogator device an outgoing
RF signal that carries the RFID credential data.

In various embodiments, the electronic circuitry i1s con-
figured both to generate and to transmit the 1nitial interro-
gation RF signal; to store the RFID credential data 1n a
storage location selected by the user through manipulation
of the interface mechanism; or to store the RFID credential
data from multiple other devices, with the RFID credential
data from each device being stored 1 or subsequently
transmitted from a location selected by the user through
mamipulation of the interface mechanism.

In certain embodiments, the interface mechanism includes
one or more interface components configured to allow
selection between an RFID data storage mode and an RFID
data emulation mode of operation; to allow selection among
multiple RFID storage locations 1n the electronic device; to
cause the electronic circuitry to create and transmit the
initial interrogation RF signal; or to cause the electronic
circuitry to create and transmit the outgoing RF signal.

For some embodiments, when acquiring the RFID cre-
dential data from the i1mitial response RF signal, the elec-
tronic circuitry acquires the data from signals having mul-
tiple types of RF modulation, such as ASK, FSK, and PSK
modulation. When acquiring the RFID credential data from
the mitial response RF signal, the electronic circuitry might
also adjust frequency of the initial response RF signal to a
nearest mteger factor of the RF signal’s main carrier ire-
quency, or 1t may sample the initial response RF signal and
create a map of discrete data points representing relative
timing between comparator edges to determine which data
points represent relevant data. The electronic circuitry in
some embodiments 1s also able to distinguish self-similar
data structures.

BRIEF DESCRIPTION OF THE DRAWINGS

The novel features of this invention, as well as the
invention itself, both as to its structure and 1ts operation, will
be best understood from the accompanying drawings, taken
in conjunction with the accompanying description, in which:

FIG. 1 illustrates an embodiment of an RFID key-copying
device;:

FIG. 2 illustrates some of the functional components of an
exemplary embodiment of an RFID key-copying device;

FIG. 3 1illustrates some of the functional components of
the RFID capture and emulation circuitry of an exemplary
embodiment of an RFID key-copying device;

FIG. 4 illustrates the general process of obtaining RFID
credential data as performed by an exemplary embodiment
of an RFID key-copying device;

FIG. 5 illustrates the general operation of an exemplary
embodiment of an RFID key-copying device i a tag-
emulation mode; and

FIG. 6 illustrates the general operation of an exemplary
embodiment of an RFID key-copying device 1n tag-storage

mode.

DETAILED DESCRIPTION

FIG. 1 shows an RFID key-copying device 100 that
allows an end-user to make copies of RFID credential data
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105 embedded i one or more RFID tags 110A-B associated
with a particular end-user. The key-copying device 100 acts
as a “proxy’ RFID tag that, when placed 1n proximity to an
external tag reader 120, mimics the operation of a tag whose
credentials it stores. In some embodiments, the key-copying
device 100 captures the RFID credentials by “snithng” the
communication between the RFID tag 110A-B and the
external RFID tag reader 120 as the tag reader interrogates
the RFID tag 110A-B. In other embodiments, the key-
copying device 100 captures the RFID credential data 105
by interrogating the RFID tag 110A-B 1itself. In either case,
the device shown here has at least two modes of operation:
a tag-storage mode, during which the device captures and
stores the RFID credential data 105 embedded 1in the RFID
tag 110A-B, and a tag-emulation mode, during which 1t
interacts with the external RFID tag reader 120 to provide
the copied credential data 105.

In a typical embodiment, the key-copying device 100
includes a physical housing 130 that fits 1n the end-user’s
hand and houses electronic circuitry (not shown 1n FIG. 1)
that carries out the functional operation of the key-copying
device 100, as described below. The electronic circuitry can
be mmplemented 1n hardware or software and in many
embodiments include a combination of the two. The physi-
cal housing 130 also includes user-interface elements 140
(such as buttons, LED indicators, digital and/or touchscreen
displays, etc.) that allow the end-user to place the device 1n
both tag-storage mode and tag-emulation mode and to
control operation of the device while 1n each mode.

FIG. 2 shows the functional components of the key-
copying device 100. User-interface circuitry 200 responds to
the end-user’s manipulation of the user-interface elements
140 of FIG. 1 to enable direct operation of the key-copying
device by the user. A power source 260 provides power to
the electronic circuitry. A resonant coil circuit 210 allows the
device to communicate with RFID tags. As will be described
in more detail below, when the end-user places the device 1n
tag-storage mode, the resonant coil circuit 210 recerves from
an external RFID tag an RF signal that carries RFID
credential data embedded 1n the RFID tag. Capture circuitry
220 1solates the RFID credential data carried by the signal
and delivers the credential data to storage circuitry 230 by
way ol microprocessor or microcontroller circuitry 350 for
storage and later use during tag-emulation mode. When the
end-user places the device in tag-emulation mode, emulation
circuitry 240 retrieves the RFID credential data from the
storage circuitry 230 by way of the microprocessor/micro-
controller circuitry 350 for modulation onto a carrier signal
that 1s transmitted by an external tag reader at a controlled
access point. In embodiments where the key-copying device
100 1tself interrogates the RFID tag during tag-storage
mode, mterrogation circuitry 230 creates an interrogation
signal, delivered by the resonant coil circuit 210 to the RFID
tag, which causes the RFID tag to transmit the RF signal that
carries the RFID credential data.

FIG. 3 shows the functional components of one embodi-
ment of the capture circuitry 220 and emulation circuitry
240 of FIG. 2, including LC tank circuitry 310, peak detector
circuitry 320, filtering circuitry 330, comparator circuitry
340, microprocessor/microcontroller circuitry 350, modula-
tor circuitry 360, and user interface circuitry 370. The LC
tank circuitry 310 transmits and receives signals to/from an
RFID tag or external tag reader. The peak detector circuitry
320 detects the peaks of the incoming signal from the RFID
tag. The microcontroller circuitry 350 communicates with
the user-interface circuitry 370 and controls the operation of
the comparator circuitry 340 and the modulator circuitry
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360. The modulator circuitry 360 1s used to transmit RFID
tag credential data to the external tag reader when the device
1s 1n tag-emulation mode.

The user-interface circuitry 370 responds to the user’s
mampulation of the user-interface elements 140 of FIG. 1 to
allow the user to place the device in tag-storage and tag-
emulation modes. For a device capable of storing credential
data from more than one tag, the user-interface circuitry 370
also responds to the user’s manipulation of the user-interface
clements to indicate the storage location (e.g., Tag 1 loca-
tion, Tag 2 location, etc.) (a) for storage of RFID credential
data recerved during tag-storage mode or (b) for retrieval of
data during tag-emulation mode.

The filter circuitry 330 1s designed to detect the modula-
tion frequency of an RF signal transmitted by the RFID tag
and, 1n most embodiments, 1s a standard low-pass filter with
component values chosen to fit the modulation type and
operating frequencies of the tags and readers with which the
key-copying device 1s meant to operate. Some embodiments
may contain circuitry to switch the corner frequency, Fc, of
the low pass filter, allowing inter-operation compatibility
with a larger tag subset. Commercially available RFID tags
typically use one of three different types of modulation: FSK
(frequency shift keying), ASK (amplitude shift keying), and
PSK (phase shift keying). RFID tag readers are typically
designed to read one type of tag using the corresponding
type of modulation, but some embodiments of the key-
copying device are mtended to operate with all three types
of modulation so that 1t functions with all common types of
commercially available RFID tags and readers. For a “uni-
versal” key-copying device of this nature, the filter circuitry
330 1s designed to pass the signal frequencies associated
with all three types of modulation.

Most commercial RFID systems use a carrier frequency
of approximately 125 kHz. For tags and readers that use
FSK and ASK modulation, the RFID credential data i1s
typically modulated onto the carrier signal over a range of
frequencies much lower than this. One embodiment uses a
4th-order low-pass Bessel filter with a cutofl frequency of
around 38 kHz, which accommodates the range of modula-
tion frequencies used by both FSK and ASK technologies,
and therefore such a filter 1s appropriate for use with
FSK-based and ASK-based tags and readers.

For tags and readers using PSK modulation, the modula-
tion typically occurs at (carrier frequency)/2, or 62.5 kHz for
a carrier frequency of 125 kHz. Since the PSK modulation
frequency 1s above the passband of the 4th order Bessel filter
described above, a switching circuit allows changing the
corner frequency by shifting 1t up to approximately 62 kHz.

The comparator circuitry 340 next receives the signal to
detect the waveforms. In some embodiments, at least some
teatures of the comparator circuitry 340, including the
comparator reference, are implemented with discrete logic
(e.g., 1n the microcontroller circuitry 350). For FSK, ASK,
and PSK modulation, the comparator reference i1s set to
Vdd/2, the value that allows for optimal sensitivity for these
wavelorms.

FIG. 4 shows the process by which the key-copying
device (typically through operation of the microcontroller
circuitry) obtains the RFID tag credential data from an
incoming carrier signal. This process includes edge capture
410, frequency adjustment 440, autocorrelation 450, expan-
sion to transmittable form 460, and storage 470.

During edge capture 410, the incoming RF signal triggers
the comparator 340 of FIG. 3, causing retrieval of the value
of a timer which i1s then stored 1n memory. The result 1s an
array of discrete data points representing the relative timing
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between comparator edges. The timing between comparator
edges 1s obtained through use of a timer register within the
microcontroller.

During frequency adjustment 440, nominal data values
are adjusted to the nearest integer factor of the main carrier
frequency. During autocorrelation 450, the endpoint of the
RFID tag’s credential data 1s found by autocorrelating across
the RFID tag credential data. A bufler that 1s at least two
times the longest supported RFID tag credential data length
1s used to store the data as 1t 1s received. To distinguish
self-similar data structures within a tag, the data 1s checked
for multiple copies when the tag length 1s less than (bufler
length)/3. During expansion 460 the symbol data 1is
expanded back to the corresponding timer values necessary
to reproduce the RFID tag credential data.

During storage 470, for some embodiments DMA (direct
memory access) 1s used to move data. Although the micro-
controller can be used to move data, using DMA 1frees the
microcontroller to complete other tasks and provides for a
more eflicient implementation. The RFID credential data 1s
written to non-volatile storage (e.g., flash memory) for
retrieval 1n tag-emulation mode 500 (not shown in FIG. 4).

FIG. 5 shows the operation of the key-copying device
during tag-emulation mode 500. The user makes one of the
memory locations “active” by indicating through manipu-
lation of the corresponding user-interface element(s), which
RFID tag the user wants to emulate (step 510). This triggers
the device (through operation of the microcontroller 1n some
embodiments) to check the device storage (step 520) to see
if any valid RFID tag credential data 1s stored 1in the memory
location corresponding to the user-interface element(s)
manipulated by the user. If the memory location contains
valid RFID tag credential data, the device activates (step
530) the selected credential data. When an external RF
trigger 1s sensed (from corresponding external reader) (step
540) the device checks to confirm that valid RFID credential
data resides in the memory location activated by the user
(step 550). The device then emulates the RFID tag from
which 1t copied the data by retrieving the data from storage
(c.g., by using a DMA transaction to move the data from
memory to the timer register) and transmits the data by
manipulating the modulator circuit accordingly (step 560).
The time between modulation edges was obtained from the
timer register during tag-storage mode, as described above.

For some embodiments, during this step the timer drives
the microcontroller (e.g., by toggling a physical pin on the
microcontroller circuitry) at the rate specified in the timer
register. This pin might, for example, be connected to a
MOSFET that detunes the LC tank circuitry of FIG. 3 when
active, which results 1n a drop 1n voltage across the coil. The
RFID reader in this case then detects a small voltage drop
due to the magnetic coupling between resonant tank circuits.

FIG. 6 shows the operation of the key-copying device
when 1n tag-storage mode 600. During a user input step 605,
a user places the key-copying device mto tag-storage mode
600 by manipulating a corresponding user-interface mecha-
nism, such as a button, on the device. For a device that 1tself
provides the interrogation signal to the RFID tag being
copied, a carrier signal 1s generated (step 610) through the
LC tank circuitry 310 of FIG. 3 to power the tag. The LC
tank circuitry receives the tag’s response to that signal (step
615). For a device that passively “snifls” the interaction
between the tag and an external reader, no interrogation
signal 1s generated within the device, and the LC tank
circuitry simply receives & detects the tag’s response to the
external reader (step 615). If the key-copying device does
not detect ASK or FSK modulation but instead detects PSK
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modulation (step 630), the device demodulates and expands
the PSK signal to obtain the RFID credential data from the
PSK signal (step 640), as described above.

Once activated by the user, the key-copying device
attempts for a limited number of attempts and/or amount of
time to detect an mncoming signal from an RFID tag and, i
it 1s unsuccessiul i detecting a signal after so many tries
(step 620), disables the LC tank circuitry and the outgoing
carrier signal (step 630).

On detecting an mcoming RFID signal, the device deci-
phers whether the signal uses either ASK, FSK, or PSK
modulation (step 625) and, 1f so, demodulates and expands
the ASK or FSK signal to obtain the RFID credential data
from the signal (step 635), as described above. Once the
device has obtained the RFID credential data from the signal
received from the RFID tag, the device stores the tag’s
credential data to the storage device, as described above, and
then disables the carrier signal (step 650) until the user once
again takes action to place the device in either tag-storage or
tag-emulation mode.

While the mnvention has been described here in terms one
or more preferred embodiments, 1t will be apparent to those
skilled 1n the art that various changes and modifications can
be made to those embodiments, and other embodiments
altogether can be used to carry out the mvention, without
departing from the scope and spirit of the invention.

What 1s claimed 1s:

1. An electronic device for use 1n acquiring and storing
radio 1Irequency 1identification (RFID) credential data
embedded 1n an RFID tag that 1s configured to commumnicate
through one of multiple communication protocols, where the
clectronic device 1s unaware of which communication pro-
tocol the RFID tag 1s configured to use, the electronic device
comprising;

a mechanical housing designed to {fit within and allow

mamipulation by a human hand;
clectronic circuitry mounted within the mechanical hous-
ing and configured to:
receive an RF signal emitted by the RFID tag i
response to an RF interrogation signal, where the RF
signal carries the RFID credential data;
process the RF signal to identity which of the commu-
nication protocols the RFID tag 1s configured to use;
acquire the RFID credential data from the RF signal;
store the RFID credential data; and
emulate the RFID tag by transmitting the stored RFID
credential data to an RFID tag reader by way of the
communication protocol which the RFID tag 1s con-
figured to use;
a power source coupled to the electronic circuitry to
provide electrical power to the electronic circuitry; and

an 1nterface mechanism coupled to the electronic circuitry
to allow a human user to eflect operation of the
clectronic circuitry;

where, 1n order to eflect emulation of the RFID tag, the

clectronic circuitry 1s configured to detect the human
user’s manipulation of the interface mechanism 1n a
manner to activate a tag-emulation mode.

2. The electronic device of claim 1, where, 1n order to
cllect processing of the RF signal, the electronic circuitry 1s
configured to detect the human user’s manipulation of the
interface mechanism 1n a manner to activate a tag-reading
mode of operation.

3. The electronic device of claim 1, where, 1n receiving,
the RF signal, the electronic circuitry i1s configured to
intercept the RF signal as the RFID tag responds to an RFID
tag reader that emits the RF interrogation signal.
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4. The electronic device of claim 1, where the electronic
circuitry 1s configured to create and emit the RF interroga-
tion signal to which the RFID tag responds.

5. The electronic device of claim 1, where the electronic
circuitry 1s configured to store the RFID credential data in a
storage location selected by the human user through manipu-
lation of the interface mechanism.

6. The electronic device of claim 1, where the electronic
circuitry 1s configured for identification of at least two
communication protocols, each corresponding to a modula-
tion type in a group consisting ol amplitude-shiit keying
(ASK), frequency-shift keying (FSK), and phase-shift key-
ing (PSK).

7. The electronic device of claim 6, where the electronic
circuitry 1s configured for identification of at least three
communication protocols, each corresponding to one of the
modulation types 1n the group.

8. The electronic device of claim 1, where the RF signal
has a main carrier frequency and, in processing the RF
signal, the electronic circuitry 1s configured to adjust fre-
quency of the RF signal to a nearest integer factor of the
main carrier {frequency.

9. The electronic device of claim 1, where, 1n acquiring,
the RF ID credential data, the electronic circuitry 1s config-
ured to distinguish self-similar data structures.

10. An electronic device for use 1n acquiring and storing
radio frequency 1identification (RFID) credential data
embedded 1n multiple RFID tags, each configured to com-
municate through one of multiple communication protocols,
where the electronic device 1s unaware of which communi-
cation protocol each of the RFID tags 1s configured to use,
the electronic device comprising:

a mechanical housing designed to fit within and allow

mampulation by a human hand;

clectronic circuitry mounted within the mechanical hous-

ing and configured to:

receive from the RFID tags RF signals emitted by the
RFID tags in response to RF interrogation signals,
where the RF signals carry the RFID credential data
that 1s embedded in the RFID tags;

process each of the RF signals to 1identify which of the
communication protocols each of the RFID tags 1s
configured to use;

acquire the RFID credential data from each of the RF
signals;

store the RFID credential data; and

emulate the RFID tags by transmitting the stored RFID
credential data to one or more RFID tag readers by
way of the communication protocols which the
RFID tags are configured to use;

a power source coupled to the electronic circuitry to
provide electrical power to the electronic circuitry; and
an mterface mechanism coupled to the electronic circuitry

to allow a human user to eflect operation of the

clectronic circuitry;

where, 1n order to eflect emulation of each of the RFID

tags, the electronic circuitry 1s configured to detect the
human user’s manipulation of the interface mechanism
in a manner to activate a tag-emulation mode.

11. The electronic device of claim 10, where, 1n storing
the RFID credential data, the electronic circuitry 1s config-
ured to place the RFID credential data from each of the tags
in a corresponding storage location selected by the human
user through manipulation of the interface mechanism.

12. The electronic device of claim 10, where, 1n order to
ellect processing of the RF signals, the electronic circuitry
1s configured, for each of the RF signals, to detect the human
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user’s manipulation of the interface mechanism 1n a manner
to activate a tag-reading mode of operation.

13. The electronic device of claim 10, where, 1n emulating
the RFID tags, the electronic circuitry 1s configured to
retrieve the RFID credential data for each of the RFID tags
from a corresponding storage location selected by the human
user through manipulation of the interface mechanism.

14. The electronic device of claim 10, where the RF
interrogation signals to which the RFID tags respond are
emitted by one or more RFID tag readers, and where, 1n
receiving the RF signals, the electronic circuitry 1s config-
ured to intercept the RF signals as the RFID tags respond to
the RF interrogation signals.

15. The electronic device of claim 10, where the elec-
tronic circuitry 1s configured to create and emit the RF
interrogation signals to which the RFID tags respond.

16. The electronic device of claim 10, where the elec-
tronic circuitry 1s configured for 1dentification of at least two
communication protocols, each corresponding to a modula-
tion type in a group consisting ol amplitude-shiit keying
(ASK), frequency-shift keving (FSK), and phase-shiit key-
ing (PSK).

17. The electronic device of claim 16, where the elec-
tronic circuitry 1s configured for identification of at least
three communication protocols, each corresponding to one
of the modulation types in the group.

18. A method for use within an electronic device in
acquiring and storing radio frequency identification (RFID)
credential data embedded 1n an RFID tag that 1s configured
to communicate through one of multiple communication
protocols, where the electronic device 1s unaware of which
communication protocol the RFID tag 1s configured to use,
the method comprising:

recerving an RF signal emitted by the RFID tag in

response to an RF interrogation signal, where the RF
signal carries the RFID credential data;

processing the RF signal to 1dentity which of the com-

munication protocols the RFID tag 1s configured to use;
acquiring the RFID credential data from the RF signal;
storing the RFID credential data; and

in response to input from a human user, emulating the

RFID tag by transmitting the stored RFID credential
data to an RFID tag reader by way of the communica-
tion protocol which the RFID tag 1s configured to use.

19. A method for use within an electronic device i1n
acquiring and storing radio frequency identification (RFID)
credential data embedded 1n multiple RFID tags, each con-
figured to communicate through one of multiple communi-
cation protocols, where the electronic device 1s unaware of
which communication protocol each of the RFID tags 1s
configured to use, the method comprising;:

recerving from the RFID tags RF signals emitted by the

RFID tags in response to RF interrogation signals,
where the RF signals carry the RFID credential data
that 1s embedded 1n the RFID tags;

processing each of the RF signals to identity which of the

communication protocols each of the RFID tags 1s
configured to use;

acquiring the RFID credential data from each of the RF

signals;

storing the RFID credential data; and

in response to input from a human user, emulating the

RFID tags by transmitting the stored RFID credential
data to one or more RFID tag readers by way of the
communication protocols which the RFID tags are
configured to use.
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