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HANDLING DYNAMIC CASCADE
PORT/LAG CHANGES IN A NON-BLOCKING
MANNER

CROSS-REFERENCES TO RELATED
APPLICATIONS

The present application claims the benefit and priority of
U.S. Provisional Application No. 62/239,378, filed Oct. 9,
2013, enfitled “Techmiques for Port Extender (PE) Port and
Link Aggregation Group Management.” In addition, the
present application 1s related to commonly-owned U.S.

patent application Ser. No. 15/276,619, filed concurrently
with the present application, entitled “LAG CONFIGURA-

TION/LEARNING IN AN EXTENDED BRIDGE.” The

entire contents of these applications are incorporated herein
by reference 1n their entireties for all purposes.

BACKGROUND

An 802.1BR-based network topology (also known as an
extended bridge) 1s a logical network entity that comprises
two different types of units: a controlling bridge (CB) unit
and one or more port extender (PE) unmits. The CB serves as
the controller of the extended bridge and 1s responsible for
performing control plane functions (e.g., Layer 2 switching,
Layer 3 routing, etc.) with respect to network traflic passing
through the bridge. In contrast the PEs, which connect to the
CB and to other devices/hosts external to the extended
bridge, act as non-intelligent devices and thus do not per-
form any local switching or routing; instead, their primary
function 1s to provide additional data port terminations for
the CB (thereby extending the port capacity of the CB). For
example, each PE may be a switch/router with X number of
physical data ports, which appear as virtual data ports on the
CB. Upon receiving a data packet from an external device/
host on an 1gress data port, the PE forwards the data packet
to the CB, which processes the data packet in hardware or
software to determine an appropriate egress port through
which the packet should be sent out. The CB then forwards
the data packet to the PE housing the egress port for
transmission through that port towards the next hop desti-
nation.

The links that interconnect the PEs to each other and to
the CB 1n an extended bridge are known as cascade links.
Generally speaking, cascade links are considered internal to
the extended bridge since they only carry data traflic that has
been tagged with a special “E'TAG” header that 1s under-
stood by the PEs and CB. This ETAG header facilitates the
internal routing of data traflic from an ingress PE to the CB
for processing, as well as from the CB to the egress PE(s)
that will forward the tratlic out of the extended bridge.

In order to properly handle ETAG traflic, the physical
ports at the endpoints of a cascade link (1.e., cascade ports)
need to be configured to operate 1n an ETAG-enabled mode
instead of a conventional data port mode. This configuration
1s typically performed via an LLDP (Link Layer Discovery
Protocol) based exchange between the CB and a given PE at
the time the PE joins the extended bridge, and may be
updated 1n response to dynamic port changes that are made
during system runtime. In the past, each endpoint of a
cascade link has generally been limited to being a single
cascade port. However, in new emerging 802.1BR imple-
mentations, each endpoint of a cascade link may be a link
aggregation group (LAG) that comprises multiple cascade
ports but 1s treated as a single logical port. In these cases, the
cascade link may also be referred to as a cascade trunk. With
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these new 1mplementations, novel techniques are needed to
manage the configuration/reconfiguration of such LAGs in
an ellicient and robust manner.

SUMMARY

Techniques for handling dynamic cascade port/LAG

changes in an extended bridge are provided. According to
one embodiment, a first network device 1in an extended
bridge can maintain a shadow table that stores information
regarding one or more ports and one or more LAGs used to
interconnect the network devices 1n the extended bridge. The
first network device can further recerve, from a user via a
device Ul, a command relating to a change to a port or a
LAG, update the shadow table based on the change, transmut
a message to one or more other network devices in the
extended bridge that are aflected by the change, and start a
timer associated with the one or more other network devices.
In various embodiments, the updating and the transmitting
can be performed without blocking the user from entering
further commands via the device UL.

The following detailed description and accompanying
drawings provide a better understanding of the nature and
advantages of particular embodiments.

BRIEF DESCRIPTION OF DRAWINGS

FIGS. 1A and 1B depict an example extended bridge and
an example switch/router architecture according to an
embodiment.

FIG. 2 depicts a workilow that may be executed by a CB
in an extended bridge for configuring/learning the LAG
configuration of a PE at the time the PE joins the bridge
according to an embodiment.

FIG. 3 depicts a workilow that may be executed by a CB
in an extended bridge for handling dynamic cascade port/
LAG changes in a non-blocking manner according to an

embodiment.

DETAILED DESCRIPTION

In the following description, for purposes of explanation,
numerous examples and details are set forth 1 order to
provide an understanding of various embodiments. It will be
evident, however, to one skilled in the art that certain
embodiments can be practiced without some of these details,
or can be practiced with modifications or equivalents
thereof.

1. Overview

Embodiments of the present disclosure provide tech-
niques for managing cascade LAGs (1.e., LAGs at the
endpoints of a cascade link/trunk) in an 802.1BR-based
extended bridge.

According to one set of embodiments, these techniques
include a workflow that can be performed by a CB for
Conﬁgurlng the cascade LAG(s) of a given PE at the time the
PE joins the extended bridge. As part of this workflow, the
CB can automatically resolve contlicts between the LAG
configuration programmed on the PE and a provisional LAG
configuration programmed on the CB (if such provisional
configuration exists). This conflict resolution mechanism
can minimize the likelithood of a misconfiguration that
prevents the PE from communicating with the CB and other
PEs upon joining the bridge.

According to another set of embodiments, the techniques
of the present disclosure include (1) methods for validating
dynamic cascade port/LAG changes made to a live cascade
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link/trunk, and (2) an algorithm for executing such dynamic
cascade port/LAG changes 1n a “non-blocking manner (i.e.,
a manner that allows a user to enter additional cascade
port/LAG change commands before a prior command has
completely finished processing). With (1) and (2), the CB
can ensure that the requested change commands will not
break PE-to-PE and PE-to-CB communication, while at the
same time 1mproving the user experience ol administrators
responsible for entering cascade port/LAG changes via the
CB user interface.

The foregoing and other aspects of the present disclosure
are described 1n further detail in the sections that follow.
2. Example Extended Bridge and Switch/Router Architec-
ture

FIG. 1A depicts an extended bridge 100 1n which embodi-
ments of the present disclosure may be implemented. As
shown, extended bridge 100 comprises a CB 102 that 1s
connected to a number of PEs 104-112 via cascade links
114-124. CB 102 may be implemented using a relatively
high-end switch/router that 1s capable of handling control
plane functions (e.g., L2 forwarding, .3 routing, bridge
management, etc.) for the entirety of extended bridge 100. In
contrast, PEs 104-112 may be implemented using relatively
lower-end switches/routers that are suflicient for carrying
out PE functions as defined 1n the IEEE 802.1BR standard.
For instance, in one embodiment, CB 102 may be a high-
cost, modular chassis-based switch/router, while PEs 104-
112 may be lower-cost, “pizza box” style fixed-form factor

switches/routers.
In the example of FIG. 1A, cascade link 116 between P.

104 (PE17) and PE 106 (PE18) 15 a cascade trunk compris-
ing two physical links. These two physical links are con-
nected respectively to a 2-port LAG on the side of PE17
(comprising cascade ports 17/2 and 17/3) and to a 2-port
LAG on the side of PE18 (comprising cascade ports 18/1
and 18/2). Either of the two physical links of cascade trunk
116 may be used to exchange ETAG ftraflic between PE17
and PE 18. The other cascade links 1n extended bridge 100
are non-LAG links (1.e., links with a single cascade port at
cach endpoint).

FIG. 1B depicts the architecture of an example switch/
router 150 that may be used to implement CB 102 and/or
PEs 104-112 of FIG. 1A according to an embodiment. As
shown 1n FIG. 1B, switch/router 150 comprises a manage-
ment module 152, a switch fabric module 154, and one or
more I/O modules 156(1)-(N). Management module 152
includes one or more management CPUs 138 for managing/
controlling the operation of switch/router 150. Each man-
agement CPU 138 can be a general purpose processor, such
as a PowerPC, Intel, AMD, or ARM-based processor, that
operates under the control of solftware stored 1n an associ-
ated volatile memory (e.g., RAM) 160 and/or nonvolatile
memory (e.g., ROM, flash memory, etc.) 162.

Switch fabric module 154 and I/O module(s) 156(1)-(IN)
collectively represent the data, or forwarding, plane of
switch/router 150. Switch fabric module 154 1s configured to
interconnect the various other modules of switch/router 150.
Each /O module 156(1)-(N) includes one or more ports
164(1)-(N) that are used by switch/router 150 to send and
receive data packets to/from other networks/hosts, as well as
to/from other units within extended bridge 100 of FIG. 1A.
Each I/O module 156(1)-(N) also includes a packet proces-
sor 166(1)-(IN) that can make wire speed decisions on how
to handle incoming or outgoing data packets.

As noted 1n the Background section and as depicted 1n
FIG. 1A, some emerging 802.1BR implementations support
the use of LAGs, rather than singular ports, to form internal
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PE-to-PE or PE-to-CB connections. However, properly
managing the configuration of such LAGs can be challeng-
ing for various reasons. For example, 1n certain scenarios the
CB and a joining PE may maintain different and conflicting
LAG configurations. As another example, a user may
attempt to make rapid (via, e.g., cut-and-paste) changes to
the ports/LAG(s) of a cascade link/trunk during system
runtime, which need to be validated and processed 1n a
timely manner.

To address these and other similar challenges, switch/
router 150 of FIG. 1B can be enhanced to support novel
LAG management techniques when operating as a CB 1n an
extended bridge, such as CB 102 of FIG. 1A. These tech-
niques can be implemented via, e.g., program code that 1s
executed by management CPU(s) 158, and/or via one or
more new hardware modules that are added to switch/router
150 (not shown). As described 1n further detail below, the
LAG management techniques of the present disclosure can
include techniques that enable the CB to, e.g., intelligently
configure/learn the LAG(s) of a PE at the time the PE joins
the extended bridge, validate dynamic cascade port/LAG
changes made to a live cascade link/trunk, and execute such
dynamic cascade port/LAG changes without blocking user
input of further commands. With these capabilities, the CB
can handle cascade LAG configuration and reconfiguration
in the extended bridge in an eflicient, robust, and user-
friendly fashion.

It should be appreciated that FIGS. 1A and 1B are
illustrative and not intended to limit embodiments of the
present disclosure. For example, although FIG. 1A depicts a
particular topology for extended bridge 100, any other type
of topology may be used. Further, the various entities shown
in FIGS. 1A and 1B may have additional subcomponents or
functions that are not described. One of ordinary skill 1n the
art will recognize many variations, modifications, and alter-
natives.

3. Cascade LAG Configuration/Learming Upon PE Join

Under the 802.1BR standard, when a PE jomns an
extended bridge (1.e., 1s physically attached to the bridge and
powered-on for the first time), the PE sends out an LLDP
jom packet on all of its cascade ports. This LLDP join
packet, which 1s ultimately received by the CB, includes PE
configuration information that enables the CB to integrate
the PE into the extended bridge, such as PE identifier (ID),
egress port, modules types, cascade ports, software image
version, etc.

In some cases, the PE may have one or more cascade
LAGs configured/programmed on the device at the time of
the join. For example, the PE may have been moved from
another extended bridge 1n which the PE was previously
connected via a cascade trunk. In these cases, the LAG
configuration on the PE (which identifies the PE’s LAGs and
the member cascade ports of each LAG) will be included in
the LLDP join packet that 1s sent to the CB.

However, 1n certain scenarios, the CB itself may also
maintain, based on the jomming PE’s ID, a provisional
configuration for the PE that includes one or more cascade
LAGs. For example, the extended bridge may have previ-
ously included a PE unit with the same assigned ID and with
one or more LAGs which was removed and replaced with
the jomning PE unit. Alternatively, a user may have entered
a provisional LAG configuration for that PE ID via the CB’s
command line mterface (CLI). In these scenarios, there may
be 1mconsistencies or contlicts between the LAG configura-
tion on the CB and the LAG configuration received from the
PE that make it diflicult for the CB to determine which LAG

configuration should be actually used. If the CB uses the
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wrong configuration, the joining PE may be unable to
properly communicate with the CB and upstream PEs.

To overcome this problem, FIG. 2 depicts a workilow 200
that may be executed by switch/router 150 (acting as a CB
in an extended bridge) for configuring/learning the LAG(s)
for a PE at the time the PE joins the extended bridge
according to an embodiment. With worktlow 200, the CB
can intelligently resolve contlicts between the LAG con-
figuration programmed on the PE and a provisional LAG
configuration programmed on the CB (if such provisional
configuration exists), thereby minimizing the likelthood of a
misconfiguration that prevents the PE from communicating,
with the CB and other PEs upon joining the bridge.

Starting with block 202, the CB can receive an LLDP join
packet from the joining PE. As mentioned previously, the
payload of the LLDP join packet can include information
regarding the existing configuration of the PE, E

such as PE
ID, egress port on which the join packet was sent out,
module types, 1image version, cascade ports, etc. For pur-
poses of this worktlow, 1t 1s assumed that the PE has one or
more pre-configured cascade LAGs, and thus the LLDP join
packet also includes information regarding the PE’s LAG
configuration (e.g., the LAGs configured on the PE and port

IDs belonging to each LAG).

At block 204, the CB can check whether 1t has a provi-
sional LAG configuration for the joining PE (per 1ts PE ID).
If not, the CB can integrate the PE using the PE LAG
configuration (block 206) and worktlow 200 can end.

On the hand, if the CB does have a provisional LAG
configuration for the jomning PE at block 204, the CB can
check whether there 1s any discrepancy between the provi-
sional LAG configuration and the PE LAG configuration
included in the LLDP join packet (block 208). For example,
as part of block 208, the CB can check whether the provi-
sional and PE LAG configurations specily the same number
of LAGs and the same port 1Ds per LAG.

If there 1s no discrepancy between the two LAG configu-
rations, the CB can conclude that no change needed with
respect to the PE’s LAGs and worktlow 200 can end.

If there 1s a discrepancy, the CB can proceed to check
whether the provisional LAG configuration includes the port
of the PE from which the LLDP join packet was sent (i.e.,
the PE’s egress port) (block 210). If no, the CB can Conclude
that using the provisional LAG configuration may break
communication with the PE, and thus the CB can use the PE
LAG configuration (block 206) and workilow 200 can end.

However, 11 the provisional LAG configuration does
include the PE egress port, the CB can finally check which
LAG configuration (1.e., provisional or PE) results 1n better
matched port number(s) for the cascade link(s)/trunk(s)
connecting to the PE (block 212). Stated another way, the
CB can determine which LAG conﬁguration more closely
aligns with the number of ports 1n the cascade port/LAG
conﬁguratlons of other PEs/CBs that are adjacent to the PE
in the system topology.

In the case that the CB determines the provisional LAG
configuration 1s a better match, the CB can use the provi-
sional LAG configuration (block 214) and send this provi-
sional configuration to the PE for local programming (block
216). Conversely, 1n the case that the CB determines the P.
LAG configuration 1s a better match, the CB can use the P.
LAG configuration (block 206). In either case, the CB’s
processing can terminate and worktlow 200 can end.

Although not explicitly shown in FIG. 2, in some situa-
tions the provisional and PE LAG configurations may be
determined to be equally good matches at block 212. In
these situations, the CB may choose the provisional LAG
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configuration by default and send the provisional configu-
ration to the PE per block 216.

To clanity the operation of workilow 200, consider the
following exemplary scenario with respect to extended
bridge 100 of FIG. 1A. In this scenario PE17 and PE18 have
not yet joined the bridge.

1. Assume PE17 joins extended bridge first and sends an
LLDP jomn packet to CB 102 including a cascade
port/LAG configuration that identifies port 17/1 as a
singular cascade port and ports 17/2 and 17/3 as part of
a 2-port cascade LAG.

2. Further assume that CB 102 does not have a provisional
PE configuration for PE17.

3. In this case, CB 102 can learn the cascade port/LAG
configuration from PE17 and can integrate PE17 using
this PE-side configuration. As part of this process, CB
102 can make all of the ports of PE17, except for ports
17/1,17/2, and 17/3, data ports of extended bridge 100.

4. Assume PE18 joins extended bridge after PE17 and
sends an LLDP jo1in packet ({from port 18/2) to CB 102
through PE17. This LLDP join packet includes a cas-
cade port/LAG configuration that identifies ports 18/1
and 18/2 as a 2-port cascade LAG.

5. Further assume that CB 102 has a provisional configu-
ration for PE18 (based on its PE ID) that specifies a
3-port LAG including 18/2 (1.e., the egress port from
which the LLDP join was sent).

6. In this case, CB 102 can determine that there 1s
discrepancy between the provisional and PE LAG
configurations for PE18, check whether the provisional
LAG configuration includes PE18’s egress port (it

does), and then check which LAG configuration can
better match the LAG on PE17 (1.e., ports 17/1 and

17/2) which connects to PE18.
7. Since the PE18’s LAG configuration better matches the
PE17 LAG (1.e., PE18’s LAG configuration specifies
two ports, whereas the provisional LAG configuration
specifies three ports), CB 102 can use PE18’s LAG
configuration over the provisional LAG configuration
and integrate PE 18 accordingly.
In some embodiments, once a PE joins an extended bridge
and the system stabilizes, the CB can count the number of
active ports (1.e., ports 1 an “up” status) on both ends of the
PE’s cascade link(s)/trunk(s). If the active port numbers are
not equal, the CB can generate an error message or log to
notily users of this mismatch.
4. Validating Dynamic Cascade Port/LAG Changes

In certain 802.1BR implementations, the CB 1 an
extended bridge may expose a user interface (e.g., one or
more CLI commands) that allows users to make dynamic
changes to the cascade ports/LLAGs at the endpoints of a live
cascade link/trunk during system runtime. One example of
such a CLI command 1s the “multi-spx-lag” command
exposed by 802.1BR-compatible switches and routers devel-
oped by Brocade Communications Systems, Inc. The types
of changes that can be made using this command include,
¢.g., changing a cascade port into a cascade LAG, changing
a cascade LAG into a cascade port, increasing or reducing
the number of ports 1n a cascade LAG, changing port speeds,
ctc. Unfortunately, existing 802.1BR implementations have
limited capabilities for validating dynamic port/LAG
changes, and thus an erroneous or invalid change command
can potentially break communication 1n the topology.

To address this deficiency, embodiments of the present

disclosure provide a novel set of static and dynamic vali-
dations that may be implemented by the CB for validating

cascade port/LAG changes to a live cascade link/trunk. With
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these wvalidations, the CB can minimize or eliminate the
likelihood that such changes will break PE-to-PE or PE-to-
CB communication.

4.1 Static Validations

The following 1s a list of static validations that may be
executed by the CB upon receiving a command to change
the cascade port(s)/LAG(s) of a live cascade link/trunk
according to an embodiment. The “static” qualifier means
that these validations do not depend on the runtime state of
the system.

1. The CB can verity that all ports 1n a newly configured

cascade LAG have the same configured speed

2. The CB can verity that all newly configured cascade
ports (or all ports 1n a newly configured cascade LAG)
are not part of a tagged VLAN

3. The CB can verily all newly configured cascade ports
(or all ports 1n a newly configured cascade LAG) are
not used in specific protocols such as OSPF (Open
Shortest Path First) and PIM (Protocol Independent
Multicast)

4.2 Dynamic Validations

The following 1s a list of dynamic validations that may be
executed by the CB upon receiving a command to change
the cascade port(s)/LAG(s) of a live cascade link/trunk
according to an embodiment. The “dynamic” qualifier
means that these validations depend at least partially on the
runtime state of the system (e.g., port up/down statuses,
current topology, etc.).

1. The CB can determine the number of live cascade
ports/LAGs that have a common member with a newly
configured cascade port/LAG.

a. If the number 1s zero, the CB can conclude that the
newly configured cascade port/LAG 1s not associ-
ated with any live cascade link; therefore, the newly
configured link/LLAG does not need to be validated
using any other dynamic validations (static valida-
tions will generally still apply)

b. If the number 1s one, the CB can conclude that the
newly configured cascade port/LAG replaces an
existing cascade port/LAG.

c. If the number 1s greater than one, the CB can
conclude that the change would merge two live links
into one and thus can block the change

2. The CB can verily that the newly configured cascade
port/LAG results 1n the same number of ports at both
ends of the connected link

3. The CB can verily that the newly configured cascade
port/LAG results 1n the same number of ports in the
“up” status at both ends of the connected link

In most cases, the CB will not know about the physical
connections of the newly configured cascade port/LAG;
thus, 1t 1s not possible for the CB to identify/avoid all
potential errors and misconfigurations. The validations
described above are the ones that can be performed by the
CB 1n these cases since, at the very least, the CB knows
about 1ts own port status and the port statuses of all joined
PEs.

In situations where the CB has more detailed knowledge
regarding the physical port connections of the LAGs the
system, the CB may be able to perform more strict valida-
tions than those listed above. For example, suppose a
cascade LAG on a first PE comprising ports (1/1, 1/2) links
to another cascade LAG on a second PE comprising ports
(2/1, 2/2). If the CB only knows that 1/2 1s physically
connected to 2/2 and has no idea about whether 1/1 1s
physically connected to 2/1 or not, the CB may allow a user

to change the first LAG from (1/1, 1/2) to, e.g., (1/2, 1/3).
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However, if the CB also knows that 1/1 1s physically
connected to 2/1, the CB can correctly block this change, or
require the user to make a corresponding change to the

second LAG (2/1, 2/2).
5. Handling Dynamic Cascade Port/LAG Changes in a
Non-Blocking Manner

Even in cases where a user enters a correct and valid
command for dynamically changing a cascade port/LAG, 1t
may be possible for the change to break communication
within the extended bridge on a permanent basis 1f the
change 1s not handled correctly. For example, assume a {irst
LAG (1/1, 1/2) on a first PE1 links to a second LAG (2/1,
2/2) on a second PE2. PE1 1s upstream from (1.e., closer to
the CB than) PE2. Further assume that a user enters a
command at the CB to change (1/1, 1/2) to (1/1, 1/3) and
change (2/1, 2/2) to (2/1, 2/3).

In this scenario, the CB will send messages to both PE1
and PE2 to reprogram their local LAG configurations 1n
accordance with the user command. However, 1if PE1l
receives 1ts message before PE2, PE1 may make the LAG
changes 1n hardware before PE2 1s able to receive its
message. If PE1 attempts to forward PE2’s change message
over the changed cascade port (1.e., 1/3), the message will
never be received by PE2, resulting 1n a permanent break in
communication between the two units.

One way to avoid this problem 1s for the CB to send the
messages to the PEs 1n a serial (synchronous) fashion, such
that PE2 always receives its message before PE1. For
instance, the CB can send the change message to PE2 first,
wait for an acknowledgement from PE2 that the message has
been received, and then subsequently send the change mes-
sage to PE1. This ensures that, even though there may be a
temporary break in communication due to the reprogram-
ming ol the cascade trunk on the PE2 side, PE1 will always
receive 1ts change message, and thus the temporary break
will be resolved once PE1 reprograms its LAG 1n accor-
dance with the changes to PE2.

Unfortunately, this synchronous approach can have
adverse consequences for the user/administrator responsible
for entering the change commands via the CB UL In
particular, since the CB needs to wait for each affected PE
to receive its change message and return an acknowledge-
ment before propagating the change to other upstream PEs,
the user may need to wait for a significant period of time
while the CB processes a given change command (e.g., on
the order of several seconds). During this period, the user
will generally be unable to enter further commands. This
results 1n a subpar user experience, and can be particularly
problematic 11 the user 1s attempting to enter multiple change
commands 1n quick succession (by, e.g., cutting and pasting
multiple commands into the CB CLI from a configuration
file). In this case, the CB may not be able to validate the
commands successtully, or otherwise return inconsistent
results due to timing 1ssues.

To address the foregoing, FIG. 3 depicts a worktlow 300
that may be executed by switch/router 150 of FIG. 1A
(acting as a CB 1n an extended bridge) for processing
dynamic cascade port/LAG changes in a non-blocking man-
ner according to an embodiment. With workilow 300, the
CB can both (1) ensure that the cascade port/LAG changes
are handled properly (i.e., do not result in a permanent loss
of communication between PEs or CBs) and (2) allow users
to enter additional change commands via the CB UI before
a prior command has completely finished processing.

Starting with block 302, the CB can maintain one or more
“shadow” tables that store information regarding all of the
cascade ports/LAGs 1n the entire extended bridge. For
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instance, these shadow tables can identily each cascade
port/LAG, 1ts host PE/CB, its port members, and topology
connections. The shadow tables are separate from the actual
tables/data structures used by the CB for maintaining cas-
cade port/LAG configurations for the extended bridge.

At block 304, the CB can receive a dynamic cascade
port/LAG change command from a user via the CB’s UI.
Upon receiving the command, the CB can immediately
return control to the user, such that he/she 1s not blocked
from entering further change commands. For example, 1n
one embodiment, the CB can place the received command
into a buller queue that 1s processed using a thread that 1s
separate from the thread handling the CB’s UI.

At block 306, the CB can retrieve the command from the
builer queue 11 applicable and can update the shadow tables
to reflect the cascade port/LAG change(s) included 1n the
command. For instance, 1f the command includes a deletion
of a port from a LAG, the CB can remove that port from the
LAG 1n the shadow tables. Similarly, if the command
includes the addition of a port to a LAG, the CB can add that
port to the LAG 1n the shadow tables. Note that the CB does
not update 1ts actual cascade port/LAG tables as part of this
step.

At block 308, the CB can execute validations with respect
to the port/LAG change(s) as captured in the shadow tables.
These validations can include, e.g., the static and dynamic
validations described 1in Section (4) above. If any of the
validations fail, the CB can output an error message or log
and exit the workflow (not shown).

Assuming the validations are successiul, the CB can send
a change message to every PE in the PE chain of the
extended bridge that 1s affected by the changes. This change
message can include instructions for reprogramming the
PE’s local cascade port/LAG configuration 1n accordance
with the change(s) (if applicable) (block 310). Further, the
CB can maintain and start a timer for this PE chain. This
per-PE chain timer can be restarted by the PE each time the
user changes a cascade port/LAG 1n the chain. If there are
changes to multiple PE chains, the CB will maintain and
start a separate timer for each PE chain. Note that the
particular order in which the change messages are sent by
the CB, or recetved by the PEs, 1s not important.

At block 312, each PE 1n the aftected PE chain can receive
its respective change message and, 1f there 1s a change to one
of 1ts cascade ports/LAGs, can start a local timer for a
predefined time interval (e.g., 1 second, 5 seconds, etc.).
This predefined time interval can be the same time interval
used by the per-PE chain timer(s) maintained on the CB. IT
the local timer already has been started due to recerving a
previous change message, the PE can restart the timer, even
if the current change message does not aflfect the cascade
ports/LAGs of the PE. The starting/restarting of this timer
ensures that every PE in the extended bridge receives its
change message belore any port/LAG reprogramming 1s
iitiated, and thus avoids the problematic scenario men-
tioned previously where an upstream PE reprograms 1ts side
of a cascade link/trunk before the downstream PE can
receive 1ts change message, resulting in a permanent com-
munication break on that link/trunk.

While the local timer 1s running, each PE can continually
check for (1) any additional port/LAG change messages
received from the CB (block 314), and (2) timer expiration
(block 316). If an additional change message 1s received
betfore the timer expires, the timer can be restarted (or a new
timer can be started 1f no timer was previously nitialized).

Otherwise, upon timer expiration, each PE can program
itself (1.e., the port hardware and any software configuration
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data structures) to reflect the port/LAG change(s) included
in the received change message(s) (1f applicable) (block
318). Note that since each PE 1s guaranteed (or at least
highly likely) to have received its respective change mes-
sage from the CB by the end of the timer, even though there
may be temporary breaks in communication as each PE
programs 1ts hardware/software, the overall extended bridge
will reach a stable and error-free state once all PEs have
completed their programming.

In addition, upon expiration of the CB-side per-PE chain
timer(s) on the CB, the CB can copy the entries 1n the
shadow tables for those PE chain(s) to the actual cascade
port/LAG tables (block 320). Since each CB-side PE chain
timer will be time aligned with the local timers of the PEs
in that chain, the CB knows that when the CB-side timer has
explred all of the local PE hardware programming for the
chain has been (or will be soon) completed, and thus the
shadow table entries can be propagated to the actual port/
LAG tables. Finally, at the conclusion of block 320, work-
flow 300 can end.

To clanity the operation of workilow 300, consider the
following exemplary scenario with respect to extended
bridge 100 of FIG. 1A.

1. Assume a user enters, at time 0, a first command to
change the LAG on PE17 from ports (17/2, 17/3) to
ports (17/2, 17/4) and change the LAG on PE18 from
ports (18/1, 18/2) to ports (18/1, 18/3).

2. In response, the CB can validate the command and send
change messages to all PEs to notify them of the
changes.

3. Upon receiving the change messages, PE17 and PE18
(which are aflected by the change command) can each
initiate a local timer for hardware programming that
expires alter a predefined time interval (in this case,
assume 1 second).

4. Assume the user subsequently enters, at time 0.5
seconds, a second command to change the port speeds
of the LAGs on PE17 and PE18.

5. Inresponse, the CB can validate the command and send
a second round of change messages to all PEs with
these new changes.

6. Upon receiving the second round of change messages,
PE17 and PE18 can each reset its local timer, thereby
delaying hardware programming by another second
(e.g., at 1.5 seconds).

7. All timers expire at 1.5 seconds. At this time PE17 and
PE18 can each program its pending port/LAG changes
in hardware.

It should be appreciated that worktlow 300 1s 1llustrative
and various modifications are possible. For example, while
workilow 300 (and the example scenario above) suggests
that the CB sends multiple port/LAG change messages to the
PEs on a real-time basis (i.e., as they are entered by a user),
in some embodiments the CB may aggregate and validate
multiple user change commands that are entered within a
predefined time interval (e.g., 1 second). This predefined
time interval may be different from the local timer time
interval implemented at each PE. By aggregating and vali-
dating multiple change commands in this manner, the CB
can reduce the volume of change messages that are propa-
gated through the topology in situations where the user
enters many commands 1n quick succession (e.g., via cut-
and-paste).

Further, while workflow 300 describes maintaining a
separate CB-side timer per PE chain, in some embodiments
the CB may maintain a single CB-side timer for all PE
chains 1n the extended bridge. In these embodiments, the CB




US 10,218,641 B2

11

will send change messages to every PE 1n the bridge for
every user-entered change command, regardless of whether
the change aflects the PE or not. This ensures that all of the
timers 1n the system expire at the same time. Further, when
the single CB-side timer expires, the CB will copy the
entirety of the shadow tables over to the actual cascade
port/LAG tables. One of ordinary skill in the art waill
recognize other varnations, modifications, and alternatives.

The above description illustrates various embodiments of
the present disclosure along with examples of how aspects
of the present disclosure may be implemented. The above
examples and embodiments should not be deemed to be the
only embodiments, and are presented to illustrate the flex-
ibility and advantages of the present disclosure as defined by
the following claims. For example, although certain embodi-
ments have been described with respect to particular process
flows and steps, 1t should be apparent to those skilled in the
art that the scope of the present disclosure i1s not strictly
limited to the described flows and steps. Steps described as
sequential may be executed 1n parallel, order of steps may be
varied, and steps may be modified, combined, added, or
omitted. As another example, although certain embodiments
have been described using a particular combination of
hardware and software, it should be recognized that other
combinations of hardware and software are possible, and
that specific operations described as being implemented in
software can also be implemented 1n hardware and vice
versa.

The specification and drawings are, accordingly, to be
regarded 1n an 1llustrative rather than restrictive sense. Other
arrangements, embodiments, implementations and equiva-
lents will be evident to those skilled 1n the art and may be
employed without departing from the spirit and scope of the
invention as set forth i the following claims.

What 1s claimed 1s:

1. A method comprising:

maintaiming, by a first network device in a system of

network devices, a shadow table that stores information
regarding one or more ports and one or more link
aggregation groups (LAGs) used to interconnect the
network devices 1n the system:;

receiving, by the first network device from a user via a

device user interface (Ul), a first command relating to
a change to at least a first port or a first link aggregation
group (LAG) 1n the one or more ports or the one or
more LAQGs;

updating, by the first network device, the shadow table

based on the change;

transmitting, by the first network device, a first message

to one or more other network devices in the system that
are allected by the change, the first message comprising
information about the change; and

starting, by the first network device, a timer associated

with the one or more other network devices,

wherein the updating and the transmitting are performed

without blocking the user from entering further com-
mands via the device Ul,

wherein the first message 1s received by a second network

device 1n the system that 1s aflected by the change,
wherein, upon receipt of the first message, the second
network device 1s configured to start a local timer, and
wherein, upon expiration of the local timer, the second
network device 1s configured to program the change
into 1ts hardware.

2. The method of claim 1 further comprising;:

receiving, from the user via the device Ul, a second

command relating to a change to at least a second port
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or a second LAG 1n the one or more ports or the one or
more LAGs, wherein the change to the second port or
the second LAG also aflects the one or more other
network devices allected by the change to the first port
or the first LAG:

updating the shadow table based on the change to the

second port or the second LAG;

restarting the timer associated with the one or more other

network devices; and

transmitting a second message to the one or more other

network devices, the second message comprising infor-
mation about the change to the second port or the
second LAG.

3. The method of claim 2 wherein, 1f the timer has not yet
expired upon receipt ol the second message, the second
network device 1s configured to restart the local timer.

4. The method of claim 1 further comprising, prior to
transmitting the first message:

validating the change based on contents of the updated

table.

5. The method of claim of claim 4 wherein the validating
COmprises:

veritying that the first port or all ports 1n the first LAG

have the same configured speed.

6. The method of claim of claim 4 wherein the validating
COmprises:

verifying that the first port or all ports in the first LAG are

not part of a tagged VLAN (Virtual Local Area Net-
work).

7. The method of claim of claim 4 wherein the validating
COmMprises:

veritying that the first port or all ports 1n the first LAG are

not used 1 OSPF (Open Shortest Path First) OSPF or
PIM (Protocol Independent Multicast) protocols.

8. The method of claim of claim 4 wherein the validating
COmprises:

veritying that the change results 1n the same number of

ports at both ends of a link or trunk connected to the
first port or the first LAG.

9. The method of claim 1 wherein the first network device
1s a controlling bridge (CB) and wherein the system of
network devices 1s an extended bridge.

10. The method of claim 9 wherein the first command
relates to a dynamic change to a live cascade link or trunk
in the extended bridge.

11. The method of claim 1 further comprising, prior to
transmitting the first message:

recerving, from the user via the device Ul, one or more

further commands relating to changes to the one or
more ports or the one or more LAGs, the one or more
further commands being received within a predefined
time interval from the first command; and

updating the shadow table based on the one or more

further commands,

wherein the first message comprises an aggregated set of

change information derived from the first command
and the one or more further commands.

12. A non-transitory computer readable storage medium
having stored thereon program code executable by a first
network device 1n a system of network devices, the program
code causing the first network device to:

maintain a shadow table storing information regarding

one or more ports and one or more link aggregation
groups (LAGs) used to interconnect the network
devices 1n the system;

recerve, from a user via a device user interface (UI), a first

command relating to a change to at least a first port or
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a first link aggregation group (LLAG) 1n the one or more
ports or the one or more LAGs;

update the shadow table based on the change;

transmit a first message to every one or more other
network devices 1n the system that are aflected by the
change, the first message comprising information about

the change; and

start a timer associated with the one or more other

network devices,

wherein the updating and the transmitting are performed

without blocking the user from entering further com-
mands via the device Ul,

wherein the first message 1s received by a second network

device 1n the system that 1s aflected by the change,
wherein, upon receipt of the first message, the second
network device 1s configured to start a local timer, and
wherein, upon expiration of the local timer, the second
network device 1s configured to program the change
into 1ts hardware.

13. The non-transitory computer readable storage medium
of claim 12 wherein the program code further causes the
network device to:

receive, from the user via the device Ul, a second com-

mand relating to a change to at least a second port or a
second LAG 1n the one or more ports or the one or more
LLAGs, wherein the change to the second port or the
second LAG also atlects the one or more other network
devices aflected by the change to the first port or the
first LAG:

update the shadow table based on the change to the second

port or the second LAG;

restart the timer associated with the one or more other

network devices; and

transmit a second message to the one or more other

network devices, the second message comprising infor-
mation about the change to the second port or the
second LAG.

14. The non-transitory computer readable storage medium
of claim 13 wherein, 1f the timer has not yet expired upon
receipt of the second message, the second network device 1s
configured to restart the local timer.

15. A network device comprising:

a processor; and

a non-transitory computer readable medium having stored

thereon program code that, when executed by the

processor, causes the processor to:

maintain a shadow table storing information regarding
one or more ports and one or more link aggregation
groups (LAGs) used to interconnect the network
devices 1n the system:;

receive, from a user via a device user interface (Ul), a
first command relating to a change to at least a first
port or a first link aggregation group (LAG) 1n the
one or more ports or the one or more LAGs;

update the shadow table based on the change;

transmit a {irst message to one or more other network
devices 1n the system that are aflected by the change,
the first message comprising information about the
change, and

start a timer associated with the one or more other

network devices,

wherein the updating and the transmitting are performed

without blocking the user from entering further com-
mands via the device Ul,

wherein the first message 1s received by a second network

device 1n the system that 1s aflected by the change,
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wherein, upon receipt of the first message, the second
network device 1s configured to start a local timer, and

wherein, upon expiration of the local timer, the second
network device 1s configured to program the change
into 1ts hardware.

16. The network device of claim 15 wherein the program

code further causes the processor to:

receive, from the user via the device Ul, a second com-
mand relating to a change to at least a second port or a
second LAG 1n the one or more ports or the one or more
LLAGs, wherein the change to the second port or the
second LAG also affects the one or more other network

devices aflected by the change to the first port or the
first LAG;
update the shadow table based on the change to the second

port or the second LAG;

restart the timer associated with the one or more other
network devices; and

transmit a second message to the one or more other
network devices, the second message comprising infor-

mation about the change to the second port or the
second LAG.

17. The network device of claim 16 wherein, if the timer
has not yet expired upon receipt of the second message, the
second network device 1s configured to restart the local
timer.

18. A method comprising:

maintaining, by a first network device in a system of

network devices, a shadow table that stores information
regarding one or more ports and one or more link
aggregation groups (LAGs) used to interconnect the
network devices in the system:;

recerving, by the first network device from a user via a

device user iterface (Ul), a first command relating to
a change to at least a first port or a first link aggregation
group (LAG) 1n the one or more ports or the one or
more LLAGs;

updating, by the first network device, the shadow table

based on the change;
validating, by the first network device, the change based
on contents of the updated shadow table;

subsequently to the validating, transmitting, by the first
network device, a first message to one or more other
network devices 1n the system that are aflected by the
change, the first message comprising information about
the change; and

starting, by the first network device, a timer associated

with the one or more other network devices,

wherein the updating and the transmitting are performed

without blocking the user from entering further com-
mands via the device UI.

19. A non-transitory computer readable storage medium
having stored thereon program code executable by a first
network device 1n a system of network devices, the program
code causing the first network device to:

maintain a shadow table storing information regarding

one or more ports and one or more link aggregation
groups (LAGs) used to interconnect the network
devices 1n the system;

recerve, from a user via a device user interface (UI), a first

command relating to a change to at least a first port or
a first link aggregation group (LAG) 1n the one or more
ports or the one or more LAGs;

update the shadow table based on the change;

validate the change based on contents of the updated

shadow table;




US 10,218,641 B2

15

subsequently to the validating, transmit a first message to
every one or more other network devices 1n the system
that are aflected by the change, the first message
comprising information about the change; and
start a timer associated with the one or more other
network devices,
wherein the updating and the transmitting are performed
without blocking the user from entering further com-
mands via the device Ul
20. A network device comprising;:
a processor; and
a non-transitory computer readable medium having stored
thereon program code that, when executed by the
processor, causes the processor to:
maintain a shadow table storing information regarding
one or more ports and one or more link aggregation
groups (LAGs) used to interconnect the network
devices 1n the system;
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receive, from a user via a device user terface (Ul), a
first command relating to a change to at least a first
port or a first link aggregation group (LAG) 1n the
one or more ports or the one or more LAGs;

update the shadow table based on the change;

validate the change based on contents of the updated
shadow table;

subsequently to the validating, transmit a first message
to one or more other network devices in the system
that are aflected by the change, the first message
comprising imnformation about the change, and

start a timer associated with the one or more other
network devices,
wherein the updating and the transmitting are performed

without blocking the user from entering further com-
mands via the device UI.
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