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When a forwarding table of g first switch does not have a forwarding 101
entry that maiches header information of a data packet, send each |
confroller a policy request message that carnies the header information
of the data packet, a0 that each controller computes a forwarding path
for the data packet

.
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the policy response message includes the forwarding path
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Select one forwarding path from the received forwarding paths
Set that a second switch uses the selected forwarding path to torward 104
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A tirst switch recerves a data packet, and searches tor a forwarding
entry of a forwarding table according to the data packet; andg it a
forwarding entry that matches the data packet 1s tound, forwards the
data packet according to the forwarding entry, and ends the operation;
or if a forwarding entry fhat maiches the data packet 1s not found,
performs step 202

201

The first switch sends a policy request message to each controiler, 242
where the policy request message carries at least header information
of the data packet

Rl

The controller receives the policy request message sent by the first
switch, and computes a forwarding path for the data packet according |
to a network topology and the header intormation that is of the data
packet and carnied by the policy request message

G

The controller sends a policy response message to the first switch, 204
where the policy response message carries at least the forwarding
path computed by the controlier
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The first switch recetves the policy response message sent by each
controiler, and seiects one forwarding path from forwarding paths
carried by the recetved policy response messages
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The first switch sets that a second switch uses the selected
forwarding path to forward the data packet after recetving the
data packet, where the second swiich 1s any switch except the first
switch on the selected forwarding path
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A

A tirst switch receives a data packet, and searches for a forwarding
entry of a forwarding table according to the data packet; and it a .
TN f . i 4 301
forwarding entry that matches the data packet 1s found, forwards the
data packet according to the forwarding entry, and ends the operation;
or if a forwarding entry that matches the data packet 1s not found,
performs step 302

The first switch sends a policy request message to each controller, [ Y2
where the policy request message carries at least header information of
the data packet

303
The controlier obtains a network topology {rom g central controller
The controller computes a forwarding path for the data packet ~ 304
according to the obtained network topology and the header information
that 1s of the data packet and carried by the policy request message
The controller sends a policy response message to each switch on the 2105
forwarding path, where the policy response message includes the
torwarding path
The swiich recerves the policy response message sent by each 306
controtier, and selects one forwarding path from forwarding paths
carrted by the recetved policy response messages
" 307

The switch sends the data packet t¢ a terminal according to the selected
torwarding path

TR TR TR TR TR TR TR T

FiG. 3



U.S. Patent Jan. 1, 2019 Sheet 4 of 6 US 10,171,355 B2

Receive a policy request message sent by a first switch, where the 401
policy request message includes header information of a data
packet, and the header information includes address mtormation
required for sending the data packet

Compute a forwarding path for the daia packet according {0 a
network topology and the header information of the data packet

e e e T e B R B e T Ll e b TN Bl e ol e e L T bl b el b ]

Send a policy response message to the first swatch, where the policy
response message imncludes the forwarding path, so that the first 403
switch selects one forwarding path from forwarding paths sentby ¥
controliers, and sets that a switch on the selected forwarding path
uses the selected torwarding path {o forward the data packet after
receiving the data packet
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Receive a policy request message sent by a first swiich, where the 501
poiicy request message includes header information of a data
packet, and the header information includes address information
required for sending the data packet

.. .
Obtain a network topology from a central controller, and computes  L— U<
a forwarding path for the data packet according to the obtained
network topology and the header information of the data packet
send g policy response message (o each switch on the forwarding 503

path, where the policy response message includes the forwarding
path, so that each switch on the forwarding path torwards the data
packet according to the torwarding path
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DATA PACKET SENDING METHOD AND
APPARATUS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of International Appli-
cation No. PCT/CN2014/080325, filed on Jun. 19, 2014, the
disclosure of which 1s hereby incorporated by reference 1n
its entirety.

TECHNICAL FIELD

The present disclosure relates to the communications
field, and 1n particular, to a data packet sending method and
apparatus.

BACKGROUND

A software-defined networking (SDN) 1s constituted by
devices such as multiple controllers and multiple switches.
When receiving a data packet, a switch searches for, accord-
ing to header information of the data packet, a forwarding
entry included in a forwarding table, where the header
information includes address information required for send-
ing the data packet, and the address information includes at
least one or more of a source Internet Protocol (IP) address,
a destination IP address, a media access control (MAC)
address of a source device, a MAC address of a destination
device, a virtual local area network (VLAN) identifier
corresponding to the source device, and a VLAN 1dentifier
corresponding to the destination device that are required for
sending the data packet. If a forwarding entry that matches
the header information of the data packet 1s found, the data
packet 1s forwarded according to path information recorded
by the forwarding entry.

If a forwarding entry that matches the header information
of the data packet 1s not found, the first switch (for ease of
description, the switch 1s referred to as a first switch) sends
the header information of the data packet to each controller
in the SDN network. Each controller in the SDN network
receives the header information that 1s of the data packet and
sent by the first switch, computes a forwarding path for the
data packet according to a network topology and the header
information of the data packet, and sends the computed
forwarding path to switches on the forwarding path (the
switches on the forwarding path include the first switch).
Each controller in the SDN network computes the forward-
ing path of the data packet according to the foregoing
method, and sends the computed forwarding path to each
switch on the forwarding path (the switches on each for-
warding path include the first switch). The first switch
selects one forwarding path from the recerved forwarding
paths, and forwards, according to the forwarding path, the
data packet to a device corresponding to a next hop. The
device corresponding to the next hop may be a switch or a
terminal. If the device 1s a switch, the switch selects one
forwarding path from the received forwarding paths, and
forwards the data packet to a device corresponding to a next
hop according to the selected forwarding path. In this way,
the data packet 1s forwarded from one switch to another
switch until the data packet 1s sent to a terminal.

In a process of implementing the present disclosure, the
inventor finds that at least the following problems exist 1n
the prior art:

Because of a real-time difference of network statuses,
different controllers may have different network topologies.
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Therefore, forwarding paths computed by different control-
lers may be different, and further forwarding paths selected
by different switches may be diflerent. Therefore, when
different switches forward a data packet according to dii-
terent forwarding paths, a loop may be formed, causing a
data packet sending failure.

SUMMARY

To avoid forming a loop during data packet sending and
ensure successiul data packet sending, the present disclosure
provides a data packet sending method and apparatus. The
technical solutions are as follows:

According to a first aspect, a data packet sending method
1s provided, where the method includes:

when a forwarding table of a first switch does not have a
forwarding entry that matches header information of a data
packet, sending each controller a policy request message that
carries the header information of the data packet, so that
cach controller computes a forwarding path for the data
packet, where the header information includes address infor-
mation required for sending the data packet;

recerving a policy response message sent by each con-
troller, where the policy response message includes the
torwarding path;

selecting one forwarding path from the received forward-
ing paths;

setting that a second switch uses the selected forwarding
path to forward the data packet after receiving the data
packet, where the second switch 1s any switch except the
first switch on the selected forwarding path; and

forwarding the data packet according to the selected
forwarding path.

With reference to the first aspect, in a {first possible
implementation manner of the first aspect, the selecting one
forwarding path from the received forwarding paths
includes:

randomly selecting one forwarding path from the received
torwarding paths; or

selecting, from the received forwarding paths, a forward-
ing path sent by a controller having a shortest distance to the
first switch; or

selecting, from the received forwarding paths, a forward-
ing path that i1s recerved first.

With reference to the first possible implementation man-
ner of the first aspect, in a second possible implementation
manner of the first aspect, the selecting, from the recerved
forwarding paths, a forwarding path that 1s received first
includes:

determining, according to an i1dentifier that is of the data
packet and carried by the policy response message, whether
the forwarding path of the data packet 1s recerved for the first
time; and

11 the forwarding path of the data packet 1s recerved for the
first time, selecting the forwarding path carried by the policy
response message as the forwarding path that 1s received
first.

With reference to the first aspect, 1n a third possible
implementation manner of the first aspect, the policy request
message carries the identifier of the data packet.

With reference to the first aspect, 1n a fourth possible
implementation manner of the first aspect, the setting that a
second switch uses the selected forwarding path to forward
the data packet after receiving the data packet includes:

sending a first notification message to a controller corre-
sponding to the selected forwarding path, where the first
notification message carries a receirve mdication, so that the



UsS 10,171,355 B2

3

controller corresponding to the selected forwarding path
sends the selected forwarding path to the second switch
according to the recerve indication, and the second switch
uses the selected forwarding path to forward the data packet
alter receiving the data packet.

With reference to the first aspect, in a fifth possible
implementation manner of the first aspect, the setting that a
second switch uses the selected forwarding path to forward
the data packet after receiving the data packet includes:

sending the selected forwarding path to the second switch,
so that the second switch uses the selected forwarding path
to forward the data packet after receiving the data packet.

With reference to the first aspect, in a sixth possible
implementation manner of the first aspect, after the selecting
one forwarding path from the received forwarding paths, the
method further includes:

sending a second notification message to a controller
corresponding to each unselected forwarding path, where
the second notification message carries a discard indication,
and the discard indication indicates that a forwarding path
sent by the controller corresponding to each unselected
forwarding path 1s not selected.

According to a second aspect, a data packet sending
method 1s provided, where the method includes:

receiving a policy request message sent by a first switch,
where the policy request message includes header informa-
tion of a data packet, and the header information includes
address information required for sending the data packet;

computing a forwarding path for the data packet accord-
ing to a network topology and the header information of the
data packet; and

sending a policy response message to the first switch,
where the policy response message includes the forwarding
path, so that the first switch selects one forwarding path from
torwarding paths sent by controllers, and sets that a switch
on the selected forwarding path uses the selected forwarding
path to forward the data packet after receiving the data
packet.

With reference to the second aspect, 1n a first possible
implementation manner ol the second aspect, after the
sending a policy response message to the first switch, the
method further includes:

receiving a first notification message sent by the first
switch, where the first notification message carries a receive
indication; and

sending the forwarding path to a second switch according
to the receive indication, so that the second switch uses the
forwarding path to forward the data packet after receiving
the data packet, where the second switch 1s any switch
except the first switch on the forwarding path.

With reference to the second aspect, 1n a second possible
implementation manner of the second aspect, after the
sending a policy response message to the first switch, the
method further includes:

receiving a second notification message that 1s sent by the
first switch when selecting another forwarding path except
the forwarding path, where the second notification message
carries a discard indication; and

deleting the forwarding path according to the discard
indication.

With reference to the second aspect, in a third possible
implementation manner of the second aspect, the policy
response message carries an identifier of the data packet, the
identifier of the data packet 1s used by the first switch to
determine whether the forwarding path 1s a first received
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forwarding path of the data packet, and the first received
torwarding path of the data packet 1s used as the selected
forwarding path.

According to a third aspect, a data packet sending appa-
ratus 1s provided, where the apparatus includes:

a first sending module, configured to: when a forwarding,
table of a first switch does not have a forwarding entry that
matches header information of a data packet, send, to each
controller, a policy request message that carries the header
information of the data packet, so that each controller
computes a forwarding path for the data packet, where the
header information includes address information required

for sending the data packet:
a receiving module, configured to receive a policy

response message sent by each controller, where the policy

response message includes the forwarding path;

a selection module, configured to select one forwarding
path from the received forwarding paths;

a setting module, configured to set that a second switch
uses the selected forwarding path to forward the data packet
alter recerving the data packet, where the second switch 1s
any switch except the first switch on the selected forwarding
path; and

a forwarding module, configured to forward the data
packet according to the selected forwarding path.

With reference to the third aspect, in a first possible
implementation manner of the third aspect, the selection
module includes:

a first selection unit, configured to randomly select one
forwarding path from the received forwarding paths; or

a second selection unit, configured to select, from the
received forwarding paths, a forwarding path sent by a
controller having a shortest distance to the first switch; or

a third selection unit, configured to select, from the
received forwarding paths, a forwarding path that 1s recerved
first.

With reference to the first possible implementation man-
ner of the third aspect, in a second possible implementation
manner of the third aspect, the third selection unit includes:

a determining subumt, configured to determine, according,
to an 1dentifier that 1s of the data packet and carried by the
policy response message, whether the forwarding path of the
data packet 1s received for the first time; and

a selection subunit, configured to: 1f the forwarding path
of the data packet 1s received for the first time, select the
forwarding path carried by the policy response message as

the forwarding path that 1s received first.

With reference to the third aspect, 1n a third possible
implementation manner of the third aspect, the policy
request message carries the identifier of the data packet.

With reference to the third aspect, in a fourth possible
implementation manner of the third aspect, the setting
module includes:

a first sending unit, configured to send a first notification
message to a controller corresponding to the selected for-
warding path, where the first notification message carries a
receive mdication, so that the controller corresponding to the
selected forwarding path sends the selected forwarding path
to the second switch according to the receive indication, and
the second switch uses the selected forwarding path to
forward the data packet after receiving the data packet.

With reference to the third aspect, in a {ifth possible
implementation manner ol the third aspect, the setting
module includes:

a second sending unit, configured to send the selected
tforwarding path to the second switch, so that the second
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switch uses the selected forwarding path to forward the data
packet after receiving the data packet.

With reference to the third aspect, 1n a sixth possible
implementation manner of the third aspect, the apparatus
turther includes:

a second sending module, configured to send a second
notification message to a controller corresponding to each
unselected forwarding path, where the second notification
message carries a discard indication, and the discard indi-
cation indicates that a forwarding path sent by the controller
corresponding to each unselected forwarding path 1s not
selected.

According to a fourth aspect, a data packet sending
apparatus 1s provided, where the apparatus includes:

a first recerving module, configured to receive a policy
request message sent by a first switch, where the policy
request message includes header information of a data
packet, and the header information includes address infor-
mation required for sending the data packet;

a computation module, configured to compute a forward-
ing path for the data packet according to a network topology
and the header information of the data packet; and

a first sending module, configured to send a policy
response message to the first switch, where the policy
response message mcludes the forwarding path, so that the
first switch selects one forwarding path from forwarding
paths sent by controllers, and sets that a switch on the
selected forwarding path uses the selected forwarding path
to forward the data packet after receiving the data packet.

With reference to the fourth aspect, in a first possible

implementation manner of the fourth aspect, the apparatus
turther 1ncludes:

a second recerving module, configured to receive a first
notification message sent by the first switch, where the first
notification message carries a receive indication; and

a second sending module, configured to send the forward-
ing path to a second switch according to the receive indi-
cation, so that the second switch uses the forwarding path to
forward the data packet after receiving the data packet,
where the second switch 1s any switch except the first switch
on the forwarding path.

With reference to the fourth aspect, 1n a second possible
implementation manner of the fourth aspect, the apparatus
turther 1includes:

a third receiving module, configured to receive a second
notification message that 1s sent by the first switch when
selecting another forwarding path except the forwarding
path, where the second notification message carries a discard
indication; and

a deletion module, configured to delete the forwarding
path according to the discard indication.

With reference to the fourth aspect, 1n a third possible
implementation manner of the fourth aspect, the policy
response message carries an identifier of the data packet, the
identifier of the data packet i1s used by the first switch to
determine whether the forwarding path 1s a first received
forwarding path of the data packet, and the first received
tforwarding path of the data packet 1s used as the selected
forwarding path.

According to a fifth aspect, a data packet sending appa-
ratus 1s provided, where the apparatus 1ncludes:

a processor, a memory, a bus, and a communications
interface, where the memory 1s configured to store a com-
puter execution instruction; the processor 1s connected to the
memory using the bus; when the data packet sending appa-
ratus runs, the processor executes the computer execution
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instruction stored by the memory, so that the data packet
sending apparatus executes the method according to any one
of claims 1 to 7.

According to a sixth aspect, a data packet sending appa-
ratus 1s provided, where the apparatus includes:

a processor, a memory, a bus, and a communications
interface, where the memory 1s configured to store a com-
puter execution instruction; the processor 1s connected to the
memory using the bus; when the data packet sending appa-
ratus runs, the processor executes the computer execution
instruction stored by the memory, so that the data packet
sending apparatus executes the method according to any one
of claims 8 to 11.

In the embodiments of the present disclosure, when a
forwarding table of a first switch does not have a forwarding
entry that matches header information of a data packet, a
policy request message that carries the header information of
the data packet 1s sent to each controller, so that each
controller computes a forwarding path for the data packet,
where the header information includes address information
required for sending the data packet; a policy response
message sent by each controller 1s received, where the policy
response message includes the forwarding path; one for-
warding path 1s selected from the received forwarding paths;
it 1s set that a second switch uses the selected forwarding
path to forward the data packet after receiving the data
packet, where the second switch 1s any switch except the
first switch on the selected forwarding path; and the data
packet 1s forwarded according to the selected forwarding
path. Because the first switch selects one forwarding path
from the received forwarding paths, and sets the selected
forwarding path on the second switch, it 1s ensured that the
first switch and the second switch use the same forwarding
path when forwarding the data packet. In this way, no loop
1s formed during data packet forwarding, thereby ensuring

successiul data packet sending.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a flowchart of a data packet sending method
according to Embodiment 1 of the present disclosure:

FIG. 2-1 1s an architecture diagram of an SDN network
according to Embodiment 2 of the present disclosure;

FIG. 2-2 1s a flowchart of a data packet sending method
according to Embodiment 2 of the present disclosure;

FIG. 3 1s a flowchart of a data packet sending method
according to Embodiment 3 of the present disclosure:

FIG. 4 1s a flowchart of a data packet sending method
according to Embodiment 4 of the present disclosure:

FIG. 5 1s a flowchart of a data packet sending method
according to Embodiment 5 of the present disclosure;

FIG. 6 1s a schematic structural diagram of a data packet
sending apparatus according to Embodiment 6 of the present
disclosure:

FIG. 7 1s a schematic structural diagram of a data packet
sending apparatus according to Embodiment 7 of the present
disclosure:

FIG. 8 1s a schematic structural diagram of a data packet
sending apparatus according to Embodiment 8 of the present
disclosure; and

FIG. 9 1s a schematic structural diagram of a data packet
sending apparatus according to Embodiment 9 of the present
disclosure.

DESCRIPTION OF EMBODIMENTS

To make the objectives, technical solutions, and advan-
tages of the present disclosure clearer, the following further
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describes the embodiments of the present disclosure in detail
with reference to the accompanying drawings.

Embodiment 1

Referring to FIG. 1, this embodiment of the present
disclosure provides a data packet sending method, includ-
ng:

Step 101: When a forwarding table of a first switch does
not have a forwarding entry that matches header information
of a data packet, send, to each controller, a policy request
message that carries the header information of the data
packet, so that each controller computes a forwarding path
for the data packet, where the header information includes
address information required for sending the data packet.

Step 102: Receive a policy response message sent by each
controller, where the policy response message includes the
forwarding path.

Step 103: Select one forwarding path from the received
forwarding paths.

Step 104: Set that a second switch uses the selected
forwarding path to forward the data packet after receiving
the data packet, where the second switch 1s any switch
except the first switch on the selected forwarding path.

Step 105: Forward the data packet according to the
selected forwarding path.

Preferably, the selecting one forwarding path from the
received forwarding paths includes:

randomly selecting one forwarding path from the received
forwarding paths; or

selecting, from the received forwarding paths, a forward-
ing path sent by a controller having a shortest distance to the
first switch; or

selecting, from the received forwarding paths, a forward-
ing path that 1s received first.

Preferably, the selecting, from the received forwarding
paths, a forwarding path that 1s received first includes:

determining, according to an identifier that 1s of the data
packet and carried by the policy response message, whether
the forwarding path of the data packet 1s received for the first
time; and

if the forwarding path of the data packet 1s received for the
first time, selecting the forwarding path carried by the policy
response message as the forwarding path that i1s recerved
first.

Preferably, the policy request message carries the 1denti-
fier of the data packet.

Preferably, the setting that a second switch uses the
selected forwarding path to forward the data packet after
receiving the data packet includes:

sending a first notification message to a controller corre-
sponding to the selected forwarding path, where the first
notification message carries a receive indication, so that the
controller corresponding to the selected forwarding path
sends the selected forwarding path to the second switch
according to the receive indication, and the second switch
uses the selected forwarding path to forward the data packet
alter recerving the data packet.

Preferably, the setting that a second switch uses the
selected forwarding path to forward the data packet after
receiving the data packet includes:

sending the selected forwarding path to the second switch,
so that the second switch uses the selected forwarding path
to forward the data packet after receiving the data packet.

Further, after the selecting one forwarding path from the
received forwarding paths, the method further includes:
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sending a second notification message to a controller
corresponding to each unselected forwarding path, where

the second notification message carries a discard indication,
and the discard indication indicates that a forwarding path
sent by the controller corresponding to each unselected
torwarding path 1s not selected.

In this embodiment of the present disclosure, when a
forwarding table of a first switch does not have a forwarding
entry that matches header information of a data packet, a
policy request message that carries the header information of
the data packet 1s sent to each controller, so that each
controller computes a forwarding path for the data packet,
where the header information includes address information
required for sending the data packet; a policy response
message sent by each controller 1s received, where the policy
response message includes the forwarding path; one for-
warding path 1s selected from the received forwarding paths;
it 1s set that a second switch uses the selected forwarding
path to forward the data packet after receiving the data
packet, where the second switch 1s any switch except the
first switch on the selected forwarding path; and the data
packet 1s forwarded according to the selected forwarding
path. Because the first switch selects one forwarding path
from the received forwarding paths, and sets the selected
forwarding path on the second switch, it 1s ensured that the
first switch and the second switch use the same forwarding
path when forwarding the data packet. In this way, no loop
1s formed during data packet forwarding, thereby ensuring
successiul data packet sending.

Embodiment 2

This embodiment of the present disclosure provides a data
packet sending method.

As shown 1n FIG. 2-1, an SDN network 1s constituted b,
devices such as multiple controllers and multiple switches.
When recerving a data packet, a switch searches for a
forwarding entry of a forwarding table according to header
information of the data packet. If a forwarding entry that
matches the header information of the data packet 1s not
found, the switch may send the data packet using the method
provided in this embodiment of the present disclosure. For
case ol description, 1n this embodiment of the present
disclosure, the switch 1s referred to as a first switch.

Referring to FI1G. 2-2, the method includes the following
steps.

Step 201: The first switch receives a data packet, and
searches for a forwarding entry of a forwarding table accord-
ing to the data packet; and if a forwarding entry that matches
the data packet 1s found, forwards the data packet according
to the forwarding entry, and ends the operation; or if a
torwarding entry that matches the data packet 1s not found,
performs step 202.

The forwarding table includes at least one forwarding
entry, and the forwarding entry includes at least header
information of a data packet and an identifier of a device
corresponding to a next hop. The device corresponding to
the next hop may be a switch or a terminal.

This step 1s specifically as follows: The first switch
receives a data packet, obtains header information of the
data packet from the data packet, and searches for a for-
warding entry of a stored forwarding table according to the
header information of the data packet; and 1f a forwarding
entry that includes the header information of the data packet
1s Tound, that 1s, a forwarding entry that matches the header
information of the data packet 1s found, sends the data
packet to a device corresponding to a next hop according to



UsS 10,171,355 B2

9

an 1dentifier that 1s of the device corresponding to the next
hop and included by the forwarding entry, and ends the
operation; or 1I a forwarding entry that matches the header
information of the data packet 1s not found, performs step
202.

The header information of the data packet includes
address information required for sending the data packet,
and the address information includes at least one or more of
a source IP address, a destination IP address, a MAC address
of a source device, a MAC address of a destination device,
a VLAN identifier corresponding to the source device, and
a VLAN identifier corresponding to the destination device
that are required for sending the data packet.

For example, the first switch S1 receives a data packet P1,
obtains header information T1 of the data packet from the
data packet P1, and searches for a forwarding entry of a
stored forwarding table according to the header information
T1 of the data packet P1; and if a forwarding entry that
matches the header information T1 of the data packet P1 1s
not found, performs step 202.

Step 202: The first switch sends a policy request message
to each controller, where the policy request message carries
at least header information of the data packet.

For example, it 1s assumed that the SDN network includes
controllers C1 and C2. The first switch S1 separately sends
the policy request message to the controllers C1 and C2,
where the policy request message carries at least the header
information 11 of the data packet P1.

After the first switch sends the policy request message to
cach controller by performing the foregoing step 202, any
controller of controllers 1in the SDN network computes a
torwarding path for the data packet according to operations
of the following steps 203 and 204, and sends the computed
forwarding path to the first switch.

Step 203: The controller receives the policy request
message sent by the first switch, and computes a forwarding,
path for the data packet according to a network topology and
the header information that 1s of the data packet and carried
by the policy request message.

Specifically, the controller receives the policy request
message sent by the first switch, and computes, according to
the network topology stored on the controller and the header
information that 1s of the data packet and carried by the
policy request message, a forwarding path through which
the data packet passes when the data packet 1s forwarded
from the first switch to a terminal.

For example, the controller C1 receives the policy request
message sent by the first switch S1, and computes, according,
to the network topology stored on the controller C1 and the
header immformation T1 that 1s of the data packet P1 and
carried by the policy request message, the forwarding path
through which the data packet P1 passes when the data

packet P1 1s forwarded from the first switch S1 to the
terminal. It 1s assumed that the computed forwarding path 1s
S1-S2-S4, that 1s, the data packet P1 1s forwarded from the
first switch S1 to a switch S2, forwarded from the switch S2
to a switch S4, and finally forwarded from the switch S4 to
the terminal.

Because of a real-time diflerence of network statuses,
different controllers may have different network topologies,
and forwarding paths computed by diflerent controllers may
be different. For example, 1n this embodiment of the present
disclosure, a forwarding path computed by the controller C2
may be S1-53-S4, which 1s different from the forwarding
path S1-52-54 computed by the controller C1.
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Step 204: The controller sends a policy response message
to the first switch, where the policy response message carries
at least the forwarding path computed by the controller.

For example, the controller C1 sends the policy response
message to the first switch S1, where the policy response
message carries at least the forwarding path S1-52-54
computed by the controller C1.

[ike the controller, each of other controllers in the SDN
network computes a forwarding path for the data packet
according to the operations of the foregoing steps 203 and
204, and sends the computed forwarding path to the first
switch.

Step 2035: The first switch recerves the policy response
message sent by each controller, and selects one forwarding
path from forwarding paths carried by the receirved policy
response messages.

According to different selection methods, this step may be
implemented 1n the following first, second, and third man-
ners, which specifically include the following:

First, the first switch receives the policy response message
sent by each controller, and randomly selects one forwarding
path from the forwarding paths carried by the recerved
policy response messages.

For example, the first switch S1 receives the policy
response message sent by the controllers C1 and C2, the
torwarding path carried by the policy response message sent
by the controller C1 1s S1-S2-S4, and the forwarding path
carried by the policy response message sent by the controller
C2 15 S1-S3-54. The first switch S1 randomly selects one
forwarding path from the forwarding path S1-S2-54 carried
by the policy response message sent by the controller C1 and
the forwarding path S1-S3-54 carried by the policy response
message sent by the controller C2. It 1s assumed that the
selected forwarding path 1s S1-S2-54.

Second, the first switch receives the policy response
message sent by each controller, and selects, from the
torwarding paths carried by the received policy response
messages, a forwarding path sent by a controller having a
shortest distance to the first switch.

The first switch may select, in the following two manners
(1) and (2), the forwarding path sent by the controller having
the shortest distance to the first switch, where the two
manners (1) and (2) are specifically as follows:

(1) The policy response message sent by each controller
further carries a distance between the controller and the first
switch. The first switch selects, according to the distance
carried by each policy response message, the forwarding
path sent by the controller having the shortest distance to the
first switch.

Each controller determines a distance between the con-
troller and the first switch according to a network topology
stored on the controller.

For example, the policy response message sent by each
controller further carries a distance between the controller
and the first switch. It 1s assumed that the policy response
message sent by the controller C1 carries the forwarding
path S1-S2-S4 and a distance 10, and the policy response
message sent by the controller C2 carries the forwarding
path S1-S3-54 and a distance 15. The first switch selects,
according to the distances 10 and 15 that are respectively
carried by the policy response messages sent by controllers
C1 and C2, the forwarding path S1-S2-S4 sent by the
controller C1 having the shortest distance to the first switch
S1.

(2) The first switch obtains a signal transmission distance
between the first switch and each controller, and selects a
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torwarding path sent by a controller having a shortest signal
transmission distance to the first switch.

The first switch sends distance test information to each
controller. Each controller receives the distance test infor-
mation sent by the first switch, and sends distance test
response 1nformation to the first switch. The first switch
receives the distance test response mnformation sent by each
controller, determines, according to a time of receiving the
distance test response information, the controller having the
shortest signal transmission distance to the first switch, and
selects the forwarding path sent by the controller having the
shortest signal transmission distance to the first switch.

A time that the first switch receives distance test response
information sent by a controller 1s shorter, a signal trans-
mission distance between the controller and the first switch
1s shorter.

For example, the first switch S1 sends the distance test
information to the controllers C1 and C2. The controllers C1
and C2 receive the distance test information sent by the first
switch S1, and separately send distance test response infor-
mation to the first switch S. The first switch S1 receives the
distance test response information sent by the controllers C1
and C2, determines, according to a time 2 s of recerving the
distance test response mformation sent by the controller C1
and a time 5 s of recewving the distance test response
information sent by the controller C2, that the controller
having the shortest signal transmission distance to the first
switch S1 1s the controller C1, and selects the forwarding
path S1-S2-S4 sent by the controller C1.

Third, the first switch receives the policy response mes-
sage sent by each controller, and selects, from the forward-
ing paths carried by the received policy response messages,
a forwarding path that 1s received first.

The first switch may select, in the following two manners
(1) and (2), the forwarding path that 1s received first, and the
manners are specifically as follows:

(1) The first switch selects, according to a correspondence
among a stored identifier of a data packet, a response state,
and a forwarding path, the forwarding path that 1s received
first.

When receiving the policy response message that carries
the forwarding path and the 1dentifier of the data packet, the
first switch determines, according to the correspondence
among an identifier of a data packet, a response state, and a
forwarding path, and the identifier that 1s of the data packet
and carried by the policy response message, whether the
tforwarding path of the data packet 1s received for the first
time. I the forwarding path of the data packet 1s received for
the first time, the forwarding path carried by the policy
response message 1s selected as the forwarding path that 1s
received first. If the forwarding path of the data packet 1s not
received for the first time, the forwarding path carried by the
policy response message 1s discarded.

In step 202, the first switch further adds the identifier of
the data packet to the policy request message, and stores the
correspondence among an 1dentifier of a data packet, a
response state, and a forwarding path. In this case, both the
response state and the forwarding path are null. The policy
response message sent by each controller carries the iden-
tifier of the data packet 1n addition to the forwarding path.
When receiwving a policy response message sent by the
controller, the first switch obtains a corresponding response
state from the correspondence among an identifier of a data
packet, a response state, and a forwarding path according to
the i1denftifier that 1s of the data packet and carried by the
policy response message. If the obtained response state 1s
null, it indicates that a forwarding path carried by the policy
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response message 1s the forwarding path that 1s received
first. The forwarding path that 1s received first 1s stored in the
correspondence among an 1dentifier of a data packet, a
response state, and a forwarding path, and the response state
1s changed to received.

If the obtained response state 1s received, 1t indicates that
the policy response message i1s not the policy response
message that 1s recerved first.

The identifier of the data packet may be obtained from the
header information of the data packet, or the first switch may
randomly generate a character string, and generate an 1den-
tifier for the data packet according to the character string and
an 1dentifier of the first switch.

For example, in step 202, the first switch S further adds
the 1dentifier M of the data packet P1 to the policy request
message, and stores a correspondence, among the 1dentifier
M of the data packet, a response state, and a forwarding path,
shown 1n Table 1. In this case, both the response state and
the forwarding path are null. Both the policy response
messages sent by controllers C1 and C2 carry the identifier
M of the data packet P1. When receiving the policy response
message sent by the controller C1, the first switch S1 obtains
a corresponding response state from the correspondence,
among an 1dentifier of a data packet, a response state, and a
torwarding path, shown 1n Table 1 according to the identifier
M that 1s of the data packet P1 and carried by the policy
response message. If the obtained response state 1s null, 1t
indicates that the forwarding path S1-S2-S4 carried by the
policy response message 1s the forwarding path that 1s
received first. The forwarding path that 1s received first
S1-S2-S4 15 stored in the correspondence, among an 1den-
tifier of a data packet, a response state, and a forwarding
path, shown 1n Table 2, and the response state 1s changed to
received.

TABLE 1

Identifier of a data packet  Response state Forwarding path

M Null Null

TABLE 2

Identifier of a data packet  Response state Forwarding path

M Received S1-82-84

When receiving the policy response message sent by the
controller C2, the first switch S1 obtains a corresponding
response state from the correspondence, among an 1dentifier
of a data packet, a response state, and a forwarding path,
shown 1n Table 2 according to the identifier M that 1s of the
data packet P1 and carried by the policy response message.
If the obtained response state 1s received, 1t indicates that the
forwarding path S1-S3-S4 carried by the policy response
message 1s not the forwarding path that 1s received first.

(2) The first switch selects, according to a sequence
number of each policy response message corresponding to
the received data packet, the forwarding path that 1s recerved
first.

In step 202, the first switch further adds an i1dentifier of a
data packet to the policy request message. The policy
response message sent by each controller carries the 1den-
tifier of the data packet 1n addition to the forwarding path.
Each time the first switch receives a policy response mes-
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sage sent by a controller, the first switch determines, accord-
ing to an 1dentifier that 1s of a data packet and carried by the
policy response message, whether the policy response mes-
sage 1s a policy response message corresponding to the data
packet. If the policy response message 1s a policy response
message corresponding to the data packet, a sequence num-
ber 1s allocated to the policy response message. After
receiving the policy response message that 1s corresponding,
to the data packet and sent by each controller, the first switch
selects a policy response message of a smallest sequence
number from policy response messages corresponding to the
data packet, and determines a forwarding path carried by the
selected policy response message as the forwarding path that
1s recerved {first.

For example, 1 step 202, the first switch S1 turther adds
the identifier M of the data packet to the policy request
message. The policy response message sent by each con-
troller carries the 1dentifier M of the data packet 1n addition
to the forwarding path. The first switch S receives the policy
response message sent by the controller C1, and determines,
according to the i1dentifier M that 1s of the data packet and
carried by the policy response message, that the policy
response message 1s a policy response message correspond-
ing to the data packet. A sequence number 001 1s allocated
to the policy response message sent by the controller C1.
The first switch S1 receives the policy response message
sent by the controller C2, and determines, according to the
identifier M that 1s of the data packet and carried by the
policy response message, that the policy response message
1s a policy response message corresponding to the data
packet. A sequence number 002 1s allocated to the policy
response message sent by the controller C2. The first switch
selects the policy response message of the smallest sequence
number from policy response messages corresponding to the
data packet, that 1s, the policy response message sent by the
controller C1 corresponding to the sequence number 001,
and determines the forwarding path S1-52-S4 carried by the
policy response message sent by the controller C1 as the
forwarding path that 1s recerved first.

Further, the first switch writes the selected forwarding
path into the forwarding table, discards each unselected
forwarding path to avoid that the unselected forwarding path
occupies storage space, and sends a second notification
message to a controller corresponding to each unselected
forwarding path, where the second noftification message
carries a discard indication. The controller corresponding to
cach unselected forwarding path receives the second noti-
fication message sent by the first switch, and deletes, accord-
ing to the discard indication carried by the second notifica-
tion message, a forwarding path computed by the controller.

Because forwarding paths computed by diflerent control-
lers may be diflerent, after selecting one forwarding path
according to the operation of the foregoing step 205, the first
switch turther needs to set, according to an operation of the
following step 206, that another switch on the forwarding
path uses the forwarding path to forward the data packet
when receiving the data packet.

Step 206: The first switch sets that a second switch uses
the selected forwarding path to forward the data packet after
receiving the data packet, where the second switch 1s any
switch except the first switch on the selected forwarding
path.

This step may be implemented in the following first and
second manners, which are specifically as follows:

First, the first switch sets the second switch using a
controller corresponding to the selected forwarding path,
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which 1s specifically implemented by performing operations
of the following steps (A-1) to (A-3), including;

(A-1): The first switch sends a first notification message
to the controller corresponding to the selected forwarding
path, where the first notification message carries a receive
indication.

For example, the first switch S1 sends the first notification
message to the controller C1 corresponding to the selected
forwarding path S1-52-5S4, where the first notification mes-
sage carries a receive mdication R.

(A-2): The controller corresponding to the selected for-
warding path receives the first notification message sent by
the first switch, and sends the selected forwarding path to the
second switch according to the receive indication carried by
the first notification message.

For example, the controller C1 corresponding to the
selected forwarding path S1-52-S4 receives the first notifi-
cation message sent by the first switch S1, and sends the
selected forwarding path S1-S2-S4 to the second switches
S2 and S4 according to the receive indication R carried by
the first notification message.

(A-3): The second switch receives the forwarding path
sent by the controller, and writes the forwarding path into the
forwarding table.

For example, the second switches S2 and S4 separately
receive the forwarding path S1-S2-S4 sent by the controller
C1, and separately write the forwarding path S1-S2-S4 nto
the forwarding table.

Second, the first switch directly sets the second switch,
which 1s mmplemented by performing operations of the
following steps (B-1) and (B-2), including:

(B-1): The first switch sends the selected forwarding path
to the second switch.

Specifically, the first switch determines an 1dentifier of the
second switch on the selected forwarding path according to
the selected forwarding path, and sends the selected for-
warding path to the second switch according to the deter-
mined 1dentifier of the second switch.

For example, the first switch S1 determines, according to
the selected forwarding path S1-S2-S4, that identifiers of the
second switches on the selected forwarding path S1-S2-54
are S2 and S4, and sends the selected forwarding path
S1-S2-S4 to the second switches S2 and S4 according to the
determined 1dentifiers S2 and S4 of the second switches.

(B-2): The second switch receives the forwarding path
sent by the first switch, and writes the forwarding path nto
the forwarding table.

For example, the second switches S2 and S4 separately
receive the forwarding path S1-52-54 sent by the first switch
S1, and separately write the forwarding path S1-52-S4 1nto
the forwarding table.

The first switch selects one forwarding path by perform-
ing the operations of the foregoing steps 205 and 206, and
after setting the selected forwarding path on the second
switch, may send the data packet to the terminal by per-
forming an operation of the following step 207.

Step 207: The first switch sends the data packet to a
terminal according to the selected forwarding path.

Specifically, the first switch finds, according to the header
information of the data packet, a forwarding entry that
matches the header information of the data packet from the
forwarding table stored on the first switch, where the for-
warding entry records an identifier of a device correspond-
ing to a next hop of the first switch on the selected forward-
ing path. The first switch sends the data packet to the device
corresponding to the next hop according to the forwarding
entry. If the device 1s the second switch, the second switch




UsS 10,171,355 B2

15

finds, according to the header information of the data packet,
a forwarding entry that matches the header information of

the data packet from a forwarding table stored on the second
switch, where the forwarding entry records an identifier of
a device corresponding to a next hop of the second switch on
the selected forwarding path. The second switch sends the
data packet to the device corresponding to the next hop
according to the forwarding entry. In this way, according to
the selected forwarding path, the data packet 1s forwarded
from the first switch to the second switch until the data
packet 1s sent to the terminal.

For example, the first switch S1 finds, according to the
header information T1 of the data packet P1, a forwarding
entry that matches the header information T1 of the data
packet P1 from the forwarding table stored on the first
switch S1, where the forwarding entry records an identifier
S2 of a device corresponding to a next hop of the first switch
S1 on the selected forwarding path S1-S2-5S4, that 1s, the
second switch S2. The first switch S1 sends the data packet
P1 to the second switch S2 according to the forwarding
entry. The second switch S2 finds, according to the header
information T1 of the data packet P1, a forwarding entry that
matches the header information T1 of the data packet P1
from the forwarding table stored on the second switch S2,
where the forwarding entry records an identifier S4 of a
device corresponding to a next hop of the second switch S2
on the selected forwarding path S1-52-S4, that 1s, the second
switch S4. The second switch S2 sends the data packet P1 to
the second switch S4 according to the forwarding entry.
Finally, the second switch S4 sends the data packet P to the
terminal according to the forwarding entry that matches the
header information T1 of the data packet P1.

In this embodiment of the present disclosure, when a
torwarding table of a first switch does not have a forwarding
entry that matches header information of a data packet, a
policy request message that carries the header information of
the data packet 1s sent to each controller, so that each
controller computes a forwarding path for the data packet,
where the header information includes address information
required for sending the data packet; a policy response
message sent by each controller 1s recerved, where the policy
response message includes the forwarding path; one for-
warding path 1s selected from the received forwarding paths;
it 1s set that a second switch uses the selected forwarding
path to forward the data packet after receiving the data
packet, where the second switch 1s any switch except the
first switch on the selected forwarding path; and the data
packet 1s forwarded according to the selected forwarding
path. Because the first switch selects one forwarding path
from the received forwarding paths, and sets the selected
forwarding path on the second switch, 1t 1s ensured that the
first switch and the second switch use the same forwarding
path when forwarding the data packet. In this way, no loop
1s formed during data packet forwarding, thereby ensuring
successiul data packet sending.

Embodiment 3

This embodiment of the present disclosure provides a data
packet sending method.

As shown 1n FIG. 2-1, an SDN network 1s constituted by
devices such as multiple controllers and multiple switches.
When receirving a data packet, a switch searches for a
tforwarding entry of a forwarding table according to header
information of the data packet. If a forwarding entry that
matches the header information of the data packet 1s not
found, the switch may send the data packet using the method
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provided 1n this embodiment of the present disclosure. For
case of description, in this embodiment of the present
disclosure, the switch 1s referred to as a first switch.

Referring to FIG. 3, the method includes the following
steps.

Steps 301 and 302 whose operations are the same as the
operations of steps 201 and 202 are not repeatedly described
herein.

After the first switch sends the policy request message to
cach controller by performing the foregoing step 302, any
controller of controllers 1n the SDN network computes a
torwarding path for the data packet according to operations
of the following steps 303 to 305, and sends the computed
torwarding path to each switch on the forwarding path.

Step 303: The controller obtains a network topology from
a central controller.

The central controller may be any controller 1n the SDN
network. The central controller obtains the network topol-
ogy of the SDN network. Each of other controllers except
the central controller 1n the SDN network obtains the same
network topology from the central controller.

For example, both controllers C1 and C2 obtain the same
network topology from a central controller C.

Step 304: The controller computes a forwarding path for
the data packet according to the obtained network topology
and the header information that 1s of the data packet and
carried by the policy request message.

Specifically, the controller computes, according to the
obtained network topology and the header information that
1s of the data packet and carried by the policy request
message, a forwarding path through which the data packet
passes when the data packet 1s forwarded from the first
switch to a terminal.

For example, the controller C1 computes, according to the
obtained network topology and header information T1 that
1s of a data packet P1 and carried by the policy request
message, a forwarding path through which the data packet
P1 passes when the data packet P1 1s forwarded from the
first switch S1 to the terminal. It 1s assumed that the
computed forwarding path 1s S1-S2-5S4, that 1s, the data
packet P1 1s forwarded from the first switch S1 to a switch
S2, forwarded from the switch S2 to a switch S4, and finally
forwarded from the switch S4 to the terminal.

Because controllers obtain the same network topology
from the central controller, forwarding paths computed by
the controllers according to the same network topology and
the header information of the data packet are the same.

Step 305: The controller sends a policy response message
to each switch on the forwarding path, where the policy
response message includes the forwarding path.

Switches on the forwarding path include the first switch.

This step 1s specifically as follows: The controller deter-
mines an 1dentifier of each switch on the forwarding path
according to the computed forwarding path, and sends the
policy response message to each switch on the forwarding
path according to the determined identifier of the switch,
where the policy response message includes the forwarding
path.

For example, the controller C1 determines, according to
the computed forwarding path S1-S2-54, that identifiers of

switches on the forwarding path S1-S2-S4 are S1, S2, and
S4, and sends the policy response message to the switches
S1, S2, and S4 on the forwarding path S1-S2-S4 according
to the determined identifiers S1. S2, and S4 of the switches,
where the policy response message includes the forwarding

path $1-S2-S4.
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[ike the controller, each of other controllers in the SDN
network computes a forwarding path for the data packet
according to the operations of the foregoing steps 303 to
305, and sends the computed forwarding path to each switch
on the forwarding path.

After each controller sends the computed forwarding path
to each switch on the forwarding path by performing the
operation of the foregoing step 305, any switch of switches
on the forwarding path forwards the data packet according
to the forwarding path and operations of the following steps
306 and 307.

Step 306: The switch recerves the policy response mes-
sage sent by each controller, and selects one forwarding path
from forwarding paths carried by the receirved policy
response messages.

Specifically, the switch receives the policy response mes-
sage sent by each controller, and randomly selects one
forwarding path from the forwarding paths included by the
received policy response messages.

For example, the switch S1 receives the policy response
messages sent by the controllers C1 and C2, where both
torwarding paths included by the policy response messages
that are sent by the controllers C1 and C2 are S1-S2-54. The
switch S1 randomly selects one forwarding path S1-S2-S4
from the forwarding paths S1-52-54 sent by the controllers
C1 and C2.

Further, the switch writes the selected forwarding path
into the forwarding table, and discards each unselected
forwarding path to avoid that the unselected forwarding path
occupies storage space.

Like the switch, each of other switches on the forwarding
path randomly selects one forwarding path from the recerved
forwarding paths according to the foregoing method.

Step 307: The switch sends the data packet to a terminal
according to the selected forwarding path.

Specifically, the first switch finds, according to the header
information of the data packet, a forwarding entry that
matches the header information of the data packet from a
forwarding table stored on the first switch, where the for-
warding entry records an identifier of a device correspond-
ing to a next hop of the first switch on the forwarding path.
The first switch sends the data packet to the device corre-
sponding to the next hop according to the forwarding entry.
If the device 1s a switch, the switch finds, according to the
header information of the data packet, a forwarding entry
that matches the header information of the data packet from
a forwarding table stored on the switch, where the forward-
ing entry records an 1dentifier of a device corresponding to
a next hop of the switch on the selected forwarding path. The
switch sends the data packet to the device corresponding to
the next hop according to the forwarding entry. In this way,
according to the selected forwarding path, the data packet 1s
torwarded from the first switch to another switch until the
data packet 1s sent to the terminal.

For example, the first switch S1 finds, according to the
header information T1 of the data packet P1, a forwarding
entry that matches the header information T1 of the data
packet P from the forwarding table stored on the first switch
S1, where the forwarding entry records an identifier S2 of a
device corresponding to a next hop of the first switch S1 on
the selected forwarding path S1-S2-5S4, that 1s, the switch
S2. The first switch S1 sends the data packet P1 to the switch
S2 according to the forwarding entry. The switch S2 finds,
according to the header information T1 of the data packet
P1, a forwarding entry that matches the header information
T1 of the data packet P1 from a forwarding table stored on
the switch S2, where the forwarding entry records an 1den-
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tifier S4 of a device corresponding to a next hop of the
switch S2 1n the selected forwarding path S1-52-5S4, that 1s,

the switch S4. The switch S2 sends the data packet P1 to the
switch S4 according to the forwarding entry. Finally, the
switch S4 sends the data packet P1 to the terminal according
to the forwarding entry that matches the header information
T1 of the data packet P1.

In this embodiment of the present disclosure, a policy
request message sent by a first switch 1s received, where the
policy request message includes header information of a
data packet, and the header information includes address
information required for sending the data packet; a network
topology 1s obtained from a central controller, and a for-
warding path 1s computed for the data packet according to
the obtained network topology and the header information of
the data packet; and a policy response message 1s sent to
cach switch on the computed forwarding path, so that each
switch on the forwarding path forwards the data packet
according to the forwarding path. Because the same network
topology 1s obtained from the central controller, forwarding
paths computed by controllers are the same. Each switch on
the forwarding path forwards the data packet according to
the forwarding path. In this way, no loop 1s formed during
data packet forwarding, thereby ensuring successiul data
packet sending.

Embodiment 4

Retferring to FIG. 4, this embodiment of the present
disclosure provides a data packet sending method, includ-
ng:

Step 401: Receive a policy request message sent by a first
switch, where the policy request message includes header
information of a data packet, and the header information
includes address iformation required for sending the data
packet.

Step 402: Compute a forwarding path for the data packet
according to a network topology and the header information
of the data packet.

Step 403: Send a policy response message to the first
switch, where the policy response message includes the
torwarding path, so that the first switch selects one forward-
ing path from forwarding paths sent by controllers, and sets
that a switch on the selected forwarding path uses the
selected forwarding path to forward the data packet after
receiving the data packet.

Further, after the sending a policy response message to the
first switch, the method further includes:

recerving a first notification message sent by the first
switch, where the first notification message carries a receive
indication; and

sending the forwarding path to a second switch according
to the receive indication, so that the second switch uses the
forwarding path to forward the data packet after receiving
the data packet, where the second switch 1s any switch
except the first switch on the forwarding path.

Further, after the sending a policy response message to the
first switch, the method further includes:

recerving a second notification message that 1s sent by the
first switch when selecting another forwarding path except
the forwarding path, where the second notification message
carries a discard indication; and

deleting the forwarding path according to the discard
indication.

The policy response message carries an i1dentifier of the
data packet, the identifier of the data packet 1s used by the
first switch to determine whether the forwarding path 1s a
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first received forwarding path of the data packet, and the first
received forwarding path of the data packet 1s used as the
selected forwarding path.

In this embodiment of the present disclosure, a policy
request message sent by a first switch is received, where the
policy request message includes header information of a
data packet, and the header information includes address
information required for sending the data packet; a forward-
ing path 1s computed for the data packet according to a
network topology and the header information of the data
packet; and a policy response message 1s sent to the first
switch, where the policy response message includes the
torwarding path, so that the first switch selects one forward-
ing path from forwarding paths sent by controllers, and sets
that a switch on the selected forwarding path uses the
selected forwarding path to forward the data packet after
receiving the data packet. The forwarding path 1s sent to the
first switch, so that the first switch selects one forwarding
path and sets that a switch on the selected forwarding path
uses the selected forwarding path to forward the data packet
alter recerving the data packet. In this way, forwarding paths
used by switches are the same during data packet forward-
ing. Therefore, no loop 1s formed, thereby ensuring success-
tul data packet sending.

Embodiment 5

Referring to FIG. 5, this embodiment of the present
disclosure provides a data packet sending method, 1includ-
ng:

Step 501: Receive a policy request message sent by a first
switch, where the policy request message includes header
information of a data packet, and the header information
includes address iformation required for sending the data
packet.

Step 502: Obtain a network topology from a central
controller, and compute a forwarding path for the data
packet according to the obtained network topology and the

header information of the data packet.

Step 503: Send a policy response message to each switch
on the forwarding path, where the policy response message
includes the forwarding path, so that each switch on the
forwarding path forwards the data packet according to the
forwarding path.

In this embodiment of the present disclosure, a policy
request message sent by a first switch 1s received, where the
policy request message includes header information of a
data packet, and the header information includes address
information required for sending the data packet; a network
topology 1s obtained from a central controller, and a for-
warding path 1s computed for the data packet according to
the obtained network topology and the header information of
the data packet; and a policy response message 1s sent to
cach switch on the forwarding path, where the policy
response message includes the forwarding path, so that each
switch on the forwarding path forwards the data packet
according to the forwarding path. Because the same network
topology 1s obtained from the central controller, forwarding
paths computed by controllers are the same. Each switch on
the forwarding path forwards the data packet according to
the forwarding path. In this way, no loop 1s formed during
data packet forwarding, thereby ensuring successiul data
packet sending.

Embodiment 6

Referring to FIG. 6, this embodiment of the present
disclosure provides a data packet sending apparatus, includ-
ng:
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a first sending module 601, configured to: when a for-
warding table of a first switch does not have a forwarding
entry that matches header information of a data packet, send,
to each controller, a policy request message that carries the
header information of the data packet, so that each controller
computes a forwarding path for the data packet, where the
header information includes address information required
for sending the data packet;

a recerving module 602, configured to receive a policy
response message sent by each controller, where the policy
response message includes the forwarding path:

a selection module 603, configured to select one forward-
ing path from the received forwarding paths;

a setting module 604, configured to set that a second
switch uses the selected forwarding path to forward the data
packet after receiving the data packet, where the second
switch 1s any switch except the first switch on the selected
forwarding path; and

a forwarding module 605, configured to forward the data
packet according to the selected forwarding path.

The selection module 603 includes:

a first selection unit, configured to randomly select one
tforwarding path from the received forwarding paths; or

a second selection unit, configured to select, from the
received forwarding paths, a forwarding path sent by a
controller having a shortest distance to the first switch; or

a third selection unit, configured to select, from the
received forwarding paths, a forwarding path that 1s received
first.

The third selection unit 1includes:

a determining subunit, configured to determine, according
to an 1dentifier that 1s of the data packet and carried by the
policy response message, whether the forwarding path of the
data packet 1s received for the first time; and

a selection subunit, configured to: 1f the forwarding path
of the data packet 1s received for the first time, select the
tforwarding path carried by the policy response message as
the forwarding path that 1s received first.

The policy request message carries the i1dentifier of the
data packet.

The setting module 604 includes:

a first sending unit, configured to send a first notification
message to a controller corresponding to the selected for-
warding path, where the first notification message carries a
receive indication, so that the controller corresponding to the
selected forwarding path sends the selected forwarding path
to the second switch according to the receive indication, and
the second switch uses the selected forwarding path to
torward the data packet after receiving the data packet.

The setting module 604 includes:

a second sending unit, configured to send the selected
tforwarding path to the second switch, so that the second
switch uses the selected forwarding path to forward the data
packet after receiving the data packet.

Further, the apparatus further includes:

a second sending module, configured to send a second
notification message to a controller corresponding to each
unselected forwarding path, where the second notification
message carries a discard indication, and the discard indi-
cation indicates that a forwarding path sent by the controller
corresponding to each unselected forwarding path 1s not
selected.

In this embodiment of the present disclosure, when a
forwarding table of a first switch does not have a forwarding
entry that matches header information of a data packet, a
policy request message that carries the header information of
the data packet 1s sent to each controller, so that each
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controller computes a forwarding path for the data packet,
where the header information includes address information

required for sending the data packet; a policy response
message sent by each controller 1s recerved, where the policy
response message includes the forwarding path; one for-
warding path 1s selected from the received forwarding paths;
it 1s set that a second switch uses the selected forwarding
path to forward the data packet after receiving the data
packet, where the second switch 1s any switch except the
first switch on the selected forwarding path; and the data
packet 1s forwarded according to the selected forwarding
path. Because the first switch selects one forwarding path
from the received forwarding paths, and sets the selected
forwarding path on the second switch, it 1s ensured that the
first switch and the second switch use the same forwarding
path when forwarding the data packet. In this way, no loop
1s formed during data packet forwarding, thereby ensuring
successiul data packet sending.

Embodiment 7

Referring to FIG. 7, this embodiment of the present
disclosure provides a data packet sending apparatus, includ-
ng:

a first recertving module 701, configured to receive a
policy request message sent by a first switch, where the
policy request message includes header information of a
data packet, and the header information includes address
information required for sending the data packet;

a computation module 702, configured to compute a
torwarding path for the data packet according to a network
topology and the header information of the data packet; and

a lirst sending module 703, configured to send a policy
response message to the first switch, where the policy
response message includes the forwarding path, so that the
first switch selects one forwarding path from forwarding
paths sent by controllers, and sets that a switch on the
selected forwarding path uses the selected forwarding path
to forward the data packet after receiving the data packet.

Further, the apparatus further includes:

a second receiving module, configured to receirve a first
notification message sent by the first switch, where the first
notification message carries a receive indication; and

a second sending module, configured to send the forward-
ing path to a second switch according to the receive indi-
cation, so that the second switch uses the forwarding path to
forward the data packet after receirving the data packet,
where the second switch 1s any switch except the first switch
on the forwarding path.

Further, the apparatus further includes:

a third receiving module, configured to receive a second
notification message that 1s sent by the first switch when
selecting another forwarding path except the forwarding
path, where the second notification message carries a discard
indication; and

a deletion module, configured to delete the forwarding
path according to the discard indication.

The policy response message carries an 1dentifier of the
data packet, the identifier of the data packet 1s used by the
first switch to determine whether the forwarding path is a
first recerved forwarding path of the data packet, and the first
received forwarding path of the data packet 1s used as the
selected forwarding path.

In this embodiment of the present disclosure, a policy
request message sent by a first switch is received, where the
policy request message includes header information of a
data packet, and the header information includes address
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information required for sending the data packet; a forward-
ing path 1s computed for the data packet according to a
network topology and the header information of the data
packet; and a policy response message 1s sent to the first
switch, where the policy response message includes the
torwarding path, so that the first switch selects one forward-
ing path from forwarding paths sent by controllers, and sets
that a switch on the selected forwarding path uses the
selected forwarding path to forward the data packet after
receiving the data packet. The forwarding path 1s sent to the
first switch, so that the first switch selects one forwarding
path and sets that a switch on the selected forwarding path
uses the selected forwarding path to forward the data packet
alter recerving the data packet. In this way, forwarding paths
used by switches are the same during data packet forward-
ing. Therefore, no loop 1s formed, thereby ensuring success-
tul data packet sending.

Embodiment 8

Referring to FIG. 8, this embodiment of the present
disclosure provides a data packet sending apparatus, where
the apparatus includes a processor 801, a memory 802, a bus
803, and a communications interface 804. The memory 802
1s configured to store a computer execution instruction; the
processor 801 1s connected to the memory 802 using the bus
803; when the data packet sending apparatus runs, the
processor 801 executes the computer execution 1nstruction
stored by the memory 802, so that the data packet sending
apparatus executes the following data packet sending
method, imncluding:

when a forwarding table of a first switch does not have a
forwarding entry that matches header information of a data
packet, sending, to each controller, a policy request message
that carries the header information of the data packet, so that
cach controller computes a forwarding path for the data
packet, where the header information includes address infor-
mation required for sending the data packet;

recerving a policy response message sent by each con-
troller, where the policy response message includes the
forwarding path;

selecting one forwarding path from the received forward-
ing paths;

setting that a second switch uses the selected forwarding
path to forward the data packet after receiving the data
packet, where the second switch 1s any switch except the
first switch on the selected forwarding path; and

forwarding the data packet according to the selected
forwarding path.

Preferably, the selecting one forwarding path from the
received forwarding paths includes:

randomly selecting one forwarding path from the received
torwarding paths; or

selecting, from the received forwarding paths, a forward-
ing path sent by a controller having a shortest distance to the
first switch; or

selecting, from the received forwarding paths, a forward-
ing path that 1s received first.

Preferably, the selecting, from the received forwarding
paths, a forwarding path that 1s received first includes:

determining, according to an i1dentifier that is of the data
packet and carried by the policy response message, whether
the forwarding path of the data packet 1s received for the first
time; and
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if the forwarding path of the data packet 1s received for the
first time, selecting the forwarding path carried by the policy
response message as the forwarding path that i1s recerved
first.

Preferably, the policy request message carries the identi-
fier of the data packet.

Preferably, the setting that a second switch uses the
selected forwarding path to forward the data packet after
receiving the data packet includes:

sending a first notification message to a controller corre-
sponding to the selected forwarding path, where the first
notification message carries a receive indication, so that the
controller corresponding to the selected forwarding path
sends the selected forwarding path to the second switch
according to the receive indication, and the second switch
uses the selected forwarding path to forward the data packet
after recerving the data packet.

Preferably, the setting that a second switch uses the
selected forwarding path to forward the data packet after
receiving the data packet includes:

sending the selected forwarding path to the second switch,
so that the second switch uses the selected forwarding path
to forward the data packet after receiving the data packet.

Further, after the selecting one forwarding path from the
received forwarding paths, the method further includes:

sending a second notification message to a controller
corresponding to each unselected forwarding path, where
the second notification message carries a discard indication,
and the discard indication indicates that a forwarding path
sent by the controller corresponding to each unselected
torwarding path 1s not selected.

In this embodiment of the present disclosure, when a
forwarding table of a first switch does not have a forwarding
entry that matches header information of a data packet, a
policy request message that carries the header information of
the data packet 1s sent to each controller, so that each
controller computes a forwarding path for the data packet,
where the header information includes address information
required for sending the data packet; a policy response
message sent by each controller 1s recerved, where the policy
response message includes the forwarding path; one for-
warding path 1s selected from the received forwarding paths;
it 1s set that a second switch uses the selected forwarding
path to forward the data packet after receiving the data
packet, where the second switch 1s any switch except the
first switch on the selected forwarding path; and the data
packet 1s forwarded according to the selected forwarding
path. Because the first switch selects one forwarding path
from the received forwarding paths, and sets the selected
forwarding path on the second switch, 1t 1s ensured that the
first switch and the second switch use the same forwarding
path when forwarding the data packet. In this way, no loop
1s formed during data packet forwarding, thereby ensuring
successiul data packet sending.

Embodiment 9

Referring to FIG. 9, this embodiment of the present
disclosure provides a data packet sending apparatus, where
the apparatus includes a processor 901, a memory 902, a bus
903, and a communications interface 904. The memory 902
1s configured to store a computer execution instruction; the
processor 901 1s connected to the memory 902 using the bus
903; when the data packet sending apparatus runs, the
processor 901 executes the computer execution 1nstruction

10

15

20

25

30

35

40

45

50

55

60

65

24

stored by the memory 902, so that the data packet sending
apparatus executes the following data packet sending
method, including:

recetving a policy request message sent by a first switch,
where the policy request message includes header informa-
tion of a data packet, and the header information includes
address mnformation required for sending the data packet:

computing a forwarding path for the data packet accord-
ing to a network topology and the header information of the
data packet; and

sending a policy response message to the first switch,
where the policy response message includes the forwarding
path, so that the first switch selects one forwarding path from
forwarding paths sent by controllers, and sets that a switch
on the selected forwarding path uses the selected forwarding
path to forward the data packet after receiving the data
packet.

Further, after the sending a policy response message to the
first switch, the method further includes:

receiving a first notification message sent by the first
switch, where the first notification message carries a receive
indication; and

sending the forwarding path to a second switch according
to the receive indication, so that the second switch uses the
forwarding path to forward the data packet after receiving
the data packet, where the second switch 1s any switch
except the first switch on the forwarding path.

Further, after the sending a policy response message to the
first switch, the method further includes:

recerving a second notification message that 1s sent by the
first switch when selecting another forwarding path except
the forwarding path, where the second notification message
carries a discard indication; and

deleting the forwarding path according to the discard
indication.

The policy response message carries an i1dentifier of the
data packet, the identifier of the data packet 1s used by the
first switch to determine whether the forwarding path 1s a
first received forwarding path of the data packet, and the first
received forwarding path of the data packet 1s used as the
selected forwarding path.

In this embodiment of the present disclosure, a policy
request message sent by a first switch 1s received, where the
policy request message includes header information of a
data packet, and the header information includes address
information required for sending the data packet; a forward-
ing path 1s computed for the data packet according to a
network topology and the header information of the data
packet; and a policy response message 1s sent to the first
switch, where the policy response message includes the
forwarding path, so that the first switch selects one forward-
ing path from forwarding paths sent by controllers, and sets
that a switch on the selected forwarding path uses the
selected forwarding path to forward the data packet after
receiving the data packet. The forwarding path 1s sent to the
first switch, so that the first switch selects one forwarding
path and sets that a switch on the selected forwarding path
uses the selected forwarding path to forward the data packet
alter recerving the data packet. In this way, forwarding paths
used by switches are the same during data packet forward-
ing. Therefore, no loop 1s formed, thereby ensuring success-
tul data packet sending.

A person of ordinary skill in the art may understand that
all or some of the steps of the embodiments may be
implemented by hardware or a program 1instructing related
hardware. The program may be stored in a computer-
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readable storage medium. The storage medium may include:
a read-only memory, a magnetic disk, or an optical disc.
The foregoing descriptions are merely exemplary
embodiments of the present disclosure, but are not intended
to limit the present disclosure. Any modification, equivalent
replacement, and improvement made without departing
from the spirit and principle of the present disclosure shall
tall within the protection scope of the present disclosure.

What 1s claimed 1s:

1. A method for sending data packet 1n a network that
comprises at least two controllers and multiple switches,
wherein the method comprises:

sending, by a first switch to the controllers, a policy

request message that carries header information of a
data packet when a forwarding table of the first switch
does not have a forwarding entry that matches the
header information of the data packet;

receiving, by the first switch, policy response messages

sent by the controllers that include respective control-
ler-determined forwarding paths determined by the
controllers:

selecting, by the first switch, a forwarding path from the

received controller-determined forwarding paths;
informing a second switch of the selected forwarding
path, wherein the second switch 1s a switch besides the
first switch on the selected forwarding path; and
forwarding, by the first switch, the data packet according
to the selected forwarding path.

2. The method according to claim 1, wherein the select-
ing, by the first switch, the forwarding path from the
controller-determined forwarding paths comprises:

selecting, from the received controller-determined for-

warding paths, a controller-determined forwarding path
sent by a controller having a shortest distance to the
first switch.

3. The method according to claim 1, wherein the select-
ing, by the first switch, the forwarding path from the
received controller-determined forwarding paths comprises:

selecting, from the received controller-determined for-

warding paths, a controller-determined forwarding path
that 1s recerved first 1n time.

4. The method according to claim 3, wherein the select-
ing, by the first switch, the forwarding path from the
received controller-determined forwarding paths comprises:

determining, according to an identifier of the data packet

that 1s carried by a particular policy response message,
whether a particular controller-determined forwarding
path included 1n the particular policy response message
for the data packet 1s a first received forwarding path
for the data packet.

5. The method according to claim 1, wherein the inform-
ing the second switch of the selected forwarding path
COmMprises:

sending, by the first switch, a first notification message to

a controller corresponding to the selected forwarding
path, wherein the first notification message 1s used to
inform the controller to send the selected forwarding
path to the second switch.

6. The method according to claim 1, wherein the inform-
ing the second switch of the selected forwarding path
COmprises:

sending, by the first switch, information of the selected

forwarding path to the second switch, such that the
second switch uses the selected forwarding path to
forward the data packet after receiving the data packet.
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7. The method according to claim 1, further comprising:

sending, by the first switch, a second notification message
to a controller corresponding to an unselected forward-
ing path, wherein the second notification message 1s
used to indicate that a controller-determined forward-
ing path sent by the controller 1s not selected.
8. A method for sending data packet in a network that
comprises a controller and multiple switches, wherein the
method comprises:
recerving, by the controller, a policy request message sent
by a first switch, wherein the policy request message
comprises header information of a data packet;

computing, by the controller, a forwarding path for the
data packet according to a network topology and the
header information of the data packet;

sending, by the controller, a policy response message to

the first switch, wherein the policy response message
comprises the forwarding path;

recerving, by the controller, a first notification message

sent by the first switch, wherein the first notification
message miorms the controller to send the forwarding
path to a second switch, wherein the second switch 1s
a switch besides the first switch on the forwarding path;
and

sending, by the controller in response to the first notifi-

cation message, the forwarding path to the second
switch, such that the second switch uses the forwarding,
path to forward the data packet after receiving the data
packet.

9. A switch in a network that comprises at least two
controllers and multiple switches, wherein the switch com-
Prises:

a memory configured to store mstructions; and

a processor coupled to the memory and configured to

execute the mnstructions to:

send a policy request message that carries header
information of a data packet to the controllers when
a forwarding table of the switch does not have a
forwarding entry that matches the header informa-
tion of the data packet;

receive policy response messages sent by the control-
lers that include respective controller-determined
forwarding paths determined by the controllers;

select a forwarding path from the received controller-
determined forwarding paths;

inform a second switch of the selected forwarding path,
wherein the second switch 1s another switch besides
the switch on the selected forwarding path; and

forward the data packet according to the selected
forwarding path.

10. The switch according to claim 9, wherein the proces-
sor 1s configured to:

select a controller-determined forwarding path sent by a

controller having a shortest distance to the switch from
the received controller-determined forwarding paths.

11. The switch according to claim 9, wherein the proces-
sor 1s configured to:

select a controller-determined forwarding path that 1s

received first in time.

12. The switch according to claim 11, wherein the pro-
cessor 1s configured to:

determine whether a particular controller-determined for-

warding path included in a particular policy response
message for the data packet 1s a first recerved forward-
ing path for the data packet according to an 1dentifier of
the data packet that 1s carried by the particular policy
response message.
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13. The switch according to claim 9, wherein the proces-
sor 1s configured to:
send a first notification message to a controller corre-
sponding to the selected forwarding path, wherein the
first notification message 1s used to inform the control-
ler corresponding to the selected forwarding path to
send the selected forwarding path to the second switch.
14. The switch according to claim 9, wherein the proces-
sor 1s configured to:
send information of the selected forwarding path to the
second switch, such that the second switch uses the
selected forwarding path to forward the data packet
alter recerving the data packet.
15. The switch according to claim 9, wherein the proces-

sor 1s further configured to:
send a second notification message to a controller corre-
sponding to an unselected forwarding path, wherein the
second notification message 1s used to indicate that a
controller-determined forwarding path sent by the con-
troller 1s not selected.

16. A controller in a network that comprises at least two
the controller and multiple switches, wherein the controller
COmMprises:

a memory configured to store mstructions; and

a processor coupled to the memory and configured to

execute the nstructions to:

receive a policy request message sent by a first switch,
wherein the policy request message comprises
header information of a data packet;

compute a forwarding path for the data packet accord-
ing to a network topology and the header information
of the data packet;

send a policy response message to the first switch,
wherein the policy response message comprises the
tforwarding path;

receive a first notification message sent by the first
switch, wherein the first notification message 1s used
to inform the controller to send the forwarding path
to a second switch, wherein the second switch 1s a
switch besides the first switch on the forwarding
path; and

send the forwarding path to the second switch 1n
response to the first notification message, such that
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the second switch uses the forwarding path to for-
ward the data packet after receiving the data packet.

17. A system comprising a plurality of switches and
controllers, wherein:

a first switch 1s configured to send a policy request
message that carries header information of a data
packet to the controllers when a forwarding table of the
switch does not have a forwarding entry that matches
the header information of the data packet;

cach of the controllers 1s configured to compute a respec-
tive controller-determined forwarding path for the data
packet according to a network topology and the header
information of the data packet, and send a respective
policy response message to the first switch, wherein the
respective policy response message comprises the
respective controller-determined forwarding path; and

the first switch 1s further configured to select a forwarding
path from received controller-determined forwarding
paths sent by the controllers, inform a second switch of
the selected forwarding path, and forward the data
packet according to the selected forwarding path,
wherein the second switch 1s a switch besides the first
switch on the selected forwarding path.

18. The system according to claim 17, wherein the first
switch 1s configured to send a first notification message to a
controller corresponding to the selected forwarding path,
wherein the first notification message 1s used to inform the
controller to send the selected forwarding path to the second
switch, such that the second switch uses the selected for-
warding path to forward the data packet after receiving the
data packet.

19. The system according to claim 17, wherein the first
switch 1s configured to:

send the selected forwarding path to the second switch,
such that the second switch uses the selected forward-
ing path to forward the data packet after receiving the
data packet.

20. The system according to claim 17, wherein the first
switch 1s further configured to send a second notification
message to a controller corresponding to an unselected
forwarding path, wherein the second notification message 1s
used to indicate that a controller-determined forwarding path
sent by the controller 1s not selected.
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 10,171,355 B2 Page 1 of 1
APPLICATION NO. : 15/376206

DATED : January 1, 2019

INVENTOR(S) . Ji1ao Wang et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Specification

In Column 4, Line 13 (approx.), delete “packet:” and insert -- packet; --;
In Column 6, Lie 40, delete “disclosure:” and insert -- disclosure; --;
In Column 6, Line 46, delete “disclosure:” and insert -- disclosure; --;
In Column 6, Line 48, delete “disclosure:” and insert -- disclosure; --;
In Column 6, Line 56, delete “disclosure:” and insert -- disclosure; --;
In Column 11, Line 21, delete ““S.” and insert -- S1. --;

In Column 12, Line 14 (approx.), delete “S” and nsert -- S1 --;

In Column 13, Line 20, delete “S” and nsert -- S1 --;

In Column 15, Line 30 (approx.), delete “P” and 1nsert -- P1 --;

In Colummn 17, Line 358, delete “P” and mnsert -- P1 --;

In Colummn 20, Line 11, delete “path:” and insert -- path; --;

In Colummn 24, Line 7, delete “packet:” and insert -- packet; --; and

In the Claims

In Colummn 27, Line 22 (approx.), Claim 16, delete “comprises at least two™ and mnsert -- comprises --.

Si1gned and Sealed this
Fifth Day of May, 2020

Andrei1 Iancu
Director of the United States Patent and Trademark Office
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