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EVALUATION OF MOBILE DEVICE STATE
AND PERFORMANCE METRICS FOR

DIAGNOSIS AND TROUBLESHOOTING OF
PERFORMANCE ISSUES

CROSS-REFERENCE TO RELATED
APPLICATIONS

None.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

Not applicable.

REFERENCE TO A MICROFICHE APPENDIX

Not applicable.

BACKGROUND

Users of mobile devices may occasionally experience
problems with their mobile devices and/or the services
provided thereto. The manufacturer of, and/or the service
provider for, the mobile device may attempt to address the
problems, based on information from the users. Users may
not provide suflicient and/or accurate information to allow
for eflicient system diagnosis, when describing the prob-
lems.

SUMMARY

In an embodiment, a method of troubleshooting a mobile
device 1s disclosed. The method comprises receiving at a
diagnostic server an initial snapshot of characteristics from
a mobile device, wherein the 1nitial snapshot includes met-
rics that will identity the mobile device, elements that waill
expose a performance 1ssue related to the mobile device, and
metrics that enable determination of a corrective action for
remedying the performance 1ssues, determining with a diag-
nostic processor the performance issue based on the 1nitial
snapshot, receiving at an evaluating server an aiter-care
snapshot of the characteristics from the mobile device after
a corrective action has been performed on the mobile device,
and determining with an evaluating processor whether the
corrective action remedied the performance 1ssue based on
the after-care snapshot.

In an embodiment, a method of trouble shooting a mobile
device 1s provided. The method comprises receiving at a
diagnostic server an initial snapshot of mobile device char-
acteristics, wherein the snapshot comprises mobile device
state information and static diagnostic information, deter-
mimng with a processor a performance 1ssue with the mobile
device based on an analysis of the mobile device state
information and the static diagnostic information, determin-
ing with a processor a recommended corrective action for
the mobile device based on comparison of the performance
1ssue with past corrective actions taken on other mobile
devices that experienced the performance 1ssue contained 1n
a solutions data store, receiving at the diagnostic server an
alter-care snapshot of the mobile device characteristics after
implementing the recommended corrective action, and
determining whether the recommended corrective action
was successiul.

In an embodiment, a method for determining an upsell
proposal to a mobile device service provider subscriber 1s
provided. The method comprises receiving at a server a
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2

snapshot of mobile device characteristics from the mobile
device, determining with a processor a performance 1ssue
with the mobile device using the snapshot, identifying with
a processor an upsell proposal based on the performance
1ssue, wherein the upsell proposal 1s a proposal to sell the
subscriber something new or additional, and providing the
upsell proposal to the mobile device service provider sub-
scriber.

These and other features will be more clearly understood
from the following detailed description taken 1n conjunction
with the accompanying drawings and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present disclo-
sure, reference 1s now made to the following briel descrip-
tion, taken 1 connection with the accompanying drawings
and detailed description, wherein like reference numerals
represent like parts.

FIG. 1 1s a block diagram of a system according to an
embodiment of the disclosure.

FIG. 2 1s a flow chart 1llustrating a method according to
an embodiment of the disclosure.

FIG. 3 1s a flow chart 1illustrating a method according to
an embodiment of the disclosure.

FIG. 4 1s a flow chart illustrating a method according to
an embodiment of the disclosure.

FIG. 5 15 a pictorial diagram of a mobile device according
to an embodiment of the disclosure.

FIG. 6 1s a block diagram of a mobile device according to
an embodiment of the disclosure.

FIG. 7A 1llustrates a software environment for a mobile
device according to an embodiment of the disclosure.

FIG. 7B illustrates an alternative software environment
for a mobile device according to an embodiment of the
disclosure.

FIG. 8 1llustrates an exemplary computer system suitable
for implementing some aspects of the several embodiments
of the disclosure.

DETAILED DESCRIPTION

It should be understood at the outset that although 1llus-
trative implementations of one or more embodiments are
illustrated below, the disclosed systems and methods may be
implemented using any number of techmiques, whether
currently known or not yet in existence. The disclosure
should 1n no way be limited to the 1llustrative implementa-
tions, drawings, and techniques illustrated below, but may be
modified within the scope of the appended claims along with
their full scope of equivalents.

The present disclosure provides systems and methods
promoting diagnosing and correcting performance 1ssues on
mobile devices. In an embodiment, a snapshot of character-
1stics ol the mobile device 1s obtained by a service provider.
The snapshot of characteristics may include, for example,
one or more log files, user settings, carrier settings, initial
manufacturer settings, hardware and soitware static infor-
mation (e.g., serial numbers, model numbers, version num-
bers, fixed addresses), and runtime measures (e.g., CPU/
memory  (fixed, wvirtual, external)/thread/procedure
utilization and 1dle times). The snapshot characteristics
provide information that may be relevant 1n 1dentifying a
performance 1ssue with the portable device and at 1dentify-
ing an appropriate solution. An after-care snapshot may be
obtained by the service provider after performing a correc-
tive action on the mobile device. Analysis of the after-care
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snapshot may enable the service provider to determine how
successiul the corrective action was 1n addressing the per-
formance 1ssue of the mobile device. In an embodiment, the
system may determine a recommended next corrective
action when the recommended corrective action fails to
resolve the performance issue.

In an embodiment, the service provider may maintain a
data store of i1dentified performance 1ssues and recom-
mended solutions (or corrective actions) for each perfor-
mance 1ssue type. The recommended solutions may also be
turther associated with specific types of mobile devices. The
service provider may update the data store when a perfor-
mance 1ssue 1s addressed with the corrective action taken.
The service provider may analyze the data from snapshots
from many mobile devices to determine which corrective
actions are more likely to succeed for each type of pertor-
mance 1ssue 1dentified. The analysis may allow the service
provider to converge on a corrective action for a particular
performance 1ssue that 1s most likely to address the service
provider based on the fact that 1t has been found most often
successiul 1n addressing past performance 1ssues of the same
type. The service provider may maintain a ranked list of
corrective actions to try with the most likely ranked first
tollowed by the next most likely and so on.

In an embodiment, the service provider may use the
received 1nitial snapshot characteristics as an opportunity to
upsell a service, new mobile device, new application, or
peripheral component to the customer. For example, analysis
of the mitial snapshot characteristics of the mobile device
may reveal that the solution for a performance 1ssue raised
by the customer and/or identified through analysis of the
initial snapshot characteristics of the mobile device may be
addressed by upgrading an aspect of the customer’s mobile
device. The analysis of the imitial snapshot characteristics
may reveal that the customer’s needs from their mobile
device would be better served by upgrading to a different
service plan or a different mobile device.

In an embodiment, a customer may bring their mobile
device 1nto a retail store because they are having problems
with an application unexpectedly closing while they are
using the mobile device. A customer service representative
at the retail store may connect the customer’s mobile device
to a diagnostic computer/kiosk to determine a cause of the
problem. The connection may be by means of a cable such
as a USB cable or by means of a wireless connection such
as WikF1 or Bluetooth®. The diagnostic computer/kiosk may
interact with a diagnostic agent on the customer’s mobile
device to retrieve various pieces ol information from the
customer’s mobile device. The information may include
items such as a use history, log files, configuration settings,
system levels, etc. The information retrieved may be a
snapshot of the mobile device. The diagnostic computer/
kiosk may use the information from the customer’s mobile
device to determine a likely 1ssue causing the customer’s
problem. In an embodiment, the diagnostic computer/kiosk
may consult with a diagnostic server and/or a solutions data
store that may have collected information from other user’s
mobile devices and may contain a likely solution to the
customer’s problems. For example, 1t may be determined
that the application closes every time a certain action 1s
performed elsewhere on the device, such as accepting a
telephone call. A solution as determined from the collection
of data from a number of other user’s with a similar problem
may be a soltware patch upgrade for the customer’s mobile
device. This may be presented to the customer service
representative who may then inform the customer and may
perform the necessary actions to upgrade the customer’s
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mobile device. Alternatively, the customer service represen-
tative may perform the actions to upgrade the mobile device.
In an embodiment, the kiosk takes a snapshot of the mobile
device after the actions are taken to upgrade and/or remedy
the problem experienced by the mobile device.

It may also be determined that 1n addition to a software
upgrade that a new device with increased memory would
also avoid the problem as well as perform better than the
customer’s existing mobile device would with the software
upgrade. The customer service representative may present
the customer with both options. Thus, in addition to solving
the customer’s problem, the service provider may use this
opportunity to upsell to the customer, for example by selling
the customer a higher performance and/or later model of
mobile device

In an embodiment, rather than the customer bringing the
mobile device to the retail store for problem diagnosis and
solution, the customer may access a diagnostic agent on the
customer’s mobile device to contact a diagnostic evaluation
server wirelessly. The diagnostic evaluation server may
diagnose the problem, locate a solution from a solutions data
store, and push a software upgrade to the customer’s mobile
device without the involvement of a customer service rep-
resentative. For example, 1n an embodiment, the agent on the
mobile device may provide a snapshot of the mobile device
to the diagnostic/evaluation server, and the diagnostic/evalu-
ation server may evaluate and/or analyze the snapshot. In an
embodiment, the diagnostic/evaluation server may provide
the customer with service guidance indicating what the
cause of the problem 1s and the steps the customer should
take to remedy the problem. For example, the diagnostic/
cvaluation server may provide the customer with a web
address from which the customer may obtain the necessary
soltware upgrade. In an embodiment, after the user has taken
remedial action, the agent on the mobile device may take
another snapshot of the mobile device and send this to the
diagnostic/evaluation server or alternatively retain the snap-

shot on the mobile device in case the problem recurs.

In an embodiment, rather than or in addition to recom-
mending a software upgrade, the diagnostic/evaluation
server may recommend that the customer upgrade their
mobile device to a newer model that may be less likely to
suller from the 1ssues the customer 1s encountering with their
current mobile device. Thus, again, 1n addition to the oppor-
tunity to help the customer solve their problem, the service
provider may take the customer’s inquiry as an opportunity
to upsell to the customer.

Turning now to FIG. 1, a system 100 for obtaiming a
snapshot of mobile device characteristics and correlation of
state and diagnostic information with customer and care
information for expert system and upsell 1s provided. In an
embodiment, the system 100 comprises mobile devices 140,
150, a base transceiver station 124, a diagnostic/evaluation
server 110, a solutions and upsell data store 120, a diagnostic
computer/kiosk 130, and a network 106.

In an embodiment, diagnostic/evaluation server 110 may
include a diagnostic application for diagnosing performance
1ssues with mobile devices 140, 150 and an evaluation
application for determining an appropriate corrective action
to remedy the identified performance 1ssue and for deter-
mining recommended upsells. In an embodiment, diagnos-
tic/evaluation server 110 may comprise a diagnostic server
and an evaluation server which may be implemented on the
same or different data processing systems. For ease of
description, the diagnostic/evaluation server 110 1s shown as
a single entity i FIG. 1.
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In an embodiment, mobile device 140, 150 may be any
portable electronic device including a mobile phone, a
personal digital assistant (PDA), a smart phone, and a tablet
computer. A smart phone may be a mobile device that
includes not only the traditional features of a mobile phone,
but also additional functionality such as, for example, pro-
viding e-mail service, web access, and still picture and video
capture capability via a camera. A smart phone may also run
applications including games and productivity applications.
Examples of mobile devices include an Android™ enabled
phone, an 1Phone®, and an 1Pad®.

Mobile device 140, 150 may include a diagnostic agent
142, 152, static information 143, 153, history 144, 154, log
files 145, 155, settings 146, 156, and system levels 147, 157.
In an embodiment, diagnostic agent 142, 152 may be
downloaded to the mobile device 140, 150 from diagnostic/
evaluation server 110 via network 106. Diagnostic agent
142, 152 aids the diagnostic/evaluation server 110 in obtain-
ing a snapshot of characteristics ol mobile device 140, 150.
In an embodiment, diagnostic agent 142, 152 may include
instructions that cause mobile device 140, 150 to collect and
store specified metrics or parameters. Diagnostic agent 142,
152 may also promote transmitting the snapshot of charac-
teristics from mobile device 140, 150 to diagnostic/evalua-
tion server 110. In an embodiment, diagnostic agent 142,
152 may be selected and transmitted to mobile device 140,
150 based on a reported problem by the user of mobile
device 140, 150. In such cases, the diagnostic agent 142, 152
may be selected 1n order to acquire a snapshot that includes
only selected data from mobile device 140, 150 that 1s likely
to contain information suflicient to 1dentily the cause of the
reported problem while insuring that the size of the snapshot
1s small. In an embodiment, diagnostic agent 142, 152
provides a general snapshot from the mobile device 140, 150
to diagnostic/evaluation server 110 that 1s suflicient to
enable diagnosis and analysis of a wide variety of possible
performance 1ssues on the mobile device 140, 150. How-
ever, the snapshot 1s typically still relatively small 1n size
enabling transmission of the snapshot to the diagnosis/
evaluation server 110 and evaluation of the snapshot by the
diagnosis/evaluation server 110 to be relatively fast. In an
embodiment, the size of the snapshot may be less than about
one megabyte (MB). Diagnostic agent 142, 152 may per-
form some functions behind the scenes and not visible to the
user. For example, diagnostic agent 142, 152 may perform
test calls or install short live applications or manufacturer
provided diagnostics to acquire information that can be
stored and later provided 1n a snapshot of the mobile device
140, 150 which can provide feedback on component per-
formances such as displays, radios, cameras, etc.

In an embodiment, static information 143, 153 are values
of components 1n the mobile device 140, 150 that do not
change over time or that change infrequently due to an
upgrade of a component. For example, static information
143, 153 may include serial numbers of the mobile device
140, 150 and/or hardware components of the mobile device
140, 150, model numbers, version numbers, and fixed
addresses (e.g., a Media Access Control (MAC) address).

In an embodiment, history 144, 154 1s information indi-
cating the value of various parameters at various historical
times for the mobile device 140, 150. History 144, 154 may
include network and connectivity history, such as, for
example, open connections, uptime, throughputs, signal
strengths, network published values, exceptions (e.g., 404’s
or locally), network identifiers, electric current and other
clectrical measures at various locations through the system.
History 144, 154 may include runtime measures such as

10

15

20

25

30

35

40

45

50

55

60

65

6

CPU/memory (fixed, virtual, external)/thread/procedure uti-
lization and idle times. In an embodiment, history 144, 154
may include network Identifiers (e.g., base station 1d) to
which the mobile device 140, 150 1s connected obtained at
various times. History 144, 154 may include thread contri-
bution to CPU usage and the source applications for the
threads. History 144, 154 may also include logical memory
layouts from various times. In an embodiment, history 144,
154 may include user actions and activities which may shed
light into problem areas for a particular user. For example,
history 144, 154 may include histories of success/Tailures or
less than preferred performance against various specifica-
tions and performance thresholds. History 144, 154 may also
include failed login attempts into the mobile device 140,
150, an application, a website, a Virtual Private Network
(VPN), etc. In an embodiment history 144, 154 may provide
a regressable series of events so that combinations of
contributing factors can be analyzed.

Log files 145, 155 are files 1n which the mobile device
140, 150 records various events. In an embodiment, log files
145, 155 may include boot logs, crash logs, lockup logs,
tailure logs, kernel logs, application logs, component logs,
system/network stacks logs, and other error logs. Log files
145, 155 may also comprise other logs including logs for
unknown or other error cases allowing components to reg-
1ster unknown or other error cases. For example, 11 a haptic
sensor (a haptic sensor may receive tactile feedback, such as
through a touch screen, or provide forces, vibrations, or
motions that can be felt by a user of the mobile device 140,
150) receives an uninterpretable sensor reading, that infor-
mation could be stored 1n log files 145, 155. As another
example, if the keypad regularly has multi-key presses, this
information could be stored 1n log files 145, 155. Log files
145, 155 may include soft’/hard power cycles, times and
application logs for running applications at the time of
failure.

Settings 146, 156 are the values of changeable parameters
on the mobile device 140, 150. Settings 146, 156 may
include both user defined settings and factory preset setting.
In an embodiment, settings 146, 156 may include, for
example, WiF1 enable on/ofl, Bluetooth® enable on/off,
display brightness, sound volume, sound on/off, ring tone,
and ringer on/ofl. In an embodiment, settings 146, 156 may
include application shared preferences and profiles. In an
embodiment, the number settings may be 1n excess of 100.

System levels 147, 157 indicate the current performance
levels of various mobile device 140, 150 components. For
example, system levels 147, 157 may include a battery
charge level, uptime, and whether a screen 1s blank. System
levels 147, 157 may also include specifications for the
mobile device 140, 150 or components of the mobile device
and acceptable performance tolerances of the mobile device
140, 150 hardware/software functions.

Returning now to the diagnostic agent 142, 1352, the
diagnostic agent 142, 152 may acquire or create an initial
snapshot of characteristics of the mobile device 140, 150 and
cause this mnitial snapshot to be transmitted to diagnostic/
evaluation server 110. The 1mitial snapshot may be created
using information obtained from one or more of static
information 143, 153, history 144, 154, log files 145, 155,
settings 146, 156, and system levels 147, 157. In an embodi-
ment, the initial snapshot may include other information
obtained from other sources as well. In an embodiment,
mobile device 150 may be connected to an in-store diag-
nostic computer/kiosk 130 which may acquire the initial
snapshot and transmit the initial snapshot to the diagnostic/
evaluation server 110. This may occur, for example, 1f a
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customer has brought their device to a service provider store
or service center. A customer service techmician or the
customer may enter a description of the customer’s com-
plaint into diagnostic computer/kiosk 130 and this descrip-
tion may be appended to or otherwise included with the
initial snapshot before the iitial snapshot 1s transmitted to
diagnostic/evaluation server 110.

In an embodiment, mobile device 140 may wirelessly
transmit the 1mitial snapshot to diagnostic/evaluation server
110. Diagnostic agent 142 may provide an interface in which
a user may enter a description of a problem the user 1s having
with the mobile device 140 and this user description may be
included in the 1nitial snapshot.

Diagnostic/evaluation server 110 receives the initial snap-
shot of characteristics of the mobile device 140, 150. In an
embodiment, the performance 1ssue 1s contained within the
initial snapshot or 1s received along with the snapshot and
may have been i1dentified by the user of the mobile device
140, 150. In an embodiment, the diagnostic/evaluation
server 110 may analyze the 1nitial snapshot to determine a
performance i1ssue or to confirm or expand upon the perfor-
mance 1ssue 1dentified by the user of the mobile device 140,
150. In order to determine the performance i1ssue, the
diagnostic/evaluation sever 110 may consult solutions and
upsell data store 120 which may contain information asso-
ciating certain data that may be contained in a snapshot with
previously 1dentified performance 1ssues.

Once the diagnostic/evaluation server 110 determines the
performance 1ssue, diagnostic server 110 may analyze the
snapshot to determine an appropriate solution or corrective
action to suggest as a possible remedy to alleviate the
performance 1ssue on the mobile device 140, 150. In deter-
mimng an appropriate solution or corrective action, diag-
nostic/evaluation server 110 may consult solutions and
upsell data store 120. Solutions and upsell data store 120

may 1include data from performance 1ssues that have
occurred on other mobile devices and the solutions or
corrective actions tried on those other mobile devices. By
analyzing corrective actions tried on other mobile devices
and their success rates, diagnostic/evaluation server 110 may
make a reasonably intelligent guess as to a corrective action
that 1s likely to remedy the 1dentified performance 1ssue with
the mobile device 140, 150. The corrective actions tried
previously may be organized in data store 120 such that
there 1s an indication of the corrective actions success rate so
that the diagnostic/evaluation server may recommend cor-
rective actions beginning with those most likely to succeed.
IT a first recommended corrective action fails, the diagnostic/
evaluation server 110 may recommend the next most suc-
cessiul corrective action from solutions and upsell data store
120 and repeat as necessary until a successiul corrective
action 1s implemented on the mobile device 140, 150.

Once diagnostic/evaluation server 110 determines a rec-
ommended corrective action, this recommended corrective
action may be presented to the user or to a customer service
representative. The user or customer service representative
may then implement the recommended corrective action on
the mobile device 140, 150. For example, 1f the mobile
device 140, 150 user 1s having difliculty hearing the other
party during a telephone call, the diagnostic/evaluation
server 110 may recommend that the user adjust the volume
settings on the mobile device. Since the user may be
unfamiliar with how to do this, the diagnostic/evaluation
server 110 may include with the recommendation instruc-
tions on how to do so. Alternatively, the diagnostic/evalua-
tion server 110 may change the subject setting itsell.
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After the recommended corrective action has been 1mple-
mented on the mobile device 140, 150, an after-care snap-
shot of the mobile device 140, 150 1s obtained and trans-
mitted to diagnostic/evaluation server 110. In an
embodiment, the after-care snapshot 1s obtained 1mmedi-
ately (e.g., within a few seconds or a few minutes) after the
recommended corrective action 1s 1mplemented. In an
embodiment, the after-care snapshot 1s obtained less than
about a day after implementation of the recommended
corrective action. The diagnostic/evaluation server 110 ana-
lyzes the after-care snapshot to determine the eflectiveness
of the corrective action. If the corrective action was suc-
cessiul, the diagnostic/evaluation server 110 may update
solutions and upsell data store 120 to retlect this fact. In this
manner, over the course of numerous analyses of numerous
mobile devices, the diagnostic/evaluation server 110 may
refine the solutions and upsell data store to build an expert
system that provides the ability to provide better recommen-
dations 1n the future. In an embodiment, a second after-care
snapshot may be obtained from the mobile device 140, 150
and transmitted to the diagnostic/evaluation server 110. The
second after-care snapshot may be obtained aiter the passage
of a predefined longer period of time than that of the first
alter-care snapshot. In an embodiment, this second after-
care snapshot may be obtained a day, a week, a month, or
several months after acquisition of the first after-care snap-
shot. This second after-care snapshot provides the service
provider with additional information to analyze the eflec-
tiveness of a solution. In other words, this allows the service
provider to not only determine whether the recommended
corrective action remedied the solution immediately, but
whether it continued to be a satisfactory solution long term.

In addition to determining whether the corrective action
was successiul, the diagnostic/evaluation server 110 may
analyze the before and after snapshots to systematically
determine what was changed without having a technician
manually enter the corrective action taken. For example, the
diagnostic/evaluation server 110 may derive 1f a problematic
application was removed, whether WiF1 was enabled,
whether more memory was installed, whether a higher
capacity battery was installed, etc.

If the first recommended corrective action was unsuccess-
tul, diagnostic/evaluation server 110 may recommend a
second corrective action having the next highest likelihood
of success based on the results of past experiences contained
in solutions and upsell data store 120. The diagnostic/
evaluation server 110 continues making recommendations
and evaluating the results of the implementation of those
solutions until a successtul resolution 1s achieved or until the
diagnostic/evaluation server 110 runs out ol corrective
action recommendations.

If the diagnostic/evaluation server 110 cannot provide a
recommended corrective action, the customer service rep-
resentative may try various corrective actions using the
representative’s judgment and expertise. If one of these
actions 1s successiul, the after-care snapshot provided to the
diagnostic/evaluation server 110 may indicate this fact. The
diagnostic/evaluation server 110 may update the solutions
and upsell data store 120 to reflect the solution and thereby
be able to provide a recommended corrective action 1f the
performance 1ssue arises in the future.

Returning to the example of the user who 1s unable to hear
the other party mn a telephone conversation well, 1n an
embodiment, 11 the first proposed corrective action (e.g.,
adjusting the volume level on the mobile device’s 140, 150
speaker) fails to remedy the performance 1ssue, the diag-
nostic/evaluation server 110 may provide the mobile device
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140, 150 with an updated device driver for the speaker. Upon
installing the updated device driver, a new after-care snap-
shot may be obtained and transmitted to the diagnostic/
evaluation server 110 which may use the after-care snapshot
to determine whether the new corrective action (e.g., the
new device driver) successiully remedied the performance
issue. I the updated device driver successiully resolved the
performance 1ssue, this fact will be noted 1n the solutions
and upsell data store 120 by diagnostic/evaluation server
110. If the updated device driver was unsuccessiul, this
information may also be indicated in solutions and upsell
data store 120 by diagnostic/evaluation server 110. The
diagnostic/evaluation server 110 may continue to recom-
mend new corrective actions until success 1s realized or until
no more recommendations may be determined.

Rather than recommend a corrective action, diagnostic/
cvaluation server 110 may use the mnitial snapshot of char-
acteristics to determine a recommended upsell. In an
embodiment, upsell 1s a sales technique whereby a seller
induces the customer to purchase more expensive items,
upgrades, or other add-ons 1n an attempt to make a more
profitable sale. Upselling usually involves marketing more
profitable services or products but can also be simply
exposing the customer to other options that were perhaps not
considered previously. Additionally, as used herein, the term
upsell may include cross-selling in which a seller attempts to
sell something different from what the customer mitially
requests. The recommended upsell may be the first recom-
mendation provided by the diagnostic/evaluation server 110
or may be a recommendation provided after corrective
actions have been recommended, tried, and {failed. For
example, continuing with the above example in which the
user has a difficult time hearing the other party during a
telephone conversation, the diagnostic/evaluation server
may analyze the initial snapshot and determine that a new
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mobile device may suit the user and alleviate the problems
the user 1s having with their current mobile device. The
recommendation of upselling to a new mobile device may
also include selling points indicating the advantages of
upgrading and how the upgrade will benefit the user. For
example, the new recommended mobile device may have a
speaker having a volume range greater than that of the user’s
current mobile device. The selling points may be commu-
nicated directly to the user or may be communicated only to
the customer service representative thereby providing the
customer service representative with talking points to
encourage the user to purchase the new mobile device.

Other example of a diagnosis of performance 1ssues that
diagnostic/evaluation sever 110 may make include that 1f the
user rapidly presses the screen but the display buflers do not
change, this may imply lockup. Examples of upsells that
may be recommended by diagnostic/evaluation server 110
may include a recommendation to upsell a family locater 1
a user Irequently calls their kids. In an embodiment, the
diagnostic/evaluation server 110 may recommend an upsell
to a car charger 11 the user regularly 1s moving while using
his phone and/or uses the GPS frequently. As a further
example, 1 the user regularly makes calls or sends texts
while moving, the diagnostic/evaluation server 110 may
recommend to sell a Bluetooth® headset and/or an applica-
tion for dictation. Table 1 provides a non-exhaustive list of
additional examples of data that may be collected by the
snapshot and corresponding 1inferences of performance
1ssues that may be made based on that data as well as
corresponding upsell recommendations and/or solutions to
remedy the performance 1ssues. Those skilled 1n the art wall
recognize other data that may be acquired 1n the snapshot as
well as inferences/problem 1dentification that may be made
from the data and additional solutions and upsell possibili-
ties.

TABLE 1
INFORMATION INFERENCES/PROBLEM POSSIBLE UPSELLS OR
ACQUIRED: IDENTIFICATION SOLUTIONS
Data:

All logs of types but not
limited to boot, crash,
lockup, failure, kernel,
application, component,
system/network stacks
Components can register
unknown or other error
cases: e.g. 1f the haptic
SENSOIS receive an
uninterpretable sensor
reading that information
could be stored, if the
keypad regularly has multi-
key presses this mnformation
could be stored

All user, carrier,
manufacturer (e.g. ROM)
level settings

Hardware level static
information like serial
numbers, model numbers,
version numbers, fixed
addresses (e.g. MAC)

All runtime measures:
CPU/memory (fixed, virtual,
external)/thread/procedure
utilization, 1dle times

Identify problem apps,
contributing combinatorial
problems, may help identify
viruses

Reveals hardware and user
errors, some of which are
interpretable i one form or
fashion

User has functionality turned
off but complains that
functionality isn’t working

Could identify redundant

number problems, can
identify recall cases, etc.

Bad app recognition

Protection apps

Could deflect calls to care by
providing some training;
identifying this on multiple
devices could result in
identifying a hardware
problem

Reduction 1n calls to care; on
device app would suggest to
the user to turn on the
setting for the functionality
Upgrade phone upsell

Upsell protection and device
“cleaning” apps



INFORMATION
ACQUIRED:

Network and connectivity:
open connections, uptime,
throughputs (if passive then
historical), signal strengths,
network published values,
exceptions (e.g. 404’s or
locally)

Memory dumps and usage
for various fixed, cache,
buffer, RAM, ROMs
Current system levels like
batteries, uptime, blank screen

Component level basic
feedback/diagnostics or
queries

Dialer and other address
logs (common calls)
Drop device sensor

GPS movement velocity,
uptime, uptime while charger
ol

Installed Apps

Information from the AAA

Timestamps for connected
devices

Connected devices lists
(irDA, Bluetooth, WiFi)

Manufacturers may provide
information about

US 10,162,693 Bl

11
TABLE 1-continued

INFERENCES/PROBLEM
JENTIFICATION

Identify network latencies:;
heavy load from specific
apps; 1dentify network weak
points

Regular low power operation
might imply user has battery
and/or charging problems.
Combining this mformation
with current drains can help
identify problem components
or user behaviors

Problem components
(displays, etc.)

May show behaviors of
customer when using GPS
that would 1mply suggestions
or other products

May help identify problem
apps against a database

POSSIBLE UPSELLS OR
SOLUTIONS

Upgrade from 3G to LTE
device; turn on WiF1
suggestion, etc.

Memory cards

Additional batteries,
chargers, larger batteries,
perhaps alternative devices

Better phone with better
components

Offer promos to bring friends

Cases, replacements,
warranties, protection
insurance (actuarially
adjusted for the drops)
High GPS usage implies
need for more battery life.
Could also, based on
velocity, suggest a dedicated
GPS device for a car or
other context

Upsell missing ones,
protection apps

Suggest automatic payment
or other scenarios that
reduce calls to customer
care

Warranty or upgrade
scheduling based on notion
that first time device
connected implies date of
purchase. E.g. “Your
Bluetooth Handset 1s Old”
Wil1 info may reveal travel
and frequency patterns,
could sell a number of 1tems,
services based on this
Competitor products
identified and upsell

accessories that we would accordingly
not normally acquire such as
device manufacturers,
capabilities, etc.
50

12

In an embodiment, the diagnostic/evaluation server 110
may aggregate the data recerved from multiple snapshots of
multiple mobile devices and executed tests over time to
determine patterns. These patterns may be useful 1n deter-
mimng solutions to problems as well as updating mobile
devices with solutions to prevent problems from occurring
betore the problems are encountered. The diagnostic/evalu-
ation server 110 may run queries of various mobile devices
at various times to acquire additional data that may be useful
in diagnosing problems as well as identifying potential
problems and determining a fix before the potential prob-
lems are manifested. In an embodiment, the diagnostic/
evaluation server 110 may not only notice patterns and run
queries, but also be commanded or informed to produce
outcomes. This may be referred to in some contexts as
learning or the diagnostic/evaluation server 110 learning.

The base transceiver station 124 may be any of a cellular

wireless base station, for example a Code Division Multiple
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Access (CDMA), a Global System for Mobile Communi-
cations (GSM), a Universal Mobile Communications Sys-

tem (UMTS), and/or Long-term Evolution (LTE) cellular
wircless base station; a Worldwide Interoperability for
Microwave Access (WiIMAX) base station; a WikF1 access
point; a femtocell; or other wireless access devices. While
FIG. 1 depicts only one base transceiver station 124, 1n an
embodiment a plurality of base transceiver stations 124 may
be existent and 1n operation.

The network 106 promotes communication between the
components of the system 100. The network 106 may be any
communication network including a public data network
(PDN), a public switched telephone network (PSTN), a
private network, and/or a combination.

Turning now to FIG. 2, a method 200 for troubleshooting,
a mobile device 1s provided. Beginning at block 210, the
server 110 receives an initial snapshot of mobile device
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characteristics {from the mobile device 140, 150. At block
212, the server 110 determines the 1dentity of a performance
1ssue based on the 1nitial snapshot. At block 214, the server
110 provides the performance 1ssue and/or a recommended
corrective action for remedying the performance issue to a
customer service technician. At block 216, the server
receives an alter-care snapshot of the characteristics of the
mobile device 140, 150. At block 218, the server 110
determines whether the corrective action remedied the per-
formance 1ssue based on the after-care snapshot.

Turning now to FIG. 3, a method 300 for troubleshooting
a mobile device 1s provided. Beginning at block 310, the
server 110 receives an initial snapshot of mobile device
characteristics. At block 312, the server 110 determines a
performance 1ssue for the mobile device 140, 150 based on
the mitial snapshot. The server 110 may consult a data store
120 of common performance issues and match the initial
snapshot with data in the data store 120 to determine the
performance 1ssue. At block 314, the server 110 determines
a solution (1.e., corrective action to take) based on compari-
son ol the determined performance issue and the initial
snapshot with the data store 120 of previous solutions for
other similar mobile devices experiencing a similar perfor-
mance 1ssue. At block 316, the solution or corrective action
1s implemented on the mobile device 140, 150. The correc-
tive action may be automatically initiated by the server 110
or the server 110 may provide a description of the corrective
action to a customer service representative who may then
implement the corrective action. At block 318, the server
110 receives one or more after-care snapshots of the mobile
device 140, 150 characteristics taken after implementation
of the corrective action. At block 320, the server 110 may
update the data store 120 of solutions with data related to the
most recent incident.

Turning now to FIG. 4, a method 400 for determining a
recommended upsell 1s provided. Beginning at block 410,
the server 110 receives an 1nitial snapshot of mobile device
characteristics from a mobile device 140, 150. At block 412,
the server 110 determines a performance 1ssue based on the
initial snapshot. At block 414, the server 110 determines a
recommended upsell based on the performance 1ssue and on
comparisons of the performance i1ssue and initial snapshot
with an upsell reason from data store 120.

FIG. 5 shows a wireless communications system includ-
ing the mobile device 500. FIG. 5 depicts the mobile device
500, which 1s operable for implementing aspects of the
present disclosure, but the present disclosure should not be
limited to these implementations. Though illustrated as a
mobile phone, the mobile device 500 may take various
forms including a wireless handset, a pager, a personal
digital assistant (PDA), a gaming device, or a media player.
The mobile device 500 includes a display 502 and a touch-
sensitive surface and/or keys 504 for mput by a user. The
mobile device 500 may present options for the user to select,
controls for the user to actuate, and/or cursors or other
indicators for the user to direct. The mobile device 500 may
turther accept data entry from the user, including numbers to
dial or various parameter values for configuring the opera-
tion of the handset. The mobile device 500 may further
execute one or more soltware or firmware applications 1n
response to user commands. These applications may con-
figure the mobile device 500 to perform various customized
functions in response to user interaction. Additionally, the
mobile device 500 may be programmed and/or configured
over-the-air, for example from a wireless base station, a
wireless access point, or a peer mobile device 500. The
mobile device 500 may execute a web browser application
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which enables the display 502 to show a web page. The web
page may be obtained via wireless communications with a
base transceiver station, a wireless network access node, a
peer mobile device 500 or any other wireless communica-
tion network or system.

FIG. 6 shows a block diagram of the mobile device 500.
While a vaniety of known components of handsets are
depicted, 1n an embodiment a subset of the listed compo-
nents and/or additional components not listed may be
included in the mobile device 500. The mobile device 500
includes a digital signal processor (DSP) 602 and a memory
604. As shown, the mobile device 500 may further include
an antenna and front end unit 606, a radio frequency (RF)
transceiver 608, a baseband processing unit 610, a micro-
phone 612, an earpiece speaker 614, a headset port 616, an
input/output interface 618, a removable memory card 620, a
umversal serial bus (USB) port 622, an inirared port 624, a
vibrator 626, a keypad 628, a touch screen liquid crystal
display (LCD) with a touch sensitive surface 630, a touch
screen/LLCD controller 632, a camera 634, a camera con-
troller 636, a global positioning system (GPS) recerver 638,
and a sensor 640. In an embodiment, the mobile device 500
may include another kind of display that does not provide a
touch sensitive screen. In an embodiment, the DSP 602 may
communicate directly with the memory 604 without passing
through the input/output interface 618. Additionally, 1n an
embodiment, the mobile device 500 may comprise other
peripheral devices that provide other functionality.

The DSP 602 or some other form of controller or central
processing unit operates to control the various components
of the mobile device 500 in accordance with embedded
soltware or firmware stored 1 memory 604 or stored in
memory contained within the DSP 602 itself. In addition to
the embedded software or firmware, the DSP 602 may
execute other applications stored in the memory 604 or
made available via mnformation carrier media such as por-
table data storage media like the removable memory card
620 or via wired or wireless network communications. The
application soiftware may comprise a compiled set of
machine-readable 1nstructions that configure the DSP 602 to
provide the desired functionality, or the application software
may be high-level software 1nstructions to be processed by
an interpreter or compiler to indirectly configure the DSP
602.

The DSP 602 may communicate with a wireless network
via the analog baseband processing unit 610. In some
embodiments, the communication may provide Internet con-
nectivity, enabling a user to gain access to content on the
Internet and to send and receive e-mail or text messages. The
input/output interface 618 interconnects the DSP 602 and
various memories and interfaces. The memory 604 and the
removable memory card 620 may provide software and data
to configure the operation of the DSP 602. Among the
interfaces may be the USB port 622 and the inirared port
624. The USB port 622 may enable the mobile device 500
to function as a peripheral device to exchange information
with a personal computer or other computer system. The
infrared port 624 and other optional ports such as a Blu-
ctooth® 1nterface or an IEEE 802.11 compliant wireless
interface may enable the mobile device 500 to communicate
wirelessly with other nearby handsets and/or wireless base
stations.

The keypad 628 couples to the DSP 602 via the interface
618 to provide one mechanism for the user to make selec-
tions, enter information, and otherwise provide mnput to the
mobile device 500. Another input mechanism may be the
touch screen LCD 630, which may also display text and/or
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graphics to the user. The touch screen LCD controller 632
couples the DSP 602 to the touch screen LCD 630. The GPS

receiver 638 1s coupled to the DSP 602 to decode global
positioning system signals, thereby enabling the mobile
device 500 to determine its position.

Sensor 640 couples to the DSP 602 via the interface 618

to provide a mechanism to determine movement and/or
relative orientation of the mobile device 500. The sensor 640
may provide mformation to DSP 602 indicating the orien-
tation that the mobile device 500 1s being held (e.g., face up,
face down, face perpendicular to the ground). Sensor 640
may also provide information indicating whether the mobile

device 500 1s being moved (e.g., right to left, up to down)
and indicate sudden accelerations and/or decelerations. Sud-
den decelerations may indicate that the mobile device 500
has been dropped. Sensor 640 may include an accelerometer
to measure various motions and orientations of the mobile
device 500. Measurements from sensor 640 may be pro-
vided to DSP 602 which may record the measurement and
a time stamp 1n a log file stored, for example, 1n memory
604.

In an embodiment, sensor 640 may include other sensors,
such as, for example, a temperature sensor and/or a current
meter for measuring current tlow from the mobile device’s
500 battery. The temperature sensor may detect the tem-
perature of the mobile device 500 or various components of
the mobile device 500 to indicate whether a component (e.g.,
an RF circuit) may be over heating. Additionally, in an
embodiment, the mobile device 500 may comprise other
sensors that provide other functionality.

FIG. 7A illustrates a software environment 702 that may
be 1mplemented by the DSP 602. The DSP 602 executes
operating system software 704 that provides a platform from
which the rest of the software operates. The operating
system software 704 may provide a variety of drivers for the
handset hardware with standardized interfaces that are
accessible to application software. The operating system
software 704 may be coupled to and interact with applica-
tion management services (AMS) 706 that transier control
between applications running on the mobile device 500.
Also shown 1n FIG. 7A are a web browser application 708,
a media player application 710, JAVA applets 712, and a
diagnostic agent 714. The web browser application 708 may
be executed by the mobile device 500 to browse content
and/or the Internet, for example when the mobile device 500
1s coupled to a network via a wireless link. The web browser
application 708 may permit a user to enter information into
forms and select links to retrieve and view web pages. The
media player application 710 may be executed by the mobile
device 500 to play audio or audiovisual media. The JAVA
applets 712 may be executed by the mobile device 500 to
provide a variety of functionality including games, utilities,
and other functionality. The diagnostic agent 714 may be
executed by the mobile device 500 to acquire selected
snapshot information from the mobile device and transmit
the snapshot to a service provider. The diagnostic agent 714
may be substantially similar to the diagnostic agent 142, 152
described above with reference to FIG. 1.

FIG. 7B illustrates an alternative soiftware environment
720 that may be implemented by the DSP 602. The DSP 602
executes operating system soltware 728 and an execution
runtime 730. The DSP 602 executes applications 722 that
may execute in the execution runtime 730 and may rely upon
services provided by the application framework 724. Appli-
cations 722 and the application framework 724 may rely
upon functionality provided via the libraries 726.

10

15

20

25

30

35

40

45

50

55

60

65

16

FIG. 8 illustrates a computer system 880 suitable for
implementing one or more embodiments disclosed herein.
The computer system 880 includes a processor 882 (which
may be referred to as a central processor unit or CPU) that
1s 1n commumnication with memory devices including sec-
ondary storage 884, read only memory (ROM) 886, random
access memory (RAM) 888, input/output (I/O) devices 890,
and network connectivity devices 892. The processor 882
may be implemented as one or more CPU chips.

It 1s understood that by programming and/or loading
executable 1nstructions onto the computer system 880, at
least one of the CPU 882, the RAM 888, and the ROM 886
are changed, transforming the computer system 880 1n part
into a particular machine or apparatus having the novel
functionality taught by the present disclosure. It 1s funda-
mental to the electrical engineering and software engineer-
ing arts that functionality that can be implemented by
loading executable software into a computer can be con-
verted to a hardware implementation by well known design
rules. Decisions between implementing a concept in soft-
ware versus hardware typically hinge on considerations of
stability of the design and numbers of units to be produced
rather than any 1ssues involved in translating from the
software domain to the hardware domain. Generally, a
design that 1s still subject to frequent change may be
preferred to be implemented 1n software, because re-spin-
ning a hardware implementation 1s more expensive than
re-spinning a soitware design. Generally, a design that 1s
stable that will be produced 1n large volume may be pre-
ferred to be implemented 1n hardware, for example in an
application specific integrated circuit (ASIC), because for
large production runs the hardware implementation may be
less expensive than the solftware implementation. Often a
design may be developed and tested in a software form and
later transformed, by well known design rules, to an equiva-
lent hardware implementation in an application specific
integrated circuit that hardwires the instructions of the
software. In the same manner as a machine controlled by a
new ASIC 1s a particular machine or apparatus, likewise a
computer that has been programmed and/or loaded with
executable instructions may be viewed as a particular
machine or apparatus.

The secondary storage 884 1s typically comprised of one
or more disk drives or tape drives and 1s used for non-
volatile storage of data and as an over-flow data storage
device 1 RAM 888 is not large enough to hold all working
data. Secondary storage 884 may be used to store programs
which are loaded mnto RAM 888 when such programs are
selected for execution. The ROM 886 1s used to store
instructions and perhaps data which are read during program
execution. ROM 886 is a non-volatile memory device which
typically has a small memory capacity relative to the larger
memory capacity of secondary storage 884. The RAM 888
1s used to store volatile data and perhaps to store instruc-
tions. Access to both ROM 886 and RAM 888 1s typically
faster than to secondary storage 884. The secondary storage
884, the RAM 888, and/or the ROM 886 may be referred to
in some contexts as computer readable storage media and/or
non-transitory computer readable media.

I/0O devices 890 may include printers, video momnitors,
liquid crystal displays (LCDs), touch screen displays, key-
boards, keypads, switches, dials, mice, track balls, voice
recognizers, card readers, paper tape readers, or other well-
known 1nput devices.

The network connectivity devices 892 may take the form
of modems, modem banks, Fthernet cards, universal serial
bus (USB) interface cards, serial interfaces, token ring cards,
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fiber distributed data interface (FDDI) cards, wireless local
area network (WLAN) cards, radio transceiver cards such as
code division multiple access (CDMA), global system for
mobile communications (GSM), long-term evolution (LTE),
worldwide interoperability for microwave access (Wi-
MAX), and/or other air interface protocol radio transceiver
cards, and other well-known network devices. These net-
work connectivity devices 892 may enable the processor 882
to communicate with the Internet or one or more 1ntranets.
With such a network connection, it 1s contemplated that the
processor 882 might receive mformation from the network,
or might output information to the network in the course of
performing the above-described method steps. Such infor-
mation, which 1s often represented as a sequence of 1nstruc-
tions to be executed using processor 882, may be received
from and outputted to the network, for example, 1n the form
of a computer data signal embodied 1n a carrier wave.

Such information, which may include data or istructions
to be executed using processor 882 for example, may be
received from and outputted to the network, for example, in
the form of a computer data baseband signal or signal
embodied 1n a carrier wave. The baseband signal or signal
embedded 1n the carrier wave, or other types of signals
currently used or hereafter developed, may be generated
according to several methods well known to one skilled 1n
the art. The baseband signal and/or signal embedded 1n the
carrier wave may be referred to 1n some contexts as a
transitory signal.

The processor 882 executes 1nstructions, codes, computer
programs, scripts which 1t accesses from hard disk, floppy
disk, optical disk (these various disk based systems may all
be considered secondary storage 884), ROM 886, RAM 888,
or the network connectivity devices 892. While only one
processor 882 1s shown, multiple processors may be present.
Thus, while 1nstructions may be discussed as executed by a
processor, the mstructions may be executed simultaneously,
serially, or otherwise executed by one or multiple proces-
sors. Instructions, codes, computer programs, scripts, and/or
data that may be accessed from the secondary storage 884,
for example, hard drives, floppy disks, optical disks, and/or
other device, the ROM 886, and/or the RAM 888 may be
referred to 1n some contexts as non-transitory instructions
and/or non-transitory information.

In an embodiment, the computer system 880 may com-
prise two or more computers in commumnication with each
other that collaborate to perform a task. For example, but not
by way of limitation, an application may be partitioned in
such a way as to permit concurrent and/or parallel process-
ing of the mstructions of the application. Alternatively, the
data processed by the application may be partitioned 1n such
a way as to permit concurrent and/or parallel processing of
different portions of a data set by the two or more computers.
In an embodiment, virtualization software may be employed
by the computer system 880 to provide the functionality of
a number of servers that 1s not directly bound to the number
of computers 1n the computer system 880. For example,
virtualization software may provide twenty virtual servers
on four physical computers. In an embodiment, the func-
tionality disclosed above may be provided by executing the
application and/or applications 1n a cloud computing envi-
ronment. Cloud computing may comprise providing com-
puting services via a network connection using dynamically
scalable computing resources. Cloud computing may be
supported, at least 1in part, by virtualization software. A cloud
computing environment may be established by an enterprise
and/or may be hired on an as-needed basis from a third party
provider. Some cloud computing environments may com-
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prise cloud computing resources owned and operated by the
enterprise as well as cloud computing resources hired and/or
leased from a third party provider.

In an embodiment, some or all of the functionality dis-
closed above may be provided as a computer program
product. The computer program product may comprise one
or more computer readable storage medium having com-
puter usable program code embodied therein to implement
the functionality disclosed above. The computer program
product may comprise data structures, executable nstruc-
tions, and other computer usable program code. The com-
puter program product may be embodied in removable
computer storage media and/or non-removable computer
storage media. The removable computer readable storage
medium may comprise, without limitation, a paper tape, a
magnetic tape, magnetic disk, an optical disk, a solid state
memory chip, for example analog magnetic tape, compact
disk read only memory (CD-ROM) disks, floppy disks, jump
drives, digital cards, multimedia cards, and others. The
computer program product may be suitable for loading, by
the computer system 880, at least portions of the contents of
the computer program product to the secondary storage 884,
to the ROM 886, to the RAM 888, and/or to other non-
volatile memory and volatile memory of the computer
system 880. The processor 882 may process the executable
instructions and/or data structures 1n part by directly access-
ing the computer program product, for example by reading
from a CD-ROM disk inserted 1nto a disk drive peripheral of
the computer system 880. Alternatively, the processor 882
may process the executable instructions and/or data struc-
tures by remotely accessing the computer program product,
for example by downloading the executable instructions
and/or data structures from a remote server through the
network connectivity devices 892. The computer program
product may comprise instructions that promote the loading
and/or copying of data, data structures, files, and/or execut-
able 1nstructions to the secondary storage 884, to the ROM
886, to the RAM 888, and/or to other non-volatile memory
and volatile memory of the computer system 880.

In some contexts, the secondary storage 884, the ROM
886, and the RAM 888 may be referred to as a non-transitory
computer readable medium or a computer readable storage
media. A dynamic RAM embodiment of the RAM 888,
likewise, may be referred to as a non-transitory computer
readable medium 1n that while the dynamic RAM receives
clectrical power and 1s operated 1n accordance with 1ts
design, for example during a period of time during which the
computer 880 1s turned on and operational, the dynamic
RAM stores information that 1s written to 1t. Similarly, the
processor 882 may comprise an internal RAM, an internal
ROM, a cache memory, and/or other internal non-transitory
storage blocks, sections, or components that may be referred
to 1n some contexts as non-transitory computer readable
media or computer readable storage media.

While several embodiments have been provided in the
present disclosure, 1t should be understood that the disclosed
systems and methods may be embodied in many other
specific forms without departing from the spirit or scope of
the present disclosure. The present examples are to be
considered as 1llustrative and not restrictive, and the inten-
tion 1s not to be limited to the details given herein. For
example, the various elements or components may be com-
bined or integrated 1n another system or certain features may
be omitted or not implemented.

Also, techniques, systems, subsystems, and methods
described and 1illustrated 1n the various embodiments as
discrete or separate may be combined or integrated with
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other systems, modules, techniques, or methods without
departing from the scope of the present disclosure. Other
items shown or discussed as directly coupled or communi-
cating with each other may be indirectly coupled or com-
municating through some interface, device, or intermediate
component, whether electrically, mechamically, or other-
wise. Other examples of changes, substitutions, and altera-
tions are ascertainable by one skilled in the art and could be
made without departing from the spirit and scope disclosed
herein.

What 1s claimed 1s:
1. A method of troubleshooting with a diagnostic agent on
a mobile device, the method comprising:

receiving, by the mobile device, the diagnostic agent prior
to contacting a customer service representative or a
diagnostic server wirelessly for diagnosis and solution,
and storing, by the mobile device, the diagnostic agent
to a non-transitory memory of the mobile device,
wherein the diagnostic agent includes instructions that
cause the mobile device to monitor parameters of the
mobile device and to record events related to the
parameters mnto a log file stored in the non-transitory
memory of the mobile device;

receiving, 1n a non-transitory memory at a diagnostic
server from the diagnostic agent executed by a proces-
sor on the mobile device, an itial snapshot of char-
acteristics from the mobile device via the diagnostic
agent, wherein the imitial snapshot of characteristics
includes an identity of the mobile device, a state of the
mobile device, and metrics related to the mobile device
that enable determination of at least one corrective
action for remedying performance issues;

determining, by the diagnostic server, a performance issue
associated with at least the mobile device based on the
initial snapshot;

automatically mitiating, by the diagnostic server, a cor-
rective action based on the determination of the per-
formance 1ssue, wherein the corrective action 1s per-
formed on the mobile device 1n response to the
initiating;

subsequent to the automatic imitiation of the corrective
action, receiving, 1n a non-transitory memory at the
diagnostic server, an after-care snapshot of the charac-
teristics from the mobile device 1n response to the
corrective action being performed on the mobile
device;

determining, by the diagnostic server, that the corrective
action remedied the performance 1ssue for the mobile
device based on the after-care snapshot;

after a predefined period of time after acquisition of the
alter-care snapshot, receiving, 1 a non-transitory
memory at the diagnostic server, a second aifter-care
snapshot of the characteristics from the mobile device,
wherein the after-care snapshot and the second after-
care snapshot comprise mobile device performance
information;

determining, by the diagnostic server, that the corrective
action continued to remedy the performance 1ssue for
the mobile device based on the second after-care snap-
shot;

receiving, by the diagnostic server from a plurality of
mobile devices, a plurality of snapshots that each
correspond with one mobile device of the plurality of
mobile devices associated with a service provider;

determining, by the diagnostic server, that a pattern exists
from the plurality of snapshots, wherein the pattern 1s
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related to imformation provided by a diagnostic agent
on at least one of the plurality of mobile devices;

identifying, by the diagnostic server, a potential 1ssue 1n
the plurality of mobile devices and determining a
solution to the potential issue based on the pattern
determined; and

updating, by the diagnostic server, the plurality of mobile
devices with the solution, wherein each of the plurality
of mobile devices 1s updated with the solution before
the potential 1ssue manifests on the plurality of mobile
devices.

2. The method of claim 1, further comprising:

determining, by the diagnostic server, the corrective
action based on the determination of the performance
1ssue; and

providing, by the diagnostic server for the mobile device
via a network, a message having a description of the
performance 1ssue determined and the corrective action

iitiated for remedying the performance issues.

3. The method of claim 1, wherein the 1nitial snapshot of
characteristics comprises at least one of: alog file, a memory
dump, a serial number of the mobile device, a serial number
of hardware included in the mobile device, a serial number
of software installed on the mobile device, a serial number
of firmware installed on the mobile device, on/off settings on
the mobile device, or user settings of the mobile device.

4. The method of claim 1, wherein the 1nitial snapshot of
characteristics comprises: a log file, a memory dump, a
serial number of the mobile device, a serial number of
hardware included 1n the mobile device, a serial number of
software installed on the mobile device, a serial number of
firmware installed on the mobile device, on/ofl settings on
the mobile device, and user settings of the mobile device.

5. The method of claim 1,

wherein the monitored parameters and the log file are

included 1n at least one of the mitial snapshot or the
after-care snapshot.

6. The method of claim 1, wherein the performance 1ssue
comprises at least one of: handset malfunctions, a connec-
tivity 1ssue associated with communicative coupling to a
network, dropped calls, hardware malfunctions, software
1ssues, damage to the mobile device, or battery performance
that 1s determined by the diagnostic server as being iferior
based on data analyzed from a data store.

7. A method of troubleshooting with a diagnostic agent
executing on a mobile device, comprising:

recerving, by the mobile device, the diagnostic agent prior

to contacting a customer service representative or a
diagnostic server wirelessly for diagnosis and solution,
and storing, by the mobile device, the diagnostic agent
to a non-transitory memory of the mobile device,
wherein the diagnostic agent includes instructions that
cause the mobile device to monitor parameters of the
mobile device and to record events related to the
parameters into a log file stored in the non-transitory
memory ol the mobile device;

receiving, 1 a non-transitory memory at a diagnostic

server from the diagnostic agent executed by a proces-
sor on the mobile device, an 1itial snapshot of mobile
device characteristics associated with the mobile
device, wherein the mitial snapshot comprises mobile
device state information and static diagnostic informa-
tion;

determining, by the diagnostic server executing a diag-

nostic application that configures a processor, that the
mobile device has a performance 1ssue based on an
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analysis of the mobile device state information and the
static diagnostic information;

determining, by the diagnostic server, corrective action
that 1s recommended for the mobile device based on the
performance 1ssue and past corrective actions taken on
other mobile devices that experienced the performance
1ssue, wherein the past corrective actions are stored 1n
a non-transitory memory ol a solutions data store
communicatively coupled with the diagnostic server;

updating, by the diagnostic server, the corrective action
based on a determination that a pattern exists from a
plurality of snapshots from a plurality of mobile
devices, wherein the pattern 1s related to information
provided by a diagnostic agent on at least one of the
plurality of mobile devices;

automatically imtiating, by the diagnostic server, imple-
mentation of the updated corrective action on the
mobile device based on determining the performance
1ssue, past corrective actions taken on the other mobile
devices, and the pattern determined, wherein each of
the plurality of mobile devices implements the updated
corrective action betore the potential 1ssue manifests on
the plurality of mobile devices;

subsequent to the automatic initiation of the updated

corrective action, recerving, at the diagnostic server via
the diagnostic agent of the mobile device, an after-care

snapshot of the mobile device characteristics 1n
response to implementation of the updated corrective
action on the mobile device;

determining, by the diagnostic server, a success rate for
the updated corrective action implemented on the
mobile device based on at least the after-care snapshot;

after a predefined period of time after acquisition of the
alter-care snapshot, recerving, at the diagnostic server
via the diagnostic agent on the mobile device, a second
alter-care snapshot of the characteristics from the
mobile device, wherein the after-care snapshot and the
second after-care snapshot comprise mobile device
performance information; and

determining, by the diagnostic server, that the corrective
action continued to remedy the performance issue for
the mobile device based on the second after-care snap-
shot.
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8. The method of claim 7, further comprising: determin-
ing, by the diagnostic server, a next corrective action 1n
response to the success rate determined for the corrective
action being below a threshold, wherein the threshold cor-
responds with failure to resolve the performance issue.

9. The method of claim 7, further comprising: updating,
via the diagnostic server, a list of corrective actions 1n the
non-transitory memory of the solutions data store that
reflects results of implementing the updated corrective
action on the mobile device.

10. The method of claim 7, wherein the solutions data
store comprises an association of at least one performance
issue with an 1dentity of a type of mobile device and with at
least one recommended solution of a plurality of recom-
mended solutions, each recommended solution being a
corrective action.

11. The method of claim 10, wherein each recommended
solution 1ndicates the frequency with which the implemen-
tation of that recommended solution resulted 1n a successiul
resolution of the performance 1ssue, and wherein the deter-
mining the corrective action comprises selecting one of the
plurality of recommended solutions having a highest success
rate 1n resolving performance 1ssues of other mobile devices.

12. The method of claim 7, wherein the after-care snap-
shot 1s received, 1n a non-transitory memory coupled to the
diagnostic server, less than about a day after implementation

of the updated corrective action on the mobile device.

13. The method of claim 1, wherein at least one of the
plurality of mobile devices has not implemented a corrective
action.

14. The method of claim 13, further comprising:

updating, by the diagnostic server, a list of corrective

actions 1n the non-transitory memory of a data store 1n
response to identifying the potential issue.

15. The method of claim 14, further comprising: 1nitiat-
ing, by the diagnostic server, a second corrective action to at
least one of the plurality of mobile devices based the
potential 1ssue and prior to the at least one mobile device
mamnifesting the potential 1ssue.
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