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METHOD AND SYSTEM FOR EFFICIENT
ENCRYPTION, TRANSMISSION, AND
DECRYPTION OF VIDEO DATA

RELATED APPLICATION

Under 35 U.S.C. 119, this application claims the benefit
and rnight of priority of Chinese Patent Application No.

201510516415.9, filed 21 Aug. 20153.

BACKGROUND

Field

This disclosure 1s generally related to video encryption.
More specifically, this disclosure is related to a method and
system for efliciently and securely encrypting, transmitting,
and decrypting image frames of a video stream based on

selective encryption.
Related Art

The progress of technology includes the communication
ol increasing amounts of data. In the field of video stream-
ing, in order to play video data 1n a remote and synchronous
manner, a remote device can output images to a local device.
The remote device may be a content-transmitting device,
and the local device may be a content-receiving device. The
remote and local devices can include a desktop computer, a
mobile device such as a laptop or tablet, an embedded
device, a smart television, or other computing device. In a
current method of video data transfer, the transmitting
device can perform data encapsulation in real time on 1image
frames, and transmit the encapsulated 1image frames to the
receiving device as a video stream. The receiving device can
subsequently decapsulate the encapsulated image frames of
the video stream to continuously display the video stream on
a local display of the recerving device. In order to reduce the
volume of the data transmission, the transmitting device
may also encode the 1image frame before encapsulating and
transmitting the image frame, and the receiving device may
decapsulate and decode the image frame.

In a system based on, e.g., the Linux Framebuller tech-
nology, two encryption methods may be used. In the first
method, no encryption 1s used. The transmitting device
obtains an 1mage frame from a Framebuller, performs video
encoding and packet encapsulation, and transmits the image
frame to the receiving device as an IP data packet, where no
encryption process 1s performed. In the second method,
encryption can occur at the transmission layer. The encap-
sulated 1mage frame 1s encrypted and subsequently trans-
mitted (e.g., based on an SSL protocol). However, in the first
method (no encryption), if the transmitted data 1s intercepted
by a malicious entity, the transmitted data may be easily
obtained, which may result 1n a leak of private or confiden-
tial mmformation. Furthermore, 1in the second method (en-
cryption at the transmission layer), the transmitting device
must encrypt each encapsulated and possibly encoded image
frame, and the recerving device must decrypt each image
frame. This may result in a decreased efliciency in the
system.

.

SUMMARY

One embodiment provides a system for efliciently and
securely encrypting, transmitting, and decrypting video data,
including selective encryption of image frames. During
operation, the system obtains by a content-transmitting
device, an 1mage frame which 1s used to form a video
stream. In response to determining that the image frame
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satisfies a predetermined condition for encryption, the sys-
tem encrypts the image frame based on an encryption
algorithm. The system encapsulates the encrypted image
frame based on encapsulation information. The system
includes encryption 1dentification information for the image
frame 1n the encapsulation mformation.

In some embodiments, in response to obtaining the image
frame, the system encodes the image frame. The system
determines that the image frame satisfies the predetermined
condition for encryption by determining that the encoded
image Irame satisfies the predetermined condition {for
encryption, and the system encrypts the image frame by
encrypting the encoded image frame.

In some embodiments, the system transmits the encapsu-
lated 1mage frame to a content-receiving device, which
causes the content-receiving device to: receive the encap-
sulated 1mage frame; decapsulate the encapsulated image
frame to obtain encryption identification information; and,
in response to determining, based on the encryption 1denti-
fication information, that the image Iframe 1s encrypted,
decrypt the encrypted image frame based on a decryption
algorithm.

In some embodiments, the encryption 1dentification infor-
mation 1ndicates the encryption algorithm used by the con-
tent-transmitting device to encrypt the image frame, and the
decryption algorithm corresponds to the indicated encryp-
tion algorithm.

In some embodiments, the system encapsulates the
encrypted 1mage frame based on a Real-time Transport
Protocol (RTP). The system includes in a corresponding
RTP extension header for the encrypted image frame the
encryption identification information for the image frame by
setting extension bits of the corresponding RTP extension
header.

In some embodiments, the encryption 1dentification infor-
mation indicates one or more of: whether the image frame 1s
encrypted; and the predetermined encryption algorithm used
by the content-transmitting device to encrypt the image
frame.

In some embodiments, the system inserts an encryption
indicator into the image frame based on a predetermined
function. The system determines that the 1image frame sat-
isfies the predetermined condition for encryption based on
the encryption indicator.

In some embodiments, the encryption algorithm 1s one or
more of: a Data Encryption Standard (DES) algorithm; a
Triple Data Encryption Standard (3DES) algorithm; a Rivest
Cipher 2 (RC2) algorithm; a Rivest Cipher 4 (RC4) algo-
rithm; an International Data Encryption Algorithm (IDEA)
algorithm; and an Advanced Encryption Standard (AES)
algorithm.

Another embodiment provides a system for efliciently and
securely decrypting video data, including decryption of
selectively encrypted image frames. During operation, the
system receives, by a content-receiving device, a data packet
which 1s an 1image {frame of a video stream, wherein the data
packet 1s encapsulated. The system decapsulates the encap-
sulated data packet to obtain the image frame and corre-
sponding encapsulation information. The system extracts
encryption identification information from the encapsulation
information of the image frame. In response to determining,
based on the encryption identification information, that the
image frame 1s encrypted, the system decrypts the encrypted
image Irame based on a decryption algorithm. The system
outputs the decrypted image frame to a frame bufler, which
displays the image frame on a display of the content-
receiving device or the system.
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In some embodiments, 1n response to determining that the
decapsulated 1mage frame 1s encoded, the system decodes
the encoded 1image frame to obtain the 1mage frame and the
corresponding encapsulation information. The system
extracts the encryption 1dentification information by extract-
ing the encryption 1identification information from the encap-
sulation mformation of the decoded image frame.

In some embodiments, the encryption 1dentification infor-
mation indicates an encryption algorithm used by a content-
transmitting device to encrypt the image frame, and the
decryption algorithm corresponds to the indicated encryp-
tion algorithm.

In some embodiments, the encapsulated data packet 1s
encapsulated based on a Real-time Transfer Protocol (RTP),
and a corresponding RTP extension header for the encrypted
image {rame includes the encryption 1dentification informa-
tion for the image frame based on extension bits of the
corresponding RTP extension header.

In some embodiments, the system extracts the encryption
identification information based on a predetermined func-
tion.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 illustrates an exemplary computing system that
facilitates transmission of 1image frames of a video stream.

FIG. 2 illustrates an exemplary computing system that
tacilitates eflicient and secure encryption, transmission, and
decryption of image frames based on selective encryption, 1n
accordance with an embodiment of the present application.

FIG. 3A presents a flowchart illustrating a method by a
content-transmitting device for facilitating eflicient and
secure encryption and transmission of image frames based
on selective encryption, 1n accordance with an embodiment
of the present application.

FIG. 3B presents a flowchart illustrating a method by a
content-transmitting device for facﬂltatmg cfhicient and
secure encryption and transmission ol 1mage frames based
on selective encryption, in accordance with an embodiment
of the present application.

FIG. 4 presents an exemplary format of an RTP header, in
accordance with an embodiment of the present application.

FIG. 5 presents an exemplary format of an RTP extension
header, 1n accordance with an embodiment of the present
application.

FIG. 6 presents a flowchart illustrating a method by a
content-recerving device for facilitating eflicient and secure
decryption of image frames based on selective encryption, 1n
accordance with an embodiment of the present application.

FIG. 7 1llustrates an exemplary video encryption, trans-

mission, and decryption system that facilitates efl

icient and
secure transmission of image frames based on selective
encryption, 1n accordance with an embodiment of the pres-
ent application.

FIG. 8 illustrates an exemplary computer system that
tacilitates eflicient and secure encryption and transmission
of 1mage frames based on selective encryption, 1n accor-
dance with an embodiment of the present application.

FIG. 9 illustrates an exemplary computer system that
tacilitates eflicient and secure decryption of 1mage frames
based on selective encryption, in accordance with an
embodiment of the present application.

In the figures, like reference numerals refer to the same
figure elements.

DETAILED DESCRIPTION

The following description 1s presented to enable any
person skilled in the art to make and use the embodiments,
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4

and 1s provided in the context of a particular application and
its requirements. Various modifications to the disclosed
embodiments will be readily apparent to those skilled 1n the
art, and the general principles defined herein may be applied
to other embodiments and applications without departing
from the spirit and scope of the present disclosure. Thus, the
present invention 1s not limited to the embodiments shown,
but 1s to be accorded the widest scope consistent with the
principles and features disclosed herein.

Overview

Embodiments of the present invention provide a system
which securely and efliciently encrypts, transmits, and
decrypts video data (e.g., image frames of a video stream)
based on selective encryption of the image frames. In a
current method of video data transter, a transmitting device
can perform data encapsulation 1n real time on 1mage
frames, and transmit the encapsulated image frames to a
receiving device as a video stream. The receiving device can
subsequently decapsulate the encapsulated image frames of
the video stream to continuously display the video stream on
a local display of the recerving device. In order to reduce the
volume of the data transmission, the transmitting device
may also encode the image frame before encapsulating and
transmitting the 1mage frame, and the recerving device may
decapsulate and decode the image frame. Recall that the
transmitting device and the receiving device can include a
desktop computer, a mobile device such as a laptop or tablet,
an embedded device, a smart television, or other computing
device.

In a system based on, e.g., the Linux Framebuller tech-
nology, two encryption methods may be used. In the first
method, no encryption 1s used. The transmitting device
obtains an 1mage frame from a Framebuller, performs video
encoding and packet encapsulation, and transmits the image
frame to the receiving device as an IP data packet, where no
encryption process 1s performed. In the second method,
encryption can occur at the transmission layer. The encap-
sulated 1mage frame 1s encrypted and subsequently trans-
mitted (e.g., based on an SSL protocol). However, in the first
method (no encryption), if the transmitted data 1s intercepted
by a malicious entity, the transmitted data may be easily
obtained, which may result 1n a leak of private or confiden-
tial information. Furthermore, 1n the second method (en-
cryption at the transmission layer), the transmitting device
must encrypt each encapsulated and possibly encoded image
frame, and the receirving device must decrypt each image
frame. This may result in a decreased efliciency in the
system.

Embodiments of the present invention solve these prob-
lems by allowing the transmitting device to selectively
encrypt image frames 1f the image frames meet a predeter-
mined condition for encryption, based on an encryption
algorithm. The image frames may be dynamic image frames
which are output in real-time by an application or a software
tool with an 1mage generation or processing function. A
series ol successive or continuous 1mage frames can form a
video stream, which 1s transmitted by a content-transmitting
device via a network to a content-receiving device. The
content-recerving device can successively or continuously
play the image frames of the video stream, e.g., by display-
ing the image frames sequentially on a display device of the
content-receiving device.

The predetermined encryption condition can be encrypt-
ing 1images frames which meet a certain sequence rule, such
as encrypting only odd or even image frames. The prede-
termined encryption condition can also be based on specific
predetermined requirements, e.g., associated with the type of
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image Iframe, an application corresponding to the content-
transmitting device, or any other system requirement. The
predetermined encryption condition can also be based on
encrypting 1mage frames whose pixel point values at pre-
determined positions are consistent with predetermined val-
ues.

To selectively encrypt an 1mage frame, the transmitting
device 1nserts corresponding encryption identification infor-
mation while encapsulating the image frame (e.g., writes the
encryption identification information into the encapsulation
information for the image frame). Subsequently, the receiv-
ing device decrypts the encrypted image frame based on the
corresponding encryption identification information. For
example, the corresponding encryption 1dentification infor-
mation may indicate both that an 1mage frame 1s encrypted
and the encryption algorithm used, so that the receiving
device can determine the corresponding decryption algo-
rithm. Furthermore, the system can imtially determine that
an 1mage frame 1s to be encrypted (e.g., 1f the 1image frame
includes key information associated with a user, a user
account, or a password). The system can write an encryption
indicator into the frame 1mage, such that the image frame
itself can carry a self-described indicator of whether the
frame 1s encrypted or not. The encryption indicator can also
include other information that the system can subsequently
use to determine whether or not a predetermined condition
for encryption 1s met.

Thus, embodiments of the present mvention solve the
problem of the first current method (no encryption) by
providing selective encryption. Furthermore, because the
image frame itself can include the encryption indicator, the
system may eliminate the need for an upper layer application
to access a lower layer encryption module. Decoupling the
upper layer application from the lower layer processing
solves the problem of the second current method (transmis-
s1on layer encryption) by reducing overhead and increasing
the overall efliciency of the system.

Thus, the present system provides improvements to the
distribution of digital content, where the improvements are
fundamentally technological. Embodiments of the present
invention provide a technological solution (e.g., providing
selective encryption between encoding and encapsulation)
to the technological problem of the eflicient, secure, and
cllective distribution of digital content.

Exemplary Network 1n the Prior Art

FIG. 1 illustrates an exemplary computing system 100
that facilitates transmission of 1mage frames ol a video
stream. System 100 can include computing devices 130,
132, and 134, which are associated with users 120, 122, and
124, respectively. Computing devices 130-134 can include,
for example, a tablet, a mobile phone, an electronic reader,
a laptop computer, a desktop computer, or any other com-
puting device. Computing devices 130-134 can communi-
cate with servers 142 and 144 via a network 140. Server 144
can communicate with a storage device 144.1. In some
embodiments, storage device 144.1 resides on server 144.
Servers 142 and 144 can also include any other computing
device. Server 142 can be a content-transmitting device, and
can include a content-transmitting system 150, whereby
video data may be processed and transmitted to a content-
receiving system 160 at computing device 134, which can be
a content-receiving device. Content-transmitting system 150
can include: a frame butler 152 which is a display builer area
in memory; a packet-encoding module 154; and a packet-
encapsulating module 156.

In content-transmitting system 130, an 1image frame may
be obtained from frame buill

er 152, encoded by packet-
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6

encoding module 154, encapsulated by packet-encapsulat-
ing module 156, and subsequently transmitted over network
140 based on an IP transmission. Content-receiving system
160 can receive the encapsulated and encoded 1image frame.
Packet-decapsulating module 166 can decapulsate the
incoming encapsulated and encoded image frame. Packet-
decoding module 164 can decode the decapsulated and
encoded 1 Image frame. Frame bufler 164 can subsequently
output the image frame for display (e.g., on the display of
computing device 134 for viewing by user 124). In this prior
art network 100, no encryption 1s depicted.

Exemplary Network and Environment

FIG. 2 illustrates an exemplary computing system 200
that facilitates eflicient and secure encryption, transmaission,
and decryption of image frames based on selective encryp-
tion, 1n accordance with an embodiment of the present
application. System 200 includes the same entities as system
100, but content-transmitting device 142 includes a content-
transmitting system 250, and content-receiving device 134
includes a content-receiving system 260. Durmg operation,
an 1mage frame may be obtained from frame builer 252 and
encoded by packet-encoding module 254. The system can
determine whether the 1image frame meets a predetermined
condition for encryption, and 11 so, packet-encrypting mod-
ule 256 can encrypt the image frame. Subsequently, the
encrypted 1mage frame can be encapsulated by packet-
encapsulating module 258, and transmitted over network
140 based on an IP transmission. Content-receiving system
260 can receive the encapsulated, encrypted, and encoded
image {rame. Packet-decapsulating module 268 can
decapulsate the imcoming encapsulated, encrypted, and
encoded 1mage frame. Packet-decrypting module 266 can
decrypt the encrypted and encoded image frame, based on
encryption identification mnformation included as encapsu-
lation information for the image frame. Packet-decoding
module 264 can decode the decapsulated decrypted, and
encoded 1 Image frame. Frame bufler 262 can subsequently
output the image frame for display (e.g., on the display of
computing device 134 for viewing by user 124).
Generating an Image Frame and Inserting an Encryption
Indicator into the Image Frame

A content-transmitting device may generate an 1mage
frame. The 1mage frame may be generated by an application
with an 1mage generation or processing function, or output
by a software tool. The image frame may also be obtained
from a file system or a memory storage or arca. The image
frame may be a graphical user interface drawn by an
application running on the content-transmitting device. For
example, the application may write an 1image frame into a
display bufler which corresponds to a display device by
invoking an interface provided by the system, and the image
frame written 1nto the display butler may be displayed on the
display device. The displayed image frame may be referred
to as a “desk 1image frame” or a “picture frame.” The 1mage
frame may be of different formats. If the content-transmiuit-
ting device 1s a desktop computer or a tablet computer, the
image frame may be i an RGB format. If the content-
transmitting device 1s a smart television, the image frame
may be i a YUV format.

If the image frame includes sensitive information, such as
key information like an account and a password, or a process
of mputting the key information, the system may determine
to encrypt the image frame to prevent the sensitive infor-
mation from being exposed to potential leakage during
transmission over the network to the content-receiving
device. In drawing an image frame which includes key
information, the application can draw a graphical user
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interface which includes user account information. The
application can also draw a graphical user interface which
includes a process of inputting the account information. As
described above, the system can include an encryption
indicator in the immage frame 1tself. This eliminates the
coupling between an application layer and a bottom layer
function module, and allows the application to tlexibly
select which 1mage frames are to be encrypted (e.g., an
image frame that includes sensitive mformation).

The system may encrypt an image {rame by inserting the
encryption indicator based on different predetermined con-
ditions. For example, the application can set, for an image
frame, a pixel point value at a predetermined position.
Subsequently, when the system makes the encryption deci-
sion for the image frame, the system can determine that the
image frame has a pixel point with a set value at a prede-
termined position of the image frame, wherein the set value
matches a predetermined value for the predetermined posi-
tion. The system can thus encrypt the image frame. For
example, the predetermined position may be 4 vertexes of
the 1image frame, and, for an RGB i1mage frame 1in which
cach pixel point 1s presented by using a 16-bit binary value,
the predetermined value may be OxFFFF. The system can
also determine whether to encrypt an i1mage Irame by
executing a specific calculation on a pixel point value at a
predetermined position of the image frame, and determining,
whether the result of the calculation 1s within a predeter-
mined range.

In some embodiments, the system may implement this
method (e.g., obtain the image frame) based on an interface
or operation manner provided by a system platform i1mple-
menting this method. For example, the system can be a
content-transmitting device or terminal which adopts the
Linux system and accesses the Framebuller. The Framebui-
ter (or “frame bufler”) 1s a display bufler area 1n a memory,
and an 1mage frame written 1nto the frame buller may be
displayed on a local display device. An application can thus
display an image frame by writing into the frame bufler. For
an 1mage frame that 1s to be encrypted, the system can also
write the encryption indicator into the image frame by
writing into the frame builer. The application may directly
access the frame buller or access the frame builer through an
interface provided by the system platform implementing this
method.

Additionally, an application drawing the image frame can
write the encryption indicator into the image frame in
advance, ¢.g., by setting the pixel point value of the image
frame at the predetermined position to the predetermined
value. In some embodiments, a service program can be used
to uniformly process the encryption indicator. For example,
the service program may determine, based on mode recog-
nition, whether the 1mage frame includes information that
needs to be protected, and, i1 so, the system can write the
encryption indicator into the image frame.
Content-Transmitting Device Facilitates Eflicient Encryp-
tion and Transmission of Video Data

FIG. 3A presents a flowchart 300 1llustrating a method by
a content-transmitting device for facilitating ethcient and
secure encryption and transmission of 1mage frames based
on selective encryption, 1n accordance with an embodiment
of the present application. During operation, the system
obtains, by a computing device which 1s a content-transmiut-
ting device, an 1image frame which 1s used to form a video
stream (operation 302). Obtaining the image frame and
writing an encryption indicator into the image frame are
described above. The system may obtain the image frame by
acquiring a screen shot, or by accessing a display buller
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corresponding to the display device (such as reading the
image from the frame builer).

Next, the system can optionally encode the image frame
(operation 304). The system can determine whether 1t needs
to encode the image frame. For example, because a large
image frame may consume a higher amount of network
bandwidth and may also result 1n a more time-consuming
transmission, the system may determine to encode the large
image frame. In contrast, the system may determine not to
encode an 1mage frame that 1s small or that does not exceed
a transmission requirement of network bandwidth. Video
encoding may be performed by using the H.264 standard,
which can eliminate redundant information existing in the
image Iframe. Other compression and encoding techniques
may also be used, such as H.263 or MPEG4. The operation
of encoding the 1image frame may also occur after the system
determines that the image frame 1s to be encrypted (e.g.,
alter decision 306, below).

The system then determines whether the (possibly
encoded) 1image frame meets a predetermined condition for
encryption (decision 306). Because the image Irame
includes the encryption indicator, the corresponding infor-
mation may be extracted from the image frame. The system
can thus determine whether the corresponding information
meets a predetermined encryption condition. For example,
the predetermined encryption condition may be a rule to
encrypt an 1image which meets a certain sequence rule, e.g.,
if the 1mage 1s an odd or an even frame. The predetermined
condition may also be found in the encryption indicator of
the 1image frame itself. The encryption indicator can be a
certain pixel point at a certain position that 1s set at a certain
value. For example, 11 the predetermined encryption condi-
tion 1s that the pixel point of the image frame at a prede-
termined position 1s a predetermined value, then the system
reads, from the 1mage frame (1.e., based on the encryption
indicator of the 1mage frame), the value of the pixel point at
the predetermined position. The system compares the read
value with the corresponding predetermined value for that
predetermined position. If the read value matches the pre-
determined value, the system determines that encryption 1s
needed. It the read value does not match the predetermined
value, the system determines that encryption 1s not needed.

Thus, 11 the 1mage frame meets a predetermined encryp-
tion condition (decision 306), the system encrypts the (pos-
sibly encoded) image frame based on an encryption algo-
rithm (operation 308). The encryption algorithm can
include: a Data Encryption Standard (DES) algorithm; a
Trnple DES (3DES) algorithm; an RC2 algorithm; an RC4
algorithm; an International Data Encryption Algorithm
(IDEA) algorithm; and an Advanced Encryption Standard
(AES) algorithm. Other encryption algorithms may also be
adopted, as long as the content-recerving device can perform
decryption by using a corresponding decryption algorithm
alter receiving the image frame. If the 1mage frame does not
meet a predetermined encryption condition (decision 306),
the operation continues as described below for operation
310.

Subsequently, the system encapsulates the encrypted
image frame based on encapsulation information (operation
310). The encapsulated image frame can include the encap-
sulation information. The system includes the corresponding
encryption identification for the image frame in the encap-
sulation 1information (operation 312). The encryption 1den-
tification information can indicate whether the image frame
1s encrypted (as from operation 308) or not encrypted (as
from operation 306). The encryption 1dentification informa-
tion can also include the encryption algorithm used by the
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content-transmitting device to encrypt the image frame,
which allows the content-receiving device to determine the
corresponding decryption algorithm.

The process of encapsulating the 1mage frame generally
refers to performing hierarchical encapsulation on the image
frame based on requirements of network transmission. For
example, the system may encapsulate the 1mage frame as a
TCP or UDP message, and then perform encapsulation of an
IP data packet. In embodiments of the present invention, a
Real-time Transport Protocol (RTP) of a transmission layer
can provide a peer-to-peer transmission service with a
real-time feature. The system can use an RTP extension
header, and encapsulate the image frame based on the RTP.
That 1s, the system can write the corresponding encryption
identification information into the extension header of the
RTP header (as described below 1n relation to FIG. 5), and
encapsulate the 1image frame 1nto an IP data packet. Finally,
the system transmits the encapsulated image frame to
another computing device (i1.e., the content-receiving
device), which facilitates eflicient encryption and transmis-
sion of video data (operation 314).

In addition, before obtaining the image frame (as in
operation 302 of FIG. 3A), the system can determine that an
image Irame 1s to be encrypted, and the system can insert an
encryption indicator into the image frame based on a pre-
determined function. FIG. 3B presents a tlowchart 320
illustrating a method by a content-transmitting device for
facilitating eflicient and secure encryption and transmission
of 1mage frames based on selective encryption, in accor-
dance with an embodiment of the present application. Dur-
ing operation, the system determines that an image frame 1s
to be encrypted (operation 322) (e.g., the 1mage frame 1s an
odd frame, or the image frame includes key information, or
some other condition). The system inserts an encryption
indicator into the image frame based on a predetermined
function (operation 324). For example, the system can set
the value of a pixel point at a predetermined position to a
certain predetermined value. Subsequently, the system can
obtain the 1mage frame (operation 326), and the operation
continues as described above 1n relation to FIG. 3A.
Exemplary Format of RTP Header and RTP Extension
Header

FIG. 4 presents an exemplary format of an RTP header
400, 1n accordance with an embodiment of the present
application. Header 400 can 1nclude: a V (Version) 402 field
(2 bits), which indicates that the version of the protocol 1s
“2”, a P (Padding) 404 ficld (1 bit), which indicates whether
there are extra padding bytes at the end of the RTP packet;
an X (Extension) 406 ficld (1 bit) which indicates the
presence of an extension header between the standard header
and the payload data; a CC (CSRC count) 408 field (4 bits),
which contains the number of CSRC identifiers that follow
the fixed header; an M (Marker) 410 field (1 bit), which 1s
used at the application level and defined by a profile; a PT
(Payload Type) 412 field (7 bits), which indicates the format
of the payload and determines its interpretation by the
application; a Sequence Number 414 field (16 bits), which
1s incremented by one for each RTP data packet sent and 1s
to be used by the receiver to detect packet loss and to restore
packet sequence; a Timestamp 416 field (32 bits), which 1s
used to enable the receiver to play back the received samples
at appropriate intervals; an SSRC identifier 418 field (32
bits), which 1s a synchronization source identifier that
uniquely 1dentifies the source of a stream; and CSRC
identifiers 420 field (32 bits each), in which contributing
source 1Ds enumerate contributing sources to a stream
which has been generated from multiple sources.
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The bit or field X 406 1s an extended flag. When X 1s set
to 1, this indicates that an extension header follows the RTP
header. In embodiments of the present mvention, this also
means that the corresponding encryption identification infor-
mation 1s included 1n the extension header. The encryption
identification imformation includes at least: information
identifying whether the 1mage frame 1s encrypted; and, for
an encrypted image frame, the predetermined encryption
algorithm used to encrypt the 1image frame.

FIG. 5 presents an exemplary format of an RTP extension
header 500, in accordance with an embodiment of the
present application. Extension header 500 can include: a
Profile-Specific Extension Header (EH) Identifier 502 field
(16 bits); an Extension Header Length 504 field (16 bits)
which indicates the length of the extension header 1n 32-bit
units, excluding the 32 bits of the extension header itself;
and an Extension Header (EH) 506 ficld. In embodiments of
the present mvention, the encryption identification informa-
tion 1s written into EH 506. A value of the EH length field
504 1s set to “4,” indicating that EH 506 occupies 4 bytes.
A bit]0] of abyte O 1n EH 506 1s an encryption bit. The bit[0]
1s set to “1” for an encrypted image frame, and the bit[0] 1s
set to “0” for a non-encrypted 1image frame. Bit[4] to bit[7]
of the byte 0 are an encryption type, indicating the adopted
encryption algorithm. Other bits are reserved. The values of
bit[4] to bit [7] may be set 1n the following manner: 1—DES
algorithm; 2—3DES algonithm; 3—RC2 algornthm;
4—RC4 algorithm; 5—IDEA algorithm; and 6—AES algo-
rithm.

Writing the encryption identification information in the
RTP extension header notifies the content-receiving device
of whether the encapsulated 1image frame 1s encrypted, and
also of the adopted encryption algorithm. This allows the
content-recerving device to execute the correct decryption
operation. In some embodiments, the content-transmitting
device and the content-recerving device may negotiate 1n
advance to use a fixed encryption algorithm. In this case,
only a corresponding encryption bit needs to be set in the
RTP extension header.

The above description provides a specific manner of
carrying the encryption identification information by using
the RTP extension header. The encryption identification
information may be carried in the RTP extension header by
using different bits or different values. Furthermore, encap-
sulation may be performed by using other protocols other
than the RTP. Embodiments of the present invention write
the encryption identification mformation 1nto the encapsu-
lation information, which allows the content-receiving
device to execute a corresponding decapsulation operation
and extract the encryption identification imnformation from
the encapsulation information.

Content-Receiving Device Facilitates Efficient Decryption
of Video Data

FIG. 6 presents a flowchart 600 1illustrating a method by
a content-receiving device for facilitating eflicient and
secure decryption of 1mage frames based on selective
encryption, 1n accordance with an embodiment of the pres-
ent application. During operation, the system receives, by a
computing device that 1s a content-receiving device, a data
packet which 1s an 1image frame of a video stream, wherein
the data packet 1s encapsulated (operation 602). The system
decapsulates the data packet to obtain the image frame and
corresponding encapsulation information (operation 604).
The system extracts encryption identification information
from the encapsulation information of the image frame
(operation 606). For example, when the encryption 1denti-
fication information 1s carried 1n the RTP extension header,
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the system can read the encryption 1dentification information
from the RTP extension header.

The system determines, based on the encryption identi-
fication information, whether the 1mage frame 1s encrypted
(decision 608). As described above 1n relation to FIG. 4, the
encryption identification information includes at least: infor-
mation identifying whether the image frame i1s encrypted;
and, for an encrypted image frame, the predetermined
encryption algorithm used to encrypt the image frame. If the
image frame 1s encrypted, the system decrypts the encrypted
image frame based on a corresponding decryption algorithm
(operation 610). The system can determine the correspond-
ing decryption algorithm based on the encryption i1dentifi-
cation information, which indicates the encryption algorithm
used to encrypt the image frame. Furthermore, as described
above 1n relation to FIG. 5, the content-transmitting device
and the content-receiving device may negotiate 1 advance
to use a fixed encryption algorithm. In this case, only a
corresponding encryption bit 1s set 1mn the RTP extension
header, which allows the content-receiving device to deter-
mine the corresponding decryption algorithm. If the image
frame 1s not encrypted, the operation continues as described
below for operation 612.

Next, if the image frame 1s encoded, the system can
decode the image frame (operation 612). The system can use
a decoding method which corresponds to the encoding
method used by the content-transmitting device. The system
can output the (possibly decoded) and decrypted image
frame to a frame bufler, which displays the image frame on
a display of the computing device (1.e., the content-receiving
device) (operation 614). The obtained image frame is the
original desk 1image frame from the content-sending device.
For a system which supports the Framebufler technology,
the obtained 1mage frame may be written into the Frame-
butler, which allows the content-receiving device to locally
display the obtained frame image (e.g., the original desk
image irame from the content-sending device).

Thus, embodiments of the present mmvention allow the
content-recerving system to decrypt the selectively
encrypted 1mage frames of a video stream, 1.¢., to only
decrypt the 1image frames indicated as encrypted based on
the encryption identification information carried in the
encapsulation information of an encapsulated data packet or
image frame. The selective encryption of the image frames
by the content-sending device thus results 1n fewer decryp-
tion operations by the content-receiving device. Thus, the
system provides an etlicient and secure method for encryp-
tion, transmission, and decryption of video data by selec-
tively encrypting image frames, which reduces the overhead
in both network communication and processing for the
individual devices.

Exemplary System with Apparatuses

FIG. 7 1llustrates an exemplary video encryption, trans-
mission, and decryption system 700 that facilitates eflicient
and secure transmission of 1mage frames based on selective
encryption, 1n accordance with an embodiment of the pres-
ent application. System 700 can comprise a plurality of
apparatuses which may communicate with one another via a
wired or wireless communication channel. System 700 may
be realized using one or more integrated circuits, and may
include fewer or more apparatuses than those shown 1n FIG.
7. Further, apparatus 700 may be integrated 1in a computer
system, or realized as a separate device which 1s capable of
communicating with other computer systems and/or devices.
Specifically, apparatus 700 can comprise a video encryption
apparatus 702, a video transmission apparatus 704, and a
video decryption apparatus 706. Video encryption apparatus
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702 can perform the methods described above 1n relation to
FIGS. 3A and 3B. Video transmission apparatus 704 can
perform the methods described above for transmitting or
communicating an 1mage frame from one computing device
(e.g., a content-transmitting device such as device 142 1n
FIG. 2) to another computing device (e.g., a content-rece1v-
ing device such as device 134 1n FIG. 2). Video decryption
apparatus 706 can perform the methods described above 1n
relation to FIG. 6.

Exemplary Computer System for Encrypting and Transmiut-
ting Video Data

FIG. 8 illustrates an exemplary computer system that
facilitates eflicient and secure encryption and transmission
of 1mage frames based on selective encryption, in accor-
dance with an embodiment of the present application. Com-
puter system 802 includes a processor 804, a memory 806,
and a storage device 808. Memory 806 can include a volatile
memory (e.g., RAM) that serves as a managed memory, and
can be used to store one or more memory pools. Further-
more, computer system 802 can be coupled to a display
device 810, a keyboard 812, and a pointing device 814.
Storage device 808 can store an operating system 816, a
content-processing system 818, and data 832.

Content-processing system 818 can include instructions,
which when executed by computer system 802, can cause
computer system 802 to perform methods and/or processes
described in this disclosure. Specifically, content-processing
system 818 may include instructions for sending and/or
receiving data packets to/from other network nodes across a
computer network, including network which supports IP
communications. Content-processing system 818 can also
include 1nstructions for obtaining an 1mage frame which 1s
used to form a video stream (frame-acquiring module 822).
Content-processing system 818 can include 1nstructions for,
in response to determining that the image frame satisfies a
predetermined condition for encryption (encryption-deter-
mining module 826), encrypting the image frame based on
an encryption algorithm (packet-encrypting module 828).
Content-processing system 818 can further include struc-
tions for encapsulating the encrypted image frame based on
encapsulation 1information (packet-encapsulating module
830), and 1ncluding encryption identification information for
the 1image frame in the encapsulation information (packet-
encapsulating module 830).

Content-processing system 818 can additionally include
instructions for, in response to obtaining the image frame
(frame-acquiring module 822), encoding the image frame
(packet-encoding module 824). Content-processing system
818 can include nstructions for transmitting the encapsu-
lated 1mage frame to a content-receiving device (communi-
cation module 820).

Content-processing system 818 can also include instruc-
tions for encapsulating the encrypted image frame based on
a Real-time Transport Protocol (RTP), and including in a
corresponding RTP extension header for the encrypted
image irame the encryption identification information for
the 1mage frame by setting extension bits of the correspond-
ing RTP extension header (packet-encapsulating module
830). Content-processing system 818 can include instruc-
tions for inserting an encryption indicator into the image
frame based on a predetermined function (packet-encrypting
module 828), and determining that the image frame satisfies
the predetermined condition for encryption based on the
encryption indicator (encryption-determining module 826).

FIG. 9 illustrates an exemplary computer system that
facilitates eflicient and secure decryption of image frames
based on selective encryption, 1 accordance with an
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embodiment of the present application. Computer system
902 1ncludes a processor 904, a memory 906, and a storage
device 908. Memory 906 can include a volatile memory
(c.g., RAM) that serves as a managed memory, and can be
used to store one or more memory pools. Furthermore,
computer system 902 can be coupled to a display device
910, a keyboard 912, and a pointing device 914. Storage
device 908 can store an operating system 916, a content-
processing system 918, and data 932.

Content-processing system 918 can include instructions,
which when executed by computer system 902, can cause
computer system 902 to perform methods and/or processes
described in this disclosure. Specifically, content-processing
system 918 may include instructions for sending and/or
receiving data packets to/from other network nodes across a
computer network, including network which supports IP
communications. Content-processing system 918 can
include 1instructions for receiving, by a content-receiving
device, a data packet which 1s an 1image frame of a video
stream, wherein the data packet 1s encapsulated (communi-
cation module 920). Content-processing system 918 can also
include structions for decapsulating the encapsulated data
packet to obtain the image frame and corresponding encap-
sulation formation (packet-decapsulating module 922).
Content-processing system 918 can further include nstruc-
tions for extracting encryption identification information
from the encapsulation iformation of the image frame
(packet-decapsulating module 922). Content-processing
system 918 can include instructions for, in response to
determining, based on the encryption identification infor-
mation, that the image Iframe 1s encrypted (encryption-
determining module 924), decrypting the encrypted image
frame based on a decryption algornithm (packet-decrypting
module 926). Content-processing system 918 can include
instructions for outputting the decrypted image frame to a
frame bufler, which displays the 1image frame on a display of
the computer system (display-managing module 930).

Content-processing system 918 can additionally include
instructions for, 1 response to determimng that the decap-
sulated 1mage frame 1s encoded, decoding the encoded
image frame to obtain the image frame and the correspond-
ing encapsulation information (packet-decoding module
028).

Data 832 and data 932 can include any data that 1s
required as input or that i1s generated as output by the
methods and/or processes described 1n this disclosure. Spe-
cifically, data 832 or data 932 can store at least: a data
packet; an 1mage frame; a video stream comprised of 1image
frames; an encoding function; a decoding function; an
encryption function, based on an encryption algorithm; a
decryption function corresponding to the encryption func-
tion; a predetermined condition for encryption; an encryp-
tion algorithm; a decryption algorithm; an RTP header; an
RTP extension header; encryption identification informa-
tion; an indication of whether an 1mage frame 1s encrypted;
an encryption indicator; an encapsulation function; a decap-
sulation function; an encoded image frame; an encrypted
image frame; an encapsulated image frame; an 1image frame
which includes an encryption indicator; a DES algorithm; a
3DES algorithm; an RC2 algorithm; a RC4 algorithm; an
IDEA algorithm; an AES algorithm; and a value for a pixel
point at a certain position.

The data structures and code described in this detailed
description are typically stored on a computer-readable
storage medium, which may be any device or medium that
can store code and/or data for use by a computer system. The
computer-readable storage medium includes, but 1s not
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limited to, volatile memory, non-volatile memory, magnetic
and optical storage devices such as disk drives, magnetic
tape, CDs (compact discs), DVDs (digital versatile discs or
digital video discs), or other media capable of storing
computer-readable media now known or later developed.

The methods and processes described in the detailed
description section can be embodied as code and/or data,
which can be stored 1n a computer-readable storage medium
as described above. When a computer system reads and
executes the code and/or data stored on the computer-
readable storage medium, the computer system performs the
methods and processes embodied as data structures and code
and stored within the computer-readable storage medium.

Furthermore, the methods and processes described above
can be included 1n hardware modules. For example, the
hardware modules can include, but are not limited to,
application-specific integrated circuit (ASIC) chips, field-
programmable gate arrays (FPGAs), and other program-
mable-logic devices now known or later developed. When
the hardware modules are activated, the hardware modules
perform the methods and processes included within the
hardware modules.

The foregoing descriptions of embodiments of the present
invention have been presented for purposes of illustration
and description only. They are not intended to be exhaustive
or to limit the present invention to the forms disclosed.
Accordingly, many modifications and variations will be
apparent to practitioners skilled in the art. Additionally, the
above disclosure 1s not mtended to limit the present inven-
tion. The scope of the present invention 1s defined by the
appended claims.

What 1s claimed 1s:
1. A computer system for selective encryption, the system
comprising;
a processor; and
a memory coupled to the processor and storing instruc-
tions, which when executed by the processor cause the
processor to perform a method, the method comprising:
determining, based on a predetermined condition, that
an 1mage Irame output by an application 1s to be
encrypted;
inserting an encryption indicator into the image frame
based on the predetermined condition, wherein the
encryption indicator 1s a self-described indicator of
whether the 1image frame 1s to be encrypted;
obtaining the image frame, which 1s used to form a
video stream:;
in response to determining that the encryption indicator
indicates that the 1image frame 1s to be encrypted,
encrypting the image frame based on an encryption
algorithm;
encapsulating the encrypted image frame based on
encapsulation information;
including encryption identification information for the
image irame in the encapsulation information;
decoupling the application associated with an upper
layer from a processing performed by a lower layer;
and
displaying, by the computer system on a display device
of the computer system, the video stream sequen-
tially and continuously, wherein the video stream
includes selectively encrypted image frames.
2. The computer system of claim 1, wherein the method
turther comprises:
in response to obtaining the image frame, encoding the
image frame,
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wherein determining that the 1mage frame satisfies the
predetermined condition for encryption involves deter-
mining that the encoded image frame satisfies the
predetermined condition for encryption, and

wherein encrypting the image frame involves encrypting >
the encoded 1mage frame.

3. The computer system of claim 1, wherein the method

turther comprises:
transmitting the encapsulated image frame to a content-

receiving device, which causes the content-receiving

device to:

receive the encapsulated image frame;

decapsulate the encapsulated image frame to obtain
encryption identification information; and

in response to determining, based on the encryption
identification information, that the image frame 1s
encrypted, decrypt the encrypted image frame based
on a decryption algorithm,

wherein the encryption 1dentification mnformation indi- 20
cates the encryption algorithm used by the content-
transmitting device to encrypt the image frame, and
wherein the decryption algorithm corresponds to the
indicated encryption algorithm.

4. The computer system of claim 1, wherein encapsulating 25
the encrypted image frame 1s based on a Real-time Transport
Protocol (RTP), and wherein the method further comprises:

including in a corresponding RTP extension header for the

encrypted 1mage frame the encryption identification
information for the image frame by setting extension 30
bits of the corresponding RTP extension header.

5. The computer system of claim 1, wherein the encryp-
tion 1dentification information indicates one or more of:

whether the 1mage frame 1s encrypted; and

the predetermined encryption algorithm used by the con- 35

tent-transmitting device to encrypt the image frame.

6. The computer system of claim 1,

wherein inserting the encryption indicator 1nto the image

frame based on the predetermined condition involves
setting a pixel point value at a predetermined position 40
of the image frame, and

wherein the predetermined condition 1s based on whether

the pixel point value at the predetermined position of
the 1mage frame 1s consistent with a predetermined
value. 45

7. The computer system of claim 1, wherein the encryp-
tion algorithm 1s one or more of:

a Data Encryption Standard (DES) algorithm;

a Triple Data Encryption Standard (3DES) algorithm;

a Rivest Cipher 2 (RC2) algorithm; 50

a Rivest Cipher 4 (RC4) algorithm;

an International Data Encryption Algorithm (IDEA) algo-

rithm; and
an Advanced Encryption Standard (AES) algorithm.
8. The computer system of claim 1, wherein the method 55
turther comprises:
receiving a data packet which 1s an 1image frame of a video
stream, wherein the data packet 1s encapsulated;

decapsulating the encapsulated data packet to obtain the
image frame and corresponding encapsulation informa- 60
tion;

extracting encryption identification information from the

encapsulation information of the image frame;

in response to determining, based on the encryption

identification information, that the image Iframe i1s 65
encrypted, decrypting the encrypted image frame based
on a decryption algorithm; and
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outputting the decrypted image frame to a frame buliler,
which displays the 1mage frame on a display of the
computer system.

9. The computer system of claim 8, wherein the method
further comprises:

in response to determining that the decapsulated image

frame 1s encoded, decoding the encoded image frame to
obtain the 1image frame and the corresponding encap-
sulation information,

wherein extracting the encryption identification informa-

tion further mvolves extracting the encryption identi-
fication information from the encapsulation informa-
tion of the decoded 1image frame.

10. The computer system of claim 8, wherein the encryp-
tion 1dentification mformation indicates an encryption algo-
rithm used by a content-transmitting device to encrypt the
image frame, and wherein the decryption algorithm corre-
sponds to the indicated encryption algorithm.

11. The computer system of claim 1, wherein the encap-
sulated 1mage frame 1s encapsulated based on a Real-time
Transier Protocol (RTP), and wherein a corresponding RTP
extension header for the encrypted image frame includes the
encryption identification information for the image frame
based on extension bits of the corresponding RTP extension
header.

12. The computer system of claim 8, wherein extracting
the encryption identification information 1s based on a
predetermined function.

13. The computer system of claim 1, wherein the prede-
termined condition 1s based on one or more of:

whether the 1image frame includes sensitive information,

which includes one or more of account information and
a password;

whether the image frame involves a process of mputting

the sensitive information:

a sequence or order of the image frame within the video

stream;

a type of the image frame;

an application corresponding to the computer system; and

a system requirement.

14. A computer-implemented method for selective
encryption, the method comprising:

determiming, by a content-transmitting device based on a

predetermined condition, that an 1image frame output by
an application 1s to be encrypted;
inserting an encryption indicator into the image frame
based on the predetermined condition, wherein the
encryption indicator 1s a self-described indicator of
whether the 1mage frame is to be encrypted;

obtaining the image frame, which 1s used to form a video
stream;

in response to determining that the encryption indicator

indicates that the image frame i1s to be encrypted,
encrypting the image frame based on an encryption
algorithm;

encapsulating the encrypted 1image frame based on encap-

sulation information;

including encryption identification information for the

image frame 1n the encapsulation information;
decoupling the application associated with an upper layer
from a processing performed by a lower layer; and
displaying, on a display device, the video stream sequen-
tially and continuously, wherein the video stream
includes selectively encrypted image frames.

15. The method of claim 14, further comprising:

in response to obtaining the image frame, encoding the

image frame,
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wherein determining that the 1mage frame satisfies the
predetermined condition for encryption involves deter-
mining that the encoded image frame satisfies the
predetermined condition for encryption, and
wherein encrypting the image frame involves encrypting
the encoded 1mage frame.
16. The method of claim 14, further comprising;
transmitting the encapsulated 1image frame to a content-
receiving device, which causes the content-receiving
device to:
receive the encapsulated 1image frame;
decapsulate the encapsulated image frame to obtain
encryption identification information; and
in response to determining, based on the encryption
identification information, that the image frame 1s
encrypted, decrypting the encrypted image frame
based on a decryption algorithm,
wherein the encryption i1dentification information indi-
cates the encryption algorithm used by the content-
transmitting device to encrypt the 1mage frame, and
wherein the decryption algorithm corresponds to the
indicated encryption algorithm.
17. The method of claim 14, wherein encapsulating the

encrypted image frame 1s based on a Real-time Transport
Protocol (RTP), and wherein the method further comprises:

including 1n a corresponding R1TP extension header for the
encrypted image frame the encryption identification
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information for the image frame by setting extension
bits of the corresponding RTP extension header.
18. The method of claim 14, wheremn the encryption

identification information indicates one or more of:

whether the 1mage frame 1s encrypted; and
the encryption algorithm used by the content-transmitting

device to encrypt the 1image frame.

19. The method of claim 14,

wherein mserting the encryption indicator into the image
frame based on the predetermined condition involves
setting a pixel point value at a predetermined position
of the image frame, and

wherein the predetermined condition 1s based on whether
the pixel point value at the predetermined position of

the 1mage frame 1s consistent with a predetermined
value.

20. The method of claim 14, wherein the encryption

algorithm 1s one or more of:

a Data Encryption Standard (DES) algorithm;

a Triple Data Encryption Standard (3DES) algorithm;

a Rivest Cipher 2 (RC2) algorithm;

a Rivest Cipher 4 (RC4) algorithm;

an International Data Encryption Algorithm (IDEA) algo-
rithm; and

an Advanced Encryption Standard (AES) algorithm.

G ex x = e



	Front Page
	Drawings
	Specification
	Claims

