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1
ESTABLISH CLIENT-HOST CONNECTION

BACKGROUND

Some types of client devices, such as zero clients, do not
have an operating system (OS) istalled or only a small
portion of the OS installed. Instead, these client devices
connect over a network to a host device, such as a server,
which performs all or a majority of functionalities requested
by users of the client devices. 10

Client devices may consume fewer resources, require less
space and be lower in cost than traditional computing
devices. As network complexity increases, such as 1n a
multi-host environment, establishing a connection between
the client device and the host device may become increas- 1°
ingly challenging.

BRIEF DESCRIPTION OF THE DRAWINGS

The following detailed description references the draw- 20
ings, wherein:

FIG. 1 1s an example block diagram of a system including
a first host device having instructions for establishing a
client-host connection;

FIGS. 2A-2D are an example flowchart of a method for 25
establishing a client-host connection at a first host device;
and

FIGS. 3A-3C are an example flowchart of a method for

establishing a client-host connection at a client device.
30

DETAILED DESCRIPTION

Specific details are given 1n the following description to
provide a thorough understanding of embodiments. How-
ever, 1t will be understood by one of ordinary skill 1n the art 35
that embodiments may be practiced without these specific
details. For example, systems may be shown in block
diagrams 1n order not to obscure embodiments 1n unneces-
sary detail. In other instances, well-known processes, struc-
tures and techniques may be shown without unnecessary 40
detail in order to avoid obscuring embodiments.

A client device, such as a zero client, may not have an
operating system (OS) installed or only a small portion of
the OS 1nstalled. Instead, the client device may connect to a
host device, such as a server, which carries out all or a 45
majority of functionalities requested by users using the
client device.

Client devices may consume fewer resources, require less
space, are lower 1n cost and/or easier to manage than
traditional computing devices, such as a thick client, which 50
includes an OS. However, forming a connection between the
thin client and the host device may prove more challenging
in a multi-client and/or multi-host environment. The client
device may include additional functionality to choose from
a plurality of host devices and the host device may seek 55
additional information to distinguish between a plurality of
host devices and/or determine a location of the client device.

Significantly increasing functionality at the client device,
such as by installing the OS or a larger portion of the OS,
may also significantly increase a complexity of the zero 60
client. As such, at the very least, manageability of the zero
client will become more cumbersome. For example, the OS
at each of the client devices may require updates and/or a
greater number of hardware components may be 1nstalled or
replaced for the client devices 1n the future. 65

Embodiments allow the client device to select from a
plurality of host devices without significantly increasing a

2

complexity of the client device. For example, the client
device may send out a client code indicating the selected
host device without having an OS installed at the client
device. Further, embodiments allow information of a host or
client device to be modified from a central location, such as
one of the host devices. Hence, the client devices may be
more easily modified remotely, such as for updating infor-
mation. Thus, manageability costs may decrease as the client
devices may not need to be physically accessed. Moreover,
the client devices may remain low 1n cost, low 1n power
consumption and small 1n size, allowing for easier removal
or replacement of the client devices,

Referring now to the drawings, FIG. 1 1s an example
block diagram of a system 100 including a first host device
120 having instructions for establishing a client-host con-
nection. In the embodiment of FIG. 1. the system 100
includes a network 110, the first host device 120 and a first
client device 150.

The network 110 may include one or more interconnected
devices, such as network interface cards, repeaters, hubs,
bridges, switches, routers, firewalls, and the like. The inter-
connected devices may share resources or information.
While the system 110 1s shown to include only a single host
device 120 and a single client device 150, embodiments of
the system 110 may include a a plurality of client devices
capable of connecting to a plurality of host devices. For
instance, different host devices may provide diflerent ser-
vices, resources, and/or serve different types of users via the
client devices. The first host device 120 and the first client
device 150 may communicate with each other via commu-
nications protocols, such as Ethernet or the Internet Protocol
Suite, over the network 110.

The first host device 120 and the first client device 150
may be part of a client-server architecture, where a user
interacts with the first client device 150 to request a service
from the first host device 120. The first client device 150
may be a computing device that relies on a server such as the
first host device 120, to fulfill 1ts traditional computational
roles. For example, the first client device 150 may not run a
tull OS. Instead, the first host device 120 may run all or most
of the OS and/or process most or all of the first client
device’s 150 business logic.

Embodiments of the first client device 150 may include,
for example, a thin client, an ultra thin client, a zero client
and the like. The first client device 150 may include the
components necessary to establish a connection with one of
the plurality of host devices, such as the first host device
120, and to display an output from the connected host
device, such as the first host device 120. For example, the
first client device 150 may include a network controller (not
shown) to interface with the network 110, a video decoder
(not shown) to decode display data output from the first host
device 120 and other peripheral equipment, such as a display
(not shown), a keyboard (not shown), and memory (not
shown).

The first host device 120 includes a processor 130 and a
machine-readable storage medium 140 including instruc-
tions 142, 144 and 146 for establishing a client-host con-
nection. The first host device 120 may be a computing
device running software to provide a resource or service to
a service requester or client, such as the first client device
150, or any other device capable of executing the instruc-
tions 142, 144 and 146. Examples of the first host device 120
include a database server, file server, mall server, print
server, web server, DHCP server and the like.

The processor 130 may be, at least one central processing,
unmt (CPU), at least one semiconductor-based microproces-
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sor, at least one graphics processing unmit (GPU), other
hardware devices suitable for retrieval and execution of
instructions stored 1n the machine-readable storage medium
140, or combinations thereol. The processor 130 may fetch,
decode, and execute Instructions 142, 144 and 146 to
implement establishing a client-host connection. As an alter-
native or 1n addition to retrieving and executing instructions,
the processor 110 may include at least one itegrated circuit
(IC), other control logic, other electronic circuits, or com-
binations thereof that include a number of electronic com-
ponents for performing the functionality of instructions 142,
144 and 146.

The machine-readable storage medium 140 may be any
clectronic, magnetic, optical, or other physical storage
device that contains or stores executable instructions. Thus,
the machine-readable storage medium 140 may be, for
example, Random Access Memory (RAM), an Electrically
Erasable Programmable Read-Only Memory (EEPROM), a
storage drive, a Compact Disc Read Only Memory (CD-
ROM), and the like. As such, the machine-readable storage
medium 140 can be non-transitory. As described 1n detail
below, machine-readable storage medium 140 may be
encoded with a series of executable instructions for estab-
lishing a client-host connection.

Moreover, the instructions 142, 144 and 146, when
executed by a processor (e.g., via one processing element or
multiple processing elements of the processor) can cause the
processor to perform processes, such as, the process of
FIGS. 2A-2D. In operation, the client device 150 may
prompt the user to select one of the plurality of host devices
alter, for example, being powered on from an off state or
reset from a previous session. In turn, the user may press a
key (e.g. A-B, a-b, 1-0, F1-F12, etc.) of a keyboard (not
shown) connected to the first client device 150 and a
scancode of the pressed code may be sent from the keyboard
to the first client device 150. Scancodes of diflerent keys of
the keyboard may correlate to diflerent host devices.

The first client device 150 may transmit first client
information including the scancode of the pressed code
across the network 110. The scancode included 1n the client
information may be referred to as a client code. The first
client information may also include other information of the
first client device 150, such as a name, location, an access
permission, a device or a status field of the first client device
150. The name included 1n the client Information may be a
term or phrase used to i1dentily the client device.

The location included 1n the client information may be a
label used to indicate where the client device 1s located with
respect to the network 110, such as such as an Internet
Protocol (IP) network address or a group. The access per-
mission included in the client information may indicate
which fields, such as other data included in the client
information, are modifiable and/or accessible, such as via a
password. The device field included 1n the client information
may indicate mformation about the hardware of the client
device, such as a computing platform or model number. The
status 1ncluded 1n the client information may indicate an
operation state of the client device, such as on, busy, or off.

One or more of the host devices may be listening for the
client information on the network 110. For example, the
detect instructions 142 of the first host device 120 may be
executed by the processor 130 to detect client information
transmitted by the first client device 150 over the network
110 including the plurality of host devices.

The transmit istructions 144 may be executed by the
processor 130 to transmuit first host information to the first
client device 150 to establish a connection with the first
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client device 150, 1f the detected client code included 1n the
first client information indicates the first host device 120,
The first host device 120 and/or another network device may
store the first client information and first client device 150
may store the transmitted first host information.

The first host mformation may include, for example, a
name of the first host device 120. Each of the plurality of
host devices may store a different host code, such as a
different scancode. The first host device 120 may compare
its host code to the client code included 1n the first client
information transmitted by the first client device 1350. If the
host and client codes match, the first host device 120 may
transmit the first host information, which may include, for
example, a name of and/or acknowledgement by the first
host device 120. Additional information may also be com-
municated between the first host device 120 and the first
client device 150 to establish the connection, such as infor-
mation related to a Transmission Control Protocol (TCP)
connection. The first host device 120 may include a com-

munication component, such as a network interface card, to
communicate with the first client device 150.

After the connection 1s established between the first host
device 120 and the first client device 150, the output
instructions 142 may be executed by the processor 130 to
output display information, such as video data, to the first
client device 150. The display information may be generated
by an operating system (OS) at the first host device 120. The
first client device 150 may not include an OS but may output
the display information to a display through a video decoder.
Alternatively, the first client device 150 may output raw
video data included 1n the display information.

The machine-readable storage medium 120 may also
include Instructions (not shown) to view and/or modily
information of other host devices or client devices, as
explained below with respect to FIGS. 2A-2D. For example,
the first host device 120 may reassign a client device to a
different host device or modily client information of a client
device. As such, embodiments may allow client devices at
remote locations to be managed from a central location. For
example, the first host device 120 or another network device,
may include an interface, such as a graphical user interface
(GUI) as well as instructions to display client information
stored at the plurality of host devices and to modity the
client information of a second client device connected at
least one of the plurality of host devices.

FIGS. 2A-2D are an example flowchart of a method 200
for establishing a client-host connection at a first host device
120. Although execution of method 200 1s described below
with reference to the first host device 120, other suitable
components for execution of the method 200 can be utilized.
Additionally, the components for executing the method 200
may be spread among multiple devices (e.g., a processing
device in communication with input and output devices). In
certain scenarios, multiple devices acting in coordination
can be considered a single device to perform the method
200. The method 200 may be implemented 1n the form of
executable instructions stored on a machine-readable stor-
age medium, such as storage medium 140, and/or 1n the form
of electronic circuitry.

As explained above, the first host device 120 may be one
of a plurality of host devices connected to the network 110
and the first client device 150 may be one of a plurality of
client devices connected to the network 110. Imitially, the
first host device 120 1s listening for client information sent
out by a client device. In FIG. 2A, at block 202, the first host
device 120, detects first client information transmitted by the
first client device 150. The first client information 1ncludes
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a client code 1indicating one of the plurality of host devices,
as explained above 1n more detail. Then, at block 204, the
first host device 120 determines whether the client code
included 1n the first client information 1ndicates the first host
device 120. If the client code does not indicate the first host
device 120, the first host device 120 continues to listen for
other incoming client information, at block 228.

If the client code does indicate the first host device 120,
the first host device 120 transmits first host information to
the first client device 150 to establish a connection with the
first client device 150, at block 206. The first host informa-
tion 1s explained in more detail above. Alternatively, in
embodiments where there are no client devices other than
the first client device 1350, the first host device 120 may
transmit the first host information without reading the client
code and 1nstead attempt to establish a connection with any
client device detected.

Once the connection 1s established, the first host device
120 outputs display information to be displayed by the first
client device, at block 208. The display information 1is
generated by an OS at the first host device 120 and the
display mnformation 1s to be output to a display of the first
client device 150, as explained above. Examples of the
display may include an LCD, CRT, projector, etc.

An administrator may, for example, access the first host
device 120, another of the plurality of host devices, or
another network device, to modify client or host information
of one or more host or client devices from a central location.

In FIG. 2B, at block 210, the first host device 120 determines

whether there 1s a request, such as from the administrator, to
change the first client Information of the first client device
150 and/or the first host information of the first host device

120. If there 1s no such request, the method 300 may flow to
block 216, as described below. 11 there 1s such a request, at
block 212, the first host device 120 modifies the first host

information and/or the first client information.

For example, modifying the first host mformation may
include changing the name of the first host device 120 to
assign the first client device 150 from the first host device
120 to another of the plurality of host devices, 1n another

example, moditying the first client information may 1nclude
changing the location of the first host device 120 to assign
the first client device 150 to at least one of a different group
and address. In yet another example, moditying the first
client information may include changing the access permis-
sion of the first client device 150 to at least one of lock a field
of the first client device 150 and modily a password of the
first client device 150.

Then, at block 214, the first host device 120 transmuits the
modified at least one of first host information and the first
client information to the first client device 150. Next, in FIG.
2C, at block 216, the first host device 120 determines
whether there 1s a request, such as from the administrator, to
view host information of other host devices or client infor-
mation of the client devices. It there 1s no such request, the
method 200 flows to block 228, where the first host device
120 continues to listen for other mmcoming client informa-
tion.

If there 1s such a request, at block 218, the first host device
120 views second host information of a second host device
of the plurality of host devices, the second host information
may include a name of the second host. Next, at block 220,
the first host device 120 views second client information of
a second client device (not shown) of the plurality of host
devices connected to the second host device. The second
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client information may similarly include at least one of a
name, location, an access permission, a device and a status
ol the second client device.

Then, 1n FIG. 2D, at block 222, the first host device 120
determines whether there 1s a request, such as from the
administrator, to change the second client information of the
second client device or the second host information of the
second host device. IT there 1s no such request, the method
200 flows to block 228, where the first host device 120
continues to listen for other incoming client information. If
there 1s such a request, at block 224, the first host device 120
modifies at least one of the second host information of the
second host and the second client information of the second
client device. Next, at block 226, the first host device 120
transmits the at least one of modified second host informa-
tion and the second client information to at least one of the
second client device and the second host device. Lastly, the
first host device 120 continues to listen for other mncoming
client information. Should the first host device 120 detect
any client mformation from a client device, the first host
device 120 may again carry out the method 200. While the
above method 200 1s described with respect to the first host
device 120, the method 200 may be carried out with respect
to any of the plurality of host devices.

FIGS. 3A-3C are an example flowchart of a method 300
for establishing a client-host connection at a client device.
Although execution of method 300 1s described below with
reference to the first client device 150, other suitable com-
ponents for execution of the method 200 can be utilized.
Additionally, the components for executing the method 300
may be spread among multiple devices (e.g., a processing
device 1n communication with input and output devices). In
certain scenarios, multiple devices acting in coordination

can be considered a single device to perform the method
300. The method 300 may be implemented 1n the form of
executable instructions stored on a machine-readable stor-
age medium and/or 1n the form of electronic circuitry.

As explained above, the first client device 150 may be, for
example, a zero client. In FIG. 3A, at block 302, a first key
1s entered at the first client device 150. The first key indicates
a first host device 120 of a plurality of host devices. As noted
above, the user may press one of the keys of a keyboard to
select one of the plurality of host devices.

Then, at block 304, the first client device 150 transmits
first client information including a client code related to the
first host device 120 across a network 110 including the
plurality of host devices. As explained above, the client code

may be a scancode of the key pressed by the user. Next, at
block 306, the first client device 150 receives first host
information from the first host device after the client infor-
mation 1s transmitted to the first host device 150. As noted
above, the first host information relates to establishing a
connection between the first host device 120 and the first
client device 150. Afterward, at block 308, the first client
device 150 receives display information from the first host
device 120, the display information to be output to a display
of the first client device 150, the display information to be
generated based on an OS executed at the first host device
120. The display information may include, for example,
graphical information, a video stream, and the like, to be
displayed on the display of the first client device 150.
Next, in FIG. 3B, at block 310, the first client device 150
determines whether a request has been received, such as
from the first host device 150, to modily the first client
information stored at the first client device 150. If no such
request has been recerved, the method 300 flows to block
312, as explamned below. Otherwise, 11 such a request 1is
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receirved, the first client device 150 receives modified first
client information from the first host device 120. Next, at
block 314, the first client device 150 changes the first client
information stored at the first client device 150 based on the
received modified first client information, such as changing

a name, location, an access permission, a device and or a
status of the first client device 150.

Then, 1n FIG. 3C, at block 316, the first client device 150
determines whether a new session has been 1nmitiated. The
new session may be mitiated, for example, 11 the first client
device 150 1s reset, such as after the user logs off the first
client device 150 or the first client device 150 1s powered on
from an 1nactive state (e.g. an ofl state, a hibernate state, a
sleep state). Alternatively, the first client device 150 may
continue to connect to a previously selected host device until
the user selects a diflerent host device. If no new session 1s
initiated, the first client device 150 remains at block 316 and
maintains the connection established with the current host
device, such as the first host device 120, until the new
session 1s 1nitiated. If the new session 1s 1itiated, the first
client device 150 1s mitialized at block 318, which may
include, for example, clearing data specific to the previous
session and prompting the user to select a new host device.
After the first client device 150 1s mitialized, the user enters
a second key at block 320, such as by pressing a second key
ol the keyboard connected to the first client device 1350. The
second key 1ndicates a second host device of the plurality of
host devices.

With the above approaches, a client device may connect
to a host device over a network including a plurality of host
devices, without significantly increasing complexity at the
client device. For example, the client device may transmit a
client code across the network indicating one of the plurality
of host devices 1n response to a user pressing a single key of
a keyboard. The transmitted client code may initiate estab-
lishment of a connection between the client device and the
selected host device. Furthermore, the above operation may
be carried out by the client device without mstalling an OS
at the client device. Moreover, one or more of the client
devices may be managed from a central location, such as one
of the host devices.

What 1s claimed 1s:

1. A method for establishing a client-host connection,
comprising:

detecting, at a first host device of a plurality of host

devices, first client information transmitted by a {first
client device over a network including the plurality of
host devices, the first client information to include a
client code associated with one of the plurality of host
devices, the client code comprising a scancode associ-
ated with a first key pressed on a keyboard at the {first
client device wherein different pressable keys correlate
to different scancodes associated with different hosts
within the plurality of hosts;

transmitting, at the first host device, first host information

to the first client device to establish a connection with
the first client device in response to a determination that
the detected client code first originating from the first
client device and included 1n the first client information
1s associlated with the first host device, wherein the
client code 1indicates which of the plurality of hosts the
first client information 1s to be sent;

outputting, at the first host device, display information to

be displayed by the first client device; and
modilying, at the first host device, the first client infor-

mation of the first client device 1n response to a request

thereof, wherein the moditying the first client informa-
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tion includes changing the access permission of the first
client device to lock content of the first client device;
and

transmitting, at the first host device, the modified first

client information to the first client device;

wherein the display information 1s generated by an oper-

ating system (OS) at the first host device and the
display information 1s to be output to a display of the
first client device.

2. The method of claim 1, wherein,

the first client information further includes at least one of

a name, location, an access permission, a device and a
status field of the first client device, and

the first host information includes a name of the first host

device.

3. The method of claim 2, further comprising:

moditying, at the first host device, the first host informa-

tion 1n response to a request to modily the first client
information; and

transmitting, at the first host device, the modified at least

one of first host information and first client information
to the first client device.

4. The method of claim 3, wherein the modifying the first
host information includes changing the name of the first host
device to assign the first client device from the first host
device to another of the plurality of host devices.

5. The method of claim 3, wherein the modifying the first
client information includes changing the location of the first
client device to assign the first client device to at least one
ol a different network group and address.

6. The method of claim 3, wherein the moditying the first
client information includes changing the access permission
of the first host client device to at least one of lock content
of the first client device and to modity a password of the first
client device.

7. The method of claim 1, further comprising:

viewing, at the first host device, second host information

of a second host device of the plurality of host devices,
the second host information to include a name of the
second host; and

viewing, at the first host device, second client information

of a second client device connected to the second host
device, wherein

the second client information includes at least one of a

name, location, an access permission, a device and a
status of the second client device.
8. The method of claim 7, further comprising:
moditying, at the first host device, at least one of second
host information and the second client information; and

transmitting, at the first host device, the at least one of
modified second host and second client information to
at least one of the second client device and the second
host device.

9. A method for establishing a client-host connection,
comprising:

receiving, at a client device, a first pressed key on a

keyboard, the first pressed key associated with a first
host device of a plurality of host devices wherein
different pressable keys correlate to different scancodes

associated with different hosts within the plurality of
hosts:

transmitting, originally at the client device, client infor-
mation including a client code related to the first host
device across a network including the plurality of host
devices, the client code comprising the scancode asso-
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ciated with the first pressed key, wherein the client code
indicates which of the plurality of hosts the first client
information 1s to be sent:;

receiving, at the client device, first host information from
the first host device, the first host information to relate
to establishing a connection between the first host
device and the client device 1n response to a determi-
nation that the detected client code first originating
from the client device 1s associated with the first host
device;

receiving, at the client device, display information to be
output on a display of the client device, the display
information to be generated based on an operating
system (OS) executed at the first host device;

moditying, at the first host device, the client information
of the client device in response to a request thereof,
wherein the modifying the client information mcludes
changing the access permission of the client device to
lock content of the client device; and

transmitting, at the first host device, the modified client
information to the client device.

10. The method of claim 9, further comprising;:

receiving a second pressed key, at the client device, the
second pressed key to mdicate a second host device of
a plurality of host devices; and

initializing the client device before entering at least one of
the first and second pressed keys.

11. The method of claim 10, wherein,

the entering the first pressed key includes a user pressing
a first key of a keyboard of the client device, and

the entering the second pressed key includes the user
pressing a second key of a keyboard of the client
device.

12. The method of claim 9, further comprising,

receiving, at the client device, modified client information
from the first host device and

changing, at the client device, the client information
stored at the client device based on the received modi-
fled client information, wherein

the client information further includes at least one of a

name, location, an access permission, a device and a
status of the client device.
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13. A non-transitory computer-readable storage medium

storing 1nstructions that, when executed by a processor of a
first host device of a plurality of host devices, cause the
processor to:

detect client information transmitted by a first client
device over a network including the plurality of host
devices, the client information to include a client code
associated with one of the plurality of host devices, the
client code comprising a scancode associated with a
first key pressed on a keyboard at the first client device
wherein different pressable keys correlate to diflerent
scancodes associated with different hosts within the
plurality of hosts and wherein the client code indicates
which of the plurality of hosts the first client informa-

tion 1s to be sent:

transmit first host information to the first client device to
establish a connection with the first client device, 1n
response to the determination that the detected client
code first originating from the first client device and
included 1n the client information 1s associated with the

first host device; and
output, at the first host device, display information to be

displaved by the first client device, the display infor-
mation generated by an operating system (OS) at the

first host device;

modity, at the first host device, the client information of
the first client device 1n response to a request thereof,
wherein the modifying the client information includes
changing the access permission of the first client device
lock content of the first client device; and

transmit, at the first host device, the modified client
information to the first client device.

14. The non-transitory computer-readable

storage

medium of claim 13, further comprising instructions that,
when executed by the processor, cause the processor to:

display client information of the plurality of host devices;
and
modily the client information of a second client device
connected at least one of the plurality of host devices,
wherein
the client information further includes at least one of a
name, location, an access permission, a device and a
status of the second client device.
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