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MULTI-HOST NETWORK INTERFACE
CONTROLLER WITH HOST MANAGEMENT

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Patent Application 61/932,302, filed Jan. 28, 2014, whose

disclosure 1s 1ncorporated herein by reference.

FIELD OF THE INVENTION

Embodiments described herein relate generally to com-
munication networks, and particularly to methods and sys-
tems for remote host management.

BACKGROUND OF THE INVENTION

In various computing systems, computing nodes are
equipped with a dedicated management controller that com-
municates with a control server over the network for the
purpose ol remote monitoring and control. For example,
U.S. Patent Application Publication 2008/0086580, whose
disclosure 1s 1incorporated herein by reference, describes a
system and method for managing a baseboard management
controller (BMC). The system comprises at least one BMC,
at least one primary node board connecting to the at least one
BMC wvia a bus, wherein the bus 1s a differential bus, and the
at least one BMC and the at least one primary node board
connect to the differential bus 1n bus topology, respectively.

As another example, U.S. Patent Application Publication
2014/0195°704, whose disclosure 1s incorporated herein by
reference, describes certain aspects that are directed to a
baseboard management controller (BMC). The BMC
includes a processor and a memory having firmware. The
firmware includes a master management instance and a
plurality of assisting management instances. When the firm-
ware 1s executed at the processor, the master management
instance 1s configured to manage a chassis of a computer
system, and each of the assisting management 1nstances 1s
configured to manage at least one health or performance
related aspect a respective different computer node of a
plurality of computer nodes of the computer system.

As vyet another example, U.S. Patent Application Publi-
cation 2014/0344431, whose disclosure 1s incorporated
herein by reference, describes a baseboard management
system suitable for use 1n a high-density server system. The
baseboard management system comprises a plurality of
baseboard management controller (BMC) nodes, respec-
tively located on the servers, and a main BMC coupled to a
network and to the BMC nodes through a communication
link for executing management software. Each BMC node 1s
connected with a corresponding host processor and with
server board peripherals individually on a corresponding
server. The main BMC 1n cooperation with the BMC nodes
1s used to manage the servers remotely.

SUMMARY OF THE INVENTION

An embodiment that 1s described herein provides a net-
work adapter that includes one or more ports and circuitry.
The ports are configured to connect to a switch 1n a com-
munication network. The circuitry i1s coupled to a network
node that includes multiple hosts, and 1s configured to
exchange management packets between a control server and
multiple BMC units associated respectively with the mul-
tiple hosts, and to exchange, over the communication net-

10

15

20

25

30

35

40

45

50

55

60

65

2

work via the one or more ports, data packets between the
hosts and one or more remote nodes.

In an embodiment, the control server i1s external to the
network node, and the circuitry 1s configured to exchange
the management packets over the communication network
via the one or more ports. In another embodiment, the
control server 1s implemented 1n a first host 1n the network
node, and the circuitry 1s configured to exchange the man-
agement packets between the control server and a second
host of the network node directly, and not over the commu-
nication network.

In some embodiments, the circuitry 1s configured to
exchange the management packets with a given BMC unait
over a dedicated sideband channel. In other embodiments,
the sideband channel includes two or more channel types,
and the circuitry 1s configured to select one of the channel
types during exchanging of the management packets. In yet
other embodiments, a given BMC unit, which 1s associated
with a respective host, 1s embedded 1n a processor of the
respective host, and the circuitry 1s configured to exchange
the management packets both with the given BMC unit and
with one or more BMC units other than the given BMC unat.

In an embodiment, the circuitry 1s configured to exchange,
over a dedicated sideband channel, at least part of the
management packets with a common BMC unait that handles
common resources ol the network node. In another embodi-
ment, the circuitry 1s configured to exchange the manage-
ment packets with the BMC umits by configuring a distri-
bution switch to handle dedicated sideband channels for the
respective BMC umits, and exchanging the management
packets indirectly via the distribution switch. In yet another
embodiment, the circuitry 1s configured to exchange the
management packets over a shared sideband channel.

In some embodiments, the shared sideband channel
includes multiple sideband connections, each including a
respective different connection address to which the respec-
tive BMC unit connects. In other embodiments, the shared
sideband channel includes a single sideband connection
supporting multiple connection addresses for connecting to
the respective BMC units. In yet other embodiments, one or
more of the multiple BMC units include respective BMC
instances that are executed by a common BMC unit, and the
circuitry 1s configured to exchange the management packets
with the BMC 1nstances of the common BMC unit.

There 1s additionally provided, in accordance with an
embodiment that 1s described herein, a method for remote
management, including communicating, 1n a network node
that includes multiple hosts and a Network Interface Con-
troller (NIC), exchanging using the NIC management pack-
ets between a control server and multiple BMC units asso-
ciated respectively with the multiple hosts. Using the NIC,
data packets are exchanged between the hosts and one or
more remote nodes over a commumnication network.

There 1s additionally provided, in accordance with an
embodiment that 1s described herein, a network node 1nclud-
ing multiple hosts and a network adapter. The network
adapter 1s configured to exchange management packets
between a control server and multiple BMC units associated
respectively with the multiple hosts, and to exchange, over
the communication network, data packets between the hosts

and one or more remote nodes.

The present invention will be more fully understood from
the following detailed description of the embodiments
thereof, taken together with the drawings 1n which:
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram that schematically illustrates a
computer system, including a remotely managed multi-host
server, 1n accordance with an embodiment that 1s described
herein;

FIG. 2 1s a diagram that schematically illustrates a Net-
work Interface Controller (NIC) connected to multiple host
CPUs and respective BMC units, in accordance with an
embodiment that 1s described herein;

FIG. 3 1s a diagram that schematically illustrates a NIC
connected to multiple host CPUs, each using an embedded
Management Engine (ME), 1n accordance with an embodi-
ment that 1s described herein;

FIG. 4 1s a diagram that schematically 1llustrates multiple
BMC units sharing a common RBT interface using a
Reduced Media Independent Interface (RMII) switch, 1n
accordance with an embodiment that i1s described herein;

FIG. 5 1s diagram that schematically illustrates another
example of sharing a common sideband interface bus, 1n
accordance with an embodiment that 1s described herein;
and

FIG. 6 1s a diagram that schematically 1llustrates a com-
mon BMC that executes multiple BMC 1nstances, 1n accor-
dance with an embodiment that 1s described herein.

DETAILED DESCRIPTION OF EMBODIMENTS

Overview

Embodiments that are described herein provide methods
and systems for remote monitoring and control of a multi-
host server. In some embodiments, a server that 1s connected
to a communication network may be equipped with means
that enable remote monitoring and control.

In some embodiments, a multi-host server comprises
multiple hosts, each associated with a respective Baseboard
Management Controller (BMC) unit, and the hosts and
BMC units connect to the network using a common Network
Interface Controller (NIC). In some embodiments, a given
BMC unit connects to the NIC via a sideband channel, and
accesses the communication network via the NIC. In a
typical implementation, the host and BMC unit use separate
types of traflic. Tratlic (e.g., packets) communicated with the
server or host 1s referred to herein as “data tratlic,” whereas
traflic communicated with the BMC unit 1s referred to herein
as “management tratfic.”

Allowing multiple hosts to share a common NIC requires
allowing a plurality of management control channels, such
as enabling remote control and management for each of the
multiple hosts separately. The plurality of sideband control
channels may use dedicated hardware sideband channels,
share a common sideband channel, or both.

Each of the managed hosts 1s controlled separately and
may use a dedicated BMC or share a common BMC with
other hosts. In some embodiments, instead of a BMC unit
that 1s separate from the host CPU, the host CPU comprises
an embedded management controller, which 1s also referred
to as a Management Engine (ME).

In some embodiments, a remote control server commu-
nicates with the multi-host server to access the BMC units
via the common NIC. The remote server typically does not
distinguish between a host 1n a multi-host server sharing a
common NIC with other hosts, and a host with a dedicated
NIC, thus allowing transparent integration of single-host
servers with multi-host servers into the same cluster of
compute servers.
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4

As will be described below, special functionality 1s inte-
grated mto a common NIC to allow multi-host sideband-

channel management.

In some embodiments, the common NIC (also referred to
as network adapter) emulates a single adapter interface
toward the BMC umit of each of the hosts. The network
adapter separately filters data and management tratlic pack-
ets received for each of the hosts and BMC units. The
network adapter forwards data packets to the addressed host
and management packets to the addressed BMC unait. In the
opposite direction, the network adapter delivers manage-
ment trathic sent by any of the BMC units and data packets
sent by any of the hosts to the network.

In some embodiments, the network adapter supports
multiple types of sideband channels, and can choose to
communicate with a given BMC unit over one of various
sideband channels. For example, when the host correspond-
ing to a given BMC unit 1s 1n a standby or low power state,
the network adapter may communicate with the BMC unit
over SMBus, and when the corresponding host i1s fully
operable the network adapter may switch to a faster con-
nection such as a PCle bus.

In an embodiment, the network adapter additionally pro-
vides a chassis management remote control channel. The
additional management channel allows for separate chassis
control, allowing separating the management of the common
hardware resources of the multi-host server from the per-
host dedicated resources.

In some embodiments, mstead of connecting to multiple
BMC units, the network adapter connects to a single com-
mon BMC unit that emulates the multiple BMC units of the
hosts. The common BMC umt executes multiple BMC
instances, each corresponding to a respective host. The
common BMC unit may additionally execute chassis man-
agement tasks.

The disclosed techmiques enable remote control of a
multi-host server equipped with multiple BMC units, over
sideband channels, while simultaneously communicating
data trathc over the same network links. Without the dis-
closed techniques, such simultaneous operation would not
be possible. Chassis management control traflic 1s also
provided.

System Description

FIG. 1 1s a block diagram that schematically illustrates a
computer system 20, including a remotely managed multi-
host server 24, 1n accordance with an embodiment that 1s
described herein. System 20 can be used 1n various appli-
cations, such as in server farms, campus or industrial com-
putation systems, storage systems, data center systems and
the like.

System 20 typically comprises multiple network nodes
such as server 24 (the figure depicts only one node, for
clanity) that can each be remotely controlled by a control
server 26. In the description that follows, the terms “server”
and “network node” (or simply node for brevity) are used
interchangeably. Node 24 and control server 26 communi-
cate with one another over a communication network 32. In
the example of FIG. 1, network 32 comprises multiple
network switches 36 that deliver the communicated data
among the network nodes, and between the control server
and the nodes. In alternative embodiments, instead of or in
addition to switches 36, any other suitable switching and/or
routing network components can be used also.

System 20 may use any suitable type of communication
network and related protocols. For example, the network
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may comprise a local or a wide area network (WAN/LAN),
a wireless network, or a combination of such networks.
Additionally, the network may be a packet network such as
IP (e.g., with TCP as the transport protocol), Infiniband, or
Ethernet network, delivering information at any suitable
data rate.

Server 24 comprises multiple hosts 38 and a Network
Interface Controller (NIC) 40, which 1s also referred to as a
network adapter. In the example of FIG. 1, network adapter
40 comprises two ports 44, denoted PORT1 and PORT2. In
alternative embodiments, network adapter 40 may comprise
any other suitable number of ports. Ports 44 serve as a
physical and electrical interface to network adapter 40.

Each host 38 comprises at least one CPU 52 that carries
out the various tasks of host 38. Host 38 further comprises
a Baseboard Management Controller (BMC) unit 48, which
supports remote monitoring and control of respective host
38. In some embodiments, 1n addition to BMC units 48 1in
respective hosts 38, server 24 comprises a common BMC
unit 56, which enables control server 26 to monitor and
control common or shared node status and resources sepa-
rately from the other BMCs. In the description that follows
the BMC unit and common BMC unit are also referred to
respectively as simply BMC and common BMC, for brevity.
Common BMC 56 1s also referred to herein as a chassis
manager BMC. Alternatively or additionally, common BMC
56 can execute multiple BMC 1nstances (1.e., emulating the
BMC units) that are respectively associated with one or
more hosts 38.

Control server 26 typically executes a dedicated manage-
ment and control program. The control program may control
one or more hosts 38 in server 24 that are equipped with a
baseboard management unit such as BMC 48, common
BMC 56 or both. Control server 26 may control multiple
network nodes, as well as multiple hosts that belong to the
same or different network nodes, which are accessible via
network 32. The program may execute control and monitor
operations automatically, or triggered by a human user via a
suitable user interface (not shown).

In the embodiments described above, control server 26
typically comprises a separate server that controls a multi-
host server 24 or hosts 38 thereof over network 32. In these
embodiments, management trailic between the control
server and BMC flows through ports 44 of NIC 40 and the
relevant sideband channel. In another embodiment, the
functionality of control server 26 1s executed by one of hosts
38 in a multi-host server such as server 24. In this embodi-
ment, the control server can access the BMC associated with
another host on the same server via the NIC and the relevant
sideband channel, without passing through any of ports 44.

To communicate with a remote node 24, control server
sends and receives, via switches 36 of network 32, manage-
ment messages that create network management trafhic.
Management tratlic sent by control server 26 may arrive at
PORT1, PORT2, or both. Management traflic sent by BMCs
48 or common BMC 56 1s typically delivered through one of
the ports to the network, and via switches 36 to control
server 26. In some embodiments, the control functionalities
that are carried out by control server 26 can be implemented
on one or more servers 24.

BMC 48 receives management instructions from control
server 26 and executes them accordingly. For example,
BMC 48 may receive from control server 26, management
instructions to measure the temperature in the chassis of
server 24 or internally in host 38 and send the measured
temperature back to control server 26. Additionally, BMC 48
may be configured to monitor various activities that server
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6

24, respective host 38 or both carry out during their opera-
tion, and to send monitoring reports or certain alerts when
failure events occur, to control server 26.

In some embodiments, common BMC 56 executes moni-
tor and control tasks that are related to the server as a whole
(rather than per host). For example, common BMC 56 can
be configured to momitor and control operational attributes
of server 24 such as, for example, chassis temperature,
power supply, cooling fans and the like, instead of, or in
addition to BMCs 48.

In some embodiments, each of BMCs 48 and common
BMC accesses network 32 via network adapter 40 using a
dedicated bidirectional sideband channel (denoted SIDE-
BAND 1n the figure). Although in server 24 of FIG. 1,
common BMC 356 uses the same sideband channel as BMCs
48, 1n alternative embodiments, common BMC 56 may use
a sideband channel that i1s separate from the sideband
channel (or channels) used by BMCs 48. In some embodi-
ments, each of the BMCs 48 and/or common BMC 56
connects to the network adapter using a separate sideband
channel. Alternatively, multiple BMCs 48 and possibly
common BMC 56 may connect to the network adapter using
a shared sideband channel.

The sideband channel may comprise any suitable buses,
interfaces, and protocols. For example, 1n some embodi-
ments the sideband channel comprises the Management
Component Transport Protocol (MCTP) and Network Con-
troller Sideband Interface (NC-SI), over the System Man-
agement Bus (SMBus). Alternatively, the sideband channel
comprises a Reduced Media Independent Interface (RMII)
Based Transport (RBT) protocol over a RMII interface or
Intel’s Total Cost of Ownership (1TCO) protocol over
SMBus. TCO 1s a physical protocol over SMBus, which 1s
supported by Intel devices such as 1210, 13350, 82599, 82574,
x540 and XL710.

Additionally, in some embodiments the sideband or man-
agement channel comprises the NC-SI over MCTP over the
Peripheral Component Interface Express Bus (PCle), thus
sharing a common physical bus with host 38 (not shown). In
some embodiments, BMC 48 and common BMC 56 may use
one of a plurality of management channels as defined 1n
MCTP and/or RBT as defined 1n NC-SI.

Any suitable binding method can be used among the

above mentioned protocols and underlying physical layer
interfaces. Example combinations include NC-SI over RBT,
NC-SI over MCTP over PCle, NC-SI over MCITP over
SMBus and TCO over SMBus.
The MTCP and NC-SI specifications are described, for
example, 1 the Distributed Management Task Force
(DMTF) standards “Management Component Transport
Protocol (MCTP) Base Specification,” Document Number:
DSP0236, Jan. 24, 2013, version 1.2.0, and “Network Con-
troller Sideband Interface (NC-SI) Specification,” Docu-
ment Number: DSP0222, Jan. 24, 2013, version 1.0.1, and
“NC-SI over MCTP Binding Specification,” Document
Number: DSP0261, Aug. 22, 2013, version 1.0.0, which are
all incorporated herein by reference.

The SMBus specifications are described, for example, 1n
“System Management Bus (SMBus) Specification,” Aug. 3,
2000, version 2.0, which 1s incorporated herein by reference.
RBT 1s defined, for example, within the NC-SI specifica-
tions cited above. TCO 1s defined, for example, as part of the
specifications of several Intel’s devices such as the Intel’s
Ethernet controllers listed above.

Network adapter 40 handles bidirectional data and man-
agement traflic between switch 36 to which i1t connects, and

hosts 38 and BMCs 48 and common BMC 56, respectively.
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Server 24 may communicate data traflic with other servers
or devices (e.g., such as servers 24) or control server 26.
Network adapter 40 separates between trafhic exchanged
with different hosts 38 and between incoming management
and data traflic, using predefined or configurable traflic
filter(s) 71. Adapter 40 filters the incoming traflic, and
directs data traflic arriving at PORT1 and PORT2 to network
communication interfaces 70 (1.e., of the relevant host),
denoted INT1 and INT2, respectively. The network adapter
directs filtered management traflic to a respective BMC 48
of the relevant host or to common BMC 36.

Host 38 further comprises a boot over the network man-
ager 82, and a wake over the network manager 86. Manager
82 may be implemented as a software client that host 38
executes to support the network boot functionality. Manager
86 1s typically implemented as a combination of network
adapter 40 and configuration software, to support the net-
work wakeup functionality. Boot manager 82 enables a
remote node to cause server 24 to re-boot, by loading boot
management programs and related resources that are stored
on other network servers.

Boot manager 82, may comprise, for example, the Pre-
boot Execution Environment (PXE), which 1s described, for
example, 1n “Preboot Execution Environment (PXE) Speci-
fication,” Sep. 20, 1999, version 2.1, which 1s mcorporated
herein by reference. Wake over the network manager 86 may
be implemented, for example, 1n combination of hardware
and software, so as to recogmize an incoming dedicated
“magic packet” sent to wake the server up from a sleep or
standby state. Manager 86 may comprise, for example, the
Wake-On-Lan (WOL) protocol. Specifications for the magic
packet are described, for example, 1n an AMD white-paper
titled “Magic Packet Technology,” publication number
20213, revision A, Amendment/0, November 1995, which 1s
incorporated herein by reference.

The system configuration of FIG. 1, including the server,
host, and network adapter configurations, are exemplary
configurations, which are shown purely for the sake of
conceptual clarity. Any other suitable system, server, host
and/or network adapter configuration can also be used.
Elements that are not necessary for understanding the prin-
ciples of the disclosed embodiments, such as various inter-
faces, addressing circuits, timing and sequencing circuits
and debugging circuits, have been omitted from the figure
for clanty.

In the exemplary configuration shown 1n FIG. 1, network
adapter 40, BMCs 48 and common BMC 56 are imple-
mented as boards or Integrated Circuits (ICs) that are
separated from the hardware of the server. In alternative
embodiments, however, network adapter 40, BMCs 48 and/
or common BMC 56 may be integrated with the server
hardware, for example, on the mother board of the server,
and may be interconnected by internal buses. Further alter-
natively, some or all of the functionality of network adapter
40 can be implemented 1n software and carried out by one
or more CPUs 52 of hosts 38, or other processor in the
SErver.

In some embodiments, CPU 52 and BMC 48 1n host 38
are integrated into one hardware device.

In some embodiments, multiple CPUs 352 and/or multiple
BMCs 48 and/or common BMC 56 1n multi-host server 24
are integrated mnto one hardware device, and may be inter-
connected by internal buses.

In some embodiments, CPU 52, BMC 48, and/or common
BMC 56 comprise one or more processors, which are
programmed 1n software to carry out the functions described
herein. The software may be downloaded to the processors
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in electronic form, over a network, for example, or 1t may,
alternatively or additionally, be provided and/or stored on
non-transitory tangible media, such as magnetic, optical, or
clectronic memory.

The different elements of network adapter 40 may be
implemented using any suitable hardware, such as in an
Application-Specific Integrated Circuit (ASIC) or Field-
Programmable Gate Array (FPGA). In some embodiments,
some elements of network adapter 40 can be implemented
using software, or using a combination of hardware and
soltware elements.

FIG. 2 1s a diagram that schematically illustrates a Net-
work Interface Controller (NIC) 40, which 1s connected to
multiple host CPUs 52, and respective BMC units 48, in
accordance with an embodiment that 1s described herein.
NIC 40 can be used to implement the network interface of
multi-host server 24 described above 1n FIG. 1.

In FIG. 2, each of the multiple CPUs connects to NIC 40
over a dedicated PCle bus that 1s independent of the PCle
buses of the other CPUs, and each of the multiple hosts has
a dedicated BMC controlling 1t. Each BMC 48 may connect
to NIC 40 over a dedicated SMBus or over PCle, using a
path from the BMC to the host PCle bus existing 1n the host
CPU. NIC 40 may switch between several supported con-
nection types to a given BMC, on the fly, based on any
suitable criterion. For example, when a given host1s 1n a low
power or standby state, the PCle bus may become non-
functional and therefore the NIC connects to the respective
BMC over the SMBus. When the host recovers to operative
state, the NIC may switch to connect via the PCle, which 1s
typically faster than the SMBus. By using this sideband
channel switching feature, NIC 40 can exchange manage-
ment trathic with the BMCs regardless of the power state of
their corresponding hosts.

The NIC 1n FIG. 2 includes dedicated filters 80 for each
of the BMCs, allowing separate configuration of the man-
agement channel for each BMC. In an embodiment, filters
80 are configurable and implemented in hardware for mini-
mal latency and maximal throughput. Filters 80 deliver
incoming traflic to the relevant host, and additionally sepa-
rate between data and management trathic. NIC 40 delivers
incoming filtered data packets to the relevant host over the
PCle bus and management packets to the relevant BMC over
the PCle bus or over the SMBus.

Filters 80 can identily the host and BMC to which to
direct the incoming tratlic using various addressing configu-
rations, possibly depending on the interfaces and protocols
used. For example, the destination address may include an
Internet Packet (IP) address and/or a Media Access Control
(MAC address).

NIC 40 can identily the destination of a given BMC to
which to send response messages to commands sent earlier
from the given BMC, based on MCTP Endpoint 1D (EID),
BMC MAC address, source address on the bus on which the
command was received and the interface from which the
command was received.

FIG. 3 illustrates a NIC which 1s connected to multiple
host CPUs 52, each using an embedded Management Engine
(ME) 84, i accordance with an embodiment that 1s
described herein. In FIG. 3, each of the multiple CPUs
connects to NIC 40 over a dedicated PCle bus, and each of
the multiple hosts has a dedicated ME controlling 1t. In some
embodiments, when connecting multiple MEs to the same
NIC 40, each of the multiple MEs can connect to NIC 40
over a dedicated SMBus or over a shared SMBus.

In some embodiments, ME 84 comprises a processor or
coprocessor embedded 1n a chipset implementing CPU 52.
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Typically, ME 84 and BMC 48 have similar functionalities.
In some embodiments, ME 84 has respective IP and MAC
addresses associated with the management sideband chan-
nel. Each ME may connect to the NIC over a dedicated
SMBus or over PCle, using a path from the ME to the host
PCle bus existing in the host CPU.

In some embodiments, an additional dedicated common
BMC 56 1s connected to the NIC. NIC 40 may connect to
common BMC 56, for example, via SMBus or RBT. The
additional common BMC may be used for chassis manage-
ment of the server. The common BMC controls the shared
resources which are used by multiple CPUs (or hosts) such
as chassis temperature, power supply and cooling fans. The
separation of the chassis management from the MEs allows
having a symmetric system in which no specific CPU
manages the resources which are shared with the other
CPUs.

The NIC 1n FIG. 3 include a dedicated hardware filter for
cach of the MEs and an additional hardware filter for
common BMC 56, allowing separate configuration of the
management channel for each of the MEs and the common
BMC. Each of the MEs can use either SMBus sideband
interface or the PCle mterface using the CPU PCle connec-
tion. Each of the MEs may change the interface in use
between SMBus and PCle per its own decision.

In some embodiments, mstead of using separate SMBus
connections between NIC 40 and MFEs 84, common BMC 56
handles these separate SMBus connections to the MEs
instead of NIC 40 (not shown). In such embodiments,
common BMC 56 functions as a SMBus distributer. Com-
mon BMC 56 thus serves as a SMBus owner, which sim-
plifies SMBus enumeration, for example, when installing a
new host or removing an existing host.

For minimal system connectivity, 1t may be desirable to
mimmize the number of hardware connections from NIC 40
to the other elements of multi-host server 24. In some
embodiments, multiple BMCs connect to the NIC over the
same shared bus.

FI1G. 4 1s a diagram that schematically 1llustrates multiple
BMC units sharing a common RBT interface using a
Reduced Media Independent Interface (RMII) switch, 1n
accordance with an embodiment that 1s described herein.
The RMII switch functions as a sideband channel distribu-
tion switch. The BMCs connecting via RBT include BMCs
48 and common BMC 356. In this configuration, a common
RBT sideband interface 1s used to connect to all (or some)
of the BMCs, thus mimmizing the number of required
sideband interfaces. Each of the BMCs can use either RBT
sideband interface or the PCle interface using the CPU PCle
connection. Each of the BMCs may change the interface 1n
use between RBT and PCle per 1ts own decision. In some
embodiments, one or more of BMCs 48 may connect to NIC
40 via SMBus 1nstead of RBT.

FIG. 5 1s a diagram that schematically 1illustrates another
example of sharing a common sideband interface bus, 1n
accordance with an embodiment that 1s described herein.
FIG. 5 shows a shared SMBus which 1s used to connect
multiple MEs and common BMC 56 to the NIC. In this
example, each ME connects to a diflerent SMBus address 1n
the NIC. Each ME uses a dedicated management channel,
based on the SMBus address to which the ME connects. In
some embodiments, similar connection scheme applies with
BMCs 48 replacing MEs 84.

To share a common SMBus by multiple MEs or BMCs,
the SMBus interface in the NIC 1s configured as multiple
separate SMBus 1nterfaces, each assigned to a different
SMBus address. The SMBus interfaces share the same
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package signals. Alternatively, the NIC comprises a single
SMBus interface that supports multiple SMBus addresses.

FIG. 6 1s a diagram that schematically 1llustrates a com-
mon BMC 356 that executes multiple BMC instances, in
accordance with an embodiment that 1s described herein.
Common BMC 56 of FIG. 6 can be used in implementing
common BMC 56 of FIG. 1 above.

Common BMC 56 1s configured to execute multiple BMC
instances 90, each associated with a different host 38 and a
different MAC address. The functionality of BMC 1nstance
90 15 typically similar to the functionality of BMC 48 or ME
84. A relay agent 94 1s assigned a MAC address, which 1s
different from the MAC addresses of BMC 1nstances 90.
Relay agent 94 can connect to NIC 40 via any suitable
sideband channel, such as SMBus, RBT or PCle. Addition-
ally, NIC 40 may select the interface used for connecting
with relay agent 94 on the fly. Based on the different MAC
addresses associated with BMC instances 90, relay agent 94
handles separate management traflic channels with BMC
instances 90.

The NIC and system configurations shown in FIGS. 2-6
are depicted purely by way of example. In alternative
embodiments, any other suitable NIC or system configura-
tion can be used. For example, in some embodiments,
various elements described in FIGS. 2-6 can be combined in
any suitable way. For example, in an embodiment, some
CPUs have embedded MEs 84, whereas other CPUs are
controlled using BMCs 48. In a given combination, common
BMC 56 can be included, e.g., as a chassis manager, or
otherwise excluded. When included, common BMC 56 can
additionally execute one or more BMC instances 90 to
manage and control respective one or more hosts 38. In an
example embodiment, common BMC 56 may use multiple
SMBus connections to enable each BMC instance 90 to
connect separately over SMBus to NIC 40.

Although the disclosed embodiments refer mainly to a
network adapter that exchanges simultaneously data and
management packets with multiple hosts and respective
BMCs 1n a multi-host server, this configuration 1s not
mandatory and other suitable configurations can also be
used. For example, a single network adapter 1n a given
server may connect to at least one host and corresponding
BMC that reside 1n another server.

It will be appreciated that the embodiments described
above are cited by way of example, and that the present
invention 1s not limited to what has been particularly shown
and described heremnabove. Rather, the scope of the present
invention includes both combinations and sub-combinations
of the various features described hereinabove, as well as
variations and modifications thereof which would occur to
persons skilled in the art upon reading the foregoing descrip-
tion and which are not disclosed 1n the prior art. Documents
incorporated by reference in the present patent application
are to be considered an integral part of the application except
that to the extent any terms are defined 1n these incorporated
documents 1n a manner that contlicts with the definitions
made explicitly or implicitly 1n the present specification,
only the defimitions 1n the present specification should be
considered.

The mvention claimed 1s:

1. A network adapter, comprising:

one or more ports, which are configured to connect to a

switch 1n a communication network; and

a predefined or configurable traflic filter, which 1s coupled

to a network node 1n which the network adapter resides,
the network node comprises multiple hosts, associated
respectively with multiple Baseboard Management
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Controller (BMC) units, wherein each of the multiple

hosts comprises a respective different CPU, and each of

the multiple hosts 1s associated with a respective dii-

ferent BMC unt,

wherein the traflic filter in the network adapter 1s config-

ured to:

receive packets over the communication network via
the one or more ports;

filter the received packets so as to identily, for each
recerved packet (1) a respective host that the received
packet 1s addressed to, and (11) whether the received
packet 1s a data packet addressed to the CPU of the

identified host, or a management packet addressed to
a BMC unit of the i1dentified host; and

forward the received packets to the addressed hosts and
BMC units based on filtering of the packets.

2. The network adapter according to claim 1, wherein the
traflic filter 1s configured to identily and exchange manage-
ment packets between the BMC units and a control server
external to the network node over the communication net-
work via the one or more ports.

3. The network adapter according to claim 1, wherein a
control server 1s implemented in a first host i the network
node, and wherein the traflic filter 1s configured to identify
and exchange management packets between the control
server and a BMC unit of a second host of the network node
directly, and not over the communication network.

4. The network adapter according to claim 1, wherein the
trafhic filter 1s conﬁgured to 1dentity and exchange manage-
ment packets with a given BMC unit over a dedicated
sideband channel.

5. The network adapter according to claim 4, wherein the
sideband channel comprises two or more channel types, and
wherein the traflic filter 1s configured to select the sideband
channel corresponding to one of the channel types during
exchanging of the management packets.

6. The network adapter according to claim 1, wherein a
given BMC unit, which 1s associated with a respective host,
1s embedded i a processor of the respective host, and
wherein the ftraflic filter 1s configured to identify and
exchange management packets both with the given BMC
unit and with one or more BMC units other than the given
BMC unit.

7. The network adapter according to claim 1, wherein the
traflic filter 1s configured to identify and exchange over a
dedicated sideband channel, at least part of management
packets that the traflic filter identifies with a common BMC
unit that handles common resources of the network node.

8. The network adapter according to claim 1, wherein the
traflic filter 1s configured to identily and exchange manage-
ment packets with the BMC units by configuring a distri-
bution switch to handle dedicated sideband channels for the
respective BMC units, and exchanging the management
packets indirectly via the distribution switch.

9. The network adapter according to claim 1, wherein the
trailic filter 1s configured to 1dentity and exchange manage-
ment packets with multiple BMC units over a shared side-
band channel.

10. The network adapter according to claim 9, wherein the
shared sideband channel comprises multiple sideband con-
nections, each comprising a respective different connection
address to which the respective BMC unit connects.

11. The network adapter according to claim 9, wherein the
shared sideband channel comprises a single sideband con-
nection supporting multiple connection addresses for con-
necting to the respective BMC unaits.
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12. The network adapter according to claim 1, wherein
one or more of the multiple BMC units comprise respective
BMC 1instances that are executed by a common BMC unit,
and wherein the traflic filter 1s configured to identity and
exchange management packets with the BMC 1instances of
the common BMC unit.

13. A method for remote management, comprising:

in a network node that comprises a Network Interface

Controller (NIC) that comprises one or more ports for
connecting to a communication network, and multiple
hosts, associated respectively with multiple Baseboard
Management Controller (BMC) units, wherein each of
the multiple hosts comprises a CPU, and each of the
multiple hosts 1s associated with a respective diflerent
BMC unit,

recerving by the NIC packets over the communication

network via the one or more ports;
filtering the received packets, using a predefined or con-
figurable trathic filter of the NIC, so as to identify, for
cach received packet (1) a respective host that the
received packet 1s addressed to, and (11) whether the
received packet 1s a data packet addressed to the CPU
of the identified host, or a management packet
addressed to a BMC unit of the identified host; and

tforwarding the received packets to the addressed hosts
and BMC units based on filtering of the packets.

14. The method according to claim 13, and comprising
identifying and exchanging by the traflic filter of the NIC
management packets between the BMC units and a control
server external to the network node over the communication
network via the one or more ports.

15. The network adapter according to claim 13, wherein
a control server 1s implemented 1n a first host 1n the network
node, and comprising i1dentifying and exchanging by the
tratlic filter of the NIC management packets between the
control server and a BMC unit of a second host of the
network node directly, and not over the communication
network.

16. The method according to claim 13, and comprising
identifying and exchanging by the trailic filter management
packets with a given BMC unit over a dedicated sideband
channel.

17. The method according to claim 16, wherein the
sideband channel comprises two or more channel types, and
wherein 1dentifying and exchanging the management pack-
ets comprises selecting the sideband channel corresponding
to one of the channel types during exchanging of the
management packets.

18. The method according to claim 13, wherein a given
BMC unit, which is associated with a respective host, 1s
embedded 1n a processor of the respective host, and com-
prising 1dentifying and exchanging by the trailic filter man-
agement packets both with the given BMC unit and with one
or more BMC units other than the given BMC unit.

19. The method according to claim 13, and comprising
identifving and exchanging by the traffic filter, over a
dedicated sideband channel, at least part of management
packets that the trathic filter exchanges with a common BMC
unit that handles common resources of the network node.

20. The method according to claim 13, and comprising

configuring a distribution switch to handle dedicated side-
band channels for the respective BMC units, and identifying
and exchanging by the traflic filter management packets
indirectly via the distribution switch.
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21. The method according to claim 13, and comprising
identifyving and exchanging by the traflic filter management
packets with multiple BMC units over a shared sideband
channel.

22. The method according to claim 21, wherein the shared
sideband channel comprises multiple sideband connections,
cach comprising a respective diflerent connection address to
which the respective BMC unit connects.

23. The method according to claim 21, wherein the shared
sideband channel comprises a single sideband connection

supporting multiple connection addresses for connecting to
the respective BMC units.

24. The method according to claim 13, wherein one or
more of the multiple BMC units comprise respective BMC
instances that are executed by a common BMC unit, and
comprising identifying and exchanging by the traflic filter
management packets with the BMC 1nstances of the com-
mon BMC unit.

25. A network node, comprising:

multiple hosts, associated respectively with multiple

Baseboard Management Controller (BMC) unaits,
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wherein each of the multiple hosts comprises a CPU,
and each of the multiple hosts 1s associated with a
respective different BMC unit; and

a network adapter comprising one or more ports for
connecting to a communication network and a pre-
defined or configurable traflic filter, wherein the net-
work adapter 1s configured to:

receive packets over the communication network via
the one or more ports;

filter the received packets using the trathic filter so as to
1dentily, for each received packet (1) a respective host
that the received packet i1s addressed to, and (11)
whether the received packet 1s a data packet
addressed to the CPU of the identified host, or a
management packet addressed to a BMC unit of the
1dentified host; and

forward the received packets to the addressed hosts and
BMC units based on filtering of the packets.
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