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(57) ABSTRACT

In one embodiment, a computing device includes: a power
receiving unit to receive energy wirelessly from a power
transmitting unit via a receive coil; a load modulation logic
to modulate a load coupled to the receive coil to cause a
message to be transmitted to the power transmitting unit via
a first channel coupled to the receive coil; and a wireless
communication circuit to communicate with the power
transmitting unit via a second channel. Other embodiments
are described and claimed.
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SYSTEM, APPARATUS AND METHOD FOR
AUTHENTICATING A DEVICE USING A

WIRELESS CHARGER

BACKGROUND D

Bluetooth technology (BT) and its low power derivative
Bluetooth Low Energy (BLE) are being used for the secure
detection of the proximity of portable devices as part of user
authentication and presence detection schemes, including 1©
multi-factor authentication schemes. Such BT/BLE solu-
tions are performed using received signal strength indication
(RSSI) measurements for device discovery and for atlirming
the location of the devices. This method 1s 1naccurate and
may have error margins on the order of a few meters. In 1°
addition, such schemes are susceptible to various remote
spoofing attacks and may not be suitable for high security
use cases.

BRIEF DESCRIPTION OF THE DRAWINGS 20

FIG. 1 1s a block diagram of a system 1n accordance with
an embodiment of the present invention.

FIG. 2 1s a block diagram 1illustrating further details of a
system 1n accordance with an embodiment. 25
FIG. 3 1s a lugh level view of an authentication protocol
method 1n accordance with an embodiment of the present

invention.

FIG. 4 1s a lugh level view of an authentication protocol
method 1n accordance with an embodiment of the present 30
invention.

FIG. 5 1s a block diagram of an example system with
which embodiments can be used.

FIG. 6 1s a block diagram of a system 1n accordance with
another embodiment of the present mnvention. 35
FIG. 7 1s a block diagram of a system 1n accordance with

another embodiment of the present invention.

DETAILED DESCRIPTION

40
In various embodiments, wireless charging technology
may be leveraged to increase security and accuracy of
device discovery and location aflirming. Such wireless
charging technology may be compatible with an industry
specification such as the Alliance For Wireless Power 45
(A4WP) Interoperability Specification version 1.0 (pub-
lished October 2012), available from the newly designated
AirFuel Alliance, www.airfuel.org. Information provided
using embodiments as described herein can be used by a
wide variety of authenticating computing devices and ser- 50
vices (generically “service provider” herein) as at least one
acceptance criteria for establishing a secure connection
between computing devices and/or for performing an opera-
tion/action on behalf of a user of an authenticated computing,
device. 55
In addition, embodiments can operate without certain
power-related concerns present 1n available discoverability
mechanisms. For example, native BT/BLE discoverability
techniques implement periodic transmission and scanning of
beacon signals, which may have sigmficant power impact 60
both on the imtiator and the responder, particularly for
battery-operated devices. In addition, for these legacy tech-
niques devices must be turned on for the authentication
method to succeed. If the device 1s turned off, or more
severely 11 1ts battery 1s depleted, the authentication mecha- 65
nism 1s essentially non-functional, which can lead to denial
of certain services.

2

Thus 1 various embodiments, a given wireless charging
hardware infrastructure such as an A4WP-based arrange-
ment as may be present 1n a portable device, may be used to
implement a secure low power authentication protocol over
multiple channels. In embodiments described herein, these
multiple channels may be implemented as multiple wireless
communication channels, mcluding a BT or BLE-based
wireless channel. For purposes of the authentication tech-
niques described herein, this BT/BLE channel may operate
as a wireless communication channel bundled with another
in-band communication channel. Specifically, 1n an embodi-
ment this 1n-band channel may be a wireless charging
channel to communicate over the wireless charging power
field. Understand while described with this arrangement
having a wireless charging-based communication channel as
an 1n-band channel and BT/BLE as a wireless channel, the
scope of the present mnvention 1s not limited 1n this regard.
In other examples, the wireless communication channel can
be implemented using a different wireless technology such
as an Institute of Electrical and Electronics Engineers
(IEEE) 802.15.4 or a wireless local area network (WLAN)
and the 1n-band channel could be implemented over different
energy field technologies such as near field communication
(NFC) or Qi.

At a high level, embodiments may leverage use of the
following components of an A4WP hardware arrangement:
B'T/BLE hardware and software stack; an impedance detec-
tion mechanism for athrming physical presence of a device;
in-band signaling over a wireless charging link (e.g., per-
formed using load modulation) that can be detected by a
charger unit; and power provided by the wireless charging
power field, which may be used to establish a secure
connection even when the device battery 1s completely dead.

To eflect secure authentication of a mobile platform (also
referred to heremn as a “device™), a secure communication
link between a charger and device may be established only
aiter the charger has confirmed that the requesting device 1s
in fact located in proximal presence to the charger itself
(e.g., 1n contact with, or within a few inches of the charger).

Retferring now to FIG. 1, shown 1s a block diagram of a
system 1n accordance with an embodiment of the present
invention. FIG. 1 1s shown at a high level, illustrating the
interaction between a power transmitting unit 110, which
may act as an authenticator, and a power receiving umt 130,
which 1 turn may act as an authenticated device (upon
successiul authentication by power transmitting unit 110). In
addition, 1teraction 1s further shown between power trans-
mitting unit 110 and a service provider 120. In some
embodiments, connection between these two devices may be
via a secure link. As such, upon successiul authentication of
power receiving unit 130, service provider 120 may com-
municate with power receiving unit 130 and/or perform
some action on behalf of a user of power receiving unit 130.
In some embodiments, power transmitting unit 110 may act
as a bridge between power receiving unit 130 and service
provider 120 to form a direct secure link between them (PTU
120 assists by sending credentials and keying material to the
two entfities, which allow them to securely form the new
direct link between both of them).

Note that while high-level units 110, 120 and 130 are
shown, understand that power transmitting unit 110 and
power receiving unit 130 may be implemented, in some
embodiments as a subsystem of another computing device.
For example, power transmitting unit 110 may be imple-
mented as part of a charging device or other computing
device. In turn, power receiving unit 130 may be imple-
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mented as part of a computing device, such as a portable
device, e.g., laptop computer, tablet computer, smartphone
or so forth.

During establishment of a secure link, e.g., when the
device 1s brought into proximal presence of the charger, the
charger verifies the presence of the device by scanming for
an 1mpedance change caused by the device (e.g., using
A4WP beacons) and also using BLE scans. In some embodi-
ments, to reduce power consumption, the BLE scan 1s
enabled only after an impedance change has been success-
tully detected. In order to further increase security of the
detection tlow, the charger and device may exchange infor-
mation using a load modulation circuit, which may be
implemented as part of the wireless charging hardware. This
in-band signaling method can be used for transmitting
device identifiers and for implementing a challenge-re-
sponse protocol to significantly enhance the security of the
protocol.

While various use cases are anticipated, described are
several particular use cases which may be used to enable a
vehicle to be unlocked, and/or powered on responsive to
secure authentication of a mobile device. Other cases relate
to use 1n connection with a wireless charging mat, e.g., for
a laptop or other portable device, to provide a more secure
authentication factor of a multi-factor authentication proto-
col.

In a first example, assume a user enters into his car and
places a smartphone 1n or in proximity to a wireless charging
boll of the car. The charging boll detects the physical
presence of this specific device, and an authentication pro-
tocol 1s mmitiated. According to embodiments described
herein, this protocol will succeed even 11 the phone’s battery
1s dead or the phone 1s turned ofl. The protocol may leverage
in-band signaling in order to further enhance the secure
connection. Once a negotiation 1s completed successiully,
the charging boll reports to a service provider (e.g., the car’s
main computer) that the device has been successtully
detected. In turn, this service provider may allow the com-
puter to unlock secure capabilities (e.g., allow car engine to
be turned on or enable multimedia services).

As another example use case, assume a user has a laptop
with wireless charger capabilities and a smartphone. The
user can use the phone as part of a multi-factor authentica-
tion scheme for augmenting the security of an existing
password infrastructure when performing login to a secure
service, such as according to a Fast Identity Online (FIDO)
Alliance protocol. In this example, similar negotiation and
dual-channel authentication may proceed between the wire-
less charger associated with the laptop and the smartphone
to provide a more secure technique for providing this given
factor ol a multi-factor authentication.

More specifically, in a FIDO or other next generation
authentication technology, assume that a smartphone, fob or
wearable device that 1s used to authenticate presence of a
user i close relation to, e.g., a personal computer (PC)
(which may include wireless charging technology such as a
PTU as described herein). In such cases, the authentication
protocols described herein may be used to authenticate this
user device with the PC to enable unlocking of the PC and
to perform various additional operations, such as authenti-
cation for websites, online financial transactions and so
torth.

Referring now to FIG. 2, shown 1s a block diagram
illustrating further details of a system 200 in accordance
with an embodiment. As illustrated, a power transmitting,
unit (PTU) 210 may be mmplemented within a servicing
platform 225, which may be one or more of a wide variety
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4

of devices, including a vehicle, home entertainment system
or so forth. In embodiments, PTU 210 may be 1n accordance
with an A4WP specification, and which may be used to
wirelessly charge a mobile platform 230. In different
embodiments, PTU 210 can be implemented either as a
stand-alone charging pad/boll or may be embedded into a
different mobile platform (such as a laptop with wireless
charging capabilities). Servicing platform 225 may further
include a service provider 220, which may be given a
computing device and/or service to provide functionality
and/or perform an operation in connection with mobile
platform 230 and/or a user of such mobile platform.

In the illustration shown, PTU 210 includes a secure
detection server logic 214, which may include hardware
circuitry, including hardware logic, software and/or firm-
ware or combinations thereof, to manage and authenticate
identification requests from multiple mobile platforms. As
shown, a wireless charging profile 216, which 1n an embodi-
ment may be implemented as an A4WP profile, and a BLE
stack 218, which may be a hardware circuit and related
soltware/firmware to 1implement BLE-based functionality,

also are present. To enable wireless charging and commu-
nication via an in-band channel 215, PTU 210 couples to a
transmit coil 213. PTU 210 further includes a load modu-
lation detector 212, which may be used to detect load
modulation signaling.

In an embodiment, service provider 220 may be any
computing system from which the owner of mobile platiorm
230 desires one or more services. In embodiments, PTU 210
has a secure link (which may be either wireless or wired) to
service provider 220, and acts as an authenticator on behalf
of service provider 220. In embodiments herein, PTU 210
may securely detect the physical presence of mobile plat-
form 230 using load impedance detection. Responsive to
this detection, the devices may use a load modulation
technique to create an in-band channel 2135 between mobile
plattorm 230 and PTU 210 along with a BLE link 260 for
implementing a dual-channel authentication protocol
between the two enfities. The physical attributes of the
in-band channel make 1t highly immune to eavesdropping
and man-in-the-middle attacks, which strengthen the overall
security of the protocol. Understand while shown with these
particular components within PTU 210, 1n other cases com-
ponents that form PTU 210 may be implemented as diflerent
components, or a single component to perform wireless
charging and communication functionalities as described
herein.

In turn, mobile platform 230 includes, 1n relevant part, a
wireless power receiver (WPR) 235 which may be config-
ured to receive wireless energy received via in-band channel
215, by way of a receive coil 233. As will be described
herein, wireless power receiver 235 includes a load modu-
lation logic 236, allowing it to send messages over the
in-band channel. Wireless power recetver 235 may couple to
a multiband communication circuit, referred to herein as a
multicom device 240. As further 1illustrated, multicom
device 240 may couple to a security engine 255 and a secure
storage 250. In turn, wireless communication, €.g., via a
wireless communication channel 260 may occur between
multicom device 240 and BLE stack 218. While shown with
this high level in the embodiment of FIG. 2, understand that
various other components may be present within the differ-
ent devices. For example, mobile platform 230 may further
include one or more processors, system on chip (SoC),
memory, storage, other communication devices, camera,
display and so forth.
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WPR 235 may be configured to harvest wireless energy
from a wireless charging power field and convert 1t to a DC
power source that 1s driven 1nto a charging subsystem (not
show for ease of illustration). In addition, as shown 1n FIG.
2, wireless power receiver 235 may couple via a power rail
to directly provide power to power up multicom device 240.
Note that 1n some cases, when mobile platform 230 1s
proximately located with PTU 210, it may be 1n a battery-
depleted state. In such situations, the charging subsystem’s
output rail can both charge a battery of mobile platform 230
and directly power up at least certain platform components,
particularly including multicom device 240. In an embodi-
ment, mobile platform 230 may include a sequence manager
to control the timing in which various platform components
are taken out of reset 1n this state. This sequence manager
may ensure that suflicient power 1s present to directly power
multicom device 240 and related components. IT 1t 1s deter-
mined that additional power consumption 1s available within
a power budget, other components of mobile platform 230
may be powered on. If there 1s not suflicient power budget
for other components, only those components directly
involved 1n the authentication protocol may be powered on
by the provision of wireless energy received from PTU 210.

In various embodiments, load modulation logic 236 may
be used as a signaling mechanism for transmitting messages,
including authentication messages as described herein using
load modulation over wireless charging in-band channel
215. In an embodiment, load modulation logic 236 may
include a hardware controller to control a level of impedance
implemented by a load circuit. In an example, this load
circuit can be implemented by a parallel-connected set of
resistances (which may be included within logic 236, or may
be a separate component). As such, message information
may be generated by modulation of this impedance (e.g., by
controlling a control gate of semiconductor switches (e.g.,
metal oxide semiconductor field effect transistors (MOS-
FETs)), either coupled to resistors or that themselves may
form the resistances), appropriate signaling may occur. An
example of data transier over load modulation can be as
tollows: assume a transfer of an 8-bit sequence, the protocol
may be defined such that when a logic ‘17 1s to be commu-
nicated, load modulation circuit 236 conducts more than a
first predetermined power level (e.g., 0.5 Watt (W) and not
more than 1.5 W), and when a logic ‘0’ 1s to be communi-
cated, load modulation circuit 236 conducts less than a
second predetermined power level (e.g., 0.1 Watt). Changes
in load can be easily detected by load modulation detector
212. In an example for data rate of 200 bits per second,
transmitting 8 bits ol data will take 40 milliseconds.

In various embodiments, multicom device (MCD) 240
may provide hardware to support one or more local area
wireless techniques, including BLE. MCD 240 can be
directly powered either from a system rail (not shown) or
from a voltage rail of WPR 235. In embodiments herein, the
BLE and WPR form together a power receiving unit (PRU)
functionality as defined in the A4WP specification.

As further illustrated, multicom device 240 includes a
BT/BLE core 242, which may be implemented as combi-
nations of hardware, software and/or firmware to perform
BT/BLE communication. As seen, core 242 includes a
secure detection client logic 244 (which 1n one embodiment
may be implemented as an application to execute on a
microcontroller or other general-purpose processor of mul-
ticom device 240). In other cases secure detection client
logic 244 may include hardware circuitry, including hard-
ware logic, software and/or firmware or combinations

thereol. Core 242 further includes a BLE profile 246, which

10

15

20

25

30

35

40

45

50

55

60

65

6

may be a BLE proximity profile or a vendor specific BLE
security profile that defines the communication semantics
between the two sides of the channel. Profile 246 may
execute on core 242 and manage the authentication process.
Core 242 may further include a BLE stack 248 to commu-
nicate via BLE link 260 with BLE stack 218.

Note that there may be a number of different techniques
to implement the authentication protocol. One technique 1s
to have the PTU transmit a randomly generated challenge
over the wireless channel and for the PRU to echo it back
over the i-band channel. An enhancement to this technique
1s to have the PRU encrypt the challenge using a pre-shared
key and transmit the result over the in-band channel.
Another possibility 1s for the PRU to transmit a unique
identifier over the in-band channel that has been communi-
cated to the PIU during the registration phase. This 1identi-
fier can also be sent 1n parallel over the 1mn-band channel and
BLE channel. Still further, the PTU may implement a
time-based control mechanism for restricting the allowed
delay between the two transmissions, to securely perform
identifier matching.

Thus embodiments provide a number of different tech-
niques to augment a BLE-based authentication mechanism,
creating an enhanced secure authentication flow. After the
successiul authentication, the servicing platform may enable
secure services and functionality that are requested by the
owner of the mobile platform.

In some embodiments, secure detection server logic 214
and secure detection client logic 244 can be pre-binded
using either BLE standard pairing methods (using one of
BT/BLE’s defined association methods: numeric compari-
son, passkey entry or out-of-band) or by an external provi-
sioning method for creating a shared key 1n both entities.

The pairing phase allows these components to negotiate a
shared secret key that will be used during the secure 1den-
tification phase for encrypting traflic and for transmitting
signatures that attest to the identity of the sender. In an
embodiment, this shared key may be stored 1n secure storage
250 directly coupled to MCD 240. Note that MCD 240 may
have in some cases a direct and safe link to the platform’s
security engine 2535 that can be used for securely program-
ming secure storage 2350 with the shared key.

In one embodiment, a real-time authentication process
starts by placing the mobile platform within the wireless
charger area. The wireless charger (also referred to as PTU
in A4WP) can be implemented 1n various methods including
a charging pad/mat that 1s embedded into a table or a
charging boll within a car or as charging platform embedded
into a personal computer.

Until this event occurs, the radios of both the mobile
platform and the PTU may be turned off, thus saving power.
The PTU can detect the presence of the mobile device using
impedance sensing. Once an impedance change 1s detected,
the PTU sends an energy pulse to the PRU and in parallel
open 1ts radio and listens to BLE Secure Detection adver-
tisements. This condition provides a true proximity indica-
tion that enhances security. In an embodiment, the Secure
Detection advertisements may include details regarding a
service type published by the PRU (referred to as a service
umversally unique identifier (UUID)) as part of the adver-
tisement data payload, which can be used by the PTU to
make a connection decision. Note that services of BT/BLE
protocols are managed as part of a generic attribute profile
(GATT) framework that defines semantics for sending mes-
sages between a client and a server. As such, a Secure
Detection handshaking protocol as described herein can be
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implemented over a GATT service (namely a Secure Detec-
tion service) that 1s published by the advertisement sent by
the PRU.

The power pulse provided by the PTU may be used by the
wireless power receiver, which converts i1t to a DC power

[ 1

supply to directly power the MCD device and the BLE
within it. The WPR may also enable at this time the load
modulation circuit for transmission of messages to the PTU
over the m-band channel.

When the BLE device on the PRU is powered on, 1t
detects the presence of wireless energy (until that event

occurred the entire system including 1ts radio can be pow-
ered off). The BLE will then start with, e.g., an A4WP
registration protocol to allow the mobile platform to receive
operational charging power from the PTU for charging the
battery and 1n parallel start running the Secure Detection
client.

The secure detection client can establish a secure con-
nection with the BLE in the PTU optionally with the help of
the security manager in the BLE stack. In an embodiment,
the establishment of the secure connection may be effected
by execution of a number of operations between the devices.
In one representative example, the following operations may
OCCULr:

1. The PRU sends a Secure Detection advertisement
packet serving as an identification beacon that will
trigger the connection establishment handshaking
between the two parties. This packet may include a
umque 1dentifier that will later be sent over the in-band
channel.

2. The PTU accepts the Secure Detection advertisement
only 11 i1t detected the physical presence of the device
using 1mpedance sensing.

3. The PTU and PRU execute a dual-channel authentica-
tion protocol that leverages the in-band A4WP channel
as well as the BLE link. This protocol 1s composed of
the following steps. Initially a random challenge 1s sent
from the PTU over the BLE channel. The PRU then
echoes the challenge back over the in-band channel.
The PRU may optionally also encrypt the challenge
using a pre-shared key to further enhance the security
of the protocol. The PRU may also attach its unique
identifier to the challenge-response message so that the
PTU can compare it to the identifier transmitted over
the BLE channel. The PTU may implement a time-
based protocol for enforcing the receipt of the 1dentifier
over the m-band channel within a maximal delay from
the receipt of the Secure Detection advertisement
packet.

4.'The PTU and PRU then start a BLE connection process,
during which an authenticated communication channel
1s set up.

5. AT

ter the Secure Detection server i the PTU has
successiully authenticated the mobile platform, 1t com-
municates the authentication results and their associ-
ated authorization level to the service provider over the
private secure link between them.

6. The service provider can then unlock access or capa-
bilities such as car engine start, home security unlock-
ing, administrator privileges, efc.

7. The Secure Detection server may also enable the
mobile platform at this time to establish a direct link
with the service provider, e.g., by supplying 1t with the
credentials over the established BLE channel. Such a
link may be implemented over one or more wireless

technologies including BLE, BT or WIFI.
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8. The Secure Detection server and Secure Detection
client may continue to exchange information over the
secure BLE link and may set up BLE profiles such as
a proximity profile for managing the session’s state.

Referring now to FIG. 3, shown 1s a high level view of an
authentication protocol method 1n accordance with an
embodiment of the present invention, from the view of an
authenticated device, e.g., a mobile platform as described
herein. As illustrated, method 300 begins by proximally
coupling a mobile device with a charging source (block
310). For example, the mobile device can be placed on a
charging pad, within a charging boll, or otherwise proxi-
mally located 1n connection with a charging source. Next at
block 320, a power beacon 1s detected 1n the mobile device,
and a given (second) wireless channel circuit of the mobile
device (e.g., a multicom device) may be powered by the
wireless field. Thereafter via this second channel, an adver-
tisement packet can be sent (block 330). In one embodiment,
this advertisement packet may be a secure detection adver-
tisement packet. Next at block 340, a challenge 1s received
from the PTU. In an embodiment, this challenge may be
received via the wireless channel. Next at block 350 a
response may be generated and communicated to the PTU
over an in-band channel. In one embodiment, this response
may be a communication back to the PTU of the challenge.
As described herein, 1n different vanations this packet may
be encrypted prior to communication. In addition, an 1den-
tifier, e.g., of the mobile platform, may be included 1n the
communication with this response.

Still referring to FIG. 3, next at block 360, a registration
process may be mitiated. More specifically, a secure regis-
tration process may be performed between secure detection
components of the two devices, via the wireless channel. As
an example, a standard BLE secure pairing protocol can be
executed through which session keys (such as a short term
key) are negotiated as well as the security attributes of the
session such as encryption mode. After this registration
process 1s completed, control passes to block 370 where an
authenticated wireless session can be established with the
secure detection components. Understand while shown at
this high level 1n the embodiment of FIG. 3, many variations
and alternatives are possible.

Referring now to FIG. 4, shown 15 a high level view of an
authentication protocol method in accordance with an
embodiment of the present invention, from the view of an

authenticator. As seen, method 400 begins by placing the
PTU into a power save state (block 410). Note that this
power saving state may occur when no proximal device 1s
detected. Control passes to block 420 where an impedance
change 1s detected. This impedance change thus indicates
the proximal presence of a PRU, e.g., of the device to be
authenticated. As such further at block 420 a power beacon
may be sent from the PTU responsive to this detected
impedance change.

Still with reference to FIG. 4 next at block 430, a second
communication wireless channel circuit 1s enabled, and the
PTU may wait for receipt of an advertisement packet. Next
at block 440, this advertisement packet may be detected.
Responsive to detection of the advertisement packet, control
passes to block 450 where an authentication protocol may be
initiated over both channels. Thereafter, at block 460, a
registration process may be initiated. More specifically, a
secure registration process may be performed between
secure detection components of the two devices as discussed
above, via the wireless channel. After this registration pro-
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cess 1s completed, control passes to block 470 where the
authenticated wireless session 1s established between the
secure detection components.

Finally, at block 480, after successiul authentication of the
authenticated device, the service provider may be notified
regarding the successiul authentication. As such, a desired
event on behall of a user may be performed by the service
provider. Still further, understand that upon successiul
authentication, one or more credentials may be provided
from the authenticator to the authenticated device, to enable
secure and direct interaction between the authenticated
device and the service provider. Understand while shown at
this high level 1n the embodiment of FIG. 4, many variations
and alternatives are possible.

Referring now to FIG. 5, shown 1s a block diagram of an
example system with which embodiments can be used. As
seen, system 900 may be a smartphone or other wireless
communicator or any other IoT device. A baseband proces-
sor 905 1s configured to perform various signal processing
with regard to communication signals to be transmitted from
or received by the system. In turn, baseband processor 903
1s coupled to an application processor 910, which may be a
main CPU of the system to execute an OS and other system
software, 1n addition to user applications such as many
well-known social media and multimedia apps. Application
processor 910 may further be configured to perform a
variety ol other computing operations for the device.

In turn, application processor 910 can couple to a user
interface/display 920, e.g., a touch screen display. In addi-
tion, application processor 910 may couple to a memory
system including a non-volatile memory, namely a flash
memory 930 and a system memory, namely a DRAM 935,
In some embodiments, flash memory 930 may include a
secure portion 932 in which secrets and other sensitive
information may be stored. As further seen, application
processor 910 also couples to a capture device 945 such as
one or more 1mage capture devices that can record video
and/or still 1mages.

Still referring to FIG. 5, a universal integrated circuit card
(UICC) 940 comprises a subscriber identity module, which
in some embodiments 1includes a secure storage 942 to store
secure user information. System 900 may further include a
security processor 950 that may that may implement a
trusted execution environment (TEE), and which may
couple to application processor 910. Furthermore, applica-
tion processor 910 may implement a secure mode of opera-
tion, such as Intel® SGX to a given instruction set archi-
tecture, and circuitry for hosting of a TEE. Security
processor 950 and/or application processor 910 may be
configured to assist 1n performing wireless charging-based
authentication protocols, as described herein. A plurality of
sensors 925, including one or more multi-axis accelerom-
eters may couple to application processor 910 to enable
input of a variety of sensed imnformation such as motion and
other environmental information. In addition, one or more
authentication devices 995 may be used to receive, e.g., user
biometric mput for use 1n authentication operations.

As further illustrated, a wireless power receiver 960 1s
provided to receive charging power wirelessly via a receive
coil 965. As described herein, wireless power recerver 960
may perform at least portions of a multi-channel authenti-

cation protocol with a power transmitting unit, €.g., 1n
connection with communications via one or more of RF
transceiver 970 and WLAN/B'T/BLE transceiver 975.

A power management integrated circuit (PMIC) 915
couples to application processor 910 to perform platform
level power management. To this end, PMIC 9135 may 1ssue
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power management requests to application processor 910 to
enter certamn low power states as desired. Furthermore,
based on platform constraints, PMIC 915 may also control
the power level of other components of system 900.

To enable communications to be transmitted and received,
various circuitry may be coupled between baseband proces-
sor 905 and an antenna 990. Specifically, a radio frequency
(RF) transceiver 970 and a wireless local area network
(WLAN/BT/BLE) transceiver 975 may be present. In gen-
eral, RF transceiver 970 may be used to receive and transmit
wireless data and calls according to a given wireless com-
munication protocol such as 3G or 4G wireless communi-
cation protocol such as 1n accordance with a code division
multiple access (CDMA), global system for mobile com-
munication (GSM), long term evolution (LTE) or other
protocol. In addition a GPS sensor 980 may be present, with
location information being provided to security processor
950 for use as described herein when context information 1s
to be used 1n a pairing process. Other wireless communica-
tions such as receipt or transmission of radio signals, e.g.,
AM/FM and other signals may also be provided. In addition,
via WLAN transceiver 975, local wireless communications,
such as according to a BT, BLE or IEEE 802.11 standard can
also be realized.

Referring now to FIG. 6, shown 1s a block diagram of a
system 1n accordance with another embodiment of the
present invention that may be used to perform wireless
charging. As shown 1n FIG. 6, multiprocessor system 1000
1s a point-to-point interconnect system such as a personal
computer system, and includes a first processor 1070 and a
second processor 1080 coupled via a point-to-point inter-
connect 1050. As shown in FIG. 6, each of processors 1070
and 1080 may be multicore processors such as SoCs, includ-
ing first and second processor cores (1.€., Processor cores
1074a and 10745 and processor cores 1084a and 10845b),
although potentially many more cores may be present in the
processors. In addition, processors 1070 and 1080 each may
include a secure engine 1075 and 1083 to perform security
operations, including a wireless charging-based multi-chan-
nel authentication protocol as described herein.

Still referring to FIG. 6, first processor 1070 further
includes a memory controller hub (MCH) 1072 and point-
to-point (P-P) interfaces 1076 and 1078. Similarly, second
processor 1080 includes a MCH 1082 and P-P interfaces
1086 and 1088. As shown 1n FIG. 6, MCH’s 1072 and 1082
couple the processors to respective memories, namely a
memory 1032 and a memory 1034, which may be portions
of main memory (e.g., a DRAM) locally attached to the
respective processors. First processor 1070 and second pro-
cessor 1080 may be coupled to a chipset 1090 via P-P
interconnects 1052 and 1054, respectively. As shown in FIG.
6, chipset 1090 includes P-P intertaces 1094 and 1098.

Furthermore, chipset 1090 includes an interface 1092 to
couple chipset 1090 with a high performance graphics
engine 1038, by a P-P mterconnect 1039. In turn, chipset
1090 may be coupled to a first bus 1016 via an interface
1096. As shown 1n FIG. 6, various input/output (I/0O) devices
1014 may be coupled to first bus 1016, along with a bus
bridge 1018 which couples first bus 1016 to a second bus
1020. Various devices may be coupled to second bus 1020
including, for example, a keyboard/mouse 1022, communi-
cation devices 1026 (which may include a WLAN/BT
controller to perform 1n the wireless charging-based authen-
tication described herein) and a data storage unit 1028 such
as a non-volatile storage or other mass storage device. As
seen, data storage umit 1028 may include code 1030, 1n one
embodiment. As further seen, data storage unit 1028 also
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includes a trusted storage 1029 to store sensitive information
to be protected. Further, an audio I/O 1024 may be coupled

to second bus 1020,

Referring now to FIG. 7, shown 1s a block diagram of a
wearable module 1300 1n accordance with another embodi-
ment. In one particular implementation, module 1300 may
be an Intel® Curie™ module that includes multiple com-
ponents adapted within a single small module that can be
implemented as all or part of a wearable device. As seen,
module 1300 includes a core 1310 (of course 1 other
embodiments more than one core may be present). Such core
may be a relatively low complexity in-order core, such as
based on an Intel Architecture® Quark™ design. Core 1310
couples to various components including a sensor hub 1320,
which may be configured to interact with a plurality of
sensors 1380, such as one or more biometric, motion envi-
ronmental or other sensors. A power delivery circuit 1330 1s
present, along with a non-volatile storage 1340. In an
embodiment, this circuit may include a rechargeable battery
and a recharging circuit, which may in one embodiment
receive charging power wirelessly and be used to perform a
wireless charging-based authentication protocol as
described herein. One or more input/output (I0) interfaces
1350, such as one or more 1interfaces compatible with one or
more of USB/SPI/I2C/GPIO protocols, may be present. In
addition, a wireless transceiver 1390, which may be a
Bluetooth™ low energy or other short-range wireless trans-
ceiver 1s present to enable wireless charging and authent-
cation protocols as described herein. As one example, wear-
able module 1300 may be used 1n a FIDO authentication
performed using a wireless charging-based authentication
protocol, as described herein. Understand that in different
implementations a wearable module can take many other
forms.

The following Examples pertain to further embodiments.

In Example 1, a computing device comprises: a power
receiving unit to receive energy wirelessly from a power
transmitting unit via a receive coil; a load modulation logic
to modulate a load coupled to the receive coil to cause a
message to be transmitted to the power transmitting unit via
a first channel coupled to the receive coil; and a wireless
communication circuit to communicate with the power
transmitting unit via a second channel.

In Example 2, the computing device 1s to perform an
authentication protocol with the power transmitting unit via
the first channel and the second channel.

In Example 3, the computing device of Example 2 further
comprises a secure detection client logic to: 1ssue an adver-
tisement packet to the power transmitting unit via the second
channel; recerve a challenge from the power transmitting
unit; and generate a response to the challenge and cause the
response to be sent to the power transmitting unit via the first
channel.

In Example 4, responsive to authentication of the com-
puting device by the power transmitting unit, the computing
device 1s to establish a secure session with a service pro-
vider, using one or more credentials provided from the
power transmitting unit.

In Example 5, the power receiving unit 1s to receive the
energy wirelessly and power the wireless communication
circuit from an ofl state to an on state using the energy when
the computing device 1s 1n an unpowered state, and respon-
sive to authentication of the computing device, the service
provider 1s to perform an action on behalf of a user of the
computing device.
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In Example 6, in the computing device of one or more of
the above Examples the load modulation logic 1s to control
an 1impedance of the load to generate the message.

In Example 7, the message comprises a response to a
challenge message sent from the power transmitting unit to
the wireless communication circuit via the second channel.

In Example 8, the power receiving unit of one or more of
the above Examples 1s to receive the energy wirelessly and
power the wireless communication circuit from an off state
to an on state using the energy.

In Example 9, the computing device of one or more of the
above Examples further comprises a power sequence man-
ager to manage activation of one or more components of the
computing device during a low battery condition.

In Example 10, the message comprises an identifier of the
computing device, and the wireless communication circuit 1s
also to send the identifier to the power transmitting unit via
the second channel during a registration process.

In Example 11, a method comprises: alter a wireless
communication circuit of a mobile platform 1s powered on
responsive to wireless receipt of energy via a first wireless
channel from a power transmitting unit 1n proximity to the
mobile platform, sending an advertisement packet via a
second wireless channel coupled between the mobile plat-
form and the power transmitting unit; and executing an
authentication protocol with the power transmitting unit via
the first wireless channel and the second wireless channel, to
enable the power transmitting unit to authenticate the mobile
platform, where responsive to successiul authentication of
the mobile platform, the power transmitting unit 1s to inform
a service provider regarding the successtul authentication.

In Example 12, the method further comprises receiving a
challenge from the power transmitting umt via the second
wireless channel and communicating a response to the
challenge to the power transmitting unit via the first wireless
channel.

In Example 13, the method of Example 12 further com-
prises encrypting the challenge using a pre-shared key, prior
to communicating the response to the power transmitting
unit via the first wireless channel.

In Example 14, the method of Example 12 further com-
prises providing an identifier of the mobile terminal to the
power transmitting unit with the response via the first
wireless channel.

In Example 15, the method of Example 11 further com-
prises receiving one or more credentials from the power
transmitting unmit responsive to the successiul authentication,
to enable the mobile terminal to mteract with the service
provider.

In another Example, a computer readable medium 1nclud-
ing 1nstructions 1s to perform the method of any of the above
Examples.

In another Example, a computer readable medium 1nclud-
ing data 1s to be used by at least one machine to fabricate at
least one 1ntegrated circuit to perform the method of any one
of the above Examples.

In another Example, an apparatus comprises means for
performing the method of any one of the above Examples.

In Example 16, a system comprises: a power transmitting,
unit to transmit energy wirelessly to a power receiving unit
of a computing device via a transmit coil; a load modulation
detection logic coupled to the transmit coil to receive a
message communicated by the computing device via a first
channel coupled to the transmit coil; and a secure detection
logic coupled to the load modulation detection logic to
authenticate the computing device based at least 1n part on
the message.
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In Example 17, the secure detection logic 1s to report
authentication of the computing device to a service provider,
the service provider to perform an action on behalf of a user
of the computing device, responsive to the authentication of
the computing device.

In Example 18, the power transmitting unit is to transmit
the energy wirelessly responsive to detection of proximal
presence of the computing device based at least in part on an
impedance change within the power transmitting unait.

In Example 19, the power transmitting unit 1s to cause a
second communication circuit to be powered on, responsive
to detection of the proximal presence.

In Example 20, the second communication circuit is to
communicate one or more credentials to the computing
device, responsive to the authentication of the computing
device, to enable the computing device to establish a secure
connection with the service provider.

In Example 21, the secure detection logic 1s to authenti-
cate the computing device via the first channel and a second
channel coupled between the computing device and the
system.

In Example 22, the system comprises a wireless charger
for the computing device.

In Example 23, a computing device comprises: means for
receiving energy wirelessly from a power transmitting unit
via a receive coil; load modulation means for modulating a
load coupled to the receive coil to cause a message to be
transmitted to the power transmitting unit via a first channel
coupled to the receive coil; and wireless communication
means for communicating with the power transmitting unit
via a second channel.

In Example 24, the computing device of Example 23
turther comprises a secure detection client means for: 1ssu-
ing an advertisement packet to the power transmitting unit
via the second channel; receiving a challenge from the
power transmitting unit; and generating a response to the
challenge and cause the response to be sent to the power
transmitting unit via the first channel.

Understand that various combinations
Examples are possible.

of the above

Embodiments may be used in many different types of

systems. For example, 1n one embodiment a communication
device can be arranged to perform the various methods and
techniques described herein. Of course, the scope of the
present invention 1s not limited to a communication device,
and 1nstead other embodiments can be directed to other
types ol apparatus for processing instructions, or one or
more machine readable media including instructions that in
response to being executed on a computing device, cause the
device to carry out one or more of the methods and tech-
niques described herein.

Embodiments may be implemented in code and may be
stored on a non-transitory storage medium having stored
thereon instructions which can be used to program a system
to perform the instructions. Embodiments also may be
implemented 1n data and may be stored on a non-transitory
storage medium, which 1f used by at least one machine,
causes the at least one machine to fabricate at least one
integrated circuit to perform one or more operations. Still
turther embodiments may be implemented 1n a computer
readable storage medium including information that, when
manufactured mnto a SoC or other processor, 1s to configure
the SoC or other processor to perform one or more opera-
tions. The storage medium may include, but 1s not limited to,
any type of disk including floppy disks, optical disks, solid
state drives (SS5Ds), compact disk read-only memories (CD-
ROMs), compact disk rewritables (CD-RWs), and magneto-
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optical disks, semiconductor devices such as read-only
memories (ROMs), random access memories (RAMSs) such
as dynamic random access memories (DRAMs), static ran-
dom access memories (SRAMs), erasable programmable
read-only memories (EPROMSs), flash memories, electri-
cally erasable programmable read-only memories (EE-
PROMs), magnetic or optical cards, or any other type of
media suitable for storing electronic nstructions.

While the present invention has been described with
respect to a limited number of embodiments, those skilled in
the art will appreciate numerous modifications and varia-
tions therefrom. It 1s intended that the appended claims
cover all such modifications and variations as fall within the
true spirit and scope of this present invention.

What 1s claimed 1s:

1. A computing device comprising:

a power receiving unit to receive energy wirelessly from
a power transmitting unit via a receive coil;

a load modulation logic to modulate a load coupled to the
receive coil to cause a message to be transmitted to the
power transmitting unit via a {irst channel coupled to
the receive coil; and

a wireless communication circuit to communicate with
the power transmitting unit via a second channel.

2. The computing device of claim 1, wherein the com-
puting device 1s to perform an authentication protocol with
the power transmitting unit via the first channel and the
second channel.

3. The computing device of claim 2, further comprising a
secure detection client logic to:

1ssue an advertisement packet to the power transmitting
unit via the second channel;

recerve a challenge from the power transmitting umt; and

generate a response to the challenge and cause the
response to be sent to the power transmitting unit via
the first channel.

4. The computing device of claim 2, wherein responsive
to authentication of the computing device by the power
transmitting unit, the computing device 1s to establish a
secure session with a service provider, using one or more
credentials provided from the power transmitting unait.

5. The computing device of claim 2, wherein the power
receiving unit 1s to receive the energy wirelessly and power
the wireless communication circuit from an oif state to an on
state using the energy when the computing device 1s 1n an
unpowered state, and responsive to authentication of the
computing device, the service provider 1s to perform an
action on behalf of a user of the computing device.

6. The computing device of claim 1, wherein the load
modulation logic 1s to control an impedance of the load to
generate the message.

7. The computing device of claim 6, wherein the message
comprises a response to a challenge message sent from the
power transmitting unit to the wireless communication cir-
cuit via the second channel.

8. The computing device of claim 1, wherein the power
receiving unit 1s to receive the energy wirelessly and power
the wireless communication circuit from an oif state to an on
state using the energy.

9. The computing device of claim 1, further comprising a
power sequence manager to manage activation ol one or
more components of the computing device during a low
battery condition.

10. The computing device of claim 1, wherein the mes-
sage comprises an identifier of the computing device, and
the wireless communication circuit 1s also to send the
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identifier to the power transmitting unit via the second
channel during a registration process.

11. At least one computer readable storage medium com-
prising 1instructions that when executed enable a mobile
platform to:

after a wireless communication circuit of the mobile

platform 1s powered on responsive to wireless receipt
of energy via a first wireless channel from a power
transmitting unit 1n proximity to the mobile platform,
send an advertisement packet via a second wireless
channel coupled between the mobile platform and the
power transmitting unit; and

execute an authentication protocol with the power trans-

mitting unit via the first wireless channel and the
second wireless channel, to enable the power transmit-
ting unit to authenticate the mobile platform, wherein
responsive to successiul authentication of the mobile
platform, the power transmitting unit 1s to mmform a
service provider regarding the successful authentica-
tion.

12. The at least one computer readable medium of claim
11, further comprising instructions that when executed
enable the mobile platform to receive a challenge from the
power transmitting unit via the second wireless channel and
communicate a response to the challenge to the power
transmitting unit via the first wireless channel.

13. The at least one computer readable medium of claim
12, further comprising instructions that when executed
enable the mobile platiorm to encrypt the response using a
pre-shared key, prior to communication of the challenge to
the power transmitting unit via the first wireless channel.

14. The at least one computer readable medium of claim
12, further comprising instructions that when executed
enable the mobile platform to provide an identifier of the
mobile platform to the power transmitting unit with the
response via the first wireless channel.

15. The at least one computer readable medium of claim
11, further comprising instructions that when executed
enable the mobile platform to receive one or more creden-
tials from the power transmitting unit responsive to the
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successiul authentication, to enable the mobile platform to
interact with the service provider.

16. A system comprising:

a power transmitting unit to transmit energy wirelessly to
a power recerving unit of a computing device via a
transmit coil;

a load modulation detection logic coupled to the transmit
coil to recerve a message communicated by the com-
puting device via a first channel coupled to the transmait
coil; and

a secure detection logic coupled to the load modulation
detection logic to authenticate the computing device
based at least in part on the message, wherein the
secure detection logic 1s to report authentication of the
computing device to a service provider, the service
provider to perform an action on behalf of a user of the
computing device, responsive to the authentication of
the computing device.

17. The system of claim 16, wherein the power transmit-
ting unit 1s to transmit the energy wirelessly responsive to
detection of proximal presence ol the computing device
based at least 1n part on an impedance change within the
power transmitting unit.

18. The system of claim 17, wherein the power transmit-
ting unit 1s to cause a second communication circuit to be
powered on, responsive to detection of the proximal pres-
ence.

19. The system of claim 18, wherein the second commu-
nication circuit 1s to communicate one or more credentials to
the computing device, responsive to the authentication of the
computing device, to enable the computing device to estab-
lish a secure connection with the service provider.

20. The system of claim 16, wherein the secure detection
logic 1s to authenticate the computing device via the first
channel and a second channel coupled between the comput-
ing device and the system.

21. The system of claim 16, wherein the system comprises
a wireless charger for the computing device.
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