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DIGITAL CURRENCY (VIRTUAL PAYMENT
CARDS) ISSUED BY CENTRAL BANK FOR
MOBILE AND WEARABLE DEVICES

CROSS-REFERENCES TO RELATED
APPLICATIONS

This application 1s a continuation-in-part of U.S. patent
application Ser. No. 15/345,003, entitled “VIRTUAL PAY-
MENT CARDS ISSUED BY BANKS FOR MOBILE AND
WEARABLE DEVICES”, filed on Nov. 7, 2016, U.S. patent
application Ser. No. 15/343,227, entfitled “SYSTEMS AND
METHODS FOR MOBILE APPLICATION, WEARABLE
APPLICATION, TRANSACTIONAL MESSAGING,
CALLING, DIGITAL MULTIMEDIA CAPTURE AND
PAYMENT TRANSACTIONS™, filed on Nov. 4, 2016, U.S.
patent application Ser. No. 15/486,709, entitled “DIGITAL
CURRENCY (VIRTUAL PAYMENT CARDS) ISSUED
BY CENTRAL BANK FOR MOBILE AND WEARABLE
DEVICES”, filed on Apr. 13, 2017, which 1s Continuation-
in-Part of U.S. patent application Ser. No. 15/345,349,
entitled “SYSTEMS AND METHODS FOR MESSAGING,
CALLING, DIGITAL MULTIMEDIA CAPTURE AND
PAYMENT TRANSACTIONS”, filed on Nov. 7, 2016;
which 1s a continuation-in-part of U.S. patent application
Ser. No. 14/957,644, entitled “SYSTEMS AND METHODS
FOR MOBILE APPLICATION, WEARABLE APPLICA-
TION, TRANSACTIONAL MESSAGING, CALLING,
DIGITAL MULTIMEDIA CAPTURE AND PAYMENT
TRANSACTIONS”, filed on Dec. 3, 2015, which 1s a
continuation-in-part of U.S. patent application Ser. No.
14/815,988, entitled “SYSTEMS AND METHODS FOR
MOBILE APPLICATION, WEARABLE APPLICATION,
TRANSACTIONAL MESSAGING, CALLING, DIGITAL
MULTIMEDIA CAPTURE AND PAYMENT TRANSAC-
TIONS”, filed on Aug. 1, 2015, which claims priority to U.S.
patent application Ser. No 13/760,214, enfitled “WEAR-
ABLE PERSONAL DIGITAL DEVICE FOR FACILITAT-
ING MOBILE DEVICE PAYMENTS AND PERSONAL
USE”, filed on Feb. 6, 2013, which 1s a continuation-in-part
of U.S. patent application Ser. No. 10/677,098, entitled
“EFFICIENT TRANSACTIONAL MESSAGING
BETWEEN LOOSELY COUPLED CLIENT AND
SERVER OVER MULTIPLE INTERMITTENT NET-

WORKS WITH POLICY BASED ROUTING”, filed on
Sep. 30, 2003, which claims priority to Provisional Appli-
cation No. 60/415,546, entitled “DATA PROCESSING
SYSTEM”, filed on Oct. 1, 2002, which are incorporated

herein by reference in their entirety.

FIELD

This application relates generally to data processing, and
more specifically, to systems and methods for performing
digital currency transier via mobile and wearable devices.

BACKGROUND

In applying for a payment card, a customer usually has to
physically visit a bank, spent some time there filling out a
plurality of bank forms and standing i1n queues. Subse-
quently, the bank processes a credit card application by
evaluating the creditworthiness of an applicant, verifying his
credit history and employment information. In addition, the
processing ol payment cards, for example, carving names
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2

and card numbers on a credit card and storing magnetic
information on a magnetic stripe of the card, takes a certain

amount of time.

Thus, obtaining a payment card aiter filing an application
may be a long-lasting procedure. However, customers may
desire to recerve a payment card immediately. Additionally,
the customers may want to avoid formalities related to
issuance of physical plastic payment cards and performing
transfers.

SUMMARY

This summary 1s provided to introduce a selection of
concepts 1 a simplified form that are further described
below 1n the Detailed Description. This summary 1s not
intended to 1dentily key features or essential features of the
claimed subject matter, nor 1s 1t intended to be used as an aid
in determining the scope of the claimed subject matter.

The present disclosure 1s related to a system and a method
for digital currency transfers via a mobile and wearable
device. According to one embodiment of the disclosure, a
system for digital currency ftransiers via a mobile and
wearable device may include a processor, a currency 1ssu-
ance unit, and a storage unit. The processor may be operable
to receive a transier request from the mobile and wearable
device of a user. The request may include a transfer amount
in digital currency and user i1dentification data associated
with the user. The processor may be further operable to
retrieve, from a storage unit, payment data of the user
associated with the identification data in response to the
transier request. The processor may be operable to generate
an optical code encoding the payment data and the transfer
amount and provide the optical code on a screen of the
mobile and wearable device, wherein, on scanning of the
optical code, a transier receiving request 1s created. The
processor may be further operable to receive a transier
receiving request to perform a payment transaction associ-
ated with the user. The transfer receiving request may
include at least the payment data, the transfer amount, and
recipient 1dentification data associated with a recipient. The
accessing ol the user account maintained by a currency
1ssuance unit may be based on the transier receiving request.
The processor may be further operable to transifer the
transfer amount 1n the digital currency from the user account
to a recipient account associated with the recipient identi-
fication data. The currency 1ssuance unit may be operable to
generate the digital currency based on the payment data
associated with the user and the user 1dentification data. The
digital currency may have a deposit. The deposit may be
equal to the transfer amount requested by the user in the
transier request. The currency 1ssuance unit may be further
operable to provide the digital currency to the user account.
The storage unit may be operable to store at least the user
identification information, the digital currency, and the
recipient 1dentification data. The processor, the mobile and
wearable device, the currency 1ssuance unit, and the storage
unit are remotely located from each other and are 1n operable
connection over the data network.

In another embodiment of the disclosure, a method for
digital currency transiers via a mobile and wearable device
1s provided. The method may commence with receiving over
a data network, by a processor, a transier request. The
request may be received from the mobile and wearable
device of a user. The request may include a transier amount
and a user i1dentification data associated with the 1dentifica-
tion data. In response to the transier request, payment data
of the user associated with the i1dentification data may be
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retrieved from a storage unit. The method may continue with
generating an optical code encoding the payment data and

the transfer amount. The method may further continue with
providing the optical code on a screen of the mobile and
wearable device. On scanning of the optical code by a device
ol a receiver, a transfer receiving request may be created.
The method may further continue with receiving a transier
receiving request to perform a payment transaction associ-
ated with the user. The transaction request may include at
least the payment data, the transfer amount, and recipient
identification data associated with a recipient. The accessing
of the user account may be based on user authentication
information provided by the user during registration with the
system for digital currency ftransiers via a mobile and
wearable device and stored on the mobile and wearable
device. The user account may include a credit card account,
a debit card account, a retail card account, a charge card
account, a bank saving account, a bank checking account, an
insurance account, a stored-value card account, a cryptocur-
rency account, and a digital mobile currency account. The
method may continue with generating an optical code
encoding the payment data and the transfer amount based on
the retrieving. The optical code may be provided on a screen
of the mobile and wearable device of the user for scanning
by a device of a recipient. On scanning of the optical code,
a transfer receiving request may be created. The method may
continue recerving a transier receiving request to perform a
transfer transaction associated with the user. The transier
receiving request may include at least the payment data, the
transier amount, and recipient identification data associated
with a recipient. The method may further continue with
accessing a user account associated with the payment data of
the user maintained by a currency 1ssuance unit based on the
transier receiving request. The method may further include
transierring the transier amount 1n the digital currency to a
recipient account associated with the recipient identification
data. The processor, the mobile and wearable device, the
currency 1ssuance unit, and the storage unit may be remotely
located with each other and be 1n operable connection over
the data network.

In further exemplary embodiments, modules, subsystems,
or devices can be adapted to perform the recited steps. Other
features and exemplary embodiments are described below.

BRIEF DESCRIPTION OF DRAWINGS

Embodiments are 1llustrated by way of example and not
limitation in the figures of the accompanying drawings, 1n
which like references indicate similar elements and in
which:

FI1G. 1 1s a block diagram showing an environment within
which methods and systems for digital currency transfers via
a mobile and wearable device can be implemented, 1n
accordance with an example embodiment.

FIG. 2 1s a block diagram showing a system for digital
currency transfers via a mobile and wearable device, 1n
accordance with an example embodiment.

FIG. 3 1s a flow chart illustrating a method for digital
currency transiers via a mobile and wearable device, 1n
accordance with an example embodiment.

FI1G. 4 illustrates a schematic diagram of an interaction of
a mobile and wearable device and a device associated with
a recipient during a digital currency transier, in accordance
with an example embodiment.

FIG. 5 illustrates a schematic representation ol interac-
tions between a user device and a device associated with the
recipient, 1n accordance with an example embodiment.
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FIG. 6 1illustrates further representations of virtual pay-
ment cards, 1n accordance with an example embodiment.

FIG. 7 illustrates a schematic representation of zcode, 1n
accordance with an example embodiment.

FIG. 8 illustrates various representations of digital cur-
rency, 1n accordance with an example embodiment.

FIG. 9 illustrates various representations of digital cur-
rency, 1n accordance with an example embodiment.

FIG. 10 1s a diagrammatic representation of a computing
device for a machine 1n the exemplary electronic form of a
computer system, within which a set of instructions for
causing the machine to perform any one or more of the
methodologies discussed herein can be executed.

DETAILED DESCRIPTION

In the following description, numerous specific details are
set forth 1n order to provide a thorough understanding of the
presented concepts. The presented concepts may be prac-
ticed without some or all of these specific details. In other
instances, well known process operations have not been
described 1n detail so as to not unnecessarily obscure the
described concepts. While some concepts will be described
in conjunction with the specific embodiments, 1t will be
understood that these embodiments are not intended to be
limiting.

Various computer implemented methods and systems for
digital currency transiers via a mobile and wearable device
are described herein. The digital currency may be 1ssued for
a user based on financial data of the user stored or collected
by a third-party organization. Therefore, though the user
may have an account opened in the third-party organization,
there may be no need to 1ssue physical plastic currency, such
as Visa, Master Card, American Express, and so forth.

The digital currency may be an electronically issued
currency having a unique currency number. The unique
currency number may be generated for a specific transaction
only. The unique currency number may be electronically
generated on request from a web service or a mobile
application running on a mobile and wearable device of the
user and being 1n communication with a currency issuance
umt. The currency 1ssuance unit may include a bank, Federal
Reserve Bank, cryptocurrency issuance unit, or any other
third-party organization. The digital currency may be 1ssued
for the exact amount of the transaction. Thus, the possibility
of fraud related to the account of the user opened 1n the bank
may be significantly reduced. Furthermore, though inherent
risks 1mvolved with credit currency usage exist, a digital
currency may ecliminate the risk of compromising the
account. More specifically, the digital currency may be
generated for a specific transaction or for several transac-
tions within a predetermined time and, after the transaction
1s completed, the digital currency may become invalid.
Therefore, even though data associated with the digital
currency may be stolen, the data of the account of the user
in the bank cannot be accessed using the stolen data because
the digital currency may be deactivated.

Additionally, the user may control spending parameters
associated with the digital currency. More specifically, the
user may set restrictions related to the digital currency. The
restrictions may include a specific money amount allowed to
be spent, a range of the money amount allowed to be spent,
the number of times the digital currency can be used, such
as for a one-time payment or for a payment within a
predetermined time limit, persons allowed to use the digital
currency, such as a primary holder of the account and a
secondary holder of the account, places where the digital
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currency may be used, such as a specific merchant. By using
the restrictions, a risk of an unauthorized use of the digital
currency may be reduced.

The digital currency may be also useful for companies
and businesses. More specifically, paying bills by a company
using a digital currency may result 1n cost savings, such as
money costs related to 1ssuance of physical cards and time
and resource saving related to actions taken by a stafl of the
company. Additionally, a rebate may be provided to the user
or the company based on the amount of money spent using
the digital currency.

Further, the user may make person-to-person transiers
without revealing his banking details. Instead, payment data
of the user may be provided in the form of a scannable
optical code on a screen of a mobile and wearable device
associated with the user.

Moreover, the user may monitor the amount of money
spent using the digital currency. Since one digital currency
unit 1s generated for each specific transaction, the generated
digital currency may be electronically tracked and recon-
ciled by the currency 1ssuance unit and a report related to the
use of digital currency may be provided to the user. Fur-
thermore, analysis of the use of the digital currency by the
user may be performed. The analysis may include evaluation
of spending of money by the user for a specific time period,
the list of recipients that accepted transiers using the digital
currency, an average amount transierred to each of the
recipients, and the like. In fact, the user may use the digital
currency for performing payments related to electronic
accounts associated with a plurality of merchants, corporate
travel payments, mobile payments, person-to-person trans-
fers, split payments, refunds, reimbursements, fees pay-
ments, and so forth.

Referring now to the drawings, FIG. 1 illustrates an
environment 100 within which a system and a method for
digital currency transiers via a mobile and wearable device
can be implemented. The environment 100 may include a
network 110, a user 120, a mobile and wearable device 130,
a recipient 140, a device 150 associated with recipient 140,
and a system 200 for digital currency transfers via a mobile
and wearable device, also referred to as the system 200. The
system 200 may have a distributed architecture including a
cloud-based application 160 running on the mobile and
wearable device 130, and a storage unit 170 associated with
the mobile and wearable device 130 of the user 120. The
mobile and wearable device 130 may include a smartphone,
a wearable device (e.g., augmented reality glasses, a smart
watch), a tablet computer, a lap top, and so forth.

The device 150 associated with recipient 140 may include
a smartphone, a wearable device (e.g., augmented reality
glasses, a smart watch), a tablet computer, a lap top, a
payment terminal, such as a point of sale terminal, a credit
card terminal, a card reader, and any other device that
interfaces with currency to make electronic funds transfers
and connects to a data network.

The user 120 may access the cloud-based application 160
via the mobile and wearable device 130. The cloud-based
application 160 may be provided on a display of the mobile
and wearable device 130, or may be projected or otherwise
displayed by the mobile and wearable device 130 via a web
browser or through another way. The cloud-based applica-
tion 160 may provide to the user 120 the iterface 185. The
cloud-based application 160 may include a file hosting
service, which may offer cloud storage, file synchronization,
personal cloud, and client software.

The user 120 may register with the cloud-based applica-
tion 160 on the mobile and wearable device 130. During
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registration, the user may specily user identification data,
payment data, and authentication information. The payment
data and authentication information may include informa-
tion related to a credit card account, a debit card account, a
charge card account, a bank saving account, a bank checking
account, an msurance account, a stored-value card account,
a cryptocurrency account, or a digital mobile currency
account, or another payment facility of the user. The pay-
ment data may be stored in on the mobile and wearable
device 130 and the storage unit 170 1n association with the
user 1dentification data, and authentication information.
Upon activation of the cloud-based application 160, the user
120 may mitiate a transfer request 180 on the mobile and
wearable device 130 and specily a transier amount. Further,
user identification data may be entered by the user 120,
retrieved from the memory of the mobile and wearable
device 130, or captured by sensors associated with the
mobile and wearable device 130, such as fingerprints scan-
ner or face recognition scanners. The transier request 180
including at least the transfer amount and the user identifi-
cation data may be sent to the system 200. In response to the
transier request 180, the system 200 may retrieve the pay-
ment data of the user 120 associated with the identification
data from the storage unit 170.

In some embodiments, based on the transier request 180
the currency issuance unit 220 may generate the digital
currency and provide the digital currency to the account
associated with the user. The digital currency may include a
7. currency (ZCU.).

Based on the payment data and the transfer amount, the
system 200 may generate an optical code encoding the
payment data and the transfer amount and transmit the
optical code to the mobile and wearable device 130. The
optical code may be provided on a screen of the mobile and
wearable device 130 to be scanned by the device 130
associated with the recipient 140. The optical code may
include a linear dimensional code, a two-dimensional code,
a snap tag code, a Quick Response (QR) code, and a
three-dimensional (3D) zcode. The optical code may be
integrated 1n a virtual payment card in the form of a virtual
currency note. The virtual payment card may be personal-
1zed with an 1mage associated with the user 120. On scan-
ning of the optical code, the payment data and the transier
amount encoded 1n the optical code may be extracted.

Alternatively, the user 120 may put the mobile and
wearable device 130 1n a proximity to the device 150 to
enable connection between the mobile and wearable device
130 and the device 150. The connection the mobile and
wearable device 130 and the device 150 may be established
through radio waves, contacts for direct electrical connec-
tion, data-strip reading, and so forth. The mobile and wear-
able device 130 and the device 150 may include one or more
of a radio frequency identification chip, a Near Field Com-
munication (NFC) chip, one or more contacts for direct
clectrical connection, a magnetic data strip, a holographic
data strip, and so forth.

Upon establishment of the connection between the mobile
and wearable device 130 and the device 150, the payment
data and the transfer amount may be sent to the device 150
via the network 110.

Based on the payment data and the transfer amount
extracted from the optical code or recerved via network 110
and recipient identification data stored on the device or
entered by the recipient 140, a transfer receirving request
may be created. The transfer receiving request may be then
sent to the system 200. When the system 200 receives the
transier recerving request, the system 200 may access a user




US 10,147,076 B2

7

account maintained by the currency 1ssuance unit 220. The
transter amount in the digital currency may be transterred to
a recipient account associated with the recipient identifica-
tion data.

The transfer performed using the digital currency may
include an Internet payment, a scan code payment, a person-
to-person payment, a buyer-to-merchant payment, a peer-
to-peer payment, an m-application payment, a point-of-sale
payment, a mobile payment, a wearable payment, a one-
touch buying, and a digital wallet payment, and so forth. The
payment details may be stored in the cloud storage 170,
which may be associated with the currency issuance unit
220, and provided via the cloud-based application 160 1n a
form of a virtual payment card only to perform the trans-
action. Thus, the payment details of the user 120 may be
protected from a theft or fraud.

Communication between the mobile and wearable device
130, the system 200, and the currency 1ssuance unit 220 may
be performed via a network 110. The network 110 may
include the Internet or any other network capable of com-
municating data between devices. Suitable networks may
include or iterface with any one or more of, for 1nstance, a
local intranet, a Personal Area Network, a Local Area
Network, a Wide Area Network, a Metropolitan Area Net-
work, a virtual private network, a storage area network, a
frame relay connection, an Advanced Intelligent Network
connection, a synchronous optical network connection, a
digital T1, T3, E1 or E3 line, Digital Data Service connec-
tion, Digital Subscriber Line connection, an Ethernet con-
nection, an Integrated Services Digital Network line, a
dial-up port such as a V.90, V.34 or V.34bis analog modem
connection, a cable modem, an Asynchronous Transfer
Mode connection, or an Fiber Distributed Data Interface or
Copper Distributed Data Interface connection. Furthermore,
communications may also include links to any of a vaniety
of wireless networks, including Wireless Application Pro-
tocol, General Packet Radio Service, Global System for
Mobile Communication, Code Division Multiple Access or
Time Division Multiple Access, cellular phone networks,
Global Positioning System, cellular digital packet data,
Research 1n Motion, Limited duplex paging network, Blu-
ctooth radio, or an IEEE 802.11-based radio frequency
network. The network 110 can further include or interface
with any one or more of an RS-232 serial connection, an
IEEE-1394 (Firewire) connection, a Fiber Channel connec-
tion, an IrDA (infrared) port, a Small Computer Systems
Interface connection, a Universal Serial Bus connection or
other wired or wireless, digital or analog interface or con-
nection, mesh or D1gi® networking. The network 110 may
be a network of data processing nodes that are intercon-
nected for the purpose of data communication.

The systems and methods described herein may also be
practiced 1n a wide variety of network environments (rep-
resented by the network 110) including, for example, Trans-
mission Control Protocol/Internet Protocol (TCP/IP)-based
networks, telecommunications networks, wireless networks,
etc. In addition, the computer program 1nstructions may be
stored 1n any type of computer-readable media. The program
may be executed according to a variety of computing models
including a client/server model, a peer-to-peer model, on a
stand-alone computing device, or according to a distributed
computing model in which various functionalities described
herein may be effected or employed at diflerent locations.

FIG. 2 1s a block diagram showing various modules of a
system 200 for digital currency transfers via a mobile and
wearable device, 1n accordance with certain embodiments.
Specifically, the system 200 may include a processor 210, a
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currency 1ssuance unit 220, and a storage unit 230. Opera-
tions performed by each of the processor 210, the currency
issuance umt 220, and the storage unit 230 are described
below with reference to FIG. 3. The storage unit 230 of the
system 200 may be operable to store at least the user
identification data, the user authentication information, the
digital currency, the recipient i1dentification data, and any
other information related to the user, the recipient, or a
payment transaction.

FIG. 3 1s a flow chart illustrating a method 300 for digital
currency transiers via a mobile and wearable device, 1n
accordance with certain embodiments. The method 300 may
commence with recerving over a data network, by a proces-
sor, from the mobile and wearable device of a user, a transier
request at operation 302. Transfer request may include a
transfer amount in digital currency and user i1dentification
data associated with the user. The digital currency may be
issued based on the transier request in the amount corre-
sponding to the transier amount and deposited to an account
associated with the user.

In some embodiments, the user may be prompted to enter
user authentication information. The user authentication
information may be received from the user by the processor.
In an example embodiment, the user authentication infor-
mation includes one or more of the following: a name of the
user, an address of the user, a guarantor name, a social
security number of the user, a phone number of the user, an
identification number of the user, a bank account of the user,
an isurance account number of the user, a photograph of the
user, an email account of the user, biometric authentication,
and so forth. The biometric authentication may include one
or more of a fingerprint authentication, authentication based
on facial recognition, an ir1s pattern authentication, a heart-
beat authentication, and a vein pattern identification. The
veln pattern 1dentification may be performed using scanning
of one or more of the following: a palm vein pattern, a wrist
veln pattern, a hand vein pattern, a leg vein pattern, a foot
veln pattern, a neck vein pattern, and a head vein pattern.
The fingerprint authentication may include scanning finger-
prints of at least one finger of the user when the user touches
one or more or the following: the display of the mobile and
wearable device, a button ol the mobile and wearable
device, a rear panel of the mobile and wearable device, and
the like. The fingerprint authentication may further include
matching the fingerprints to one or more approved finger-
prints. The one or more approved fingerprints may be stored
in the cloud storage. Authentication based on facial recog-
nition may include three-dimensional (3D) face recognition,
where information of the shape of a face 1s captured using
3D sensors and compared to one or more approved faces.
The one or more approved faces may be stored in the cloud
storage.

The method may continue with retrieving, from a storage
unmit, payment data of the user associated with the identifi-
cation data in response to the transfer request. The payment
data may include a payment account associated with a credit
card or a debit card of the user. In an example embodiment,
the payment data may include data associated with one or
more of the following: a credit card, a debit card, a retail
card, a charge card, a bank saving account, a bank checking
account, an 1nsurance account, a stored-value card, a digital
mobile currency, a cryptocurrency account, and so forth. The
currency 1ssuance unt may be selected from one or more of
the following: a bank, Federal Reserve Bank, a credit card
company, an nsurance company, a credit union, a store, a
third-party organization, a public transaction database, a
distributed ledger, and so forth.
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The method 300 may further include an operation 306, at
which based on the retrieving, an optical code encoding the
payment data and the transfer amount 1s generated. At
operation 308, the optical code may be provided on a screen
of the mobile and wearable device. The optical code may
include one or more of the following: a linear dimensional
code, a two-dimensional code, a snap tag code, a QR code,
3D zcode, and so forth. The optical code may be included 1n
a virtual payment card associated with the transter amount
and the digital currency. The virtual payment card may be
displayed via an interface of the mobile and wearable
device. The virtual payment card may be read by a device
associated with the recipient. In a further example embodi-
ment, the payment data and the transter amount associated
with the transfer may be transmitted from the mobile and
wearable device to the device associated with the recipient
using an NFC upon bringing the mobile and wearable device
and the device associated with the recipient into proximity
to each other.

More specifically, the method 300 may include receiving
an indication that the user brings the mobile and wearable
device 1n proximity to the device associated to initiate
sending data related to the transfer to the recipient. The

indication may be received based on sensing an interaction
of the mobile and wearable device with the merchant device.
The interaction may include at least an NFC. The NFC may
be used to pair the mobile and wearable device and the
device upon bringing the mobile and wearable device mnto
proximity to the device. The mobile and wearable device
and the device may be connected to a cloud network. Upon
pairing the mobile and wearable device with the device, at
least a Bluetooth connection between the mobile and wear-
able device and the device may be established.

On obtaining the payment data and the transfer amount, a
transier recerving request may be created using the payment
data, the transfer amount, and the recipient i1dentification
data.

The method 300 may further include, receiving a transier
receiving request to perform a payment transaction associ-
ated with the user at operation 310. The transaction request
may include at least the payment data, the transfer amount,
and recipient 1dentification data associated with a recipient.
The recipient 1dentification data may be retrieved from the
device associated with the recipient.

Further, the method may include accessing, by the pro-
cessor, a user account maintained by a currency issuance
unit at operation 312. The accessing may be performed
based on the user authentication information provided by the
user.

Digital currency is an asset represented in the digital form
and having one or more monetary characteristics. Digital
currency may be denominated to a sovereign currency and
issued by a currency issuance unit responsible to redeem
digital money for cash. Digital currency 1ssued by country
Central Bank (e.g. Federal Reserve Bank, European Central
Bank, Bank of Canada, People’s Bank of China, a central
bank of 206 countries, other legal authorities, etc.) 1s a legal
tender. Similar to the paper notes and coins, digital currency
or digital money exhibits properties. At the same time the
digital currency may allow for instantaneous transactions
and borderless transier-of-ownership. Both virtual curren-
cies and cryptocurrencies are types of digital currencies.
Like traditional money, the virtual or digital currency may
be used to buy physical goods and services while being
restricted to certain communities, such as, for example for
use mside an on-line game community or a social network.

10

15

20

25

30

35

40

45

50

55

60

65

10

There are more than trillion Umnited States currency
banknotes 1ssued. An estimated cost for printing and circu-
lation of every paper note 1s about 25 cents. Every five years
a paper note must be reprinted again. In contrast to a paper
note, the price of 1ssuing digital money may be less than one
cent. The use of digital currency may reduce the number of
bank branches and ATM machines. Issuing digital currency
per client request using client’s mobile device may result in
replacing transactions performed via physical plastic cards
with transactions in digital currency.

The method 300 may continue with transferring the
transier amount 1n the digital currency to a recipient account
associated with the recipient 1dentification data at operation
314.

In an example embodiment, the transfer may be associ-
ated with an internet payment, an NFC payment, a scan code
payment, a person-to-person payment, a buyer-to-merchant
payment, a peer-to-peer payment, an in-application pay-
ment, a point-oi-sale payment, a mobile payment, a wear-
able payment, a digital wallet payment, and so forth.

Based on the transfer of the transier amount, the processor
may determine that the transier associated with the user 1s
completed.

In an example embodiment, the processor may deactivate
the digital currency based on the determining that the
transier 1s completed.

In an example embodiment, the method 300 may include
encrypting the transier request to obtain an encrypted trans-
fer request. The encrypting of the transfer request may
include generating a one-time code. The one-time code may
encode at least the user 1dentification data and the transfer
amount.

In an example embodiment, the transier recerving request
may be authorized when a geographic location determined
by the mobile and wearable device matches a geographic
location of the recipient at a time of receiving the transfer
receiving request.

In further example embodiments, the method 300 may
include securing the mobile and wearable device via a band
to a part of a human body. The part of the human body may
include one or more of the following: a wrist, an arm, a neck,
a bead, a leg, a waist, an ear, and a finger. The mobile and
wearable device may be secured under, within or on cloth-
ng.

In further example embodiments, the method 300 may
include setting, by the currency issuance unit, a validity
period for the digital currency. The validity period may be
pre-selected by the user and stored in the user account. In
this embodiment, the deactivation of the digital currency
may be performed upon expiration of the validity period.

In some example embodiments, the cloud-based applica-
tion may include one or more of the following: a media
player, a multimedia library, an online radio broadcaster, an
online store selling software applications for the mobile and
wearable device, and a mobile and wearable device man-
agement application to play, download, purchase, organize
multimedia, send multimedia gift cards, and synchronize the
multimedia with a portable device and one or more internet-
connected devices. The cloud-based application may be
configured to prompt the user to purchase and download one
or more or the following: music, music videos, television
shows, audio books, movies, movie rentals, and the like.

In further example embodiments, the cloud-based appli-
cation may reside in the cloud network and may be provided
on the mobile and wearable device via a web browser, a
projector, or a hologram. The cloud-based application may
be provided for purchase in one or more applications stores.
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The one or more applications stores may be associated with
an operating system including one of the following: Micro-
solt Windows, Linux, Android, Blackberry, 10S, Windows
Phone, and so forth. In some example embodiments, the
cloud-based application may be provided free of charge or
at a predetermined price.

In a further example embodiment, the digital currency
may be associated with a joint operation with banks and top
retailers. Additionally, the cloud-based application running,
on the mobile and wearable device may reside in a cloud
network and may be provided on the mobile and wearable
device via one or more of the following: a web browser, a
projector, and a hologram, an augmented reality (AR)
device, and a virtual reality (VR) device. The cloud-based
application 1s provided for purchasing in one or more
applications stores, the one or more applications stores being
associated with an operating system running on the mobile
and wearable device, the operating system including one of
the following: Microsoit Windows, Linux, Android, Black-
berry, 10S, and Windows Phone. The cloud-based applica-
tion may be provided free of charge or at a predetermined
price. The cloud-based application may include at least a
bank account emulation (BAE) client, the BAE client 1s
configured to provide emulation of a bank account to
combine with cloud computing and provide an emulated
digital currency. The bank account may be emulated based
on metadata associated with the user, a phone number
associated with the user, and data associated with a point-
of-sale (POS) terminal of the merchant. The BAE client may
be configured to provide a wvirtual representation of an
emulated bank account.

The operating system associated with the mobile and
wearable device may be configured to run the BAE client,
provide two communication paths for NFC commands from
the POS terminal based on an application i1dentifier (AID)
associated with the BAE client. The operating system may
be further configured to use the AID to route the NFC
commands to the cloud-based application managing the
emulation of the bank account.

When the user presents the emulated digital currency for
transaction, an NFC command may be routed to the BAE
client for vernification of the NFC commands by the cloud-
based application managing the emulation of the bank
account.

The cloud-based application may be configured to con-
nect to a backend associated with the currency issuance unit
to complete the transaction. The cloud-based application
may be associated with a trusted tokenization node. The
trusted tokemzation node may be a shared resource used to
generate and de-tokenize tokens representing data associ-
ated with the digital currency at the backend associated with
the 1ssuer. The BAE client may provide multi-level security
by providing limited use keys, tokenization, device finger-
printing, and dynamic risk analysis. The limited use keys
may be derived from a master domain key shared by the
1ssuer. A use of the limited use keys may be associated with
time to live of the limited use keys and a number of
transactions to be performed using the limited use keys. The
device fingerprints may be profiles associated with the
mobile and wearable device and are used to determine that
transactions are initiated only by an authorized mobile and
wearable device at recognized locations of the POS terminal.

FI1G. 4 1s a schematic representation 400 of an interaction
of a mobile and wearable device and a device during a
digital currency transfer, in accordance with an example
embodiment. In an example embodiment, a user initiates a
transier request, for example, by activating a cloud-based
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application (not shown) running on the mobile and wearable
device 130. The transier request may be sent to the system
200 via the network 110. The system 200 may generate an
optical code encoding the payment data and the transfer
amount 1n digital currency.

The optical code may be provided on a screen of the
mobile and wearable device 130. The user may bring the
mobile and wearable device 130 1n proximity of the device
150 associated with the recipient so that the mobile and
wearable device 130 and the device 150 may establish a
connection via scanning, NFC, RFID, and so forth. When
the interaction 1s determined by the device 1350, the device
150 may receive data associated with the transfer from the
mobile and wearable device 130. In an example embodi-
ment, the device 150 may include a mobile device 153, a
point-of-sale card reader 155, a barcode reader 157, and so
forth.

In an example embodiment, the data associated with the
transier may include a currency number 405, a name 410 of
the user, and a code, such a barcode 415, a QR code 420, or
a 3D zcode 425. The 3D zcode 4235 may be associated with
the ZCU, a virtual currency 1ssued and controlled by devel-
opers of the ZCU, and used and accepted among members
of a virtual community associated with the ZCU.

The 3D zcode may be readable by an 1imaging device and
may include a round global circle and squares arranged 1n a
round circle grid on a white background. Further, the 3D
zcode may be a machine-readable optical label encoding
information in horizontal, vertical, and 3D components of
the round global circle and squares arranged 1n a round circle
orid. The information may be encoded using five standard-
1zed encoding modes including globeing, numeric, alpha-
numeric, byte/binary, and kanj to store data.

The application of the 3D zcode may include product
tracking, 1tem 1dentification, time tracking, document man-
agement, general marketing, payments, storing bank account
information or credit card information, cryptographic cur-
rencies, and so forth. Payment addresses, cryptographic
keys, and transaction information may be shared between
digital wallets using the 3D zcode.

Upon receipt of the data associated with the transter, the
device 150 may send the data associated with the transfer
and the recipient identification information to the system
200 to complete the transaction.

The present disclosure further relates to a computer
implemented method for multimedia capture, payment
transactions, digital global ledger and national currency
digital token for mobile and wearable devices. The method
may 1nclude receiving, by one or more processors, a first
input of a user. In response to the first input of the user, one
Oor more sensors may be initiated to capture multimedia to
obtain captured multimedia. The method may continue with
receiving, by the one or more processors, a second input of
the user. The first input of the user may include a touch
engagement ol the user with a display of a mobile and
wearable device and the second input of the user may
include a touch release of the user from the display of the
mobile and wearable device. The method may further
include analyzing, by the one or more processors, data
associated with the first mput of the user and the second
input of the user. The analyzing may include determining
time between the first input of the user and the second input
of the user. Based on the analysis, a multimedia capture
mode or a payment transaction mode may be selectively
selected. The multimedia capture mode may be used to
capture multimedia content. The selection of the multimedia
capture mode and the transaction mode may be determined
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by comparison of the time between the first input and the
second mput with a predetermined time. Only a multimedia
storing mode or a transaction mode can be selected at a
single time. The multimedia capture mode may be associ-
ated with a plurality of types of multimedia. Each of the
plurality of types of multimedia may be determined by the
time between the first input and second mput in the multi-
media capture mode. Furthermore, based on the analysis,
one of multimedia storing modes or a payment transaction
mode may be selectively selected by the one or more
processors. Fach of the multimedia storing modes may be
associated with at least one of a plurality of types of the
multimedia. In response to the selection of the multimedia
capture storing modes, the captured multimedia may be
processed to obtain a type of the multimedia captured 1n the
multimedia capture mode.

The method may continue with storing the type of the
multimedia captured and the captured multimedia to a
database to obtain a stored type of the multimedia. The
method may further include receiving, in response to the
selection of the payment transaction mode, transaction data.
The transaction data may include at least a payment amount
and a recipient. Based on the transaction data, user payment
data, and recipient payment data, a payment transaction may
be performed. The user payment data and the recipient
payment data may be stored in the database.

The mobile and wearable devices may include at least one
of a handheld computing device, a smartphone, a tablet
computer, a personal digital assistant, a e-textile i1tem, an
activity tracker, a smartwatch, smartglasses, a Global Posi-
tiomng System (GPS) watch, a mixed reality device, a
computer-mediated reality device, a clothing technology
device, and a wearable device, the wearable device having
a band adapted to secure the wearable device on a human
body, the human body may include a wrist, an arm, a neck,
a head, a leg, a waist, an ear, a finger, and any other part of
the human body. The band may be adapted to secure the
wearable device under, within or on clothing, and wherein
the band includes a rechargeable battery configured to power
the wearable device.

The method may further include the use of a digital
currency. More specifically, the method may include receiv-
ing, by at least one processor, a transier request. The transfer
request may be authorized upon receiving authorization data
from a sender having a sender account from which funds are
transierred from. The authorization data may include a
password, personal i1dentification number (PIN) code, and
biometric data comprising a face of the sender. Based on the
receiving, the sender may be authorized to provide the
transier request when the authorization data provided for the
transier request matches previously registered correspond-
ing authorization data. The transier may be associated with
an amount represented in tokens of the digital currency
stored on the mobile and wearable device of the sender. The
transfer request may include at least the sender account, a
recipient account, and the amount. Based on the transier
request, prior to transierring, the digital currency may be
encrypted by assigning a unique key to the transferring and
signing the digital currency using a cryptographic signature
the amount from the sender account to the recipient account.
The tokens stored on the mobile and wearable device of the
sender may be printed with a face of the sender. Upon
transier from the mobile and wearable device of the sender
to a mobile and wearable device of the recipient, the tokens
may be converted by replacing the senders face with the
recipient face. The digital currency may be not a currency of
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any national government but may be operable to be
exchanged by the mobile device into a user defined national
currency.

Transactions 1n the digital currency between parties may
be recorded in a distributed world global digital currency
ledger. The distributed world global digital currency ledger
may be programmed to trigger transactions between the
parties automatically using a peer-to-peer network, a dis-
tributed timestamping server, and a code block file chain
database including a transaction database for using the
digital currency. The digital currency may be associated with
an exchange rate between two digital currencies. The
exchange rate 1s a rate at which one digital currency 1is
exchanged for another digital currency. The exchange rate
may be determined 1n a foreign exchange market, the foreign
exchange market being open to a plurality of types of buyers
and sellers. A currency trading may be continuous, 1.e. may
last for days and nights without interruption. The exchange
rate may include a spot exchange rate associated with a
current exchange rate. The exchange rate may further
include a forward exchange rate including an exchange rate
that 1s quoted and traded on a current date for delivery and
payment on a specific future date. The exchange rate may
further include a buying rate and a selling rate. The buying
rate 1s a rate at which a person buys foreign currency in
exchange for the digital currency, and the selling rate 1s a
rate at which the person sells the digital currency.

FIG. 5 1llustrates a schematic representation 500 of inter-
actions between a user device 130 and a device 150 asso-
ciated with the recipient, 1n accordance with an example
embodiment. The screen of the user device 130 may display
a virtual payment card 502 representing the digital currency,
in which the transfer 1s being performed. Though the digital
currency may be available only 1n digital form and may have
no physical form, virtual payment cards representing the
digital currency may be similar to a note of physical cur-
rency, for example, a US currency banknote. Additionally,
the wvirtual payment cards may provide personalization
options not available with physical currency banknotes even
for governors or presidents of the countries issuing the
physical currency. For example, the user may his face on a
virtual currency card resembling a banknote of a physical
currency as shown on FIG. 5.

Further, a virtual payment card may include two sides,
one showing a total balance on an account associated with
the user and resembling a banknote of a physical currency
personalized with an 1mage provided by the user, for
example, an 1mage of the President of the United Sates of
America, Donald Trump. The other side may be provided on
a touch interaction with the screen of user device 130 and
personalized with an 1image of the user to authorize the
transaction based on face recognition.

The virtual payment card 502 may include an image 504
assoclated with the user, a transfer amount 506, and an
optical code 508 encoding transier data.

Upon scanning of the optical code 508 by the device 150,
the transier data 1s derived from the optical code 508. Based
on the derniving, a virtual payment card 510 may be gener-
ated and displayed on the screen of the device 150 via the
interface of the cloud-based application related to the recipi-
ent. In an example embodiment, the virtual payment card
510 may be personalized with an 1image 512 associated with
the recipient. Further, the transifer amount 506 may be
converted based on a currency associated with the cloud-
based application related to the recipient. The virtual pay-
ment card 510 may include a converted amount 514. Further,
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the device 150 may include a Subscriber Identity Module
card 516, via which the device 150 may communicate with
the network.

FIG. 6 1llustrates further representations 600 of virtual
payment cards, 1n accordance with an example embodiment.
A virtual payment card 602 may be personalized using an
image embedded 1n an optical code. The user may provide
at least one 1mage to be depicted on the virtual payment card
602. The image may include an 1image of a face of the user,
an 1mage ol a public figure, e.g. current President Donald
Trump, an 1mage ol a movie character, and other 1images
with optical code like 1D, 2D and 3D zcode associated with

7CU.

In another embodiment, a virtual payment card 604 may
be similar to a note 1n a physical currency. The virtual
payment card 604 may include one or more optical codes.

FI1G. 7 1llustrates a schematic representation 700 of zcode
702, 1n accordance with an example embodiment. The zcode
702 may 1nclude a three-dimensional representation of data
readable by machine.

FIG. 8 1llustrates various representations 800 of digital
currency, in accordance with an example embodiment. Rep-
resentations 800 show user interfaces of a mobile and
wearable device, such as a smartphone, including optical
codes encoding data associated with the user. The user
interfaces may include an interface 802 with a barcode, an
interface 804 with a QR code, an interface 806 with a zcode,
an interface 808 with a QR code integrated into an 1mage
provided by the user, an interface 810 with an i1mage
provided by the user integrated in a QR code, an interface
812 with a QR code mtegrated 1into an image provided by the
user, an interface 814 with an 1image provided by the user
integrated 1n a QR code, an interface 816 with a barcode and
a QR code. In an example embodiment, user interfaces may
include settings associated with digital and virtual payments.
Example settings may include setting percentage of a tip to
be added to the payment and specifying a number of
persons, between which the payment 1s to be split.

FIG. 9 illustrates various representations 900 of digital
currency, 1n accordance with an example embodiment. Rep-
resentations 900 show user interfaces of a mobile and
wearable device, such as a smart watch, including optical
codes encoding data associated with the user. The user
interfaces of a smart watch may include an interface 902
with a barcode and a QR code, an interface 904 with a
barcode, an intertace 906 with a QR code, an interface 908
with a zcode, an interface 910 with a QR code integrated into
an 1mage provided by the user, an interface 912 with an
image provided by the user integrated 1n a QR code. In an
example embodiment, user interfaces may include settings
associated with digital and virtual payments. Example set-
tings may include setting percentage of a tip to be added to
the payment and speciifying a number of persons, between
which the payment 1s to be split.

The digital currency may include virtual currencies, cryp-
tocurrencies, digital money, electronic money, electronic
currency or central bank 1ssued digital base money, a money
balance recorded electronically on a stored-value card, vir-
tual payment card or mobile and wearable devices. Another
form of digital electronic money 1s network money, allowing
the transier of value on computer networks, particularly the
Internet. Digital money can either be centralized, where
there 1s a central point of control over the money supply, or
decentralized, where the control over the money supply can
come from various sources 1 a global computer digital
ledger.
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The digital currency may be a type of currency, available
in a digital form and not available 1n physical form, which
exhibits properties similar to physical currencies and allows
for instantaneous transactions and borderless transier-oi-
ownership. Like traditional money, the digital currency may
be used to buy physical goods and services. In an example
embodiment, the digital currency may be restricted to certain
communities, such as for use inside an on-line game or
social network.

The digital currency may be a digital asset designed as a
decentralized cryptocurrency to work as a medium of
exchange that uses cryptography to secure 1ts transactions,
to control the creation of additional units, and to verily the
transier of assets. The cryptocurrency may be classified as a
subset of digital currencies and as a subset of alternative
digital currencies and virtual currencies. The cryptocurrency
may use decentralized control as opposed to centralized
clectronic money and central banking systems. The decen-
tralized control of the cryptocurrency works through a code
block file chain (CBFC), which 1s a public transaction
database, functioning as a distributed ledger with private key
to perform peer to peer transactions.

In an example embodiment, the CBFC 1s a global public
ledger for digital currencies of 206 countries. The CBFC
records digital currencies transactions without any trusted
international central authority: the maintenance of the CBFC
1s performed by a network of communicating nodes running
CBFC software. Transactions of 1n the digital currency are
broadcast to CBFC network using readily available software
applications. CBFC network nodes can validate transac-
tions, add them to their copy of the ledger, and then
broadcast these ledger additions to other nodes. The CBFC
may be a distributed database—to achieve independent
verification of the chain of ownership of any and every
digital currency amount, each network node may store its
own copy of the CBFC. A new group of accepted transac-
tions, a block, may be created substantially multiple time
during an hour, added to the CBFC, and published to all
nodes. This allows digital currency software to determine
when a particular digital currency amount has been spent,
which 1s necessary 1n order to prevent double-spending 1n an
environment without central oversight. Whereas a conven-
tional ledger records the transfers of actual bills or promis-
sory notes that exist apart from 1t, the CBFC 1s the only place
that digital currency can be said to exist in the form of
unspent outputs of transactions.

In an example embodiment, the digital currency includes
a ZCU. The ZCU may be a combined digital currency of 206
countries. ZCU transactions may be defined using a Forth-
like scripting language and consist of one or more mputs and
one or more outputs. When a user sends digital currency, the
user designates each address and the amount of digital
currency being sent to that address 1n an output. To prevent
double spending, each input must refer to a previous unspent
output in the CBFC. The use of multiple inputs corresponds
to the use of multiple ZCU 1n a cash transaction. Since
transactions may have multiple outputs, users can send ZCU
to multiple recipients in one transaction. As in a cash
transaction, the sum of inputs (ZCU used to pay) can exceed
the intended sum of payments. In such a case, an additional
output 1s used, returning the change back to the payer. Any
input not accounted for in the transaction outputs become
the transaction fee. Paying a transaction fee 1s optional, users
can choose which transactions to process and prioritize those
that pay higher fees. Fees are based on the storage size of the
transaction generated, which 1 turn 1s dependent on the
number of inputs used to create the transaction.
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In the CBFC, ZCU 1s associated with ZCU owner
addresses. Creating a ZCU address includes picking a ran-
dom valid private key and computing the corresponding
ZCU owner address. This computation can be done during
a time period substantially less than a second. But the
reverse (computing the private key of a given ZCU address)
1s mathematically unfeasible. So, users can tell others and
make public a ZCU address without compromising 1its
corresponding private key. Moreover, the number of valid
private keys 1s so vast that it 1s extremely unlikely someone
can compute a key-pair that 1s already 1n use and has funds.
The vast number of valid private keys makes 1t unfeasible
that brute force could be used for that. To be able to spend
the ZCUs, the owner needs to know the corresponding
private key and digitally sign the transaction. The network
verifies the signature using the public key. If the private key
1s lost, the CBFC network or ZCU network does not
recognize any other evidence of ownership; the ZCUs are
then unusable, and efiectively lost.

In an example embodiment, the mobile or wearable
device includes a virtual wallet which stores the information
necessary to transact ZCUSs, for example, the digital creden-
tials for users holdings and allows one to access (and spend)
/CUs. While wallets are often described as a place to hold
or store ZCUs, due to the nature of the system, ZCUs are
inseparable from the CBFC.

ZCU may use public-key cryptography, in which two
cryptographic keys, one public and one private, are gener-
ated. At 1ts most basic, a wallet may be a collection of these
keys.

The virtual wallet may include several types of wallets:
soltware wallets, online wallet, and a physical wallet. Soft-
ware wallets may connect to the network and allow spending,
/ZCUs 1n addition to holding the credentials that prove
ownership. Software wallets can be split further 1 two
categories: full clients and lightweight clients.

Full clients may be a secure and reliable way of using the
network, as trust in external parties 1s not required. They
may verily transactions directly on a local copy of the CBFC
or a pruned subset of the ZCU network. Full clients may
check the vahdity of ZCU blocks, preventing them from
transacting on a chain that breaks or alters network rules.
Because of its size and complexity, storing the entire CBFC
1s not suitable for all computing devices.

Lightweight clients, on the other hand, may consult full
clients to send and receive transactions without requiring a
local copy of the entire CBFC. This makes lightweight
clients much faster to set up and allows them to be used on
low-power, low-bandwidth devices such as smartphones.
When using a lightweight wallet, however, the user needs to
trust the server to a certain degree, as 1t can report faulty
values back to the user. Lightweight clients may follow the
longest CBFC and do not ensure 1t 1s valid, requiring trust
in system ZCU users.

With both types of software wallets, the users are respon-
sible for keeping their private keys 1n a secure place.

Besides software wallets, Internet services called online
wallets may offer similar functionality, but may be easier to
use. In this case, credentials to access funds may be stored
with the online wallet provider rather than on the user’s
hardware. As a result, the user should complete trust in the
wallet provider.

Physical wallets store the credentials necessary to spend
ZCUs oflline. Examples combine a novelty ZCU with these
credentials printed on metal. Paper wallets may include
paper printouts.
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ZCU may have a pseudonymous privacy, which means
that funds are not tied to a central bank or real-world entities,
but rather ZCU addresses. ZCU owners of ZCU addresses
may be not explicitly 1dentified, but all transactions on the
CBFC may be public. In addition, ZCU transactions can be
linked to individuals and companies through idioms of use,
transactions that spend ZCUs from multiple inputs may
indicate that the mnputs may have a common owner and
corroborating public transaction data with known informa-
tion on owners of certain addresses. Additionally, ZCU
exchanges, where ZCUs are traded for traditional currencies,
may be required by law to collect personal information.

In an example embodiment, to heighten financial privacy,
a new ZCU address may be generated for each transaction.
Specifically, hierarchical deterministic wallets may generate
pseudorandom, rolling addresses for every transaction from
a single seed, while only requiring a single passphrase to be
remembered to recover all corresponding private keys. ZCU
exchanges and other entities may prove assets, liabilities,
and solvency without revealing their addresses using zero-
knowledge proofs.

The validity of each ZCU unit may be provided by the
CBFC. The CBFC 1s a continuously growing list of records,
called blocks, which are linked and secured using cryptog-
raphy. Each block may contain a hash pointer as a link to a
previous block, a timestamp and transaction data. The CBFC
1s resistant to modification of the data. It may be an open,
distributed ledger that can record transactions between two
parties efliciently and 1n a verifiable and permanent way. For
use as a distributed ledger, the CBFC may be managed by a
peer-to-peer network collectively adhering to a protocol for
validating new blocks. Once recorded, the data in any given
block cannot be altered retroactively without the alteration
of all subsequent blocks, which requires collusion of the
network majornity.

In an example embodiment, a banking account may be
associated with a digital or virtual currency account provid-
ing for transactions between these accounts. Such transac-
tions, peer-to-peer transiers, and other services related to the
digital currency network may be free of any fees. The
services related to the digital currency network may be
provided on a subscription basis. Subscribers may be 1den-
tified with one or more of the following: an email address
and a mobile phone number. The user may perform a transier
with only an email address or a mobile phone number of a
recipient on condition that the recipient is registered with the
digital currency network and has a email address and a
mobile phone number specified as his 1dentifier.

In some example embodiments, the CBFC i1s a distributed
computing system with high Byzantine fault tolerance.
Decentralized consensus may be achieved with the CBFC. It
may solve the double spending problem without the need of
a trusted authority or central server.

A block time 1s the average time 1t takes for the network
to generate one extra block in the CBFC. By the time of
block completion, the included data becomes verifiable. This
1s practically when the money transaction takes place, so a
shorter block time means faster transactions.

ZCU may use various time stamp schemes to avoid the
need for a trusted third party to timestamp transactions
added to the CBFC ledger. Securing a ZCU cryptocurrency
network and achieving distributed consensus may be imple-
mented through requesting users to show ownership of a
certain amount of currency or running hashing algorithms to
validate electronic transactions.

In an example embodiment, ZCU mobile or wearable
cryptocurrency wallet stores the public and private keys or
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ZCU addresses, which can be used to receive or spend the
ZCU cryptocurrency. With the private key, 1t 1s possible to
write 1n the public ledger, eflectively spending the associ-
ated cryptocurrency. With the public key, it 1s possible for
others to send currency to the wallet.

ZCU cryptocurrency may be pseudonymous rather than
anonymous 1in that the ZCU cryptocurrency within a wallet
may be not tied to people, but rather to one or more specific
keys or ZCU addresses. Thereby, ZCU cryptocurrency own-
ers may be not identifiable, but all transactions may be
publicly available 1n the CBFC. Still, ZCU cryptocurrency
exchanges may be required by law to collect the personal
information of their users.

ZCU digital currency may include a virtual currency or
virtual money, which 1s 1ssued and controlled by 1ts devel-
opers, and used and accepted among the members of a
specific virtual community. The virtual currency may be a
digital representation of value which 1s accepted by natural
or legal persons as a means of payment and can be trans-
terred, stored or traded electronically.

FIG. 10 shows a diagrammatic representation ol a
machine 1 the example electronic form of a computer
system 1000, within which a set of 1nstructions for causing
the machine to perform any one or more of the methodolo-
gies discussed herein may be executed. In various example
embodiments, the machine operates as a standalone device
or may be connected (e.g., networked) to other machines. In
a networked deployment, the machine may operate in the
capacity of a server or a client machine 1n a server-client
network environment, or as a peer machine in a peer-to-peer
(or distributed) network environment. The machine may be
a personal computer (PC), a tablet PC, a set-top box (STB),
a cellular telephone, a portable music player (e.g., a portable
hard drive audio device such as a Moving Picture Experts
Group Audio Layer 3 (MP3) player), a web appliance, a
network router, switch or bridge, or any machine capable of
executing a set of 1nstructions (sequential or otherwise) that
specily actions to be taken by that machine. Further, while
only a single machine 1s illustrated, the term “machine” shall
also be taken to include any collection of machines that
individually or jointly execute a set (or multiple sets) of
instructions to perform any one or more of the methodolo-
gies discussed herein.

The example computer system 1000 includes a processor
or multiple processors 1002 (e.g., a central processing unit
(CPU), a graphics processing unit (GPU), or both), a main
memory 1004 and a static memory 1006, which communi-
cate with each other via a bus 1008. The computer system
1000 may further include a video display unit 1010 (e.g., a
liquid crystal display (LCD) or a cathode ray tube (CRT)).
The computer system 1000 may also include an alphanu-
meric mput device 1012 (e.g., a keyboard), a cursor control
device 1014 (e.g., a mouse), a disk drive unit 1016, a signal
generation device 1018 (e.g., a speaker) and a network
interface device 1020.

The disk drive unit 1016 includes a non-transitory com-
puter-readable medium 1022, on which 1s stored one or more
sets of instructions and data structures (e.g., instructions
1024) embodying or utilized by any one or more of the
methodologies or functions described herein. The nstruc-
tions 1024 may also reside, completely or at least partially,
within the main memory 1004 and/or within the processors
1002 during execution thereol by the computer system 1000.
The main memory 1004 and the processors 1002 may also
constitute machine-readable media.

The 1nstructions 1024 may further be transmitted or
received over a network 1026 via the network interface
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device 1020 utilizing any one of a number of well-known
transfer protocols (e.g., Hyper Text Transfer Protocol
(HT'TP)).

While the non-transitory computer-readable medium
1022 1s shown 1n an example embodiment to be a single
medium, the term “computer-readable medium™ should be
taken to mclude a single medium or multiple media (e.g., a
centralized or distributed database and/or associated caches
and servers) that store the one or more sets of instructions.
The term “computer-readable medium” shall also be taken
to include any medium that i1s capable of storing, encoding,
or carrying a set of istructions for execution by the machine
and that causes the machine to perform any one or more of
the methodologies of the present application, or that 1s
capable of storing, encoding, or carrying data structures
utilized by or associated with such a set of instructions. The
term “‘computer-readable medium” shall accordingly be
taken to include, but not be limited to, solid-state memories,
optical and magnetic media, and carrier wave signals. Such
media may also include, without limitation, hard disks,
floppy disks, flash memory cards, digital video disks, ran-
dom access memory (RAMSs), read only memory (ROMs),
and the like.

The example embodiments described herein may be
implemented in an operating environment comprising soit-
ware 1installed on a computer, in hardware, or 1n a combi-
nation of software and hardware.

Thus, various systems and methods for facilitating mobile
device payments, multimedia capture, calling, and messag-
ing via a mobile and wearable device have been described.
Although embodiments have been described with reference
to specific example embodiments, 1t will be evident that
vartous modifications and changes may be made to these
embodiments without departing from the broader spirit and
scope of the system and method described herein. Accord-
ingly, the specification and drawings are to be regarded in an
illustrative rather than a restrictive sense.

What 1s claimed 1s:

1. A system for transferring single use or multiple use
digital currency via a mobile and wearable device, the
system comprising: a processor configured to: receive over
a data network, from the mobile and wearable device of a
user, a currency issuance request for i1ssuing a digital cur-
rency, wherein the digital currency includes a Z currency
(ZCU), wheremn the ZCU 1s a virtual currency, which 1s
issued and controlled by developers of the virtual currency,
and used and accepted among members of a virtual com-
munity; wherein the transactions 1n the ZCU consisting of at
least one mput and at least one output, wherein the at least
one output 1s associated with a ZCU transfer and includes a
destination address and an amount in the ZCU of the ZCU
transier, and the at least one mput refers to an unspent output
in the CBFC to prevent double spending; wherein using of
multiple mputs corresponds to using of multiple ZCUs 1n a
cash transaction, wherein a sum of mputs exceeds a total of
payments; wherein an unaccounted input is handled as a
transaction fee; wherein paying the transaction fee 1s
optional; wherein the user chooses one or more priority
transactions based on fee amounts associated with the one or
more priority transactions, the one or more priority trans-
actions being processed before other transactions; wherein a
fee amount associated with the transaction 1s based on a
number of inputs used to create the transaction and a storage
size of the transaction, wherein the currency issuance
request includes a payment amount and a first merchant
identification data associated with a merchant; in response to
the currency 1ssuance request, prompt the user to enter a user
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authentication information; receive over the data network,
from the user, the user authentication information; based on
the user authentication information, accessing a user account
maintained by a currency issuer, wherein the user account
includes at least a payment data associated with the user;
receive over the data network, from the merchant, a trans-
action request to perform a payment transaction associated
with the user, the transaction request including at least a
second merchant 1dentification data and data associated with
the digital currency; match the first merchant identification
data and the second merchant identification data; upon
determining a match of the first merchant 1dentification data
and the second merchant identification data, authorize the
payment transaction by transferring the payment amount
from the digital currency to a merchant account associated
with the merchant, the merchant account being retrieved
from the second merchant identification data, wherein the
processor 1s operable to transfer the payment amount in
response to a merchant device reading an optical code
encoding the digital currency data displayed on the mobile
and wearable device of the user and to transmit digital
currency data from the mobile and wearable device to a
merchant device using a near field communication, wherein
the optical code 1s a three-dimensional (3D) zcode repre-
senting the ZCU, wherein the 3D zcode includes a round
global circle and squares arranged 1n a round circle grid on
a white background, the 3D zcode being readable by an
imaging device, wherein the 3D zcode 1s a machine-readable
optical label encoding mmformation in hornizontal, vertical,
and 3D components of the round global circle and squares
arranged 1n a round circle grid; based on the transferring,
determine that the payment transaction associated with the
user 1s completed; and based on the determining that the
payment transaction 1s completed, deactivate the digital
currency; a currency issuance unit connected over the data
network to and remotely located from the processor, mer-
chant, and the mobile and wearable device operable to:
based on the payment data associated with the user and the
first merchant i1dentification data, generate the digital cur-
rency, the digital currency having a deposit amount, the
deposit amount being at least equal to the payment amount
requested by the user 1n the currency 1ssuance request; and
provide the digital currency to the mobile and wearable
device; and a storage unit operable to store at least the user
authentication information, the digital currency, the first
merchant 1dentification data, and the second merchant 1den-
tification data, wherein the processor, the mobile and wear-
able device, the currency issuance unit, and the storage unit
are remotely located with each other and 1n operable con-
nection over the data network; wherein the virtual payment
currency 1s associated with a joint operation with banks and
top retailers; wherein the mobile and wearable device 1s
associated with a cloud-based application running on the
mobile and wearable device, wherein the cloud-based appli-
cation resides 1n a cloud network 1s provided on the mobile
and wearable device via one or more of the following: a web
browser, a projector, and a hologram, an augmented reality
(AR) device; a virtual reality (VR) device; wherein the
cloud-based application 1s provided for purchasing 1n one or
more applications stores, the one or more applications stores
being associated with an operating system running on the
mobile and wearable device, the operating system including,
one of the following: Microsoit Windows, Linux, Android,
Blackberry, 10S, and Windows Phone; wherein the cloud-
based application 1s provided free of charge or at a prede-
termined price; wherein the cloud-based application
includes at least a bank account emulation (BAE) client, the
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BAE client 1s configured to provide emulation of a bank
account to combine with cloud computing and provide an
emulated digital currency, wherein the bank account is
emulated based on metadata associated with the user, a
phone number associated with the user, and data associated
with a point-of-sale (POS) terminal of the merchant, wherein
the BAE client 1s configured to provide a virtual represen-
tation of an emulated bank account; wherein the operating
system associated with the mobile and wearable device 1s
configured to run the BAE client, provide two communica-
tion paths for NFC commands from the POS terminal based
on an application identifier (AID) associated with the BAE
client; wherein the operating system 1s configured to use the
AID to route the NFC commands to the cloud-based appli-
cation managing the emulation of the bank account; wherein
when the user presents the emulated digital currency for
transaction, an NFC command 1s routed to the BAE client
for verification of the NFC commands by the cloud-based
application managing the emulation of the bank account;
wherein the cloud-based application 1s configured to connect
to a backend associated with the currency 1ssuer to complete
the transaction; wherein the cloud-based application 1s asso-
ciated with a trusted tokenization node, the trusted tokeni-
zation node being a shared resource used to generate and
de-tokenize tokens representing data associated with the
digital currency at the backend associated with the 1ssuer;
and wherein the BAE client provides multi-level security by
providing limited use keys, tokenization, device fingerprint-
ing, and dynamic risk analysis, wherein the limited use keys
are derived from a master domain key shared by the 1ssuer,
wherein a use of the limited use keys 1s associated with time
to live of the limited use keys and a number of transactions
to be performed using the limited use keys, wherein the
device fingerprints are profiles associated with the mobile
and wearable device and are used to determine that trans-
actions are initiated only by an authorized mobile and
wearable device at recognized locations of the POS terminal
wherein the system further comprises the processor further
configured to: receive a first input of a user, 1 response to
the first mnput of the user, initiate one or more sensors 1o
capture multimedia to obtain captured multimedia; receive,
a second 1nput of the user, wherein the first input of the user
includes a touch engagement of the user with a display of a
mobile and wearable device and the second 1nput of the user
includes a touch release of the user from the display of the
mobile and wearable device; analyze data associated with
the first input of the user and the second input of the user,
wherein the analyzing includes determining time between
the first input of the user and the second input of the user;
based on the analysis, selectively select, a multimedia cap-
ture mode or a payment transaction mode, wheremn the
multimedia capture mode comprises the user using the
mobile and wearable device to capture multimedia content,
wherein the selection of the multimedia capture mode and
the transaction mode i1s determined by comparison of the
time between the first mput and the second input with a
predetermined time, whereimn only a multimedia storing
mode or a transaction mode 1s selected at a single time, and
wherein the multimedia capture mode 1s associated with a
plurality of types of multimedia, wherein each of the plu-
rality of types of multimedia being captured are determined
by the time between the first mnput and second input 1n the
multimedia capture mode; based on the analysis, selectively
select one of multimedia storing modes or a payment
transaction mode, wherein each of the multimedia storing
modes 1s associated with at least one of a plurality of types
of the multimedia; 1n response to the selection of the
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multimedia capture storing modes, process the captured
multimedia to obtain a type of the multimedia captured in
the multimedia capture mode; storing, by the processor, the
type of the multimedia captured and the captured multime-
dia to a database to obtain a stored type of the multimedia;
in response to the selection of the payment transaction mode,
recelve transaction data, wherein the transaction data com-
prises at least a payment amount and a recipient; based on
the transaction data, user payment data, and recipient pay-
ment data, perform a payment transaction, wherein the user
payment data and the recipient payment data are stored in
the database; wherein the mobile and wearable devices
include at least one of a handheld computing device, a
smartphone, a tablet computer, a personal digital assistant,
an e-textile item, an activity tracker, a smartwatch, smart-
glasses, a Global Positioning System (GPS) watch, a mixed
reality device, a computer-mediated reality device, a cloth-
ing technology device, and a wearable device, the wearable
device having a band adapted to secure the wearable device
on a human body, the human body including a wrist, an arm,
a neck, a head, a leg, a waist, an ear, a finger, and any other
part ol the human body, wherein the band 1s adapted to
secure the wearable device under, within or on clothing, and
wherein the band includes a rechargeable battery configured
to power the wearable device; the system further comprising,
the use of a digital currency, the system further comprising,
the processor configured to: receive a transier request,
wherein the transfer request 1s authorized upon receiving
authorization data from a sender having a sender account
from which funds are transferred from, the authorization
data comprising a password, personal identification number
(PIN) code, and biometric data comprising a face of the
sender; and based on the receiving, authorize the sender to
provide the transfer request when the authorization data
providing for the transier request matches previously regis-
tered corresponding authorization data; wherein the transier
1s associated with an amount represented in tokens of the
digital currency stored on the mobile and wearable device of
the sender, the transfer request including at least the sender
account, a recipient account, and the amount; and based on
the transier request, the processor, prior to transferring, 1s
operable to encrypt the digital currency by assigning a
unique key to the transferring and signing the digital cur-
rency using a cryptographic signature the amount from the
sender account to the recipient account wherein the tokens
stored on the mobile and wearable device of the sender are
printed with a face of the sender, and upon transfer from the
mobile and wearable device of the sender to a mobile and
wearable device of the recipient, the tokens are converted by
replacing the senders face with the recipient face, wherein
the digital currency 1s not a currency ol any national
government but 1s operable to be exchanged by the mobile
device nto a user defined national currency, and the system
1s configured to use the digital currency using public-key
cryptography based on generating a public key and a private
key; wherein the mobile or wearable device functions as a
virtual wallet and stores information necessary to perform
transaction 1n the digital currency, the information including
a collection of at least one public key and at least one private
key; wherein the virtual wallet being a software wallet
connecting to a network and providing for spending the
digital currency, the software wallet includes: a full client
and a lightweight client; wherein the full client verifies the
transactions directly on a local copy of the CBFC or a
pruned subset of the network associated with the digital
currency network to eliminate necessity for trust as 1n case
ol external parties, checks validity of blocks of the digital
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currency, preventing the blocks from transacting on a chain
that breaks or alters network rules: wherein a lightweight
client consults the full client to send and receive the trans-
actions without requiring a local copy of the CBFC, the
lightweight client being suitable for use on low-power,
low-bandwidth devices, the lightweight client following
longest CBFC and not ensuring validity; wherein the soft-
ware wallet includes an online wallet storing the information
with a provider of the online wallet; wherein the software
wallet includes a physical wallet storing the information
oflline, the storing oflline including printing on metal and
printing on paper.

2. The system of claim 1, wherein the processor 1s further
operable to: integrate the optical code 1n a virtual payment
card, wherein the virtual payment card i1s displayed on the
mobile and wearable device to be read by a device associ-
ated with the recipient.

3. The system of claim 1, wherein the processor 1s further
operable to: set a validity period for the digital currency, the
validity period being pre-selected by the user and stored in
the user account, wherein the digital currency 1s deactivated
upon expiration of the validity period.

4. The system of claim 1, wherein the processor 1s further
operable to:

based on the transferring of the transfer amount in the

digital currency to the recipient account, determine that
the payment transaction associated with the user 1is
completed; and

based on the determining that the payment transaction 1s

completed, deactivate the digital currency.

5. The system of claim 1, wherein the payment data
includes data associated with one or more of the following:
a credit card, a debit card, a retail card, a charge card, a bank
saving account, a bank checking account, an insurance
account, a stored-value card, a cryptocurrency account, and
a digital mobile currency.

6. The system of claim 1, wherein the currency 1ssuance
unit 1s selected from one or more of the following: a bank,
Federal Reserve Bank, a central bank of 206 countries, a
credit card company, an isurance company, a credit union,
a store, a public transaction database, a distributed ledger,
and a third-party organization.

7. The system of claim 1, wherein the user authentication
information includes one or more of the following: a name
of the user, an address of the user, a guarantor name, a social
security number of the user, a phone number of the user, an
identification number of the user, a bank account of the user,
an 1surance account number of the user, an email address
of the user, and a photograph of the user.

8. The system of claim 1, wherein at least one transaction
associated with the transferring of the transfer amount 1n the
digital currency 1s recorded in a distributed world global
digital currency ledger, wherein the distributed world global
digital currency ledger 1s programmed to trigger the at least
one transaction automatically using a peer-to-peer network,
a distributed timestamping server, and a code block file
chain database including a transaction database for using the
digital currency.

9. Amethod for transferring single use digital currency via
a mobile and wearable device, the method comprising:
receiving over a data network, by a processor, from the
mobile and wearable device of a user, a currency 1ssuance
request for 1ssuing a digital currency, wheremn the digital
currency includes a Z currency (ZCU), wherein the ZCU 1s
a virtual currency, which 1s 1ssued and controlled by devel-
opers of the virtual currency, and used and accepted among
members of a virtual community; wherein the transactions in
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the ZCU consisting of at least one mput and at least one
output, wherein the at least one output 1s associated with a
ZCU transter and includes a destination address and an
amount 1n the ZCU of the ZCU transter, and the at least one
input refers to an unspent output 1 the CBFC to prevent
double spending; wherein using of multiple mputs corre-
sponds to using of multiple ZCUs in a cash transaction,
wherein a sum of mputs exceeds a total of payments;
wherein an unaccounted input 1s handled as a transaction
fee: wherein paying the transaction fee 1s optional: wherein
the user chooses one or more priority transactions based on
fee amounts associated with the one or more priority trans-
actions, the one or more priority transactions being pro-
cessed before other transactions; wherein a fee amount
associated with the transaction i1s based on a number of
inputs used to create the transaction and a storage size of the
transaction, wherein the currency 1ssuance request mcludes
a payment amount and a first merchant identification data
associated with a merchant; 1n response to the currency
issuance request, prompting, by the processor, the user to
enter a user authentication information; receiving over the
data network, by the processor, from the user, the user
authentication information; based on the user authentication
information, accessing, by the processor, a user account
maintained by a currency 1ssuer, wherein the user account
includes at least a payment data associated with the user;
based on the payment data associated with the user and the
first merchant 1dentification data, generating, by a currency
issuance unit connected over the data network to and
remotely located from the processor, merchant, and the
mobile and wearable device, the digital currency, the digital
currency having a deposit amount, the deposit amount being
at least equal to the payment amount requested by the user
in the currency 1ssuance request; providing, by the currency
issuance unit, the digital currency to the mobile and wear-
able device; recerving over the data network, by the proces-
sor, from the merchant, a transaction request to perform a
payment transaction associated with the user, the transaction
request including at least a second merchant identification
data and data associated with the digital currency; matching,
by the processor, the first merchant 1dentification data and
the second merchant identification data; upon determining a
match of the first merchant identification data and the second
merchant 1dentification data, authorizing, by the processor,
the payment transaction by transferring the payment amount
from the to a merchant account associated with the mer-
chant, the merchant account being retrieved from the second
merchant 1dentification data, wherein the processor 1s oper-
able to transfer the payment amount in response to a
merchant device reading an optical code encoding the digital
currency data displayed on the mobile and wearable device
of the user and to transmit digital currency data from the
mobile and wearable device to a merchant device using a
near field communication wherein the optical code 1s a
three-dimensional (3D) zcode representing the ZCU,
wherein the 3D zcode includes a round global circle and
squares arranged in a round circle grid on a white back-
ground, the 3D zcode being readable by an 1imaging device,
wherein the 3D zcode 1s a machine-readable optical label
encoding information 1 horizontal, vertical, and 3D com-
ponents of the round global circle and squares arranged 1n a
round circle grid; based on the transferring, determining, by
the processor, that the payment transaction associated with
the user 1s completed; and based on the determining that the
payment transaction 1s completed, deactivating, by the pro-
cessor, the digital currency; wherein the processor, the
mobile and wearable device, the currency issuance unit, and
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the storage unit are remotely located with each other and in
operable connection over the data network; wherein the
digital currency 1s associated with a joint operation with
banks and top retailers; wherein the mobile and wearable
device 1s associated with a cloud-based application running
on the mobile and wearable device, wherein the cloud-based
application resides in a cloud network i1s provided on the
mobile and wearable device via one or more of the follow-
ing: a web browser, a projector, and a hologram, an aug-
mented reality (AR) device; a virtual reality (VR) device;
wherein the cloud-based application 1s provided for purchas-
ing 1 one or more applications stores, the one or more
applications stores being associated with an operating sys-
tem running on the mobile and wearable device, the oper-
ating system 1including one of the following: Microsoit
Windows, Linux, Android, Blackberry, 10S, and Windows
Phone; wherein the cloud-based application 1s provided free
of charge or at a predetermined price; wherein the cloud-
based application includes at least a bank account emulation
(BAE) client, the BAE client i1s configured to provide
emulation of a bank account to combine with cloud com-
puting and provide an emulated digital currency, wherein the
bank account 1s emulated based on metadata associated with
the user, a phone number associated with the user, and data
associated with a point-of-sale (POS) terminal of the mer-
chant, wherein the BAE client 1s configured to provide a
virtual representation of an emulated bank account; wherein
the operating system associated with the mobile and wear-
able device 1s configured to run the BAE client, provide two
communication paths for NFC commands from the POS
terminal based on an application 1dentifier (AID) associated
with the BAFE client; wherein the operating system 1s con-
figured to use the AID to route the NFC commands to the
cloud-based application managing the emulation of the bank
account; wherein when the user presents the emulated digital
currency for transaction, an NFC command 1s routed to the
BAE client for venfication of the NFC commands by the
cloud-based application managing the emulation of the bank
account; wherein the cloud-based application 1s configured
to connect to a backend associated with the currency issuer
to complete the transaction; wherein the cloud-based appli-
cation 1s associlated with a trusted tokenization node, the
trusted tokenization node being a shared resource used to
generate and de-tokenize tokens representing data associ-
ated with the digital currency at the backend associated with
the 1ssuer; and wherein the BAE client provides multi-level
security by providing limited use keys, tokenization, device
fingerprinting, and dynamic risk analysis, wherein the lim-
ited use keys are dertved from a master domain key shared
by the 1ssuer, wherein a use of the limited use keys 1s
associated with time to live of the limited use keys and a
number of transactions to be performed using the limited use
keys, wherein the device fingerprints are profiles associated
with the mobile and wearable device and are used to
determine that transactions are mitiated only by an autho-
rized mobile and wearable device at recognized locations of
the POS terminal the method further comprising receiving,
by the processor, a first input of a user; 1n response to the first
input of the user, itiating one or more sensors to capture
multimedia to obtain captured multimedia; recerving, by the
processor, a second input of the user, wherein the first input
of the user includes a touch engagement of the user with a
display of a mobile and wearable device and the second
input of the user includes a touch release of the user from the
display of the mobile and wearable device; analyzing, by the
processor, data associated with the first input of the user and
the second 1nput of the user, wherein the analyzing includes
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determining time between the first input of the user and the
second 1nput of the user, based on the analysis, selectively
selecting, by the processor, a multimedia capture mode or a
payment transaction mode, wherein the multimedia capture
mode comprises the user using the mobile and wearable
device to capture multimedia content, wherein the selection
of the multimedia capture mode and the transaction mode 1s
determined by comparison of the time between the first input
and the second mput with a predetermined time, wherein
only a multimedia storing mode or a transaction mode 1is
selected at a single time, and wherein the multimedia capture
mode 1s associated with a plurality of types of multimedia,
wherein each of the plurality of types of multimedia being
captured are determined by the time between the first input
and second 1nput 1n the multimedia capture mode; based on
the analysis, selectively selecting, by the processor, one of
multimedia storing modes or a payment transaction mode,
wherein each of the multimedia storing modes 1s associated
with at least one of a plurality of types of the multimedia; in
response to the selection of the multimedia capture storing
modes, processing, by the processor, the captured multime-
dia to obtain a type of the multimedia captured in the
multimedia capture mode; storing, by the processor, the type
of the multimedia captured and the captured multimedia to
a database to obtain a stored type of the multimedia; 1n
response to the selection of the payment transaction mode,
receiving, by the processor, transaction data, wherein the
transaction data comprises at least a payment amount and a
recipient; based on the transaction data, user payment data,
and recipient payment data, performing, by the processor, a
payment transaction, wherein the user payment data and the
recipient payment data are stored in the database; wherein
the mobile and wearable devices include at least one of a
handheld computing device, a smartphone, a tablet com-
puter, a personal digital assistant, an e-textile item, an
activity tracker, a smartwatch, smartglasses, a Global Posi-
tiomng System (GPS) watch, a mixed reality device, a
computer-mediated reality device, a clothing technology
device, and a wearable device, the wearable device having
a band adapted to secure the wearable device on a human
body, the human body mcluding a wrist, an arm, a neck, a
head, a leg, a waist, an ear, a finger, and any other part of the
human body, wherein the band 1s adapted to secure the
wearable device under, within or on clothing, and wherein
the band includes a rechargeable battery configured to power
the wearable device; the method further comprising the use
of a digital currency, the method fturther comprising: receiv-
ing, by the processor, a transfer request, wherein the transfer
request 1s authorized upon receiving authorization data from
a sender having a sender account from which funds are
transierred from, the authorization data comprising a pass-
word, personal identification number (PIN) code, and bio-
metric data comprising a face of the sender; and based on the
receiving, authorizing the sender to provide the transier
request when the authorization data providing for the trans-
fer request matches previously registered corresponding
authorization data; wherein the transier 1s associated with an
amount represented 1n tokens of the digital currency stored
on the mobile and wearable device of the sender, the transter
request including at least the sender account, a recipient
account, and the amount; and based on the transier request,
by the processor, prior to transierring, encrypting the digital
currency by assigning a unique key to the transferring and
signing the digital currency using a cryptographic signature
the amount from the sender account to the recipient account
wherein the tokens stored on the mobile and wearable device
of the sender are printed with a face of the sender, and upon

10

15

20

25

30

35

40

45

50

55

60

65

28

transier from the mobile and wearable device of the sender
to a mobile and wearable device of the recipient, the tokens
are converted by replacing the senders face with the recipi-
ent face, wherein the digital currency 1s not a currency of any
national government but 1s operable to be exchanged by the
mobile device into a user defined national currency, and
wherein the digital currency uses public-key cryptography
based on generating a public key and a private key; wherein
the mobile or wearable device functions as a virtual wallet
and stores iformation necessary to perform transaction in
the digital currency, the information including a collection of
at least one public key and at least one private key; wherein
the virtual wallet being a software wallet connecting to a
network and providing for spending the digital currency, the
solftware wallet includes: a full client and a lightweight
client: wherein the fill client verifies the transactions directly
on a local copy of the CBFC or a pruned subset of the
network associated with the digital currency network to
climinate necessity for trust as 1n case of external parties,
checks validity of blocks of the digital currency, preventing
the blocks from transacting on a chain that breaks or alters
network rules; wherein a lightweight client consults the full
client to send and receive the transactions without requiring
a local copy of the CBFC, the lightweight client being
suitable for use on low-power, low-bandwidth devices, the
lightweight client following longest CBFC and not ensuring
validity; wherein the software wallet includes an online
wallet storing the information with a provider of the online
wallet; wherein the software wallet includes a physical
wallet storing the information ofiline, the storing oiflline
including printing on metal and printing on paper.
10. The method of claim 9, further comprising integrating
the optical code 1n a virtual payment card, wherein the
virtual payment card 1s displayed on the mobile and wear-
able device to be read by a device associated with the
recipient.
11. The method of claim 9, wherein the optical code 1s
selected from a group comprising: a linear dimensional
code, a two-dimensional code, a snap tag code, a Quick
Response (QR) code, and a three-dimensional (3D) zcode,
wherein the 3D zcode includes a round global circle and
squares arranged in a round circle grid on a white back-
ground, the 3D zcode being readable by an 1imaging device,
wherein the 3D zcode 1s a machine-readable optical label
encoding imnformation 1 horizontal, vertical, and 3D com-
ponents of the round global circle and squares arranged 1n a
round circle grid;
wherein the information i1s encoded using five standard-
ized encoding modes including globeing, numeric,
alphanumeric, byte/binary, and kanji to store data;

wherein the 3D zcode 1s used for product tracking, item
identification, time tracking, document management,
general marketing, payments, storing bank account
information or credit card information, cryptographic
currencies.

12. The method of claim 9, further comprising setting, by
the currency 1ssuance umt, a validity period for the digital
currency, the validity period being pre-selected by the user
and stored 1n the user account, wherein the digital currency
1s deactivated upon expiration of the validity period.

13. The method of claim 9, further comprising:

based on the transferring of the payment amount 1n the

digital currency to the recipient account, determining
that the payment transaction associated with the user 1s
completed;
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upon determining that the payment transaction associated
with the user 1s completed, checking, by the processor,
whether a portion of the deposit amount 1s present on
the digital currency;

transferring, by the processor, the portion of the payment

amount from the digital currency to a currency asso-
ciated with the user, the currency being determined
based on the payment data.

14. The method of claim 9, wherein the payment data
includes data associated with one or more of the following:
a credit card, a debit card, a retail card, a charge card, a bank
saving account, a bank checking account, an insurance
account, a stored-value card, a cryptocurrency account, and
a digital mobile currency.

15. The method of claim 9, wherein the currency 1ssuance
unit 1s selected from one or more of the following: a bank,
Federal Reserve Bank, a credit card company, an insurance
company, a credit union, a store, a public transaction data-
base, a distributed ledger, and a third-party organization.

16. The method of claim 9, wherein the user authentica-
tion information includes one or more of the following: a
name of the user, an address of the user, a guarantor name,
a social security number of the user, a phone number of the
user, an 1dentification number of the user, a bank account of
the user, an insurance account number of the user, an email
address of the user, and a photograph of the user.

17. The method of claim 9, further comprising:

receiving, by the processor, the user authentication infor-

mation; and

storing the user authentication information in a memory

associated with the mobile and wearable device.

18. The method of claim 9, wherein at least one transac-
tion associated with the transferring of the transfer amount
in the digital currency 1s recorded 1n a distributed world
global digital currency ledger, wherein the distributed world
global digital currency ledger 1s programmed to trigger the
at least one transaction automatically using a peer-to-peer
network, a distributed timestamping server, and a code block
file chain database including a transaction database for using
the digital currency.

19. The method of claim 9, wherein the digital currency
1s associated with an exchange rate between two digital
currencies, the exchange rate being a rate at which one
digital currency 1s exchanged for another digital currency;

wherein the exchange rate 1s determined 1 a foreign

exchange market, the foreign exchange market being
open to a plurality of types of buyers and sellers, and
wherein a currency trading i1s continuous; wherein the
exchange rate includes a spot exchange rate associated
with a current exchange rate; wherein the exchange rate
further includes a forward exchange rate including an
exchange rate that quoted and traded on a current date
for delivery and payment on a specific tuture date; and
wherein the exchange rate further includes a buying
rate and a selling rate, wherein the buying rate 1s a rate
at which a person buys foreign currency in exchange
for the digital currency, and the selling rate 1s a rate at
which the person sells the digital currency.

20. The method of claim 9, wherein the digital currency
includes a virtual currency, a cryptocurrency, digital money,
clectronic money, electronic currency, and central bank
issued digital base money, a money balance recorded elec-
tronically on a stored-value card, virtual payment card, or
mobile and wearable devices, network money allowing
transferring of value on computer networks, the computer
networks icluding Internet;
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wherein the digital currency 1s a type of currency avail-
able 1n a digital form and absent in a physical form, the
digital currency having properties similar to physical
currencies and allowing for instantaneous transactions,
borderless ftransier-of-ownership, buying physical
goods and services;

wherein the digital currency 1s restricted for use in one or

more communities, the one or more communities
including an on-line game and a social network;
wherein the digital currency includes one of the group: a
centralized currency with money supply controlled by
a central point of control and a decentralized currency
with money supply coming from a plurality of sources
in a global computer digital ledger.
21. The method of claim 9, wherein the digital currency
1s a digital asset designed as a decentralized cryptocurrency
to work as a medium of exchange that uses cryptography to
secure transactions performed in the digital currency, to
control creation of additional units, and to verily transmit-
ting of assets;
wherein the decentralized cryptocurrency, being a subset
of digital currencies, alternative digital currencies, and
virtual currencies, 1s controlled through a code block
file chain (CBFC), the CBFC being a public transaction
database, which functions as a distributed ledger with
private key to perform peer-to-peer transactions.
22. The method of claim 9, wherein a CBFC 1s a global
public ledger for 206 countries, the global public ledger
recording transactions in the digital currency;
wherein the digital currency functions i absence of a
trusted iternational central authority with maintenance
of the CBFC performed by a network of communicat-
ing nodes running software associated with the CBFC,;

wherein the transactions in the digital currency are broad-
cast to a network associated with the CBFC using one
or more readily available software applications;

wherein a node of the network of communicating nodes
validates the transactions, adds the transactions to a
copy ol the global public ledger associated with the
node, and broadcast the additions to other nodes of the
network of communicating nodes;

wherein the broadcasting of the additions 1s performed a
plurality times per hour, wherein the additions form a
block added to the CBFC;

wherein the broadcasting provides for determining a
calendar time of spending one or more amounts 1n the
digital currency and preventing double-spending in an
environment without central oversight;

wherein the digital currency exists i the CBFC as
unspent outputs of the transactions.

23. The method of claim 9, wherein the ZCU 1s associated
with a ZCU address of an owner of the ZCU, wherein
creating the ZCU address 1s picking a random private key
and computing the ZCU address to be assigned to the owner;

wherein the computing 1s performed substantially less
than during one second and a reverse computing of the
private key of the ZCU address 1s mathematically
unfeasible:

wherein a number of private keys hinders a probability of
brute force computing of a key-pair being in use;

wherein spending the ZCU 1s permitted on digitally
signing the transaction, the signature being verified by
the private key associated with the owner;

wherein 1 case of losing the private key, the ZCU
associated with the private key becomes unusable.




US 10,147,076 B2

31

24. The method of claim 9, wherein the digital currency
has a pseudonymous privacy with funds being tied to the
digital currency address instead of a central bank or a

real-world entity;

wherein the owner of the digital currency address 1s not

explicitly 1dentified;
wherein the transactions on the CBFC are public;
wherein the transactions are linked to individuals and

companies through 1dioms of use;

wherein the transactions that spend the digital currency

from multiple mputs indicate a common owner and
corroborating public transaction data with known infor-
mation on owners of certain addresses;

wherein exchange of the digital currency for traditional

currencies 1s required by law to collect personal infor-
mation;
wherein a new digital currency address 1s generated for
cach transaction to increase financial privacy;

wherein a hierarchical deterministic wallet generates
pseudorandom rolling addresses for every transaction
from a single seed, while only requiring a single
passphrase to be remembered to recover private keys
assoclated with the owner;

wherein a digital currency exchange proves assets, liabili-

ties, and solvency without revealing addresses using
zero-knowledge proofis.
25. The method of claim 24, wherein validity of the digital
currency 1s provided by the CBFC, the CBFC being a
continuously growing list of blocks linked and secured using
cryptography:
wherein each of the blocks contains a hash pointer as a
link to a previous block, a timestamp, and transaction
data; and data in each of the blocks cannot be altered
retroactively without alteration of all subsequent
blocks, which requires collusion of network majority;

wherein the CBFC 1s an open, distributed ledger operable
to record transactions between two parties 1n a manner
resistant to modification of the transaction data;

wherein the CBFC 1s managed by a peer-to-peer network
collectively adhering to a protocol for validating new
blocks:

wherein block time 1s an average time for the network to

generate one extra block 1n the CBFC, the data asso-
ciated with the one extra block becomes verifiable on
completion of the generating.
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26. The method of claim 25, wherein the digital currency
uses various time stamp schemes to avoid need for a trusted

third party to timestamp transactions added to a ledger of the
CBFC ledger;
wherein cryptocurrency network of the digital currency 1s

secured and brought in distributed consensus through
requesting users to show ownership of a certain amount
of the digital currency or running hashing algorithms to
validate electronic transactions;

wherein the cryptocurrency network 1s associated with at
least one cryptocurrency account and at least banking
account, the cryptocurrency network being configured
to perform transaction between the at least banking
account and the at least one cryptocurrency account,
wherein services of cryptocurrency network are free;

wherein the services are provided on a subscription basis
and subscribers are 1dentified with one or more of the
following: an email address and a mobile phone num-
ber:

wherein a mobile or wearable cryptocurrency wallet
stores public and private keys or one or more digital
currency addresses used to recerve and spend the digital
currency;

wherein writing 1n a public ledger to spend the digital
currency 1s performed a private key;

wherein a public key enables to send the digital currency
to a wallet;

wherein the digital currency 1s pseudonymous, the digital
currency being tied to one or more keys or digital
currency addresses;

wherein the owner of the digital currency 1s not identifi-
able, while the transactions are publicly available 1n the
CBEC.

27. The method of claim 26,

wherein the virtual currency 1s a digital representation of
value which 1s accepted by natural or legal persons as
a means ol payment and suitable to be transferred,
stored, and traded electronically;

wherein the user of the ZCU provides at least one 1mage,
the at least one 1mage being depicted on the virtual
payment card, the at least one 1image including a face of
the user, an 1mage of a public figure, an 1mage of a

movie character, and other images with optical code
including 1D, 2D and 3D zcode.
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