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1

APPLYING UPDATE TO SNAPSHO'IS OF
VIRTUAL MACHINE

CROSS REFERENCE TO RELATED
APPLICATIONS

This Application 1s a Continuation of U.S. patent appli-
cation Ser. No. 14/842,100, filed on Sep. 1, 2015, which

claims the benefit of Japanese Patent Application No. 2014-
219162, filed on Oct. 28, 2014.

BACKGROUND

The present invention relates to a technique for applying
program updates. In particular, the present invention relates
to a technique for automatically applying updates to snap-
shots of virtual machines.

With the recent prevalence of cloud services, there have
been an increasing number of opportunities to utilize virtual
machines (VMs) as well as physical machines. A virtual
machine 1s a virtualization technique for computers. In a
virtual machine, hardware 1s virtualized to enable a plurality
of the same or different operating systems to operate on one
computer. The virtual machine 1s a one-program execution
environment for individual and completely independent
operations.

However, like physical machines, virtual machines have
the risk of being susceptible to attacks to vulnerabilities
present 1n operating systems or application software.

Thus, there has been a demand to take security measures
for the virtual machine (fix, for example, security fix or
program 1ix) similarly to the physical machine in order to
maintain security.

SUMMARY

In a first aspect according to the present invention, a
method for automatically applying update to snapshots of a
virtual machine, includes the steps, executed by a computer
system, of: creating a clone of the virtual machine repro-
ducing a state identical to a state of an existing snapshot;
disabling a wvirtual network interface card (hereinafter
referred to as a virtual NIC) in the virtual machine created
as the clone (hereinafter referred to as the clone virtual
machine) and adding another virtual NIC; applying update,
via a network, to the clone virtual machine to which the
another virtual NIC has been added; deleting the another
virtual NIC from the clone virtual machine to which the
update has been applied, to enable the disabled virtual NIC;
and taking a snapshot of the clone virtual machine with the
enabled virtual NIC to take a snapshot of the clone source
virtual machine.

In a second aspect according to the present invention, a
computer system for automatically applying update to snap-
shots of a virtual machine includes: clone creating means for
creating a clone of the virtual machine reproducing a state
identical to a state of an existing snapshot; clone virtual
machine configuration managing means for disabling a
virtual network interface card (heremaiter referred to as a
virtual NIC) 1 the virtual machine created as the clone
(heremaiter referred to as the clone virtual machine) and
adding another virtual NIC; and update applying means for
applying update, via a network, to the clone virtual machine
to which the another virtual NIC has been added, wherein
the clone virtual machine configuration managing means
deletes the another virtual NIC from the clone wvirtual
machine to which the update has been applied, to enable the
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disabled wvirtual NIC, and the computer system further
includes snapshot taking means for taking a snapshot of the
clone virtual machine with the enabled virtual NIC to take
a snapshot of the clone source virtual machine.

In a third aspect of the present invention, a program for a
computer system or a program product for the computer
system for automatically applying update to snapshots of a
virtual machine causes the computer system to execute the
steps of the first aspect according to the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A 1s a diagram depicting an example of a computer
system according to an embodiment of the present mmven-
tion;

FIG. 1B 1s a diagram depicting an example of a computer
system according to an embodiment of the present mmven-
tion, in which one or more virtual machines are operated on
the computer system:;

FIG. 2A 1s a diagram 1illustrating a process of taking a
snapshot of a clone source virtual machine by creating a
clone virtual machine for an existing snapshot and applying
update to the clone virtual machine to take a snapshot to
which the update 1s applied, according to an embodiment of
the present mnvention;

FIG. 2B 1s a diagram illustrating a process of taking a
snapshot of a clone source virtual machine by creating a
clone virtual machine for an existing snapshot and applying
the update to the clone virtual machine to take a snapshot to
which the update 1s applied, according to an embodiment of
the present invention;

FIG. 2C 1s a diagram 1llustrating a process of taking a
snapshot of the clone source virtual machine by creating a
clone virtual machine for an existing snapshot different from
the existing snapshot used in FIG. 2A and executing pro-
cessing, according to an embodiment of the present inven-
tion;

FIG. 2D 1s a diagram illustrating a process of taking a
snapshot of the clone source virtual machine by creating a
clone virtual machine for an existing snapshot different from
the existing snapshot used in FIG. 2A and executing pro-
cessing, according to an embodiment of the present inven-
tion;

FIG. 3 1s a diagram 1illustrating a process of deleting an
intermediate system snapshot 1n a series of snapshots taken
from a particular user snapshot, according to an embodiment
of the present invention;

FIG. 4 1s a diagram 1illustrating an aspect 1n which a user
snapshot taken 1n accordance with a user’s 1nstruction and a
system snapshot taken by taking a snapshot of the clone
source virtual machine are grouped and in which the
grouped snapshots are displayed on a management view,
according to an embodiment of the present mvention;

FIG. 5A 1s a diagram 1llustrating a process of grouping a
particular user snapshot and a series of system snapshots
taken as derivatives of the particular user snapshot, accord-
ing to an embodiment of the present invention;

FIG. 5B 1s a diagram illustrating a management view
displaying snapshot groups resulting from grouping of the
particular user snapshot and the series of system snapshots
taken as derivatives of the particular user snapshot, accord-
ing to an embodiment of the present invention;

FIG. 5C 1s a diagram illustrating a management view
displaying, when a particular snapshot group is selected on
the management view, a user snapshot belonging to the
selected snapshot group, and displaying, when the snapshot
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group 1ncludes a system snapshot, the system snapshot,
according to an embodiment of the present invention;

FIG. 5D 1s a diagram illustrating a management view
displaying an update information list of a particular snapshot
when, for example, a mouse cursor or an operating finger 1s
placed on the snapshot on the management view, according,
to an embodiment of the present invention;

FIG. 6 1s a diagram 1llustrating a process ol copying a
snapshot of a virtual machine 1n operation so as not to
impose a load on the virtual machine 1n operation, according
to an embodiment of the present invention;

FIG. 7 1s a diagram 1llustrating a process ol copying a
snapshot of a virtual machine 1n operation so as not to
impose a load on the virtual machine 1n operation, according
to an embodiment of the present invention;

FIG. 8 1s a diagram 1illustrating a process of applying
update to a clone virtual machine via a network, according,
to an embodiment of the present invention;

FIG. 9 1s a flowchart for a process of automatically
applying update to an existing snapshot, according to an
embodiment of the present invention;

FIG. 10A 1s a diagram depicting an example of a func-
tional block diagram of a computer system preferably
including a hardware configuration according to FIG. 1A or
FIG. 1B and configured to automatically apply update to
snapshots of a virtual machine, according to an embodiment
of the present invention, the computer system including one
server computer; and

FIG. 10B 1s a diagram depicting an example of a func-
tional block diagram of a computer system preferably
including a hardware configuration according to FIG. 1A or
FIG. 1B and configured to automatically apply update to
snapshots of a virtual machine, according to an embodiment

of the present invention, the computer system including a
plurality of server computers.

DETAILED DESCRIPTION

The snapshot 1s a static data set allowing saving of the
state of a virtual machine at a certain point in time and used
for a technique enabling the virtual machine to be recovered
as needed to the state present at the point 1n time of saving.

The use of snapshots enables a plurality of states to be
provided for one virtual machine.

However, it 1s very diflicult to continuously apply updates
of the program (for example, program updates or security
updates) to all snapshots and to appropriately manage a large
number of new snapshots resulting from the continuous
application.

Furthermore, some virtual machines are operated to be
recovered to a past state using snapshots.

However, in such an operation, the virtual machine recov-
ers to a state 1n which the latest update to the program (for
example, the program update or security update) has not
been performed.

An embodiment of the present invention prevents oper-
ating a virtual machine for a long time with on a snapshot to
which the latest update of a program has not been applied.

An embodiment of the present mvention provides a
technique for automatically applying updates to snapshots of
a virtual machine. The technique may include a method for
automatically applying updates to snapshots of a virtual
machine, a computer system for automatically applying
update to snapshots of a virtual machine, a program for the
computer system, and a program product for the computer
system.
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In an embodiment of the present invention, the method
may further include: a step, executed by the computer, of
repeating the step of creating a clone of the virtual machine,
the adding step, the applying step, the enabling step, and the
step of taking the snapshot of the clone source virtual
machine.

In an embodiment of the present invention, the repeating,
step may be executed: periodically; upon receiving a noti-
fication of the update; in accordance with control informa-
tion on a taking frequency or a usage frequency of the
existing snapshot or a snapshot associated with the existing
snapshot; or using a user’s action as a trigger.

In an embodiment of the present invention, the step of
creating the clone of the virtual machine may further include
a step of selecting, in accordance with a priority associated
with the existing snapshot, or 1n accordance with a usage
frequency or a usage time of the existing snapshot or a
snapshot taking frequency of the existing snapshot, an
existing snapshot used to create a clone virtual machine
from a plurality of existing snapshots.

In an embodiment of the present invention, the priority
may be provided to a user snapshot taken 1n accordance with
a user’s nstruction.

In an embodiment of the present invention, the method
may further include: a step, executed by the computer, of
monitoring the usage frequency or the usage time of the
existing snapshot or the snapshot taking frequency of the
existing snapshot.

In an embodiment of the present invention, the existing,
snapshot may be a user snapshot taken 1n accordance with
the user’s mstruction or a system snapshot taken 1n the step
of taking the snapshot of the clone source virtual machine.

In an embodiment of the present invention, the existing
snapshot of the clone source virtual machine may be the user
snapshot, and on a management view, the system snapshot
taken from the clone virtual machine 1n the user snapshot
may be displayed 1n association with the user snapshot of the
clone source virtual machine.

In an embodiment of the present invention, the existing
snapshot of the clone source virtual machine may be the
system snapshot, and on the management view, the system
snapshot taken from the clone virtual machine 1n the system
snapshot may be displayed in association with the system
snapshot of the clone source virtual machine.

In an embodiment of the present invention, the method
may further include: a step, executed by the computer, of
merging at least two snapshots taken 1n the step of taking the
snapshot of the clone source virtual machine.

In an embodiment of the present invention, the method
may include: a step, further executed by the computer, of
grouping the user snapshot taken in accordance with the
user’s mstruction and the system snapshot taken in the step
of taking the snapshot of the clone source virtual machine
and displaying the grouped snapshots on the management
VIEW.

In an embodiment of the present invention, the step of
creating the clone may include: a step of creating a clone of
the virtual machine reproducing a state identical to a state of
a latest system snapshot of the grouped system snapshots 1n
response to selection of the grouped system snapshots.

In an embodiment of the present invention, the computer
system may further execute the steps of: merging one or
more system snapshots of the grouped snapshots not being
latest, with a latest system snapshot; and deleting the one or
more system snapshots not being the latest.

In an embodiment of the present invention, the computer
system may further execute: a step of displaying, in response
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to selection of one of snapshot groups resulting from the
grouping, snapshots belonging to the selected snapshot
group on the management view.

In an embodiment of the present invention, the method
may include: a step, further executed by the computer, of
displaying an update information list of the update on the
management view.

In an embodiment of the present invention, the step of
adding the another virtual NIC may further include: a step of
mitiating the clone virtual machine to which the another
virtual NIC has been added and assigning an unused IP
address to the another virtual NIC.

In an embodiment of the present invention, the update
may be performed using the IP address assigned to the
another virtual NIC.

In an embodiment of the present invention, disabling the
virtual NIC 1n the clone virtual machine may be performed
by: disconnecting the virtual NIC from the network or
preventing the virtual NIC from being recognized by an
operating system for the clone virtual machine when the
clone virtual machine 1s 1itiated.

In an embodiment of the present invention, enabling the
disabled virtual NIC may be performed by: connecting
disabled virtual NIC to the network; adding the disabled
virtual NIC; or allowing the disabled virtual NIC to be
recognized by the operating system for the clone virtual
machine.

In an embodiment of the present invention, the clone
creating means may select, 1n accordance with a priority
associated with the existing snapshot, in accordance with
control mformation on a taking frequency or a usage Ire-
quency of the existing snapshot or a snapshot associated
with the existing snapshot, or 1n accordance with a usage
frequency or a usage time of the existing snapshot or a
snapshot taking frequency of the existing snapshot, an
existing snapshot allowing a clone virtual machine to be
created from a plurality of existing snapshots.

In an embodiment of the present invention, the priority
may be provided for a user snapshot taken in accordance
with a user’s instruction.

In an embodiment of the present invention, the computer
system may further include monitor means for monitoring
the usage frequency or the usage time of the existing
snapshot or the snapshot taking frequency of the existing
snapshot.

In an embodiment of the present invention, the existing
snapshot may be a user snapshot taken 1n accordance with
the user’s instruction or a system snapshot taken by taking
the snapshot of the clone source virtual machine.

In an embodiment of the present invention, the computer
system may further include management view display
means for displaying snapshots, the existing snapshot of the
clone source virtual machine may be the user snapshot, and
the management view display means may display the system
snapshot taken from the clone virtual machine 1n the user
snapshot, on a management view 1n association with the user
snapshot of the clone source virtual machine.

In an embodiment of the present invention, the computer
system may further include management view display
means for displaying snapshots, the existing snapshot of the
clone source virtual machine may be the system snapshot,
and the management view display means may display the
system snapshot taken from the clone virtual machine in the
system snapshot, on the management view 1n association
with the system snapshot of the clone source wvirtual
machine.
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In an embodiment of the present invention, the computer
system may further include snapshot managing means for
merging at least two snapshots taken by taking the snapshot
of the clone source virtual machine.

In an embodiment of the present invention, the snapshot
managing means may group the user snapshot taken in
accordance with the user’s mstruction and the system snap-
shot taken by taking the snapshot of the clone source virtual
machine.

In an embodiment of the present invention, the computer
system may further include management view display
means for displaying snapshots, and the management view
display means may display the snapshots grouped by the
snapshot managing means, on the management view.

In an embodiment of the present invention, the clone
creating means may create a clone of the virtual machine
reproducing a state i1dentical to a state of a latest system
snapshot of the grouped system snapshots in response to
selection of the grouped system snapshots.

In an embodiment of the present invention, the snapshot
managing means may merge one or more system snapshots
of the grouped snapshots not being latest, with a latest
system snapshot, and delete the one or more system snap-
shots not being the latest.

In an embodiment of the present invention, the manage-
ment view display means may display, in response to
selection of one of snapshot groups resulting from the
grouping, snapshots belonging to the selected snapshot
group.

In an embodiment of the present invention, the computer
system may further include update information list display
means displaying an update information list of the update on
the management view.

In an embodiment of the present invention, the clone
virtual machine configuration managing means may initiate
the clone virtual machine to which the another virtual NIC
has been added and assign an unused IP address to the
another virtual NIC.

In an embodiment of the present invention, the update
applying means may perform the update using the IP address
assigned to the another virtual NIC.

In an embodiment of the present invention, the clone
virtual machine configuration managing means may disable
the virtual NIC 1n the clone virtual machine by disconnect-
ing the virtual NIC from the network or preventing the
virtual NIC from being recognized by an operating system
for the clone virtual machine when the clone virtual machine
1s 1nmitiated.

In an embodiment of the present invention, the clone
virtual machine configuration managing means may enable
the disabled virtual NIC by connecting the disabled virtual
NIC to the network, adding the disabled virtual NIC, or
allowing the disabled virtual NIC to be recogmized by the
operating system for the clone virtual machine.

A program for a computer system, according to an
embodiment of the present invention, can be stored in any
computer readable recording medium such as one or more
flexible disks, MOs, CD-ROMs, DVDs, BDs, hard disk
apparatuses, memory media connectable to USB, ROMs,
MRAMSs, or RAMs. For storage in the recording medium,
the program for the computer system may be downloaded
from another computer connected via a commumnication line,
for example, a server computer, or replicated from another
recording medium. Furthermore, the program for the com-
puter system according to an embodiment of the present
invention may be compressed or divided into a plurality of
programs for storage in one or more recording media.
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Furthermore, 1t should be noted that the program product for
the computer system according to an embodiment of the
present nvention may ol course be provided in various
forms. The program product for the computer system
according to an embodiment of the present mvention may
include a storage medium with the program for the computer
system recorded therein or a transmission medium transmit-
ting the program for the computer system.

It should be noted that the above-described summary of
embodiments of the present invention does not enumerate all
ol needed features of the present invention but that combi-
nations or sub-combinations of these components may be
the present mnvention.

Of course, those skilled 1n the art may concelve various
changes such as combining hardware components of the
computer system used in an embodiment of the present
invention with a plurality of machines such that the func-
tions are distributed among the machines for implementa-
tion. Those changes are included 1n concepts of embodi-
ments of the present invention. However, these components
are 1llustrative, and not all of the components are essential
components of the present invention.

Furthermore, embodiments of the present invention may
be implemented as hardware, software, or a combination of
hardware and software. A typical example of execution by
the combination of hardware and software 1s execution 1n a
computer system in which the program for the computer
system 1s installed. In such a case, the program for the
computer system 1s loaded into a memory in the computer
system and executed to control the computer system to
execute the process according to the present invention. The
program for the computer system may be configured using
any language, any code, or a group of commands that can be
expressed by notation. Such a group of commands enables
the computer system to execute the process according to an
embodiment of the present invention by directly executing a
particular function or after one or both of 1) conversion into
another language, code, or notation and 2) replication to
another medium.

According to an embodiment of the present invention, an
update 1s automatically applied to all of the snapshots
acquired at any time by a user. This enables prevention of a
situation where a virtual machine based on a snapshot to
which the latest update has not been applied 1s operated or
where a virtual machine 1s inadvertently kept operating for
a long period without application of the latest update. In
particular, 1n an operation environment where the state of a
virtual machine may be frequently changed using snapshots,
it 1s useful to prevent the above-described situation where a
virtual machine based on a snapshot to which the latest
update has not been applied i1s operated or where a virtual
machine 1s 1nadvertently kept in operation for a long period
without application of the latest update.

Furthermore, according to an embodiment of the present
invention, when a plurality of snapshots 1s present for one
virtual machine, an update 1s automatically applied to each
of the plurality of snapshots, enabling a reduction 1n appli-
cation costs.

According to an embodiment of the present invention,
with a virtual machine 1n operation, updates can be applied
to snapshots other than a snapshot on which the current state
of the virtual machine 1s based (that 1s, the snapshot 1n which
the state on which the virtual machine currently in operation
1s based 1s recorded). Thus, service in operation on the
virtual machine need not be stopped.

Additionally, according to an embodiment of the present
invention, updates may be applied taking into account a

10

15

20

25

30

35

40

45

50

55

60

65

8

possible difference among the priorities associated with
snapshots, a possible difference in usage frequency or usage
time among the snapshots, or a possible diflerence 1n snap-
shot taking frequency of an existing snapshot. Thus, even
when the user has acquired a large number of snapshots,
priorities can be provided to the snapshots before update 1s
applied to the snapshots.

In addition, according to an embodiment of the present
invention, the present imnvention can be applied to various
updates. The present invention 1s not only applicable to
update via a network, but also applicable to such update
operations for other types of software as manually per-
formed by the user, via scripting of the update operations.

An embodiment of the present invention will be described
below with reference to the drawings. The same reference
numerals denote the same objects throughout the drawings,
unless otherwise stated. It should be understood that an
embodiment of the present invention 1s intended to describe
a suitable aspect of the present invention and not intended to
limit the scope of the present mvention to embodiments
disclosed herein.

First, terms used 1n the present invention will be described
below.

In an embodiment of the present invention, a “snapshot”
1s a static data set (that 1s, the contents of the data do not
change) used to save the state of a virtual machine at a
certain point 1n time (for example, a disk, a central process-
ing unit (CPU), a memory, or a network interface card
(NIC)) and used as needed 1n a technique for enabling the
virtual machine to be recovered to the state at the point in
time of saving.

A certain snapshot 1s a data set 1n which only information
on differences from a directly preceding snapshot 1s stored.
Furthermore, no such change as changes the state of the
virtual machine when the snapshot 1s restored 1s made to
acquired (that 1s, existing) snapshots. However, when one or
more snapshots of a plurality of snapshots are deleted, the
difference information i the deleted snapshots may be
merged with a snapshot directly succeeding from the deleted
snapshots. However, the merge of the difference information
does not change the state of the virtual machine when the
virtual machine 1s restored using the directly succeeding
snapshot with which the difference information 1s merged.

As described above, since the snapshot 1s a static data set
used to save the state of the virtual machine at a certain point
in time, even when the virtual machine 1s in operation, a new
virtual machine can be created (that 1s, cloned) by copying
data based on the snapshot of the virtual machine in opera-
tion.

In an embodiment of the present immvention, “existing
snapshots™ include user snapshots or system snapshots.

In an embodiment of the present invention, the *“‘user
snapshot” refers to a snapshot of the virtual machine 1n
operation taken in accordance with an instruction of a user
or an administrator (hereinafter also referred to as a user).

In an embodiment of the present invention, the “system
snapshot” refers to a first-generation snapshot taken based
on the “user snapshot” or an nth-generation (n 1s an iteger
of at least 2) snapshot further taken based on the “system
snapshot”.

In an embodiment of the present invention, “update” may
also be referred to as fix. The update may include program
update or security update. The program update or security
update may include application of update, for example,
update of a definition file for security software (including,
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for example, anti-virus software), or update via scripting of
such update operations for other types of software as manu-
ally performed by the user.

FIG. 1A 1s a diagram depicting an example of a computer
system that may be used 1n an embodiment of the present
invention or a computer system according to an embodiment
of the present mvention. The computer system 121 may be,
for example, one or more computers, for example, one or
more server computers (which may be, for example, com-
puters with a server function). However, an embodiment 1s
not limited to these computer systems.

A computer system 101 includes one or more CPUs 102
and a main memory 103 that are connected to a bus 104. The
CPU 102 1s, for example, based on a 32- or 64-bit archi-
tecture.

A display 106, for example, a liquid crystal display
(LCD), may be connected to the bus 104 via a display
controller 105. Furthermore, the liqud crystal display
(LCD) may be, for example, a touch panel display or a
floating touch display. The display 106 may be used to
display an object displayed by operation of soiftware in
operation on the computer system 101 (for example, a
program for a computer system according to an embodiment
of the present invention or various optional programs for a
computer system in operation on the computer system 101
(for example, a program implementing a virtual environ-
ment)), using an appropriate graphic interface. Furthermore,
the display 106 may output a screen for a management view
according to an embodiment of the present invention.

A disk 108, for example, a hard disk or a solid state drive
(SSD), may be optionally connected to the bus 104 via, for
example, a SATA controller or an IDE controller 107.

A drive 109, for example, a CD, a DVD, or a BD drive
may be optionally connected to the bus 104 via, for example,
a SATA controller or an IDE controller 107.

A keyboard 111 or a mouse 112 may be optionally
connected to the bus 104 via a peripheral device controller
110, for example, via a keyboard mouse controller or a USB
bus.

The following may be stored 1n the disk 108 so as to be
able to be loaded mnto the main memory 103: an operating
system, for example, an operating system developed for a
main frame processing environment, the program for the
computer system according to an embodiment of the present
invention, and various other optional programs for a com-
puter system; and data.

Furthermore, for example, a program for a computer
system that allows update to be automatically applied to
snapshots of a virtual machine may be stored in the disk 108
s0 as to be able to be loaded into the main memory 103.

The disk 108 may be built 1n the computer system 101 or
connected to the computer system 101 via a cable so that the
computer system 101 can access the disk 108 or connected
to the computer system 101 via a wired or wireless network
so that the computer system 101 can access the disk 108.

The drive 109 may be used as needed to install a program,
for example, an operating system, an application program,
or the program for the computer system according to an
embodiment of the present invention from a CD-ROM, a
DVD-ROM, or a BD into the disk 108.

A communication interface 114 complies with, for
example, the Ethernet® protocol. The communication inter-
tace 114 1s connected to the bus 104 via a communication
controller 113 and serves to connect the computer system
101 to a communication line 115 1 a wired or wireless
manner. The communication interface 114 provides a net-
work 1nterface layer for the TCP/IP communication protocol
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for the communication function of the operating system for
the computer system 101. The communication line may be
in, for example, a wireless LAN environment based on a
wireless LAN connection standard, a Wi-F1 wireless LAN
environment such as IEEE 802.11a/b/g/n, or a cellular
network environment (for example, 3G, LTE, or 4G envi-
ronment).

FIG. 1B 1s a diagram depicting an example of a computer
system that may be used 1mn an embodiment of the present
invention or a computer system according to an embodiment
of the present invention, in which one or more virtual
machines are operated on the computer system. The com-
puter system 121 may be configured as a computer appara-
tus, for example, a workstation, a rack mount server, a blade
server, a midrange, or a main frame.

The computer system 121 depicted in FIG. 1B may
include, hardware resources 122, one or more CPUs 131,
main memories 132, storages 133, communication control-
lers 134, and communication interfaces 135. The one or
more CPUs 131, main memories 132, storages 133, com-
munication controllers 134, and communication interfaces
135, and a commumnication line 136 correspond to the one or
more CPUs 102, main memories 103, disks 108, commu-
nication controllers 113, and communication interfaces 114,
and the communication line 115 of the computer system 101
depicted 1n FIG. 1A, respectively.

Furthermore, the computer system 121 operates as a
physical host machine and can operate one or more virtual
machines 125-1 to 125-2 (referred to as domain U or child
partitions) on a hypervisor (also referred to as a virtualiza-
tion monitor or virtualization OS) 123 for virtualization
software, the virtual machines using the same or different
OSs as guest OSs 156.

Furthermore, the computer system 121 can operate a
managing virtual machine 124 (also referred to as a domain
0 or parent partition) on the hypervisor 123. The managing
virtual machine 124 includes a managing OS 141, a control
module 142 operating on the managing OS 141, and a virtual
resource 143. The control module 142 1s a module that 1ssues
commands to the hypervisor 123. Furthermore, the control
module 142 1ssues commands to create the virtual machines
125-1 and 125-2 and to initiate the guest OS 156 to the
hypervisor 123 to control operation of the virtual machines
125-1 and 125-2. The virtual resource 143 1s the hardware
resource 122 assigned for the managing virtual machine
124.

The virtual machines 125-1 and 1235-2 include the virtual
resources, the guest OSs 156, and various applications 157-1
to 157-3 operating on the guest OSs 156. The virtual
resources 1nclude, for example, a virtual CPU 131, a virtual
memory 152, a virtual disk 153, a virtual communication
controller 154, and a virtual communication interface 155.

It should be understood that the citation of the computer
system 121 below may refer to the computer system 101
depicted i FIG. 1A instead of the computer system 121
depicted 1n FIG. 1B.

FIGS. 2A to 2D are diagrams illustrating a process of
taking a snapshot of a clone source virtual machine by
creating a clone virtual machine for an existing snapshot and
applying update to the clone virtual machine to take a
snapshot to which the update 1s applied, according to an
embodiment of the present invention, and a process of
repeating the above-described process.

FIGS. 2A and 2B are diagrams 1llustrating the process of
taking the snapshot of the clone source virtual machine by
creating the clone virtual machine for the existing snapshot
and applying update to the clone virtual machine to take the
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snapshot to which the update 1s applied, according to an
embodiment of the present invention.

A user snapshot A 211, a user snapshot B 221, and a user
snapshot C 231 depicted 1n an upper stage 201 1n FIG. 2A
are user snapshots (existing snapshots) of a virtual machine
241 being currently operated by a user.

The computer system 121 1s a server computer that can
operate a plurality of virtual machines, and 1s assumed to be
currently operating a certain virtual machine.

In accordance with the user’s instruction to take a snap-
shot, the computer system 121 takes the user snapshot A 211
of the operating virtual machine 241 at the point 1n time A
of the instruction. The snapshot A 211 has data 211s holding
the state at the point in time A. The data 211s 1s a static data
and 1s not subjected to any change except for a change via
merge with other data.

In accordance with the user’s further instruction to take a
snapshot, the computer system 121 subsequently takes the
user snapshot B 221 of the operating virtual machine at the
point 1n time B of the instruction. The user Snapshot B 221
has data 221s holding difference data B—-A on the difference
of the state at the point 1n time B from the state at the point
in time A. The data 221s 1s static data and 1s not subjected
to any change except for a change via merge with other data.

In accordance with the user’s further instruction to take a
snapshot, the computer system 121 subsequently takes the
user snapshot C 231 of the operating virtual machine at the
point 1n time C of the 1nstruction. The user snapshot C 231
has data 231s holding difference data C-A on the difference
of the state at the point 1n time C from the state at the point
in time B. The data 231s 1s static data and 1s not subjected
to any change except for a change via merge with other data.

Furthermore, the computer system 121 updates the dif-
terence data 241s on the difference of the state of the virtual
machine 241 currently in operation from the state at the
point in time C as needed.

The process will be described below in which a snapshot
of the clone source virtual machine 1s created by creating a
clone virtual machine for the user snapshots A, B, and C
(211, 221, and 231), which are the existing snapshots, and
applying update to the clone virtual machine to take a
snapshot to which the update 1s applied.

For the process of automatically applying update to the
user snapshots, the computer system 121 monitors the usage
frequencies or usage times of each of the user snapshots A,
B, and C (211, 221, and 231). The computer system 121
determines, based on the monitor results, that the usage
frequencies of the user snapshots A, B, and C (211, 221, and
231) are 1 an order of the user snapshot A 211, the user
snapshot B 221, and the user snapshot C 231.

In step 291, 1n response to the user’s action (for example,
the user’s istruction to take a system snapshot), the com-
puter system 121 reads the user snapshot A 211 with the
highest usage frequency and creates a clone of the virtual
machine (heremnafter referred to as a clone virtual machine
2'71) that reproduces a state 1dentical to the state of the user
snapshot A 211. The computer system 121 creates the clone
virtual machine 271 and data 271s based on data 211s
holding the state of the user snapshot A 211.

In step 292, (see lower stage 202) the computer system
121 disables a virtual network interface card (hereinaiter
referred to as a virtual NIC) for the clone virtual machine
271, and adds another new virtual NIC. The reason why the
virtual NIC 1s disabled and another virtual NIC 1s added 1s
as follows. When the clone virtual machine 271 1s mitiated
without any control, since an IP address already utilized by
the clone source virtual machine 1s assigned to the clone
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virtual machine 271 without any change, the IP address
overlaps between the virtual machine 1n operation and the
clone virtual machine 271. Thus, even when the clone virtual
machine 271 1s imitiated without any control, it 1s not
preferable to utilize the clone virtual machine 271 without
any control. A change in IP address leads to a change in the
configuration of the virtual machine and 1s thus reflected 1n
the snapshot. Thus, a change 1n IP address 1s not preferable.
The virtual machine originally allows easy addition of
virtual hardware (for example, a virtual CPU, a virtual
memory, and a virtual NIC). Accordingly, the computer
system 121 disables the originally connected virtual NIC
without changing the IP address (that 1s, without deleting the
virtual NIC), and 1nstead adds the another virtual NIC to the
clone virtual machine. The disabling 1s performed by, for
example, disconnecting the originally connected virtual NIC
from the network or preventing the originally connected
virtual NIC from being recognized by the operating system
for the clone virtual machine when the clone virtual machine
1s 1nitiated.

The computer system 121 subsequently assigns an unused
IP address to the another virtual NIC added to the clone
virtual machine. The assignment of the unused IP address
may be performed after the clone virtual machine 271 1s
initiated 1n step 293 described below.

In step 293, the computer system 121 initiates the clone
virtual machine 271.

When no unused IP address 1s assigned to the another
virtual NIC added to the clone virtual machine 271 1n step
292, the computer system 121 adds an unused IP address to
the another virtual NIC.

The computer system 121 subsequently applies update to
the clone virtual machine 271 being itiated, via the net-
work. The update may be what 1s called fix, for example, an
update of a definition {file for security software (including,
for example, anti-virus software), or such update of other
types of software as manually performed by the user (for
example, update of the software via scripting). Furthermore,
the computer system 121 may achieve the update using the
IP address assigned to the clone virtual machine 271 being
initiated.

In step 294, the computer system 121 creates an update
information list in response to the end of the update. The
computer system 121 may acquire the update information
list by 1ssuing, for example, an update information list
acquisition command. The update information list may
include, for example, the name of update target software, the
identification number (for example, the version) of an
update program, the 1ssuer of the update program, the date
and time of 1ssuance of the update program or the date and
time of application (installation) of the update program, or
any combination thereot. The update information list may be
displayed, for example, on the management view.

The computer system 121 subsequently stops the clone
virtual machine 271 being initiated. The computer system
121 then disables the added another virtual NIC to release
the IP address assigned to the clone virtual machine 271 in
step 292 or step 293.

The computer system 121 further enables the disabled
originally connected virtual NIC. The enabling may be
performed by, for example, connecting the disabled virtual
NIC to the network, adding the disabled virtual NIC, or
allowing the disabled virtual NIC to be recogmized by the
operating system for the clone virtual machine.

In step 2935, the computer system 121 acquires a system
snapshot A1 212 of the clone virtual machine 271 to which
the update has been applied. The system snapshot A1 212




US 10,140,115 B2

13

has data 212s holding difference data A1-A on the difference

of the state at the point 1n time Al of taking of the system
snapshot Al 212 from the state at the point in time A. The
data 212s 1s static data and 1s not subjected to any change
except for a change via merge with other data.

In step 296 (see FIG. 2B, process 203), the computer
system 121 registers the system snapshot A1 212 taken 1n
step 295 as a system snapshot Al 212 of the user snapshot
A 211 that 1s a clone source. That 1s, the computer system
121 registers the taken system snapshot A1 212 1n the form
of a derivative of the user snapshot A 211 that 1s the clone
source (for example, 1n such a manner that the system
snapshot A1 212 is connected to the user snapshot A 211 as
a branch).

FIG. 2C 1s a diagram 1llustrating a process 204 of taking,
a snapshot of the clone source virtual machine by creating a
clone virtual machine for an existing snapshot (user snap-
shot C 231) different from the existing snapshot used 1n FIG.
2 A (user snapshot A 211) and executing processing as 1s the
case with the process depicted in FIG. 2A, according to an
embodiment of the present invention.

In step 297, the computer system 121 reads a user
snapshot C 231 that has the second highest usage frequency
after the user snapshot A 211, and creates a clone of the
virtual machine (clone virtual machine) that reproduces a
state 1dentical to the state of the user snapshot C 231. The
computer system 121 then executes processing as 1s the case
with steps 292 to 296 described above, and registers the
taken system snapshot C1 232 as a system snapshot C1 232
of the user snapshot C 231 that 1s a clone source. That 1s, the
computer system 121 registers the taken system snapshot C1
232 1n the form of a derivative of the user snapshot C 231

that 1s the clone source (for example in such a manner that
the system snapshot C1 232 1s connected to the user snap-
shot C 231 as a branch). The system snapshot C1 232 has
data 2325 holding difference data C1-C on the difference of
the state at the point 1n time C1 of taking of the system
snapshot C1 232 from the state at the point in time C. The
data 232s 1s static data and 1s not subjected to any change
except for a change via merge with other data.

FIG. 2D 1s a diagram 1illustrating the process 2035 of taking,
a snapshot of the clone source virtual machine by creating a
clone virtual machine for an existing snapshot (user snap-
shot B 221) different from the existing snapshot used 1n FIG.
2A (user snapshot A 211) and executing processing as 1s the
case with the process depicted in FIG. 2A, according to an
embodiment of the present invention.

In step 298, the computer system 121 reads a user
snapshot B 221 that has the second highest usage frequency
alter the user snapshot C 231, and creates a clone of the
virtual machine (clone virtual machine) that reproduces a
state 1dentical to the state of the user snapshot B 221. The
computer system 121 then executes processing, as 1s the case
with steps 292 to 296 described above, and registers the
taken system snapshot B1 222 as a system snapshot B1 222
of the user snapshot B 221 that 1s a clone source. That 1s, the
computer system 121 registers the taken system snapshot B1
222 1n the form of a derivative of the user snapshot B 221
that 1s the clone source (for example in such a manner that
the system snapshot B1 222 1s connected to the user snap-
shot B 221 as a branch) The system snapshot B1 222 has
data 222s holding difference data B 1-B on the difference of
the state at the point 1n time Bl of taking of the system
snapshot B1 222 from the state at the point in time B. The
data 222s 1s static data and 1s not subjected to any change
except for a change via merge with other data.
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As described above, a system snapshot to which update 1s
applied can be taken for each of the plurality of user
snapshots. Furthermore, for each of the plurality of user
snapshots, 1t 1s possible to determine from which user
snapshot the system snapshot 1s to be taken, that 1s, a priority
can be set for each user snapshot based on the usage
frequency or usage time ol each user snapshot.

Then, the virtual machine 1s iitiated based on the system
snapshot to which the update 1s applied, to enable operation
of the virtual machine to which the update 1s applied.

FIG. 3 1s a diagram 1illustrating a process of deleting an
intermediate system snapshot 1n a series of system snapshots
taken from a particular user snapshot, according to an
embodiment of the present invention.

A tree 301 depicted 1n the left of FIG. 3 indicates that, as

1s the case with the processing method depicted in FIG. 2A
and FIG. 2B, a system snapshot A1 312 is taken from a user
snapshot A 311 that 1s a clone source, then a system snapshot
A2 313 1s taken from the system snapshot Al 312, and then
a system snapshot A3 314 1s taken from the system snapshot
A2 313. That 1s, the tree indicates that the system snapshot
Al 312, the system snapshot A2 313, and the system
snapshot A3 314 are taken in the form of derivatives of the
user snapshot A 311.

The user snapshot A 311 has data 311s holding the state
at the point 1n time A of taking of the user snapshot A 311.
The data 311s 1s static data and 1s not subjected to any

change except for a change via merge with other data.
The system snapshot A1 312 in tree 302 has data 312s

holding difference data A1-A on the difl

erence of the state
at the point 1n time Al of taking of the system snapshot Al
312 from the state at the point 1n time A. The data 312s 1s
static data and 1s not subjected to any change except for a
change via merge with other data.

The system snapshot A2 313 in tree 302 has data 313s
holding difference data A2—A1 on the difference of the state
at the point 1n time A2 of taking of the system snapshot A2
313 from the state at the point 1n time Al. The data 312s 1s
static data and 1s not subjected to any change except for a
change via merge with other data.

The system snapshot A3 314 has data 314s holding
difference data A3-A2 on the difference of the state at the
point 1in time A3 of taking of the system snapshot A3 314
from the state at the point 1n time A2. The data 314s 1s static
data and 1s not subjected to any change except for a change
via merge with other data.

The computer system 121 deletes the system snapshot Al
312 and the system snapshot A2 313 from the system
snapshots Al to A3 (312 to 314), located midway between
the user snapshot A 311 and the latest system snapshot A3
314, and merges the system snapshots Al 312 and A2 313
with the system snapshot A3 314 when the user does not
need the system snapshots A1 312 and A2 313 (for example,
when the system snapshots A1 312 and A2 313 have low
usage frequencies or short usage times).

To allow the system snapshot A1l 312 and the system
snapshot A2 313 to be deleted, the computer system 121
integrates the diflerence data on the system snapshot A1 312
and the system snapshot A2 313 with the difference data on
the system snapshot A3 314.

A tree 303 depicted 1n the right of FIG. 3 indicates a
system snapshot A3 351 merged as described above. The
merged system snapshot A3 351 has data 351s holding
difference data A3-A. The data 351s 1s static data and 1s not
subjected to any change except for a change via merge with
other data.
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The merged data 3515 1n the snapshot A3 351 results from
integration of the data 314s 1n the system snapshot A3 314
that has not been merged with the data 312s 1n the system
snapshot A1 312 and the data 313s 1in the system snapshot
A2 313 which have not been merged.

The need for an enormous number of system snapshots
can be prevented by deleting and merging the intermediate
system snapshot with another system snapshot (for example,
the latest system snapshot) as described above.

FI1G. 4 1s a diagram 1illustrating an aspect in which a user
snapshot taken 1n accordance with a user’s instruction and a
system snapshot taken by taking a snapshot of the clone
source virtual machine are grouped and in which the
grouped snapshots are displayed on a management view,
according to an embodiment of the present invention.

A management view 491 depicted i FIG. 4 1llustrates a
set of snapshots (including user snapshots and system snap-
shots) of a virtual system 410 currently 1n operation.

A user snapshot A 411, a user snapshot B 421, a user
snapshot C 431, a user snapshot D 441, and a user snapshot
E 451 have been taken 1n this order in accordance with the
user’s istructions to take snapshots.

A tree 401, a tree 402, a tree 403, a tree 404, and a tree
405 which will be described below 1illustrate snapshot
groups originating from the above-described user snapshot
A 411, user snapshot B 421, user snapshot C 431, user
snapshot D 441, and user snapshot E 451, respectively. Each
of the snapshot groups 1s a history diagram of snapshots
originating from the user snapshot.

The tree 401 depicts that a system snapshot A1 412 1s
taken from the user snapshot A 411, which 1s a clone source,
a system snapshot A2 413 1s then taken from the system
snapshot Al 412, and a system snapshot A3 414 1s then taken
from the system snapshot A2 413.

The tree 402 depicts that a system snapshot B1 422 1s
taken from the user snapshot B 421, which 1s a clone source,
a system snapshot B2 423 1s then taken from the system
snapshot B1 422, and a system snapshot B3 424 1s then taken
from the system snapshot B2 423.

The tree 403 depicts that a system snapshot C1 432 1s
taken from the user snapshot C 431, which 1s a clone source.

The tree 404 depicts that a system snapshot D1 442 1s
taken from the user snapshot D 441, which 1s a clone source
and a system snapshot D2 443 1s then taken from the system
snapshot D1 442,

The tree 405 depicts the user snapshot E 451.

The snapshots may be roughly classified mto user snap-
shots and system snapshots, and can thus be managed by
being divided into a group of the user snapshots and a group
of the system snapshots. However, with an increased number
ol snapshots, displaying all of the group of user snapshots
and the group of system snapshots may not be preferable for
the user.

Thus, the computer system 121 may display a user
snapshot and a series of system snapshots taken as deriva-
tives of the user snapshot, as an entity (that 1s, a snapshot
group of the user snapshots), as depicted 1n FIG. 4.

The computer system 121 may, for example, display
different snapshot groups 1n different colors so as to make
the snapshot groups distinguishable from one another.

FIG. 5A and FIG. 5B are diagrams illustrating a process
of grouping a particular user snapshot and a series of system
snapshots taken as derivatives of the particular user snapshot
and displaying the snapshots on a management view as a
snapshot group, according to an embodiment of the present
invention. FIG. 5C and FIG. 5D are diagrams each 1llus-
trating various operations on the management view.
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FIG. SA depicts a management view 591 displaying a user
snapshot and system snapshots on which the grouping
process has not been executed.

Trees (501 to 505) 1n the management view 391 corre-
spond to trees (401 to 405) and virtual machine 1n operation
510 corresponds to wvirtual machine 1n operation 410
depicted 1 FIG. 4, respectively. Thus, for description of
cach of the trees (501 to 505), see the above description of
FIG. 4.

FIG. 3B depicts a management view 392 displaying
virtual machine 1n operation 563 and snapshot groups result-
ing from grouping, for each of the trees (501 to 503), of a
user snapshot and a series of system snapshots taken as
derivatives of the user snapshot.

The management view 592 depicts a snapshot A group
515, a snapshot B group 325, a snapshot C group 535, a
snapshot D group 5435, and a snapshot E group 355.

The snapshot A group 515 includes a user snapshot A 511

and a system snapshot Al 512, a system snapshot A2 513,
a system snapshot A3 514 taken as derivatives of the user
snapshot A 511.
The snapshot B group 325 includes a user snapshot B 521
and a system snapshot B1 522, a system snapshot B2 523,
and a system snapshot B3 524 taken as derivatives of the
user snapshot B 521.

The snapshot C group 535 includes a user snapshot C 531
and a system snapshot C1 532 taken as a denivative of the
user snapshot C 531.

The snapshot D group 345 includes a user snapshot D 541
and a system snapshot D1 542 and a system snapshot D2 543
taken as derivatives of the user snapshot D 541.

The snapshot E group 355 includes only a user snapshot
E 551.

As depicted 1n the management view 392, more concise
display can be provided than on the management view
depicted 1in FIG. 5A by grouping a particular user snapshot
and a series of system snapshots taken as derivatives of the
particular user snapshot.

The user may take various actions on the management
view 592 in which the snapshots are grouped.

The following aspects of the various actions taken by the
user on the management view 392 will be descried with
reference to FIG. 5B, FIG. 5C, and FIG. 5D: (1) the user
checks the snapshots belonging to a snapshot group, (2) the
user views the update information list of a snapshot, and (3)
the user operates a virtual system based on a particular
snapshot.

(1) Aspect 1n which the User Checks the Snapshots
Belonging to a Snapshot Group

It 1s assumed that, on the management view 592 depicted
in FIG. 5B, the user clicks on an icon for the snapshot D
group 545 using, for example, a left button of the mouse or
the user’s operating finger to select the icon 581. Alterna-
tively, 1t 1s assumed that the user clicks an expansion and
display button (not depicted 1n the drawings) on a an 1con for
the snapshot D group 543 using, for example, the left button
of the mouse or the user’s operating finger to select the 1con.

In response to the selection of the 1con for the snapshot D
group 545, the computer system 121 displays the snapshots
belonging to the snapshot D group 545.

FIG. 5C 1s a diagram 1illustrating a management view 393
that displays, 1n response to the selection of the 1con for the
snapshot D group 545 on the management view 392
depicted 1n FIG. 5B, the user snapshot D 541, and the system
snapshots 342 and 543 belonging to the selected snapshot D
group 345.
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The computer system 121 displays, for example, another
window 503 such that the window 503 blows out from the
icon for the snapshot D group 545, and displays the user
snapshot D 541 and the system snapshots 542 and 543 on the
another window 3503.

As described above, the user can visually understand the
snapshots belonging to the snapshot D group 545. Further-
more, the user can select a snapshot belonging to the
snapshot group from the expanded and displayed snapshots
and operate the virtual machine based on the particular
snapshot.

(2) Aspect 1n which the User Views the Update Informa-
tion List of a Snapshot

It 1s assumed that, on a management view 593 depicted in
FIG. 5C, the user clicks on an icon 561 for the system
snapshot D2 543 using, for example, the leit button of the
mouse or the user’s operating finger to select the system
snapshot D2 543 582.

In response to the selection of the icon 561 for the system
snapshot D2 3543, the computer system 121 displays the
update information list of the system snapshot D2 543.

FIG. 3D depicts a management view 594 that displays, in
response to the selection of the 1con for the system snapshot
D2 543 on the management view 592, an update information
list 371 of the selected system snapshot D 543.

The update information list 571 includes one or more
update histories each including a set of a name (the name of
soltware to be updated), an 1ssuer (the issuer of an update
program), the date and time of installation (the date and time
ol application of the update program), a version (the 1den-
tification number of the update program), and the date and
time of version 1ssuance (the date and time of 1ssuance of the
update program).

The user can view update histories 1n a non-displayed area
by operating a slide bar on the window of the update
information list 571.

As described above, the user can visually understand the
update information list of the snapshots. Furthermore, with
reference to the update information list, the user can operate
the virtual machine based on a particular snapshot.

(3) Aspect 1n which the User Operates the Virtual System
Based on a Particular Snapshot

It 1s assumed that the user 1s to operate the virtual system
based on a certain snapshot. The user 1s assumed to be
viewing the management view 592 depicted in FIG. 5B. The
user selects a menu from which the virtual system can be
iitiated, from menus 1n the management view 592,

In response to the selection of the menu from which the
virtual system 1s 1nitiated, the computer system 121 enters an
initiation mode for the virtual system.

It 1s assumed that, on the management view 592 depicted
in FIG. 5B, the user clicks on an icon for the snapshot D
group 345 under the 1mmitiation mode for the virtual system
using, for example, the leit button of the mouse or the user’s
operating finger to select the 1con 381. Alternatively, the user
1s assumed to click a virtual system initiation button (not
depicted in the drawings) on an icon for the snapshot D
group 545 using the left button of the mouse or the user’s
operating finger to select the 1con.

In response to the selection of the 1con for the snapshot D
group 545, the computer system 121 selects the snapshot D2
543, the latest one of the snapshots belonging to the snapshot
D group 545 (default setting). When the selected snapshot
group includes only a user snapshot, the computer system
121 selects the user snapshot.

The computer system 121 operates the virtual system
based on the snapshot D2 543. Thus, the user can operate the
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virtual system based on the most recently updated snapshot
D2 3543, included 1n the snapshot D group 545.

Therefore, the user can automatically utilize the latest
snapshot included 1n the selected snapshot group without
being conscious of the snapshots belonging to the snapshot
group.

FIG. 6 1s a diagram illustrating a process of copying a
snapshot of a virtual machine 1n operation so as not to
impose a load on the virtual machine 1n operation, according
to an embodiment of the present invention.

An aspect 601 depicted 1 an upper stage mn FIG. 6
illustrates a user snapshot A 611, a system snapshot A1 612,
a user snapshot B 621, a system snapshot B1 622, a user
snapshot C 631, a system snapshot C1 632, and a user
snapshot D 641 which are existing snapshots of a virtual

machine 651 currently 1n operation.

To create a clone of the virtual machine that reproduces a
state 1dentical to the state of an existing snapshot (for
example, the user snapshot D 641), 1t 1s necessary to access
the user snapshot D 641 associated with the virtual machine
currently 1n operation and to copy the user snapshot D 641
onto a virtual disk 1in another virtual machine. Thus, a load
1s 1imposed on, for example, 1/Os of the virtual disk on the
virtual machine currently in operation. This affects applica-
tions and the like which are in operation in the virtual
machine. However, the user desires to suppress the adverse
ellect of access to and copying of the user snapshot D 641
on the virtual machine 1n operation.

Thus, when a snapshot 1s taken 1n the virtual machine 1n
operation, the computer system 121 pre-copies the taken
snapshot 1n the virtual disk on the another virtual machine
utilizing a period of time when the disk I/O of the virtual
machine 1n operation 1s low, each time the snapshot 1s taken
or a predetermined number of the snapshots 1s taken.

Therefore, for example, the computer system 121 copies
the user snapshot D 641 into the virtual disk on the another
virtual machine during the period of time when the disk I/O
of the virtual machine in operation 1s low.

An aspect 602 1n a lower stage 1n FIG. 6 indicates an
aspect 1n which the snapshots depicted in the aspect 601
illustrated 1n the upper stage in FIG. 6 are copied to the
virtual disk on the another virtual machine. The aspect 602
being copied 1s an update applied template 1n which update
1s applied to the snapshot.

As described above, a snapshot of the virtual machine
currently 1n operation 1s copied into the disk on the another
virtual machine, and the copied snapshot (e.g., 661, 662,
671, 672, 681, 682, or 691) (which i1s the same as the
snapshot of the virtual machine currently in operation) 1s
held as a template to which update to the virtual machine
currently 1n operation 1s applied. The computer system 121
applies update to the snapshot 1in the template to which the
update 1s applied. Hence, disc I/Os needed each time a clone
virtual machine i1s created are performed only when the
template to which the update 1s applied 1s created.

As described above, the load on the disk I/Os of the virtual
machine currently 1n operation can be reduced.

FIG. 7 1s a diagram illustrating a process of copying a
snapshot of a virtual machine 1n operation so as not to
impose a load on the virtual machine 1n operation, according
to an embodiment of the present invention.

An aspect 701 depicted i an upper stage mn FIG. 7
illustrates a user snapshot A 711, a system snapshot A1 712
within an aspect 791, a user snapshot B 721, a system
snapshot B1 722, a user snapshot C 731, a system snapshot
C1 732, and a user snapshot D 741 which are existing
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snapshots of a virtual machine 751 in operation Aspect 792
includes snapshot B 721, snapshot B1 722, and snapshot D
741.

To create a clone of the virtual machine that reproduces a
state 1dentical to the state of an existing snapshot (for
example, the user snapshot A1 712 or the user snapshot D
741), 1t 1s necessary to access the user snapshot A1 712 or
user snapshot D 741 associated with the virtual machine
currently 1n operation and to copy the user snapshot A1 712
or the user snapshot D 741 onto a virtual disk 1n another
virtual machine. Thus, a load 1s 1imposed on, for example,
I/0s of the virtual disk on the virtual machine currently 1n
operation. This aflects applications and the like which are 1n
operation 1n the virtual machine. However, the user desires
to suppress the adverse eflect of access to and copying of the
user snapshot A1l 712 or the user snapshot D 741 on the
virtual machine 1n operation.

Thus, 1 applying update to each snapshot, the computer
system 121 pre-transiers a plurality of copies of the user
snapshot A1l 712 included in the existing snapshots and
serving as a base onto virtual disks on one or more other
virtual machines different from the virtual machine currently
in operation (761-1 and 761-2).

(Case where Update 1s Applied to Al)

Instead of registering the user snapshot A1 712 for the
user snapshot A 711 stored on the virtual machine in
operation, the computer system 121 registers a user snapshot
Al 762 taken as a derivative of the user snapshot A 711 for
the user snapshot A 761-1 pre-copied onto the virtual disks
on the one or more other virtual machines, as a snapshot
derived from the user snapshot A 761-1 793. Thus, the
snapshot A1 762 derived from the user snapshot A 761-1 1s
registered on the virtual disks on the one or more other
virtual machines different from the virtual machine currently
in operation.

It 1s assumed that the computer system 121 subsequently
takes a system snapshot A2 763 from the system snapshot
Al 762 taken on virtual disks on the one or more other
virtual machines. The computer system 121 registers a
system snapshot A2 763 taken as a derivative of the system
snapshot A1 762 for the system snapshot Al 762 taken on
the virtual disks on the one or more other virtual machines.
Thus, the system snapshot A2 763 derived from the system
snapshot Al 762 1s registered on the virtual disks on the one
or more other virtual machines different from the virtual
machine currently in operation.

In response to the registration of the system snapshot A2
763 on the virtual disks on the one or more other virtual
machines, the computer system 121 may delete the system
snapshot Al 762, while leaving the system snapshot A2 763
and the user snapshot A 761-1, which 1s a base. The
computer system 121 integrates diflerence data on the
deleted system snapshot A1 762 with diflerence data on the
system snapshot A2 763.

(Case where Update 1s Applied to D)

Instead of registering the user snapshot B 721, the system
snapshot B1 722, and the user snapshot D 741 for the user
snapshot A 711 stored on the virtual machine 1n operation,
the computer system 121 registers a user snapshot B 771, a
system snapshot B1 772, and a user snapshot D 781 for the
user snapshot A 761-2 pre-copied onto the virtual disks on
the one or more other virtual machines 794.

It 1s assumed that the computer system 121 subsequently
takes a system snapshot D1 782 from the user snapshot D
781 taken on virtual disks on the one or more other virtual
machines. The computer system 121 registers a system
snapshot D1 782 taken as a derivative of the user snapshot
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D 781 for the user snapshot D 781 taken on the virtual disks
on the one or more other virtual machines. Thus, the system
snapshot D1 782 derived from the user snapshot D 781 1s
registered on the virtual disks on the one or more other
virtual machines different from the virtual machine currently
in operation.

In response to the registration of the system snapshot D1
782 on the virtual disks on the one or more other virtual
machines, the computer system 121 may delete the user
snapshot B 771, the system snapshot B1 772, and the user
snapshot D 781, while leaving the system snapshot D1 782
and the user snapshot A 761-2, which 1s a base. The
computer system 121 integrates difference data on the
deleted user snapshot B 771, system snapshot B1 772, and
user snapshot D 781 with difference data on the system
snapshot D1 782.

As described above, the snapshot serving as a base for the
virtual machine currently in operation (the snapshot that
may be a user snapshot) 1s copied into the disk on another
virtual machine, and the copied snapshot serving as a base
1s held as a template to which update to the virtual machine
currently 1n operation 1s applied. The computer system 121
then applies the update to the snapshot 1n the template.

FIG. 8 1s a diagram illustrating a process of applying
update to a clone virtual machine via a network, according
to an embodiment of the present invention.

In an update aspect depicted 1n 801, the computer system
121 disables a virtual NIC (original virtual NIC) 812 origi-
nally connected to a clone virtual machine 811 (see 814).
The computer system 121 then adds another virtual NIC 813
to the clone virtual machine 811. The computer system 121
uses an IP address assigned to the another virtual NIC 813
to connect to a public network 817. The computer system
121 then acquires, for example, OS update 818, application
update 819, or security update 820 via the public network
817 and applies the acquired update to the clone virtual
machine.

In an update aspect depicted 1n 802, the computer system
121 disables a virtual NIC (original virtual NIC) 822 origi-
nally connected to a clone virtual machine 821 (see 824).
The computer system 121 then adds another virtual NIC 823
to the clone virtual machine 821. The computer system 121
uses an IP address assigned to the another virtual NIC 823
to connect to a private network 825. The private network 825
1s connected to a public network 827 via a proxy server 826.
The computer system 121 then acquires, for example, OS
update 828, application update 829, or security update 830
via the private network 8235, the proxy server 826, and the
public network 827 and applies the acquired update to the
clone virtual machine 821.

In an update aspect depicted 1n 803, the computer system
121 disables a virtual NIC (original virtual NIC) 832 origi-
nally connected to a clone virtual machine 831 (see 834).
The computer system 121 then adds another virtual NIC 833
to the clone virtual machine 831. The computer system 121
uses an IP address assigned to the another virtual NIC 833
to connect to a private network 835. The private network 835
has a file server 841. The file server 841 stores for example,
OS update 838, application update 839, or security update
840. The computer system 121 then acquires, for example,
the OS update 838, the application update 839, or the
security update 840 from the file server 841 1n the private
network 835, and applies the acquired update to the clone
virtual machine 831.

FIG. 9 1s a flowchart for a process of automatically
applying update to an existing snapshot, according to an
embodiment of the present invention.




US 10,140,115 B2

21

In step 901, the computer system 121 starts a process of
applying a fix to snapshots of a virtual machine. The process
of applying the fix may be executed, for example, periodi-
cally, upon receiving a notification of the update, or using
the user’s action (at any timing) as a trigger.

In step 902, 1n response to a predetermined trigger, the
computer system 121 selects an existing snapshot serving as
a source for taking of a system snapshot based on a prede-
termined condition. The existing snapshot may be an exist-
ing user snapshot or an existing system snapshot. The
existing snapshot may be a storage medium in which the
existing snapshot 1s stored (for example, a storage medium
1021 1n which existing snapshots are stored as 1llustrated 1n
FIG. 10A and FIG. 10B). Selection of the existing snapshot
1s also a timing when a system snapshot 1s obtained from the
existing snapshot.

The predetermined trigger may be regular time 1ntervals.
The time 1ntervals may be set to any time interval by a user
administering the virtual system.

Furthermore, the predetermined trigger may be reception
of the notification of the update to the computer system 121.

Furthermore, the predetermined trigger may be control
information on the taking frequency or usage frequency of
an existing snapshot (group) or a snapshot (group) associ-
ated with the existing snapshot (group). It 1s assumed that,
for example, a snapshot A and a snapshot B are available. In
this case, the control information may be such that, while the
snapshot A 1s acquired once, the snapshot B 1s acquired three
times. Furthermore, 1t 1s assumed that, for example, a
snapshot A group and a snapshot B group are available. In
this case, the control information may be such that, while a
snapshot belonging to the snapshot A group 1s acquired once,
a snapshot belonging to the snapshot B group 1s acquired
three times. Additionally, 1t 1s assumed that, for example, a
snapshot A and a snapshot B are available. The control
information may be such that, while the snapshot A 1is
utilized as a virtual machine once, the snapshot B 1s utilized
as a virtual machine three times. In addition, it 1s assumed
that, for example, a snapshot A group and a snapshot B
group are available. The control information may be such
that, while a snapshot belonging to the snapshot A group 1s
utilized as a virtual machine once, a snapshot belonging to
the snapshot B group is utilized as a virtual machine three
times.

Furthermore, the predetermined trigger may be the user’s
action. The action may be selection, by the user, ol a menu
provided by a menu 1n the management view (for example,
a start menu for an update applying process).

The predetermined condition for selection of an existing
snapshot may be, for example, a priority associated with the
existing snapshot. When the existing snapshot 1s a user
snapshot, the computer system 121 may use the priority
applied to the user snapshot. When the existing snapshot 1s
a system snapshot, the computer system 121 may utilize a
priority applied to a user snapshot from which the system
snapshot 1s derived, as a priority for the system snapshot.

Furthermore, the predetermined condition may be, for
example, the usage frequency or usage time of each of the
existing snapshots as a virtual machine. The usage frequency
may be the frequency at which the wvirtual machine 1s
initiated using the existing snapshot. The usage time may be
an amount of time for which the virtual machine 1s initiated
using the existing snapshot as a virtual machine and the
virtual machine 1n operation 1s utilized. The usage frequency
or the usage time may be the usage frequency or usage time
ol one particular snapshot or all or some of the snapshots
belonging to a certain snapshot group. When the usage
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frequency or usage time of all of the snapshots belonging to
a certain snapshot group 1s adopted, the certain snapshot
group may be i a high degree of importance. When the
usage Irequency or usage time of some of the snapshots
belonging to a certain snapshot group 1s adopted, the certain
snapshot group may be 1n a low degree of importance.

Furthermore, the predetermined condition may be the
snapshot taking frequency of the existing snapshot. The
snapshot taking frequency may be, when a virtual machine
1s created based on the existing snapshot, the number of
times by which a user snapshot taken while the created
machine 1s 1n operation 1s acquired, the number of times by
which a system snapshot taken while the created machine 1s
in operation 1s acquired, or the number of times by which a
combination of the user snapshot and the system snapshot 1s
acquired.

By monitoring the usage frequency or usage time ol an
existing snapshot or the snapshot taking frequency of the
existing snapshot, the computer system 121 may acquire the
usage frequency, the usage time, or the taking frequency.

In step 903, based on the creation source existing snapshot
selected 1n step 902, the computer system 121 creates a
clone of the virtual machine (clone virtual machine) that
reproduces a state identical to the state of the existing
snapshot.

In step 904, the computer system 121 disables the creation
source virtual NIC 1n the clone virtual machine created 1n
step 903, and instead adds another, new virtual NIC. In
disabling the creation source virtual NIC, the computer
system 121 maintains an IP address assigned to the creation
source virtual NIC without any change. Disabling the cre-
ation source virtual NIC in the clone virtual machine 1is
performed by, for example, disconnecting the virtual NIC
from the network or preventing the virtual NIC from being
recognized by the operating system for the clone virtual
machine when the clone virtual machine 1s mitiated. When
the virtual NIC 1s prevented from being recognized by the
operating system for the clone virtual machine when the
clone virtual machine 1s initiated, 1t may appear to the
operating system that the virtual NIC 1s temporarily deleted.
In such a case, 1n step 911 described below, an IP address
prevented from being recognized by the operating system
and optionally any other needed information (for example,
a host name, a default gateway, a subnet mask, or a DNS
server) need to be correctly re-set.

In step 905, the computer system 121 initiates the clone
virtual machine.

Step 905 and step 904 may be executed 1n the reverse
order. That 1s, the computer system 121 may initiate the
clone virtual machine and then disable the creation source
virtual NIC in the initiated clone virtual machine and instead
add another, new virtual NIC.

In step 906, the computer system 121 assigns an unused
IP address to the another, new virtual NIC added in step 904.
Furthermore, the computer system 121 may use a DHCP to
automatically assign the unassigned IP address to the
another, new virtual NIC added 1n step 904. Additionally, the
computer system 121 may not only assign the unused IP
address to the another virtual NIC but also provide any other
needed information (for example, a host name, a default
gateway, a subnet mask, or a DNS server).

In step 907, the computer system 121 applies updates to
the clone virtual machine with the virtual NIC added thereto
via the network. In particular, the computer system 121 may
apply update to the clone virtual machine with the virtual
NIC added thereto via the network, using the IP address of
the clone virtual machine assigned in step 906.
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In step 908, the computer system 121 may create an
update information list that 1s the result of the update 1n step
907 and register the created update information list, for
example, 1n a managing server (for example, a storage
medium 1n which the update information list 1s stored).

In step 909, the computer system 121 stops the clone
virtual machine in operation on which update has been
completely performed. Stoppage of the clone wirtual
machine 1n operation refers to a state 1n which data on the
clone virtual machine remains on a disk for the computer
system 121 and 1n which only the virtual resources such as
the virtual CPU and the virtual memory are released. That 1s,
the stoppage refers to a state 1n which the clone virtual
machine can be mmitiated again using the data on the clone
virtual machine remaining on the disk. The computer system
121 may release the virtual hardware used by the stopped
clone virtual machine.

In step 910, the computer system 121 deletes the virtual
NIC added 1n step 904 from the clone virtual machine to
release the assigned IP address. This 1s because, when the
virtual NIC added 1n step 904 1s not deleted from the clone
virtual machine, if a snapshot 1s taken 1n step 912 described
below, difference information 1s recorded so as to indicate
that the virtual NIC has been changed.

In step 911, the computer system 121 enables the creation
source virtual NIC 1n the clone virtual machine that has been
disabled 1n step 904. Enabling the creation source virtual
NIC disabled m step 904 also enables the use of the IP
address assigned to the creation source virtual NIC. Fur-
thermore, enabling the creation source virtual NIC disabled
in step 904 prevents, 11 a snapshot 1s taken in step 912
described below, difference information from being
recorded so as to indicate that the virtual NIC remains the
same and unchanged.

In step 912, the computer system 121 takes a snapshot of
the clone virtual machine with the enabled virtual NIC. As
a method for taking a snapshot, any technique known to
those skilled in the art may be used.

In step 913, the computer system 121 registers the snap-
shot taken 1n step 912 as a system snapshot of the clone
source virtual machine. That 1s, the computer system 121
takes a snapshot of the clone source virtual machine by
taking a snapshot of the clone virtual machine with the
enabled virtual NIC.

In step 914, optionally, the computer system 121 may add
the taken system snapshot to the creation source snapshot
group ol the system snapshot.

In step 915, optionally, the computer system 121 may
display, on the management view, the system snapshot taken
in step 912 or the snapshot group with the taken system
snapshot added thereto. The user can, for example, revert the
grouped snapshots or set a priority for the snapshot, on the
management view.

In step 916, optionally, the computer system 121 may
delete the clone virtual machine and delete unwanted data
not to be reused such as any existing snapshot and the update
information list associated with the existing system snap-
shot. The deletion of the clone virtual machine, unlike the
stoppage of the clone virtual machine described above 1n
step 909, refers to disabling the clone virtual machine from
being mitiated again.

In step 917, the computer system 121 determines whether
any ol the snapshot groups to be processed during one
concurrent update process has been unprocessed (that is,
whether any of the snapshot groups remains). If any snap-
shot group 1s unprocessed, the computer system 121 corre-
spondingly returns the process to step 902. When the process
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1s returned to step 902, the computer system 121 repeats the
processing 1n steps 902 to 916 for the unprocessed snapshot
group. On the other hand, 11 no snapshot group is unpro-
cessed, the computer system 121 correspondingly advances
the process to an end step 918.

In step 918, the computer system 121 ends the process of
applying fix to the snapshots of the virtual machine.

FIG. 10A and FIG. 10B are each a diagram depicting an
example of a functional block diagram of a computer system

preferably including a hardware configuration according to
FIG. 1A or FIG. 1B and configured to automatically apply
update to snapshots of a virtual machine, according to an
embodiment of the present invention. The computer system
121 may include one or more server computers.

FIG. 10A 1s a diagram depicting an example of a func-
tional block diagram in which the computer system 121
includes one server computer.

The computer system 1001 may include the computer
system 101 according to FIG. 1A or FIG. 1B or the computer
system 121 according to FIG. 1B.

The computer system 1001 includes at least one of virtual
machine providing means 1011, clone creating means 1012,
clone virtual machine configuration managing means 1013,
update applying means 1014, snapshot taking means 10135,
and optionally snapshot managing means 1016, manage-
ment view display means 1017, update information list
display means 1018, and monitor means 1019.

The virtual machine providing means 1011 may provide
operation of one or more virtual machines on the server
computer.

Furthermore, the virtual machine providing means 1011
may provide operation ol the virtual machine based on
snapshots.

Additionally, the virtual machine providing means 1011
may execute the processing in steps 905 and 909 depicted in
FIG. 9 and the processing 1n a part of step 916 (deletion of
the clone virtual machine).

The clone creating means 1012 creates a clone of the
virtual machine (clone virtual machine) that reproduces a
state 1dentical to the state of an existing snapshot. In creating
a clone virtual machine, the clone creating means 1012 may
read the existing snapshot from a storage medium 1021 in
which the existing snapshot 1s stored.

Furthermore, the clone creating means 1012 may select an
existing snapshot from which a clone virtual machine 1is
created, from a plurality of existing snapshots, in accordance
with the priority associated with the existing snapshot, in
accordance with control information on the taking frequency
or usage Irequency of the existing snapshot or a snapshot
associated with the existing snapshot, or in accordance with
the usage frequency or usage time of the existing snapshot
or the snapshot taking frequency of the existing snapshot.

Additionally, 1n response to selection of grouped system
snapshots, the clone creating means 1012 may create a clone
of the virtual machine that reproduces a state identical to the
state of the latest one of the grouped system snapshots.

In addition, the clone creating means 1012 executes the
processing 1n steps 902 and 903 depicted in FIG. 9.

The clone virtual machine configuration managing means
1013 disables the virtual NIC 1n the clone virtual machine
and adds another virtual NIC.

Furthermore, the clone virtual machine configuration
managing means 1013 deletes the another virtual NIC from
the clone virtual machine to which the update provided by

the update applying means 1014 1s applied, to enable the
disabled virtual NIC.




US 10,140,115 B2

25

Additionally, the clone wvirtual machine configuration
managing means 1013 may initiate the clone virtual machine
with the another virtual NIC added thereto and assign an
unused IP address to the another virtual NIC.

In addition, the clone virtual machine configuration man-
aging means 1013 may disable the virtual NIC in the clone
virtual machine by disconnecting the virtual NIC from the
network or preventing the virtual NIC from being recog-
nized by the operating system for the clone virtual machine
when the clone virtual machine 1s mnitiated.

Furthermore, the clone virtual machine configuration
managing means 1013 may enable the disabled virtual NIC
by connecting the disabled virtual NIC to the network,
adding the disabled wvirtual NIC or allowing the disabled
virtual NIC to be recognized by the operating system for the
clone virtual machine.

Additionally, the clone wvirtual machine configuration
managing means 1013 may execute the processing in steps
904 and 906 depicted 1n FIG. 9 and the processing in steps
910 and 911 also depicted i FIG. 9.

The update applying means 1014 applies update to the
clone virtual machine with the another virtual NIC added
thereto via the network. The update applying means may
utilize update data 1022.

In addition, the update applying means 1014 may perform
the update using the IP address assigned to the another
virtual NIC.

Furthermore, the update applying means 1014 may store
the results of the update 1n a storage medium 1023 in which
the update information list 1s stored.

Additionally, the update applying means 1014 may
execute the processing in steps 907 and 908 depicted 1n FIG.
9.

The snapshot taking means 10135 takes a snapshot of the
clone virtual machine with the enabled virtual NIC to take
a snapshot of the clone source virtual machine.

In addition, the snapshot taking means 1015 may execute
the processing 1n step 912 depicted 1in FIG. 9.

The snapshot managing means 1016 merges at least two
snapshots taken in the step of taking a snapshot of the clone
source virtual machine.

Furthermore, the snapshot managing means 1016 may
group a user snapshot taken in accordance with the user’s
instruction and a system snapshot resulting from taking of a
snapshot of the clone source virtual machine.

Additionally, the snapshot managing means 1016 may
merge one or more system snapshots of the grouped system
snapshots which are not the latest with the latest system
snapshot and delete the one or more system snapshots that
are not the latest.

In addition, the snapshot managing means 1016 may
execute the processing 1n step 913, steps 914 and 915, and
a part of step 916 (processing associated with snapshots, for
example, deletion of unwanted data 1n an existing system
snapshot or user snapshot which data 1s not to be reused).

The management view display means 1017 displays a
snapshot group resulting from grouping of a user snapshot
and system snapshots.

Furthermore, when the existing snapshot of the clone
source virtual machine 1s the user snapshot, the management
view display means 1017 may display, on the management
view, the system snapshot taken from the clone wvirtual
machine 1n the user snapshot 1in association with the user
snapshot of the clone source virtual machine.

Additionally, when the existing snapshot of the clone
source virtual machine is the system snapshot, the manage-
ment view display means 1017 may display, on the man-
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agement view, the system snapshot taken from the clone
virtual machine in the system snapshot 1n association with
the system snapshot of the clone source virtual machine.

In addition, the management view display means 1017
may execute, for example, processing on the management
view which enables the user to select a user snapshot, for
example, 1n step 902 depicted in FIG. 9.

The update information list display means 1018 displays
an update mformation list of the update performed by the
update applying means 1014 on the management view. The
update iformation list display means 1018 may read the
update iformation list from the storage medium 1023 in
which the update information list 1s stored.

Furthermore, the update information list display means
1018 may display the update information list of the update
performed by the update applying means 1014 1n association
with the snapshot to which the update 1s applied.

Additionally, the update information list display means
1018 may execute the processing for displaying, on the
management view, the update information list created 1n step
908 depicted 1n FIG. 9.

The monitor means 1019 monaitors the usage frequency or
usage time of the existing snapshot or the snapshot taking
frequency of the existing snapshot.

In addition, the monitor means 1019 may execute the
processing of monitoring the usage frequency or usage time
of the existing snapshot or the snapshot taking frequency of
the existing snapshot 1n order to allow selection of the
existing snapshot in step 902 depicted in FIG. 9.

FIG. 10B 1s a diagram depicting an example of a func-
tional block diagram of a case where the computer system
121 includes a plurality of (for example, two) server com-
puters.

The computer system 121 includes a virtual environment
providing server 1031 and a virtual environment managing
server 1032.

The virtual environment providing server 1031 includes
virtual machine providing means 1041 and clone creating
means 1042.

The virtual machine providing means 1041 and the clone
creating means 1042 correspond to the virtual machine
providing means 1011 and the clone creating means 1012,
respectively, illustrated 1n FIG. 10A. Thus, for the descrip-
tion of the virtual machine providing means 1041 and the
clone creating means 1042, see the description of the cor-
responding means illustrated in FIG. 10A.

The virtual environment managing server 1032 includes
clone virtual machine configuration managing means 1053,
update applying means 1054, snapshot taking means 1055,
and optionally snapshot managing means 1056, manage-
ment view display means 1057, update information list
display means 1058, and monitor means 1059.

The clone virtual machine configuration managing means
1053, the update applying means 1054, the snapshot taking
means 1055, the snapshot managing means 1056, the man-
agement view display means 1057, the update information
list display means 10358, and the monitor means 1059
correspond to the clone virtual machine configuration man-
aging means 1013, the update applying means 1014, the
snapshot taking means 1015, the snapshot managing means
1016, the management view display means 1017, the update
information list display means 1018, and the monitor means
1019, respectively, illustrated 1n FIG. 10A. Thus, for the
description of each of the following: the clone virtual
machine configuration managing means 1053, the update
applying means 1054, the snapshot taking means 1055, the
snapshot managing means 1056, the management view




US 10,140,115 B2

27

display means 1057, the update information list display
means 1058, and the monitor means 1039, see the descrip-
tion of the corresponding means illustrated 1n FIG. 10A.

What 1s claimed 1s:

1. A computer implemented method for applying an
update to a snapshot of a virtual machine executed by a
hardware processor, the method comprising:

creating a cloned virtual machine reproducing a state of

an existing first snapshot of a virtual machine, wherein
the creating the cloned virtual machine further com-
prises selecting the existing first snapshot of a plurality
of existing snapshots based on, at least, a priority
associated with the existing first snapshot and a usage
frequency for the existing first snapshot;

disabling a first virtual network interface card (NIC) 1n the
cloned virtual machine, wherein the disabling the first
virtual NIC comprises disconnecting the first virtual
NIC {rom a network;

adding a second virtual NIC to the cloned virtual machine,
wherein the adding the second virtual NIC to the cloned
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virtual machine further comprises mitiating the cloned
virtual machine to which the second virtual NIC has
been added and assigning an unused internet protocol
(IP) address to the second virtual NIC;

applying, via the network, an update to the cloned virtual
machine having the added second virtual NIC, wherein
the update 1s applied using the unused IP address
assigned to the second virtual NIC and the update
comprises a security update to maintain security for the
virtual machine and the security update comprises an
update of a definition file for security software, wherein
the security software 1s anti-virus software;

deleting the second virtual NIC;

enabling the first virtual NIC; and

generating a snapshot of the updated cloned virtual
machine and the first virtual NIC, wherein the snapshot
1s associated with the virtual machine and the snapshot
1s a data set in which only information on diflerences
from a directly preceding snapshot 1s stored.
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