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Extracting features from the personal skills data, business history data, and
social network data

Determining business event information for business events identified
between the entrepreneur and contacts of the entrepreneur found in the
' entrepreneur data '

Performing a dynamic measurement of engagement between the
| entrepreneur and the contacts by looking for contacts between the :
| entrepreneur and the contacts that cross the plurality of network modalities |
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718

Applying attribute weightings to each of the attributes extracted for the
individuals

Grouping the individuals into customer clusters in such a way that a
variation between individuals 1s maximized relative to a group business
measurement

Calculating a centriod of each of the customer clusters
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Determining it the sending or receiving parties are accessing the
communications network from a geographical location of low trust
1105

Verifying a communications channel of the

communications network by:
1110

Authenticating
i communications devices |
| used by the sending party |
i 1115 eereecemenercecenen

Authenticating a message
transmitted from the sending
party to the receiving party |
using an encryption scheme and |
an error detection block :
associated with the message

: . Authenticating the current
Receiving current | biometric information against |
| biometric information for pre-stored biometric information|
= the sending party a ' for the sending party to
1130 | authenticate or reject the
5 transmitted message
1135

Transmitting an authentication message to the sending party if current
biometric information is authenticated

1145
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| Pre-storing entrepreneur data that comprises location information and biometric |
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SECURE COMMUNICATIONS METHODS
FOR USE WITH ENTREPRENEURIAL
PREDICTION SYSTEMS AND METHODS

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation-in-part of U.S. appli-
cation Ser. No. 14/671,868, filed on Mar. 27, 2015, titled
“Multi-Vanable Assessment Systems and Methods that
Evaluate and Predict Entreprencurial Behavior” which
claims the priority benefit of U.S. Application Ser. No.
61/973,209, filed on Mar. 31, 2014, titled “Systems and
Methods for Entrepreneurial Prediction,” all of which are
hereby incorporated by reference herein in their entirety,
including all references cited therein.

FIELD OF THE INVENTION

The present technology pertains to the field of behavior
scoring and prediction, and more particularly to a multi-
variable assessment system that determines scores or mea-
sures relating to the likelithood of various business-related
outcomes.

SUMMARY

A system of one or more computers can be configured to
perform particular operations or actions by virtue of having
software, firmware, hardware, or a combination of them
installed on the system that in operation causes or cause the
system to perform the actions. One or more computer
programs can be configured to perform particular operations
or actions by virtue of including instructions that, when
executed by data processing apparatus, cause the apparatus
to perform the actions. One general aspect includes a method
for verifying secure communications between a sending
party and a recerving party over a communications network,
the method comprising: (a) determining 1f the sending or
receiving parties are accessing the communications network
from a geographical location of low trust; (b) verifying a
communications channel of the communications network
by: (1) authenticating communications devices used by the
sending party and the receiving party; or (11) authenticating
a message transmitted from the sending party to the receiv-
ing party using an encryption scheme and an error detection
block associated with the message; and (¢) verilying the
sending party by: (1) recerving current biometric information
tor the sending party; (11) authenticating the current biomet-
ric information against pre-stored biometric information for
the sending party to authenticate or reject the transmitted
message; and (d) transmitting the message to the receiving,
party if the communications channel and the sending party
are verified.

Other embodiments of this aspect include corresponding,
computer systems, apparatus, and computer programs
recorded on one or more computer storage devices, each
configured to perform the actions of the methods.

One general aspect includes a method including (a) deter-
mimng 1f the sending or receiving parties are accessing the
communications network from a geographical location of
low trust; (b) veniying a communications channel of the
communications network by: (1) authenticating communica-
tions devices used by the sending party and the receiving
party; or (1) authenticating a message transmitted from the
sending party to the receiving party using an encryption
scheme and an error detection block associated with the
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message; and (¢) verifying the sending party by: (1) receiv-
ing current biometric information for the sending party; (11)
authenticating the current biometric information against
pre-stored biometric information for the sending party to
authenticate or reject the transmitted message; (111) extract-
ing meta-data from the current biometric information; and
(1v) authenticating the meta-data of the current biometric
information against pre-stored meta-data for the sending
party to authenticate or reject the transmitted message; and
(d) transmitting the message to the recerving party if the
communications channel and the sending party are verified.
One general aspect includes a method including: (a)
pre-storing entrepreneur data that comprises location infor-
mation and biometric information for an entrepreneur, as
well as 1dentifying information for a communications device
used by the entrepreneur to access the communications
network; (b) recetving a message transmitted from the
entrepreneur using their communications device to a receiv-
ing party; (¢) verilying a communications channel of the
communications network used by the entrepreneur by: (1)
authenticating the communications device used by the entre-
preneur; and (d) verifying an identity of the entrepreneur by:
(1) recerving current biometric information for the entrepre-
neur; and (11) authenticating the current biometric informa-
tion against the pre-stored biometric information for the
entrepreneur to authenticate or reject the transmitted mes-
sage; and (e) encrypting the message and associating the
message with an error detection block; and (1) transmitting
the message to the recerving party 1f the communications
channel and the identity of the entrepreneur are verified.
Other embodiments of this aspect include corresponding
computer systems, apparatus, and computer programs
recorded on one or more computer storage devices, each
configured to perform the actions of the methods.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, where like reference
numerals refer to 1dentical or functionally similar elements
throughout the separate views, together with the detailed
description below, are incorporated 1n and form part of the
specification, and serve to further illustrate embodiments of
concepts that include the claimed disclosure, and explain
various principles and advantages of those embodiments.

The methods and systems disclosed herein have been
represented where appropriate by conventional symbols in
the drawings, showing only those specific details that are
pertinent to understanding the embodiments of the present
disclosure so as not to obscure the disclosure with details
that will be readily apparent to those of ordinary skill 1n the
art having the benefit of the description herein.

FIG. 1 1s a schematic diagram of a process for receiving
various sources of information, extracting relevant informa-
tion and translating the extracted imnformation so that it can
be stored 1n data stores relating to attributes of either the
entrepreneur, the business opportunity or to the social net-
work and social capital of the entrepreneur.

FIG. 2 1s a diagram of a process for extracting features
from the categorized databases, providing these features to
predictive models (either mathematically derived or quali-
tatively derived), which then produces scores relating to the
entrepreneurial success 1n question.

FIG. 3 illustrates a scoring model with multiple idealized
clusters of behavior, for use in accordance with the present
technology.
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FIG. 4 1s a schematic diagram of an exemplary computing
architecture that can be used to practice aspects of the

present technology.

FIG. 5 15 a flowchart of an example method of the present
technology.

FIG. 6 1s a flow diagram of an example feature extraction
process, where features are used to validate a transaction,
and preferably in some embodiments on an ongoing basis
during the transaction.

FIG. 7 1s a flowchart of an example method for perform-
ing a multi-loct modeling of an individual to determine their
entreprencurial ability.

FIG. 8 1s an example flow diagram of a data collection and
analysis process of the present technology.

FIG. 9 illustrates an exemplary computing system that
may be used to implement embodiments according to the
present technology.

FIG. 10 1s a schematic diagram of an example system for
authenticating/verilying communications received one or
more parties.

FI1G. 11 1s a tlowchart of an example method for verifying
secure communications between a sending party and a
receiving party over a communications network.

FIG. 12 1s a flowchart of a method for verilying secure
communications over a communications network.

DETAILED DESCRIPTION

While this technology 1s susceptible of embodiment in
many different forms, there 1s shown 1n the drawings and
will herein be described in detail several specific embodi-
ments with the understanding that the present disclosure 1s
to be considered as an exemplification of the principles of
the technology and 1s not mtended to limait the technology to
the embodiments illustrated.

The present technology pertains to the field of behavior
scoring and prediction, and more particularly to multi-
variable assessment methods and processes that determine
scores or metrics relating to the likelihood of various busi-
ness-related outcomes.

For example, some assessment scores, which serve as
predictors of both specific behaviors and of general capa-
bilities are known in the art. Such systems allow for the
assignment of scores relating to credit worthiness (or pur-
chasing likelithood, or next click in web browsing behavior)
or the likelithood of other very specific behaviors. Some
scores assess general capabilities such as intelligence, but
these scores tend to be either very specific to a single feature
relating to an individual, or are very general relating to a
global attribute such as intelligence.

Additionally, behavior scores relating to repayments due
under contracts, such as credit scores, rely upon centralized
stores of verified information about previously demonstrated
behavior.

In accordance with the present technology, a multi-vari-
able system and method are provided that allow for the
scoring ol a complex set of inputs, together with information
associated with social-network structure and activity of an
individual. These diverse types of information are coalesced
by the present technology to assess the entrepreneurial
behavior of an individual. This technology solves the known
problem of predicting entrepreneurial success—which may
for the purpose of this description be defined as predicting
the likelihood of a business person successtully conducting,
one or more business transactions and subsequently repay-
ing investment capital that may have been advanced for that
business purpose.
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To be sure, the present technology calculates a plurality of
unique and proprietary scores and indications that allow for
the assessment of entreprencurial ability of an individual.
This assessment can be utilized to determine the suitability
of the imndividual for a business opportunity or as an infor-
mative tool that allows the individual to assess their entre-

preneurial ability as compared to other individuals.

The problem of predicting entreprencurial success,
including repayment, 1s often exacerbated by having little or
no veriflable information about the previous credit history of
the entrepreneur. This problem is also further exacerbated by
many jurisdictions having no central source for verification
of mncome and payment history of the entrepreneur’s past
performance. Furthermore, the current technology incorpo-
rates within 1ts scoring methodology the view that the legal
system 1n which the entrepreneur operates is either inetlec-
tive or provides an impractical enforcement mechanism for
encouraging contract adherence by the entrepreneur, either
due to the uncertainty within that legal system or because of
the impracticality of pursuing legal remedies due to the
expense of such remedy relative to the mvestment capital
hoping to be recovered.

The present technology and scoring system 1s neither
based upon a single behavior, nor 1s 1t considered a general
attribute of an individual. Entrepreneurial potential (or pre-
dictability), as defined herein, 1s seen as a complex set of
personal factors, including capabilities, the matching of
these personal characteristics with a specific business oppor-
tunity and with the social capital that an entrepreneur has
accrued within a specific community of operation. The thesis
of this technology includes the notion that the matches
between all of these factors can be developed and improved
with conscious attention and traimng of an individual.
Furthermore, some embodiments of the present technology
do not presume that there 1s a single 1deal of entrepreneur-
ship nor does 1t presume that there 1s a single ‘anti-ideal” of
entrepreneurship, so the resulting scoring models are not
limited to a single dimension of reference.

Broadly, the present technology provides methods and
systems for capturing as many of a plurality of types of
information about entrepreneurs and their communications
as possible (especially electronic data gathered from emails,
websites, forums, blogs, and so forth). The present technol-
ogy also provides systems and methods for extracting mea-
sures and/or features of the information and the communi-
cations and links (e.g., social connections) made by the
entrepreneur (or between the entrepreneur and other parties).
The present technology may also employ these measures
(e.g., metrics) to develop predictive models relating to
entrepreneurship.

In some embodiments, the present technology can employ
the created models to generate scores that represent entre-
preneurial success (e.g., entrepreneurial potential) for indi-
viduals, opportunities, and social networks. The present
technology may also communicate these scores to interested
parties or back to the entrepreneur.

FIG. 1 1s a diagram of a process for receiving various
sources of information, extracting relevant information and
translating the extracted information so that it can be stored
in data stores relating to attributes of either the entrepreneur,
the business opportunmity or to the social network and social
capital of the entrepreneur. Each of the sources of informa-
tion involves a specific process to extract the relevant fields
to be stored. As more sources of information are 1ncorpo-
rated into the extraction process, more specific data can be
added to the categorized data leading to a more complete set
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of relevant data. This process can be facilitated using the
system 4035 of FIG. 4, described 1n greater detail below.

FIG. 2 1s a diagram of a process for extracting features
from the categorized databases, providing these features to
predictive models (either mathematically derived or quali-
tatively derived), which then produces scores relating to the
entrepreneurial success 1n question. The categories of data
presented are indicative of the general categories that may
be kept relative to an entrepreneur, a specific business
opportunity, social network of the individual, social capital
of the individual, or any combinations thereof.

FIG. 3 shows a scoring model with multiple 1dealized
clusters of behavior. In scoring models of this type, the
subject 1s compared to multiple 1dealized targets and scored
based upon the nearest 1dealized cluster. Guidance 1s given
by suggesting to the subject behaviors that would make the
subject’s behavior correspond more closely with one or
more of the 1dealized behavior clusters.

FI1G. 4 1llustrates an exemplary architecture for practicing,
aspects of the present technology. The architecture com-
prises a business transaction analysis system, hereinafter
“system 405" that 1s configured to provide various function-
alities, which are described 1n greater detail throughout this
document. Generally the system 405 1s configured to com-
municate with client devices, such as client 415. The client
415 may include, for example, a Smartphone, a telephone a
laptop, a computer, or other similar computing and/or com-
munication device. An example of a computing device that
can be utilized i accordance with the present technology 1s
described 1n greater detail with respect to FIG. 8.

The system 405 may communicatively couple with the
client 415 via a public or private network, such as network
420. Suitable networks may include or interface with any

one or more of, for instance, a local intranet, a PAN
(Personal Area Network), a LAN (Local Area Network), a

WAN (Wide Area Network), a MAN (Metropolitan Area
Network), a virtual private network (VPN), a storage area
network (SAN), a frame relay connection, an Advanced
Intelligent Network (AIN) connection, a synchronous opti-
cal network (SONET) connection, a digital T1, T3, E1 or E3
line, Digital Data Service (DDS) connection, DSL (Digital
Subscriber Line) connection, an Ethernet connection, an
ISDN (Integrated Services Digital Network) line, a dial-up
port such as a V.90, V.34 or V.34bis analog modem connec-
tion, a cable modem, an ATM (Asynchronous Transier
Mode) connection, or an FDDI (Fiber Distributed Data
Interface) or CDDI (Copper Distributed Data Interface)
connection. Furthermore, communications may also include
links to any of a variety of wireless networks, including

WAP (Wireless Application Protocol), GPRS (General
Packet Radio Service), GSM (Global System for Mobile
Communication), CDMA (Code Division Multiple Access)
or TDMA (Time Division Multiple Access), cellular phone
networks, GPS (Global Positioning System), CDPD (cellu-
lar digital packet data), RIM (Research 1n Motion, Limited)
duplex paging network, Bluetooth radio, or an IEEE 802.11-
based radio frequency network. The network 420 can further
include or interface with any one or more of an RS-232
serial connection, an IEEE-1394 (Firewire) connection, a
Fiber Channel connection, an IrDA (infrared) port, a SCSI
(Small Computer Systems Interface) connection, a USB
(Unmiversal Serial Bus) connection or other wired or wireless,
digital or analog interface or connection, mesh or Digi®
networking.

The system 4035 generally comprises a processor 430, a
network interface 435, and a memory 440. According to

some embodiments, the memory 440 comprises logic (e.g.,
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instructions or applications) 445 that can be executed by the
processor 430 to perform various methods. For example, the
logic may include a user interface module 425 as well as a
data aggregation and correlation application (hereinafter
application 450) that 1s configured to provide the function-
alities described in greater detail herein.

It will be understood that the functionalities described
herein, which are attributed to the system 403 and applica-
tion 450 may also be executed within the client 415. That 1s,
the client 415 may be programmed to execute the function-
alities described herein. In other instances, the system 405
and client 415 may cooperate to provide the functionalities
described herein, such that the client 415 1s provided with a
client-side application that interacts with the system 405
such that the system 405 and client 415 operate 1n a
client/server relationship. Complex computational features
may be executed by the system 403, while simple operations
that require fewer computational resources may be executed
by the client 415, such as data gathering and data display.

In general, the user interface module 4235 may be executed
by the system 405 to provide various graphical user inter-
taces (GUIs) that allow users to interact with the system 405.
In some 1nstances, GUIs are generated by execution of the
application 4350 1itself. Users may interact with the system
4035 using, for example, a client 415. The system 405 may
generate web-based interfaces for the client.

In some embodiments the system 405 may be configured
to derive a score (or set of scores) that can be used to predict
entrepreneurial behavior and success-potential of a Business
Person based upon information collected from any of: a
Business Person, about the Business Person from third party
sources, 1ndividuals 1n contact with the Business Person,
social networks of the individual, and other information
sources that can yield information relating to or are indica-
tive of the entrepreneurial behavior of the individual. These
scores are used within the context of a potential business
transaction, such as the sale of a business or extending of a
loan to an i1ndividual for a business purpose.

In some embodiments the system 4035 i1s configured to
extract information about entreprencurial potential of a
Business Person from social networks and other data. For
example, the system 405 may be configured to link with
various sources such as Facebook™, Linkedin™, Twitter™,
and so forth, using an application programming interface
(API). Alternatively, the system 405 may scrape web pages
or social network feeds for necessary information.

In some embodiments, the system 403 1s configured to
calculate a level of intfluence that a Business Person’s social
relationships will exert over the contracts entered into
between or among the Business Person and other parties,
such as investors. For example, the system 405 can deter-
mine a number of business contacts for an individual, the
relative influence of each of these contacts, and a nature of
relationship between the individual and their contacts. By
example, the system 405 may score a relationship higher
where the contact 1s highly influential, 1f the individual 1s 1n
a very close relationship with the contact. Conversely the
system 405 may score a relationship lower where the contact
1s highly influential, 1f the individual i1s only casually con-
nected to the contact.

In some embodiments, the system 403 1s configured to
detect progress 1n the entrepreneurial development of indi-
vidual Business Persons based upon their electronic com-
munications such as emails, SMS messages, social network
posts, and so forth.

In some embodiments, the system 403 1s configured to
provide proscriptive advice to Business Persons seeking to
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improve their entrepreneurial capabilities by measuring and
suggesting changes to their electronic communications. For
example, the system 405 may process emails of an indi-
vidual and 1dentify the vocabulary used 1n emails that may
positively or deleteriously aflect the business purposes of the
Business Person. For example, 1f the system 405 detects
poor grammar usage or typos 1n an individual’s emails, the
system 405 can instruct the individual in how to properly
prooiread their communications.

In some embodiments, the system 4035 1s configured to
clectronically recerve data relating to a Business Person’s set
ol social network data with information about various indi-
viduals to whom the Business Person i1s in contact. The
system 403 1s further configured to receive data relating to
the date, time, frequency and length of communication
messages between a Business Person and other individuals.

In other embodiments, the system 405 1s configured to
append additional data to the communication mnformation
relating to the Business Person so that social status and
geographic information about the Business Person and indi-
viduals with whom the Business Person 1s 1n contact 1s
collected or extrapolated for use by the system 405.

In additional embodiments, the system 403 1s configured
to 1ncorporate geographic-specific data relating to social,
economic, demographic information into the data processing
system; a system for communication between Business
Persons whereby they attain an electronic history of partici-
pation 1n discussions about business topics.

In accordance with the present disclosure, the system 405
1s configured to crowdsource (or use crowdsourced) infor-
mation, whereby a known community of Business Persons
provides assessment of the quality and content of commu-
nications by a Business Person. The system 405 can also
combine electronic mformation from a plurality of sources
so as to provide a score or scores that relate to various facets
of the Business Persons such as their business skills, abili-
ties, probability of business success, likelihood of comple-
tion of business goals, likelihood of future business devel-
opment and likelithood of various investment returns that
may be relevant to potential investors. The system 405 can
create a single score that represents any combination of the
aforementioned facets. In other instances, several scores
may be calculated and correlated to one another. For
example, the system 405 may generate one score for prob-
ability of business success, as well as a second score that
represents likelithood of future business development.

FIG. 5 illustrates an example method that can be executed
by the system 405 of FIG. 4. The method comprises the
system 405 obtaining 5035 entreprencur data related to a
plurality of facets of an individual. Examples of facets
comprise personal skills data, business history data, and
social network data. In some embodiments, entrepreneur
data can be gathered across a plurality of network modali-
ties.

In some embodiments, the system 405 collects informa-
tion from several network modalities such as Facebook™,
LinkedIn™, Google+™ phone records, SMS text records,
¢-mail meta-data, and so forth. The system 405 can examine
the depth of engagement between a target individual and
their contacts across these various modes of social connect-
edness. The system 405 15 configured to examine how many
different modalities are used, recency of contacts, and the
temporal elements of change 1n engagement with each
contact, especially those related to ‘business events’ 1denti-
fied by the target individual.

To be sure, each of these data features are important on
theirr own, but the cross-modality aspect provides advan-
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tages and information about the target individual that would
be 1mpossible to obtain from a single feature analysis, or a
plurality of individual features that are not correlated n a
cross-modality analysis.

By way of example, as a business relationship 1s formed,
contact with certain individuals increases as deal parameters
are discussed. Those contacts may itially begin as an
¢-mail mtroduction, leading to a number of phone conver-
sations, leading to more e-mails, leading to a connection via
LinkedIn and other social media networks. The change 1n
the number of connection points, the frequency and 1ntensity
of contact, and so forth 1s a dynamic measurement of
engagement between individuals.

In some embodiments, the plurality of network modalities
comprises social networks, phone records, and message
records—just to name a few.

In more detail, the personal skills data comprises data
surrounding the individual. This process involves the ability
to find and access targeted entrepreneurs and to gather data
from and about those individuals, their interests, their skills
and their activities. With respect to business history data, the
system 403 can obtain data surrounding the business of the
entrepreneur, which includes gathering data about business
history, about specific business opportunities generated by
the entrepreneur, about transaction structures employed—or
able to be employed—in the execution of those business
opportunities, and the collection of actual execution statis-
tics for their businesses.

The social network data can comprise data that relates to
the social network of the entrepreneur and their business
activities, the connections to people and entities, the fre-
quency and intensity of contact and communication, and
even the sequence of communications. Additional details
regarding each of these types of data will be described below
with reference to a feature extraction process.

According to some embodiments, the method can include
the system 405 extracting 510 features from the personal
skills data, business history data, and social network data. To
be sure, while a wide variety of mformation 1s gathered
pertaining to personal skills data, business history data, and
social network data, the system 405 1s configured to parse
this data out into facets that can be used in transaction
related processes, as described below.

In some embodiments, the system 405 collects informa-
tion (e.g., entrepreneur data) using electronic data gathering
techniques and stores the information as unstructured data.

The following paragraphs relate to feature/facet extrac-
tion processes. One example feature extraction 1s experi-
ence. The system 405 1s configured to evaluate numerical
and textual indicators of experience that are gathered from
social network sites to create an experience indicator. Infor-
mation used can include years in workiorce, number of
employers, positions held, skills enumerated by friends,
press references to individuals resulting from search-engine
queries.

Another feature relates to education. The system 405 will
cvaluate the entrepreneur data for indications of degrees
earned, educational institutions attended, certificates of
accomplishment or references to training attended as well as
other indicators of afliliation with mstitutions of education.

Another example feature i1s geographical footprint. In
some 1nstances, social media platforms provide geo-coordi-
nate mnformation (e.g., of last login location) and textual
clues (e.g., geographic references, home-town, city, state,
country) that allow inferences to be made about an entre-
preneur’s footprint—or areas that are frequented by the
individual. This geographical information, coupled with
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development information about the areas frequented (e.g.,
income per capita, GDP, demographics, general develop-
ment 1ndicators) allows inference about opportumities to
which the entreprencur has been exposed. Greater geo-
graphic exposure (based upon number of regions or conti-
nents or states) and economic exposure (based upon devel-
opment measures) provide for inference 1nto the breadth of
experience of the entrepreneur.

Another example feature includes geographical distribu-
tion of contacts/friends. To be sure, just as the geographical
footprint of the entrepreneur can be measured, several
geographic markers are available for most of the contacts 1n
the entrepreneur’s social networks. Not only can the extent
of the geographic reach of Ifriends be measured, but the
distribution into continent, country, region, and so forth be
explored and evaluated by the system 405. Additional data
such as income, GDP, demographics, technical development
indices, political measures provide additional information
on the ‘richness’ or variety of friend relationships of the
individual. The system 4035 can categorize an individual’s
relationships, for example, by region, by economic devel-
opment of location, and so forth, and distributions of cat-
cgorized Iriends and reach across physical space and eco-
nomic distance factor into diversification measures.

Another feature that can be extracted by the system 405
comprises functional distribution of contacts. To be sure, just
as contacts can be categorized by the system 405 based upon
geography, the e-mail addresses of friends (or the domains
of such e-mail addresses) provide indication of function. For
example, many e-mail addresses of contacts emanate from
domains with free carriers like ‘gmail.com’ or ‘yahoo.com’
which indicate private or connections that are personal
rather than institutional relationships. Other e-mail
addresses have domains that are institutional 1n nature (e.g.,
bob.smith@jpmorgan.com or
john.doe(@savethechildren.org). The system 405 searches
the domain of these e-mails via text analytics and classifies
these contacts into various groupings (e.g., banking, gov-
ernment, political, NGO, religious, and so forth). The system
405 then evaluates a distribution of the classified e-mail
contacts for each entrepreneur for diversification and for
indicators of breadth.

In some embodiments, the system 4035 can evaluate fea-
tures related to social network messages for the individual.
In some embodiments, the system 405 analyzes and catego-
rizes social network messages on a social network feed for
an individual 1nto clusters. For example, some messages are
mundane such as I just ate a ham sandwich.”, while some
relate to current events “Rioting 1n streets.”, and some relate
to professional activity “New article on prescribing app in
Pharmaceutical Journal” or technology 1ssues “Where do we
g0 now on Net Neutrality?”. Messages can be categorized by
the system 405 for the entrepreneur, and similarly catego-
rized for the friends/contacts (followed/followers) of the
individual. The system 405 determines the distribution of
categorized feeds which provides measures for diversifica-
tion, breadth and ‘seriousness’ of the individual.

In one embodiment, the system 405 uses a feature such as
referrals. The system can detect and collect a referral net-
work of entreprencurs that, once they register with the
system 403, refer other individuals to the system 403. Such
referrals indicate a form of influence that 1s measured by the
system 4035. The quality of the person responding to the
referral reflects on the status of the referring party.

In another feature, the system 405 can analyze phone
records for the individual. The system 403 enables individu-
als to provide the system 405 with access to their phone
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records, for example by sending scanned images of their
cell-phone records and/or by permitting the system 405
access to their phone-logs on their mobile devices. The
system 403 utilizes time, duration and contact information
from these logs to determine which contacts are current, who
originates contact, what 1s the sequence of contact (e.g.,
tollowing a call with a first contact a call 1s made to a second
contact), what 1s the duration of contact (short message or
long conversation), what 1s the frequency of contact, what 1s
the time of day for contact and other similar events. The call
information provides insight into the dynamic nature of the
social network structure of the individual.

In some embodiments, the system 4035 can also analyze
SMS/MMS records 1 a manner that 1s similar to phone
conversations. Additionally, the system 405 can also analyze
email messages and email metadata from an analysis of
email history. The system 405 can examine a frequency,
level of engagement, and other similar measures as refer-
enced above with the phone and SMS records. The system
4035 can 1dentily clusters of contacts that appear in groupings
(cc or bee records) of e-mail addresses. These, together with
the other information that the system 4035 gathers about the
contacts provides the system 4035 with category distributions
and linkages between individuals that allow great insight
into the dynamic aspects of the social network of the
individual.

The previous paragraphs represent data collection and
data processing tasks executed by the system 405. By
layering the modalities of contact and examining the process
of deepening the engagement with individuals across link-
age modes the system 405 provides unique insight 1nto the
entreprencurial ability of a target individual.

To be sure, these extracted entrepreneur data types can be
used 1n various predictive scoring methodologies, as well as
business opportunity analyses that utilize these predictive
SCOres.

In some embodiments, the method includes the system
405 determining 515 business event imnformation for busi-
ness events 1dentified between the entrepreneur and contacts
of the entrepreneur found in the entreprenecur data.

Business event information includes various types of
information about business ventures that the target indi-
vidual participated in. For example, the system 405 can
determine historical business information that relates to
income, expense and business growth by date such as
categories of sales, cost of goods, fixed and wvariable
expenses, and so forth. This information 1s maintained to
provide 1nsight into the stability of the business operated by
the target individual and to enable us to determine the
stability and risk-factors associated with the business. Cer-
tain ‘common-size’ analyses such as dividing expenses by
sales to obtain measures like ‘labor per dollar of sales” allow
the system 4035 to combine many similar companies 1nto
categories to 1dentily outliers. Additionally, the area of
‘statistical process control’ provided by the system 4035
provides a suite of analyses that identily business elements
that are ‘out of control’—or that vary in ways that should
raise alarm. The system 405 can identily and categorize
business risks using fixed versus variable expense analysis
to determine business break-even points.

In some embodiments, the entering of business data 1nto
the system 405 by the target individual 1s viewed as an
indicator of the individual’s diligence in reporting. The
extent and regularity of the business reporting provides a
measure of the individual’s capabilities 1n commumnicating
financial information and general ‘bankability’ of the indi-
vidual.
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In addition to collecting general business information, the
system 4035 1s configured to allow the idividual to enter
sales amount, delivery date, invoicing date and collection
date for their customers. This information provides for
customer-by-customer scrutiny of payment patterns and
potential payment delays by the system 405. From payment
history information the system 405 can establish expected
payment timing that relate to future transactions.

In some embodiments, the system 4035 1s adapted to
maintain a set of desirable business behaviors that are used
to assess the cross modality set of entreprenecurial data
obtained as described above.

Examples of non-limiting examples of desirable business
behaviors include business knowledge, capability within
industry, communication ability, trust, relationship value
relative to other individuals 1n the system 405, compliance,
reliability, integrity, follow through, and responsiveness—
just to name a few.

In some embodiments, the system 4035 identifies indica-
tors of these desirable characteristics and maintains esti-
mates of relative strength for each individual.

In one example, a length of time between the sending of
an e-mail query to an entreprencur and receiving the
response might figure 1nto the ‘score’ relating to communi-
cation ability, value, reliability, follow through and respon-
siveness. The entrepreneur’s ability to respond to basic
business questions, such as asking them to categorize last-
month’s business expenses into fixed vs. variable costs
might figure into the ‘score’ relating to knowledge and
compliance. Fach query or interaction with the system 4035
that comprises a part of the individual and information
gathering relationship can be utilized by the system 4035 1n
‘scoring’ of the individual along these attributes (e.g., fac-
ets). The assessment of the individual along these dimen-
sions 1s dynamic and 1s expected to change as their rela-
tionships develop.

In some embodiments, the method includes analyzing a
proposed transaction for the individual. In one embodiment,
this analysis includes performing 520 a dynamic measure-
ment of engagement between the entrepreneur and the
contacts by looking for contacts between the entrepreneur
and the contacts that cross the plurality of network modali-
ties. To be sure, the dynamic measurement comprises at least
one entrepreneur score for the entrepreneur. The entrepre-
neur score 1s a cross-modality score that can be calculated in
a multi-loc1 modeling process, which 1s described in greater
detail below.

As mentioned above, the capturing of entreprencur data
and extraction ol features can continue even during the
performance of a transaction (e.g., business opportunity)
between the target individual and one or more parties. To be
sure, the method can include the system 405 analyzing
business transactions to determine an individual’s current
business behaviors during a business opportunity.

For example, as business transactions unifold, certain
events associated with the business transactions require
attention and fact reporting. For example, 11 a party provides
financing that might involve some goods being shipped to an
address 1n Kigali for use by an individual, the party might
require that the entreprencur photograph the goods at the
port and upload the photo. This trail of business facts
provides a very sound basis for evaluating the seriousness of
the individual relative to the business opportunity. In some
embodiments, the short-term nature of trade-finance obliga-
tions financed by a party for an individual provides a ready
measure of compliance. In fact, an entire communication
chain required for a transaction provides a test of entrepre-
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neur willingness to comply—which 1s every bit as worth-
while as a stream of loan payments. Thus, the system 4035
can continually monitor the individual’s responses and
behaviors to a financing party’s requests for information and
performance. The system 405 can maintain a script of
expected behaviors for the individual and compare their
actual performance to the script of expected behaviors. In
this way, the system 405 can deduce compliance with the
terms of the business opportunity and assess deviations from
this expected behavior.

Also, the system 4035 can gather actual transaction risk
metrics. For example, the system 405 can determine the
actual variations 1n payment amount, timing, and so forth for
purchaser type and for product type. The system 405 can
also determine, for example, which suppliers have consistent
quality based on rejection rates, based on industry or product
type, or based on other factors that would be apparent to one
of ordinary skill 1in the art with the present disclosure before
them.

Referring now to FIG. 6, another example method for
iterative scoring and entrepreneurial evaluation 1s 1llustrated.

In an 1nitial step 6035, data i1s gathered as provided 1n the
examples above. This data can comprise any of the entre-
preneur data described herein. Next, the method includes a
step 610 where features are extracted from the entrepreneur
data.

An mitial score (K,) 1s calculated 1n step 615. Example K
score calculations are described 1n greater detail throughout
this disclosure.

To be sure, 1f 1nsuflicient entreprencur data exists in the
system, the system can collect more data, routing back to
step 605. If suflicient entreprencur data exists then the
method proceeds to step 620 where the system can evaluate
if the score K, i1s suflicient to move toward funding a
transaction (e.g., business opportunity). Thus, the system
can maintain scoring thresholds for a transaction. I the score
calculated for the individual does not meet or exceed this
threshold, the system can identify the transaction as 1ncom-
patible. The system can 1dentily those aspects or facets that
contributed to the low score and provide suggestions that
would, 1 implemented by the individual, cause their score to
rise above the score threshold.

It will be understood that each transaction type might
require differing amounts ol entreprencur data for a com-
plete analysis of the transaction. Thus, the system can be
configured to periodically determine, at each analysis step,
if suflicient entrepreneur data exists to make an informed
decision.

If the entrepreneur has a suflicient score (K) to pass the
threshold, the system can then collect 625 information on
transaction and ultimately determine 630 11 the transaction 1s
worthy of funding.

In some embodiments, the system can make multiple
attempts to match the entrepreneur with a business oppor-
tunity 1f other opportunmities are not a match.

In some embodiments a suitable business opportunity 1s
found by the system and the system can cause 635 the
transaction to be funded.

As mentioned above, the system can assess 640 entrepre-
neur behavior during transaction execution. The system can
add 645 entrepreneur behavior during or after a transaction,
or potentially after deficiency 1s detected. For example, the
system can determine that the individual missed a milestone
payment or the individual failed to prepare a report or
assessment on time.

This new information 1s added to the system and a ‘new’
score (K,,,) 1s calculated in step 650. At each iteration, as
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new data are added, the score 1s continually evaluated to
determine 11 the entrepreneur, business and social network of
the entrepreneur merit proceeding with the business trans-
action proposed by the entrepreneur.

Rapid recalculation of scores to incorporate new social
data, new behavior data and new business data provides
advantages such as quick identification of business oppor-
tunities/transactions that are 1n danger of failing. Thus, the
funding party need not wait until a transaction becomes
unsalvageable to mitigate their losses and fix transaction
related 1ssues.

As mentioned above, the present technology provides
advantages over other scoring models, such as are used for
credit scores. These simple models typically identify a
targeted ‘1deal’ customer type, such as those that repay loans
tully and on time, and the ‘non-ideal’ customer such as those
that do not repay a loan fully. Such a process uses math-
ematics to create a linear equation based on several mea-
sureable attributes of the customer population that provides
‘maximum’ separation of the two customer types. This linear
scoring model 1s often based upon linear ‘discriminant
analysis” or some variant thereof. Once a scoring model 1s
‘built’ one simply uses the model to obtain a score for each
individual. The scoring of an individual was a low-comput-
ing resource activity that could be achieved by hand. These
processes used high 1nitial reliance on computing and sta-
tistics at model build time, but low reliance on computing,
and statistics at individual assessment time. While linear
discriminant analysis 1s simple and easy to understand, 1t
often 1s not the 1deal methodology for *scoring’ individuals
In many circumstances.

Major criticisms regarding these linear methodologies
have to do with the heterogeneity of the two types of
individuals being evaluated. There may be a great variety of
reasons why people do not pay loans, for example—sug-
gesting that there i1s not one single ‘type’ ol non-paying
customer, but many types. Similarly, there may be many
types of ‘paying’ customers. So, instead of drawing a line
from the centroid of one type of individual to the centroid of
the other (which 1s the essence of linear discriminant analy-
s1s), clustering of customers 1nto various type-groupings 1s
employed by the present technology.

To be sure, the present technology employs multi-loci
modeling that differs from traditional linear scoring in that
there 1s no single linear discriminant function that provides
a single scoring ‘line” 1n the entreprenecur attribute space.
Instead, individuals are grouped based on a weighting of
their attributes (e.g., individual features or a set of features).
Weightings are used to create these clusters are selected to
maximize the variation 1n customer group measurements
(e.g., loan repayment) on a group-by-group basis. Customer
group measurements are also referred to herein as “desirable
business behaviors™.

The attribute weightings that provide the greatest varia-
tion 1n customer-cluster performance are identified by the
system 405. When a target individual 1s evaluated, that target
individual 1s compared to the centroid of a plurality of
clusters of other individuals. The target individual 1s scored
relative to 1ts ‘distance’ to the nearest, best performing
cluster. To be sure, distance 1n this instance 1s the attribute-
welghted measures used to optimize the clustering. In other
words, the individual 1s not compared to the single centroid
of all ideal individuals—as 1n linear discriminant analysis—
but rather 1s compared to the nearest, best centroid of
successiul 1ndividuals that are most like this target indi-
vidual. This approach uses a high-level of computing
resources and statistical power at the initial time of model
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building, but it also uses a high-degree of computing and
statistical analysis at the time that each individual 1s evalu-
ated.

To be sure the ‘1deal individual/entrepreneur’ 1s based on
an expectation of entreprenecurial success, not simply of a
linear analysis such as with credit assessment predicting
loan repayment.

Using the methodology provided above, the present tech-
nology can include a method that 1s executed by the system
405, as 1illustrated 1n FIG. 7. In some embodiments, the
method can comprise obtaining 705 for plurality of indi-
viduals, entreprencur data related to personal skills data,
business history data, and social network data for the entre-
preneur across a plurality of network modalities.

Once the data has been obtained, the method includes
extracting 710 attributes from the entrepreneur data and
building 715 a database of unstructured data from the
attributes.

Next, the method includes analyzing a target individual
against the database using a multi-loct modeling process. In
some embodiments, the multi-loc1 modeling process com-
prises applying 720 attribute weightings to each of the
attributes extracted for the individuals. Next, the method
includes grouping 725 the individuals into customer clusters
in such a way that a vaniation between individuals 1is
maximized relative to a group business measurement.

In some embodiments, the method includes calculating
730 a centroid of each of the customer clusters and com-
paring 735 a target individual to the customer clusters.

Finally, the method includes determining 740 a best
performing cluster for the target individual. In some embodi-
ments, the best performing cluster 1s a customer cluster of
the customer clusters with a shortest distance between the
target individual and the customer cluster. An illustration of
a multi-loc1 analysis 1s provided in FIG. 3.

FIG. 8 illustrates an example flow diagram that can be
implemented 1n a specific purpose computing device, such
as the system of FIG. 4. In some embodiments, data are
mitially aggregated from a Mobile App 802 1installed on a
mobile device such as a smart phone, or from a Web App
application 804 available to the User over the Internet. Both
of these systems communicate with a Go-lang API 806
accessible via an Internet address. Once this API has been
activated, 1t then i1mitiates a series of actions on multiple
machine clusters within a computing “cloud.”

Each ellipsoid 1n this diagram identified as “SQS” repre-
sents a messaging queue that signals to yet another computer
or cluster of computers to initiate the next process described.
For example, the Go-lang API 806 initiates a process Get
Gigya data 808—which 1s a thurd party aggregator of
FaceBook™ LinkedIn™ and Twitter™ data (as well as other
social-media data). These data are collected and stored to a
database, but several other processes on several other com-
puter clusters are initiated. These processes, 1n turn, spawn
other processes, which when all are completed, result 1n
several types of data having been stored with respect to the
User who engaged with the Mobile or Web App.

For example, the system can include a Receive Mobile
data module 810 that receives SMS messages and call logs
from the mobile device (as well as other communication
types), a Receive Email module 812 that receives emails
from email accounts associated with an individual, and a
Receive User query data module 814 that obtains data about
the mndividual from various electronic resources such as data
repositories, social networks, websites, and similar
resources.
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Data Reduction Through Feature Identification

In addition to these data collection steps, additional pro-
cesses are triggered that scan the data resulting from the
above-described process. These other processes extract fea-
tures from the large volume of resulting data. Features can
be extracted in a feature extraction layer 816. The system
can employ a plurality of feature extractors to extract email
domains, social network information, names, and so forth.

For example, a feature entitled “Experience” might be
extracted from these data using a number of data elements.
Specifically, the dates of employment associated with an
individual might be noted from the data records obtained,
together with the job titles. These are often available from
agoregated data from social media sites. In one embodiment,
experience score values result from the aggregate number of
years worked within an industry.

Additionally, a search engine query can be triggered using
the individual’s name and country (or company, or city, or
proiession) and the results returned by the search engine are
stored. If the details from the returned pages match the
details of the individual 1n the enquiry, then certain context
information 1s extracted. The source of the information is
extracted (Was this a ‘news’” source? An ‘industry’ publica-
tion? A conference proceeding? An NGO publication?, and
so forth). Based upon the number and nature of the web-
based references for this individual, the scoring process
assigns a numerical value to this individual. It they appear
to be a high-profile person with numerous quotations and
references 1n industry magazines or conference proceedings,
for example, then i1t can be presumed that the individual has
a high degree of experience and credibility. If no web
references are found (or if the only references are seli-
generated via profile information supplied by the individual
to sites such as LinkedIn), then that individual would have
a much lower experience score.

The system can utilize a plurality of search engines and
data scrapers 818 to obtain additional information using the
extracted features determined 1n the feature extraction layer
816.

In some embodiments, the system can utilize a correlation
process 820 to match extracted names, emails, phone
records, and other extracted entrepreneur data to a specific
person or node (entity, business, and so forth).

Scoring Use Case

Provided below 1s a non-limiting example of a scoring
process that utilizes several extracted features. These scores
indicate some of the potential measures used 1n calculating
a k-score (K). The variable “REP” near the bottom of the
TABLE 1 1s an indicator of the type of scoring that can be
utilized to enhance the score of an entrepreneur that ensures
all money 1s repaid—and that penalizes an entrepreneur that
does not ensure all money 1s repaid. Each of these ‘vari-
ables’ in this example only totals a maximum of {ive points.
The weighting of each component 1n a more sophisticated K
entrepreneur score would be significantly different due to the
presence ol many additional features.

TABLE 1

Education *ED: Score 5 pts Graduate degree, 4 pts University
degree, 3 pts some University, 2 pts High School, 0 no
mention

Experience *EX: Add 1 point for each year of employment in
related field to max 5 pts

Skills *SK: Add .5 point for each relevant skill to max 3 pts

Authentication *AU: Score 1 point each modality authenticated to max

3 pts, plus 1 point for phone & SMS, plus 1 point for
e-mail
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TABLE 1-continued

*WP: Add 5 points >3 web references, 4 points 3
references, 3 points 1-2 references, O points no references
*SN1: Add .1 point for each friend/contact with >3 web
references to max 5 points

*SN2: Add .25 points for each friend/contact with >3
web references with whom contact <30 days to max 3
points

*BIl: 5 points 1f No Explanation needed, 4 points Some
Explanation, 3 points Extensive Explanation, 2 points
Don’t Understand, 1 point not able, O points No Try
*BI2: Score 1 point for each bus mfo item submitted to
max 5, decays 2 pt per week

Web Presence

Social Network

Social Network

Business Info

Business Info

Referrals *REF1: Score 1 point for each referral made that
connects to Kountable, to max 5 points

Referrals *REF2: Score .25 points for each referral made to max 5
points

Repayment *REP: +5 points complete-timely repayment, —1 points
complete-non-timely repayment w/ legit excuse, -2
points complete-non-timely repay w/o excuse but w/
effort, -3 points incomplete payment w/ effort, -5 points
incomplete payment no effort

Responsiveness *RES: Score 5 points if respond 1mm <24 hours, 4 points

<48 hours, 3 points <72 hrs, 2 points <7 days, 1 point
<30 days, 0 points >30 days

This specific example of scoring illustrates 13 specific
teatures that are scored 1n order to calculate one embodiment
of a K, score. In the complete scoring model there are
hundreds of features extracted and scored. Continuous
analysis adds additional ‘features’ to the model at each
development cycle. The features are quantitative represen-
tations ol information known about the individuals. A
numerical evaluation process continuously examines the
features available and identifies which features are most
predictive of the behaviors that we desire to select.

Example of Weighting

There are, quite literally, an infinite number of ways to
obtain weightings for the observed and measureable ‘feature
scores’ that are used 1n getting the various K, and subsequent
K scores. The method for obtaining the weights that are
used, however, generally follows the process defined below.

First, each individual (X)) 1s represented by p feature
measures. In one embodiment, there are perhaps hundreds of
such measures. An example equation 1s provided below

X 1Xi1:X2:Xi35 - - - »Xip Equation 1

Generally, the system obtains measures from n individuals
(n>p), then constructs a matrix X 1n accordance with Equa-
tion 2 below

(X1 X172 X|3 X1p | Equation 2
X21 X22 A23 X2p

X =|X31 X32 X33 X3p
| Anl An2 An3 Xnp

From this matrix X we can find up to p unique principal
components (or Figen vectors). A principal component
consists of a vector of weights w,~{w,, w,, w;, ..., } and
a measure A, (the Eigen value associated with the Eigen
vector). Usually these Figen vectors are sorted 1in descending,
order of their Figen values and are called the first principal
component, the second principal component, and so forth.
The weights, m,, for each principal component comprise an
initial set of weights to apply to the measures X, for each
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individual. In some embodiments, these weights, ., are
usually further weighted by the ‘information content’ of
cach of the principal components.

One measure of ‘information’ to use for weighting a
principal component might be the ‘Shannon information
index’ utilized 1n information theory. In this case, the imnfor-
mation weighting would have to do with the ‘randomness’
of the observations within that principal component. For
example, 11 the ‘good entrepreneurs’ (each with 1ts measures
X.) were completely disordered when plotted along that
principal component, then the system would consider there
to be little information 1n that component. If, on the other
hand, all of the ‘good entreprencurs’ were clustered together
(say at the high end of that component dimension), then the
system would consider there to be a great deal of Shannon
information in that component.

The system can then figuratively ‘plot’ the positions of the
entrepreneurs 1n this ‘information-weighted” principal com-
ponent space and utilize those information/Eigen vector
weights as Euclidean coordinates. Most frequently, only the
first few (arbitrarily few—sometimes three, sometimes five,
and so forth depending upon the fall-off of the information-
weighted Eigen value curve) Fuclidean coordinates are
utilized.

Using a methodology similar to ‘k-means’ clustering, we
cluster ‘good entrepreneurs’ mto small groups within this
weilghted space. The mean values of these clusters of ‘good
entrepreneurs’ constitute centroids for our multi-loci mea-
surements. Each potential entrepreneur 1s measured against
cach of these ‘loci” of ‘good entrepreneurs’ (i.e., a distance
measure 1s calculated between the ‘location’ of the potential
entreprencur 1n this weighted Euclidean space and the
centroid of each cluster of ‘good entrepreneurs’ in the same
weighted space). The k-score (entrepreneur score) 1s, in
reality, a measure of this distance of the potential entrepre-
neur to the nearest centroid of a cluster of ‘good entrepre-
neurs.” An example scoring methodology of the present
technology, however, for historical reasons, uses an inverse
measure of distance for the k-score. That 1s, a larger score
represents a smaller distance to a centroid. An example
k-score, then, 1s 1n reality a measure of ‘proximity’ to a
centroid rather than a measure of distance.

In an example methodology summary, a system of the
present technology 1s configured to obtain principal com-
ponents of an entrepreneur data space. Next, the system will
obtain information weightings for each of the principal
component dimensions and rotate the entreprencur data
using the information-weighted principal component values.
In some embodiments, the system can cluster ‘good entre-
preneurs’ 1nto small groups and measure the ‘distance’
between the potential entrepreneur and the known centroids
of ‘good entrepreneurs’. In some embodiments, the system
can transform the distance measure to the nearest centroid
into a proximity measure.

The actual principal component rotations and the actual
weights utilized 1n this analytical process are derived by the
mathematical operations described above. As the number of
measures applied to each entrepreneur increase (which can
Increase as our experience grows), the mathematics deter-
mine the scores as a result of applying this process to the
data.

FI1G. 9 illustrates an exemplary computing system 1 that
may be used to implement an embodiment of the present
systems and methods. The computing system 1 of FIG. 9
includes a processor 10 and main memory 20. Main memory
20 stores, 1n part, instructions and data for execution by
processor 10. Main memory 20 may store the executable
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code when 1n operation. The computing system 1 of FIG. 9
further includes a mass storage device 30, portable storage
device 40, output devices 50, mput devices 60, a display
system 70, and peripherals 80.

The components shown 1n FIG. 9 are depicted as being
connected via a single bus 90. The components may be
connected through one or more data transport means. Pro-
cessor 10 and main memory 20 may be connected via a local
microprocessor bus, and the mass storage device 30, periph-
crals 80, portable storage device 40, and display system 70
may be connected via one or more input/output (I/0) buses.

Mass storage device 30, which may be implemented with
a magnetic disk drive or an optical disk drive, 1s a non-
volatile storage device for storing data and instructions for
use by processor 10. Mass storage device 30 can store the
system soltware for implementing embodiments of the pres-
ent technology for purposes of loading that software into
main memory 20.

Portable storage device 40 operates 1n conjunction with a
portable non-volatile storage medium, such as a floppy disk,
compact disk or digital video disc, to mput and output data
and code to and from the computing system 1 of FIG. 9. The
system software for implementing embodiments of the pres-
ent technology may be stored on such a portable medium
and 1nput to the computing system 1 via the portable storage
device 40.

Input devices 60 provide a portion of a user interface.
Input devices 60 may include an alphanumeric keypad, such
as a keyboard, for inputting alphanumeric and other infor-
mation, or a pointing device, such as a mouse, a trackball,
stylus, or cursor direction keys. Additionally, the system 1 as
shown 1n FIG. 9 includes output devices 50. Suitable output
devices include speakers, printers, network interfaces, and
monitors.

Display system 70 may include a liquid crystal display
(LCD) or other suitable display device. Display system 70
receives textual and graphical information, and processes
the information for output to the display device.

Peripherals 80 may include any type of computer support
device to add additional functionality to the computing
system. Peripherals 80 may include a modem or a router.

The components contained 1n the computing system 1 of
FIG. 8 are those typically found 1in computing systems that
may be suitable for use with embodiments of the present
technology and are intended to represent a broad category of
such computer components that are well known 1n the art.
Thus, the computing system 1 can be a personal computer,
hand held computing system, telephone, mobile computing
system, workstation, server, minicomputer, mainirame com-
puter, or any other computing system. The computer can
also 1nclude different bus configurations, networked plat-
forms, multi-processor platforms, etc. Various operating
systems can be used including UNIX, Linux, Windows,
Macintosh OS, Palm OS, and other suitable operating sys-
tems.

Some of the above-described functions may be composed
ol instructions that are stored on storage media (e.g., com-
puter-readable medium). The nstructions may be retrieved
and executed by the processor. Some examples of storage
media are memory devices, tapes, disks, and the like. The
instructions are operational when executed by the processor
to direct the processor to operate 1 accord with the tech-
nology. Those skilled 1n the art are familiar with 1nstructions,
processor(s), and storage media.

It 1s noteworthy that any hardware platform suitable for
performing the processing described herein 1s suitable for
use with the technology. The terms “computer-readable
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storage medium’™ and “computer-readable storage media™ as
used herein refer to any medium or media that participate in
providing 1nstructions to a CPU for execution. Such media
can take many forms, including, but not limited to, non-
volatile media, volatile media and transmission media. Non-
volatile media include, for example, optical or magnetic
disks, such as a fixed disk. Volatile media include dynamic
memory, such as system RAM. Transmission media include
coaxial cables, copper wire and fiber optics, among others,
including the wires that comprise one embodiment of a bus.
Transmission media can also take the form of acoustic or
light waves, such as those generated during radio frequency
(RF) and infrared (IR) data communications. Common
forms of computer-readable media include, for example, a
floppy disk, a tlexible disk, a hard disk, magnetic tape, any
other magnetic medium, a CD-ROM disk, digital video disk
(DVD), any other optical medium, any other physical
medium with patterns of marks or holes, a RAM, a PROM,
an EPROM, an EEPROM, a FLASHEPROM, any other
memory chip or data exchange adapter, a carrier wave, or
any other medium from which a computer can read.

Various forms of computer-readable media may be
involved 1n carrying one or more sequences ol one or more
istructions to a CPU for execution. A bus carries the data
to system RAM, from which a CPU retrieves and executes
the instructions. The instructions received by system RAM
can optionally be stored on a fixed disk either before or after
execution by a CPU.

Computer program code for carrying out operations for
aspects of the present technology may be written 1n any
combination of one or more programming languages,
including an object oriented programming language such as
Java, Smalltalk, C++ or the like and conventional procedural
programming languages, such as the “C” programming
language or similar programming languages. The program
code may execute entirely on the user’s computer, partly on
the user’s computer, as a stand-alone soiftware package,
partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or
the connection may be made to an external computer (for
example, through the Internet using an Internet Service
Provider).

In general, the present disclosure 1s related to secure
communications methods for use with entrepreneurial pre-
diction systems and methods such as those described 1nira.
An example method can include the use of two factor
authentication of both a communications channel used by
the entrepreneur (either by device or message attributes) and
an 1dentification of the entrepreneur from biometric param-
cters. This allows for secure communication with an entre-
preneur when the entreprencur 1s communicating from a
geographical location of low trust, such as where device or
identity theft 1s common.

Stated otherwise, when communicating with individuals
in some markets where societal trust 1s low and fraud-related
crime rates are high, written or telephonic communications
are highly suspect.

When financial information, such as bank account infor-
mation, 1s communicated from such locales via written
clectronic media (such as e-mail or SMS text), there 1s a
sufliciently great probability that such communication 1s
fraudulent that secondary contact, such as using a voice or
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video call, 1s required. This creates friction and slows down
normal business communication processes, particularly at
scale.

In some embodiments, the present disclosure mvolves an
automated two-factor verification procedure. One facet of
the two-factor verification procedure 1s verification of a
communication channel. A second facet of the two-factor
verification procedure 1s verification of a message sender
(e.g., a target entrepreneur). Additional details on aspects of
these two factor processes are described in greater detail
below.

FIG. 10 1llustrates an example system that can be utilized
in accordance with the present technology. The system can
include a communications device 10135 such as a Smart-
phone or laptop that 1s utilized by a target entrepreneur. The
communications device 1015 can include an entrepreneur
evaluation application 1010 (entrepreneur application 1010)
that allows the communications device 1015 to access the
systems and methods described above.

The system includes a data processing system 1005 that
comprises an authentication application 1023 that is used to
implement the authentication methods which are described
in greater detail herein. Additionally, the data processing
system can include any of the components of system 450 of
FIG. 4.

The commumnications device 1015 can couple with the
data processing system 1005 over a communications net-
work 1020 via a communications channel 1030. The type of
network used can vary according to the type of devices
utilized. For example, the network can include a telecom-
munications network 1f the commumnications device 10135 1s
a Smartphone.

The processes can begin with the collection of additional
types ol entrepreneur data, which are different than the
entrepreneur data collected i1n the previously described
embodiments. Thus, i addition to personal skills data,
business history data, and social network data, the entrepre-
neur data can comprise data such as location information
and biometric information for an entrepreneur, as well as
identifying information for a communications device 1015

used by the entrepreneur to access the communications
network 1020.

These various types of information can be pre-stored in an
entreprencur database 1035 and can be used as a benchmark
or baseline for authentication processes.

In one embodiment, a first of the two factor authentication
process can mvolve verification of the communication chan-
nel 1030. For context, when a secure message 1s sent to or
from the entrepreneur, there 1s a need to ensure that the
communication has not been modified or changed en route
to 1ts destination, such as the data processing system 1003 or
another end user computing system. An example method of
ensuring that this message communication process has not
been disrupted involves at least one of the following pro-
cesses. In one example process the data processing system
1005 performs device authentication. The device authenti-
cation process associates specific originating and receiving
device identifiers (e.g., computing device identifiers) with an
intended communication source and destmation. Each
mobile communication device that communicates wvia
mobile networks contains a SIM (subscriber identity mod-
ule) card that uniquely i1dentifies the sending or receiving
device. Devices that communicate via the Internet contain
hardware 1dentifiers (such as MAC addresses). These 1den-

tifiers can be associated with specific individuals prior to the
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secured communication during a device registration process.
That 1s, specific devices can be associated with specific
individuals.

For example, when a target entrepreneur registers with the
data processing system 1005, the data processing system
1005 requests i1dentilfying information from the communi-
cations device 1015. In one example, the communications
device 1015 executes the entrepreneur application 1010 that
obtains required 1dentitying information from the commu-
nications device 1015 and provides that identifying infor-
mation to the data processing system 1003.

In another example, message authentication can be used
to ensure that the message communication process has not
been disrupted. In one embodiment a message from the
target entrepreneur 1s encrypted by the data processing
system 1005 using pre-arranged device public and private
keys.

In yet another embodiment the data processing system
1005 associates ‘checksum’ measures using error detection
blocks, for example. To be sure, encryption helps to avoid
spurtous snithng of message content. The checksum pro-
vides a means for verifying that the message has not been
changed 1n transit.

A second stage or facet of authentication mmvolves veri-
fication of an identity of a message sender, such as the
entrepreneur.

In one embodiment, the data processing system 1005 1s
configured to 1mplement biometric authentication. For
example, either the data processing system 1005 can verily
an 1dentity of a message sender and/or a message recipient.
The data processing system 1005 pre-stores certain biomet-
ric information about the party or parties to the communi-
cation. For example, upon registration with the data pro-
cessing system 1005, a message sender 1s asked to provide
a clear facial photograph (e.g., a ‘selfie’) and a clear pho-
tograph of one or more fingers that clearly shows finger-
prints. Biometric parameters are extracted from these pho-
tographs/image files. For example, fingerprint patterns or
uniquely 1dentifying facial patterns are identified. This bio-
metric iformation 1s stored in the entrepreneur database

1035.

At the request of a receiving party, a current 1mage type
1s requested (photo of finger showing fingerprints or of the
sender’s face—a ‘selfie’). The sending party will capture a
current photograph with their communications device 1015.

The data processing system 1005 will process the current
photograph by extracting biometric parameters (e.g., facial
features) from the current photograph. The data processing
system 1005 can then authenticate the user by comparing the
biometric parameters of the current photograph against the
pre-stored biometric information for the user.

If the biometric parameters extracted from the requested
image match those that are pre-associated with the sender,
then that message 1s adjudged to be biometrically authenti-
cated. A recipient verifies their i1dentity by sending an
authenticated message 1n response to a request 1n a form of
message handshaking.

In another process, the data processing system 1005 can
utilize meta-data authentication. For example, the data pro-
cessing system 1005 can extract time and GPS (Global
Positioning System) ‘meta-data’ parameters associated with
a requested verification i1mage. The requested 1mage can
contain meta-data that 1s commonly imbedded within digital
image files created by mobile device photography. The
timestamp associated with the image and the GPS coordi-
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nates of the image can be compared to pre-stored meta-data
information for the sender to verity/authenticate the user
when a match 1s determined.

For example, the data processing system 1005 can imple-
ment a time window/threshold of two minutes. If timestamp
meta-data of the current image 1s not within two minutes, the
message 1s rejected. GPS location meta-data extracted from
the current 1image can be compared with a GPS coordinate
range expected for the message sender. Again, the GPS
coordinate range can be determined from location informa-
tion obtained from the sender when they registered with the
data processing system 1005.

The two factor authentication method (e.g., veritying the
communications channel and the identity of the sender
and/or receiver) when taken together constitute a secure
process for validating communication between two indi-
viduals, particularly when one or more of the parties are
associated with a low-trust locale (e.g., where device or
identity thelt may be common).

FIG. 11 1s flowchart of a method for veritying secure
communications between a sending party and a receiving
party over a communications network. In one example, the
method includes a sending party such as a target entrepre-
neur and a recerving party 1s an entrepreneur scoring system,
such as the data processing systems described herein. In
another example, the sending party 1s a target entrepreneur
and the receiving party 1s another end user such as a
company or mdividual who desires to enter into a business
arrangement with the target entrepreneur. The data process-
ing system can act as an intermediary for ensuring that
communications between the target entreprencur and the
other end user are secure. As mentioned above, the method
1s advantageous when facilitating communications between
parties when one of the parties 1s 1n a low-trust geographical
location. For example, the party may be located in a country
or city where malicious behavior such as identity thelt or
device theft occurs. To be sure, these methods are not limited
to such circumstances, but do provide advantages 1n these
geographical situations.

The method includes a step of determining 1105 if the
sending or rece1ving parties are accessing the communica-
tions network from a geographical location of low trust. For
example, a location of the communications device can be
determined from inspecting GPS data obtained from the
communications device. As mentioned above, this can occur
by an application executing on the communications device
which gathers data from the communications device. Loca-
tion information can also be determined from the network,
such as by triangulation of the communications device as it
operates within the network.

Next, the method includes veritying 1110 a communica-
tions channel of the communications network by authenti-
cating 1115 communications devices used by the sending
party and the recerving party or authenticating 1120 a
message transmitted from the sending party to the receiving
party using an encryption scheme and an error detection
block associated with the message. Steps 1115 and 1120 can
be utilized in combination or singularly. To be sure, steps
1115 and 1120 are part of a first facet of the two factor
authentication process that ensures that communications are
safe and secure.

In a second portion of the two factor authentication
process, the method includes veritying 1125 the sending
party by receiving 1130 current biometric information for
the sending party and authenticating 1133 the current bio-
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metric information against pre-stored biometric information
for the sending party to authenticate or reject the transmitted
message.

In some embodiments, the method can include an optional
step of transmitting 1140 an authentication message to the
sending party 1f current biometric mformation 1s authenti-
cated.

The method also 1includes a step of transmitting 1145 the
message to the receiving party 1f the communications chan-
nel and the sending party are verified. Thus, 11 the two factor
authentication process 1s successiul, the message 1s deliv-
cred to the receiving party.

FIG. 12 1s a method for verilying secure communications
in conjunction with the entreprencurial analysis methods
described throughout the present disclosure.

In one embodiment, the method includes pre-storing 1205
entreprencur data that comprises location information and
biometric mnformation for an entrepreneur, as well as 1den-
tifying mnformation for a communications device used by the
entrepreneur to access the communications network.

Next, the method includes receiving 1210 a message
transmitted from the entrepreneur using their communica-
tions device to a recerving party. The method can include,
for example, a current photograph or fingerprint of the
sending party, as well as any content that the sending party
desires to communicate to their imntended receiving party.

Prior to delivering the content of the message, the method
includes verifying 1215 a communications channel of the
communications network used by the entrepreneur by
authenticating 1220 the communications device used by the
entrepreneur. In a second factor, the method includes veri-
tying 1225 an i1dentity of the entrepreneur by receiving 1230
(or determining from the message) current biometric infor-
mation for the entrepreneur. That 1s, the current biometric
information can be received as a part of the message to be
delivered or 1n a subsequent request process by the receiving
party (or the data processing system).

The method 1includes comparing 1233 the current biomet-
ric information against the pre-stored biometric information
for the entrepreneur to authenticate or reject the transmitted
message.

According to some embodiments, the method can include
encrypting 1240 the message and associating the message
with an error detection block. The secure message 1s pro-
vided to the receiver by transmitting 1245 the message to the
receiving party i1f the communications channel and the
identity of the entrepreneur are verified.

The receiving party can use a key to decrypt the encrypted
message and check the error detection block with a check-
sum value.

It will be understood that the methods of FIGS. 11 and 12
can include additional or fewer steps than those illustrated 1n
the flow diagrams.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the
claims below are intended to include any structure, material,
or act for performing the function in combination with other
claimed elements as specifically claimed. The description of
the present technology has been presented for purposes of
illustration and description, but 1s not intended to be exhaus-
tive or limited to the technology 1n the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the technology. Exemplary embodiments were
chosen and described in order to best explain the principles
of the present technology and 1ts practical application, and
to enable others of ordinary skill 1n the art to understand the
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technology for various embodiments with various modifi-
cations as are suited to the particular use contemplated.

Aspects of the present technology are described above
with reference to flowchart illustrations and/or block dia-
grams ol methods, apparatus (systems) and computer pro-
gram products according to embodiments of the technology.
It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of
blocks 1n the flowchart 1llustrations and/or block diagrams,
can be implemented by computer program instructions.
These computer program instructions may be provided to a
processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the functions/acts specified 1n the tlowchart and/or
block diagram block or blocks.

These computer program instructions may also be stored
in a computer readable medium that can direct a computer,
other programmable data processing apparatus, or other
devices to function 1n a particular manner, such that the
instructions stored in the computer readable medium pro-
duce an article of manufacture including mstructions which
implement the function/act specified 1n the flowchart and/or
block diagram block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps
to be performed on the computer, other programmable
apparatus or other devices to produce a computer 1mple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide
processes for implementing the functions/acts specified in
the flowchart and/or block diagram block or blocks.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not intended to be
limiting of the technology. As used herein, the singular
forms ““a”, “an” and “the” are intended to include the plural
forms as well, unless the context clearly indicates otherwise.
It will be further understood that the terms “comprises”
and/or “comprising,” when used 1n this specification, specity
the presence of stated features, integers, steps, operations,
clements, and/or components, but do not preclude the pres-
ence or addition of one or more other features, 1ntegers,
steps, operations, elements, components, and/or groups
thereof.

It will be understood that like or analogous elements
and/or components, referred to herein, may be identified
throughout the drawings with like reference characters. It
will be further understood that several of the figures are
merely schematic representations of the present technology.
As such, some of the components may have been distorted
from their actual scale for pictorial clarity.

While the present technology has been described 1n
connection with a series of preferred embodiment, these
descriptions are not intended to limit the scope of the
technology to the particular forms set forth herein. It will be
further understood that the methods of the technology are
not necessarily limited to the discrete steps or the order of
the steps described. To the contrary, the present descriptions
are intended to cover such alternatives, modifications, and
equivalents as may be included within the spirit and scope
of the technology as defined by the appended claims and
otherwise appreciated by one of ordinary skill in the art.
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What 1s claimed 1s:

1. A method {for verifying secure communications
between a sending party and a receirving party over a
communications network, the method comprising:

determining 11 the sending or receiving parties are access-

ing the communications network from a geographical
location of low trust, the geographical location of low
trust comprising any location where malicious behavior
such as identity theft or device theit occurs, the geo-
graphical location of low trust being determined from
an inspection of global positioning system information
of communications devices used by any of the sending
Or recerving parties;
verilying a communications channel of the communica-
tions network by two-factor authentication, a first fac-
tor of the two-factor authentication comprising any of:
authenticating the communications devices used by the
sending party and the receiving party; and
authenticating a message transmitted from the sending
party to the receiving party using an encryption
scheme and an error detection block associated with
the message; and

a second factor of the two-factor authentication compris-

ing veritying the sending party by:

receiving current biometric information for the sending
party comprising any of a photograph of a face of the
sending party, a fingerprint of the sending party, or a
combination thereof, the current biometric informa-
tion comprising biometric parameters that are coms-
pared to biometric parameters of pre-stored biomet-
ric information;

authenticating the current biometric nformation

against the pre-stored biometric information for the
sending party to authenticate or reject the transmitted
message;

extracting meta-data from the current biometric infor-
mation; and

authenticating the meta-data of the current biometric
information against pre-stored meta-data for the
sending party to authenticate or reject the transmitted
message; and

transmitting the message to the receiving party if the

communications channel and the sending party are
verified.

2. The method according to claim 1, wherein the photo-
graph 1s verified by comparing an 1mage file timestamp to a
timestamp threshold.

3. The method according to claim 2, further comprising
extracting location information from the image file as the
meta-data.

4. The method according to claim 3, wherein the 1mage
file 1s verified by comparing the location information of the
image file to expected location information for the sending
party.

5. The method according to claim 4, wherein the expected
location information for the sending party 1s obtained from
the commumnications device of the sending party.

6. The method according to claim 1, wherein the geo-
graphical location of low trust includes any location where
device or identity thelt are common.

7. A method for venlying secure communications
between a sending party and a receirving party over a
communications network, the method comprising:

determining 11 the sending or receiving parties are access-

ing the communications network from a geographical
location of low trust, the geographical location of low
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trust comprising any location where malicious behavior
such as identity theit or device thelt occurs;
veritying a communications channel of the communica-

tions network by:

authenticating communications devices used by the
sending party and the receiving party; or

authenticating a message transmitted from the sending
party to the receiving party using an encryption
scheme and an error detection block associated with

the message; and
veritying the sending party by:

receiving current biometric information for the sending
party comprising any ol a photograph of a face of the
sending party, a fingerprint of the sending party, or a
combination thereof;

authenticating the current biometric 1nformation
against pre-stored biometric information for the
sending party to authenticate or reject the transmitted
message;

extracting meta-data from the current biometric infor-
mation; and

authenticating the meta-data of the current biometric
information against pre-stored meta-data for the
sending party to authenticate or reject the transmitted
message; and

transmitting the message to the receiving party if the

communications channel and the sending party are
verified.

8. The method according to claim 7, further comprising
storing 1dentifying information for the communications
devices, wherein the 1dentiiying information associates the
sending party and the receiving party with their respective
device.

9. The method according to claim 8, wherein authenti-
cating communications devices used by the sending party
and the receiving party comprises veritying the identifying
information of the communications device by comparing
received identifying information to pre-stored identifying
information.

10. A method {for verilying secure communications
between a sending party and a receiving party over a
communications network, the method comprising:

receiving a message transmitted between the sending

party and the receirving party;

encrypting the message and associating the message with

an error detection block;

determining 11 the sending or receiving parties are access-

ing the communications network from a geographical
location of low trust, the geographical location of low
trust comprising any location where malicious behavior
such as identity theit or device thelt occurs;

veritying a communications channel of the communica-

tions network by:

authenticating communications devices used by the
sending party and the receiving party; and

verifying the sending party by:

receiving current biometric information for the sending
party comprising any ol a photograph of a face of the
sending party, a fingerprint of the sending party, or a
combination thereof;

authenticating the current biometric 1nformation
against pre-stored biometric information for the
sending party to authenticate or reject the transmitted
message;

extracting meta-data from the current biometric infor-
mation; and
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authenticating the meta-data of the current biometric
information against pre-stored meta-data for the
sending party to authenticate or reject the transmitted
message; and

transmitting the message to the receiving party if the
communications channel and the sending party are
verified.

11. A method for verilying secure communications over a
communications network, the method comprising:

pre-storing entreprencur data that comprises location
information and biometric information for an entrepre-
neur, as well as 1dentifying information for a commu-
nications device used by the entrepreneur to access the
communications network:;

receiving a message transmitted from the entrepreneur
using their communications device to a receiving party;

verilying a communications channel of the communica-
tions network used by the entrepreneur by:

authenticating the communications device used by the
entrepreneur; and

verilying an identity of the entrepreneur by:

receiving current biometric information for the entre-
preneur comprising any of a photograph of a face of
the entrepreneur, a fingerprint of the entrepreneur,
party, or a combination thereof; and
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authenticating the current biometric information
against the pre-stored biometric information for the
entrepreneur to authenticate or reject the transmitted
message; and
encrypting the message and associating the message with
an error detection block; and
transmitting the message to the receiving party if the
communications channel and the identity of the entre-
preneur are verified.
12. The method according to claim 11, further compris-
ng:
extracting meta-data from the current biometric informa-
tion; and
authenticating the meta-data of the current biometric
information against pre-stored meta-data for the entre-
preneur to authenticate or reject the transmitted mes-
sage.
13. The method according to claim 11, further compris-
ng:
authenticating a current location of the communications
device of the entrepreneur by comparing the current
location with the location information that 1s pre-stored
for the entrepreneur, wherein the current location 1is
authenticated 11 the current location falls within a range
of location coordinates relative to the location infor-

mation that i1s pre-stored.
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