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INTERCEPTING SECURE SESSION UPON
RECEIPT OF UNTRUSTED CERTIFICATE

TECHNICAL FIELD

This disclosure relates generally to data networks and,
more specifically, to a security gateway intercepting secure
data communication sessions using an untrusted server
certificate.

BACKGROUND

The approaches described 1n this section could be pursued
but are not necessarily approaches that have previously been
conceilved or pursued. Theretore, unless otherwise indicated,
it should not be assumed that any of the approaches
described in this section qualify as prior art merely by virtue
of their inclusion in this section.

Many service providers and corporates have policies to
govern use of digital computers and data networks, particu-
larly policies governing data security. It 1s not uncommon
for these entities to inspect data communications used by a
client device or a server device within their data networks.
Recent security network technologies and products can even
allow businesses to inspect data communication sessions
that are encrypted. For example, an employee can be brows-
Ing a secure website using a Secure Sockets Layer (SSL)
session using his or her oflice computer. The employer can
install a SSL intercept network appliance capable of inter-
cepting the SSL session between the employee oflice com-
puter and the secure website. The SSL intercept network
appliance can provide a security session gateway between
the secure website and the oflice computer. When the
security network appliance receives a security certificate
from the secure website, the security network appliance can
generate a corporate 1ssued certificate for the oflice com-
puter such that the security network appliance 1s able to
conduct a secure communication session with the office
computer using the corporate issued certificate while the
security network appliance conducts a separate secure com-
munication session with the secure website using the web-
site’s security certificate. The security network appliance
can use the two secure sessions to relay secure content
exchanged between the oflice computer and the secure
website, with the secure content being decrypted and
inspected by the security network appliance 1 order to apply
appropriate policies of the business entity. In the above
scenari1o, the security network appliance 1s able to apply the
necessary policies on behalf of the business entity.

It 1s, however, not uncommon for a user of a client device
to access a secure website using an untrusted security
certificate (not 1ssued by a public trusted certificate authority
(CA)) or 1ssued privately by the secure website. In this
scenario, the client device can ask the user interactively 1t
the user wishes to continue with the secure session. The user
may choose to proceed. Alternatively, the user may become
suspicious of the website and choose not to proceed. Unfor-
tunately, not all users are able determine whether a particular
website 1s suspicious, thereby making the oflice computer
and corporate data network vulnerable to malicious activi-
ties involving untrusted security certificates. Accordingly,
existing technologies may not adequately protect corporate
data and computer environment.

SUMMARY

This summary 1s provided to itroduce a selection of
concepts 1n a simplified form that are further described in the
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2

Detailed Description below. This summary 1s not intended to
identily key features or essential features of the claimed
subject matter, nor 1s 1t mtended to be used as an aid 1n
determining the scope of the claimed subject matter.

The present disclosure 1s related to methods for itercept-
ing, by a security gateway, a secure data session between a
client device and a server device. An example method
comprises the steps of establishing a first secure data session
between the chient device and the server device via the
security gateway, mtercepting the first secure data session by
the security gateway, establishing a second secure data
session between the server device and the security gateway,
receiving a first secure session request from the client device
over the first secure data session, generating, by the security
gateway, a second secure session request based on the first
secure session request, recerving a server certificate from the
server device over the second secure data session, sending,
by the security gateway, the second secure session request to
the server device over the second secure session, rece1ving
first secure content from the client device over the first
secure data session, creating {irst encrypted secure content
using the first secure content and the server certificate from
the server device, and sending the first encrypted secure
content to the server device over the second secure data
SESS101.

Additional objects, advantages, and novel features will be
set forth 1n part 1n the detailed description, which follows,
and 1n part will become apparent to those skilled 1n the art
upon examination of the following detailed description and
the accompanying drawings or may be learned by produc-
tion or operation of the example embodiments. The objects
and advantages of the concepts may be realized and attained
by means of the methodologies, instrumentalities, and com-
binations particularly pointed out 1n the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments are 1llustrated by way of example, and not
by limitation, in the figures of the accompanying drawings,
in which like references indicate similar elements.

FIG. 1 1llustrates an example embodiment of computer
environment within which methods and systems for inter-
cepting a secure session with an untrusted server certificate
can be implemented.

FIG. 2 1illustrates an example embodiment of a network
node.

FIG. 3 illustrates a time diagram of a method for pro-
cessing a secure session between a client device and a server
device.

FIG. 4 1llustrates a time diagram of a method for deter-
mining whether a server security certificate 1s trusted.

FIG. 5 1s a diagrammatic representation of a computing
device for a machine, within which a set of instructions for
causing the machine to perform any one or more of the
methodologies discussed herein can be executed.

DETAILED DESCRIPTION

The following detailed description includes references to
the accompanying drawings, which form a part of the
detailed description. The drawings show illustrations 1n
accordance with example embodiments. These example
embodiments, which are also referred to herein as
“examples,” are described 1n enough detail to enable those
skilled 1n the art to practice the present subject matter. The
embodiments can be combined, other embodiments can be
utilized, or structural, logical, and electrical changes can be




US 10,116,634 B2

3

made without departing from the scope of what 1s claimed.
The following detailed description 1s therefore not to be
taken 1 a limiting sense, and the scope 1s defined by the
appended claims and their equivalents.

For purposes of this patent document, the terms “or” and
“and” mean “and/or” unless stated otherwise or clearly
intended otherwise by the context of their use. The term “a”
means “one or more” unless stated otherwise or where the
use ol “one or more” 1s clearly inappropriate. The terms
“comprise,” “comprising,” “include,” and “including” are
interchangeable and not intended to be limiting. For
example, the term “including” can be mterpreted to mean
“including, but not limited to.”

The techmiques of the embodiments disclosed herein may
be implemented using a variety of technologies. For
example, the methods described herein may be implemented
in software executing on a computer system or 1n hardware
utilizing either a combination of microprocessors or other
specially designed application-specific integrated circuits,
programmable logic devices, or various combinations
thereol. In particular, the methods described herein may be
implemented by a series of computer-executable instructions
residing on a storage medium, such as a disk drive or
computer-readable medium. It should be noted that methods
disclosed herein can be implemented by a computer (e.g., a
desktop computer, tablet computer, laptop computer), game
console, handheld gaming device, cellular phone, smart
phone, smart television system, and so forth.

The present disclosure relates to a system and methods for
providing secure data communication between a client
device and server. More specifically, the present disclosure
1s related to methods for intercepting by a security gateway
a secure data session between a client device and a server
device. The method comprises the steps of establishing a
first secure data session between the client device and the
server device via the security gateway, intercepting the first
secure data session by the security gateway, establishing a
second secure data session between the server device and the
security gateway, receiving a first secure session request
from the client device over the first secure data session,
generating by the security gateway a second secure session
request based on the first secure session request, sending a
second secure session request to the server device over the
second secure session, and receiving a server certificate from
the server device over the second secure data session.

The method of the security gateway can also include
accessing a server certificate table containing a plurality of
security certificates from a data store and determining that
the server cerfificate obtained from the server device 1s
untrusted by matching the server certificate against the
plurality of security certificates of the security certificate
table. In response to determining that the server certificate 1s
untrusted, the security gateway can check a security policy
and determine whether interception of content transferrable
using the first secure session or the second secure session 1s
required.

If 1t 1s determined that interception of content being
transierred via the first secure session or the second secure
session 1s required, the security gateway can create a gate-
way certificate based on the server certificate. The security
gateway copies the server certificate to the gateway certifi-
cate, replaces a server security key with a gateway security
key, where the gateway security key 1s untrusted, and signs
the gateway certificate using the gateway key.

In response to the creation of the gateway certificate, the
security gateway sends the gateway certificate to the client
device 1n a packet as a response to the first secure session
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4

request. The client device can then determine that the
gateway certificate 1s untrusted, and 1t so, the client device
may use the first secure data session to transmit secure data
from the client device to the server device.

Furthermore, the security gateway can receive {irst secure
content from the client device over the first secure data
session, create first encrypted secure content using the first
secure content and the server certificate from the server
device, and send the first encrypted secure content to the
server device over the second secure data session. The
security gateway can also receive second secure content
from the server device over the second secure data session,
create second encrypted secure content using the second
secure content and a gateway certificate, and send the second
encrypted secure content to the client device over the first
secure data session.

Referring now to the drawings, FIG. 1 illustrates an
example embodiment of computer environment 100 within
which methods and systems for intercepting a secure session
with an untrusted server certificate can be implemented. The
computer environment 100 includes a security gateway 110
configured to establish a secure data communication session
between a client device 120 and a server device 130 using
one or more data networks 140.

In this disclosure, the client device 120 can include a
personal computer, laptop computer, tablet computer, smart-
phone, mobile phone, Internet phone, netbook, home gate-
way, broadband gateway, network appliance, set top box,
media server, personal media play, personal digital assistant,
access gateway, networking switch, server computer, net-
work storage computer, game console, entertainment sys-
tem, infotainment system, vehicle computer, or any other
network node or computing device comprising at least a
network module and a processor module. In certain embodi-
ments, the computer environment 100 can include a plurality
of client devices 120, each of which can communicate with
the security gateway 110 as described herein.

The server device 130 can include both a physical
machine and software on the machine that can store, receive,
send, process, and generate data such as files, data packets,
data communications, and the like. In some embodiments,
the server device 130 can include any suitable network node
or computing device comprising at least a network module
and a processor module. In certain embodiments, the server
device 130 can include a plurality of server devices 130,
cach of which can communicate with the security gateway
110 as described herein.

The security gateway 110 can include a gateway appli-
cation (soitware or middleware), however this term can also
encompass any server, network node, or computing device
configured to perform any or all of functionality described
heremn. In one embodiment, the security gateway 110 1s
configured to communicate to the client device 120 and
communicate to the server device 130 using one or more
communication sessions such as secure sessions. The secu-
rity gateway 110 can include or communicate with data
storage for storing data communication-related information,
encryption information, public keys, private keys, certifi-
cates, and so forth.

In certain embodiments, the security gateway 110 1s a
network node and includes one or more of functionality of
a firewall, a SSL proxy gateway, a server load balancer
(SLB), an application delivery controller (ADC), a threat
protection system (TPS), a secure traflic manager, a legal
interception gateway, a virtual private network (VPN) gate-
way, a TCP proxy gateway, or any other network security
functionality. In various embodiments, the security gateway
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110 imncludes one or more hardware security modules
(HSMs). The HSM can include a hardware-based crypto
module or a hardware-based encryption engine. In one
embodiment, the secunity gateway 110 includes a network
security system including one or more network nodes and a
data network, where one network node processes a secure
session with the client device 120 and another network node
processes another secure session with the server device 130.
In additional embodiments, the security gateway 110
includes a security application to process decrypted inter-
cepted secure session data traflic. The security application
may 1nclude virus detection module, credit card fraud detec-
tion module, document or i1dentity theft detection module,
session recording module, cyber-attack detection module,
company security policy processing module, government
security policy, compliant processing module, and so forth.

Still referring to FI1G. 1, the security gateway 110 can be
operatively connected to one or more client devices 120 and
one or more server devices 130 over one or more data
networks 140. In one embodiment, the security gateway 110
connects to the client device 120 1n a data network different
from a data network connecting the security gateway 110
and the server device 130. Thus, the data network 140 can
include two or more data sub-networks for the connections.
In other embodiments, the data network 140 1s a single
network environment for connection between the security
gateway 110, the client device 120, and the server device
130. The data network 140 can also communicate to other
external devices, external computing devices, servers, and
networked systems.

According to embodiments of this disclosure, the data
network 140 refers to any wired, wireless, or optical net-
works including, for example, the Internet, intranet, local
area network (LAN), Personal Area Network (PAN), Wide
Area Network (WAN), Virtual Private Network (VPN),
cellular phone networks (e.g., Global System for Mobile
(GSM) communications network, packet switching commu-
nications network, circuit switching communications net-
work), BLUETOOTH™ radio, Ethernet network, an IEEE
802.11-based radio frequency network, a Frame Relay net-
work, Internet Protocol (IP) communications network, or
any other data communication network utilizing physical
layers, link layer capability, or network layer to carry data
packets, or any combinations of the above-listed data net-
works. In some embodiments, the data network 140 includes
a corporate network, data center network, service provider
network, mobile operator network, or any combinations
thereol.

FIG. 2 illustrates an example embodiment of a network
node 200 which can have an implementation of the security
gateway 110, the client device 120, or the server device 130.
In some embodiments, the network node 200 can also
include a network appliance or a computing device suitable
for performing at least some methods steps described herein.
As shown 1n FIG. 2, the network node 200 includes a
processor module 210, a network module 220, an optional
input/output (I/O) module 230, and a storage module 240.
These elements may be interconnected via a local micro-
processor bus, one or more I/O buses, printed circuit board,
or any other electrical, optical, or electromagnetic interface,
of any combinations thereof.

The processor module 210 may include one or more
processors such as microprocessors, microcontrollers, pro-
cessors, central-computing units (CPUs), and so forth. In
addition, the processor module 210 can include one or more
processor cores embedded 1n a single processor. In some
embodiments, the processor module 210 includes one or
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more embedded processors, or embedded processing ele-
ments 1n the form of a Field Programmable Gate Array
(FPGA), an Application Specific Integrated Circuits
(ASICs), or Digital Signal Processors (DSPs). The processor
module 210 can be configured to provide data processing,
for example, implement computer-readable or processor-
readable instructions stored in the storage module 240 or
received with the network module 220 to perform one or
more method steps described herein.

The network module 220 can be utilized to communicate
with external devices, external computing devices, server
devices, client devices, security gateways, and any other
networked computing devices via one or more data networks
such as one or more wired, wireless, or optical networks
including, for example, the Internet, intranet, LAN, WAN,
T1/13 interface, cellular phone networks, BLUETOOTH™
radio, Ethernet, IEEE 802.11-based interface, among others.
The network module 220 may also include a network
interface card, such as an Ethernet card, optical transceiver,
radio frequency transceiver, or any other type of device that
can send and receive information. In some embodiments, the
network module 220 includes a network processor for
processing data mvolved 1n data communication.

The optional I/O module 230 provides a portion of a user
interface. Input devices of the I/O module 230 may include
an alphanumeric keypad, such as a keyboard, for mputting
alphanumeric and other information, or a pointing device,
such as a mouse, trackball, stylus, cursor direction keys,
motion detector, camera, microphone, and so forth. Output
devices of the I/O module 230 can include suitable output
devices including displays, touchscreens, projectors, speak-
ers, printers, haptic devices, and so forth.

The storage module 240 provides data storage functions.
The storage module 240 may be implemented as a non-
volatile computer-readable (processor-readable) medium
such as, for example, a magnetic disk drive, magnetic
memory device, optical disk drive, optical memory device,
solid-state disk drive, solid-state memory device, Read-Only
Memory (ROM), Random-Access Memory (RAM), Static
Random-Access Memory (SRAM), Dynamic Random-Ac-
cess Memory (DRAM), Programmable Read-Only Memory
(PROM), Erasable Programmable Read-Only Memory
(EPROM), or any other optical medium, any other physical
medium, any other memory chip or cartridge, a carrier wave,
or any other medium that can be read or used for write by
a computer or processor. The storage module 240 can store
system software, middleware, firmware, software applica-
tions, downloadable applications, operating systems, or data
for implementing at least some of method steps described
herein.

FIG. 3 illustrates a time diagram of a method 300 for
intercepting a secure session by a security gateway when the
secure session uses an untrusted security certificate, accord-
ing to one example embodiment. The method 300 may be
performed by processing logic that may comprise hardware
(e.g., decision-making logic, dedicated logic, programmable
logic, application-specific integrated circuit (ASIC), and
microcode), software (such as software run on a general-
purpose computer system or a dedicated machine), or a
combination of both. In one example embodiment, the
method 300 1s implemented by the devices of the computer
environment 100 such as by the security gateway 110, the
client device 120, and the server device 130. The steps of
method 300 may be implemented 1n an order different than
described and shown 1n FIG. 3. Moreover, the method 300
may have additional steps not shown herein, but which can
be evident for those skilled in the art from the present
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disclosure. The method 300 may also have fewer steps than
outlined below and shown 1n FIG. 3.

The method 300 can commence at step 302 with the client
device 120 establishing and communicating a secure (data)
session 1005 with the server device 130 via the security
gateway 110. In this disclosure, the term “data session™ 1s
also referred to as “session” and means any digital exchange
ol information.

Thus, the data session may include an exchange of data,
data packets, files, voice, video, email, text messages, or any
combination thereof. Moreover, the data session may be
established and maintained using a number of protocols
residing at layer 3 or higher of the Open System Intercon-
nection (OSI) model, including, but not limited to, Internet
Protocol (IP), Internet Control Message Protocol (ICMP),
Simple Object Access Protocol (SOAP), Transmission Con-
trol Protocol (TCP), User Datagram Protocol (UDP), Hyper-
text Transfer Protocol (HTTP), File Transfer Protocol (FTP),
Transport Layer Security (TLS) protocol, Secure Sockets
Layer (SSL) protocol, Internet Protocol Security (IPSec),
Voice over IP (VoIP), secure video or audio streaming
protocols, secure conferencing protocols, secure document
access protocols, secure network access protocols, secure
e-commerce protocols, secure business-to-business transac-
tion protocols, secure financial transaction protocols, secure
collaboration protocols, secure on-line game session proto-
cols, and so forth.

In step 304, the security gateway 110 can intercept the
secure session 1005 and establish another (second) secure
session 1010 with the server device 130. Furthermore, 1n
step 306, the security gateway 110 can receive a first secure
session request 1015 from the client device 120 over the
secure session 1005. In some embodiments, the first secure
session request 10135 includes a request message for a SSL
session, a TLS session, an IP session, a secure TCP session,
or a request message speciiied 1n a secure session protocol
used by the client device 120.

In step 308, the secunity gateway 110 generates a second
secure session request 1020 based on the first secure session
request 10135 and sends the second secure session request
1020 to the server device 130 over the second secure session
1010. The second secure session request 1020 can differ
from the first secure session request.

In step 310, upon receiving and processing the second
secure session request 1020, the server device 130 can create
a server certificate 1025 and send the server certificate 10235
1n a session response over the second secure session 1010 to
the security gateway 110.

In step 312, the security gateway 110 can obtain the server
certificate 10235 and determine whether the server certificate
1025 1s trusted. In one embodiment, the security gateway
110 accesses or retrieves a server certificate table 1035
contaiming a plurality of secunity certificates. The server
certificate table 1035 can be maintained 1n a data store 1135
of the secunity gateway 110. The data store 115 can also
include the storage module 240 of the network node 200.

The secunity gateway 110 can determine whether the
server certificate 1025 1s trusted by matching the server
certificate 1025 against records of the security certificate
table 1035. In some embodiments, the security gateway 110
determines that the server certificate 1025 i1s untrusted.
Alternatively, the security gateway 110 determines that the
server certificate 1025 1s trusted.

If the security gateway 110 determines that the server
certificate 1025 1s untrusted, the method 300 proceeds to
step 314. In step 314, the security gateway 110 checks an
applicable security policy 1040 to determine of interception
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ol secure content of the secure session 1005 and secure
session 1010 1s required. In some embodiments, the security
policy 1040 relates to one or more of the server device 130,
client device 120, and an identity such as a server name
indication (SNI) or 1ssuing organization can be determined
based on the server certificate 10235. Thus, 1n step 314, the
security gateway 110 matches at least some information
concerning the server device 130, obtained, for example,
from the secure session 1010, information concerning the
client device 120 obtained from the secure session 1005, or
information obtained from the server certificate 1025,
against the security policy 1040.

In some embodiments, the security gateway 110 can
determine, based on the security policy 1040, that intercep-
tion of the secure content of the secure session 1005 and
secure session 1010 1s needed. In this scenario, in step 316,
the security gateway 110 creates a gateway certificate 1045
based on the server certificate 1025. In some embodiments,
the security gateway 110 copies the server certificate 1025 to
the gateway certificate 1045 except that the security gateway
110 replaces a server security key in the server certificate
1025 with a gateway security key 1n the gateway certificate
1045, and signs the gateway certificate 1045 using the
gateway security key. For example, the security gateway 110
can copy a certificate 1ssuing organization information, a
validity information and/or other information, except for the
security key, into the gateway certificate 1045. In certain
embodiments, the gateway security key 1s pre-stored 1n the
security gateway 110 (e.g., 1in the data store 115). It should
be noted that in the scenario where the server certificate
1025 15 untrusted as outlined above, the gateway certificate
1045 1s also untrusted with respect to the client device 120.
Accordingly, when the client device 120 recerves the gate-
way certificate 1045, the client device 120 determines that
the certificate 1s untrusted and the client device 120 should
follow an appropriate security policy in further communi-
cations with the server device 130. For example, the client
device 120 can prompt a user to provide an mput or a
command ndicating that the user wants to proceed with
accessing the server device 130 knowing that 1t 1s untrusted.
In contrast, 1f the server certificate 1025 1s trusted, the
security gateway 110 creates the gateway certificate 1045
and signs 1t with a different key such that the gateway
certificate 1045 1s deemed trusted with respect to the client
device 120.

It should be noted that the server certificate 1045 can
include a security certificate, such as an Internet security
certificate, SSL certificate, CA certificate, corporate 1ssued
security certificate, network generated security certificate,
trusted security certificate, user certificate, or any other
digital security certificate used between peers of a secure
data communication session. In some embodiments, the
server certificate 1045 includes one or more of a digital
signature, a key for encryption, a key for decryption, a
cipher method data, an identity, data concerning an 1ssuer of
the certificate, and information related to an 1ssuing CA.

In certain embodiments, the server security key of the
server certificate 1025 can include a key for encryption
and/or decryption, a public key, or any other key necessary
for performing a cipher process according to the server
certificate 1023.

In some embodiments, the security gateway 110 generates
the gateway security key. For example, the security gateway
110 can generate the gateway security key using a public or
standard key generation software library, randomly, or based
on mformation from or about the client device 120. In yet
additional embodiments, the security gateway 110 selects
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the gateway security key from a plurality of gateway keys
pre-stored 1n the data store 113 of the security gateway 110.

In step 318, upon creation of the gateway certificate 1045,
the security gateway 110 sends the gateway certificate 1045
to the client device 120 1n a session response, which 1s a
response packet for the session request 1015. When the
client device 120 obtains the gateway certificate 1043 from
the session response, 1n step 320, the client device 120 may
check whether the gateway certificate 1045 1s 1ssued from a
trusted organization. In certain embodiments, as the gateway
certificate 1045 has the same 1ssuing information as the
server certificate 10235, the result of client device checking
the gateway certificate 1045 would be the same as if the
client device 120 checked whether the server certificate
1025 1s to be trusted. In some embodiments, as a result of
step 320, the client device 120 determines that the gateway
certificate 1045 1s trusted and continues (or allowed to
continue) using the secure session 1005.

However, 1f the client device 120 determines that the
gateway certificate 1045 i1s not trusted, the method 300
proceeds to step 322. Specifically, i step 322, the client
device 120 can determine to continue the secure session
1005 even 1f the gateway certificate 1045 1s not trusted. In
this scenario, according to some embodiments, the client
device 120 can receive an mput from a user of the client
device 120 to proceed with the secure session 1005, despite
the fact that received gateway certificate 1045 1s untrusted.
In yet further embodiments, client device 120 includes or
employs a pre-determined policy to determine whether to
proceed with the secure session 1005 for the untrusted
gateway certificate 1045.

In a subsequent step 324, the client device 120 continues
with the secure session 1005 and sends secure content 1065
(e.g., any vulnerable data) over the secure session 1005 to
the security gateway 110. In step 326, the security gateway
110 can intercept the secure content 1065 using one or more
operations including receiving the secure content 1065,
decrypt the secure content 1065 using the gateway security
key of the gateway certificate 1043, imnspect and apply one or
more applicable security policies to the decrypted secure
content, encrypt the decrypted secure content, using the
server security key of the server certificate 1025 to generate
encrypted secure content 1070, and send the encrypted
secure content 1070 over the second secure session 1010 to
the server device 130. The term “content,” 1n this disclosure,
includes any digital information or data.

Vice versa, 1n step 328, the server device 130 continues
utilizing the secure session 1010 and sends encrypted secure
content 1070" over the secure session 1010 to the security
gateway 110. In step 330, the secunity gateway 110 inter-
cepts the encrypted secure content 1070' using one or more
operations 1ncluding receiving the encrypted secure content
1070', decrypting encrypted secure content 1070" using the
server security key of the server certificate 1025, inspecting
and applying one or more applicable security policy to
decrypted secure content, encrypting the decrypted secure
content, using the gateway security key of the gateway
certificate 1043, to generate encrypted secure content 1065,
and sending the generated secure content 1065' over the
secure session 1005 to the client device 120.

It should be noted that the secure content, such as the
secure content 1065 or secure content 1070, may include
encrypted payload for a secure session, and the encryption
can be performed according to an encryption mechanism
associated to the secure session.

FIG. 4 illustrates a time diagram of a method 400 for
determining if a server security certificate (such as the server
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security certificate 1025 shown on FIG. 3) 1s trusted, accord-
ing to one example embodiment. The method 400 may be
performed by processing logic that may comprise hardware
(e.g., decision-making logic, dedicated logic, programmable
logic, ASIC, and microcode), software (such as software run
on a general-purpose computer system or a dedicated
machine), or a combination of both. In one example embodi-
ment, the method 400 1s implemented by the devices of the
computer environment 100 shown on FIG. 1, such as by the
security gateway 110, the client device 120, and the server
device 130. The steps of method 400 may be implemented
in an order different than described and shown in FIG. 4.
Moreover, the method 400 may have additional steps not
shown herein, but which can be evident for those skilled 1n
the art from the present disclosure. The method 400 may also
have fewer steps than outlined below and shown 1n FIG. 4.

The method 400 can commence with step 402 with the
security gateway accessing a pre-stored security certificate
table. In one embodiment, the security certificate table
includes one or more trusted CAs, such as a trusted CA.
Generally, a certification authority (CA) 1s an entity that
1ssues one or more digital security certificates based on one
or more predetermined rules. A digital certificate certifies the
ownership of a public security key by the named subject of
the certificate. A CA can be a private or a public entity. For
example, a trusted CA, such as the trusted CA, is trusted
both by the subject (owner) of the certificate and by a party
such as the client device or security gateway relying upon
the certificate.

In certain embodiments of this disclosure, the server
certificate includes a CA. In step 404, the security gateway
110 obtains the CA from the server certificate and matches
the CA against the one or more trusted CAs 1n the certificate
table. In one embodiment, the security gateway finds there
1s a match of the CS with the trusted CA. In this scenario,
the method 400 proceeds to step 406, 1n which the security
gateway determines whether the server certificate 1s trusted.

Alternatively, 1f 1n step 404 the security gateway does not
find a match between the trusted CA and the one or more
trusted CAs 1n the certificate table, the method 400 proceeds
to step 408, in which the security gateway determines that
the server certificate 1s not trusted or untrusted, and the
method 400 then proceeds to step 410.

In step 410, the security gateway accesses a second
security certificate table (which can be stored in the data
store 115 shown on FIG. 1) and selects the security certifi-
cate table to match the server certificate. In one embodiment,
the security gateway selects the security certificate table
based on information concerning the client device. The
information concerning the client device can be obtained
from or directly associated to the client device. In certain
embodiments, this information concerning the client device
indicates that the client device 1s from a private corporate
network and the security gateway can select the security
certificate table corresponding to the private corporate net-
work. In yet additional embodiments, the mformation con-
cerning the client device indicates that a software applica-
tion, such as a web browser or a mobile application, runs on
the client device, and the security gateway can selects the
security certificate table corresponding to this software
application.

In step 412, the security gateway can match the server
certificate against the security certificate table and the secu-
rity certificate table. In one embodiment, the security cer-
tificate table stores security certificates for public services or
issued by public CAs. Moreover, the security certificate
table can store private security certificates. As a result of
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matching of the server certificate against the security cer-
tificate table and the security certificate table, it can be
determined, by the security gateway, whether the server
certificate 1s trusted.

FI1G. 5 illustrates a computer system 500 that may be used
to 1mplement embodiments of the present disclosure,
according to an example embodiment. The computer system
500 may serve as a computing device for a machine, within
which a set of instructions for causing the machine to
perform any one or more of the methodologies discussed
herein can be executed. The computer system 300 can be
implemented in the contexts of the likes of computing
systems, networks, servers, or combinations thereof. The
computer system 500 includes one or more processor units
510 and main memory 520. Main memory 520 stores, 1n
part, mstructions and data for execution by processor units
510. Main memory 520 stores the executable code when 1n
operation. The computer system 500 further includes a mass
data storage 530, a portable storage device 340, output
devices 550, user input devices 560, a graphics display
system 370, and peripheral devices 380. The methods may
be implemented 1n software that 1s cloud-based.

The components shown 1n FIG. § are depicted as being
connected via a single bus 590. The components may be
connected through one or more data transport means. Pro-
cessor units 510 and main memory 520 are connected via a
local microprocessor bus, and mass data storage 530, periph-
cral devices 580, the portable storage device 540, and
graphics display system 570 are connected via one or more
I/0 buses.

Mass data storage 530, which can be implemented with a
magnetic disk drive, solid state drive, or an optical disk
drive, 1s a non-volatile storage device for storing data and
istructions for use by processor units 310. Mass data
storage 330 stores the system software for implementing
embodiments of the present disclosure for purposes of
loading that software into main memory 520.

The portable storage device 5340 operates in conjunction
with a portable non-volatile storage medium, such as a
floppy disk, a compact disk, a Digital Versatile Disc (DVD),
or USB storage device, to mput and output data and code to
and from the computer system 3500. The system software for
implementing embodiments of the present disclosure 1is
stored on such a portable medium and 1nput to the computer
system 300 via the portable storage device 540.

User mput devices 560 provide a portion of a user
interface. User input devices 560 include one or more
microphones; an alphanumeric keypad, such as a keyboard,
for mputting alphanumeric and other information; or a
pointing device, such as a mouse, a trackball, stylus, or
cursor direction keys. User mput devices 560 can also
include a touchscreen. Additionally, the computer system
500 includes output devices 350. Suitable output devices
include speakers, printers, network interfaces, and monaitors.

Graphics display system 570 includes a liquid crystal
display or other suitable display device. Graphics display
system 570 receives textual and graphical information and
processes the information for output to the display device.
Peripheral devices 580 may include any type of computer
support device to add additional functionality to the com-
puter system.

The components provided in the computer system 500 of
FIG. 5 are those typically found in computer systems that
may be suitable for use with embodiments of the present
disclosure and are intended to represent a broad category of
such computer components that are well known 1n the art.
Thus, the computer system 500 can be a personal computer,
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handheld computing system, telephone, mobile computing
system, workstation, tablet, phablet, mobile phone, server,
minicomputer, mainframe computer, or any other computing
system. The computer may also include different bus con-
figurations, networked platforms, multi-processor platiorms,
and the like. Various operating systems may be used includ-
ing UNIX, LINUX, WINDOWS, MAC OS, PALM OS,
ANDROID, 10S, QNX, and other suitable operating sys-
tems.

It 1s noteworthy that any hardware platform suitable for
performing the processing described herein 1s suitable for
use with the embodiments provided herein. Computer-read-
able storage media can include any medium or media that
participate in providing instructions to a central processing,
unit, a processor, a microcontroller, or the like. Such media
may take forms including, but not limited to, non-volatile
and volatile media such as optical or magnetic disks and
dynamic memory, respectively. Common forms of com-
puter-readable storage media include a floppy disk, a flexible
disk, a hard disk, magnetic tape, any other magnetic storage

medium, a Compact Disk Read Only Memory disk, DVD,

Blu-ray disc, any other optical storage medium, RAM,
Programmable Read-Only Memory, Frasable Program-
mable Read-Only Memory, FElectromically Erasable Pro-
grammable Read-Only Memory, flash memory, and/or any
other memory chip, module, or cartridge.

In some embodiments, the computer system 500 may be
implemented as a cloud-based computing environment, such
as a virtual machine operating within a computing cloud. In
other embodiments, the computer system 500 may itself
include a cloud-based computing environment, where the
functionalities of the computer system 300 are executed 1n
a distributed fashion. Thus, the computer system 500, when
configured as a computing cloud, may include pluralities of
computing devices 1n various forms, as will be described 1n
greater detail below.

In general, a cloud-based computing environment 1s a
resource that typically combines the computational power of
a large grouping of processors (such as within web servers)
and/or that combines the storage capacity of a large grouping

of computer memories or storage devices. Systems that
provide cloud-based resources may be utilized exclusively
by their owners or such systems may be accessible to outside
users who deploy applications within the computing inira-
structure to obtain the benefit of large computational or
storage resources.

The cloud may be formed, for example, by a network of
web servers that include a plurality of computing devices,
such as the computer system 500, with each server (or at
least a plurality thereot) providing processor and/or storage
resources. These servers may manage workloads provided
by multiple users (e.g., cloud resource customers or other
users). Typically, each user places workload demands upon
the cloud that vary in real-time, sometimes dramatically. The
nature and extent of these variations typically depends on
the type of business associated with the user.

Thus, methods and systems for intercepting a secure
session with an untrusted server certificate been described.
Although embodiments have been described with reference
to specific example embodiments, 1t will be evident that
vartous modifications and changes can be made to these
example embodiments without departing from the broader
spirit and scope of the present application. Accordingly, the
specification and drawings are to be regarded 1n an 1llustra-
tive rather than a restrictive sense.
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What 1s claimed 1s:

1. A system for intercepting a secure session, the system
comprising;

a network device configured to:

intercept a {first secure data session, wherein the first
secure data session 1s established between a client
device and a server device via a security gateway;

establish a second secure data session between the server
device and the security gateway;

receive a first secure session request from the client
device over the first secure data session;

receive a server certificate from the server device over the
second secure data session, the server certificate being,
associated with the first secure session request;

determine that the server certificate 1s untrusted;

in response to the determining that the server certificate 1s
untrusted, generate a gateway certificate based on the
server certificate;

provide the gateway certificate to the client device,
wherein the client device determines that the gateway

certificate 1s untrusted and determines, based on a

security policy, whether to proceed with the first secure

data session; and

receive first secure content from the client device over the
first secure data session; and

a processor being in operative connection with the net-
work device, wherein the processor 1s configured to:

create first encrypted secure content using the first secure
content and the server certificate from the server
device; and

send or cause sending the first encrypted secure content to
the server device over the second secure data session.

2. The system of claim 1, wherein the processor module

further configured to:

in response to recerving the first secure session request
from the client device, generate a second secure session
request based on the first secure session request,
wherein the second secure session request differs from
the first secure session request; and

send or cause sending the second secure session request to
the server device over the second secure session.

3. The system of claim 2, further comprising the server

device operable to:

in response to recerving the second secure session request

from the security gateway, generate by the server
device the server certificate; and

send the server certificate to the security gateway over the

second secure session.

4. The system of claim 2, wherein the processor 1s further
configured to:

access a server certificate table containing a plurality of

security certificates from a data store; and

match the server certificate against the plurality of secu-

rity certificates of the security certificate table, wherein
the determining that the server certificate 1s untrusted 1s
performed based on the matching.

5. The system of claim 4, wherein the processor 1s further
configured to:

in response to determining that the server certificate 1s

untrusted, check a security policy; and

determine whether interception of content transierrable

using the first secure session or the second secure
session 1s required based on the security policy.

6. The system of claim 35, wherein the processor generates
the gateway certificate 1n response to determiming that
interception of content transferrable using the first secure
session or the second secure session 1s required.

1S
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7. The system of claim 6, wherein the processor module
1s Turther configured to:

copy the server certificate to the gateway certificate;

replace a server security key with a gateway security key,

wherein the gateway security key 1s untrusted with
respect to the client device; and

sign the gateway certificate using the gateway key.

8. The system of claim 7, wherein the processor turther
provides the gateway certificate to the client device by
sending the gateway certificate to the client device 1n a
packet, wherein the packet 1s a response to the first secure
session request.

9. The system of claim 8, wherein the processor 1s further
configured to:

recerve second secure content from the server device over

the second secure data session;

create second encrypted secure content using the second

secure content and a gateway certificate; and

send the second encrypted secure content to the client

device over the first secure data session.

10. A method for intercepting a secure session, the method
comprising;

establishing a first secure data session between a client

device and a server device via a security gateway;
intercepting the first secure data session by the security
gateway.

establishing, by the security gateway, a second secure data

session between the server device and the security
gateway.

receiving, by the security gateway, a first secure session

request from the client device over the first secure data
session;

recerving, by the security gateway, a server certificate

from the server device over the second secure data
session, the server certificate being associated with the
first secure session request;

determining, by the security gateway, that the server

certificate 1s untrusted;
in response to the determining that the server certificate 1s
untrusted, generating, by the security gateway, a gate-
way certificate based on the server certificate;

providing, by the security gateway, the gateway certificate
to the client device, wherein the client device deter-
mines that the gateway certificate 1s untrusted and
determines, based on a security policy, whether to
proceed with the first secure data session;
recerving, by the security gateway, first secure content
from the client device over the first secure data session;

creating, by the security gateway, first encrypted secure
content using the first secure content and the server
certificate from the server device; and

sending, by the security gateway, the first encrypted

secure content to the server device over the second
secure data session.

11. The method of claim 10, further comprising:

in response to recerving the first secure session request

from the client device, generating by the security
gateway, a second secure session request based on the
first secure session request, wherein the second secure
session request differs from the first secure session
request; and

sending by the security gateway the second secure session

request to the server device over the second secure
SeSS101.
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12. The method of claim 11, further comprising:

in response to recerving the second secure session request
from the security gateway, generating, by the server
device, the server certificate; and

sending, by the server device, the server certificate to the

security gateway over the second secure session.
13. The method of claim 11, further comprising:
accessing, by the security gateway, a server certificate
table containing a plurality of security certificates from
a data store; and

matching the server certificate against the plurality of
security certificates of the security certificate table,
wherein the determining that the server certificate 1s
untrusted i1s performed based on the matching.

14. The method of claim 13, further comprising;

in response to determining that the server certificate 1s

untrusted, checking by the security gateway a security
policy; and

determining whether interception of content transierrable

using the {first secure session or the second secure
session 1s required.

15. The method of claim 14, wherein the generating by the
security gateway of the gateway certificate 1s performed 1n
response to determining that interception of content trans-
terrable using the first secure session or the second secure
session 1s required.

16. The method of claim 15, further comprising;

copying by the security gateway the server certificate to

the gateway certificate;

replacing by the security gateway a server security key

with a gateway security key, wherein the gateway
security key 1s untrusted with respect to the client
device; and

signing, by the security gateway, the gateway certificate

using the gateway key.

17. The method of claim 15, wherein the providing of the
gateway certificate to the client device includes

sending by the security gateway the gateway certificate to

the client device 1n a packet, which 1s a response to the
first secure session request.

18. The method of claim 17, further comprising;

if 1t 1s determined by the client device that the gateway

certificate 1s untrusted, using the first secure data ses-
s1on to transmit secure data from the client device to the
server device.
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19. The method of claim 17, further comprising:

recerving, by the security gateway, second secure content

from the server device over the second secure data
session:;

creating, by the security gateway, second encrypted

secure content using the second secure content and a
gateway certificate; and

sending, by the security gateway, the second encrypted

secure content to the client device over the first secure
data session.

20. A non-transitory processor-readable medium having
instructions stored thereon, which when executed by one or
more processors, cause the one or more processors to
implement a method for intercepting a secure session, the
method comprising:

enabling to establish a first secure data session between a

client device and a server device via a security gate-
way,

intercepting the first secure data session by the security

gateway,

establishing, by the security gateway, a second secure data

session between the server device and the security
gateway.

recerving, by the security gateway, a first secure session

request from the client device over the first secure data
session;

receving, by the security gateway, a server certificate

from the server device over the second secure data
session, the server certificate being associated with the
first secure session request;

determining, by the security gateway, that the server

certificate 1s untrusted;
in response to the determining that the server certificate 1s
untrusted, generating, by the security gateway, a gate-
way certificate based on the server certificate;

providing, by the security gateway, the gateway certificate
to the client device, wherein the client device deter-
mines that the gateway certificate 1s untrusted and
determines, based on a security policy, whether to
proceed with the first secure data session;
recerving, by the security gateway, first secure content
from the client device over the first secure data session;

creating, by the security gateway, first encrypted secure
content using the first secure content and the server
certificate from the server device; and

sending, by the security gateway, the first encrypted

secure content to the server device over the second

secure data session.
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