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QUANTUM-AUTHENTICATED CLOCK
SIGNAL

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 62/330,480, filed May 2, 2016, the disclo-
sure of which 1s hereby incorporated by reference in its
entirety.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH AND
DEVELOPMENT

this invention was made with government support under
Contract No. DE-AC03-000R22725 awarded by the U.S.
Department of Energy. The government has certain rights 1n
the 1nvention.

TECHNICAL FIELD

The present application relates to distribution of timing,
information between two or more devices, and more par-
ticularly toward the timing information being quantum
authenticated.

BACKGROUND

Many government, industrial, and military systems
include devices that are synchronized at different locations.
In the absence of clocks that can be transported while
remaining exceptionally stable and reliable, synchromization
utilizes some sort of timing signal to be transmitted from one
location to another. Such signal can be transmitted via a
communication channel (e.g., radio, microwave, internet).
As long as the time of flight 1s known, the receiver can
synchronmize its clock with the sender’s clock to within
technical uncertainties. In the context of a Global Position-
ing System (GPS), GPS based timing schemes are based on
the concept of synchronization of clocks. GPS receivers
obtain signals from multiple satellites and calculate position
and time based on the time difference between the signals.
Schemes such as GPS are considered vulnerable to: spooi-
ing, 1n which an adversary replaces a valid timing signal
with its own; and interference, in which an adversary
provides multiple timing signals, leaving the receiver unable
to 1dentify the correct signal. Conventionally encrypted
timing signals can mitigate some of these vulnerabilities, but
are 1n many cases impractical to implement.

Conventional infrastructure and associated devices, such
as a conventional grid power sub-station, have become
increasingly dependent on microprocessor and programs-
mable logic-based monitoring and control systems. Many of
these types of conventional infrastructure devices utilize
precision timing sources for synchronization ol various
functions.

For instance, 1 the context of an electric grid, precision
timing may be used across power generation, transmission,
and distribution domains. The distribution of timing infor-
mation across the electric grid 1s conventionally accom-
plished primarily through the global positioning system
(GPS). The GPS system provides timing information with a
resolution, precision, and accuracy utilized by the electric
orid to coordinate efforts across domains of a large geo-
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graphic scale. For instance, timing information may be
synchronized for two devices that are 100 kilometers or

more apart.

Reliance on the GPS system, however, 1s not without
downsides. The GPS system 1s generally outside the control
of the electric grid or other devices utilizing the system.
Further, the GPS system has been shown to be vulnerable to
spoofing attacks. The lack of control or the spoofing possi-
bility, or both, mean that reliance on the GPS system can
cause adverse ellects on operation. In some cases, the timing
information may be critical to operation, meaning adverse
cllects due to spoofing or receipt of signals from the GPS
system may cause fault conditions.

Conventional efforts have been made to reduce reliance
on the GPS system for timing information. In the case of the
clectric grid, precision timing protocol (PTP) has been
utilized to synchronize clocks of devices on the electric grid.
However, conventional PTP, as well as other conventional
cllorts to reduce reliance on the GPS system, can be sus-
ceptible to security and integrity compromises. For this
reason, many aspects of the electric grid and devices 1n other
realms utilize the GPS system for timing information despite
the lack of control and the spoofing possibility.

With the potential security 1ssues with the conventional
time reference and distribution system for the electric grid,
the electric grid can be vulnerable to black outs and damage
to critical infrastructure. For instance, electrical distribution
systems servicing a high density of customers 1n urban and
suburban areas with load densities that can exceed 60 MW
and 3 MW per square mile, respectively, can cause signifi-
cant losses 1f taken down unexpectedly. Urban distribution
centers may comprise sub-stations servicing high loads and
separated by distances of several tens of miles or less. Many
of these centers are capable of automatic shedding of 300
MW or more. The North American Electric Reliability
Council (NERC) considers these assets to be critical because
improper shedding of a large amount of power 1 such a
system can damage the electrical power gnid.

SUMMARY OF THE DESCRIPTION

The present disclosure 1s directed to a system and method
of distributing time 1nformation to enable synchronization in
an authenticated manner via a quantum channel. The method
may include two primary steps. First, a source device may
transmit a timing signal, T on a communication channel
from the source device to the receiver device. The timing
signal T may include a time or times stored in memory or
calculated using a previously agreed upon formula. Second,
the method may include transmitting a quantum system Q
from the source device to the receiver device. The quantum
system may be prepared in a randomly chosen state and may
be measured by the receiver device in a randomly chosen
measurement basis. These actions provide a degree of assur-
ance that the measurement result 1s perfectly corrected with
the preparation state only when the proper basis 1s chosen.
In other words, the timing signal T may be authenticated
through the following: 1) the receipt of quantum system Q)
at the expected time relative to T; and 2) verification that the
quantum properties of quantum system (Q have not been
altered.

In one embodiment, the method 1ncludes of distributing
time 1nformation from a source device to a receiver device
over a quantum channel. The source device may be operably
coupled to an external clock source. The method includes
sending a photon pulse according to a time characteristic of
the external clock source over the quantum channel from the
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source device to the receiver device, and communicating a
time of transmission of the photon pulse from the source
device to the receiver device over a communication channel.
In the recerver device, an arrival time of one or more photons
of the photon pulse may be detected, and one or more
photons of the photon pulse may be returned to the source
device via the quantum channel. The method may include
determining a receiver synchronized clock based on a time
of tlight of the photon pulse sent by the source device, the
arrival time of the one or more photons detected 1n the
receiver device, and the time of transmission of the photon
pulse communicated from the source device to the receiver
device.

A time distribution system according to one embodiment
may include a quantum channel, a communication channel,
a source device and a receiver device. The quantum channel
may be configured to transier photons between a source
device and a receiver device. The communication channel
may be configured to facilitate communication between the
source device and the receiver device. The source device
may be operably coupled to an external clock source, and
configured to transmit a photon pulse over the quantum
channel according to a time characteristic of the external
clock source. The source device may communicate a time of
transmission of the photon pulse to the receiver device via
the communication channel.

The receiver device may include a receiver device clock,
and be configured to detect an arrival time of one or more
photons of the photon pulse and to return one or more
photons of the photon pulse to the source device via the
quantum channel. The receiver device may determine a
receiver synchronized clock that 1s synchronized to the
external clock source based on a time of flight of the photon
pulse sent by the source device, the arrival time of the one
or more photons detected 1n the recerver device, and the time
of transmission of the photon pulse communicated from the
source device to the receiver device.

In one embodiment, a device comprising a quantum
channel interface and a communication channel interface 1s
provided. The quantum channel interface may be configured
to receive and transmit quantum systems with respect to a
source device, wherein the source device 1s operably
coupled to a trusted clock source. The communication
channel may be configured to communicate information
with the source device. The device may include a quantum
measurement device (e.g., a photon detector) configured to
detect an arrival of a quantum system.

The device may include a controller operably coupled to
the quantum measurement device and the communication
channel, and configured to receive time of transmission
information for the quantum system via the communication
channel, said controller configured to store an arrival time of
the quantum system detected by quantum measurement
device, said controller configured to determine a clock
output synchronized to the trusted clock source, wherein the
clock output 1s determined based on a time of flight of the
quantum system sent by the source device, the arrival time
of the quantum system detected by the photon detector, and
the time of transmission information of the quantum system
received from the source device.

Before the embodiments of the invention are explained in
detail, 1t 1s to be understood that the invention 1s not limited
to the details of operation or to the details of construction
and the arrangement of the components set forth in the
following description or illustrated in the drawings. The
invention may be implemented 1n various other embodi-
ments and of being practiced or being carried out 1n alter-
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native ways not expressly disclosed herein. Also, 1t 1s to be
understood that the phraseology and terminology used
herein are for the purpose of description and should not be
regarded as limiting. The use of “including™ and “compris-
ing”” and variations thereof 1s meant to encompass the items
listed thereatiter and equivalents thereof as well as additional
items and equivalents thereof. Further, enumeration may be
used 1n the description of various embodiments. Unless
otherwise expressly stated, the use of enumeration should
not be construed as limiting the mvention to any specific
order or number of components. Nor should the use of
enumeration be construed as excluding from the scope of the
invention any additional steps or components that might be
combined with or into the enumerated steps or components.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a time distribution system according to one
embodiment;

FIG. 2 shows a quantum interface of FIG. 1;

FIG. 3 depicts a method of distributing time according to
one embodiment.

FIG. 4 shows experimental data for a time distribution
system according to one embodiment.

DESCRIPTION

A time distribution system according to one embodiment
of the present disclosure 1s shown 1n FIG. 1 and generally
designated 100. The time distribution system 100 may
include a source device 10 and a receiver device 20. The
source device 10 and receiver device 20 may be disposed at
separate locations, possibly separated by large distances
(e.g., greater than 10 km). The source device 10 and the
receiver device 20 may be operably coupled to each other
via a quantum channel 30 and a communication channel 40.
The communication channel 40 may be a classical channel
(e.g., enabling transmission of Os and 1s), and may separate
from the quantum channel 30, such as a classical network
communication channel over Ethernet. Alternatively, the
communication channel 40 may be established through the
quantum channel 30. Both the source device 10 and the
receiver device 20 may respectively include a source device
quantum interface 32 and a receiver device quantum inter-
tace 34. The nomenclature for the source device 10 and the
receiver device 20 includes describing the source device 10
as Bob and the recerver device 20 as Alice. A third device
named Eve 1s described as a potentially malicious device
that attempts to penetrate or attack the integrity of the
system.

According to one embodiment of the present disclosure,
the time distribution system 100 may provide a provably
secure time distribution method 1n which timing information
1s carried 1 the arrival times of single photons. This
approach substantially ensures that any tampering activities
will be revealed 1n detectable changes to the quantum states
of the photons.

The source device 10 may be communicatively coupled to
an external clock source 50, such as a global positioning
system (GPS). An external clock interface 52 may facilitate
communication with the external clock source 50. A source
device clock 11 of the source device 10 may be synchronized
to the external clock source 50 to provide precision timing
capabilities to the source device 10. The external clock
interface 32 may be configured to generate an external clock
pulse at an interval associated with a time characteristic of
the external clock source 50. For instance, the pulse may be
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generated once per second 1n unison with each one second
tick of the external clock source 50. This type of pulse may
be described as a 1 PPS (one-pulse-per-second) output.

The source device 10 may include a controller 12 oper-
ably coupled to the external clock interface 52, the sourced
device clock 11, the communication channel 40, and the
source device quantum interface 32. One or more of these
components may be integrated into the controller 12. Addi-
tionally or alternatively, one or more aspects of the control-
ler 12 described herein may be implemented separately from
the controller 12. The controller 12 may include one or more
ol a processor, memory, an input interface and an output
interface. In one embodiment, the controller 12 may be a
field programmable gate array (FPGA), or an application
specific mntegrated circuit (ASIC). The controller 12 may
receive the 1 PPS from the external clock interface 52 and
command the source device quantum interface 32 to gener-
ate the photon pulse. Delays due to software and/or hard-
ware 1n the controller 12 and other aspects of the time
distribution system 100 may be determined dynamically or
at manufacture 1n order to facilitate synchronization with the
external clock source 50.

The recerver device 20 may include a controller 22 similar
to the controller 12 but with several exceptions. In one
embodiment, the controller 22 1s not in communication with
the external clock source 50, and achieves clock synchro-
nization with the external clock source via quantum channel
30 and communication channel 40. Optionally, the controller
22 may be coupled to an external clock source 52 (as shown
in broken lines) but does not trust the external clock source.
Communication with the source device 10 via the quantum
channel 30 and communication channel 40 enable the
receiver device 20 to confirm whether to trust the external
clock source in this optional configuration.

The time distribution system 100 in the illustrated
embodiment may enable the source device 10 1n communi-
cation with the external clock source 50 to distribute the time
of the external clock source 30 over large distances 1n a
verifiable manner. The receiver device 20 1n the illustrated
embodiment 1includes a recerver device clock 21 that can be
synchronized with the external clock source 50 via the
quantum channel 30. This way, the receiver device clock 21
may provide precision timing capabilities to the receiver
device 20 without utilizing a direct interface to the external
clock source 50.

In the 1llustrated embodiment, the source device quantum
interface 32 1s configured to transmit a photon pulse accord-
ing to the external clock pulse of the external clock interface
52. The photon pulse may include a plurality of photons that
are phase modulated randomly from a phase set of {0, 7, 71/2,
3m/2}. This phase set is based on the BB84 protocol for
quantum key distribution—it should be understood, how-
ever, that the phase set and/or protocol may be different. The
photon pulse with a group of photons may also be described
as a “frame”. Each frame may include hundreds of photons
whose phase 1s changed randomly from among the phase set.

The photon pulse may be frequency modulated between at
least two modulation frequencies to indicate a transition
between intervals of the external clock pulse. For example,
the photon pulse may be modulated between 0.5 kHz and 1
kHz to indicate one second ticks according to the 1 PPS
generated from the external clock interface. The photons,
themselves, may be generated at a frequency other than the
at least two modulation frequencies, including, for example,
5> MHz. The source device 10 may communicate a time of
transmission (TOT) for the photon pulse to the receiver
device 20 using the communication channel 40.
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The photons of the photon pulse may function as direct
carriers of timing information. Additionally, the techniques
for quantum distribution of information, described herein,
can be incorporated into the system to provide a degree of
security along with the timing resolution provided by the
timing information carried by the photons of the photon
pulse. In other words, the timing information may be carried
in the photons” arrival times, while the specific quantum
states may be used to verily the integrity of the transmission
link. For these and other reasons, this configuration can be
described as quantum time distribution (QTD). The quantum
bit error rate (QBER) with respect to the photon pulse and
the weak signal may be monitored to determine the integrity
of the quantum channel 30.

The recerver device 20 may detect one or more photons of
the photon pulse, and log a time of arrival (TOA) with
respect to the detected photons. The controller 22 of the
receiver device 10 may be capable of registering a photon
arrival from a detector against a fast internally gated clock,
such as a clock in an FPGA with picosecond resolution.

The photon pulse may be attenuated to a weak signal that
1s a weak coherent state approximation of a single photon.
In other words, attenuation of laser pulses or the photon
pulses may be utilized to approximate a single photon
scheme. The weak signal may be sent (e.g., retlected) back
to the source device 10 via the quantum channel 30. One or
more photons of the weak signal may be phase modulated
according to the phase set utilized by the source device 10.
The weak signal may be detected by a photon detector of the
source device 10. The time of return (TOR) of the one or
more photons 1n the weak signal may be logged, and used as
a basis to calculate a one-way time of flight (TOF) for the
photon pulse. As an example, the total distance of travel for
the photons returned 1n the weak signal 1s substantially twice
the one-way distance to the receiver device 20. Accordingly,
the one-way time of tlight may be calculated as half the
difference between the TOR and TOT. The TOR and/or the
TOT may be communicated via the communication channel
40 to the recerver device 20 so that a compensation metric
can be calculated with respect to the receiver device clock
21.

The source device 10 may synchronize each of the photon
pulses and the measured line length or TOF, and apply phase
modulation and gate single photon detectors to align with
the returning photon with respect to each photon pulse. This
enables the source device 10 to match frames and pulses of
the weak signal. The frames and the pulses of the weak
signal may be matched with a high degree of resolution,
such as within a nanosecond. With the frames and pulses
being matched, the source device 10 may determine when to
apply phase modulations and when to gate the photon
detectors. The receiver device 20 1n this context may syn-
chronize to the incoming photon pulses or frames from the
source device 10.

In one embodiment, the TOA registered in the receiver
device 10 may be communicated to the source device via the
communication channel 40. The source device 10 may be 1n
communication with the external clock source 350 (e.g., a
GPS receiver measured with a high speed FPGA). The time
difference between the TOA and the external clock source 50
may be communicated over the communication channel 40,

and used to monitor and/or adjust the clock 21 of the
receiver device 20.

It should be noted that although the present disclosure
focuses generally on distribution of time information from
one device to another, the present disclosure 1s not so
limited. The time distribution system 100 may enable mul-
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tiplexed time distribution, for example to enable a single
trusted clock to distribute time to multiple nodes on an
clectrical grnid. Multiplexed operation can be achieved by
applying accessible QKD for cost-ellective secret sharing
(AQCESS), whereby quantum nodes are added to an exist-
ing quantum communications system. Here, additional
nodes (C1,C2 ... Cn) placed in-line on the quantum channel
perform their own phase shiits to the propagating photon. In
such a way, time can be distributed securely between the
master clock/node and any client on the network. Further

examples of a multiplexed system, such as an AQCESS
system, are described in U.S. Pat. No. 8,964,989, entitled

METHOD FOR ADDING NODES TO AQUANTUM KEY
DISTRIBUTION SYSTEM, 1ssued Feb. 24, 2015, to
Grice—the disclosure of which 1s hereby incorporated by
reference 1n its entirety.

The compensation metric may be calculated as the TOA
of the pheten pulse (logged against the receiver device clock
21) offset by the diflerence between the TOA and the TOT

(in sync with the external clock source) and further offset by
the TOF. Put differently, the logged TOA may be ahead or
behind the external clock source. By comparing the TOA
measured by the receiver device 10 against the TOT synced
to the external clock source 50, and adjusting for the TOF for
the photon pulse, the time difference between the receiver
device clock 21 and the external clock source 50 can be
determined with high precision (e.g., on the order of nano-
seconds, preferably picoseconds). The time difference may
be utilized to adjust the receiver clock 21 ahead or back
depending on whether the receiver device clock 21 leads or
lags the external clock source 50.

In the 1llustrated embodiment, the quantum channel facili-
tates high precision time distribution with respect to the
external clock source 50. Each external clock pulse gener-
ated at an interval associated with the external clock source
50 may generate a photon pulse, for which the system may
determine to adjust the receiver device clock 21 forward or
backward to align with the external clock source 50. For
instance, the 1 PPS signal used to gate the photon pulses may
cnable the receiver device 20 to synchronize with the
external clock source 50 every second. The frequency modu-
lation of the photon pulses may facilitate associating each
photon pulse with the TOT communicated via the commu-
nication channel 40 to the receiver device 20.

The time distribution system 100 according to one
embodiment facilitates synchronizing one or more remote
clocks with an external clock source 50. In some instances,
a malicious device, such as Eve, may attempt to compromise
the quantum ehannel integrity or adversely aflect synchro-
nization ol the one or more remote clocks to the external
clock source 30. The time distribution system 100 may
provide quantum verification to enable verification of the
channel integrity. This quantum verification may detect
malicious activity on the quantum channel. For example,
quantum verification may be utilized to detect a man-in-the-
middle (MITM) attack on the quantum channel. The use of
single photons 1n the weak signal may substantially ensure
that any eavesdropping attempts introduce errors that can be
detected by the source device 10.

In the illustrated embodiment, Eve may be disposed with
access to the quantum channel between the source device 10
and the recerver device 20. Eve may attempt to skew
synchronization by blocking the photon pulse from the
source device 10, and sending a delayed version of the
photon pulse. The time distribution system 100 may detect
this type of attack primarily because there 1s asymmetry
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the weak signal. Eve’s attempt to block the photon pulse, 1n
order to spoof 1t, 1s likely to mvolve significant suppression
of activity on the quantum channel 30. As a result, the weak
signal 1s unlikely to be detected by the source device 10.
Alternatively, 11 Eve reduces suppression eflorts to allow the
weak signal to return over the quantum channel 30, the
photon pulse from the source device 10, separate from Eve’s
spooled version of the photon pulse, 1s likely to be received
by the receiver device 20. Interference caused by receipt of
the photon pulse from the source device 10 and the spoofed
version from Eve may be detected and identified as an
integrity attack.

It should be understood that the time distribution system
100 may be implemented across many types of technology
realms, including government, industrial, and military sys-
tems. An example realm 1s the electric grid in which there
have been increased levels of automation and efiorts to
improve the reliability of the power system with existing
inirastructure (e.g., existing distribution centers or power
sub-stations). Control and protection functions of the elec-
tric grid may be dependent on data that 1s synchronized over
a large geographic area, including between a first system and
a second system located a generally large distance from the
first system. One conventional method of synchronization
between the first system and the second system includes use
of GPS signals received in each system. The first system and
the second system may rely on synchronization with the
GPS signals with resolution to 1 millisecond or less. How-
ever, as discussed herein, the first and second system have
no control over the GPS, and the GPS 1s potentially vulner-
able to spoofing or denial of service attacks.

The first and second systems may include one or more
control components for facilitating accurate management of
the electric load, generation of power, and delivery of power.
One such control component may utilize state estimation by
monitoring one or more parameters of the electrical gnd
over a wide area. An example of such a component 1s a phase
measurement unit (PMU), which can deliver substantially
accurate snapshots of the grid state at high temporal reso-
lution, providing information to operators for eflective man-
agement of the grid. The mformation may be utilized to
assist 1n voltage regulation and power tlow control. In one
embodiment, the PMU may incorporate one or more aspects
of the source device 10 and/or the receiver device 20
described herein to facilitate high temporal resolution with
respect to measurements obtained from the electrical gnid. A
PMU i1ncorporating the receiver device 20 in accordance
with one embodiment may avoid use of a GPS signal for
time 1iformation, or may confirm whether time information
from a GPS signal 1s trustworthy.

In one embodiment, the PMU may include capabilities to
communicate, control and archive meter data with reliance
on a GPS receiver. A PMU, such as the one available from
Schweitzer Engineering Laboratories (SEL) and the SEL
synchrowave software may be modified to utilize the timing,
distribution system 100 according to an embodiment
described herein. This may avoid each PMU relying only on
its own GPS recerver for timing information. The time
distribution system 100 may enable a PMU 1n this frame-
work to utilize timing information from another PMU, or to
coniirm validity of the clock output from the GPS receiver
of the PMU, or a combination thereof.

With the time distribution system 100 utilized by the first
and second systems, precision timing information may be
provided to geographically separate locations 1n a way that
reveals tampering attempts. Electrical delivery in dense
urban environments with closely spaced substations (e.g.,




Us 10,110,369 B2

9

less than 40 miles apart) and optical fiber availability may be
retrofitted with the time distribution system 100.

Turning to the illustrated embodiment of FIG. 2, the
quantum channel 30, source device quantum interface 32,
and receiwver device quantum interface 34 are shown 1n
turther detail. The quantum channel 30 may be implemented
as a fiber optic that enables transmission of single photons.
It should be understood that the quantum channel 1s not
limited to fiber optic and may be implemented in any type
of channel that can transmit quantum information (e.g., the
state of a qubit). The communication channel 40 shown 1n
the 1llustrated embodiment of FIG. 1 as being separate from
the quantum channel 30, but it should be understood that the
communication channel 40 may utilize the same physical
medium of transfer as the quantum channel 30 (e.g., the
communication channel and the quantum channel may be
implemented on the same fiber optic).

The source device quantum interface 32 and receiver
device quantum interface may form an auto compensating
optical platform that provides stability with respect to ther-
mal drift and vibration. The source device quantum interface
32 may include one or more of the following: a photon
source 63, a circulator 66, a first photon detector 64, a
second photon detector 65, a beam splitter 67, a phase
modulator 68, and a polarized beam splitter 69. The receiver
quantum interface 34 may include one or more of the
following: a bandpass filter 70, a beam splitter 71, a first
optical attenuator 72, a second optical attenuator 73, a
detector 74, a phase modulator 735, and a faraday mirror 76.
An example quantum interface with an auto compensating,
optical platform used 1n the realm of quantum key distribu-
tion (QKD) 1s the Clavis2 system available from ID Quan-
tique. This system for quantum key distribution 1s described
in further detail in U.S. Pat. No. 6,438,234, entitled QUAN-
TUM CRYPTOGRAPHY DEVICE AND METHOD, 1ssued
Aug. 20, 2002, and Quantum Key Distribution over 67 km
with a plug & play system, D. Stucki et al., submitted Mar.
22, 2002—the disclosures of which are incorporated herein
by reference 1n their entirety.

The photon source 63 may be configured to generate a
train of bright light pulses (e.g., photon pulses) sent over the
quantum channel 30, which 1n this case 1s a fiber link (e.g.,
single mode fiber) between the source device 10 and the
receiver device 20. Upon arrival at the receiver device 20,
the incoming photon pulse train may trigger the photon
detector 74. The time of arrival (TOA) of the photon pulse
train may be used as a basis for synchronizing the receiver
device clock 21 to the external clock source 50 and/or the
source device clock 11.

The receiver device 20 may attenuate the photon pulse
train using the attenuator 73, and reflect the attenuated
photon pulse—now a weak signal or weak coherent state
approximation of a single photon—back to the source device
10 along the same optical fiber used to transmit the photon
pulse train to the receiver device 20. The receiver quantum
interface 34 may apply one of four possible phase shiits
(e.g., from the phase set described herein) that are chosen at
random to the pulse train before sending 1t back along the
same optical fiber to the source device 10.

In the illustrated embodiment, the generally high intensity
or bright photon pulses generated by the source quantum
interface 32 may be highly attenuated by the attenuator 735
of the receiver quantum interface 34 so that they can be
approximated as single photons. This configuration may
provide sensitivity to attempts at eavesdropping or tamper-
ing. The single photons returming to the source quantum
interface 32 may be phase shifted by the source quantum
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interface 32 according to one of two possible phase shifts
applied at random. The single photons may be detected by
one of two single-photon avalanche detectors 635, 65. Over
the communication channel 40, which may be a public
communication channel (e.g., the internet), the source
device 10 and the receiver device 20 may exchange partial
information about the phase shift values, and then use this
information to verily integrity of the quantum channel 30.
Errors 1n the process may indicate the potential presence of
cavesdropping or tampering on the quantum channel 30. In
other words, the quantum bit error rate (QBER) may be
monitored to determine integrity of the quantum channel 30.

The round trip delay or time of flight (TOF) may be
measured with the source quantum interface 32 and receiver
quantum interface 34 with high accuracy and precision, such
as within 20 picoseconds. This may enable high precision
clock synchronization between two (or more) distant
devices.

In the illustrated embodiment, the source device quantum
interface 32 includes a pulse controller 62 configured to
control operation of the photon source 63. According to one
embodiment of the present disclosure, the photon source 63
may be frequency modulated between two frequencies cor-
responding to ticks of a 1 PPS. Each tick is associated with
one of the two frequencies, where the frequency for each
tick 1s different from that of the prior tick. In this way, the
photon source 63 alternates between the two frequencies
according to the 1 PPS. The first frequency may be 1000 Hz,
and the second frequency may be 500 Hz. The photons
output from the photon source 63 may be approximately 5
MHz. The receiver device 20 may detect early or late arrival
of the photon pulse (or frame), and trigger a 1 PPS 1n the
receiver device 20 accordingly to achieve synchromization
with the 1 PPS of the source device 10.

The delay times are either substantially constant (e.g.,
hardware or electronic delays) or measureable (e.g., TOF).
The source device 10 and the receiver device 20 may
compensate for such delay times in software and resynchro-
nize the clocks 11, 21 based on the photon pulse and weak
signal communicated over the quantum channel 30. This
may prevent stead walk off of two similar but different
clocks such as a clock of an FPGA or walk ofl due to a GPS
spoofing attack. The clocks 11, 21 may be synchronized to
the external clock source 50 or to each other, with one of the
devices being the master clock.

As discussed herein, the photon pulses from the source
quantum interface 32 may be emitted at one of two frequen-
cies (e.g., 500 Hz and 1000 Hz). Each photon pulse or frame
may 1nclude many photons at another frequency, such as 5
Mhz. The receiver quantum interface 34 may gate the
detector 74 at a frame rate of 1000 Hz and the same number
of photons and MHz frequency within each frame. The 1 Hz
signal may encode time mnformation that can be processed
by the receiver device 20. The frequency of the photon
pulses (e.g., 500 Hz and 1000 Hz) 1n the 1llustrated embodi-
ment may be described as the photon frame frequencies,
rather than the photon frequency or frequency of the photons
themselves. The actual photon frequency may be much
higher, such as approximately 1x10°15 Hz.

In conjunction with each frame that 1s sent from the
source quantum interface 32, the source device 10 may

publicly announce the TOT {for the frame. The receiver
device 20 may use the TOT information along with the TOF
to determine when the frame should have arrived. A com-
parison of the predicted TOA (based on TOT and TOF) to
the actual TOA for the frame maybe conducted to determine
a compensation metric for the receiver device clock 21.
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The source quantum interface 32 and receiver quantum
interface 34 may enable synchronization of a clock, such as
the external clock source 50, at one location with a master
clock at a second, remote location (e.g., the receiver device
clock 21). The timing signal can be transmitted across an
optical link type of the quantum channel 30 1n the form of
a photon pulse, and single photons returned from the
receiver quantum interface 34 may be used to verily integ-
rity of the link.

In one embodiment, the latency of the quantum channel
30 or the TOF may be established by measuring the total
time for a short optical pulse to travel from the source device
10 to the receiver device 20 and then back along the
quantum channel 30. With this round trip time established,
the source device 10 and/or the receiver device 20 may be
capable of synchronizing with the other via transmission and
receipt of an optical pulse. The master clock or the clock
against another device 1s to be synchronized may reside or
be provided to either the source device 10 or the receiver
device 20. Because the actions of the source device 10 and
the recerver device 20 may be optically synchronized, syn-
chronization in either device may be achieved by a local
measurement of the time difference between the master
clock and the local clock at either device. This time difer-
ence can be broadcast to the other device via the commu-
nication channel 30, enabling both the source device 10 and
the receiver device 20 to reference the master clock.

To substantially avoid, detect, or prevent efforts to skew
synchronization or aflect the integrity of the quantum chan-
nel 30, single photons may be communicated back across the
quantum channel 30, and phase shifts may be applied for
quantum verification. Short optical pulses or the photon
pulse as described herein may be attenuated to the single
photon level. The source device 10 and the receiver device
20 may apply phase shiits respectively to the photon pulse
and the weak signal (or single photon approximation).
Efforts by Eve to monitor or affect the quantum channel 30
may be visible to one or both of the source device 10 and the
receiver device 20 1n improper or unexpected changes to the
phase of the photons in the photon pulse and/or weak signal.
This way channel integrity can be substantially verified.
Additionally, or alternatively, quantum verification may
generate a random sequence of bits shared between the
source device 10 and the receiver device 20. This random
sequence of bits may form a shared key that can be used for
additional encryption or authentication tasks.

In one embodiment, the source quantum interface 32 and
the receiver quantum interface 34 may use detection events
in each frame for the BB84 quantum key distribution
algorithm and an error correction algorithm to determine
QBER. If the photons arrived at the correct time and the
QBER 1s low, the receiver device 20 can proceed with a high
degree of confidence that the source device 10 1s the source
of the timing information.

As discussed herein, the frames detected at the receiver
device 20 may be phase modulated and returned as single
photons to the source device 10. The source device 10 and
the receiver device 20 may conduct a BB84 algorithm and
an error correction algorithm, such as a recursive parity
checking algorithm known as a cascade algorithm. The
source device 10 and the receiver device 20 may determine
the QBER, which provides a measure of whether or not
quantum channel 30 or the frames have been tampered with.
The QBER by i1tsell may not be entirely suflicient for
security as the losses in the system mean that the source
device will only detect a few bits per frame. To oflset the
ellect of the losses, the receiver device 30 may log the TOA
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for each frame on the receiver device clock 21. Because the
source device 10 knows the round trip line length and the
TOT {for a frame, the source device 10 can confirm that a
frame was not shifted in time by an adversary.

A method of distributing time information to enable
synchronization i an authenticated manner 1s provided
according to one embodiment. The method may include two
primary steps. First, a source device may transmit a timing,
signal, T on a communication channel 40 from the source
device 10 to the receiver device 20. The timing signal T may
be include a time or times stored 1 memory or calculated
using a previously agreed upon formula. Second, the method
may include transmitting a quantum system Q from the
source device 10 to the receirver device 20. The quantum
system may be prepared in a randomly chosen state and may
be measured by the receiver device 20 1n a randomly chosen
measurement basis. These actions provide a degree of assur-
ance that the measurement result 1s perfectly corrected with
the preparation state only when the proper basis 1s chosen.
In other words, the timing signal T may be authenticated
through the following: 1) the receipt of quantum system Q
at the expected time relative to T; and 2) verification that the
quantum properties of quantum system (Q have not been
altered.

In one embodiment, the source device 10 1s Alice and the
receiver device 20 1s Bob. Each party A, B can send or
receive the timing signal T and the quantum system Q. For
instance, one party may send both the timing signal T and
the quantum system (Q to the other party. As another
example, one party may send the timing signal T and receive
the quantum system Q.

For purposes of disclosure, the following example 1s
described 1n connection with Alice sending both the timing
signal T and the quantum system Q. Prior to synchroniza-
tion, Alice and Bob measure or calculate latencies with
respect to the communication channel 40 and the quantum
channel 30. The latency of the communication channel 40 1s
identified as LT, and the latency of the quantum channel 40
1s 1dentified as L_Q With this information obtained, syn-
chronization may proceed as follows. Alice may send the
quantum system Q and the timing signal T at respective
times of transmission Q and T or TOT-Q and TOT-T. These
respective times, TOT-Q and TOT-T, may be announced
publicly. Bob may subsequently receive the quantum system
Q and the timing signal T at respective times of arrival or
TOA-Q and TOA-T.

At this stage, Bob may confirm that the quantum system
Q was received at the expected time, relative to the timing
signal T. This may be performed according to the following
formula: (TOA-Q-TOA-T)-(TOT-Q-TOT-T)=L_Q-L_T.

Bob may conduct a measurement of the quantum system
QQ and announce the measurement basis to Alice. If Bob
measured in the same basis that Alice used to prepare the
quantum system Q, then Alice announces the prepared state
of the quantum system Q. B may compare the prepared state
of the quantum system Q with the measured state of the
quantum system Q. If the comparison indicates the prepared
state and the measured state are substantially the same, then
Bob may conclude that the quantum system Q received 1s the
same as the quantum system sent. In other words, Alice and
Bob may conduct this sequence for many quantum systems
(e.g., a stream of photons), and may compile statistics
pertaining to the correlation between the prepared and
measured states. The error rate may establish an upper
bound on the degree to which an adversary might have
tampered with the quantum system Q.
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A method of distributing time according to one embodi-
ment of the present disclosure 1s shown in FIG. 3 and
generally designated 200. The method includes receiving an
external clock signal, such as a 1 PPS. Step 202. The
controller 12 may trigger the pulse controller 62 of the
quantum source device quantum interface 32 to generate a
photon pulse with phase modulation. Step 204. The phase
modulation may aflect the phase of the photons in the photon
to a phase of the phase set. The controller 12 may commu-
nicate the time of transmission (TOT) via the classical
channel or communication channel 40 to the receiver device
20. Step 206. This TOT may be stored in memory of the
controller 22 of the receiver device 40. The controller 12
may also communicate information relating to the phase
modulation applied to the photons in the photon pulse.

The recerver device 20 may receive the photon pulse and
log the time of arrival (TOA) based on the clock 21 of the
receiver device 20. Step 208. The controller 22 of the
receiver device 20 may phase modulate one or more photons
of the photon pulse and return the one or more photons to the
source device 10 via the quantum channel 30. The one or
more photons returned to the source device 10 may form part
ol a weak si1gnal that 1s the weak coherent state approxima-
tion of a single photon from the photon pulse. This weak
signal may be generated from an attenuator, such as the
attenuator 73 of the receiver device quantum interface 34.
The controller 22 may communicate, via the communication
channel 40, information to the source device 10 that relates
to the phase modulation applied to the weak signal. The
source device 10 and/or the receiver device 20 may compare
the information relating to the phase modulation of the
photon pulse and the weak signal to determine integrity of
the quantum channel and whether Eve has attempted an
attack. Steps 220, 222.

The source device 10 may determine the time of flight
(TOF) for photons of the photon pulse based on the time of
return (TOR) and the time of transmission (1TOT). Step 214.
Because the time of flight depends on physical parameters of
the time distribution system 100, the time of flight may not
vary significantly over time. As a result, the time of thght for
a photon pulse may be reused for one or more subsequent
pulses. For instance, the time of flight may be determined
initially and used for each subsequent photon pulse. Another
example includes determining the time of flight at an inter-
val (e.g., every hour, or ever 1000 pulses) or 1n response to
a condition or event.

The source device 10 may communicate the time of tlight
information to the receiver device 20 via the communication
channel 40. Step 216. The receiver device 20 may utilize the
time of flight information, the time of arrival information,
and the time of transmission nformation to generate a
compensation metric for the receiver clock 21 to synchro-
nize with the 1 PPS generated from the external clock source
50 communicatively coupled to the source device 10. Step
218. Additionally, or alternatively, the controller 22 of the
receiver device 20 may determine whether an untrusted
clock in communication with the controller 22 1s accurate or
substantially synchronized to the trusted, external clock
source 50 coupled to the source device 10. The controller 22
may optionally be coupled directly to an untrusted clock
signal 352, as shown in FIG. 1, and compare the trusted
external clock source 50 to the untrusted clock signal 52 to
determine whether the untrusted clock signal 52 can be
trusted with a degree of confidence. In one embodiment, the
receiver device 20 may generate a detection signal to
another device 1n response to the 1 PPS signal synched with
the external clock source 50 that 1s coupled to the source
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device 10. The detection signal may be compared against the
untrusted clock signal 52 to determine whether the untrusted
clock signal 52 1s accurate.

Experimentally, a spooied, untrusted clock signal 52 has
been provided to the receiver device 20, and compared
against the detection signal generated with the time distri-
bution system 100 as described herein. The detected delay of
the untrusted clock signal 52 relative to the trusted external
clock source 50, coupled to the source device 10, was
determined to be substantially equal to the delay introduced
into the spooted, untrusted clock signal. The untrusted clock
signal 52 and the external clock source 50 1n this experiment
were GPS signals. The untrusted clock signal 52 was
coupled to a vaniable electronic time delay so that difierent
conditions could be tested. The time distribution system was
able to detect a slow walk off of the spoofed GPS signal on
the side of the recerver device 20 in comparison with the
QTD synchromized signal over 12 km of dark single mode
fiber with multiple splices and fiber connectors.

The process may continue with transmission of photon
pulses from the source device 1n accordance with the 1 PPS
from the external clock source 50, or another time charac-
teristic of the external clock source 50 (e.g., every 10
seconds). In this way, the receiver device 20 may synchro-
nize the receiver clock 21 to the trusted, external clock 50 or
authenticate the output of an untrusted clock. Synchroniza-
tion and/or authentication may be conducted periodically, or
in response to an event or condition being satisfied.

The 1llustrated embodiment of FIG. 4 shows the amount
of delay added to a GPS signal to generate an untrusted local
GPS (corresponding to the untrusted clock source 52) vs. the
amount of difference between a) a synchronized clock 21 1n
the receiver device 20 1n accordance with an embodiment
the time distribution system 100 and b) the actual GPS
signal. As the Spooﬁng takes place the GPS signal can be
seen to walk off from the synchronized clock 21. The slope
of 1 for this data at a millisecond scale indicates the accuracy
of the synchronized clock 21.

Directional terms, such as “vertical,” “horizontal,” “top,”
“bottom,” “upper,” “lower,” “inner,” “inwardly,” “outer”
and “outwardly,” are used to assist 1n describing the inven-
tion based on the orientation of the embodiments shown in
the 1llustrations. The use of directional terms should not be
interpreted to limit the 1nvention to any specific
orientation(s).

The above description 1s that of current embodiments of
the mnvention. Various alterations and changes can be made
without departing from the spirit and broader aspects of the
invention as defined in the appended claims, which are to be
interpreted 1n accordance with the principles of patent law
including the doctrine of equivalents. This disclosure 1is
presented for illustrative purposes and should not be inter-
preted as an exhaustive description of all embodiments of
the mnvention or to limit the scope of the claims to the
specific elements illustrated or described 1n connection with
these embodiments. For example, and without limitation,
any individual element(s) of the described invention may be
replaced by alternative elements that provide substantially
similar functionality or otherwise provide adequate opera-
tion. This includes, for example, presently known alternative
clements, such as those that might be currently known to one
skilled 1n the art, and alternative elements that may be
developed 1n the future, such as those that one skilled 1n the
art might, upon development, recognize as an alternative.
Further, the disclosed embodiments include a plurality of
teatures that are described in concert and that might coop-
eratively provide a collection of benefits. The present inven-
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tion 1s not limited to only those embodiments that include all
of these features or that provide all of the stated benefits,
except to the extent otherwise expressly set forth in the
issued claims. Any reference to claim elements in the
singular, for example, using the articles “a,” “an,” “the” or
“said,” 1s not to be construed as limiting the element to the
singular. Any reference to claim elements as “at least one of
X, Y and 7Z” 1s meant to include any one of X, Y or Z
individually, and any combination of X, Y and Z, for

example, X, Y, 7Z; X, Y; X, Z; and Y, Z.

The 1nvention claimed 1s:
1. A method of distributing time information from a
source device to a recetver device over a quantum channel,
the source device operably coupled to an external clock
source, said method comprising:
sending a photon pulse according to a time characteristic
of the external clock source over the quantum channel
from the source device to the recerver device;

communicating a time of transmission of the photon pulse
from the source device to the receiver device over a
communication channel;

detecting, in the receiver device, an arrival time of one or

more photons of the photon pulse;

returning one or more photons of the photon pulse to the

source device via the quantum channel; and

determining a receiver synchronized clock based on a

time of flight of the photon pulse sent by the source
device, the arrival time of the one or more photons
detected 1n the receiver device, and the time of trans-
mission ol the photon pulse communicated from the
source device to the receiver device.

2. The method of claim 1 comprising;

changing a phase of a plurality of photons of the photon

pulse;

attenuating each photon pulse received in the receiver

device to a weak signal with one or more returning
photons to be returned to the source device via the
quantum channel, wherein a phase of one or more
returning photons 1s changed; and

wherein said returning one or more photons comprises

sending the weak signal over the quantum channel from
the recerver device to the source device.

3. The method of claim 2 comprising:

communicating, via the communication channel, source

phase modulation information with respect to the phase
of the plurality of photons of the photon pulse sent from
the source device;

communicating, via the communication channel, receiver

phase modulation information with respect to the phase
of the one or more returning photons; and

verilying absence of malicious activity on the quantum

channel based on the source phase modulation infor-
mation and the receiver phase modulation information.

4. The method of claim 2 wherein the phase of each of the
plurality of photons of the photon pulse 1s modulated
randomly from the set of {0, m, /2, 3n/2}, and wherein the
phase of each of the one or more return photons 1s modulated
randomly from the set of {0, &, w/2, 37/2}.

5. The method of claim 1 comprising determining a time
of tlight based on the time of transmission of the photon
pulse and a time of arrival in the source device of the one or
more photons returned from the receiver device to the source
device.

6. The method of claim 1 comprising sending the photon
pulse at an interval according to the time characteristic of the
external clock source.
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7. The method of claim 6 wherein the interval 1s once per
second, and wherein the receiver synchronized clock 1s
re-synchronized to the external clock source once per sec-
ond.

8. The method of claim 6 comprising frequency modu-
lating photon pulses sent at the interval between a first
frequency and a second frequency such that single photons
are emitted 1n each photon pulse at one of the first or second
frequencies, wherein the mterval 1s encoded 1n the switching
between the first and second frequencies.

9. The method of claim 8 wherein a frequency of the
single photons of each photon pulse 1s a third frequency
different ifrom the first and second frequencies.

10. The method of claim 1 wherein the external clock
source 15 a GPS signal, wherein the source device and
receiver device are controllers on an electrical grid, com-
prising determining in the source device status information
of the electrical gnd relative to a time of the external clock
source, comprising determining in the receiver device status
information of the electrical grid relative to the time of the
external clock source.

11. A time distribution system comprising:

a quantum channel configured to transier photons

between a source device and a recerver device;

a commumnication channel configured to facilitate com-
munication between the source device and the receiver
device;

said source device operably coupled to an external clock
source, said source device configured to transmit a
photon pulse over the quantum channel according to a
time characteristic of the external clock source, said
source device configured to communicate a time of
transmission of the photon pulse to the receiver device
via the communication channel;

said receiver device with a receiver device clock, said
receiver configured to detect an arrival time of one or
more photons of the photon pulse and to return one or
more photons of the photon pulse to the source device
via the quantum channel; and

wherein said receiver device 1s configured to determine a
receiver synchronized clock that 1s synchronized to the
external clock source based on a time of flight of the
photon pulse sent by the source device, the arrival time
of the one or more photons detected 1n the receiver
device, and the time of transmission of the photon pulse
communicated from the source device to the receiver
device.

12. The system of claim 11 wherein:

said source device 1s configured to change a phase of a
plurality of photons of the photon pulse;

said recerver device 1s configured to attenuate each photon
pulse received to generate a weak signal with one or
more returning photons to be returned to the source
device via the quantum channel, wherein a phase of the
one or more returning photons 1s changed; and

said receiver sends the weak signal to the source device
via the quantum channel.

13. The system of claim 12 wherein source phase modu-
lation information with respect to the phase of the plurality
ol photons of the photon pulse sent from the source device
1s communicated to the receiver device via the communi-
cation channel, and wherein receiver phase modulation
information with respect to the phase of the one or more
returning photons 1s communicated to the source device via
the communication channel; and

wherein at least one of the source device and the receiver
device verifies absence of malicious activity on the
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quantum channel based on the source phase modulation

information and the receirver phase modulation infor-
mation.

14. The system of claim 12 wherein a time of flight 1s

determined based on the time of transmission of the photon

pulse and a time of arrival in the source device of the one or

more returning photons of the weak signal sent to the source
device.

15. The system of claim 12 wherein the source device 1s
configured to send the photon pulse at an interface according
to the time characteristic of the external clock source.

16. The system of claim 15 wherein the interval 1s once
per second, and wherein the recerver synchronized clock 1s
re-synchronized to the external clock source once per sec-
ond.

17. The system of claim 15 wherein the frequency of the
photon pulses sent at the interval 1s modulated between a
first frequency and a second frequency such that single
photons are emitted 1n each photon pulse at substantially one
of the first or second frequencies, wherein the interval is
encoded 1n the switching between the first and second
frequencies.

18. The system of claim 17 wherein a frequency of the
single photons of each photon pulse i1s a third frequency
different ifrom the first and second frequencies.

19. The system of claim 11 wherein the external clock
source 1s a GPS signal and the source device 1s a controller
on an electrical grid that determines status information
relative to a time of the external clock source, and wherein
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the recerver device 1s another controller on the electrical grid
separated geographically from the controller and configured
to determine status information relative to the time of the
external clock source.

20. A device comprising:

a quantum channel interface configured to receive and
transmit photons with respect to a source device,
wherein the source device 1s operably coupled to a
trusted clock source, said quantum channel interface
configured to attenuate photons received;

a communication channel configured to communicate
information with the source device;

a photon detector configured to detect an arrival of one or
more photons of a photon pulse received from the
source device; and

a controller operably coupled to the photon detector and
the communication channel, said controller configured
to receive time of transmission information for the
photon pulse via the communication channel, said
controller configured to store an arrival time of the one
or more photons detected by the photon detector, said
controller configured to determine a clock output syn-
chronized to the trusted clock source, wherein the clock
output 1s determined based on a time of flight of the
photon pulse sent by the source device, the arrival time
of the one or more photons detected by the photon
detector, and the time of transmission information of
the photon pulse recerved from the source device.
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