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whether there 1s abnormal forwarding behavior 1n forward-
ing process of recerved data packet according to the Trie tree
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VERIFYING METHOD AND DEVICE FOR
CONSISTENCY OF FORWARDING
BEHAVIORS OF ROUTER DATA BASED ON
ACTION CODES

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims priority to and benefits of Chinese
Patent Application Serial No. 201510165810.7, filed with
the State Intellectual Property Oflice of P. R. China on Apr.
9, 20135, the entire contents of which are incorporated herein
by reference.

FIELD

The present disclosure relates to router technology, and
more particularly, to a verifying method for consistency of
forwarding behaviors of router data based on action codes
and a veritying device therefor.

BACKGROUND

During forwarding behavior of router data, some behav-
iors are normal and some are abnormal. For example,
generally, there 1s a probability of packet loss 1n the for-
warding process. Some packet loss behaviors are normal, for
example, packet loss behavior caused by network conges-
tion 1s normal, and packet loss behavior caused by the router
discarding the data packet intentionally 1s normal. Some
data packets should be forwarded and the router discards
them for some unexpected reasons and this packet loss
behavior 1s abnormal.

However, during the forwarding behavior of the router
data, 1f the forwarding behaviors of the router date are
inconsistent, this may cause problems, such as, network fail
problem or network security problem. Therefore, during the
forwarding process of data, how to determine whether the
forwarding behavior 1s normal 1s important to verily con-
sistence of the forwarding behaviors of the router data.

SUMMARY

Embodiments of a first aspect of the present disclosure
provide a verifying method for consistency of forwarding
behaviors of router data based on action codes. The verify-
ing method considers software programmability between
cach functional module of programmable router fully, and
detects abnormal behavior of the router by using action

sequence and condition sequence of the functional module
cllectively to enable the network operator to find the abnor-
mal behavior effectively and detect the network status in
time.

In our implementation, the vernifying method for consis-
tency of forwarding behaviors of router data based on action
codes, includes following steps of: S1, determining related
functions for a number of functional modules of a router; S2,
configuring action codes for the function modules of the
router, each functional module sending configured action
code to control layer after executing the related function; S3,
configuring condition codes for the functional modules of
the router; S4, combining parts or all of the functional
modules according to a preset combination way; S35, con-
structing a Trie tree, nodes of the Trie tree storing the action
codes of the functional modules; S6, detecting whether there
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1s abnormal forwarding behavior in forwarding process of
received data packet according to the Trie tree and the
received data packet.

The veritying method for consistency of forwarding
behaviors of router data based on action codes, according to
the embodiment of the present disclosure, considers soft-
ware programmability between each functional module of
programmable router fully, and detects abnormal behavior
of the router by using action sequence and condition
sequence of the fTunctional module effectively. The verilying
method introduces Trie coding to improve coding efliciency
and mquiry efliciency. Therefore, the verifying method can
maintain network security while 1t does not aflect perfor-
mance of the router as much as possible.

Embodiments of a second aspect of the present disclosure
provide a veritying device for consistency ol forwarding
behaviors of router data based on action codes. The verify-
ing device includes: a first determining module, configured
to determine related functions for a number of functional
modules of a router; a first configuring module, configured
to configure action codes for the function modules of the
router, each functional module sending configured action
code to control layer after executing the related function; a
second configuring module, configured to configure condi-
tion codes for the functional modules of the router; a
combining module, configured to combine parts or all of the
functional modules according to a preset combination way;
a constructing module, configured to construct a Trie tree,
nodes of the Trie tree storing the action codes of the
functional modules; a detecting module, configured to detect
whether there 1s abnormal forwarding behavior 1n forward-
ing process of received data packet according to the Trie tree
and the recerved data packet.

The verilying device, according to the embodiment of the
present disclosure, considers software programmability
between each functional module of programmable router
tully, and detects abnormal behavior of the router by using
action sequence and condition sequence of the functional
module eflectively. The veritying device introduces Trie
coding to improve coding efliciency and inquiry efliciency.
Therefore, the veritying device can maintain network secu-
rity while 1t does not affect performance of the router as
much as possible.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other aspects and advantages of embodiments
of the present disclosure will become apparent and more
readily appreciated from the following descriptions made
with reference to the accompanying drawings, in which:

FIG. 1 1s a flow chart of a verifying method for consis-
tency of forwarding behaviors of router data based on action
codes, according to an embodiment of the present disclo-
Sure;

FIG. 2 1s a flow chart of a verifying method for consis-
tency of forwarding behaviors of router data based on action
codes, according to another embodiment of the present
disclosure:

FIG. 3 shows a Trie tree of normal packet-discarding
behavior, according to one embodiment of the present
disclosure:

FIG. 4 1s a block diagram of a verifying device for
consistency of forwarding behaviors of router data based on
action codes, according to an embodiment of the present
disclosure; and
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FIG. 5 1s a block diagram of a verifying device for
consistency of forwarding behaviors of router data based on

action codes, according to another embodiment of the pres-
ent disclosure.

DETAILED DESCRIPTION

Reference will be made 1n detail to embodiments of the
present disclosure. The embodiments described herein with
reference to drawings are explanatory, i1llustrative, and used
to generally understand the present disclosure. The embodi-
ments shall not be construed to limit the present disclosure.
The same or similar elements and the elements having same
or similar functions are denoted by like reference numerals
throughout the descriptions.

Following are detailed descriptions for a verifying method
and device for consistency of forwarding behaviors of router
data based on action codes.

FIG. 1 1s a tlow chart of a ventying method for consis-
tency of forwarding behaviors of router data based on action
codes, according to an embodiment of the present disclo-
sure. As shown in FIG. 1, the verifying method includes the
follow steps.

Step S101, related functions for a number of functional
modules of a router are determined.

It 1s to be understood for one having ordinary skill i the
art that, the router includes a number of functional modules.
Each functional module can achieve a corresponding func-
tion. These functions include forwarding function, routing-
table updating function, packet-discarding function, seli-
generating data-packet function, modifying source IP
(Internet Protocol) of packet function, modifying destination
IP of packet function, modilying data-packet payload func-
tion, and verifying function, etc. It 1s noted that, in the
process of determining the related functions for the func-
tional modules of the router, veritying the functional mod-
ules 1s needed. Since the functional module 1s simpler, the
verilying process can be carried out by a third-party manu-
facturer to prevent fraud.

Step S102, action codes for the function modules of the
router are configured, and each functional module sends
configured action code to control layer after executing the
related function.

Specifically, for the need of coding, each functional
module 1s responsible for a corresponding action. After
determining the function for each functional module of the
router, diflerent English alphabets can be assigned to dif-
ferent actions. If the alphabet 1s not enough to assign,
symbols can be used to assign. When one functional module
receives one data packet, the alphabet or the symbol
assigned to the corresponding action 1s sent to the control
layer and 1s recorded 1n the cache corresponding to the data
packet. After the data packet 1s processed normally, the
cache can automatically free up space.

Step S103, condition codes for the functional modules of
the router are determined.

Specifically, some data packets meet the normal forward-
ing sequences, but these data packets do not meet the normal
forwarding conditions. That 1s to say, the condition for
triggering action of the module 1s not satisfied. Therefore, it
needs to configure the forwarding-to-the-next-functional-
module condition code for each functional module. It 1s to
be understood that, Huflman coding has advantages of
shortening a total length of the code and fast finding a match.
Therefore, when configuring the condition codes for the
functional modules, the code information can use Huffman
coding. That 1s, length of the high-use-frequency condition
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code 1s the shortest, and length of the low-use-frequency
condition code 1s long. For example, the condition code can
be coded from O, and then to 1, 00, 01, 000, etc. from the
high use-frequency to the low use-frequency.

It 1s to be noted that, in the embodiment of the present
disclosure, there are flexible call interfaces between the
functional modules. When executing the function once,
signals are pushed twice. One 1s to push the action code to
the control layer to process, and another 1s to push a
corresponding condition code to the control layer before
forwarding the data packet to other functional modules.

Step S104, parts or all of the functional modules are
combined according to a preset combination way.

In the embodiment of the present disclosure, the preset
combination way 1s provided by the router manufacturer.
Signal pushing interface of each functional module 1s
accessed to the upper control layer. Interface call parameters
between the functional modules are action code assigned by
the control layer. After executing self-function, the func-
tional module pushes the code signal to the assigned code
cache. When the data packet i1s fimshed processing, the
cache can automatically free up space. In the embodiment of
the present disclosure, the preset combination way can be a
combination order.

Step S1035, a Trie tree 1s constructed and nodes of the Trie
tree store the action codes of the functional modules.

It 1s to be understood that, since information in the Trie
tree can be found fast, the nodes of the Trie tree can be used
to store the action codes of the functional modules. Since 1t
needs to add the condition code of the functional module, the
edge of the Trie tree can be coded to construct the Trie tree.
Specifically, first, the data packet whose behaviors are
normal 1s used to construct Trie tree representing action set
and condition set. When the router receives one data packet,
the information of action code 1s pushed to the control layer
correspondingly. The control layer caches the information of
action code. After processing the data packet, each func-
tional module of the router sends the data packet to other
functional modules and pushes the sending condition to the
control layer. The control layer saves the sending condition
to the cache. This process constructs Trie tree which
includes information of trigger condition code of the func-
tional module and information of action code of the func-
tional module. It 1s noted that, in the embodiment of the
present disclosure, the default edge behavior from the root
node to the first node 1n Trie tree 1s a reception behavior.

Step S106, whether there 1s abnormal forwarding behav-
1or 1n forwarding process of received data packet 1s detected
according to the Trie tree and the received data packet.

Specifically, in the embodiment of the present disclosure,
first, the data packet corresponding to the behavior of the
router can be obtained and the action code and the condition
code are obtained correspondingly. After that, the action
code and the condition code corresponding to the data
packet are compared to the Trie tree which 1s maintained by
the router, and 1f corresponding code sequence 1s not found
in the Trie tree, that the behavior of the router 1s an abnormal
behavior 1s determined.

For example, the router includes a forwarding module and
a packet-discarding module. When the forwarding module
or the packet-discarding module recerves one data packet, 1t
indicates that the data packet needs to be forwarded or
discarded. Belore processing the date packet, first, the
information of the action code and the condition code
corresponding to the data packet in the cache 1s obtained,
and then, the sequences of the action code and the condition
code 1s compared to self-maintained Trie tree. If the
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sequences do not meet the code sequences 1n the Trie tree,

it indicates that the forwarding behavior or the packet-
discarding behavior 1s abnormal. For example, when one
data packet 1s forwarded to the packet-discarding module,
the packet-discarding module obtains content in the cache 5
and constructs a normal-discarding-packet Trie tree. Node
sequence of the Trie tree indicates a series of conditions and
actions when discarding the data packet normally. Then, the
packet-discarding module finishes the packet-discarding
process and removes the corresponding cache. Besides, after 10
discarding the data packet, the packet-discarding module
pushes a corresponding processing signal (such as a resend-
ing signal, etc.).

Further, 1n one embodiment of the present disclosure, as
shown in FIG. 2, the verifying method further includes: 15
determining whether a new functional module needs to be
added to the router (step S207); and if yes, executing the
steps S102 to S106. Specifically, for a new functional
module, 1t 1s added 1n the router from the step S102 after
verification pass of the third-party manufacturer. It 1s to be 20
understood that, 1n the embodiment of the present disclo-
sure, 1I the newly-added functional module belongs to
hardware update of the router, 1t needs to disable the router
shortly. But i1 the newly-added functional module 1s
achieved by software, the new functional module can be 25
added to the router i1n real time when the router operates
normally. Therefore, since addition of the new functional
module 1s supported, this can improve availability and
extensibility of the consistency verification.

The main principle of the veritying method follows. First, 30
related function for each functional module of the router 1s
determined. Then, an extendable Trie tree 1s constructed by
using data packet of normal behavior. Node of the Trie tree
represents action and edge of the Trie tree represents trigger
condition of the action represented by the node. Node 35
sequence from the root node to the leal node represents a
series of actions in the data forwarding behavior. Edge
sequence from the root node to the leal node represents a
series of trigger conditions 1n the data forwarding behavior.
The node sequence and the edge sequence corresponding to 40
the node sequence constitute a complete forwarding behav-
ior. For all data packets received by the functional module,
their behaviors are detected to determine whether their
behaviors are normal behaviors according to the Trie tree. I
there 1s an abnormal behavior, alert message 1s pushed to 45
control layer immediately.

The veniiying method for consistency of forwarding
behaviors of router data based on action codes, according to
the embodiment of the present disclosure, considers soft-
ware programmability between each functional module of 50
programmable router fully, and detects abnormal behavior
of the router by using action sequence and condition
sequence of the functional module effectively. The veritying
method introduces Trie coding and Huflman coding to
improve coding etliciency and inquiry efliciency. Therefore, 55
the verifying method can maintain network security while 1t
does not aflect performance of the router as much as
possible.

Following are specific examples to show usage of the
verilying method for consistency of forwarding behaviors of 60
router data based on action codes. After the third-party
verifies uniqueness and correctness of functions of the
tfunctional modules, action coding and condition coding are
performed to the router. When the router including the legal
tfunctional modules operates and one functional module 1s 65
executed, the functional module sends its action code and
condition code to the control layer. The codes generated by

6

cach functional module are combined to form a long code,
which 1s called action-condition code of the data packet,
according to an execution order. Since the router can simul-
taneously receive data from multiple ports and generate
multiple action-condition codes. At this time, 1t needs to
assign cache space for storing the action-condition codes.

It 1s assumed that number of commonly-used functional
module of the router 1s 7. The function of the tunctional
module 1s verified by the third-party manufacturer. Table 1
shows 1nformation of action codes of each functional mod-
ule. Table 2 shows information of condition codes of each
functional module when forwarding.

TABLE 1

information of action codes of each functional module

Functional module Action code
Receiving data packet A
Inquiring routing table B
Packet discarding C
Modifying MAC 1nformation D
Forwarding to exit port E
Modifying data-packet payload I3
Verification pass G
TABLE 2
information of condition codes of each
functional module when forwarding
Condition Usage frequency Condition code
Default 0.3 0
Reception 0.15 1
Inquiry 0.15 00
Modification of MAC 0.12 01
Discarding 0.005 010
Buffer queue being full 0.01 001
Forwarding 0.11 10
Modification of data packet 0.045 000
Verification 0.11 11

Since 1t needs to detect abnormal packet-discarding
behavior, it only needs to construct a Trie tree of normal
packet-discarding behavior. As shown i FIG. 3, a code
sequence from the root node to the leal node includes
information of the action codes and the condition codes.
Each code sequence represents a normal packet-discarding
behavior. When recerving one data packet, the packet-
discarding module of the router compares the code sequence
obtained in the cache to the Trie tree. If the code sequence
of the data packet 1s not included in the Trie tree, then 1t
indicates that the packet loss 1s an abnormal packet loss
incident, and alert message 1s pushed to the control layer.

For implementation of the above embodiment, a verifying
device for consistency of forwarding behaviors of router
data based on action codes 1s provided 1n the embodiment of
the present disclosure.

FIG. 4 1s a block diagram of a verifying device for
consistency of forwarding behaviors of router data based on
action codes, according to an embodiment of the present
disclosure. As shown in FIG. 4, the veritying device includes
a first determining module 10, a first configuring module 20,
a second configuring module 30, a combining module 40, a
constructing module 50 and a detecting module 60.

Specifically, the first determining module 10 1s configured
to determine related functions for a number of functional
modules of a router. It 1s to be understood for one having
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ordinary skill in the art that, the router includes a number of
functional modules. Each functional module can achieve a
corresponding function. These functions imnclude forwarding
function, routing-table updating function, packet discarding
function, self-generating data-packet function, modifying
source IP (Internet Protocol) of packet function, modifying
destination IP of packet function, modifying data-packet
payload function, and verifying function, etc. It 1s noted that,
in the process of determining the related functions for the
functional modules of the router, veriiying the functional
modules 1s needed. Since the functional module 1s simpler,
the verifying process can be carried out by a third-party
manufacturer to prevent fraud.

The first configuring module 20 1s configured to configure
action codes for the function modules of the router. Each
functional module sends configured action code to control
layer after executing the related function. Specifically, for
the need of coding, each functional module 1s responsible for
a corresponding action. After the first determining module
10 determines the function for each functional module of the
router, the first configuring module 20 assigns diflerent
English alphabets to different actions. If the alphabet 1s not
enough to assign, symbols can be used to assign. When one
tfunctional module receives one data packet, the alphabet or
the symbol assigned to the corresponding action is sent to
the control layer and 1s recorded 1n the cache corresponding,
o the data packet. After the data packet 1s processed
normally, the cache can automatically free up space.

The second configuring module 30 1s configured to con-
figure condition codes for the functional modules of the
router. More specifically, some data packets meet the normal
forwarding sequences, but these data packets do not meet the
normal forwarding conditions. That 1s to say, the condition
for triggering action of the module 1s not satisfied. There-
fore, the second configuring module 30 needs to configure
the forwarding-to-the-next-functional-module condition
code for each functional module. It 1s to be understood that,
Huilman coding has advantages of shortening a total length
of the code and fast finding a match. Therefore, when the
second configuring module 30 configures the condition
codes for the functional modules, the code information can
use Hullman coding. That 1s, length of the high-use-fre-
quency condition code 1s the shortest, and length of the
low-use-frequency condition code 1s long. For example, the
condition code can be coded from 0, and then to 1, 00, 01,
000, etc. from the high use-frequency to the low use-
frequency.

It 1s to be noted that, 1n the embodiment of the present
disclosure, there are flexible call interfaces between the
functional modules. When executing the function once,
signals are pushed twice. One 1s to push the action code to
the control layer to process, and another 1s to push a
corresponding condition code to the control layer before
forwarding the data packet to other functional modules.

The combining module 40 1s configured to combine parts
or all of the functional modules according to a preset
combination way. In the embodiment of the present disclo-
sure, the preset combination way 1s provided by the router
manufacturer. Signal pushing interface of each functional
module 1s accessed to the upper control layer. Interface call
parameters between the functional modules are action code
cache assigned by the control layer. After executing seli-
function, the functional module pushes the code signal to the
assigned code cache. When the data packet 1s finished
processing, the cache can automatically free up space.

The constructing module 50 1s configured to construct a
Trie tree. Nodes of the Trie tree store the action codes of the
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functional modules. It 1s to be understood that, since infor-
mation 1n the Trie tree can be found fast, the nodes of the
Trie tree can be used to store the action codes of the
functional modules. Since 1t needs to add the condition code
of the functional module, the edge of the Trie tree can be
coded to construct the Trie tree. Specifically, the construct-
ing module 50 uses the data packet whose behaviors are
normal to construct Trie tree representing action set and
condition set. When the router receives one data packet, the
information of action code 1s pushed to the control layer
correspondingly. The control layer caches the information of
action code. After processing the data packet, each func-
tional module of the router sends the data packet to other
functional modules and pushes the sending condition to the
control layer. The control layer saves the sending condition
to the cache. This process constructs Trie tree which
includes information of trigger condition code of the func-
tional module and information of action code of the func-
tional module. It 1s noted that, 1n the embodiment of the
present disclosure, the default edge behavior from the root
node to the first node 1 Trie tree 1s a reception behavior.

The detecting module 60 1s configured to detect whether
there 1s abnormal forwarding behavior 1n forwarding process
of received data packet according to the Trie tree and the
received data packet. Specifically, in the embodiment of the
present disclosure, first, the detecting module 60 obtains the
data packet corresponding to the behavior of the router and
obtains the action code and the condition code correspond-
ingly. After that, the detecting module 60 compares the
action code and the condition code corresponding to the data
packet to the Trie tree which 1s maintained by the router, and
if corresponding code sequence 1s not found 1n the Trie tree,
the detecting module 60 determines that the behavior of the
router 1s an abnormal behavior.

For example, when the forwarding module or the packet-
discarding module recerves one data packet, 1t indicates that
the data packet needs to be forwarded or discarded. Before
processing the date packet, first, the detecting module 60
obtains the information of the action code and the condition
code corresponding to the data packet 1n the cache, and then,
compares the sequences of the action code and the condition
code to self-maintained Trie tree. If the sequences do not
meet the code sequences 1n the Trie tree, 1t indicates that the
forwarding behavior or the packet-discarding behavior is
abnormal. For example, when one data packet 1s forwarded
to the packet-discarding module, the packet-discarding mod-
ule obtains content i1n the cache and constructs a normal-
discarding-packet Trie tree. Node sequence of the Trie tree
indicates a series of conditions and actions when discarding
the data packet normally. Then, the packet-discarding mod-
ule finishes the packet-discarding process and removes the
corresponding cache. Besides, after discarding the data
packet, the packet-discarding module pushes a correspond-
ing processing signal (such as a resending signal, etc.).

Further, 1n one embodiment of the present disclosure, as
shown 1n FIG. 5, the venitying device further includes: a
second determining module 70 and an adding module 80.
Specifically, the second determining module 70 1s config-
ured to determine whether a new functional module needs to
be added to the router. The adding module 80 1s configured
to add the new functional module to the router 11 the new
functional module needs to be added to the router.

More specifically, when a new functional module needs to
be added 1n the router, it can be added in the router after
verification pass of the third-party manufacturer. The first
configuring module 20, the second configuring module 30,
the combining module 40, the constructing module 50 and
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the detecting module 60 process the new functional module
successively to detect whether the forwardmg behavior of
the new functional module 1s normal. It 1s to be understood
that, in the embodiment of the present disclosure, 1 the
newly-added functional module belongs to hardware update
of the router, 1t needs to disable the router shortly. But 11 the
newly-added functional module 1s achieved by software, the
new functional module can be added to the router in real
time when the router operates normally. Therefore, since
addition of the new functional module 1s supported, this can
improve availability and extensibility of the consistency
verification.

The verifying device for consistency of forwarding
behaviors of router data based on action codes, according to
the embodiment of the present disclosure, considers soft-
ware programmability between each functional module of
programmable router fully, and detects abnormal behavior
of the router by using action sequence and condition
sequence of the fTunctional module e ectlvely The verilying
device introduces Trie coding and Huflman coding to
improve coding efliciency and inquiry efliciency. Therefore,
the Verlfymg device can maintain network security while 1t
does not affect performance of the router as much as
possible.

In the following, a non-transitory computer-readable stor-
age medium according to embodiments of the present dis-
closure will be described 1n detail.

In some embodiments, the non-transitory computer-read-
able storage medium having stored therein instructions that,
when executed by a processor of a device, causes the device
to perform the veritying method for consistency of forward-
ing behaviors of router data based on action codes.

Any process or method described 1n the flowing diagram
or other means may be understood as a module, segment or
portion mcluding one or more executable instruction codes
of the procedures configured to achieve a certain logic
function or process, and the preferred embodiments of the
present disclosure include other performances, 1n which the
performance may be achieved in other orders 1nstead of the
order shown or discussed, such as 1n an almost simultaneous
way or 1n an opposite order, which should be appreciated by
those having ordinary skills 1n the art to which embodiments
of the present disclosure belong.

The logic and/or procedures indicated in the flowing
diagram or described in other means herein, such as a
constant sequence table of the executable code for perform-
ing a logical function, may be implemented 1n any computer
readable storage medium so as to be adopted by the code
execution system, the device or the equipment (such a
system based on the computer, a system including a pro-
cessor or other systems fetching codes from the code execu-
tion system, the device and the equipment, and executing the
codes) or to be combined with the code execution system,
the device or the equipment to be used. With respect to the
description of the present invention, “the computer readable
storage medium” may include any device including, storing,
communicating, propagating or transmitting program so as
to be used by the code execution system, the device and the
equipment or to be combined with the code execution
system, the device or the equipment to be used. The com-
puter readable medium includes specific examples (a non-
exhaustive list): the connecting portion (electronic device)
having one or more arrangements ol wire, the portable
computer disc cartridge (a magnetic device), the random
access memory (RAM), the read only memory (ROM), the
clectrically programmable read only memory (EPROMM or
the tflash memory), the optical fiber device and the compact
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disk read only memory (CDROM). In addition, the com-
puter readable storage medium even may be papers or other
proper medium printed with program, as the papers or the
proper medium may be optically scanned, then edited,
interpreted or treated 1n other ways i necessary to obtain the
program electronically which may be stored in the computer
memory.

It should be understood that, each part of the present
disclosure may be implemented by the hardware, software,
firmware or the combination thereof. In the above embodi-
ments ol the present invention, the number of procedures or
methods may be implemented by the software or hardware
stored 1n the computer memory and executed by the proper
code execution system. For example, if the procedures or
methods are to be implemented by the hardware, like 1n
another embodiment of the present invention, any one of the
following known technologies or the combination thereof
may be used, such as discrete logic circuits having logic
gates for implementing various logic functions upon an
application of one or more data signals, application specific
integrated circuits having appropriate logic gates, program-
mable gate arrays (PGA), field programmable gate arrays
(FPGA).

It can be understood by those having the ordinary skills 1n
the related art that all or part of the steps 1n the method of
the above embodiments can be implemented by instructing
related hardware via programs, the program may be stored
in a computer readable storage medium, and the program
includes one step or combinations of the steps of the method
when the program 1s executed.

In addition, each functional unit in the present disclosure
may be integrated in one progressing module, or each
functional unit exists as an independent unit, or two or more
functional umts may be integrated i one module. The
integrated module can be embodied 1n hardware, or sofit-
ware. If the mtegrated module 1s embodied 1n software and
sold or used as an imndependent product, 1t can be stored 1n
the computer readable storage medium.

The non-transitory computer-readable storage medium
may be, but 1s not limited to, read-only memories, magnetic
disks, or optical disks.

Retference throughout this specification to “an embodi-

ment,” “some embodiments,” “one embodiment”, “another
example,” “an example,” “a specilic example,” or “some
examples,” means that a particular feature, structure, mate-

rial, or characteristic described 1n connection with the
embodiment or example 1s included 1n at least one embodi-
ment or example of the present disclosure. Thus, the appear-
ances ol the phrases such as “in some embodlments ” “in
one embodiment”, “in an embodiment”, *“in another
example,” “in an example ” “in a specific example or “in
some examples,” 1n various places throughout this specifi-
cation are not necessarily referring to the same embodiment
or example of the present disclosure. Furthermore, the
particular features, structures, materials, or characteristics
may be combined 1n any suitable manner in one or more
embodiments or examples.

Although explanatory embodiments have been shown and
described, it would be appreciated by those skilled in the art
that the above embodiments cannot be construed to limit the
present disclosure, and changes, alternatives, and modifica-
tions can be made 1n the embodiments without departing
from spirit, principles and scope of the present disclosure.

What 1s claimed 1s:

1. A veritying method for verifying consistency of for-
warding behaviors of router data based on action codes,

comprising following steps of:
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S1, determining related functions for a plurality of func-

tional modules of a router;

S2, configuring action codes for the plurality of functional

modules of the router, each functional module sending
a configured action code to a control layer after execut-
ing the related function;

S3, configuring condition codes for the plurality of func-

tional modules of the router;

S4, combining one or more of the plurality of the func-

tional modules according to a preset combination way;

S5, constructing a Trie tree, nodes of the Trie tree storing

the action codes of the functional modules; and

S6, detecting whether there 1s an abnormal forwarding

behavior 1n a forwarding process of received data
packet according to the Trie tree and the recerved data
packet;
wherein the step S6 comprises:
obtaining the data packet corresponding to a behavior of
the router and obtaining the action code and the con-
dition code corresponding to the data packet; and

comparing the action code and the condition code corre-
sponding to the data packet to the Trie tree which 1s
maintained by the router, and 1f corresponding code
sequence 1s not found 1n the Trie tree, determining that
the behavior of the router i1s the abnormal forwarding
behavior.

2. The method of claim 1, further comprising:

S7, 11 a new functional module needs to be added to the

router, executing the steps S2 to S6.

3. The method of claim 1, wherein the preset combination
way 1s provided by a router manufacturer.

4. A verilying device for verilying consistency ol for-
warding behaviors of router data based on action codes,
comprising;

a Processor;

a memory, having instructions executable by the proces-

sor stored;

wherein the processor 1s configured to:

determine related functions for a plurality of functional

modules of a router;

configure action codes for the plurality of functional

modules of the router, each functional module sending
a configured action code to a control layer after execut-
ing the related function;

configure condition codes for the plurality of functional

modules of the router:;

combine one or more of the plurality of the functional

modules according to a preset combination way;
construct a Trie tree, nodes of the Trie tree storing the
action codes of the functional modules; and
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detect whether there 1s an abnormal forwarding behavior
in a forwarding process of recerved data packet accord-
ing to the Trie tree and the received data packet;

wherein the processor 1s further configured to:

obtain the data packet corresponding to a behavior of the
router and obtain the action code and the condition

code corresponding to the data packet; and

compare the action code and the condition code corre-
sponding to the data packet to the Trie tree which 1s
maintained by the router, and 1f corresponding code
sequence 1s not found 1n the Tre tree, determine that
the behavior of the router 1s the abnormal forwarding
behavior.

5. The device of claim 4, wherein the processor 1s further
configured to:

determine whether a new functional module needs to be

added to the router; and

add the new functional module to the router if the new

functional module needs to be added to the router.

6. The device of claim 4, wherein the preset combination
way 1s provided by a router manufacturer.

7. A non-transitory computer-readable storage medium
having stored therein instructions that, when executed by a
processor of a device, causes the device to perform a
verilying method for verifying consistency of forwarding
behaviors of router data based on action codes, wherein the
verilying method comprises following steps of: S1, deter-
mining related functions for a plurality of functional mod-
ules of a router; S2, configuring action codes for the plurality
of functional modules of the router, each functional module
sending a configured action code to a control layer after
executing the related function; S3, configuring condition
codes for the plurality of functional modules of the router;
S4, combining one or more of the plurality of the functional
modules according to a preset combination way; S5, con-
structing a Trie tree, nodes of the Trie tree storing the action
codes of the functional modules; and S6, detecting whether
there 1s an abnormal forwarding behavior 1n a forwarding
process of received data packet according to the Trie tree and
the received data packet; wherein the step S6 comprises:
obtaining the data packet corresponding to a behavior of the
router and obtaining the action code and the condition code
corresponding to the data packet; and comparing the action
code and the condition code corresponding to the data
packet to the Trie tree which 1s maintained by the router, and
if corresponding code sequence 1s not found 1n the Trie tree,
determining that the behavior of the router i1s the abnormal
forwarding behavior.
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