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303 Providing a first computing device accessible to a first user and configured with
Internet access, a second computing device accessible to the first user, and a backend
system accesstble to a second user, the backend system in communication with the second
computing device via a secure communication network and having a TOTP token
senerator and an application programming interface.

310 Creating, by the first user, a web-based account having a username and a password.

L o o ]

320 Displaying, for the first user, via the first computing device, a multi-factor
authentication mnitiation screen mcluding secret information and at least one data field for
entering at least one TOTP token.

325 Capturing, by the second computing device, the secret information i memory.

330 Transmitting, by the second computing device, the secret information over the secure
communication network to the backend system via the applicatton programming interface.
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340 Transmitting, by the second user, via the application programming interface, the at
least one TOTP token to the second computing device, the second computing device

350 Receiving, by the first computing device, from the web-based account, validation of

the at least one TOTP token, thereby confirming activation of multi-factor authentication
for the web-based account.
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SYSTEMS AND METHODS FOR
MAINTAINING SPLIT KNOWLEDGE OF
WEB-BASED ACCOUNTS

TECHNICAL FIELD

This application relates generally to systems, methods and
apparatuses, including computer programs, for providing
secure access to web-based accounts. More specifically, this
application relates to increasing security for a web-based
account by splitting, between a {irst user and a second user,
knowledge needed to access the account.

BACKGROUND

For many years, web-based accounts have used multi-
factor authentication (MFA) techniques to provide greater
security than an account password alone provides, particu-
larly for accounts having sensitive or valuable information.
In one typical use case, a user opens a cloud account (e.g.,
an AWS® account) having a username and a password. For
additional security, the user has the option to configure
virtual (or hardware) MFA, which requires that another
piece of authenticating mformation (e.g., an MFA posses-
s1on factor) be provided before the user gains access to the
account. Specifically, using virtual MFA, the user provides
a time-based one-time password (TOTP) token generated by
a TOTP-compatible application (e.g., Google Authenticator
or Authy) hosted on a secondary device (e.g., a mobile
device such as a smart phone). The TOTP token must be
provided 1n addition to the username and password to gain
access to the account.

One limitation of the above setup, particularly 1n enter-
prise environments, 1s that the account holder ultimately
holds access to all of the mnformation needed to gain access
to the account, thus giving the account holder a “key to the
kingdom.” What 1s needed 1s a configuration that further
increases security and mitigates risk of breach by any one
individual by maintaiming separation of the knowledge
required to access a critical account, so that at least two
individuals (or teams) must come together to gain access to
the account.

SUMMARY

Accordingly, the invention provides systems, methods
and apparatuses to separate knowledge of critical accounts
so that security 1s heightened, particularly for critical
accounts 1n enterprise environments. For example, the root
user of an AWS® cloud account (e.g., a development lead on
a project) can hold the root account password, while a
second user (e.g., a security oflicial or team) can hold access
to one or more TOTP tokens generated on a backend system.
Under this configuration, the first and second users must
work together to gain access to the account.

More specifically, the account holder creates the account
and then places a request to enable virtual MFA {for the
account. At this point, the account holder must contact the
security team 1n real time to gain access to the TOTP tokens
needed to enable virtual MFA. To facilitate this communi-
cation, systems and methods for transmitting the shared
secret required to generate the TOTP tokens are provided. In
this way, the invention enables full self-service of account
setup while maintaining split knowledge of the information
required to access the account. Without the invention, the
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2

two would need to come together physically (or virtually) at
the time of setup, adding expense, aggravation and delay to
the account setup process.

In one embodiment, the invention uses two main compo-
nents 1n secure communication with each other: (1) a mobile
application (e.g., imnstalled on a mobile phone accessible by
the account holder) and (2) a backend application (e.g.,
installed on a backend system accessible by a security team).
A first user creates an account and requests to enable MFA,
and the account provides a one-time shared secret used to set
up MFA. The mobile application captures the shared secret
provided by the account setup screen for enrollment pur-
poses and acts as a proxy to communicate with the token
management system in the backend, to which the account
holder does not have access. The mobile application then
securely communicates the shared secret to the backend
system, which uses the shared secret to generate one or more
TOTP tokens. The backend system then provides the gen-
erated TOTP tokens to the account holder, who can enter
them 1nto the account setup screen. If the setup 1s successiul,
the user recerves a prompt that MFA has been enabled. The
user can then save account details on the backend system
using the mobile application. Thus, 1dentiiying information
can be added for the first user, with the backend system
storing a unique 1dentifier for account identification and the
shared secret.

In one aspect, the mmvention features a computerized
method of enabling multi-factor authentication for a web-
based account. The method includes providing a first com-
puting device accessible to a first user and configured with
Internet access, a second computing device accessible to the
first user, and a backend system accessible to a second user.
The backend system 1s in communication with the second
computing device via a secure communication network. The
backend system has a TOTP token generator and an appli-
cation programming interface. The method also includes
creating, by the first user, a web-based account having a
username and a password. The method also includes
requesting, by the first user, via the first computing device,
to enable multi-factor authentication for the web-based
account. The method also includes displaying, for the first
user, via the first computing device, a multi-factor authen-
tication mnitiation screen including secret information and at
least one data field for entering at least one TOTP token. The
method also includes capturing, by the second computing
device, the secret information in memory. The method also
includes transmitting, by the second computing device, the
secret information over the secure communication network
to the backend system wvia the application programming
interface. The method also includes generating, by the
second user, using the TOTP token generator, the at least one
TOTP token. The method also includes transmitting, by the
second user, via the application programming interface, the
at least one TOTP token to the second computing device, the
second computing device displaying the at least one TOTP
token on a token screen. The method also includes entering,
by the first user, via the multi-factor authentication initiation
screen, the at least one TOTP token into a corresponding
data field of the at least one data field. The method also
includes receiving, by the first computing device, from the
web-based account, validation of the at least one TOTP
token, thereby confirming activation of multi-factor authen-
tication for the web-based account.

In some embodiments, the method includes entering
account details, by the first user, into an account details
screen displayed via the second computing device. In some
embodiments, the account details include an account num-
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ber and a name for the account. In some embodiments, the
second computing device includes a mobile application
configured to display the token screen and the account
details screen. In some embodiments, the method includes
transmitting the account details, by the second computing
device, to the application programming interface of the
backend system. In some embodiments, the method includes
storing, by the backend system, the account details 1n
permanent memory of the backend system. In some embodi-
ments, the method includes receiving confirmation, by the
second computing device, from the backend system over the
secure communication network, that the account details
have been saved and that synchronization of the web-based
account with the backend system 1s complete.

In some embodiments, the secret information 1s embed-

ded 1mn a Quick Response (“QR”) code. In some embodi-
ments, the secret information includes account metadata and
a secret key for generating the at least one TOTP token. In
some embodiments, transmitting the secret information to
the backend system includes determiming, based on the
Quick Response code, a secret key for generating the at least
one TOTP token and transmitting the secret key to the
backend system. In some embodiments, only the second user
has access to the system that generates the at least one TOTP
token and only the first user has access to the account
password. In some embodiments, the first computing device
1s a personal computer and the second computing device 1s
a mobile device. In some embodiments, the backend system
includes (1) temporary data storage configured to store the
secret information long enough to generate and transmit the
at least one TOTP token, and/or (11) permanent data storage
configured to store the external account details permanently
(e.g., for as long as the account 1s active). In some embodi-
ments, 11 setup fails, the secret information can be released.

In some embodiments, the first user cannot access the
multi-factor authentication token generator and the second
user cannot access the account password. In some embodi-
ments, the secret information and the at least one TOTP
token are transmitted using a secure communication proto-
col. In some embodiments, the at least one TOTP token
includes a first TOTP token and a second TOTP token and
the at least one corresponding data field includes a first data
field and a second data field. In some embodiments, the first
TOTP token and the second TOTP token are generated
successively using the same secret mformation. In some
embodiments, two tokens are used for 1nitial setup to verity
a secret and not for account access.

In another aspect, the mvention includes a TOTP enter-
prise management system. The system includes a web-based
account capable of enabling multi-factor authentication. The
system also includes a mobile application configured to
assist 1n recerving first data from, and providing second data
to, the web-based account. In some embodiments, the
mobile application includes a user interface that provides a
proxy layer with respect to the server (e.g., assists in taking
in the secret information for setup and displaying one or
more TOTP tokens and account details, both for setup and,
with appropriate approval from a security team, later use).
The first data includes information including secret infor-
mation. The second data includes at least one TOTP token
and account details for the web-based account. The system
also includes a backend system in communication with the
mobile application via a secure communication network.
The backend system includes an enrollment application
programming interface for communicating with the mobile
application, a token generation module for generating the at
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least one TOTP token based on the secret information, and
an account database for storing the account details.

In another aspect, the mvention includes a mobile appli-
cation for enabling multi-factor authentication for a web-
based account. The mobile application includes a first user-
facing module configured to scan a QR code, determine a
secret key based on the QR code, and transmit the secret key
to a backend system. The mobile application also includes a
second user-facing module configured to display one or
more TOTP tokens transmitted from the backend system.
The mobile application also includes a third user-facing
module configured to receirve account details for the web-
based account and transmit the account details to the back-
end system.

In another aspect, the mvention includes a TOTP enter-
prise management server. The server includes an enrollment
application programming interface configured to communi-
cate with an external computing device. The server also
includes a TOTP token generating module 1n communica-
tion with the enrollment application programming interface
and configured to generate tokens based on secret informa-
tion transmitted from the external computing device. The
server also includes memory for storing an account database
having account imformation, the account database 1 com-

munication with the enrollment application programming
interface. The server also includes an adminmistrative module
in communication with the account database. The server also
includes a remediation application programming interface in
communication with the administrative module and config-
ured to return TOTP tokens based on requests from a user
input having the account information. In some embodi-
ments, approval from a security team 1s necessary for return
of one or more TOTP tokens. In some embodiments, infor-
mation 1s handled so as to maintain separation of knowledge
alter use (e.g., with the TOTP token as one of the “keys of
the kingdom,” the user with the password could “learn” the
TOTP token, but the token would only be valid for a certain
period of time, ensuring that knowledge 1s still effectively
split). Such a configuration improves upon systems in which
the account holder knows the account password and the
security team has a hardware MFA device, at least because
there can be added expense imnvolved with using a hardware
token at setup or to access the account.

BRIEF DESCRIPTION OF THE DRAWINGS

The advantages of the invention described above, together
with further advantages, may be better understood by refer-
ring to the following description taken 1n conjunction with
the accompanying drawings. The drawings are not neces-
sarily to scale; emphasis 1s instead generally placed upon
illustrating the principles of the invention.

FIG. 1 1s a schematic diagram of a web-based account
access management system, according to an illustrative
embodiment of the invention.

FIG. 2 1s a schematic flow diagram showing use of a
web-based account access management system, according to
an 1llustrative embodiment of the mnvention.

FIG. 3 1s a flowchart of a method of enabling multi-factor
authentication for a web-based account, according to an
illustrative embodiment of the invention.

DETAILED DESCRIPTION

FIG. 1 1s a schematic diagram of a web-based account
access management system 100, according to an illustrative
embodiment of the invention. The account access manage-
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ment system 100 includes three basic modules: a first
computing device 102, accessible to a first user 104 (e.g., an
account holder) and configured with Internet access; a
second computing device 106 (e.g., a mobile phone with a
graphical user interface and an mstalled mobile application),
accessible to the first user 104; and a backend system 108
(e.g., a data server) accessible to a second user 110 (e.g., a
security oflicial or team). The second computing device 106
1s 1n secure communication with the backend system 108 via
a secure communication network 112 (e.g., any form or
medium of digital or analog data communication) using a
secure communication protocol such as two-way Secure
Sockets Layer (SSL) or Transport Layer Security (TLS).

The second computing device 106 has a built-in camera
114 and a screen 116. The second computing device also has
a mobile application installed thereon, which 1s configured
to display user-facing screens or modules for the first user
104 and to communicate data to and from backend system
108 via the secure communications network 112. The back-
end system 108 has a TOTP token generator 118, an external
application programming interface (API) 120, a remediation
API 124, an account database 128, and an account store 132.
The external API 120 1s in communication with the TOTP
token generator 118 and the account database 128 (e.g., via
the account store 132). The TOTP token generator 118 1s
also 1n communication with the account store 132. The
remediation API 124 1s accessible by the second user 110.
The functions of these components are further 1llustrated by
the steps shown i FIG. 2 below.

FIG. 2 1s a schematic flow diagram 200 showing use of a
web-based account access management system (e.g., the
system 100 shown and described 1n FIG. 1), according to an
illustrative embodiment of the invention. Generally, the
three columns of the flow diagram 200 show stages of use
associated with one of the above-described components—
1.¢., the first column 1s dedicated to the computing device
102; the second column 1s dedicated to the second comput-
ing device 106; and the third column 1s dedicated to the
backend system 108. In the flow diagram 200, arrows
flowing from left to right or right to left show process tlow
(e.g., information exchanged) among these components, and
arrows tlowing downward show changes happening within
components (e.g., displaying screens, processing or record-
ing of data, etc.).

In one embodiment, the account holder 104 (e.g., a project
development lead) creates a web-based cloud account (e.g.,
using the first computing device 102) having a username and
password of his or her choice. The account holder 104 then
requests to enable virtual MFA for the account. The first
computing device 102 displays a MFA initiation screen 204
including a piece of secret information 208 (e.g., a QR code
that embeds a secret key used with TOTP token generation
and/or other information such as account metadata). The
MFA 1nitiation screen also includes at least one data field for
entering at least one TOTP token, e.g., a first data field 212
for entering a first TOTP token and a second data field 216
for entering a second TOTP token.

The first user uses the second computing device 106
(including the installed mobile application) to scan the QR
code using the camera 114, capturing the shared secret 1n
memory. To aid the first user 1n scanning the QR code, the
second computing device 106 can display a “scan view”
screen 220, which can include, e.g., a live feed from the
camera 114 to aid the user in positioning the QR code
appropriately on the screen 116 for data capture. As one
non-limiting example, the camera 114 can be located on the
back of the device (e.g., oppositely to the screen 116, which
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faces the user as shown), and the screen 116 can display a
live feed from the camera 114 to aid the user 1n positioning
the QR code on the screen. Once the QR code 1s captured,
the mobile application does not compute the TOTP token
itself. Instead, the mobile application extracts from the QR
code the secret key and transmits the secret key over the
secure communication network 112 to the backend system
108 via the external API 120 of the backend system 108.

After the secret key 1s passed to the backend system 108,
the external API 120 calls upon the token generator 118 to
generate at least one TOTP token (e.g., two TOTP tokens
generated successively) based on the secret key along with
a unique 1dentifier (UID) for the transaction. The TOTP
token generator 118 can be based on the RFC 6238 standard
or another similar standard recognized 1n the art. The TOTP
token generator 118 1s used for account setup only and
cannot be used to retrieve TOTP tokens past account setup.
The external API 120 then transmits the at least one TOTP
token via the communications network 112 to the second
computing device 106, which displays the at least one TOTP
token on a token screen 232 of the mobile application. The
account holder 104 then enters these two tokens 1nto corre-
sponding data fields 234A, 234B in the MFA initiation
screen 236 shown by the first computing device 102 and
clicks the “Activate” button 234C to complete the setup.

If the setup synchromization i1s successiul, the account
holder 104 recerves validation from the web-based account
of the entered TOTP tokens (e.g., by the “success™ screen
240 shown by the first computing device 102), thereby
confirming activation of the MFA authentication for the
account. At this stage, the mobile application on the second
computing device 106 prompts the account holder 104 to
enter additional account details for this setup, for example
the account number and a name of the account, 1n an account
details screen 244 of the mobile application. The second
computing device 106 then transmits the account details to
the API 120 of the backend system 108 along with the UID
received previously. The backend system 108 saves this
information in the account database 128 and confirms to the
second computing device 106, over the secure communica-
tion network 112, that account setup and synchronization are
complete. At this point, only the security team 110 has
access to the TOTP generator 118 and only the account
holder 104 has access to the account password.

In some embodiments, the first computing device 102 1s
a personal computer, a laptop, or a mobile phone (e.g.,
different from or the same as the mobile device 106) and the
second computing device 1s a mobile phone or tablet. In
some embodiments, the backend system 108 includes (1)
temporary data storage (e.g., in the external API 120)
configured to store the shared secret long enough to generate
and transmit the at least one TOTP token, and (11) permanent
data storage (e.g., the account database 128) configured to
store the external account details permanently. In some
embodiments, the first user cannot access the multi-factor
authentication token generator 118 and the second user
cannot access the account password.

In some embodiments, the mobile application does not
store any data in long term memory. Instead, the mobile
application communicates data to a set of APIs on the
backend system 108, and data 1s recerved in real time
without being stored permanently. In some embodiments,
the remediation API allows for requesting access to the
secret key after mitial setup. In some embodiments, the set
of APIs can process the account information as well as the
account secret key. In some embodiments, a request for
access 1s required by the account user and an approval
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required by the security team, and the set of APIs returns the
corresponding TOTPs (but not the secret key). In some
embodiments, the backend system 108 has two tables: an
account store, used for enrollment; and a permanent store
(¢.g., the database 128) marked for account details. In some
embodiments, the permanent store can be split up to main-
tain heightened security (e.g., the secret key information can
be stored 1in encrypted form in one data store, while the
account information 1s stored 1n encrypted form in a different
data store).

FIG. 3 1s a flowchart of a method 300 of enabling
multi-factor authentication for a web-based account, accord-
ing to an illustrative embodiment of the invention. In a first
step 305, the following are provided: a first computing
device accessible to a first user and configured with Internet
access, a second computing device accessible to the first
user, and a backend system accessible to a second user. The
backend system 1s in communication with the second com-
puting device via a secure communication network and has
a TOTP token generator and an application programming
interface. In a second step 310, the first user creates a
web-based account having a username and a password. In a
third step 315, the first user requests, via the first computing,
device, to enable multi-factor authentication for the web-
based account. In a fourth step 320, the first computing
device displays for the first user a multi-factor authentication
initiation screen including secret information and at least
one data field for entering at least one TOTP token. In a fifth
step 325, the second computing device captures the secret
information in memory. In a sixth step 330, the second
computing device transmits the secret information over the
secure communication network to the backend system via
the application programming interface. In a seventh step
335, the second user generates, using the TOTP token
generator, the at least one TOTP token. In an e1ghth step 340,
the second user transmits, via the application programming,
interface, the at least one TOTP token to the second com-
puting device, the second computing device displaying the
at least one TOTP token on a token screen. In a ninth step
345, the first user enters, via the multi-factor authentication
initiation screen, the at least one TOTP token into a corre-
sponding data field of the at least one data field. In a tenth
step 350, the first computing device receives, from the
web-based account, validation of the at least one TOTP
token, thereby confirming activation of multi-factor authen-
tication for the web-based account.

It should also be understood that various aspects and
embodiments of the technology can be combined 1n various
ways. Based on the teachungs of this specification, a person
of ordinary skill 1in the art can readily determine how to
combine these various embodiments. In addition, modifica-
tions may occur to those skilled 1n the art upon reading the
specification.

What 1s claimed 1s:

1. A computerized method of enabling multi-factor
authentication for a web-based account, the method com-
prising;:

providing a first computing device accessible to a first

user and configured with Internet access, a second
computing device accessible to the first user, and a
backend system accessible to a second user, the back-
end system in commumication with the second com-
puting device via a secure communication network, the
backend system having a time-based one-time pass-
word (TOTP) token generator and an application pro-
gramming interface;
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creating, by the first user, a web-based account having
account details including a username and an account
password;

requesting, by the first user, via the first computing device,

to enable multi-factor authentication for the web-based
account,

displaying, for the first user, via the first computing

device, a multi-factor authentication initiation screen
including secret information and at least one data field
for entering at least one TOTP token;

capturing, by the second computing device, the secret

information in memory;

transmitting, by the second computing device, the secret

information over the secure communication network to
the backend system via the application programming
interface;

generating, by the second user, using the TOTP token

generator, the at least one TOTP token;

transmitting, by the second user, via the application

programming interface, the at least one TOTP token to
the second computing device, the second computing
device displaying the at least one TOTP token on a
token screen;

entering, by the first user, via the multi-factor authenti-

cation initiation screen, the at least one TOTP token
into a corresponding data field of the at least one data
field; and

receiving, by the first computing device, from the web-

based account, validation of the at least one TOTP
token,

wherein only the first user has access to the account

password and only the second user has access to the
TOTP token generator.

2. The method of claim 1 further comprising entering
account details, by the first user, into an account details
screen displayed via the second computing device.

3. The method of claam 2 wherein the account details
include an account number and a name for the account.

4. The method of claim 2 wherein the second computing
device includes a mobile application configured to display
the token screen and the account details screen.

5. The method of claim 2 turther comprising transmitting,
the account details, by the second computing device, to the
application programming interface of the backend system.

6. The method of claim 5 further comprising storing, by
the backend system, the account details 1n permanent
memory of the backend system.

7. The method of claim 6 further comprising receiving
confirmation, by the second computing device, from the
backend system over the secure communication network,
that the account details have been saved and that synchro-
nization of the web-based account with the backend system
1s complete.

8. The method of claim 1 wherein the secret information
1s embedded 1n a Quick Response code.

9. The method of claim 8 wherein the secret information
includes account metadata and a secret key for generating
the at least one TOTP token.

10. The method of claim 8 wherein transmitting the secret
information to the backend system includes determining,
based on the Quick Response code, a secret key for gener-
ating the at least one TOTP token and transmitting the secret
key to the backend system.

11. The method of claim 1 wherein only the second user
has access to the system that generates the at least one TOTP
token and only the first user has access to the account
password.
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12. The method of claim 1 wherein the first computing
device 1s a personal computer and the second computing
device 1s a mobile device.

13. The method of claim 1 wherein the backend system
includes (1) temporary data storage configured to store the
secret information long enough to generate and transmit the
at least one TOTP token, and (1) permanent data storage
configured to store the external account details permanently.

14. The method of claim 1 wherein the secret information
and the at least one TOTP token are transmitted using a
secure communication protocol.

15. The method of claim 1 wherein the at least one TOTP
token includes a first TOTP token and a second TOTP token
and the at least one corresponding data field includes a first
data field and a second data field.

16. The method of claim 15 wherein the first TOTP token
and the second TOTP token are generated successively using
the same secret information.

17. A TOTP enterprise management system comprising:

a 1irst computing device accessible to a {first user and
configured with Internet access, the first computing
device configured to (1) create a web-based account
having account details including a username and an
account password, the web-based account capable of
enabling multi-factor authentication, (1) request to
enable multi-factor authentication for the web-based
account, (111) display a multi-factor authentication 1ni-
tiation screen including secret information and at least
one data field for entering at least one TOTP token, (1v)
rece1ve at least one TOTP token via the at least one data
field, and (v) receive from the web-based account
validation of the at least one TOTP token;

a second computing device accessible to the first user, the
second computing device including a mobile applica-
tion stored 1n memory of the second computing device,
the mobile application configured to (1) capture the
secret information in memory, (11) transmit the secret
information via the mobile application, (111) receive the
at least one TOTP token, and (1v) display the at least
one TOTP token on a token screen; and

a backend server computer accessible to a second user, the
backend server computer in communication with the
second computing device via a secure communication
network, the backend server computer including an
application programming interface for communicating
with the mobile application of the second computing
device, a token generation module for generating the at
least one TOTP token based on the secret mnformation
and transmitting the at least one TOTP token to the
second computing device, and an account database for
storing the account details,

wherein only the first user has access to the account
password and only the second user has access to the
token generation module.

18. A mobile application enabling multi-factor authenti-
cation for a web-based account, the web-based account
having details including a username and an account pass-
word and being accessible to a first user via a first computing
device configured with Internet access, the mobile applica-
tion comprising:

a first user-facing module stored 1n memory of a second
computing device and accessible to the first user, the
first user-facing module (1) capturing secret information
provided by a multi-factor authentication initiation
screen displayed wvia the first computing device, the
multi-factor authentication screen including secret
information and at least one data field for receiving at
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least one TOTP token and (11) transmitting the secret
information to a backend system 1n secure communi-
cation with the second computing device via an appli-
cation programming interface of the backend system:;

a second user-facing module stored in memory of the

second computing device and accessible to the first
user, the second user-facing module displaying one or
more TOTP tokens generated by and transmitted from
a TOTP token generator of the backend system for
entering, by the first user, into the multi-factor authen-
tication initiation screen displayed via the first com-
puting device; and

a third user-facing module accessible to the first user and

stored 1n memory of the second computing device, the
third user-facing module receiving account details for
the web-based account, the web-based account provid-
ing to the first computing device validation of the one
or more TOTP tokens,

wherein only the first user has access to the account

password and only the second user has access to the
TOTP token generator.

19. A TOTP enterprise management server for enabling
multi-factor authentication for a web-based account, the
web-based account having account details including a user-
name and an account password and created by and acces-
sible to a first user via a first computing device configured
with Internet access, the TOTP enterprise management
server 1n secure communication with a second computing
device that 1s accessible to the first user, the TOTP enterprise
management server comprising:

an enrollment application programming interface stored

in memory of the TOTP enterprise management server
and configured to communicate with the second com-
puting device, the enrollment application programming
interface recerving secret information from a multi-
factor authentication 1nitiation screen displayed for the
first user on the first computing device and captured 1n
memory of the second computing device;

a TOTP token generating module stored 1n memory of the

TOTP enterprise management server and accessible by
a second user, the TOTP generating module in com-
munication with the enrollment application program-
ming interface, the TOTP token generating module
generating one or more TOTP tokens based on secret
information transmitted from the second computing
device, the one or more TOTP tokens being displayed
on a token screen of the second computing device, the
first user entering the one or more TOTP tokens into
one or more corresponding data fields of the multi-
factor authentication initiation screen;

memory for storing an account database having account

information, the account database in communication
with the enrollment application programming interface;
an administrative module stored 1n memory of the TOTP
enterprise management server, the admimstrative mod-
ule in communication with the account database; and

a remediation application programming interface stored

in memory of the TOTP enterprise management server,
the remediation application programming interface in
communication with the administrative module and
configured to return one or more TOTP tokens based on
requests from a user mput having the account informa-
tion,

wherein only the first user has access to the account

password and only the second user has access to the
TOTP token generating module.
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